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(57) ABSTRACT 

A computer implemented method for facilitating a transac 
tion between a Subscriber and a vendor through an interme 
diary may include: receiving, at the intermediary, personal 
information from the subscriber to establish a user account; 
storing the personal information for Subsequent access; 
receiving a request from the Subscriber to access the user 
account, upon which the subscriber's identity is verified by 
the intermediary against the personal information; the inter 
mediary entering into a transaction with the vendor on behalf 
of the subscriber based on the subscriber's instruction once 
the subscriber's identity is successfully verified; and notify 
ing the Subscriber upon completion of the transaction. Impor 
tantly, the transaction is completed without disclosing the 
subscriber's personal information to the vendor. As such, the 
consumer remains anonymous with respect to the vendor. 
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INTERNET STRAWMAN AND USER 
INTERFACE THEREFOR 

RELATED UNITED STATES PATENT 
APPLICATIONS 

0001. This application is a continuation of co-pending, 
commonly-owned U.S. patent application Ser. No. 12/006, 
498 by G. Eubanks, filed on Jan. 2, 2008, entitled “Internet 
Strawman and User Interface Therefor” assigned to the 
assignee of the present invention, and hereby incorporated by 
reference in its entirety, which in turn is a continuation of 
co-pending, commonly-owned U.S. patent application Ser. 
No. 09/661,578 by G. Eubanks, filed on Sep. 14, 2000, 
entitled “Internet Strawman and User Interface Therefor.” 
now U.S. Pat. No. 7,330,884, also assigned to the assignee of 
the present invention, and also hereby incorporated by refer 
ence in its entirety. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The present invention relates to the design of user 
interface in the context of electronic commerce. More spe 
cifically, the present invention pertains to a system and 
method for implementing an intermediary to preserve user 
privacy and anonymity in electronic transactions. 
0004 2. Related Art 
0005. In recent years, electronic commerce (e-commerce) 
has evolved to become an important part of modern com 
merce. New electronic storefronts spring up on the Internet 
daily, and many traditional sellers also have established their 
presence on the Internet or have plans to do in the near future. 
By way of background, the Internet is a worldwide collection 
of computer networks and gateways that generally use the 
TCP/IP suite of protocols to communicate with one another. 
The Internet allows easy access to media and data from a 
variety of sources, and is capable of delivering Such informa 
tion to users wherever they may be. Over the past few years, 
the Internet has experienced vast commercialization and has 
evolved into a worldwide information Super-highway and 
database, containing information on every Subject known to 
humankind. 
0006. The most prevalent and popular aspect of the Inter 
net is the World WideWeb (also called the “Web’). The Web 
is an Internet facility that allows a server computer system 
(e.g., a Web server or a Web site) to send Web documents, 
commonly known as Web pages, to a remote client computer 
system. The remote client computer system can then display 
the Web documents using a Web browser. Typically, a Web 
page contains links (hyperlinks) that let usersjump from page 
to page whether the pages are stored on the same server or on 
different servers around the world. 
0007. The Web has become the center of Internet activity 
since, among other reasons, Web pages, containing both text 
and graphics, provide a user-friendly graphical interface to 
the Internet. The Web is also conducive for conducting 
e-commerce. Many Web servers have been developed 
through which on-line vendors (e-Vendors) can advertise and 
sell products and services. Some e-Vendors provide an on-line 
catalog listing the items that are available. A user may browse 
through the on-line catalog using a browser and select various 
items that he/she desires to order. Typically, when the user has 
finished selecting the items, he/she is then prompted to enter 
his personal information, such as credit card information, 
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shipping address, etc., so as to complete the ordering process. 
The Web server then confirms the order by sending a confir 
mation Web page to the client computer and Schedules ship 
ment of the ordered items. 

0008 Nevertheless, many consumers feel uneasy or are 
even unwilling to engage in these on-line transactions due to 
the lack of anonymity. More particularly, during an electronic 
transaction, information about the transaction (e.g., items 
ordered) as well as information of a personal nature (e.g., 
name, address, credit card number of the consumer) are typi 
cally and necessarily sent to the vendor. While aggregating 
such information may be invaluable to the vendors for various 
purposes, such as using the information to track the buying 
habits of consumers and/or directing targeted advertising to 
them, the majority of consumers prefer to remain anonymous 
in on-line transactions so that their privacy can be better 
preserved. Thus, it would be advantageous to provide a 
mechanism by which electronic transactions can be consum 
mated without having to compromise the identity of indi 
vidual consumers. 

0009. Another problem exists for consumers who patron 
ize multiple e-Vendors. Typically, each e-Vendor requires a 
patron to establish a personal profile or account (e.g., setting 
up a user name and password) before a transaction can be 
entered into. The process of establishing such a profile or 
account must generally be repeated for each and every e-ven 
dor that the consumer deals with as different e-vendors are 
usually not affiliated with one another and thus each main 
tains its own user accounts. Since these multiple accounts are 
created separately at different entities, more often than not 
they have different attributes, such as user names and pass 
words. Even where the consumer is allowed to choose his/her 
own user name, it is unlikely that the same user name can be 
had at the various e-Vendors because a desired name is often 
already taken by another consumer. The situation is even less 
desirable where the e-vendor's system arbitrarily assigns a 
user name that does not bear any meaning to the consumer. 
0010. Due to the above reasons, an individual consumer 
who patronize multiple e-vendors must therefore remember 
all of his/her user names and their respective passwords as 
well as which e-vendor's Web site they each corresponds to in 
order to access those sites to transact business. As such, apart 
from being unable to remain anonymous as described above, 
it is also very cumbersome, confusing and inconvenient for 
the consumer to have to manage numerous unrelated and 
Sometime convoluted user names and passwords. Therefore, 
it would be very beneficial to have a mechanism whereby the 
consumer can conveniently transact business with multiple 
e-Vendors without having to deal with numerous unrelated 
user names and passwords for accessing individual Web sites 
and to do so anonymously. 
0011. A different but related problem presents itself for 
consumers who patronize multiple e-Vendors. Since each 
e-Vendor maintains its own user accounts, a consumer who 
conducts business with multiple e-vendors would receive 
separate transaction statements and correspondence (e.g., 
billing statements, order confirmations, etc.) from each indi 
vidual e-Vendor. The large Volume of records and correspon 
dence generated would quickly become cumbersome and 
unwieldy for the consumer to manage. Therefore, it would be 
advantageous to provide a mechanism that helps the con 
Sumer avoid having to handle vast amounts of records and 
correspondence from differente-vendors with whom the con 
Sumer transacts business. 
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0012. Furthermore, it is appreciated that compatibility is 
essential in developing an interfacing mechanism. More spe 
cifically, different e-vendors are likely to set up different 
electronic storefronts (e.g., different Web site layout and 
navigation) in an e-commerce environment. Thus, it would be 
desirable to provide an interfacing mechanism for consumers 
to conveniently transact business with multiple e-Vendors 
without compromising the individual consumer's identity 
and without the need to maintain numerous user names, pass 
words or transaction records Such that the mechanism is com 
patible and applicable to differing Web sites that are present in 
the e-commerce environment. 

SUMMARY OF THE INVENTION 

0013. It would be advantageous to provide a mechanism 
by which electronic transactions can be consummated with 
out having to compromise the identity of individual consum 
ers. Furthermore, it would also be advantageous for Such a 
mechanism to allow the consumer to conveniently transact 
business with multiple e-Vendors without the need to manage 
numerous unrelated user names and passwords or vast 
amounts of transaction records. Additionally, it would be 
desirable to provide a mechanism that is compatible and 
applicable to different Web sites that are present in the e-com 
merce environment. 
0014. Accordingly, the present invention provides a sys 
tem and method for implementing an intermediary to pre 
serve user privacy and anonymity in electronic transactions. 
By so doing, embodiments of the present invention promote 
broad consumer acceptance and participation in electronic 
transactions because of the added assurance that their per 
sonal information are better protected. Moreover, embodi 
ments of the present invention greatly simplify the manage 
ment of user names, passwords as well as record-keeping for 
on-line consumers by allowing each consumer to establish a 
single Subscriber account through which transactions with 
different e-vendors can be conducted. Furthermore, embodi 
ments of the present invention can be used to transact business 
at a wide spectrum of e-commerce Web sites which have 
different layouts and navigation paradigms, thereby provid 
ing a ubiquitous solution for the Subscribing consumer. These 
and other advantages of the present invention not specifically 
mentioned above will become clear within discussions of the 
present invention presented herein. 
00.15 More specifically, in one embodiment of the present 
invention, a computer implemented method for facilitating a 
transaction between a Subscriber and a vendor through an 
intermediary is provided. In this embodiment, the method 
comprises the step of receiving at the intermediary personal 
information from the subscriber to establish a user account. 
The method also comprises the step of storing the personal 
information for Subsequent access. The method further com 
prises the step of receiving a request from the Subscriber to 
access the user account, upon which the Subscriber's identity 
is verified by the intermediary against the personal informa 
tion. The method also comprises the step of the intermediary 
entering into a transaction with the vendor on behalf of the 
subscriber based on the subscriber's instruction once the sub 
scriber's identity is successfully verified. The method further 
comprises the step of notifying the Subscriber upon comple 
tion of the transaction. Importantly, the transaction is com 
pleted without disclosing the subscriber's personal informa 
tion to the Vendor. As such, the consumer remains anonymous 
with respect to the vendor. In a specific embodiment, the 
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present invention includes the above steps and further 
includes the step of preparing an account activity statement 
for the subscriber. In one embodiment, the present invention 
includes the above and further includes the step of receiving 
at the intermediary an item ordered from the vendor on behalf 
of the subscriber based on the subscriber's instruction, as well 
as the step of billing the subscriber for services rendered. 
0016 Embodiments of the present invention include the 
above steps and further comprise the step of receiving at the 
intermediary a post-delivery request about the item from the 
Subscriber, and the step of handling the post-delivery request 
on behalf of the subscriber. Particularly, in a currently pre 
ferred embodiment, Such a post-delivery request can be a 
return request, a repair request, an exchange request, a war 
ranty Submission request, or a rebate request. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017. The accompanying drawings, which are incorpo 
rated in and form a part of this specification, illustrate 
embodiments of the invention and, together with the descrip 
tion, serve to explain the principles of the invention: 
0018 FIG. 1 is a schematic illustration of an exemplary 
computer system with which embodiments of the present 
invention can be implemented. 
0019 FIG. 2 is a block diagram illustrating an exemplary 
client-server environment in which embodiments of the 
present invention can be practiced. 
(0020 FIGS. 3A, 3B, 3C and 3D are diagrams illustrating 
exemplary screen shots as observed by a consumer-Sub 
scriber during various stages of a transaction with a vendor 
through an intermediary in accordance with one embodiment 
of the present invention. 
0021 FIG. 4 is a flow diagram illustrating steps for facili 
tating a transaction between a consumer-Subscriber and a 
Vendor through an intermediary in accordance with one 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

0022 Reference will now be made in detail to the pre 
ferred embodiments of the invention, examples of which are 
illustrated in the accompanying drawings. While the inven 
tion will be described in conjunction with the preferred 
embodiments, it will be understood that they are not intended 
to limit the invention to these embodiments. To the contrary, 
the invention is intended to cover alternatives, modifications 
and equivalents, which may be included within the spirit and 
Scope of the invention as defined by the appended claims. 
Furthermore, in the following detailed description of the 
present invention, numerous specific details are set forth in 
order to provide a thorough understanding of the present 
invention. However, it will be clear to one of ordinary skill in 
the art that the present invention may be practiced without 
these specific details. In other instances, well known meth 
ods, procedures, components, and circuits have not been 
described in detail as not to unnecessarily obscure aspects of 
the present invention. 
0023 The following description of the present invention 
will begin with a description of the notation and nomenclature 
used in the present application and an exemplary configura 
tion of a general purpose computer system on which embodi 
ments of the present invention may be practiced. This descrip 
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tion will then be followed by a detailed description setting 
forth the operation of the present invention. 

Notation and Nomenclature 

0024. Some portions of the detailed descriptions which 
follow are presented in terms of procedures, steps, logic 
blocks, processing, and other symbolic representations of 
operations on data bits within a computer memory. These 
descriptions and representations are the means used by those 
skilled in the data processing arts to most effectively convey 
the substance of their work to others skilled in the art. A 
procedure, computer executed Step, logic block, process, etc., 
is here, and generally, conceived to be a self-consistent 
sequence of steps or instructions leading to a desired result. 
The steps are those requiring physical manipulations of 
physical quantities to achieve tangible and useful results. 
Usually, though not necessarily, these quantities take the form 
of electrical or magnetic signals capable of being stored, 
transferred, combined, compared, and otherwise manipulated 
in a computer system. It has proved convenient at times, 
principally for reasons of common usage, to refer to these 
signals as bits, values, elements, symbols, characters, terms, 
numbers, or the like. 
0025. It should be borne in mind, however, that all of these 
and similar terms are to be associated with the appropriate 
physical quantities and are merely convenient labels applied 
to these quantities. Unless specifically stated otherwise as 
apparent from the following discussions, it is appreciated that 
throughout the present invention, discussions utilizing terms 
such as “receiving”, “storing”, “entering”, “notifying or the 
like, refer to the action and processes of a computer system 
(e.g., FIG. 1), or similar electronic computing device, that 
manipulates and transforms data represented as physical 
(electronic) quantities within the computer system's registers 
and memories into other data similarly represented as physi 
cal quantities within the computer system memories or reg 
isters or other such information storage, transmission or dis 
play devices. The present invention is also well suited to the 
use of other computer systems such as, for example, optical 
and mechanical computers. 

Computer System Environment 

0026 FIG. 1 illustrates an exemplary computer system 
100 used in accordance with embodiments of the present 
invention. Within the following discussions of the present 
invention, certain processes and steps are discussed that are 
realized, in certain embodiments, as a series of computer 
readable and computer-executable instructions (e.g., process 
300 as illustrated in FIG. 3) that reside, for example, in 
computer-usable media of computer system 100 and executed 
by processor(s) of computer system 100. When executed, the 
instructions cause computer system 100 to perform specific 
actions and exhibit specific behavior which is described in 
detail below. It is appreciated that computer system 100 of 
FIG. 1 is exemplary only and that the present invention can 
operate within a number of different computer systems 
including general purpose computer systems, embedded 
computer systems, and other computer systems specially 
adapted for transaction processing. Moreover, although not 
shown in FIG. 1, other modules and components can also be 
present in computer system 100 to perform various other 
functions that are not related to implementing an intermedi 
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ary for facilitating a transaction between a Subscriber and a 
vendor and thus are not within the scope of the present inven 
tion. 
0027 Computer system 100 of FIG. 1 includes an address/ 
data bus 102 for communicating information, and a central 
processor unit (CPU) 104 coupled to bus 102 for processing 
information and instructions. Within the scope of the present 
invention, processor 104 can be a specialized processor that is 
optimized for transaction processing and/or network commu 
nications. Computer system 100 also includes a signal input 
output communication device 112 (e.g., a modem, a network 
interface card (NIC)) coupled to bus 102 for interfacing with 
other computer systems over a communication network. 
0028 Computer system 100 also includes data storage 
features such as a computer-usable Volatile memory 106 (e.g., 
random access memory (RAM)) coupled to bus 102 for stor 
ing information and instructions for central processor unit 
104, computer-usable non-volatile memory 108 (e.g., read 
only memory (ROM)) coupled to bus 102 for storing static 
information and instructions for central processor unit 104. 
and a data storage device 110 (e.g., a magnetic or optical disk 
and disk drive) coupled to bus 102 for storing information and 
instructions. Data storage device 110 can include one or more 
removable magnetic or optical storage media (e.g., diskettes, 
tapes) which are computer readable memories. Memory units 
of computer system 100 include 106, 108 and 110. It should 
be noted that aspects of the present invention may be imple 
mented as a computer program running on computer system 
100. Alternatively, aspects of the present invention may be 
embodied as a computer program stored on a computer-read 
able medium, Such as Volatile memory 106 or data storage 
device 110 (e.g., hard disk, floppy disk, etc.) In accordance 
with the present invention, signal input output communica 
tion device 112 can receive various incoming transaction 
requests. 
0029 Optionally, computer system 100 may also include 
an alphanumeric input device 114 having alphanumeric and 
function keys and coupled to bus 102 for communicating 
information and command selections to central processor unit 
104, a cursor control device 116 coupled to bus 102 for 
communicating user input information and command selec 
tions to central processor unit 104, and a display device 118 
coupled to bus 102 for displaying information (e.g., text, 
graphics images). Display device 118 of FIG. 1, utilized with 
the present invention, may be a liquid crystal device (LCD), 
cathode ray tube (CRT), or other display device suitable for 
creating graphic images and alphanumeric characters recog 
nizable to a user. Optional cursor control device 116 allows 
the computer user to dynamically signal the two dimensional 
movement of a visible symbol (cursor) on a display Screen of 
display device 118. Many implementations of cursor control 
device 116 are known in the art including a trackball, mouse, 
touchpad or joystick. Alternatively, it will be appreciated that 
a cursor can be directed and/or activated via input from alpha 
numeric input device 114 using special keys and key 
sequence commands. The present invention is also well Suited 
to directing a cursor by other means such as, for example, 
Voice commands. 

Exemplary Client-Server Environment in 
Accordance with Embodiments of the Present 

Invention 

0030. With reference next to FIG. 2, a block diagram illus 
trating an exemplary client-server environment 200 in which 
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embodiments of the present invention can be practiced is 
shown. As illustrated, server systems 210 and 230 as well as 
client system 220 are coupled to a communication network 
280 which, in a currently preferred embodiment, comprises 
the Internet. Within the scope of the present invention, an 
e-vendor hosts its Web site on server 210, while an interme 
diary, or a “strawman’, provides its services using server 230. 
A consumer-subscriber accesses the e-vendor's Web site on 
e-vendor server 210 to browse and/or conduct a transaction 
(e.g., purchasing an item, conducting a financial transaction 
Such as banking or stock trading) using client system 220. In 
the context of the present invention, an intermediary is an 
organization or application that let consumers sign up as 
subscribers, who can then transact business with otherentities 
electronically without revealing their identity to these enti 
ties. In effect, in accordance with the present invention, the 
intermediary acts as an escrow agent and a middleman in a 
transaction between a consumer-subscriber and a vendor in 
Such a way that the Vendor cannot identify or track the cus 
tomeras an individual. As such, the privacy and anonymity of 
the consumer-subscriber is preserved. 
0031. It is appreciated that computer system 100 of FIG. 1 
can be used to implement e-vendor server 210, strawman 
server 230, and/or client system 220. Generally, though not 
necessarily, client system 220 is a personal computer (PC), 
whereas e-vendor server 210 and strawman server 230 are 
more powerful computer systems with more hardware, Soft 
ware, and network resources. 
0032. As illustrated in FIG. 2, e-vendor server 210 can 
include a database 213 and server software 211, while straw 
man server 230 can include a database 233 and server soft 
ware 231. In accordance with the present invention, database 
213 can store product description as well as other information 
for generating Web pages at the e-vendor's Web site, whereas 
database 233 can store information about the intermediary’s 
Subscribers (e.g., name, address, billing preferences, etc.). It 
is appreciated that Such Subscriber information can be stored 
in different databases on strawman server 230. Significantly, 
in accordance with the present invention, e-vendor server 210 
(and hence the e-vendor) does not have access to database 233 
or any additional databases on strawman server 230. Data 
base 233 is completely separate from database 213 and is 
under the Sole control of the intermediary. By acting as a 
middleman on behalf of a subscriber in transactions with an 
e-Vendor in accordance with the present invention, the inter 
mediary is able to completely shield the identity of the con 
Sumer-subscriber from the e-vendor. The present invention 
thus advantageously protects the privacy and anonymity of 
the consumer-subscriber. 

0033 Referring again to FIG. 2, client system 220 
includes client software 221. Client software 221 is an appli 
cation program, Such as a browser, a custom GUI (graphical 
user interface), etc., that allows a user to specify content 
requests (e.g., clicking on hyperlinks, entering a Universal 
Resource Locator (URL) or, more generally, a Universal 
Resource Identifier (URI)) to a server (e.g., e-vendor server 
210, Strawman server 230) using a network protocol (e.g., 
various versions of Hypertext Transfer Protocol, such as 
HTTP or HTTPS, etc.) The request is then handled by the 
server identified by the URI. Client software 221, server 
software 211 and 231 have specialized code that allows them 
to communicate via the chosen network protocol (e.g., in 
conventional systems the client is usually a browser whereas 
the server is a web-server). The server returns content as per 
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the request parameters encoded in the URI. This content is 
delivered in a format that is well understood by client soft 
ware 211 (e.g., Hypertext Markup Language (HTML). 
Extensible Markup Language (XML), Standard Generalized 
Markup Language (SGML), etc.) Upon receipt of the content 
by client software 211, the content is parsed into an internal 
data structure (e.g., an abstract syntax tree or graph). The 
internal data structure is then used to render the content on 
client software 211 in a human understandable representa 
tion, Such as text and graphic images. 
0034. It is appreciated that the content delivered by the 
server can include special processing instructions (e.g., get 
the content from another server via the URI associated with a 
hyperlink, etc.) Specifically, it is appreciated that Web pages 
can include content that is stored locally (e.g., on the server 
hosting the requested Web page) or remotely (e.g., on a server 
other than the hosting server). As such, if the requested Web 
page contains URIs that point to another server, client soft 
ware 221 would request those remote content from the other 
server. In other words, the hosting server and the other server 
need not communicate directly even if the requested Web 
page includes remote content. 

Description of the Operation of Embodiments of the 
Present Invention 

0035. With reference still to FIG. 2, in one embodiment of 
the present invention, e-vendor server 210, strawman server 
230, as well as client 220 are coupled to the Internet 280. 
Using client software 221 on client 220, a customer accesses 
the intermediary's Web site hosted on strawman server 230. 
Prior to using the services provided by the intermediary, a 
consumer needs to establish an account with the intermediary 
and become a subscriber. An account is necessary for the 
intermediary to attribute each transaction conducted through 
the intermediary to the appropriate Subscriberand process the 
transaction (e.g., shipping, billing) accordingly. Thus, within 
the scope of the present invention, a customer-subscriber 
establishes an ongoing relationship with the intermediary in 
lieu of having to set up numerous accounts with different 
e-vendors. Once a subscriber account has been established, 
the consumer-subscriber can conveniently transact business 
with different e-vendors anonymously, with the intermediary 
acting on the consumer-subscriber's behalf in each transac 
tion. 
0036. In accordance with one embodiment of the present 
invention, when a new user visits the intermediary’s Web site 
to subscribe to the intermediary’s services, the user is 
prompted to provide requisite personal information, such as 
the user's name and address, so that an account profile can be 
created for the user. Optionally, if the new subscriber so 
desires, additional information Such as credit card informa 
tion and personal preferences can also be stored within the 
customer's profile so that the customer does not need to enter 
the information every time a transaction is being entered into. 
In a currently preferred embodiment, user account profiles are 
stored in database 233 of strawman server 230. 
0037 Referring again to FIG. 2, in a currently preferred 
embodiment, a software module 224 is downloaded from 
strawman server 230 to client 220 as part of the user registra 
tion process. In an alternative embodiment, software module 
224 can be provided to the consumer on a computer readable 
medium (e.g., CD-ROM, diskette) instead of being down 
loaded over the Internet 280. In yet another embodiment, 
Software module 224 (e.g., program code written in a script 
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ing language) is downloaded dynamically from Strawman 
server 230 to client system 220 each time the consumer 
subscriber logs into his/her account at the intermediary's Web 
site. In accordance with the present invention, Software mod 
ule 224 runs on client system 220 and serves to communicate 
actions of the consumer-subscriberto strawman server 230 in 
a given transaction so that the intermediary's services can be 
properly rendered if the consumer-subscriber so chooses. 
0038 More specifically, once a consumer becomes a sub 
scriber to the intermediary’s services, the consumer-sub 
scriber can decide on a transaction-by-transaction basis 
whether to make use of the services or not in any given 
transaction. Occasionally, the consumer-Subscriber may 
decide that anonymity is not critical in a particular transac 
tion. In that case, the consumer-Subscriber would simply 
engage in the transaction directly with the e-Vendor without 
going through the intermediary. In Such transactions, Straw 
man server 230 is not involved and software module 224 
needs not be active on client system 220. 
0039. On the other hand, when the consumer-subscriber 
wants to transact business anonymously through the interme 
diary, then in one embodiment of the present invention, the 
consumer-subscriber would launch software module 224 on 
client system 220 before initiating the desired transaction. In 
another embodiment, software module 224 is launched auto 
matically when the consumer-subscriber starts the browser 
program on client system 220. Once it is up and running on 
client system 220, software module 224 works in conjunction 
with client Software 221 to communicate with strawman 
server 230 in accordance with one embodiment of the present 
invention. Stated differently, software module 224 and client 
Software 221 together generate and present the user interface 
(UI) 320 (described below with reference to FIGS. 3A, 3B, 
3C and 3D) of the present invention. 
0040 FIGS. 3A, 3B, 3C and 3D are diagrams illustrating 
exemplary screen shots as observed by a consumer-Sub 
scriber during various stages of a transaction with a vendor 
through an intermediary in accordance with one embodiment 
of the present invention. Referring now to FIG. 3A, in one 
embodiment of the present invention, a button 301 is visible 
on the display (e.g., display device 118) of client system 220 
when software module 224 is running. The consumer-Sub 
scriber can at any time click on button 301 to log into his/her 
account with the intermediary. In a currently preferred 
embodiment, when the consumer-subscriber clicks on button 
301, the consumer-subscriber is prompted to enter his/her 
user name and password for authentication purposes. As 
described above, the consumer-subscriber has completion 
discretion as to whether to use the intermediary’s services or 
not for a particular transaction. Thus, if the consumer-Sub 
scriber decides not to use the services, there is no need to log 
into his/her account with the intermediary in accordance with 
the present invention. Under those circumstances, the con 
Sumer-subscriber proceeds to perform the desired transaction 
directly with the e-vendor at its Web site without the involve 
ment of the intermediary, as if the consumer-subscriber has 
never signed up for the services. 
0041 Referring now to FIG.3B, when the consumer-sub 
scriber is logged into his/her account, in a currently preferred 
embodiment, software module 224 launches a user interface 
(UI) 320 to facilitate anonymous transaction(s) based upon 
the consumer-subscriber's actions as described below. 
Included in UI 320 of this embodiment are buttons 321,322, 
323,324 and 325 as well as an icon328. More specifically, in 
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this embodiment, button 321 is labeled “My Account” and 
when clicked brings up within UI 320 a “My Account 
screen, which is described with reference to FIG. 3D below. 
When button 322, labeled "Favorites' in this embodiment, is 
clicked, a list of the consumer-subscriber's favorite Web sites 
for electronic transactions (e.g., based on past transactions 
and/or user entries) is displayed within UI 320, allowing the 
consumer-subscriber to access any of those sites by a simple 
click. 

0042. Moreover, with reference still to FIG. 3B, clicking 
button 323 lets the consumer-subscriber bring up the “Shop 
ping Cart' screen. In a currently preferred embodiment, the 
“Shopping Cart' screen tabulates in a highly readable fashion 
those item(s) with which transactions are pending (e.g., prod 
ucts which have been selected by the consumer-subscriber for 
purchase but the transaction has yet to be finalized because 
the consumer-subscriber is still browsing and/or shopping for 
additional item(s)) so that the consumer-subscriber can easily 
review the selected item(s) and make any changes as neces 
sary prior to Submitting the transaction for processing. 
0043. With reference still to FIG. 3B, button 324 is a 
"Browse” button that, in one embodiment, takes the con 
Sumer-subscriber directly to the last Web site visited while 
logged on to his/her account. This enables the consumer 
subscriber to conveniently return to the place where he/she 
left off to complete a transaction that was interrupted or 
otherwise postponed. To log off from his/her account, the 
consumer-subscriber clicks on “Logoff button 325. In one 
embodiment, the consumer-subscriber is prompted to con 
firm that he/she desires to log off. Once logged off, the con 
Sumer-subscriber needs to re-login in order to use the inter 
mediary's services. Furthermore, in this embodiment, icon 
328 is depicted as a hand-shaped object within UI 320. Click 
ing on icon 328 puts the consumer-Subscriber in a so-called 
"grab' mode, in which the consumer-subscriber can easily 
select items presented at an e-vendor's Web site, described 
below with reference to FIG. 3C. 

0044. It should be appreciated that the specific features of 
UI 320 described herein with respect to the instant embodi 
ment are merely illustrative and are not intended to limit the 
present invention thereto. Rather, certain features can be 
omitted and/or additional features not specifically mentioned 
herein can be included without departing from the scope and 
spirit of the present invention. Moreover, in one embodiment, 
a subset of the features within UI320 can be hidden from view 
or disabled under the control of software module 224 when 
ever those features are not applicable under the circumstances 
(e.g., “Logoff button 325 is not displayed when the con 
Sumer-subscriber is not logged on) to present a clean, unclut 
tered look to the consumer-subscriber and to facilitate easy 
navigation. 
0045 Referring next to FIG. 3C, once the consumer-sub 
scriber is logged into his/her account, in a currently preferred 
embodiment, the consumer-subscriber can proceed to browse 
item(s) on a e-vendor's Web site in the usual fashion (e.g., by 
clicking on different hyperlinks). In this embodiment, when 
the consumer-subscriber finds a particular item of interest at 
the e-vendor's Web site (e.g., a product that the consumer 
subscriber wants to purchase from the e-vendor), the con 
Sumer-subscriber activates the “grab' mode by clicking on 
icon328. In one embodiment, upon such clicking of icon328, 
the pointer of the pointing device changes from its normal 
form (e.g., an arrow) to a hand shape pointer 338 resembling 
icon 328, whereupon the consumer-subscriber can indicate 
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his/her selection with pointer 338. In a currently preferred 
embodiment, the consumer-subscriber swipes pointer 338 
across the hyperlink (e.g., product icon 333a, text link 333b) 
representing the desired item to indicate its selection. In 
another embodiment, the consumer-Subscriber employs a 
drag-and-drop action (e.g., click and hold pointer 338 on the 
item of interest, move pointer 338 to a designated location 
within UI320, such as a shopping carticon (not shown in FIG. 
3B) and then release the item thereupon) to indicate the 
desired selection. Other embodiments are also possible 
wherein the consumer-subscriber signifies his/her selection 
of the item of interest by way of other combinations of user 
input (e.g., clicks and movements of a mouse, text entry via a 
keyboard). 
0046 Significantly, within the scope of the present inven 

tion, the information of the selection (e.g., what item has been 
selected by the consumer-subscriber and at which e-Vendor 
Web site) is transmitted to strawman server 230 through the 
consumer-subscriber's client software 221 and software 
module 224 in a transparent manner. However, the e-Vendor 
remains totally uninformed as to the identity of the consumer 
Subscriber because no information about the consumer-Sub 
scriber is transmitted to the e-vendor. Moreover, in one 
embodiment, information about the pending transaction is 
not yet conveyed to the e-vendor thus far. 
0047 Once strawman server 230 has received the selec 
tion information, Strawman server 230 initiates a transaction 
with the e-vendor on behalf of the consumer-subscriber based 
on the selection information. Importantly, within the scope of 
the present invention, strawman server 230 provides to the 
e-vendor information about the intermediary for purposes of 
conducting the transaction (e.g., in a purchase transaction, the 
product is shipped to the intermediary and billed to the inter 
mediary's account as if the intermediary is the end-user) 
without ever revealing any information about the consumer 
subscriber, who is the real party to the transaction behind the 
scene, to the e-Vendor. As such, the present invention com 
pletely shields the identity and transaction history of the 
consumer-subscriber from the e-Vendor, thus preserving the 
anonymity and privacy of the consumer-subscriber in each 
and every transaction conducted via the intermediary. 
0048. In one embodiment of the present invention, the 
intermediary establishes accounts in its name with numerous 
e-vendors and furnishes a list of all those e-vendors with 
whom it has such accounts to its subscribers. The subscribers 
can then transaction business with any of the e-Vendors on 
that list through the intermediary. In this embodiment, the 
intermediary collects and indexes multiple e-Vendors under a 
single Web site so that consumers can comparison shop and/ 
or choose from among different e-Vendors all from the same 
site, thus offering added convenience and flexibility to savvy 
on-line consumers. 

0049. In another embodiment, the consumer-subscriber is 
able to transact business with any e-vendor of his/her choice 
through the intermediary. In this embodiment, once the con 
Sumer-subscriber's selection is received at strawman server 
230, it determines whether an established account already 
exists between the intermediary and the e-vendor chosen by 
the consumer-Subscriber. Ifan account is already in existence, 
Strawman server 230 simply logs into the account and con 
duct the transaction based on the selection information. On 
the other hand, if there is no established account relationship 
between the intermediary and the e-vendor of choice, straw 
man server 230 proceeds to set up an account with the e-ven 
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dor in the name of the intermediary, and then the transaction 
as requested by the consumer-Subscriber is conducted using 
the newly established account. 
0050. Once again, it is important to note that in all embodi 
ments of the present invention the e-Vendor is merely aware 
that it is transacting business with the intermediary but is at all 
times without any knowledge as to who the ultimate con 
Sumer is. By acting in a capacity similar to that of an escrow 
agent but in addition shielding the identity of the consumer 
subscriber from the e-vendor, the intermediary advanta 
geously protects the anonymity and privacy of the consumer 
Subscriber in each and every transaction conducted in 
accordance with the present invention. 
0051. With reference next to FIG. 3D, in one embodiment, 
a “My Account' screen appears within UI 320 when the 
consumer-subscriber clicks on “My Account” button 321. In 
this embodiment, the “My Account' screen displays within 
UI 320 those transactions that have been consummated 
through the account to date. In one embodiment, “My 
Account' screen of UI 320 includes an “Account Balance' 
button 341 which, when clicked, brings up the outstanding 
balance on the consumer-subscriber's account. Moreover, in 
one embodiment, the consumer-Subscriber can specify a 
period Such that transactions entered into during that period 
are displayed. Thus, as shown in FIG. 3D, pressing “Current 
Month Summary” button 342 would limit the displayed 
entries to those transactions that have occurred during the 
current month (e.g., the current billing cycle or statement 
period). Likewise, clicking "Past Summaries' button 343 
would allow the consumer-subscriber to bring up older trans 
actions in a Summary format. 
0052 Furthermore, referring still to FIG. 3D, in one 
embodiment, the consumer-subscriber can sort the displayed 
entries using various criteria (e.g., by date, by e-Vendor, by 
transaction amount, by transaction type, etc.) so that the con 
Sumer-subscriber can easily review the selected item(s) and 
make any changes as necessary prior to Submitting the trans 
action for processing. Additionally, in one embodiment, the 
consumer-subscriber can click on a particular entry displayed 
within the “My Account' screen to bring up tracking infor 
mation (e.g., whether the item has been shipped in a purchase 
transaction) for the corresponding transaction. It is appreci 
ated that these and other account maintenance features pro 
vided by the present invention beneficially afford the con 
Sumer-subscriber a centralized, consolidated view of all the 
electronic transactions conducted through his/her account 
with the intermediary, thus eliminating the inconvenience and 
burden of having to keep track of activities with each and 
every vendor separately. 
0053 Moreover, in a currently preferred embodiment, 
even after the consumer-subscriber has received shipment of 
the ordered item(s) from the intermediary in a purchase trans 
action, additional services are available to the consumer 
subscriber with respect to those items. More particularly, the 
consumer-subscriber may want to return the item, to 
exchange the item for other merchandise, to have the item 
sent in for repairs, to Submit a warranty card or a rebate 
request, or to request other post-delivery services regarding 
the item(s) ordered through the intermediary using the Sub 
scriber's account. To that end, the consumer-subscriber can 
Submit such post-delivery requests to the vendor or manufac 
turer through the intermediary. Importantly, the consumer 
subscriber again is able to benefit from the advantages offered 
by the intermediary's services, namely, to remain anonymous 
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with respect to the vendors and manufacturers, who are unin 
formed as to the identity of the ultimate consumer but are 
merely aware that business is being transacted with the inter 
mediary. 
0054 Referring next to FIG.4, a flow diagram illustrating 
steps for facilitating a transaction between a consumer-Sub 
scriber and an e-Vendor through an intermediary in accor 
dance with one embodiment of the present invention is 
shown. In step 410, personal information of the subscriber is 
received by the intermediary for establishing a user account 
with the intermediary as described above. 
0055 Referring still to FIG. 4, in step 420, the personal 
information received in step 410 is stored by the intermediary 
for Subsequent access. In one embodiment, the information is 
stored in database 233 of strawman server 230. In a preferred 
embodiment, the information is stored in a highly secured 
fashion and access thereto is Subject to special security mea 
Sures so that the information is safely protected from unau 
thorized access or tampering by malicious hackers. 
0056. With reference still to FIG.4, in step 430, a request 
to access the user account is received at the intermediary from 
the subscriber, upon which the subscriber's identity is verified 
by the intermediary against the personal information as stored 
in step 420. In a currently preferred embodiment, step 430 is 
performed when a consumer-Subscriber attempts to log into 
his/her account. 
0057 Referring again to FIG. 4, in step 440, the interme 
diary enters into a transaction with the vendor on behalf of the 
subscriberaccording to instruction given by the subscriber. In 
a currently preferred embodiment, the subscriber specifies 
what action is to be performed by the intermediary on his/her 
behalf (e.g., what item to purchase at an e-vendor Web site) 
through UI320 as described above with reference to FIG.3C. 
0058. With reference again to FIG.4, in step 450, upon the 
completion of the transaction, the subscriber is notified as 
such. It should be appreciated that the notification can be 
implemented in various ways within the scope of the present 
invention. In one embodiment, a confirmation message is 
displayed on the screen within UI 320 immediately after 
completion of the transaction while the consumer-subscriber 
is still logged on to his/her account. In another embodiment, 
an electronic mail (e-mail) message is sent to the consumer. In 
still another embodiment, a confirmation notice is physically 
sent to the consumer's address on record. Importantly, in 
whatever way the consumer-subscriber and the intermediary 
communicate as it relates to the transaction, in accordance 
with the present invention, the transaction is completed with 
out disclosing the Subscriber's personal information to the 
vendor, as has been described in detail above. 
0059 Referring still to FIG. 4, in optional step 455, an 
account activity statement is prepared for the Subscriber, 
which statement includes information about transactions 
completed through the user account during a statement 
period. In a currently preferred embodiment, Sucha statement 
is presented to the subscriber via UI 320 upon request, as 
described above with reference to FIG. 3D. Alternatively, in 
another embodiment, a statement is prepared, as a paper copy, 
in a periodic fashion (e.g., monthly) and sent to the Subscriber. 
0060 Referring again to FIG. 4, in optional step 465, an 
item ordered from the vendor on behalf of the subscriber 
pursuant to the subscriber's instruction is received at the 
intermediary. In accordance with one embodiment of the 
present invention, the subscriber is notified upon the receipt 
of the ordered item, and the item is held at the intermediary 
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awaiting pick-up by the Subscriber. Alternatively, in another 
embodiment, the item is simply shipped to the subscriber 
upon its receipt at the intermediary. In optional step 475, the 
subscriber is billed for services rendered by the intermediary. 
In one embodiment, the intermediary can provide financing 
(e.g., credit purchase) to the consumer-Subscriber, so that the 
amount billed to the consumer-subscriber may include 
finance charges and interests in addition to actual total pur 
chase price of items ordered, account fees, and other agreed 
upon service charges. Once again, the consolidated billing 
and other account maintenance features provided by the 
present invention advantageously allow the consumer-Sub 
scriber to manage all the electronic transactions in a central 
ized, organized fashion through his/her account with the 
intermediary, thus ridding the inconvenience and burden of 
disjointed account maintenance that inevitably results from 
having to deal with records from numerous vendors. 
0061. With reference again to FIG.4, in optional step 485, 
a post-delivery request regarding the ordered item is received 
at the intermediary from the subscriber. Then, in optional step 
495, the post-delivery request is handled by the intermediary 
on behalf of the subscriber. As described previously, the post 
delivery request can be a return request, a repair request, an 
exchange request, a warranty Submission request, a rebate 
request, or any other request that concerns the item ordered 
through the intermediary using the Subscriber's account. By 
further providing these value-added services to the consumer, 
the intermediary can offer a Superior customer experience and 
premier services to its subscribers, setting itself apart from the 
competition of pure merchandising and/or catalog Web sites. 
A method for facilitating a transaction between a consumer 
Subscriber and an e-Vendor through an intermediary inaccor 
dance with embodiments of the present invention has thus 
been described. 

0062 Significantly, since the method of the present inven 
tion as described is highly configurable, it can easily be tai 
lored for use with a wide spectrum of e-commerce Web sites 
which have different layouts and navigation paradigms. 
Moreover, the consumer-subscriber does not have to get 
involved with the underlying aspects of the present invention. 
More specifically, embodiments of the present invention 
(e.g., software module 224 of FIG. 2) can be automatically 
configured so that it adapts to the characteristics of a Web site. 
As such, the present invention provides a ubiquitous solution 
for the Subscribing consumer. 
0063. The foregoing description thus clearly demonstrates 
that intermediary services implemented in accordance with 
embodiments of the present invention are highly advanta 
geous to the consumer-subscriber. More particularly, by Sub 
scribing to the intermediary services described herein, the 
consumer-subscriber is not only able to remain anonymous 
with respect to the e-vendors with whom the consumer-sub 
scriber transact business, but the consumer-subscriber is also 
able to eliminate the need to establish and maintain multiple 
user names and passwords with the individual e-Vendors. 
Additionally, the consumer-subscriber is able to avoid the 
hassle of having to deal with records from numerous vendors. 
Instead, the consumer-Subscriber enjoys a centralized, con 
solidated view of all the electronic transactions conducted 
through his/her account with the intermediary, thus fully 
avoiding the inconvenience and burden of having to keep 
track of activities with each and every vendor separately. This 
greatly simplifies the life of the consumer-subscriber and 
enhances the electronic transaction experience. Therefore, 
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embodiments of the present invention promote broad con 
Sumer acceptance and participation in electronic transactions 
because of the added assurance that their personal informa 
tion are better protected and the added convenience of trans 
actions management. Moreover, since the intermediary pro 
vides value-added services that are highly desirable to on-line 
consumers who are increasingly concerned about their pri 
vacy and anonymity, the present invention also provides the 
framework for a viable and profitable business model in the 
fast evolving environment of e-commerce. 
0064. Although certain embodiments of the present inven 
tion as described herein pertains primarily to on-line pur 
chases, it is appreciated that many other advantageous appli 
cations are possible within the scope of the present invention. 
For example, the present invention can be advantageously 
applied to conduct on-line financial transactions, so that a 
financial institution, as a lender, for instance, needs not and 
does not know the identity of its borrower as long as the lender 
can be assured through the intermediary that the borrower 
meets certain credit-worthiness criteria as prescribed by the 
lender. In another embodiment, the present invention can be 
advantageously used in anonymous on-line exchanges of all 
forms of digital media. Therefore, the present invention 
enables numerous possibilities in a new paradigm wherein 
electronic transactions can be conducted anonymously 
among transacting parties with the aid of an intermediary or 
“strawman' in accordance with the present invention. It 
should be clear to a person of ordinary skill in the art, having 
read the description of embodiments of the present invention 
herein, that other applications and embodiments not 
expressly described herein are also possible without depart 
ing from the scope and spirit of the present invention. 
0065. The preferred embodiment of the present invention, 
a system and method for implementing an intermediary to 
preserve user privacy and anonymity in electronic transac 
tions, is thus described. While the present invention has been 
described in particularembodiments, it should be appreciated 
that the present invention should not be construed as limited 
by Such embodiments, but rather construed according to the 
below claims. 

1. (canceled) 
2. The computer-usable medium as recited in claim 29 

wherein said method further comprises preparing an account 
activity statement for said Subscriber, wherein said account 
activity statement includes information about transactions 
completed through said user account during a statement 
period. 

3. The computer-usable medium as recited in claim 29 
wherein said method further comprises billing said subscriber 
for services rendered. 

4. The computer-usable medium as recited in claim 29 
wherein said method further comprises: 

notifying said Subscriber upon receipt of said item; and 
placing a hold on said item for pick-up by said Subscriber. 
5. The computer-usable medium as recited in claim 3 

wherein said method further comprises causing said item to 
be shipped to said subscriber. 

6. The computer-usable medium as recited in claim 3 
wherein said method further comprises: 

receiving at said intermediary a post-delivery request from 
said Subscriber, said post-delivery request relating to 
said item; and 

handling said post-delivery request on behalf of said Sub 
scriber. 
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7. The computer-usable medium as recited in claim 29 
wherein said post-delivery request is selected from the group 
consisting of a return request, a repair request, an exchange 
request, a warranty Submission request, and a rebate request. 

8. The computer-usable medium as recited in claim 29 
wherein said method further comprises: 

maintaining at said intermediary rating information about 
said vendor; and 

providing said rating information to said Subscriber. 
9. The computer-usable medium as recited in claim 29 

wherein said intermediary provides information about pur 
chase financing to said Subscriber in said transaction. 

10. The computer-usable medium as recited in claim 29 
wherein said transaction is conducted over the Internet. 

11. A computer system comprising: 
a processor; and 
a memory unit coupled to said processor, said memory unit 

having Stored therein instructions that when executed 
cause said computer system to perform a method com 
prising: 

receiving a request from a Subscriber to enter into a trans 
action with a vendor on behalf of said subscriber; 

accessing a user account comprising information for said 
subscriber and verifying said subscriber's identity; 

performing said transaction without disclosing said infor 
mation about said Subscriber to said vendor, and 

notifying said Subscriber upon completion of said transac 
tion. 

12. The computer system as recited in claim 11 wherein 
said method further comprises preparing an account activity 
statement for said Subscriber, said account activity statement 
including information about transactions completed through 
said user account during a statement period. 

13. The computer system as recited in claim 11 wherein 
said method further comprises billing said subscriber for 
services rendered. 

14. The computer system as recited in claim 13 wherein 
said method further comprises: 

notifying said Subscriber upon receipt of said item; and 
placing a hold on said item for pick-up by said Subscriber. 
15. The computer system as recited in claim 13 wherein 

said method further comprises causing said item to be 
shipped to said subscriber. 

16. The computer system as recited in claim 13 wherein 
said method further comprises: 

receiving at said intermediary a post-delivery request from 
said Subscriber, said post-delivery request relating to 
said item; and 

handling said post-delivery request on behalf of said Sub 
scriber. 

17. The computer system as recited in claim 16 wherein 
said post-delivery request is selected from the group consist 
ing of a return request, a repair request, an exchange request, 
a warranty Submission request, and a rebate request. 

18. The computer system as recited in claim 11 wherein 
said method further comprises: 

maintaining at said intermediary rating information about 
said vendor; and 

providing said rating information to said Subscriber. 
19. The computer system as recited in claim 11 further 

comprising providing information about financing to said 
Subscriber in said transaction. 

20. The computer system as recited in claim 11 wherein 
said transaction is conducted over the Internet. 
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21. A computer system for facilitating a transaction 
between a Subscriber and a vendor through said computer 
system, said computer system comprising: 
means for receiving a request from a Subscriber to enter 

into a transaction with a vendor on behalf of said sub 
scriber; 

means for accessing a user account comprising informa 
tion for said subscriber and verifying said subscriber's 
identity; 

means for performing said transaction without disclosing 
said information about said subscriber to said vendor; 
and 

means for notifying said Subscriber upon completion of 
said transaction. 

22. The computer system as recited in claim 21 further 
comprising means for preparing an accountactivity statement 
for said Subscriber, wherein said account activity statement 
includes information about transactions completed through 
said user account during a statement period. 

23. The computer system as recited in claim 21 means for 
billing said subscriber for services rendered. 

24. The computer system as recited in claim 23 further 
comprising means for notifying said Subscriber upon receipt 
of said item, and wherein said computer system further com 
prises means for placing a hold on said item for pick-up by 
said subscriber. 
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25. The computer system as recited in claim 23 further 
comprising means for causing said item to be shipped to said 
subscriber. 

26. The computer system as recited in claim 23 further 
comprising: 
means for receiving a post-delivery request from said Sub 

scriber, said post-delivery request relating to said item, 
and 

means for handling said post-delivery request on behalf of 
said subscriber. 

27-28. (canceled) 
29. A computer-usable medium having stored thereon 

computer-executable instructions that when executed per 
form a method comprising: 

receiving, at an intermediary, a request from a subscriberto 
enter into a transaction with a vendor on behalf of said 
Subscriber; 

said intermediary accessing a user account comprising 
information for said subscriber and verifying said sub 
scriber's identity; 

said intermediary performing said transaction without dis 
closing said information about said Subscriber to said 
Vendor, and 

said intermediary notifying said Subscriber upon comple 
tion of said transaction. 

c c c c c 


