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SYSTEM AND METHOD FOR PROVIDING REMOTE ACCESS TO
EVENTS FROM A DATABASE ACCESS SYSTEM

TECHNICAL FIELD OF THE DISCLOSURE

This disclosure generally relates to computing
systems, and more particularly, to a system for providing
remote access to events and a method of implementing the

same.

ACKGROUND OF THE DISCLOSURE

The advent of modern day computing systems has
required the storage of large amounts of data. To supply
this need, varying types of databases have been
implemented that store large amounts of data in an
organized manner. Conventional implementations of
databases have provided for the storage of individual
instances of data as a data record. Thus, information in
a database may be provided by individual data records

that may be delineated according to one or more criteria.

SUMMARY OF THE DISCLOSURE

In one embodiment, a database access system includes
a remote client application, a database having a
plurality of data records, and a data event agent. The
database has a plurality of data records and is coupled
to the data event agent. The data event agent is
remotely coupled to the remote client application through
a firewall and operable to receive a query from the
remote client application. 1In response to receipt of the
query, the data event agent stores the query in memory in

order to continually filter additions and modifications
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to data records against the one or more filter criteria
included in the query. In the event that a data record
matches the query, the data event agent transmits the
data record to the remote client application.

In another embodiment, a method includes generating
a query by a remote client application, transmitting the
query to a database access system through a firewall,
filtering additions or modifications to a plurality of
data records, and in the event that a particular one of
the plurality of data records matches the query,
transmitting the data record to the remote client
application through the firewall. The query may include
at least one type of filter criteria that may be matched
with an associated criteria in each of the data records.

Embodiments of the disclosure may provide numerous
technical advantages. Some, none, or all embodiments may
benefit from the below described advantages. According
to one embodiment, a system and method are provided for
remote access to additions or modifications of individual
data records in a database that may occur sometime in the
future. The database may be accessible only from across
a firewall such that access to data records in the
database are not readily accessible to users outside of
the firewall. Thus, certain embodiments may provide a
database access system that 1is capable of continually
monitoring for additions or modifications of data records
in database and transmitting these data records to a
remotely coupled client application in the event that one
or more particular data records are identified by the
system.

Other technical advantages will be apparent to one

of skill in the art.
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BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of embodiments of the
disclosure will be apparent from the detailed description
taken in conjunction with the accompanying drawings in
which:

FIGURE 1 1is a block diagram showing several
components of a database access system according to the
teachings of the present disclosure;

FIGURE 2 is a block diagram of an example computing
system that may be used to store and execute a data event
agent of the embodiment of FIGURE 1;

FIGURE 3 1is a block diagram showing several
components of another embodiment of a database access
system according to the teachings of the present
disclosure;

FIGURE 4 is an example screen shot of one embodiment
of a window that may be used to generate a query on the
remote client application of the embodiments of FIGURES 1
or 3;

FIGURE 5 is an example screen shot of one embodiment
of a window that may be used to display the results of a
query on the remote client application of the embodiments
of FIGURES 1 or 3; and

FIGURE 6 is a flowchart showing a series of actions
that may be taken by the embodiments of FIGURES 1 or 3 in
order to implement the embodiments of FIGURES 1 or 3.

DETATILED DESCRIPTION OF EXAMPLE EMBODIMENTS

Embodiments of the disclosure are best understood by

referring to FIGURES 1 through 6 of the drawings, 1like
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numerals being used for like and corresponding parts of
the various drawings.

FIGURE 1 1is a block diagram illustrating one
embodiment of a database access system 10. Database
access system 10 generally includes a data event agent 12
that is coupled to a database 14 and one or more remote
client applications 20 through a network 18. In order to
regulate access to database 14, a firewall 16 may be
provided. Database access system 10 may enable access by
a remote client application 20 to one or wmore data
records 22 in database 14. Remote client application 20
may be configured to issue one or more queries 24 to
database 14, and in response, receive one or more data
records 22 from database 14 in response to those queries
24 .

In one embodiment, data event agent 12 may be
coupled to database 14 through a database proxy layer 23.
The database proxy layer 23 may be operable to broker
requests from the remote <c¢lient application 20 to
database 14. In another embodiment, the database proxy
layer 23 may broker requests from the remote client
application 20 to database 14 by encapsulating one or
more of the data records 22 into a standardized format
that is accessible by the remote client application 20.

According to the teachings of the disclosure, remote
client application 20 may be operable to issue queries 24
for data records 22 that may be added or modified
sometime in the future using data event agent 12. The
data event agent 12 is operable to store queries 24 that
may be generated by remote client application 20 and
continually monitor database 14 for modifications or

additions of data records 22 that may match filter
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criteria included in the query. In the event that a
particular data record 22 matches the query 24, the data
record 22 may be transmitted to the remote client
application 20.

A particular data record 22 that may be added or
modified sometime in the future may represent a future
event. An event may be any activity that may occur at a
particular point in time. If the event is stored as a
data record 22 in the database 14, the data record 22 may
include information regarding the nature of the activity
or event. Examples of events that may be represented by
data records 22 may include weather related information,
emergency events, general human interest news, or the
like. In one embodiment, data records 22 may represent
events that are of interest to military personnel such as
enemy activity, enemy movement, or other intelligence,
surveillance, and reconnaissance (ISR) activities. Thus,
certain embodiments may allow receipt of future events
represented by additions or modifications of data records
22 to a remote client application 20.

Remote client application 20 may be any software
application that is executable on a computer system and
is capable of issuing requests for data and displaying
responses to those requests for a wuser. In one
embodiment, remote client application 20 may be a
conventional web browser, such as, for example, omne
version of a firefox, opera, or internet explorer web
browser. Remote client application 20 may communicate
with data event agent 12 and/or database proxy layer 23
using any suitable network protocol. In one embodiment,
remote client application 20 may function as a client and

data event agent 12 and database 14 may function as a
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server using a client/server type model. Using this
model, remote client application 20 may request files or
other data such as data records 22 from database 14 and
in response, the data event agent 12 or database 14 may
send one or more files or data to the remote client
application 20 in response to those requests. In one
empbodiment, network 18 may be a local area network (LAN),
such as an intranet. In another embodiment, network 18
may be a wide area network (WAN), such as the Internet.

FIGURE 2 shows an example computing system 26 on
which the data event agent 12 may be operable to perform
the wvarious embodiments of the present disclosure.
Computing system 26 may include an input/output port 28,
a central processing unit 30, and a memory 32 that are
coupled together by a system bus 34. Input/output port
28 may be operable to logically couple computing system
26 to network 18. In one embodiment, input/output port
28 may be configured to communicate with network 18 using
any suitable protocol, such as an Ethernet or token ring
type transmission protocol.

Central processing unit 30 is operable to execute
the various features and embodiments of the data event
agent 12. The features and embodiments of data event
agent 12 may be stored in memory 32 as a sequence of
executable instructions using any suitable programming
language. Memory 32 may also be operable to store
various forms of data, which may be, for example,
information for a user or other forms of data used by the
data event agent 12. Memory 32 may include any volatile
or non-volatile memory device, such as read-only memory
(ROM) , random access memory (RAM), or a fixed storage

such as an optical or magnetic bulk data storage medium.
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In this particular embodiment, the central processing
unit 30 may be a conventional microprocessor circuit
chip. In general, computing system 26 may be any
computing device, which may include a personal computer,
laptop computer, work station, or an enterprise computing
system.

FIGURE 3 shows another embodiment of a database
access system 40 that incorporates a distributed database
44. Database access system 40 may be configured for use
within an enterprise, such as a corporate or governmental
organization. Database access system 40 may include a
data event agent 42, network 48, firewall 46, and remote
client application 50 that are similar in function and
purpose to data event agent 12, network 18, firewall 16,
and remote client application 20 of the embodiment of
FIGURE 1. Data event agent 12 may also be stored and
executed on example computing system 26 that may be
configured in database access system 40.

Database access system 40 also has a distributed
database 44 that is operable to serve data records 54 in
response to queries 56 from remote client application 50.
Local client application 52 may also be provided in order
to provide access to data records 54 of distributed
database 44 within the domain of the database access
system 40. In one embodiment, firewall 46 may be an
enterprise firewall. An enterprise firewall may refer to
any type of firewall that is operable to provide limited
access to files or resources of network enabled computing
equipment within a domain of an enterprise. Thus, the
database access system 40 may provide for access and

filtering of additions or modifications of data records
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54 in distributed database 44 to remote client
application 50 that is coupled across a firewall 46.

Distributed database 44 may provide access to data
records 54 that are stored in one or more federated
databases 60. Distributed database 44 also has a
metadata database 62 that is configured to store metadata
records 58. Each metadata record 58 may be associated
with a corresponding data record 54 stored in one of the
federated databases 60. A metadata record 58 may be
referred to as a type of data record that includes
abbreviated information relative to its corresponding
data record 54. Distributed database 44 may also have a
data discovery agent 64 that enables periodic searching
for additions or modifications of data records 54 in
federated databases 60. Thus, distributed database 44
may enable access to data records 54 in several federated
databases 60 that are searchable and filterable using
metadata records 58.

In one embodiment, data discovery agent 64 may be
operable to periodically search through one or more
federated databases 60 for data records 54. When found,
data discovery agent 64 may create an abbreviated
metadata record 58 and subsequently store this metadata
record 58 in metadata database 62 for use by database
access system 40. A particular metadata record 58 may
include information pertaining to any alpha-numeric,
time, or geographical related information in order to
enable filtering of the metadata record 58 based upon its
contextual, temporal, or geo-spatial related criteria
respectively as described above.

A federated database 60 may exist within the

enterprise or may be external to the enterprise. For
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example, federated database 60a may be external to
database access system 40 in that coupling thereto may
require regulation of access using a firewall 66. In one
embodiment, firewall 66 is integrally configured with
firewall 46. Federated database 60b may be coupled to
database access system 40 through firewall 66 as well as
through a network 68, such as an intranet, or the
Internet. Federated database 60c may be within the domain
of the enterprise such that coupling through firewall 66
may not be necessary. Thus, the database access system
40 may incorporate a distributed database 44 that has
access to many forms of data records 54 across internal
as well as external domains.

Distributed database 44 may include any federated
database 60 whose data records 54 are accessible by the
database access system 40. In one embodiment, a database
proxy layer 70 may be provided to provide an uniform
interface to each of the federated databases 60. Because
federated databases 60 outside of the database access
system 44 may not be maintained by the enterprise, data
records 54 in these federated databases 60 may not exist
in a format that is readily usable by the database access
system 40. Therefore, database proxy layer 70 serves to
provide a uniform interface for access to data records 54
as well as to present each data record in a standardized
format. In one embodiment, database proxy layer 70 may
be operable to encapsulate each data record 54 that may
be accessed from federated databases 60 according to an
extensible markup language (XML) schema. The XML
language 1is a general purpose markup language that
enables formatting of disparate types of data into a

common format. According to this particular embodiment,
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usage of XML schema allows formatting of data records 54
having disparate formats into an uniform format that is
readily usable by the database access system 40.

As described above, database access system 40 may
have a firewall 46 to regulate access to data records 54
stored in distributed database 44. However, data records
54 that have been encapsulated in XML format are not
adapted to easily pass through firewall 46. Thus in one
embodiment, data event agent 42 may be configured to
further encapsulate each data record 54 that is
transmitted to remote client application 50 according to
a simple object access protocol (SOAP) schema. Simple
object access protocol is a type of protocol that
provides for the transmission of XML formatted messages
across a network and provides an encoding scheme that
allows selective validation by firewall 46.

Database access system 40 may also include an
application abstraction layer 72 that may provide for the
seamless communication of data event agent 42 with remote
client application 50, local client application 52, and
distributed database 44. That is, application abstraction
layer 72 may control the flow of messages between the
remote client application 50, data event agent 42, local
client application 52, and distributed database 44 in an
efficient, organized manner. In one embodiment,
application abstraction layer 72 may be implemented using
a Jjava messaging service (JMS). Java messaging service
is a type of message oriented middleware (MOM) that
enables the asynchronous transmission of messages between
clients. Thus in this particular embodiment,
implementation of application abstraction layer 72 using

a java messaging service, allows receipt and transmission
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of a large number of messages among the data event agent
42, remote client application 50, local client
application 52, and distributed database 44 in a
relatively efficient manner.

FIGURE 4 is a screen shot showing one embodiment of
an example window 74 that may be displayed by remote
client application 20 or 50. As shown, the example
window 1is implemented on an internet explorer web
browser; however, remote client application 20 or 50 may
be any client application, such as a firefox, seamonkey,
or opera type web browser. Window 74 may have a number
of sub-window portions that enable the user to interface
with database access system 10 or 40. In this particular
embodiment, window 74 has a query/results portion 76 that
includes a ‘Queries’ tab 78 and a ‘Results’ tab 80.
FIGURE 4 shows window 74 that results due to selection of
‘Queries’ tab 78. A description of the window shown as a
result of selecting the ‘Results’ tab 80 will continue
with respect to FIGURE 5 below.

FIGURE 4 shows a window 74 that may be displayed in
response to selection of the ‘Queries’ tab 78. In
addition to query/results portion 76, other sub-window
portions may include a query name portion 84, a
contextual criteria portion 86, a temporal criteria
portion 92, a scope portion 100, a e-mail notification
portion 106, a spatial criteria portion 110, and a menu
bar portion 120.

‘Query/results’ portion 76 may be provided to enable
user access to storage of queries as well as user access
to storage of the results of these queries.
‘Query/results’ portion 76 may display a list of saved

queries 82. In this particular screen shot, the
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‘Queries’ tab 78 has been selected and thus a list of
stored queries 82 are displayed 1in the query/results
portion 76. In this manner, the user may be able to
construct queries using varying types of filter criteria
and save these queries for use at a later time. Query
name portion 84 may be provided to display the actively
selected query from the list in query/results portion 76.

Contextual criteria portion 86 may be provided to
enable user entry of contextual filtering criteria.
Contextual criteria portion 86 may include a keyword
field 88 for entry of particular words or phrases that
may be of interest to the wuser. Contextual criteria
portion 86 may also enable entry of Boolean operators,
such as AND, OR, NOT, type Boolean operators. These
Boolean operators may be applied against various
combinations of keywords or key-phrases. In this manner,
the query may enable relatively specific filtering
criteria for varying types of data records 22 or 54. A
‘Content’ field 90 may be included to enable filtering
based upon particular types of content within each
metadata record 58.

Temporal criteria portion 92 may be provided to
enable user entry of temporal filtering criteria. As
described above, each metadata record 58 may include a
time field indicating a particular point in time in which
the future event represented by the data record 22 or 54
occurred. Thus, by selection of a range of time provided
for by ‘Begin’ or ‘End’ fields 94, metadata records 58
may be filtered to only return data records 22 or 54
assoclated with that particular time range. Included in
the temporal criteria field 92 is a ‘Time’ field 96 and a

‘Type’ field 98. ‘Time’ field 96 may be used to disable
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filtering of metadata records 58 against temporal
criteria. ‘Type’ field 98 may be used to filter time
based filtering against other time based criteria.

Scope portion 100 may be included to enable searches
for data records 22 or 54 included in particular
federated databases 60. That is, the user may be able to
limit the data record search to all or only a portion of
all available federated databases 60. Radio buttons 102
corresponding to ‘Enterprise’, ‘Sites’, or ‘LOCAL’ are
provided to enable toggling among the available federated
databases 60. A ‘maximum results’ field 104 is also
provided that serves to enable an upper 1limit of the
total quantity of data records 22 or 54 returned to the
remote client application 50. It should be appreciated
that scope portion 100 may be used if a distributed
database 44 according to the embodiment of FIGURE 3 is
implemented. If a generally homogeneous database 14
according to the embodiment of FIGURE 1 is implemented,
the features of scope portion 100 may be unused.

E-mail notification portion 106 may also be provided
to enable entry of an e-mail address by the user. Entry
of a valid e-mail address in ‘Email’ field 108 will cause
the data event agent 12 or 42 to transmit a particular
data record 22 or 54 to the entered e-mail address if a
data record 22 or 54 representing a future event matches
the entered contextual, temporal, or geo-spatial
criteria.

Spatial criteria portion 110 may be included to
enable user entry of geo-spatially related filter
criteria. Spatial criteria portion 110 may include a map
portion 112 that enables selection by the user of a

particular geographical region wusing a user interface
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device such as a mouse. Map navigation buttons 114 may
be included to enable navigation over differing portions
of the displayed map. Additionally included are several
selection mode buttons 116 that enable selection of
geographical regions using various geometries. In the
particular example shown in FIGURE 4, the polygon button
116a has been selected and thus a geographical region 118
in the shape of a polygon may be drawn on the map portion
112. Additionally provided is a point-radius button 116b
that allows selection of a geographical region that would
be in the shape of a circle. Menu bar portion 120 may be
provided with several buttons 122 to enable the user to
perform various administrative tasks of the database
access system 10 or 40.

The above described window 74 may allow creation of
a query 24 or 56 that may be used by the system 10 or 40
for filtering of future events represented by data
records 22 or 54. Once created, the query 24 or 56 may be
transmitted to data event agent 12 or 42 such that the
data event agent 12 or 42 may continually monitor the
database 14 or 44 for modifications or additions to data
records 22 or 54. Queries for particular data records 22
or 54 may include various filter criteria that specifies
the type of data records desired. Thus, data event agent
12 or 42 may be operable to filter future additions or
modifications of data records 22 or 54 against various
contextual, temporal, and/or geo-spatial aspects of these
data records 22 or 54.

FIGURE 5 shows a window 130 that may be displayed in
response to selection of the ‘Results’ tab 80. Window
130 may include gquery/results portion 76 and a metadata

record display portion 132. Thus, upon selection of a
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particular metadata record 58 from the query/results
portion 76, metadata information regarding that
particular metadata record 58 may be shown in the
metadata record display portion 132. Metadata record
display portion 132 may also include a ‘Retrieve Product’
button 134 that allows the user to view the data record
22 or 54 associated with the displayed metadata record
58.

Thus, one example of an user interface has been
provided to enable users to effectively enter query
criteria for metadata records 58 representing future
events and an example of viewing metadata records 58 that
match user specified filtering criteria. It should be
understood however, that other interfaces may be designed
that allows a user to enter and retrieve information from
the database access system 10 or 40. Thus, the
previously described example should enable the reader to
construct one embodiment of a user interface for the
database access system 10 without limiting the scope of
the present disclosure.

FIGURE 6 shows a flowchart depicting a series of
actions that may be performed by the database access
system 10 or 40. In act 200, the data event agent 12 or
42 is initiated and available to accept queries from one
or more remote client applications 20 or 50.

In act 202, a query is generated that includes one
or more types of filter criteria. This filter criteria
may include contextual, temporal, or geo-spatial related
filter criteria. The query may be generated by a remote
client application 20 or 50 that is coupled to data event
agent 12 or 42 through a firewall 16 or  46.

Identification information associated with remote client
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application 20 or 50 is provided with the query. Thus,
when matching data records 22 or 54 are found by data
event agent 12 or 42, these matching records may be
transmitted to the proper remote client application 20 or
50. Once the dquery has been generated, it may be
transmitted through firewall 16 or 46 to the data event
agent 12 or 42 in act 204. In act 206, data event agent
12 or 42 persistently stores the query in memory 32 upon
receipt of the query.

At this point, the data event agent 12 or 42 may
continually monitor database 14 or 44 for additions or
modifications to data records 22 or 54 that may match the
filter «criteria in act 208. If database 44 is a
distributed database, metadata database 62 may be
continually monitored for additions or modifications to
metadata records 58. In the event that a data record 22
or 54 matches the sgpecified filter c¢riteria, the data
record 22 or 54 1is transmitted to the remote client
application 20 or 50 in act 210. If a distributed
database 1is implemented, the data record 22 or 54
associated with the matched metadata record 58 is
retrieved from a pertinent federated database 60. This
data record 22 or 54 is then forwarded on to the remote
client application 20 or 50. The previously described
method continues until the query is deleted by the remote
client application 20 or 50 or the database access system
10 or 40 is stopped in act 212.

Although the present disclosure has been described
in detail, it should be understood that various changes,
substitutions, and alterations can be made hereto without
departing from the spirit and scope of the disclosure as

defined by the appended claims.
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WHAT IS CLAIMED IS:

1. A database access system comprising:

a web browser;

a distributed database comprising:

a plurality of federated databases for storage
of a plurality of data records; and

a metadata database for storage of a plurality
of metadata records each representing a corresponding one
of the plurality data records;

a data event agent that is coupled to the
distributed database using a database proxy layer, the
data event agent also being coupled to the web browser
through a firewall, the data event agent being operable
to:

receive a query comprising contextual,
temporal, or geo-spatial filter criteria from the web
browser;

store the query in a memory;

filter at least one of the plurality of
metadata records against the query in response to an
addition or modification of the at least one metadata
record; and

in the event that the at least one metadata
record matches the query, transmit the corresponding one

of the plurality of data records to the web browser.

2. The database access system of Claim 1, wherein
the plurality of federated databases are coupled to the

data event agent using a database proxy layer.

3. The database access system of Claim 2, wherein

the database proxy layer is operable to convert each of
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the plurality of data records into a standardized format

using an extensible markup language schema.

4. The database access system of Claim 1, wherein
the distributed database further comprises a data
discovery agent that is operable to periodically search
each of the federated databases and in the event that a
new data record is found, create the corresponding

metadata record.

5. A database access system comprising:

a remote client application;

a database for storage of a plurality of data
records;

a data event agent that is coupled to the database
through a database proxy layer, the data event agent also
coupled to the remote «client application through a
firewall, the data event agent being operable to:

receive a query from the remote client
application;

store the query in a memory;

filter one of the plurality of data records
against the query in response to an addition or
modification of the one data record in the database; and

in the event that the one data record matches
the query, transmit the one data record to the remote

client application.

6. The database access system of Claim 5, wherein
the data recoxrd 1is stored in a distributed database
comprising a plurality of federated databases and a

metadata database.
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7. The database access sgystem of Claim 6, wherein
the data record comprises a data record portion and a
metadata record portion, the data record portion being
stored in the federated database and the metadata record

portion being stored in the metadata database.

8. The database access system of Claim 7, wherein
the database proxy layer is operable to encapsulate each
of the data record portions into a standardized data
record and expose the standardized data record for use by

the remote client application.

9. The database access system of Claim 8, wherein
the database proxy layer is implemented according to an

extensible markup language schema.

10. The database access system of Claim 5, wherein
the data record is exposed to the data event agent using

an application abstraction layer.

11. The database access system of Claim 10, wherein
the application abstraction layer is implemented using a

Java messaging service.

12. The database access system of Claim 11, wherein
application abstraction layer is configured to format the
data record according to a simple object access protocol

schema.

13. The database access system of Claim 5, wherein

the query is operable to filter data records according to
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a filter criteria that is selected from the group
consisting of geo-spatial, contextual, or temporal filter

criteria.

14. The database access system of Claim 5, wherein
the data event agent is coupled to the remote client

application through the Internet.

15. The database access system of Claim 5, wherein

the remote client application is a web browser.

16. A method comprising:

generating a query by a remote client application,
the query including at least one type of filter criteria;

transmitting the query to a database access system
through a firewall;

storing the query in a memory;

filtering additions or modifications to a plurality
of data records in the database access system against the
at least one type of filter criteria; and

in the event that a particular one of the plurality
of data records matches the at least one type of filter
criteria, transmitting the data record to the remote

client application through the firewall.

17. The method of Claim 16, wherein generating a
query by a remote client application comprises generating
a query by a web browser, and transmitting the data
record to the remote client application comprises

transmitting the data record to the web browser.
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18. The method of Claim 16, wherein generating a
query by a remote client application that includes at
least one type of filter criteria comprises generating a
query by a remote client application that includes at
least one type of filter criteria that is selected from
the group consisting of contextual, temporal, or geo-
spatial filter criteria.

19. The method of Claim 16, wherein transmitting the
query to a database access system through a firewall
comprises transmitting the query to a database access

system having a distributed database through a firewall.

20. The method of Claim 16, wherein prior to the act
of transmitting the data record to the remote client
application through the firewall, encapsulating the data
record in a format according to a simple object access

protocol schema.
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