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SECURE DATA ACCESS FOR MULTI-PURPOSE MOBILE DEVICES

FIELD OF THE INVENTION

The invention relates generally (o data security and more particnlarly to securs

data access for multi-purpose mobtle devices,

BACKGROUND

Mobile devices have become one of the basics for providing convenient access
to email and other data. Mobile devices may be used to access personal data as well
as business data, While some people carry several mobile devices {e.g., one for
personal purposes and another for business purposes), it is becoming more and more
common for people to consclidate personal data and business data onto one muiti-
purpose mobile device.  Thus, the same mobile device used to store family
photographs and personal apps may also be used to access business erail, business
contacts, business calendars, and other business-related data.

Tn some cases, each user (rather than the business) chooses his or ber
particular mobile device from a wide array of devices available on the market. The
user will typically choose the device based on the rand, model, service provider, or
other criteria that best meets his or her personal purposes. A device chosen based on
the user’s personal purposes, however, may fail to provide an adequate level of
security to business-related data. Thus, the business-related data may be at risk if the

device becomes lost or stolen.

SUMMARY
According to some embodiments, a proxy server comprises one or more
processors operable to establish communication with a secure client application of a

device., The client is configured with a partition that contains data received from the
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proxy server within the secure application. I the client passes authentication, the
server communicates preview information to the client previewing files that the server
received from a business server on behalf of the chient. The client reguests a selected
file. The server renders the selected file into a first portion and a second portion
based on the immediate display capabilities of the client. The server communicates
the first portion, determines that a trigger point was reached, and then communicates
the second portion in response to the trigger point being reached. The client i3
configured to delete the first portion and the second portion in response 1o a
completion event.

Some embodimenis of the disclosure may provide one or more technical
advantages. A technical advantage of certaln embodiments may be that a security
systern comprising a remote server and a secure client application executed on the
user’s mobile device deiermines what business daia 1o communicate to the device,
how mruch business data to communicate to the device, and when to delete the
husiness data from the device. Thus, security over the business data may be effected
by the security system without relying on the user of the device to seoure the business
data. As an example, the security system may enforce security policies configured to
allow certain business data to be temporarily displayed to the user {e.g., when the user
is authenticated and actively using the data) and then deleted from the device {e.g.,
when the user is de-authenticated or not actively using the data), Because secwrily
does not depend on the user, it may be possible to minimize the local restrictions or
controls that the user’s business might otherwise place on the user’s mobile device.
Accordingly. the user may have more control over choosing the type of device as well
as the types of apps installed on the device in order to better meet the user’s personal
PUrposes,

Some embediments may beoefit from some, none, or all of these advantages.
{ther technical advantages may be readily ascertained by one of ordinary skill in the

art,

For a more complete understanding of the present invention and its features
and advantages, reference is now made to the following description, taken in

conjunction with the accompanying drawings, in which:
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FIGURE 1 illustrates an example of a system for securing dafa access for
multi-purpose mobile deviees;

FIGURE 2 illustrates an example of a method for securing data access for
multi-purpose mobile devices; and

FIGURE 3 illustrates examples of elements that may be included in the
business server, proxy server, network, and/ or devices described with respect to

FIGURE 1,

DETAILED DERCRIPTION

Embodiments of the present invention are described in FIGURES 1.3 of the
drawings, like numerals being used for like and comesponding parts of the varicus
drawings,

Maobile devices have become one of the basics for providing convenient access
to email and other data. Mobile devices may be used to access personal data as well
a5 business daia, While some people camy seversl mobile devices (e.g., one for
personal purposes and another for business purposes), it is bevoming more and more
commeon for people to consclidate personal data and business data onto one multi-
purpose mobile device. Thus, the same mobile device ‘used to store family
photographs and personal apps may also be used to access business email, business
contacts, business calendars, and other business-related data,

In some cases, each user {rather than the business) chooses his or ber
particular mobile device from a wide array of devices available on the market. The
user will typically choose the device based on the brand, model, service provider, or
other criteria that best meets his or her personal purposes, A device chosen based on
the user’s personal purposes, however, may fail to provide an adequate level of
security to business-related data. Thus, the business-related data may be at rigk if the
device becomes lost or stolen.

One approach to increasing security is to limit the amount of business-related
data stored locally on the mobile device. Instead of storing business-related data
locally, the data may be stored on a remote server. Accordingly, the mobile device
may be required to establish a connection with the remote server in order to access the

business-related data.  As an example, business-related email may be stored on a
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cloud server that hosis a webmatl application.  Unfortunately, conventional webmail
may fail to provide a suitable level of performance. For example, webmail may fail {o
provide the look and feel of the email as 1 would normally appear if viewed using a
data-specific application.  As used herein, a data-specific application refers {0 an
apphcation capable of processing a specific type of raw data. For example, Microsoft

™ . . - :
k' processes raw ausg data, Microsoft Word ™ processes raw oo data,

Outloo
Adobe Acrobat' ™ processes raw .pdf data, etc. In addition, conventional webmail
may be prone to noticeable delays when scrolling through the webmail message or
downloading attachments due to the amount of time that it 1akes to retrieve data from
the remote location.

In order to improve the user experience, a full copy of the business data may
be stored in raw data form locally on the mobile device. This approach has
drawbacks of its own. For example, data-specific applications nsed to display native
data may be memory and power intensive, particularly for a mobile device having
relatively limited resources as compared to a desktop PC. In addition, storing the data
locally presents a data scourity risk in the event that the device is lost or siolen. o
address the security risk associated with storing data locally oun the device, a business
may instali a tool on the device that allows for remotely wiping the memory of the
device. Note that this approach fails to secure the data during the period of time prior
to wiping the memory (i.e., the time that it takes for the user to realize the device is
miissing and to report it to the business, plus the time that it takes the business to
implement the memory wipe), Another drawback of the memory wipe may be the
deletion of personal data stored on the device, such as family photos that the user
would prefer to leave on the device in case the device is found. In some cases, the
device memory may be partitioned into a personal space and a business space so that
business-related data may be wiped from memory without wiping personal data,
Partitioning the device memory may resolf in an unsatisfactory allocation of memory
{e.g., too much memory allocated to one purpose and not enough memory allocated 1o
the other purpose).

Embodiments of the present invention allow for increasing security by
minimizing the amount of data stored on a device, while providing a user experience

{e.g., a speed and visual appearance) comparable to that provided when the data is
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stored locally and executed by a data-specific application. For example, a server may
render raw data rernotely and then transmit the rendered data to the device, A secure
client application on the device may display the rendered data, Displaying the
rendered data may be done independently of a data-specific application on the device.
Because displaying the rendered data does not require use of the data-specific
application on the device, the rendered data may be made inaccessible to applications
of the device outside of the secure client application. Thus, the rendered data may be
kept securely within the secure client application. This approach alsoe allows
resources associated with the outside applications of the device to be conserved for
other purposes. In some embodiments, the secure cliont application may be used to
create a virtual workspace for business applications o create, access, meodify, and
store business docurnents, business email, or other business data.  The virtual
workspace may partition the device such that &) personal applications cannot access
husiness data or control business apphcations located within the virtual workspace,
and b) business applications cannot access personal data or control personal
applications located outside of the virtual workspace.

FIGURE 1 illustrates an example of a systermn 100 for securing data access for
raulti-purpose devices, In the illustrated example, system 100 includes a business
server 110, a proxy server 130, a network 130, and a plurality of devices 160 coupled
as iHustrated. In some embodiments, system 100 facilitates securing business daia
communicated between g business server 110 and a device 160, As an example,
system 100 may facilitate securing a business email communicated from business
server 110 to device 160. In order to secure the email, business server 110 may
cormmunicate the email in raw format to a proxy server 130, Upon a determination
that device 160 has been secured {e.g., authenticated and/or comununicating vig a
secure link), proxy server 130 may render the email into a displayable format, such as
a bitmap image, and communicate the rendered email to a secure client application of
device 160. The secure client application of device 160 may theu display the email to
anser. To further secure the email, proxy server 130 {or the secure client application)
may cause the amail to be deleted from device 160 in the event that certain conditions
are met, as further described with respect to FIGURE 2 below,

Business server 110 may refer to a server that maintains data designated to be
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kept secure {business data). In some embodiments, business server 1Y maintaing
business data belonging to a party with whom the user of device 160 has a business
relationship, such as the user’s employer. Examples of business data include various
types of raw data files, such as emails (including headers, body, and atiachments},
word processing files, spreadsheets, presentations, drawings, photographs, calendars,
contacts, and so on. Business server 110 may include any suitable business
applications 112 to facilitate accessing and storing the business data. For example,
business server 110 may include a mail systern 112a to facilitate accessing and storing
emails, calendars, and/or coniacts. [n some embodiments, voail system 112a may be
implemented using a Microsoft Bxchange' ™ server. Pusiness server 110 may include
one or more other applications 112b to facilitate accessing and storing other business
data, such as file repository for word processing documents, spreadsheets,
photographs, and so on.

Business server 110 may comprise an authentication module 114 that
facilitates securing access to the business dais. For example, authentication medule
114 may ensure that a user has been successfully authenticated before permiiting
business data to be accessed on behalf of the user, In some embodiments, the user
enters login credentials into device 160, device 160 commumicates the login
credentials to proxy server 130, and proxy server communicates the login credentials
to business server 110, Business server 110 processes the login credentials in
authentication module 114, Authentication module 114 may determine that the user
passes authentication if the login credentials match a user profile that it associates
with the user. Once authentication passes, proxy server 130 may be authorized 1o
access business data on behalf of device 160 and to communicate the business data 1o
device 160 for preseniation to the user.

Rusiness server 110 and proxy server 130 may communicate over a secure
link 116, Secure link 116 may provide a communication path between business
server 110 and proxy server 130 over a direct connection {¢.g., if business server 119
and proxy server 130 are located at the same site) or an indivect conection {e.g., via
one or more networks if business server and proxy server are located remotely from
one another). Business server 110 may optionally require proxy server 130 to pass a

proxy server authentication procedure in order fo establish secure link 116, In some
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embodiments, secure Hok 116 may be scoured according to the Transport Layer
Security {TLS) protocol.

In some embodiments, secure link 116 may be used to communicate email-
related messaging between proxy server 130 and mail system 112a of business server
110, Examples of emailwelated messaging may include getMessage and
sendMessage commands, Any suitable protocol or combination of protocols may be
used to communicate the email-related messaging. As an example, proxy server 130
may use Internet Message Access Protocol (IMAP) to request an email from mail
svstem 112z (pull mode), mail systemn 112a may use ActiveSyne protocol o
aniomatically send incoming emails to proxy server 130 in real-time (push mode},
and/or mail server 112 may commumicate the email to proxy server 130 according to
Simple Mail Transfer Protocol (SMTP}.

The IMAP, ActiveSyne, and SMTP standards are traditionally used to send
entire copies of numerous emails, calendar eniries, and contacts to be stored locally
on device 160, Storing the data locally on device 160 allows for a fast response time
to the user’s request to view the data. However, storing data locally presents secority
risks, To address these risks, certain embodiments of the present disclosure use these
standards {0 send copies of the data to be temporarily stored on proxy server 130,
rather than to device 160 long-term. Proxy server 130 may then provide increased
security by controlling the format and nature of the data that gets sent to device 160.
As discussed below, proxy server 130 may communicate the data in such a way that
the user experience is comparable 1o having an entire copy of the email stored locally
on device 160 (similar look and feel, with a fast response time 0 user requests).

In some embodiments, agent 134 may communicate comumands to a file
repostiory of business server 110 via secure link 116, Examples of commands include
readFile and/or writeFile, Such commands may be communieated according to FIP,
NFS, webDAVY, and/or other suitable protocols,

As used herein, proxy server 130 may refer to hardware and/or software
positioned between business server 110 and device 160 and configured to manage
device 160°s access to dala maintained by business server 110, In some
embodiments, proxy server 130 may be implemented wsing a cloud-computing

architecture. For example, a business may implement a cloud-based datacenter that
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includes business server 110 and proxy server 130, As another example, a third party
security provider may host proxy server 130 remotely from business server HHD n
order o provide security on behalf of the business, In certain alternative
embodiments, the proxy server 130 may comprise on-site hardware and/of software
that may be directly connected to or installed with business server 114,

Proxy server 130 may comprise one or more inferfaces for communicating
with devices 160, For example, a first interface may be configured for devices 160
that use a rich client to communicate with proxy server 130. A second interface may
be configured for devices 160 that use a thin client to communicate with proxy server
130. The first interface may use a lightweight protocol suited to webservices
applications and/or object-oriented design. In some embodiments, the lightweight
protocol may use a texi-represeniative format, such as JavaScript Object Notation
{(ISON) protocol or Extensible Markup Language (XML}, The second interface may
use HTML or other suitable protocol,

Components of proxy server 130 may include one or more controller(s) 132,
sgent(s} 134, rendering engine(s) 136, and/or cache(s) 138, Controller 137 may
receive a request from deviee 160, determine tasks o be completed in order {0
respond to the request, allocate the tasks o one OF MOTe COMpPOnents of proxy server
130, and send a response to device 160. For example, if device 160 requests access {o
business data, controller 132 may allocate the following tasks: agent 134 facilitates
authenticating the user with business server 110 and then retrieves the business data in
a raw format, rendering engine 136 renders the business data by converting it from the
raw format into a rendered format {e.g., a texi-representative format and/or & bitmap
image) and/or dividing it into a plurality of rendered portions as needed depending on
the amount of data, controller 132 communicates a first rendered portion to devies
160, and cache 138 caches the remaining rendered portions so that controller 132 may
retrieve and communicate each of the remaining rendered portions to device 160 as
needed such that device 160 receives the entirety of the requested data without
noticeable delay.

Ageni 134 may facilitaie authenticating device 160 by forwarding login
credentials submitied by the user to business server 110. Business server 118

performs authentication and sends the authentication result {pass or fail} to proxy
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server 130 via agemt 134, Thus, in certain embodiments, business server 110
performs avthentication as if the user was logging directly into his or her account with
business server 110, and proxy server 130 uses the authentication result provided by
business server 110, Proxy server 130 may determine to allow or reject subsequent
requests from the user based on the authentication result, without having to perform a
separate authentication between the user and proxy server 130,

In some embodiments, agent 134 comprises & Mail User Agent configured to
act on behalf of the user of device 160 by accessing and managing emails that mail
system 112a associates with the user. Agent 134 may communicate with matl system
1172 of business server 110 according to any suitable protocol, such as Internet
Message Access Protocol (IMAP), Exchange ActiveSync (EAB), Outlook Web
Access (OWA), Exchange Web Services (EWS), Post Office Protocol (POP), Simpie
Mail Transfer Protocel (SMTP), and/or any other snitable protocols. Agent 134 may
receive emails in a raw format, such as Multipurpose Internet Mail Extensions
{(MIME). The emails may include email headers (To, From, CC, BCC, Subject, Date,
Time, ete.), the bady of the email (text, graphics, ¢tc.}, and any attached files {word
processing files, spreadsheets, presentations, photographs, ete.) in some
embodiments, agent 134 may be configured to retrieve other types of data (in addition
to or instead of email messages and attachments) according to any suitable data
transfer protocel, such as File Transfer Protocol (FTP), webDAV, or Network File
Sysiem {NFS).

Rendering engine 132 renders the raw data recetved from business server 110
via agent 134, In some embodiments, rendering may comprise dividing data into
portions, converting data from a raw format to a displayable format, or both, Asan
example, rendering engine 136 of proxy server 130 may provide the MIME messages
in o format selected for fast and secure delivery to device 160, In some embodiments,
rendering engive 136 may provide some or all of the emaill headers in a text-
representative format, such as JSON or XML format. The text-representative gimail
headers may be communicated fo device 160 as preview information to indicate the
emails available in the user's mailbox. In some embodiments, rendering engine 136
may provide the email headers, the body of the email, and/or the attachments as

rendered data, such as JSON text (e.gz., for short text files) and/or bitmap images (¢.g.,
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for longer text files or non-text fites). The rendered data may be communicated to
device 160 to be displaved to the user. Examples of bitmap formats include BMP,
DIB, ILBM, PBM, XBM, WBMP, IPEG, TIFF, PNG, GIF, and so on.  As discussed
with respect to FIGURE 2 below, rendering engine 136 may render the raw emat] o
a plurality of rendered portions so that each portion may be communicated to device
160 as needed, Accordingly, data need not be sent to device 160 until just before the
user is ready io view it. For security reasons, data that the nser does not wish to view
need not be sent to device 160 at all.

Cache 138 may store business data assoclated with a user within proxy server
130 to allow for faster delivery to the user. As an example, proxy server 130 may
optionally include a first cache 138 that stores raw format data (e.g., MIME emails)
that has been retrieved from business server 110 before the user reguests o view the
data, If the user subsequently requests 1o view the cached data, proxy server 130 may
guickly retrieve and render the data from the first cache 138 without incurring the
delay associated with pulling the data from business server 110,

As another example, proxy server 130 may optionally include a second cache
138 to cache rendered portions of the data. That is, the raw data may be rendered into
a plurality of rendered portions (e.g., as bitmap images) and cached in advance, and
each rendered portion may be retrieved from cache 138 and communicated to device
160 such that the time spent rendering the data ccours before the user needs the data.
Cached data may optionally be encrypied for increased security,

n some embodiments, cache 138 provides increased security by deleting data
associated with a particular user upon termination of the authenticated SCSSION
corresponding to the user. If the user establishes a subsequent authentication session,
proxy server 130 may once again retrieve the nser’s data from business server 110, In
other embodiments, cache 138 may maintain data relatively long-term.  Accordingly,
business dais may be cached by proxy server 130 during the times that the secure
client application is connected to proxy server 130, during the times that the secure
client application is not comnected to proxy server 130, or both.  For example,
business server 110 may periodically push data to proxy server 130 (or proxy server
130 may pull data from business server 110). Caching the data in advance may allow

proxy server 130 io respond quickly to data retrieval requests that it receives from
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secure client application 162 of device 160,

By performing the above rendering and caching functions at proxy server 138,
memory and processing resources of device 160 may be conserved, For example,
device 160 may not be required to store large files, to store files long term, or lo
instali/run the data-specific application. Io addition, performing the rendering
functions at proxy server 130 may allow for support of a wide arvay of devices 160
because devices 160 need not be required io insiall any specialized software, such as
the data-specific application, in order to view the data.

Use of proxy server 130 may provide increased security to business daty.
Proxy server 130 may send device 160 only as much data as is needed to support the
current activities of the user. Any other data may be kept at proxy server 130 where it
can be better protected. To further protect the data, the data may be deleted from
device 160 and/or the user may be required to re-anthenticate upon a determination
that a completion event occurred, such as expiry of & timer or the user logging out of
the authenticated session, navigating to a different message, or using a personal app
on device 160, Depending on the circumstances and the desired level of security, re-
authentication may comprise either a) performing the authentication procedure
between device 160 and business server 110 again, b) performing a shon
anthentication procedure between device 160 and proxy server 138 {e.g., entering a
PIN), and/or ¢} performing a short authentication procedure locally at device 160
{e.g., entering a PIN {0 be verified by the secure client application), Proxy server 130
may be configured to enforce any other security policies, such as policies for
disabling a device 160 or for performing lexicon-based filtering. The lexicon-based
filtering may be configured to prevent emails contsining certain keywords from being
delivered to the user via device 160, Hxamples of such keywords may include
“confidential,” “privileged,” “proprietary,” “secret,” or customized keywords that the
business designates as requiring increased security, such as *Project X7

Turning to device 160, device 160 may include any suitable combination of
hardware andfor software, such as a computing sysiem comprising one Of more
interfaces, logie, and/or one or more memories, which are described in more detail
with respect (o FIGURE 3 below. Device 160 may be a multi-purpose mobile device

configured to support a user’s business purposes and personal purposes, such a5 &
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telephone (e.g., cellular, mobile, or smart), a personal digital assistant, a gaming
device, a thin client, a tablet computer, or 2 laptop computer. In some embodiments, a
particaiar brand/model of device 160 may be chosen by the user to meet the user’s
personal purposes. Device 160 may communicate with proxy server 130 via a wired
or wireless network 150 in order to retrieve business data, such as preview
information {e.g., JSON formatted or other texi-representative email headers, or other
preview information) and rendered data (e.g., JSON formatted or other text-
representative email body, bitmap formatted email attachments, or other rendered
data) to present (o the user via a display.

Device 160 may include a seeure client application 162 configured to gencrate
messages to send to proxy server 130 and to process messages received from proxy
server 130, As an example, secure client application 162 may generate authentication
request messages to send the user’s login eredentials to proxy server 130, As another
example, secure client application 162 may, in response to input from the user,
generate requests for proxy server 130 to send business data.  Secure cliemt
application 162 may receive the business dals from proxy server 130 {e.g,, in the form
of preview information or rendered data} and display the business data to the user.
Secure client application 162 may also cxecute instructions received from prory
server 130, such as instructions to prompt the user o supply login credentials or
instructions to deleie business data from device 160,

Secure client application 162 may comprise any suitable application, such as a
fich Client or a thin clent {e.g. an HTML Client, an HTML Client Wrapper, and/or a
Browser). As shown in FIGURE 1, secure client application 162a illustrates s Rich
Chient capable of interacting with proxy server 130 using JSON/HTTPS, SOAP, or
other suitable protocol. Secure client application 162b illustraies a thin client. Asan
examptle, thin client 162b may comprise an HTML CHent, an HTML Chient Wrapper,
or a Browser that inferacts with proxy server 130 via HTMI/HTTPS and/or other
suitable protocol. Proxy server 130 may support both rich and thin chient types in
order to facilitate a “bring your own device” approach in which each user selecis a
device from a number of options. If the selected device does not support a rich client,
it may receive secure data from the proxy server using a thin client.

Rich Client 162a may be a native device application that presents a login
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sereen, mail boxes, and emails to the user. Rich Client 162a may be characterized by
good performance and 8 high quality user experience. Rich Client 162a may provide
a generic graphical user interface (GUI) comprising the emali context, such as meny
options (forward, reply, save), field names (“To,” “From,” “Subject™), and other non-
message specific context. An object-oriented webservices interface may be used to
provide the message-specific information to populate the message-specific fields of
the GUI (e.g., that the subject is “hello” or the message dale is "January 17y For
example, proxy server 130 may communicate message-specific information, such as
the metadata and text portions of an email, in JSON format sent over HTTPS. Proxy
server 130 may choose to communicate email attachments and non-text portions of
the emnail in bitmap format or raw data format depending on the capabilities of device
160 or the policies emploved by the system.

Although the preceding example describes Rich Client 162a as displaving
rendered data, in certain aliernative embodiments, Rich Client 162a may include data-
specific code or viewers that execute securely within Rich Client 162a to display data
received in raw form. For security reasons, the data-specific code that executes
within Rich Client 162a may be distinct from data-specific applications of device 160
that are located outside of Rich Client 162a. In such embodiments, additional security
may be provided by controiling the amount of raw data that proxy server 130 dehivers
to Rich Client 162a at a given time. As an example, proxy server 130 may cache an
email in MIME format and make portions of the MIME data available to Rich Client
1675 as necded to maintain sufficient security and/or uwser-responsiveness, The
portions may comespond to & number of bits, & number of pages, or other suitable
division of data. Steps for sending portions of raw data may be analogous to those for
sending rendered portions of data, as described with respect to FIGURE 2 below.

As discussed above, examples of thin client 162b include an HTML Client, an
HTML Client Wrapper, and a browser. An HTML Client may be a web-based
version of client application 162 that displays data similarly to the Rich Client {£.8,
ISON formatted emall text and bitmap formatted atischments). An HTMIL Client
Wrapper may comprise a thin wrapper application around & nalive device webh module
that displays the HTML CHent. A browser may comprise a native device browser that

can be used to display the HTML Client for devices that are not configured with 3
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Rich CHent ar an HTML Client Wrapper. Use of thin client 1625 may allow for
proxy server 130 to support a wide array of device types, including device types for
which a Rich Client application is nol yet available. In some embodiments,
functionality for aesthetic presentation of data may be provided by proxy server 130,
for example, if device 160"s secure client application 162 does not support such
capabilities. As an example, the thin clent may receive a generic GUE via HTML
populated with message-specific data,

In certain embodiments, secure client application 162 comprises synchronous
commmunication on multiple threads, asynchronous communication, of a cornbination
of both. Secure clent application 162 may be based on any suitable protocol, such as
Asynchronous JavaSeript and XML (AJAX], Simple Object Access Protocol (SOAP),
WebSackets, raw sockets, or other synchronous or asynchronous protocol, The use of
asynehronous or multi-threaded synchronous communication may allow secure client
application 162 to obtain data from proxy server 130 in the background before the
user requests the data, For example, secure client application 162 may retrieve the
next page of a document that the user is scrolling through before the user gets to the
end of the current page. As another example, thin client 162b may retrieve a generic
GUT from proxy server 130 in advance so that by the time the user selects a message,
most or all of the daia that remains to be retrieved is message-specific,

In certain embodiments, secure client application 162 may provide a partition
hetween business data and personal data.  For example, business data may be
inaccessible outside of secure client application 162 and/or personal data may be
inaccessible within secure clent application 162, Partitioning may prevent business
data from being copied or stored into low security portions of device 168, In addition,
partitioning may eliminate the need for the business o monitor or resirict how the
user uses device 160 outside of secure client application 162, Thus, the user may be
free to download personal apps or other personal data onto the device. Moreover, the
amount of device resources used by secure client application 162 may be minimal.
For example, proxy server 130 may provide only the data that the user is actively
using, such as one or two emails and their attachments, and secure client application
162 may delete any data that the user is not actively using (as long as the user is

authenticated, the deleted data may be re-sent by proxy server 130 if the user needs if
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again in the future). Accordingly substantial memory and processing power may be
available to meet the user’s personal purposes. In ceriain embodiments, the
partitioning may be performed dynamically based on the resources that secure client
application 162 needs to support s current operstions and ite anticipated next
operations, Thus, it may be unnecessary to permancntly reserve resources o secure
client application 162, and the resources may be freed up for use by other applications
when client application 162 does not need o use them.

Components of the systems and apparatuses disclosed may be coupled by any
suitable comrpunication petwork, such as network 150, A communication network
may comprise all or a portion of one or more of the following: a public switched
telephone network (PSTN), a public or private data network, a Iocal area network
(LAN), a metropolitan area network (MAN), a wide area network (WAN), a local,
regional, or global communication or computer network such as the Internet, a
wirelineg or wireless network, an enterprise iniranct, other suilable communication
Hnk, or any combination of any of the preceding.

Although certain components of system 100 have been described in the
context of securing email, analogous components may be used to secure other types of
data, such as other files associated with a virtual workspace {(e.g, toxt or word
processing files, presentations, spreadsheets, photographs, drawings, calendars,
contacts, and so on). In addition, components and protocels shown in FIGURE |
have been provided for purposes of example and illustration. More, fewer, or other
protocols and components may be used without departing from the scope of the
invention.

FIGURE 2 illusirates an example of a method 200 for securing data access for
a mmiti-purpose mobile device, For purposes of example and illustration, method 200
describes steps for securing access to email data.  Analogous steps may be used to
secure other types of data, such as other files associated with a virtual workspace
{e.g.. text or word processing files, presentations, spreadsheets, photographs,
drawings, calendars, contacts, and so on).

The method begins at step 202 by establishing a communication path between
proxy server 130 and device 160, Commumication may be established through any

suitable number or arrangemeni of interconnected networks 150 including wired
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and/or wircless networks. By way of example, device 160 may communicate with 8
wireless network according to 2 wireless communication protocol such as AMPS,
COMA, TDMA, GSM, iDEN, GPRS, EDGE, UMTS, WCDMA, WLAN/WIFL,
WiMax, BlueTooth, or their variants, among others, The wireless network may
interface with a back-snd network that includes proxy server 130 in comumunication
with business server 110, The device 160-proxy server 130 cornmunication path and
the proxy server 130-business server 110 communication path may be secured
according to any suitable protocol, such as Secure Socket Layer (551 protocol or
Transport Layer Security (TLS) protocol, In some embodiments, proxy server 130
may verify that device 160 is communicating via secure client application 162, Proxy
server 130 may deny requests for data that originate ouiside of secure chient
application 162,

At step 206, proxy server 130 roceives an authentication request from device
160, In some embodimenis, the authentication request may comprise login
credentials supplied by a user of device 160, Device 160 may prompt the user o
provide the login credentials at any suitable time, such as upon a determination that a
maximum amount of time has elapsed since a previous authentication, in response o
receiving an instruction from proxy server 130 instructing device 160 to assist in
authentication, or when the user launches secure client application 162 (the
application that allows the user to access data from business server 110 via proxy
server 130). In some embodiments, the Jogin credentials roay include a user identifier
and a passcode. Examples of user identifiers include a user name Or user number.
Examples of passcodes include a string of one or more letiers, numbers, punctuation
marks, or other characters, such as a password or PIN previously configured by the
user, a string of characters generated by a token in the user’s pussession, biometric
data, facial recognition, visual patterns, or a combination,

Afier recelving the authentication request, proxy server 130 detormunes
whether the device successfully passes authenticstion at step 210, In some
erabodiments, proxy server 130 forwards the login credentials to business server 110,
and business server 110 performs authentication. Accordingly, proxy server 130
determines whether or not authentication was successful based on the authentication

response received from business server 118, In some alternative emnbodiments, proxy
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server 13( may perform the authentication itself. For example, proxy server 130 may
determine that authentication passes if the login credentisls received in the
authentication request maich the login credentials of an existing profile associated
with the user,

If authentication fails, the method may retirn to step 206 to provide the user
the opportunity to make a correction to the login credentials, In some embodiments,
if the number authentication failures exceeds a threshold for maximum anthentication
atternpts, device 160 mway be locked out of the proxy server 130, business server 11,
or both, and/or a system administrator may be notified.  If anthentication passes, the
method proceeds to step 214 where proxy server 130 establishes a session with
business server 110 on behalf of the user. In certain embodiments, establishing a
session between business server 110 and proxy server 130 may optionally include
authenticating proxy server 130 (in addition to authenticating the user of device 160},

At step 218, proxy server 130 retrieves emails (or portions of emails) that
business server 110 associates with the user, Proxy server 130 may refrieve any
suitable subset of emalls, such as the n number of most recent emails, emails received
within a recent timeframe {(e.g., howr, day, week, month), the emails flagged as ngh
priority, the unread emails, the emails that match the user’s search criteria (e.g., by
sender, keyword, etc.), or all of the user’s ernails. Proxy server 130 may retrieve the
emails according to a push mode, a pull mode, or both,  In the push mode, business
server 130 may automatically push a new email {or a message waiting notification) to
proxy server 130 in response {0 receiving an incoming email from a sender. In the
pull mode, proxy server 130 periodically requests business server 119 to provide new
emails (if any) and/or additional content associated with the emails that proxy server
130 already knows about,

The method wroceeds to step 222 where proxy server 130 communtcates
preview information to device 160, In some embodiments, preview information and
other data communicated to device 160 from proxy server 130 may be sccessible 1o
secure client application 162 (the business apphication} and may be inaccessible to
other applications of device 160 (the personal applications). Secure client application
162 of device 160 displays the preview information to the user. The preview

information provides a relatively small amount of data to allow the user to decide
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whether or not fo view other portions of the email.  As an cxample, the preview
information may comprise the subject line, the timestarop, and/or the name of the
sender. As another example, the preview information may comprise the filename of
an email attachment. In some embodiments, the preview information may have a text
format, such as JRON formatted text that can be viewed by a Rich Client or an HTML
Client.

The user may select one of the emails to view based on the proview
information. In response o the user selecting the email, secure client application 162
may generate a request to render the selected email. The request may be formatied
according fo the JSON protocol or other suitable protocol. Device 160 sends the
request to render the email to proxy server 130, and proxy server 130 receives the
request at step 226.

Upon receiving the request to render the email, proxy server 130 may retrieve
the ernail from business server 110 or from cache 138 (if business server 110
previousty provided the email to proxy server 130). Proxy server 130 may render the
email by dividing it into portions and/or converting it to a displayable format. Proxy
server 130 may divide the message into g plurality of rendered portions to faciliiate
transmitting the message to device 160 quickly. The message may be divided into
any suitable number of portions (2, 3, 4, ... n portions) depending on the format and
sature of the data, the message size, the capabilities of secure client application 162,
and so on. Fach rendered portion may contain any suitable amount of data. In some
embodimentis, the amount of data per portion may be selected such that only the data
that is immediately viewable to the user is sent to device 160 at one time. The data
that is immediately viewable to the user may be determined based on the immediate
display capabilities of the secure client application of device 160, That s, proxy
server 130 may approximate the amount of data that secure client application 162 may
display at one time to determine how much data to include in a particular portion.

In some embodirsents, page breaks in the data may be used to determine
where each rendered portion should begin and end. For example, one rendered
postion may correspond to one, two, three, or more pages of the email body or
attachments. Proxy server 130 may determine the location of page breaks based on

page bresk identifiers located within the raw data. Proxy server 130 may also
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approximate the location of page breaks based on the amount of data that proxy sever
120 anticipates secure client application 162 is capable of displaying at 2 time {e.g.,
within one screen). The approximation may be based on screen-page size information
provided by secure client applivation 162, or it may be based on a range of screen-
page sizes typically used by device displays.

Converting data into a displayable format may allow the data o be displayed
independently of the raw data-specific application. Examples of raw formats include
email formats {g.g.. MIME), word processing formats (2.2, DOC or PDE)
presentation formats (e.g., PPT), and spreadsheet formats {e.g.. XLS). Examples of
rendered formats include text-representative formats, such as JSON, XML, etc., as
well as bitmap formats, such as BMP, DIB, ILBM, PBM, XBM, WEBMP, JPEG,
TIFF, PNG, GIF, and so on,  The bitmap image provides a visual appearance
comparable to what the user would see if the raw dals message were opened in Hs
data-specific application (e.g., if the raw data includes formatted text angd graphics, the
bitmap image shows a snapshot of the formatted text and graphics rather than some
cornbination of unformatted text, hyperlinks, truncated data, white space, or other
placeholders that characterize conventional webmatil viewed from a mobile phone}.

At step 230, proxy server 130 communicates ope or more rendered portions of
the email to device 160, Secure cliont application 162 of device 160 displays the
rendered portion to the user. Thus, if the rendered data is in bitmap format the user
may view the content of the email without having the actual raw data format of the
message stored on device 160. in some embodiments, proxy server 130 times the
sending of the rendered portions dynamically so that the sequential rendered portions
that make up a particular email arrive at device 160 as needed. Because the renderad
portions may be kept relatively small, device 160 may receive and display each
rendered portion relatively quickly. The user experience may be improved because
the user can start viewing the beginning of the message without having to wait for the
entire message to download. In addilion, seeurity may be increased because proxy
server 130 need not send portions of the message to device 160 that the user does not
wish 1o view. For example, afier reading the rendered portions comprising the body
of an email “A.” a user may decide that it is wnnecessary to view the attachments

associated with email A, Accordingly, proxy server 130 need not send the
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attachinents to device 160, so the risk of the attachments falling into the wrong hands
is minimized,

In order to maintain the application speed experienced by the user, proxy
server 130 may send a first rendered portion to device 160, anticipate when the user
will want to view a second rendered portion, and communicate the second rendered
portion to device 160 in advance so that the second rendered portion s avaifable when
the user wants it. Thus, the user experience may be comparable to viewing raw data
stored focally on device 160 using a data-specific application. Accordingly, in some
embodiments, proxy server 130 communicaies s first rendered portion of the message
to device 160 at step 230. As an example, first rendered portion may comprise the
first two pages of an email attachment.

At step 234, proxy server 130 determines whether a trigger point was reached.
As an example, proxy server 130 roay determine thal trigger point was reached ita
certain amount of time has elapsed since sending the previous rendered portion or
upon receiving a notification from device 160, In some embodiments, proxy server
130 communicates the location of the trigger point to secure client application 162 of
device 160, The location of the trigger point may be communicated in any suitable
manner. For example, the location may be embedded in the rendered portion or it
may be commmunicated in a control message. Proxy server 13€ instructs secure chient
application 162 to detect when the trigger point is reached and to notify proxy server
130 accordingly. Or, secure client application 162 may maintain a policy indicating
when to notify proxy server 13¢ that a trigger point was reached. The trigger point
may be positioned prior to the end of the first rendered portion. Continging with the
example above wherein the first rendered portion comprises the first two pages of an
email attachment, the trigger point may correspond to the end of the first page. Thus,
the trigger point would be reached when the user serolls from the first page to the
second page of the attachment. Upon determining that the trigger point was reached,
the method proceeds to step 238,

At step 238, proxy server 130 communicates a second rendered portion of the
message in response to determining that the trigger point of the fist rendered portion
was reached. Proxy server 130 and/or secure client application may anticipate the

information that the user would like to view next in order to make the data gvailable
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to the user in a timely fashion. The anticipated information may be included in the
second rendered portion.  For example, proxy server 130 and/or scoure client
application 162 may anticipate that the user would like to view information in
sequence.  Thus, after viewing the first and second pages of an email attachment,
proxy server 130 and/or secure client application 162 may anticipate that the user
would like to view the third and fourth pages of the email atiachment. Accordingly,
proxy server 130 may communicate the third and fourth pages in the second rendered
portion so that the user may continue scrolling through the attachment without having
1o click “more” or “next page” and waiting for device 160 o download the next
pages. That is, by anticipating the information that the user would like to view next,
the information may be seni to device 160 in advance so that the user does not
perceive delays in gecessing the information.

For security purposes, certain ernbodiments may store the rendered portions in
memory accessible to secure client application 162, but inaceessible to other
applications of device 160. For security purposes, the rendered portions may be
stored on device 160 temporarily such that the rendered portions associated with g
particular email may be deleted from local memory of device 160 upon a8
determination that a competition event occurred, Thus, if device 160 later Becomes
lost or stolen, a third party may be prevented from accessing the email. The user may
regain access o the emall by passing authentication and re~requesting the email from
proxy server 130,

At step 242, the method detects whether a completion event occurred. The
completion event may be configured to predict when the user is likely finished
viewing the email. Examples of completion events may include the nser closing the
email, the user moving to a different email, the user accessing an application external
to secure client application 162, or determining that device 160 has been de-
authenticated (e.g., if the user logs off or closes secure client application 162, if
device 160 powers down, upon the expiration of an idle time or other session tmer, OF
upon a determination that a comrmunication Hak between proxy server 130 and device
160 has become disconnected or insufficiently secure). Upon determining that the
completion event occurred, the method proceeds to step 246,

At step 246, device 160 deletes the rendered portion(s) from memory. For
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example, device 160 may delete rendered portions in response 1o an instruction from
proxy server 130, Or, secure client application 162 may apply a policy that indicates
the rules for deleting data. The rules may define the completion events, the duraiion
of idle timer(s) or session timer(s), and so on. The policy may be pushed o secure
client application 162 from proxy server 130, or the policy may be pre-configured 45 a
part of secure client application 162,

In some embodiments, secure clent application 162 may maintain the
rendered poriions corresponding to the most recently viewed email(s) in memoty after
a completion event occurs on the condition that the email{s) cannot be displayed to
the user until security has been cleared (e.g., user must epter a PIN or re-authenticate
to secure client application 162, proxy server 130, and/or business server 110).

After deleting the rendered portions at step 246, device 160 may no longer
store a local copy of the email. However, business server 110 and/or proxy server
130 may maintain the email in raw form and/or rendered form after the rendered
portions have been deleted from deviee 160, In other words, deleting the email from
the device for security purposes is done independently of deleting the email from the
mail server/proxy server. There may be circumstances in which device 160 deletes
rendered portions for reasons other than security. For example, device 160 may
delete rendered portions in response t¢ a command from the user. In that case, device
160 may comnunicate an instruction io delete the corresponding email from proxy
server 130 and business server 110, Afier deleting the rendered portions from device
160, the method then ends.

Although the preceding method has been described in the context of proxy
server 130 retrieving data from business server 110 after the connection with secure
client applcation 162 is up and authenticated, in allemnative embodiments proxy
server 130 may obtain data from business server 110 during the times that secure
client 162 is not connected/authenticated. For example, proxy server 130 may use
OaAuth (on behalf of guthentication) or stored nser credentials to ohiain user data in
advance. Diata may be obtained according to a push mode, a pull mode, or a
combination of modes. Proxy server 130 may cache the data to facilitate guick
retrieval by secure client application 162 once secure client application 162 is

connected and authenticated.
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FIGURE 3 illustrates an example of elements 300 that may be tncluded in the
sysiems and apparatuses disclosed herein. For example, any of business server 114,
proxy server 130, network 150, and/or device 160 may inchude an interface 319, logic
320, memory 330, and/or other suitable element. Iuterface 310 receives input, sends
output, processes the input and/or output, and/or performs other suitable operation,
Interface 310 may comprise hardware and/or software,

Logic 320 performs the operations of the component, for example, execuies
instructions to generate ouiput from input.  Legic 320 may include hardware,
software, and/or other logic. Logic 320 may be encoded in one or more tangible
media and may perform operations when executed by a computer. Certain logic, such
a8 A processor, may manage the operation of a component, Examples of a processor
{or processing unit) inchude one or more compuiers, oNe OF MOYe MICIOPrOCessors, one
or more applications, and/or other logic.

In particular embodiments, the operations of the embodiments may be
performed by one or more computer readable media encoded with a computer
program, software, computer executable instructions, and/or instructions capable of
being execuied by a computer. In particular embodiments, the operations of the
embodiments may be performed by one or more computer readable media storing,
embodied with, and/or encoded with a computer program and/or having a stored
and/or an encoded computer program.

Memory 330 (or memory unit) stores information.  Memory 330 may
comprise one or more non-iransitory, tangible, computer-readable, and/or computer-
executable storage media. Examples of memory 330 inclade computer memory (for
example, Random Access Memory (RAM) or Read Only Memory (ROM)), mass
storage media (for example, a hard disk), removable storage media (for example, a
Compact DHek (CD) or a Digital Video Disk (DVD)), database and/or network storage
{for example, a server), and/or other computer-readable medium,

Modifications, additions, or omissions way be made fo the systems and
apparatuses disclosed herein without departing from the scope of the invention. The
components of the sysiems and apparatuses may be integrated or separated.
Moreover, the operations of the systems and apparatuses may be performoed by more,

fewer, or other components. As an example, determinations whether to delete data
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from secure client application 162 may be made by proxy server 130, by secure client
application 162, or both.  As another example, a generie user interface may be
provided by proxy server 130 (e.g., in the case of a Thin Client) or by secure client
application 162 {e.g., in the case of a Rich Client). As another example, raw data may
be rendered by proxy server 130, or portions of the raw data may be sent to securs
client application 162 {e.g.. in certain embodiments of the Rich {lient) to be
processed and displayed securely within secure client application 162, Additionally,
operations of the systems and apparatuses may be performed using any suitable logic
comprising software, hardware, and/or other fogic. As used in this document, “each”
refers to each member of a set or each member of a subset of a set.

Modifications, additions, or omissions may be made to the methods disclosed
herein without departing from the scope of the invention. The methods may include
more, fewer, or other steps.  Additionally, steps may be performed in any suitable
order.  For examnple, the methods may authenticate more, fewer, or other
authentication factors, and the anthentication factors may be verified in any suilable
order. Anthentication mway be performed between any suitable components. For
example, business server 110 may avthenticate proxy server 130, device 160, and/or
the user of device 160. Proxy server 130 may optionally authenticate device 160,
client application 162, and/or the user of device 160, Alternatively, proxy server 136
may defer to business server 110 and/or secure client application 162 1o authenticate
the user. Secure client application 162 may suthenticate the user locally.

Some embodiments of the disclosure may provide one or more fechuical
advantages. A technical advantage of some embodimenis may be that a Security
system comprising a remote server and a secure clieni application executed on the
neer’s mobile device delermines what business daia to communicate to a user’s
mobile device, how much business data (o communicate to the device, and when 1o
delete the business data from the device. Thus, security over the business data may be
effected by the security system without relying on the user of the device to secure the
business data. As an example, the security system may enforce security policies
configured to allow certain business data to be temporarily displayed to the user (8.2,
when the user is authenticated and actively using the data) and then deleted from the

device {e.g., when the user is de-authenticated or not actively using the data}.
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Because security does not depend on the user, it may be possible to minimize the local
restrictions or controls that the user’s business might otherwise place on the user's
mobile device. For example, the business may do away with restrictions on the

type/brand/model of device the user may use. Accordingly, the user may select the

L

mobile device that meets the user’s personal needs, even if the device has relatively
few security features installed/activated locally. As an cxample, the device need not
have the capability to wipe its entire memory {personal data and business data) in the
event that it becomes lost or siolen.  As another example, the device need not have
large amounts of local memory reserved exclusively for business data.

10 Another technical advaniage of some embodiments may be that the security of
business data may be increased by making it available to minimal resources of the
device. For example, in some embodiments, the bosiness data may be available to
only a secure clieni application, such as a browser on the device. The secure client
application may be configured to prevent the business data from being copied into
15 other applications or memory of the device, With the business data secured, the
business need not montior or restrict the personal data stored elsewhere on the device.
Accordingly, the user may download whatever personal apps that the user would like
to download.

Another technical advantage of some cmbodiments may be that data
20 comnumicated fo the device from a remote server may have g look and feel
comparable to data stored locally on the device and executed by a data-specific
application instalied on the device. In some embodiments, the server may render the
raw data on behalf of the device and communicate the rendered data in an umage
format. The image format may be viewed using minimal resources of the device and
without requiring the device 1o install/run the data-specific application.

To minintize both the securily risks and the amount of local device resources
required to support the business data, the amount of data communicated to the device
at any given time may be no more than what is needed to support the user’s current
activities. For example, the pages of a document may be communicated one page al a
)  time. To maintain the user experience, in cerfain embodiments the server may
anticipate the next piece of data that the user wounld likely want 1o see {e.g., the next

page of the document) and may render and send the next piece of data to the device in
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advance, Thus, the user may continue to flip through the pages of the document
without noticeable delays and without having to send follow-up requests to the server
requesting the next page of the document. Previcusly provided pages of the document
may be left on the device as long as the user is viewing the document to allow the user
to serofl backwards in the document and re-read an earlier page.

Another technical advantage of some embodiments is that a “push” model of
email delivery may be emulated without having to send the raw data mail message for
storage on the device. The push model of email delivery automatically alerts the user
of an incoming email in response to receiving the email from a sender (without the
bser having to periodically request whether or not a new email was received). In
some embodiments, the server may push a message waiting alert or a preview of the
email io the device. The nser may request to view the email corresponding to the
alert/preview, and the server may provide g rendered version of the email 10 the
device if the security policy has been met {e.g., if the user has been authenticated).

Another technical advantage may be that a proxy server communicaies
policies to a secure client application. The policies contain rules that facilitate
securing data. For example, a rule may indicate that secure client application may or
may not aceess certain types of data based on its current GPS location. Another rule
may indicate authentication reguirements, such as the type(s) of authentication to be
performed and how frequently to perform each type of authentication. Another rule
may indicate completion evenis, such as navigating to a different file, accessing
applications outside of the secure client application, expiration of a timer {and the
duration selting of that timer), ete. Another rule may indicate how to determine
whether a trigger point was reached in a file {e.g., based on page breaks in the data,
the ameount of dala, or other criteria),

Some embodiments may benefit from some, none, or all of these advantages.
Orther technical advaniages may be readily asceriained by one of ordinary skill in the
artl.

Although this disclosure has been deseribed in terms of certain embodiments,
alterations and permutations of the embodiments will be apparent to those skilled in
the art. Accordingly, the above description of the embodiments does not constrain this

disclosure. Other changes, substitutions, and alterations are possible without departing
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from the spirit and scope of this disclosure, as defined by the following claims.
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WHAT IS CLAIMED IS:

1. A ProxXy server COmprising one or more processors operable to:

establish communication with a secure client apphication of g device, the
secure client application comprising a partition configured to contain data received
from the proxy server within the secure client application;

receive an authentication request from the secure client application, the
authentication request comprising authentication information associated with a user
account;

determine thal the secure client application passes authentication;

receive one or more files associated with the user account, the files received
from a business server in a raw data format;

determing preview information for the one or more files;

communicate the preview information to the secure chient application;

receive a request from the secure client application requesting a first selected
file, the first selected file corresponding to one of the files of the preview information;

render the first selected file into a first portion and a second portion based on
the immediate display capabilities of the secure client application;

communicate the first portion of the first selected file o the secure client
application;

determine that a trigger point was reached; and

communicaie the second portion of the first selected file to the secure client
application in response to determining that the trigger point was reached, the secure
client application configured to delete the first portion and the second portion in

response 10 a completion event.

2. The proxy server of Claim 1, the one or more processors further
operable to:

maintain the first selected file subsequent to comununicating the first and
second portions to the secure client application;

receive a request from the secure colient application subsequent to the
completion event, the request requesting the proxy server to re~send the first selected

file; and
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communicate the first portion of the first selected file o the secure client

application,

3 The proxy server of Claim 2, wherein the completion event comprises

the expiration of a timer,

4. The proxy server of Claim 2, wherein the completion event comprises

the user requesting to view a second selected message.

3. The proxy server of Claim 2, wherein the completion event comprises

the user exiting the secure chent application.

8. The proxy server of Claim 1, the one or more processors further
eperable to communicate a policy to the secure data application, the policy indicating

rales for determining whether the completion event occurred.

7. The proxy server of Claim 1, the secure client application further
configured to

detertnine that the user has become de-authenticated;

prompt the user to provide authentication information associsted with a focal
authentication procedure; and

perform  the local autheatication provedure using the authentication

information provided by the user.

8. The proxy server of Claim 1, the one or more processors further
operable o

determine that the secure client application comprises a thin client;

communicate a generic graphical user interface to the thin client, the generie
user interface comprising Runctionality similar to or equivalent to that provided by 8

rich client and message-specific information,

. The proxy server of Claim 1, wherein
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the seoure client application comprises a vich client; and

the one or more processors further operable to establish communication with a
second secure client application of a second device in order {o comununicale secure
daig to the second secure client application, the second device having g different type

than the first device, the second secure client application comprising a thin client.

10, The proxy server of Claim 1, the one or more processors further
operable to;
communicate one or more policies comprising rules for determining timeout

values and authentication rules,

it The proxy server of Claim 1, the one or more processors further
operable to:

determing that the secure client application comprises a rich client, the rich
client configured to locally provide a generic graphical user inlerface; and

determine io communicate message-specific portions of the first selecied file

to the rich client withouot communicating the generic graphical user interface,

12, The proxy server of Claim 1, the one or more processors configured to
receive requests sent from the secure client application according to an asynchronous

or multi-threaded synchronous protocol.

13 The proxy server of Claim 1, the one or more processors configured to
corpmmmicate the first and second portions according to an object-oriented web

service interface.

14.  The proxy server of Claim 1, the oue or more processors configured {o

commurnicate the first portion according to a text-representative format.

15, The proxy server of Claim 1, the one or more processors configured to
render the first portion inte a bilmap, wherein the one or more processors

communicate the first portion in bitmap form.
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16. One or more non-transitory computer-readable media comprising

logic, the logic when executed by one or more processing units operable to:

establish communication with a secure client application of a device, the
secure client application comprising a partition configured to coniain data received
from the logic within the secure client application;

receive an authentication request from the secure client application, the
guthentication request comprising authentication information associated with a user
account;

determine that the secure client application passes anthentication;

receive one or more Hles associated with the user account, the files received
from a business server in a raw data format;

determine preview information for the oune or more files;

communicate the preview information to the secure client application;

receive a request from the secure client application requesting a first selected
file, the first selected file corresponding to one of the files of the preview information;

render the first selected file inte a first portion and a second portion based on
the rumediate display capabilities of the secure client application;

communicate the first portion of the first selected file to the secure client
application;

determine that a irigger point was reached; and

commmunicate the second portion of the first selected file to the secure client
apphication in response to determining that the trigger poinl was reached, the secure
client application configured to delete the first portion and the second portion in

response (o a completion event.

17, The logic Claim 16, firther operable to:

maintain the first selected file subseguent {0 communicating the first and
second portions to the secure client application;

receive a request from the secure client application subsequent to the
completion event, the request requesting a re-sending of the first selected file; and

communicate the first portion of the first selected file to the secure client
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application.
18, The logic of Claim 17, wherein the completion event coraprises the
expiration of a timer,
19, The logic of Claim 17, wherein the completion event comprises the

user requesting fo view a second selected message.

20, The logic of Claim 17, wherein the completion event comprises the

user exiting the secure client application,

21, The logic of Claim 16, further operable to communicate a policy to the
secure data application, the policy indicating rules for determining whether the

completion event ocourred.

22, The logic of Claim 16, the secure client application further configured
1o

determine that the user has become de-authenticatad;

prompt the user to provide authentication information associated with a local
authentication procedure; and

perform  the local authentication procedure using the authentication

information provided by the user,

23, The logic of Claim 16, further operable to;

determine that the secure client application comprises a thin cliend;

commmunicate a generie graphical user interface to the thin client, the generic
user interface comprising functionality similer to or equivalent to that provided by a

rich client and message-specific information.

24, The logic of Claim 16, wherein:
the sceare client application comprises a rich client; and

the logic further operable to establish communication with a second secure
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cHent application of a second device in order to communicate secure data to the
second secure client application, the second device having a different type then the

first device, the second secure client application comprising a thin client,

25.  The logic of Claim 14, further operable to:

determine that the secure client application cornprises a thin client; and

communicate with the thin client via HTML/HTTES,

26, The logic of Claim 16, further operable o

determine that the sccure client application comprises a rich client, the rich
client coufigured to locally provide a generic graphical user interface; and

deterniine to communicate message-specific portions of the first selected file

to the rich client without communicating the generic graphical user interface.

27, The logic of Claim 16, {urther operable to recelve requesis sent from
the secure client application according to an asynchronous or multi-threaded

synchronous protocol.

28 The logie of Claim 16, further operable to communicate the first and

second portions according to an object-oriented web service interface.

29, The logic Claim 16, further operable to communicate the first portion

according to a text-representative format,

30, The logic Claim 16, further operable to render the first portion jnto a

bitmap, wherein the logic communicates the first portion in bitmap form.

3t A system comprising:

a secure client application associated with a device; and
& ProxXy server;

the secure client appleation operable to:

request business data from the proxy server;
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display business data to a usern;

delete the business data from the device in reaponse to a completion
gvent;

authenticate the user in response to an authentication event; and

partition the device such that the business data is inaccessible outside
of the secure client application;

the proxy server operable to!

receive the business data associated with the user from a business
SCTVET;

divide the business data into portions based on the immediate display
capabilities of the secure client application;

determine a formuat for communicating the business data to the secure
client application based on whether the secure client application comprises a rich
client or g thin client;
and

communicate each portion of the business data to the secure client

application on an as-needed basis.

32, The systern of Clairn 31, the completion everd selected from the group
congisting oft

the expiration of a fimer,

closing the secure client application; and

receiving 8 request from the user to view second business data, wherein the
business data corresponds to a file and the second busingss data corresponds 1o 4

different file.

33 The systern of Claim 31, the authentication event selected from the
group consisting oft

the expiration of a timer;

powering-on the device;

determining the secure client application has been opened; and

determining the user has accessed an application cutside of the secure client
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application.

34, The system of Claim 31, the proxy server further operable to perform

lexicon-based filtering to determine business data that is not authorized to be sent to

5 the secure client application.
35, The system of Claim 31, the as-needed basis determined according 0 a
frigger point.

10 34, The system of Claim 31, the immediate display capabilities of the
secure clent application determined by approximating the size of a screen-page of the
device,

37 A proxy server comprising one or more processors operable Lo
15 determine that a secure client application associated with a user of a device

passes authentication;

receive one or more files associated with the user from a business server, the
files received in a raw format;

receive a request from the secure client application requesting a selected one

20 ofthe files;

determine g data format for communicating with the secure client application
hased on whether the secure client application comprises a rich elient or a thin client;

divide the selected file into portions based on the inunediate display

capabilities of the secure client application, the portions formatted according to the

25 data format;
and
communicate cach portion of the selected file to the secure client application
on an as-necded hasis,
36 38, The proxy server of Claim 37, the one or more processors further

operable to perform lexicon-based filtering to determine whether the files are

authorized to be sent to the secure client application.
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39, The proxy server of Claim 37, the as-needed basis determined
according to a trigger point such that the one or more processors:

communicate a first portion of the selecied file;

determine that a trigger point was reached, the trigger point positioned prior to
the end of the first portion; and

communicate a second portion of the selected {ile in response to determuning

that the trigger point was reached,

40, The proxy server of Claim 37, the immediate display capabilities of the
secure client application determined by approximating the size of a scresn-page of the

device.

41.  The proxy server of Claim 37, the one or more processors further
operable to communicate preview information to the secure client application, the

preview information describing the files available to the secure client application,

42, The proxy server of Claim 37, wherein the one or more processors
further operable to;

determine that a completion event ocourred;

communicate an instruction to delete the one or more portions of the selected
file from the secure client application, the instruction communicated in response 10
determining that the completion event occurred;

maintaining the file at the proxy server subsegnent to communicating the

instruction to delete the file from the secure client application.

43, The proxy server of Claim 42, wherein the completion event comprises
receiving a request to close the selected file, receiving a request to select a different

file, or determining thai the device has become de-authenticated.

44, The proxy server of Claim 37, wherein the ong or more processors use

object-oriented webservices messages lo communicate the preview information and
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the one or more portions of the selected file,

45, The proxy server of Claim 44, wherein the object-oriented webservices
messages are configured to populate file-specific information into a generic graphical
user interface provided by the secure client application, the secure client application

comprising g rich client.

46.  The proxy server of Claim 37, further coruprising an interface
configured to facilitate communication with the secure client application, the seoure
client application comprising an HTML client, and HTML client wrapper, or a

browser.,

47, The proxy server of Claim 37, the one or more processors further
operable to

communicate with the secure client application using & first protocol if the
secure client application comprises a thin client; and

communicate with the secure client application using a second protocol if the

secure client comprises a rich client.

48,  The proxy server of Claim 37, the data formal comprises a texi-

representative format or a bitmap format.

49, The proxy server of Clalm 37, the one or more processors further

operable to instruct the secure client application to initlate authentication in response

0!

a fimer expiration;

determining the user has opening secure client application; or

determining the user has accessed an application outside of the secure chient
apphication,

50, The proxy server of Claim 37, wheretn:

the selected file comprises an email; and
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the portions of the file include a first portion and a second portion, wherein:
the first portion comprises a body of the email formatied according to a
text-representative format or a bitmap format; and
the second portion comprises a page of an aitachmert of the email

formatted according to a raw data format or the bitmap format.

51 One or more non-fransitory computer-readable media comprising
logic, the logic when executed by one or more processing units operable to:

determine that a secure client application associated with & nser of a device
passes authentication;

receive one or more files associated with the user from a business server, the
fites received in a raw formai;

receive a request from the secure client application requesting a selected one
of the files;

determine & data format for communicating with the secure client application
bhased on whether the secure client application comprises a rich client or a thin chient;

divide the selecied file intc portions based on the immediate display
capabilities of the secure client application, the portions formatted according to the
data format; and

communicate each portion of the selected file to the secure client application

on an as-needed basis,

52.  The logic of Claim 51, further operable to perform lexicon-based
filtering to determine whether the files are authorized to be sent to the secure client

appitcation,

53, The logic of Claim 31, the as-needed basis determined according to a
trigger point, the logic further operable o

communicate a first portion of the selected file;

determine that a trigger point was reached, the trigger point positioned prior to

the end of the first portion; and
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cormmumicate a second portion of the selected file in response to determining

that the trigger point was reached.

54, The logic of Claim 51, the immediate display capabilities of the scoure
client application determined by approximating the size of a screen-page of the

devige,

55. The logic of Claim 51, further operable to communicale preview
information to the securs client application, the preview information describing the

files available to the secure client application.

56, The logic of Claim 51, further operable to:

determine that a completion event occurred;

communicate an instruction to delete the one or more portions of the selected
file from the secure client application, the instruction communicated in response o
determining thai the completion event occurred;

maintaining the file at the proxy server subsequent to comumunicating the

instruction to delete the {ile from the secure client application..

57.  The logic of Claim 56, wherein the completion event comprises
receiving a request to close the sclected file, receiving a request to select a different

file, or determining that the device has become de-anthenticated.

58, The logic of Claim 51, wherein the one or more processors use object-
priented webservices messages to communicate the preview information and the one

or more portions of the selected file,

59, The logic of Claim 58, wherein the object-oriented webservices
messages are configured to populate file-specific information into a generic graphical
user interface provided by the secure client application, the secure client application

comprising a rich client,
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60,  The logic of Claim 51, further opersble to facilitate communication
with the secure client application, the secure client application comprising an HTML

chent, and HTML client wrapper, or a browser,

61 The logic of Claim 51, the data format comprises a text-represeniative

format or a bitmap format.

62.  The logic of Claim 51, further operable o instruct the secure client
application to initiate suthentication in response to:

& timer expirahion;

determining the user has opening secure client application; or

determining the user has accessed an application outside of the secure client

application,

63, The logic of Claim 51, wherein:
the selected file comprises an email; and
the poritions of the file include a first portion and a second portion, wherein:
the first portion comprises a body of the email formatied according to a
texi-representative format; and
the second portion comprises a page of an attachment of the email

formatted according to a bitinap format.

64, A device comprising a secure client application, the secure client
application operable 1o:

request a file from a proxy server;

receive a first portion of the file from the proxy server;

display the first portion of the file to a user;

determine that a trigger point was reached;

communicate an indicator to the proxy server indicating the trigger point was
reached;

receive a second portion of the file from the proxy server;

display the second portion of the file to the usern
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determine that a completion event ocourred;

delete the first portion and the second portion in response to the completion
eveni; and

maintain a partition that prevents data received from the proxy server from

being accessed by other applications of the device.

65. The device of Claim 64, the secure client application further operable

to authenticate the user in response to an authentication event.

66, The device of Claim 65, the authentication event selected from the
group consisting of?

the expiration of a timer;

powering-on the device;

determining the secure cHent application has been opened,; and

determining the user has accessed an application outside of the secure client
application.

&7.  The device of Claim 64, wherein the completion event comprises the

expiration of a timer,

68, The device of Claim 64, wherein the completion event comprises

closing the secure client application.

69.  The device of Claimn 64, wherein the completion evenl comprises

recelving a request from the wser fo view a different file.

70, The device of Claim 64, the secure clent application configured to
provide requests to the proxy server according to an asynchronous format or multi-

threaded synchronous format.

71, The device of Claim 64, wherein the seoure client application

comprises a client operable to receive the first portion in a raw data format.
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72. The device of Claim 64, wherein the secure client application
comprises a clent operable 1o receive the first portion in a text-representative format

or a bitmap format.

73. The device of Claim 64, wherein:

the file comprises an email;

the first portion comprises a body of the email formatted according to a fext-
representative format or a bitmap format; and

the second portion comprises a page of an attachment of the emuil formatted

according to a raw data format or the bitmap format.

74. One or more non-fransitory computer-readable media comprising
logic, the logic when executed by one or more processing units operable tor

request a file from g proxy server;

receive a first portion of the file from the proxy server;

display the first portion of the file to a user;

determine that a irigger point was reached;

communicate an indicator to the proxy server indicating the trigger pount was
reached;

receive a second portion of the file from the proxy server

display the second portion of the file to the user;

determine that g completion event occurred;

delete the first portion and the second portion in response to the completion
event; and

maintain data received from the proxy server within a partition,

75.  The logic of Claim 74, further operable to authenticate the user in
response to an authentication event,
76, The logic of Claim 75, the authentication event selected from the group
consisting of

the expiration of a timer;
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determining the secure client application has been opened; and
determining the user has accessed an application outside of a secure client

application,

77. The logic of Claim 74, wherein the completion event comprises the

expiration of a timer.

78. The logic of Claim 74, wherein the completion event comprises

closing the secure client application.

79, The logic of Claim 74, wherein the completion event comprises

receiving a request from the user 1o view a different file.

80, The logic of Claim 74, the logic configured to provide requests to the
proxy server according to an asynchronous format or voulti-threaded synchronous

format,

&1, The logic of Clairn 74, wherein the first portion comprises a raw data

format,

82, The logic of Claim 74, wherein the first portion comprises a fext-

representative format or 2 bitmap format.

83. The logic of Claim 74, wherein:

the file comprises an email;

the first portion comprises a body of the email formatted according to a text-
representative format; and

the second portion comprises a page of an attachrnent of the email formatted

according to a bitmap format.
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