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(57) ABSTRACT 

In accordance with one or more embodiments of the present 
invention, methods and systems disclosed herein provide for 
storage disk file and defect management. According to an 
aspect, a method includes communicating, to a first comput 
ing device, an identifier associated with a storage device. The 
method also includes receiving, from the first computing 
device, maintenance information associated with the identi 
fier. Further, the method also includes implementing a storage 
disk file management policy at the storage device based on the 
maintenance information. Maintenance or defect information 
may be provided, for example, for a disk Subsystem com 
prised within a storage device. A disk Subsystem with an 
identified potential defect, even though potential defect is 
latent, creates a risk to the Software workloads running on the 
IT resource and a potential hazard in a datacenter. 
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STORAGE DISK FILE SUBSYSTEMAND 
DEFECT MANAGEMENT SYSTEMIS AND 

METHODS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This is a continuation-in-part application of 
co-pending U.S. patent application Ser. No. 13/919,026, filed 
Jun. 17, 2013, and titled WORKLOAD AND DEFECT 
MANAGEMENTSYSTEMS AND METHODS, the content 
of which is hereby incorporated by reference in its entirety. 
This application is related to and claims the benefit of co 
pending U.S. patent application Ser. No. 13/920,351, filed 
Jun. 18, 2013, and titled WORKLOAD AND DEFECT 
MANAGEMENTSYSTEMS AND METHODS, the content 
of which is hereby incorporated by reference in its entirety. 

BACKGROUND 

0002 1. Field of the Invention 
0003. The present invention relates to storage disk file 
Subsystem and defect management systems and methods. 
0004 2. Description of Related Art 
0005. In today’s information technology (IT) environ 
ments, automated workload and storage management is lever 
aged for power management of IT resources, performance 
management of IT resources, and predictive failure analysis 
of IT resources. By leveraging industry virtualization features 
that encapsulate entire software workloads, software work 
loads and virtual disk files can be migrated from an IT 
resource that appears to be failing to an IT resource that is 
healthy. 
0006 For IT component defects discovered by the com 
ponent's manufacturer, it can be difficult to manage the work 
load running on IT resources that include these components. 
This is because system managers may not become aware of 
such defects until a problem arises. These defects can be 
especially problematic in the case of defects in components 
having critical importance to a system. For at least these 
reasons, it is desired to provide improved systems and tech 
niques for managing workload stored or running on IT 
resources with critical components or other components in 
the case of a defect. 

BRIEF SUMMARY 

0007. In accordance with one or more embodiments of the 
present invention, methods and systems disclosed herein pro 
vide for storage disk file Subsystem and defect management. 
According to an aspect, a method includes communicating, to 
a first computing device, an identifier associated with a stor 
age device. The method also includes receiving, from the first 
computing device, maintenance information associated with 
the identifier. Further, the method also includes implementing 
a storage disk file Subsystem management policy at the Stor 
age device based on the maintenance information. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0008 FIG. 1 is a block diagram of an example workload 
and defect management system in accordance with embodi 
ments of the present invention; 
0009 FIG. 2 is a flowchart of an example method for 
workload and defect management in accordance with 
embodiments of the present invention; and 
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0010 FIG. 3 illustrates a message flow diagram depicting 
workload and defect management in accordance with 
embodiments of the present invention. 
0011 FIG. 4 is a block diagram of an example storage disk 

file Subsystem and defect management system in accordance 
with embodiments of the present invention; 
0012 FIG. 5 is a flowchart of an example method for 
storage Subsystem disk file and defect management in accor 
dance with embodiments of the present invention; and 
0013 FIG. 6 illustrates a message flow diagram depicting 
storage Subsystem disk file and defect management in accor 
dance with embodiments of the present invention. 

DETAILED DESCRIPTION 

0014. As described herein, there are various embodiments 
and aspects of the present invention. According to embodi 
ments, the present invention is directed to workload and 
defect management systems and methods. The presently dis 
closed Subject matter can assist with providing high availabil 
ity of workloads, particularly software workloads for 
example. In accordance with embodiments, the present Sub 
ject matter can integrate engineering change advisory (ECA) 
error handling for critical defects within the domain of pre 
dictive failure analysis and workload management. Further, 
for example, the present Subject matter can be used for 
improving ECA communication and discover process. 
0015 Referring now to FIG. 1, the figure illustrates a 
block diagram of an example workload and defect manage 
ment system 100 in accordance with embodiments of the 
present invention. The system 100 includes a systems man 
agement server 102 communicatively connected to multiple 
servers A, B, and C 104,106, and 108 within a server farm or 
server cluster. Servers 102, 104, 106, and 108 may be con 
nected via any suitable network 110 such as a local area 
network (LAN) or other suitable type of network. The server 
102 may manage the operations of servers 104,106, and 108 
as they operate in an enterprise environment for serving one 
or more entities. The servers 104,106, and 108 may be oper 
ating in, for example, a virtualized workload platform, a 
distributed stateless workload platform, a stateful workload 
platform, or the like. Further, the servers 104, 106, and 108 
may be primary and/or backup servers, and may be collocated 
with network switches and/or routers which enable commu 
nication between the different parts of the cluster and entities 
using the cluster. Although only four servers are shown in 
FIG. 1, it should be understood that any suitable numbers of 
servers of any Suitable type may be operated and have func 
tionality in accordance with embodiments of the present 
invention. 
(0016 Servers 102, 104, 106, and 108 may each include 
any Suitable hardware, Software, firmware, and combinations 
thereof. For example, a server may include a high-capacity 
hard drive, a fan or other cooling equipment, a power Supply, 
and other components. A server may also run a suitable oper 
ating system. The servers may each have different types of 
components associated with one another and some may have 
components that are the same or similar. The server 102 may 
maintain a database of identifiers for all or some of the com 
ponents of the servers 104,106, and 108 and/or the servers. 
More particularly, a workload manager 112 residing within 
the server 102 may receive information about servers 104, 
106, and 108 and other servers, including identifiers of com 
ponents within the servers or identifiers of the servers. 
Example identifiers include, but are not limited to, a machine 
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type, a model number, a serial number, the like, or combina 
tions thereof. As described in more detail herein, such iden 
tifiers may be used by the workload manager 112 for work 
load and defect management in accordance with 
embodiments of the present invention. 
0017. The workload manager 112 may be implemented by 
hardware, software, firmware, or combinations thereof. For 
example, the workload manager 112 may be implemented by 
one or more processors and memory of the server 102. Alter 
natively, the workload manager 112 may be implemented by 
multiple servers managing the servers 104,106.108 and other 
servers. In this example, the workload manager 112 is imple 
mented by an application operating on the server 102. 
0018. In an example, identifiers can be created as part of 
server 102 inventory collection functionality. Identifiers can 
be created for all inventoried IT resources. IT resource inven 
tory can beachieved by server 102 polling servers 104,106, 
and 108 for their system identifiers. Alternatively, server 102 
can gather identifier inventory by collecting inventory broad 
cast messages from server 104, 106, or 108. Server 102 can 
store the inventoried identifiers in a persistent data store that 
resides on server 102, or on an external database connected by 
a network to server 102. 

0019 FIG. 2 illustrates a flowchart of an example method 
for workload and defect management in accordance with 
embodiments of the present invention. For purpose of illus 
tration of this method, examples make reference to the server 
102 and an engineering change advisory (ECA) server 114 for 
implementation of the method, although it should be under 
stood that the method may be implemented by one or more 
other computing devices that are Suitably configured. The 
ECA server 114 may include one or more processors and 
memory. 

0020 Referring to FIG. 2, the method includes communi 
cating 200, to a computing device, an identifier associated 
with another computing device. For example, the server 102 
may have stored in its memory or another accessible memory, 
identifiers for servers 104, 106, and 108 and one or more of 
the servers’ components. This identification information may 
be communicated to the ECA server 114. For example, the 
workload manager 112 may control a network interface 116 
of the server 102 to communicate the identifiers to the ECA 
server 114 via a network 118 or any other suitable commu 
nications system. In an example, the ECA server 114 may be 
remotely located from the server 102, and the network 118 
may be the Internet and/or one or more other networks. 
0021. The method of FIG. 2 includes receiving 202 the 
identifier. Continuing the aforementioned example, the iden 
tifiers may be received at the ECA server 114 by its network 
interface 116. The ECA server 114 may include an ECA 
manager 120 configured to receive the identifiers from the 
network interface 116 and to store the identifiers within an 
ECA database 122. The ECA server 114 may suitably asso 
ciate the stored identifiers with the server 102. For example, 
the ECA server 114 may store information in the database 122 
indicating that the identifiers correspond to servers and their 
components managed by the server 102. 
0022. The ECA server 114 may be implemented by hard 
ware, software, firmware, or combinations thereof. For 
example, the ECA server 114 may be implemented by one or 
more processors and memory of the server 114. Alternatively, 
the ECA server 114 may be implemented by multiple servers 
in communication with one or more server clusters, such as 
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the cluster associated with the server 102. In this example, the 
ECA server 114 is implemented by an application operating 
on the server 114. 

(0023 The method of FIG. 2 includes determining 204 
maintenance information associated with the identifier. Con 
tinuing the aforementioned example, the ECA database 122 
may be maintained with and store current maintenance infor 
mation regarding computing devices and computing device 
components. Particularly, the ECA database 122 may store 
maintenance information and associate the maintenance 
information with identifiers such as machine type, model 
number, and serial number. Example maintenance informa 
tion includes, but is not limited to, a defect notice concerning 
a computing device or a component of a computing device. 
For example, a defect notice may concern a component of the 
server 106. In another example, maintenance information 
may include a defect severity level. Such as information about 
whether the defect is critical or not. In yet another example, 
maintenance information may include critical rationale infor 
mation Such as information about a data corruption risk, 
additional component failure risk, environmental hazard risk, 
and the like. In another example, the data stored in the ECA 
database 122 may be an attribute flag for a critical component 
defect Such as a defect that can result in data corruption, a 
failure that can result in damage to other components, a 
failure that can result in an environmental hazard, the like, or 
combinations thereof. The ECA manager 120 may compare 
one of the received identifiers to the stored maintenance infor 
mation to determine whether there is, for example, a defect 
notice about a component associated with the identifier. 
0024 Example defect notices include, but are not limited 
to, a recall notice, a required service notice, and the like. Such 
notices may be indicative of a current or prospective problem 
for a computing device or component identified by the notice. 
As an example, such defects could result in damage to other 
computing devices or components, data corruption, an envi 
ronmental hazard in a data center or other facility, or the like. 
For at least these reasons, there is a motivation to quickly 
manage the system in response to such a notice being 
reported. The notices may be included in the ECA database 
and may be created by engineering or Support personnel using 
standard end user interface software interfaces to the ECA 
manager. 

0025. The method of claim 2 includes communicating 206 
the maintenance information for implementing a workload 
management policy. Continuing the aforementioned 
example, the ECA manager 120 may determine that there is a 
defect notice for a component of the server 106. The ECA 
manager 120 may use the component's identifier to lookup 
the defect notice. Subsequently, the ECA manager 120 may 
control the network interface 116 of the server 114 to com 
municate the defect notice or a portion of the defect notice to 
the server 102. Alternatively, for example, the ECA manager 
120 may generate a message based on the defect notice and 
may communicate the message to the server 102. The mes 
sage may include basic or minimal information to indicate a 
defect with the component along with the component identi 
fier. 

0026. The method of claim 2 includes receiving 208 the 
maintenance information associated with the identifier. Con 
tinuing the aforementioned example, server 102 may receive 
the defect notice and component identifier from the server 
114 via the network 118. The workload manager 112 may 
compare the component identifier to its known components 
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among servers 104,106, and 108 to determine whether any of 
the servers include the component. 
0027. The method of FIG. 2 includes implementing 210 a 
workload management policy based on the maintenance 
information. For example, in response to receipt of the defect 
notice and component identifier, the workload manager 112 
may implement a workload management policy. The policy 
may be implemented in response to determining that one or 
more of the servers include the identified component. 
0028. In accordance with embodiments of the present 
invention, a workload management policy may involve 
migrating workload handled by a computing device to 
another computing device. For example, a server may be 
identified as having a defective component. In response to 
identifying the server, a systems management server may 
migrate some or all of the workload of the server to a backup 
server. In the example of FIG. 1, the workload manager 112 
may receive a notice from the ECA server 114 that a compo 
nent of the server 106 is defective. In this case, the workload 
manager 112 may migrate Some or all of the Software work 
load being handled by the server 106 to the server 104. For 
example, the workload management server 112 may send a 
request to a virtualization manager 124 to migrate Software 
workload from the server 106 to the server 104, a server not 
affected by a defect. Subsequently, for example, the server 
102 may control the server 106 to power off, send an alert to 
an administrator or operator of the cluster (e.g., an email 
alert), implementing a risk mitigation function at the comput 
ing device, configuring firmware of a component on the com 
puting device, the like, or combinations thereof. In another 
example, a mitigation procedure may be implemented Such as 
configuring the server 102 to configure the component or the 
server system to mitigate the critical risk. A risk may be 
mitigated by implementing a risk mitigation function based 
on this operational risk information Such as, for example, 
keeping fans running at a specified level, keeping power 
capped at a specified level, and the like. 
0029. In accordance with embodiments of the present 
invention, a workload manager, such as workload manager 
112, may determine whether a server can manage a workload 
intended for migration before migrating the workload to the 
server. For example, the workload manager may determine 
that the server has a memory and processing capacity to 
handle the workload. In response to determining that the 
server can manage the workload, the workload manager may 
handle migrating the workload to the server. In response to 
determining that the server cannot handle the workload, the 
workload manager may implement the procedure with 
another server in an effort to migrate the workload. 
0030. In accordance with embodiments of the present 
invention, defect information stored in an ECA database, 
such as database 114 shown in FIG. 1 for example, may be 
flagged if such a defect may result in a critical component 
defect. A critical component defect may be one that can result 
in, for example, data corruption, damage to other compo 
nents, an environment hazard, or the like. An ECA manager, 
such as the ECA manager 120 shown in FIG. 1, may detect 
that a notice is flagged and report the defect to servers having 
components identified as having the defect. 
0031. In accordance with embodiments of the present 
invention, FIG.3 illustrates a message flow diagram depicting 
workload and defect management in accordance with 
embodiments of the present invention. This example utilizes 
components depicted in FIG. 1; however, it should be under 

Dec. 18, 2014 

stood that this example may be similarly applied to any other 
Suitable system. Referring to FIG. 3, the systems manage 
ment server 102 may generate a message 300 including 
machine type and machine number information of a compo 
nent of one of the servers 104,106, and 108. In an example, 
the server 102 may track the machine type, model number, 
and serial number describing the IT resource Such as, but not 
limited to, servers 104, 106, and 108. Further, for example, 
the mapping of components to machine type/model number/ 
serial number may be managed by the ECA database. Server 
102 may obtain this information from an inventory process 
Such as, for example, by polling, or by collecting broadcasts 
(i.e., by employing either a push or pull model). Server 102 
may subsequently communicate the message 300 to the ECA 
server 114. 

0032. In response to receipt of the message 300, the ECA 
server 114 may determine whether there is a defect notice for 
the identified machine type and machine number. For 
example, the ECA server 114 may perform a lookup in an 
ECA database, such as the ECA database 122 shown in FIG. 
1, for a defect notice matching the identified machine type 
and machine number. In response to determining that there is 
a match, the ECA server 114 may generate a hit message 302 
for indicating that a defect notice matches the identified 
machine type and machine number. The ECA server 114 may 
Subsequently communicate the hit message 302 to the server 
102. In response to determining that there is no match, the 
ECA server 114 may send a message to the server 102 to 
indicate that there is no match. 

0033. In response to receipt of the hit message 302, the 
server 102 may generate a message 304 containing a serial 
number of the component. Subsequently, the server 102 may 
communicate the message 304 to the ECA server 114. 
0034. In response to receipt of the message 304, the ECA 
server 114 may search for a defect notice having the machine 
type, machine number, and serial number and generate a 
defect notice message 306 based thereon. Subsequently, the 
ECA server 114 may communicate the message 306 to the 
server 102. In response to receipt of the message 306, the 
server 102 may implement a workload management policy 
based on the defect notice and communicate an instruction 
308 to one or more of the servers 102, 104, and 106 in 
accordance therewith. As an example, the instruction may be 
to one of the servers having a defective component for migrat 
ing its workload to a backup server. 
0035 Referring now to FIG. 4, the figure illustrates a 
block diagram of an example storage Subsystem disk file and 
defect management system 100 in accordance with embodi 
ments of the present invention. The system 100 includes the 
systems management server 102 communicatively connected 
to multiple servers (e.g., a server A 104 and a server B 106) 
within a server farm or server cluster, wherein there may be a 
plurality of servers. Servers 102, 104, and 106 may be con 
nected via any suitable network 110 such as a local area 
network (LAN) or other suitable type of network as described 
in FIG. 1 above. The server 102 may manage the operations of 
servers 104, and 106, as they operate in an enterprise envi 
ronment for serving one or more entities. The servers 104 and 
106 may be operating in, for example, a virtualized workload 
platform, a distributed stateless workload platform, a stateful 
workload platform, or the like. Further, the servers 104 and 
106 may be primary and/or backup servers, and may be col 
located with network switches and/or routers which enable 
communication between the different parts of the cluster and 
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entities using the cluster. Although only two servers are 
shown in FIG. 4, it should be understood that any suitable 
numbers of servers of any Suitable type may be operated and 
have functionality in accordance with embodiments of the 
present invention. 
0036) Servers 102, 104, and 106 may each include any 
Suitable hardware, Software, firmware, and combinations 
thereof. For example, a server may include a high-capacity 
hard drive, a fan or other cooling equipment, a power Supply, 
and other components. A server may also run a suitable oper 
ating system. The servers may each have different types of 
components associated with one another and some may have 
components that are the same or similar. The server 102 may 
maintain a database of identifiers for all or some of the com 
ponents of the servers 104 and 106 and/or the servers. More 
particularly, a workload manager 112 residing within the 
server 102 may receive information about servers 104 and 
106 and other servers, including identifiers of components 
within the servers or identifiers of the servers. Example iden 
tifiers include, but are not limited to, a machine type, a model 
number, a serial number, the like, or combinations thereof. As 
described in more detail herein, such identifiers may be used 
by the workload manager 112 for workload and defect man 
agement in accordance with embodiments of the present 
invention. 
0037. The workload manager 112 may be implemented by 
hardware, software, firmware, or combinations thereof. For 
example, the workload manager 112 may be implemented by 
one or more processors and memory of the Systems manage 
ment server 102. Alternatively, the workload manager 112 
may be implemented by multiple servers managing the serv 
ers 104 and 106 and other servers. In this example, the work 
load manager 112 is implemented by an application operating 
on the systems management server 102. 
0038. In an example, identifiers can be created as part of 
systems management server 102 inventory collection func 
tionality. Identifiers can be created for all inventoried IT 
resources. IT resource inventory can be achieved by Systems 
management server 102 polling servers 104 and 106 for their 
system identifiers. Alternatively, systems management server 
102 can gather identifier inventory by collecting inventory 
broadcast messages from server 104 and 106. Systems man 
agement server 102 can store the inventoried identifiers in a 
persistent data store that resides on systems management 
server 102, or on an external database connected by a network 
to systems management server 102. 
0039. The system 100 may include one or more storage 
devices. For convenience of illustration, only one storage 
device 400 is shown in FIG. 4. The storage device 400 may 
include one or more disk Subsystems. In an example, the disk 
subsystem 400 may include a disk subsystem A 402 and a disk 
subsystem B 404. It is noted that the disk subsystem 400 may 
include one or more other disk Subsystems. In the example 
illustrated in FIG. 4, the system 100 may communicate, to a 
first computing device such as the ECA Server 114. The 
system 100 communicates a component identifier 406 asso 
ciated with a storage device. Such as the disk Subsystem 402. 
404. The component identifier 406 may be a model type (MT) 
and/or a model number (MN). The systems management 
server 102, in this example, may receive from the ECA server 
114 a MT/MN hit indicator 408. The MT/MN hit indicator 
408 may indicate whether the component identifier 406 is 
stored in the ECA database 122. If the component identifier 
406 is found to be stored in the ECA database 122, this may 
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indicate that a defect, problem, or other event condition for 
the component identifier 406 may exist, and the systems 
management server 102 may implement a storage defect 
management policy at the storage device 400 based on the 
received maintenance information or component identifier 
406. To confirm, the systems management server 102 may 
inquire of the ECA server 114 to identify if there is a defect 
notice 410 that corresponds to a serial number 412 of the 
storage device 400, or in any of the plurality of disk sub 
systems 402 and 404 based on the component identifier 406. 
0040. The defect notice 410 may include a defect severity 
level, and critical rationale information. The defect severity 
level and critical rationale information may provide addi 
tional detail that may form the basis for implementing a 
storage defect management policy in the storage device 400. 
In response to the defect notice 410, the system 100 may be 
configured to migrate at least one disk file 414 on at least one 
of the plurality of disk subsystems 402, 404 to a second disk 
subsystem 402,404 of the plurality of disk subsystems in the 
storage device 400 based on the storage defect management 
policy and the received defect notice 410. A disk file 414 is a 
unit of file information stored on a disk subsystem 402,404. 
The disk file 414 may be for a virtual machine residing on a 
central storage system. The system 100 is notified of critical 
issues and has the ability to set a service handling policy on 
issues that have an engineering change advisory. Examples 
for use are for a class of storage system resource issues that 
can result in data corruption, a potential environmental haz 
ard in a data center, or a significant performance impact. The 
system 100 or the associated method allows the IT infrastruc 
ture to quickly communicate a class of defect to the system 
management server 102 and enables the system administrator 
to set the policy on managing the application workload or 
storage migration strategy, specifically the workload’s Virtual 
Machine disk file(s) stored on the storage device 400. Imple 
menting the storage defect management policy may be 
executed by migrating the disk files 414 from a disk sub 
system A 402 to a disk file subsystem B 404. The storage 
defect management policy may also be executed by advising 
the system administrator to take other automated or manual 
action based upon the defect notice 410. 
0041 FIG. 5 illustrates a flowchart of an example method 
for implementing a storage defect management policy in 
accordance with embodiments of the present invention. For 
purpose of illustration of this method, examples make refer 
ence to the system 100 for implementation of the method, 
although it should be understood that the method may be 
implemented by one or more other computing devices that are 
Suitably configured. 
0042. Referring to FIG. 5, the method includes communi 
cating 500, to a computing device, a component identifier 
associated with a storage device. For example, the manage 
ment server 112 shown in FIG. 4 may communicate to the 
ECA server 114 a component identifier 406. The component 
identifier 406 may be associated with one or both of the disk 
subsystems 402 and 404 of the storage device 400. 
0043. The method of FIG. 4 includes receiving 502, from 
the computing device, maintenance information associated 
with the component identifier. Continuing the aforemen 
tioned example, the ECA server 114 may communicate to the 
management server 102 maintenance information. As an 
example, the maintenance information may be in the form of 
a MT/MN hit indicator 408 or a defect notice 410. 



US 2014/0372600 A1 

0044) The method of FIG. 5 includes implementing 504 a 
storage workload management policy at the storage device 
based on the maintenance information. Continuing the afore 
mentioned example, the systems management server 102 
may implement a storage defect management policy at the 
storage device 400 based on the received maintenance infor 
mation. 

0045. In accordance with embodiments of the present 
invention, FIG. 6 illustrates a message flow diagram depicting 
workload and defect management in accordance with 
embodiments of the present invention. This example utilizes 
components depicted in FIGS. 1 and 4; however, it should be 
understood that this example may be similarly applied to any 
other suitable system. Referring to FIG. 6, the systems man 
agement server 102 may generate a component identifier 406 
including machine type and machine number information of 
a component of one of the disk subsystems 402, 404 com 
prised in the storage device 400. In an example, the systems 
management server 102 may track the machine type, model 
number, and serial number describing the IT resource Such as, 
but not limited to, disk subsystems 402, 404. Further, for 
example, the mapping of components to machine type/model 
number/serial number may be managed by the ECA database 
122. The systems management server 102 may obtain this 
information from an inventory process such as, for example, 
by polling, or by collecting broadcasts (i.e., by employing 
either a push or pull component identifier 406 to the ECA 
server 114). 
0046. In response to receipt of the component identifier 
406, the ECA server 114 may determine whether there is a 
defect notice for the identified machine type and machine 
number. For example, the ECA server 114 may perform a 
lookup in an ECA database, such as the ECA database 122 
shown in FIGS. 1 and 4, for a defect notice 410 matching the 
identified machine type and machine number of the compo 
nent identifier 406. In response to determining that there is a 
match, the ECA server 114 may generate a MT/MN hit indi 
cator 408 for indicating that a defect notice 410 matches the 
component identified by the machine type and the machine 
number, as an example. The ECA server 114 may subse 
quently communicate the MT/MN hit indicator 408 to the 
server 102. In response to determining that there is no match, 
the ECA server 114 may send a message to the server 102 to 
indicate that there is no match. 

0047. In response to receipt of the MT/MN hit indicator 
408, the server 102 may generate a message 412 containing a 
serial number of the component. Subsequently, the server 102 
may communicate the message 412 to the ECA server 114. 
0048. In response to receipt of the message 412, the ECA 
server 114 may search for a defect notice 410 having the 
machine type, machine number, and serial number and gen 
erate a defect notice message 410 based thereon. Subse 
quently, the ECA server 114 may communicate the defect 
notice message 410 to the server 102. In response to receipt of 
the defect notice message 410, the server 102 may implement 
a defect management policy based on the defect notice 410 
and communicate an instruction 600 for implementing the 
storage defect management policy to one or more of the 
servers 102 and 104 in accordance therewith. As an example, 
the instruction 600 may be to one of the disk subsystems 402. 
404 having a defective component for migrating the disk files 
414 to a backup disk subsystem 402,404. It should be noted 
that the storage defect management policy may also comprise 
sending an alert to an IT administrator or setting other IT 
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resource management parameters. The systems management 
server 102 may also map the model type/model number and 
serial number to the virtualization managers LUN (logical 
unit number). Further, if a storage data set migration policy is 
enabled the systems management server 102 may send a 
request to one (or more) Virtualization Managers, to deter 
mine which VM disk files are stored on the effected storage 
device or disk Subsystems. The systems management server 
102 may also send a migration request to the Virtualization 
Manager to migrate each Virtual Machine's disk file(s) from 
the affected storage device or disk Subsystems to a storage 
device or disk subsystem not affected by ECA defects. In 
addition, the systems management server may power off 
effected storage device or disk Subsystem. The systems man 
agement server may also be configured to send an email to the 
IT administrator. Migration policy may also be configured to 
be triggered based on mitigating critical risks based on the 
severity or criticality of the defect notice 412. 
0049. As will be appreciated by one skilled in the art, 
aspects of the present invention may be embodied as a system, 
method or computer program product. Accordingly, aspects 
of the present invention may take the form of an entirely 
hardware embodiment, an entirely software embodiment (in 
cluding firmware, resident software, micro-code, etc.) or an 
embodiment combining software and hardware aspects that 
may all generally be referred to herein as a “circuit,” “mod 
ule' or “system.” Furthermore, aspects of the present inven 
tion may take the form of a computer program product 
embodied in one or more computer readable medium(s) hav 
ing computer readable program code embodied thereon. 
0050. Any combination of one or more computer readable 
medium(s) may be utilized. The computer readable medium 
may be a computer readable signal medium or a computer 
readable storage medium (including, but not limited to, non 
transitory computer readable storage media). A computer 
readable storage medium may be, for example, but not limited 
to, an electronic, magnetic, optical, electromagnetic, infrared, 
or semiconductor system, apparatus, or device, or any Suit 
able combination of the foregoing. More specific examples (a 
non-exhaustive list) of the computer readable storage 
medium would include the following: an electrical connec 
tion having one or more wires, a portable computer diskette, 
a hard disk, a random access memory (RAM), a read-only 
memory (ROM), an erasable programmable read-only 
memory (EPROM or Flash memory), an optical fiber, a por 
table compact disc read-only memory (CD-ROM), an optical 
storage device, a magnetic storage device, or any Suitable 
combination of the foregoing. In the context of this document, 
a computer readable storage medium may be any tangible 
medium that can contain, or store a program for use by or in 
connection with an instruction execution system, apparatus, 
or device. 

0051. A computer readable signal medium may include a 
propagated data signal with computer readable program code 
embodied therein, for example, in baseband or as part of a 
carrier wave. Such a propagated signal may take any of a 
variety of forms, including, but not limited to, electro-mag 
netic, optical, or any Suitable combination thereof. A com 
puter readable signal medium may be any computer readable 
medium that is not a computer readable storage medium and 
that can communicate, propagate, or transport a program for 
use by or in connection with an instruction execution system, 
apparatus, or device. 
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0052 Program code embodied on a computer readable 
medium may be transmitted using any appropriate medium, 
including but not limited to wireless, wireline, optical fiber 
cable, RF, etc., or any Suitable combination of the foregoing. 
0053 Computer program code for carrying out operations 
for aspects of the present invention may be written in any 
combination of one or more programming languages, includ 
ing an object oriented programming language such as Java, 
Smalltalk, C++ or the like and conventional procedural pro 
gramming languages, such as the “C” programming language 
or similar programming languages. The program code may 
execute entirely on the user's computer, partly on the user's 
computer, as a stand-alone software package, partly on the 
user's computer and partly on a remote computer or entirely 
on the remote computer or server. In the latter situation sce 
nario, the remote computer may be connected to the user's 
computer through any type of network, including a local area 
network (LAN) or a wide area network (WAN), or the con 
nection may be made to an external computer (for example, 
through the Internet using an Internet Service Provider). 
0054 Aspects of the present invention are described 
below with reference to flowchart illustrations and/or block 
diagrams of methods, apparatus (systems) and computer pro 
gram products according to embodiments of the invention. It 
will be understood that each block of the flowchart illustra 
tions and/or block diagrams, and combinations of blocks in 
the flowchart illustrations and/or block diagrams, can be 
implemented by computer program instructions. These com 
puter program instructions may be provided to a processor of 
a general purpose computer, special purpose computer, or 
other programmable data processing apparatus to produce a 
machine, such that the instructions, which execute via the 
processor of the computer or other programmable data pro 
cessing apparatus, create means for implementing the func 
tions/acts specified in the flowchart and/or block diagram 
block or blocks. 
0055. These computer program instructions may also be 
stored in a computer readable medium that can direct a com 
puter, other programmable data processing apparatus, or 
other devices to function in a particular manner, Such that the 
instructions stored in the computer readable medium produce 
an article of manufacture including instructions which imple 
ment the function/act specified in the flowchart and/or block 
diagram block or blocks. 
0056. The computer program instructions may also be 
loaded onto a computer, other programmable data processing 
apparatus, or other devices to cause a series of operational 
steps to be performed on the computer, other programmable 
apparatus or other devices to produce a computer imple 
mented process Such that the instructions which execute on 
the computer or other programmable apparatus provide pro 
cesses for implementing the functions/acts specified in the 
flowchart and/or block diagram block or blocks. 
0057 The flowchart and block diagrams in the figures 
illustrate the architecture, functionality, and operation of pos 
sible implementations of systems, methods and computer 
program products according to various embodiments of the 
present invention. In this regard, each block in the flowchart 
or block diagrams may represent a module, segment, or por 
tion of code, which comprises one or more executable 
instructions for implementing the specified logical function 
(s). It should also be noted, in Some alternative implementa 
tions, the functions noted in the block may occur out of the 
order noted in the figures. For example, two blocks shown in 
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Succession may, in fact, be executed Substantially concur 
rently, or the blocks may sometimes be executed in the reverse 
order, depending upon the functionality involved. It will also 
be noted that each block of the block diagrams and/or flow 
chart illustration, and combinations of blocks in the block 
diagrams and/or flowchart illustration, can be implemented 
by special purpose hardware-based systems that perform the 
specified functions or acts, or combinations of special pur 
pose hardware and computer instructions. 
0058. The terminology used herein is for the purpose of 
describing particular embodiments only and is not intended to 
be limiting of the invention. As used herein, the singular 
forms “a,” “an and “the are intended to include the plural 
forms as well, unless the context clearly indicates otherwise. 
It will be further understood that the terms “comprises' and/ 
or “comprising, when used in this specification, specify the 
presence of stated features, integers, steps, operations, ele 
ments, and/or components, but do not preclude the presence 
or addition of one or more other features, integers, steps, 
operations, elements, components, and/or groups thereof. 
0059. The corresponding structures, materials, acts, and 
equivalents of all means or step plus function elements in the 
claims below are intended to include any structure, material, 
or act for performing the function in combination with other 
claimed elements as specifically claimed. The description of 
the present invention has been presented for purposes of 
illustration and description, but is not intended to be exhaus 
tive or limited to the invention in the form disclosed. Many 
modifications and variations will be apparent to those of 
ordinary skill in the art without departing from the scope and 
spirit of the invention. The embodiment was chosen and 
described in order to best explain the principles of the inven 
tion and the practical application, and to enable others of 
ordinary skill in the art to understand the invention for various 
embodiments with various modifications as are suited to the 
particular use contemplated. 
0060. The descriptions of the various embodiments of the 
present invention have been presented for purposes of illus 
tration, but are not intended to be exhaustive or limited to the 
embodiments disclosed. Many modifications and variations 
will be apparent to those of ordinary skill in the art without 
departing from the scope and spirit of the described embodi 
ments. The terminology used herein was chosen to best 
explain the principles of the embodiments, the practical appli 
cation or technical improvement over technologies found in 
the marketplace, or to enable others of ordinary skill in the art 
to understand the embodiments disclosed herein. 

What is claimed is: 
1. A system comprising: 
at least a processor and memory configured to: 
communicate, to a first computing device, a component 

identifier associated with a computing storage device; 
receive, from the first computing device, maintenance 

information associated with the identifier; and 
implement a storage defect management policy at the stor 

age device based on the maintenance information. 
2. The system of claim 1, wherein the at least a processor 

and memory are configured to communicate, to the first com 
puting device, one of a machine type, model number, and 
serial number associated with the storage device. 

3. The system of claim 1, wherein the at least a processor 
and memory are configured to communicate, to the first com 
puting device, a serial number of a disk Subsystem. 
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4. The system of claim 1, wherein the maintenance infor 
mation comprises one of a defect notice, a defect severity 
level, and critical rationale information. 

5. The system of claim 1, wherein the storage device com 
prises a plurality of disk Subsystems. 

6. The system of claim 5, wherein the storage device com 
prises a plurality of disk Subsystems; 

at least one of the plurality of disk Subsystems comprise at 
least one disk file; and 

wherein the at least a processor and memory are configured 
to migrate at least one disk file on at least one of the 
plurality of disk Subsystems to a second disk Subsystem 
of the plurality of disk subsystems. 

7. The system of claim 6, wherein the storage device oper 
ates in one of a virtualized workload platform, a distributed 
stateless workload platform, and a stateful workload plat 
form. 

8. A method comprising: 
at least a processor and memory configured to: 
communicating, to a first computing device, a component 

identifier associated with a storage device; 
receiving, from the first computing device, maintenance 

information associated with the component identifier; 
and 

implementing a storage defect management policy at the 
storage device based on the maintenance information. 

9. The method of claim 8, further comprising communi 
cating, to the first computing device, one of a machine type, 
model number, and serial number associated with the storage 
device. 

10. The method of claim 8, further comprising communi 
cating, to the first computing device, a serial number of a disk 
Subsystem. 

11. The method of claim 8, wherein receiving, from the first 
computing device, the maintenance information, further 
comprises one of a defect notice, a defect severity level, and 
critical rationale information. 

12. The method of claim 8, wherein communicating, to a 
first computing device, the component identifier associated 
with the storage device, the storage device further comprises 
a plurality of disk Subsystems. 

13. The method of claim 12, wherein implementing a stor 
age defect management policy at the storage device based on 
the maintenance information further comprises: 
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migrating at least one disk file on at least one of the plu 
rality of disk Subsystems to a second disk Subsystem of 
the plurality of disk subsystems. 

14. The system of claim 13, wherein communicating, to a 
first computing device, a component identifier associated 
with a storage device further comprises: 

operating the storage device in one of a virtualized work 
load platform, a distributed stateless workload platform, 
and a stateful workload platform. 

15. A computer program product comprising: 
a computer readable storage medium having computer 

readable program code embodied therewith, the com 
puter readable program code comprising: 

computer readable program code configured to communi 
cate, to a first computing device, a component identifier 
associated with a storage device; 

computer readable program code configured to receive, 
from the first computing device, maintenance informa 
tion associated with the component identifier, and 

computer readable program code configured to implement 
a storage defect management policy at the storage device 
based on the maintenance information. 

16. The computer program product of claim 15, further 
configured to communicate, to the first computing device, one 
of a machine type, model number, and serial number associ 
ated with the storage device. 

17. The computer program product of claim 15, further 
configured to communicate, to the first computing device, a 
serial number of a disk Subsystem. 

18. The computer program product of claim 15, further 
configured to receive, from the first computing device, the 
maintenance information, wherein the maintenance informa 
tion further comprises one of a defect notice, a defect severity 
level, and critical rationale information. 

19. The computer program product of claim 15, further 
configured to communicate, to the first computing device, the 
component identifier associated with the storage device, the 
storage device further comprises a plurality of disk Sub 
systems. 

20. The method of claim 19, wherein implementing the 
storage defect management policy at the storage device based 
on the maintenance information further comprises: 

migrating at least one disk file on at least one of the plu 
rality of disk Subsystems to a second disk Subsystem of 
the plurality of disk subsystems. 
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