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LOCAL PORT BROWSER INTERFACE

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims the benefit and priority of U.S. Provisional

Application Serial No. 60/917,348, filed May 11, 2007, the disclosure of which is

incorporated herein by reference.
FIELD OF THE INVENTION

[0002] The invention relates generally to management of remote devices such
as servers and in particular to the management of keyboard, video and mouse
(KVM) switches that provide a web browser interface capability at a local port of the
KVM switch.

BACKGROUND OF THE INVENTION

[0003] n general, KVM switches consist of two types of ports. CPU ports
(interfaces to the servers to be controlled) and a local port. The local port allows
communication links for keyboard, mouse and video data to be aggregated and
controlled by local terminal devices having keyboard and mouse control devices and
a video display. Local terminal devices are typically connected directly to the KVM
switch and are intended to be used by administrative personnel to control the KVM
switch, such as to switch to different CPU ports or to setup certain parameters such
as security information. This is referred to as a “local user mode.”

[0004] The CPU ports provide access to the KVM switch and ailow users to
access networked workstations running WEB browsers with BIOS-level, and up,
remote access, and control of up to 64 servers located anywhere in the world. This

mode of operatfion is referred to as the "IP mode” or “remote user mode.”
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[0005] Because local and remote users are accessing the KVM switch through
different ports, an issue arises between the display seen by a user. More
specifically, a remote user and a local user will experience different views when
accessing the KVM data.

[0006] in inexpensive KVM switches with very limited functionality, local ports
are typically accessed by users using special keystrokes or specific mouse
movements but refay no visual feedback from the switch to the local user. Other
systems such as those described in U.S. Patent No. 5,721,842 issued to Beasley,
use on-screen display technology (“OSD’) to provide information to a local user.
Current OSD technology uses clunky fonts and does not have graphical pixel based
capabilities that dramatically limit presentation capabiiities. Reliance on the OSD
technology is further constrained when the KVM switch provides remote network
based access, i.e., KVM over IP to remote users and OSD access to local users.
[0007] Further, in addition to the difficulty of having to manage, leamn or
maintain multiple different systems, OSD technology is highly proprietary. Every
piece of data or information has to be encoded using proprietary techniques. This
doubles the effort for every change and every localization that needs to be done
during the product life cycle because changes have to be adopted for the OSD view
and for the web-based view. Further, the different user experiences and interface
also leads to doubling the training and support efforts.

[0008] It is desirable to provide a KVM switch that utilizes the same display
interface for both local and remote users. |t is further desirable to provide KVM
users with a KVM interface that utilizes similar instruction and control sets in both the

remote and local modes.
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Brief Summary of the Invention

[0009] A KVM switch according to the principles of the invention implements
an embedded web browser to ensure that a local port user has access to a web-
based view similar to that experienced by remote users. This innovation can be
applied to KVVM switches that are controlled by a user at a local console. It provides
a better local user experience because of the “web like” interface. It further provides
a single source for product localization. For example, product changes result in
reduced development effort and faster time to market. A user who utilizes both the
local console and the remote access (KVM over |P) will get the same or at least

similar resultant view. This further reduces field support and training efforts.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings:
[0010] Fig. 1 is an exemplary system using an exemplary switch in
accordance with the invention;
[0011] Fig. 2 is an exemplary top ievel block diagram of a switch in
accordance with the invention;
[0012] Fig. 3 is another exemplary top level block diagram of a switch in
accordance with the invention;
[0013] Fig. 4 is an exemplary view of multiple target data at an exemplary
local user in accordance with the inventiorn;
{0014] Fig. 5 is an exemplary view of the local port WEB browser interface in
accordance with one aspect of the present invention, and
[0015] Fig. 6 is an exemplary view of the Remote console main page browser

interface in accordance with one aspect of the present invention.
-3-
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DETAILED DESCRIPTION OF THE DRAWINGS

[0016] An exemplary embodiment of a KVM switch according to the principles
of the invention uses a HTML based local interface by placing an embedded web
browser at the same control processor as the hardware that controls the KVM
switch. The KVM switch may function and act as a server for remote KVM over IP
type access to the targets from a user. The innovative technique combines three
functions on in one switch.

[0017] There are essentially two levels of control interface access. The first
level of access is KVM over (P interface and has full access to all features. Full KVM
over |P access includes the control interface as well as the redirection of the
keyboard, mouse and video interface over a suitable network. The second level of
access is to the administrative features of the switch itself, including for e.g., setup
functions such as color depth, user data, IP network setup and other such functions.
[o018] In another exemplary embodiment, if the three functions are placed in
different switches, then only the control functions or administrative features of the
KVM switch are available to the user.

[0019] An exemplary switch, which can be an analog KVM switch or a KVM
over IP enabled KVM switch, has a control processor. If the switch is a KVM over P
enabled switch, the control processor will have sufficient computer power to compute
network protocols such as TCP/IP and encode and encrypt the KVM data over the
network channel using standard techniques.

[0020] Referring to Fig. 1, there is shown an exemplary remote management
and access system 100 using an exemplary inventive switch 105. The system 100

comprises a plurality of remote devices or targets 115 that can be accessed by a
-4



WO 2008/141159 PCT/US2008/063219

plurality of users, including remote users 120 and local users 125. Remote users
120 connect through network 110 while local user 125 connects directly to switch
105. The remote devices or targets 115 can be any of a number of devices including
servers, computers, power strips and other constructs and are connected to switch
105 through computer interface modules (*CIMs") 130. The connections can be
made using any of a number of standard techniques including but not limited to
wired, wireless, Ethernet, cable, and communications media.

[0021] Referring to Fig. 2, there is shown a block diagram of switch 200 in
accordance with one embodiment according to the principles of the present
fnvention. This structure supports multiple embodiments of the local port browser
interface. The switch 200 is comprised of interface ports 205 that are connected to
targets 201 via CIM 203. interface ports 205 can be a RJ45 connector or any other
suitable connector. The interface ports 205 are coupled to a keyboard and mouse
processing module 210, a video processing module 215 and a local port video switch
220. In an exemplary embodiment, an optional swiich 207 is situated between
interface port 205 and video processing module 215. Optional switch 207 may also
provide an input to local port video switch 220. Optional switch 207 can be, for
example, an analog KVM switch that couples a larger number of inputs into a set
number of video and keyboard and mouse processing instances. For example, this
arrangement allows for a greater number of targets and associated CIMs to be
serviced by switch 200 and increases cost efficiencies.

[0022] Modules 210 and 215 are further coupled to a control processor 230,
which in turn is coupled to a network interface module 235. Control processor 230
can be, for example, an IBM® Power PC 405 or a XGI® Z7 chip. Network interface

module 235 is further connected to remote users 240. Control processor 230 is
-5.
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further coupled to a video display processor 245 and local keyboard and mouse logic
250, which in turn are coupled to local port 260. Video display processor 245 can be
any standard video graphics card or VGA chip. The interconnection can be
implemented using any suitable hardware interface such as for example, PCl or PCl
express interfaces. Video display processor 245 is an input to local port video switch
220, which in turn is coupled to local port 260. Local port 260 outputs data to local
users 265,

[0023] Referring to Fig. 3, there is shown an exemplary switch 300 that
supports muitiple embodiments of the local port browser interface. Switch 300 is
comprised of interface ports 305 that are connected to targets 301 via CiMs 303.
Interface ports 305 are coupled to a switch 307 that can be, for example, an analog
KVM switch that couples a larger number of inputs info a set number of video and
keyboard and mouse processing instances. Switch 307 is in turn coupled to a
keyboard and mouse processing module 310, a video processing module 315, a
video display processor 345 and a local port 360.

[0024] Modules 310 and 315 are further coupled to a control processor 330,
which in turn is coupled to a network interface module 335. Network interface
module 335 is further connected to remote users 340. Control processor 330 is
further coupled to a video display processor 345 and to a local keyboard and mouse
lagic 350, the later of which is coupled to local port 360. The interconnections can
be implemented using any suitable hardware interface such as for example, PCl or
PCl express interfaces, or any other standard interconnect techniques. As stated
above, video display processor 345 is an input to switch 307, which in turn is coupled

to local port 360. Local port 360 outputs data to local users 365.
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[0025] Referring now to Figs. 1 and 3, in general, a remote user 120 in a
remote management system 100 requests keyboard, video and mouse data from
target 115. The keyboard and mouse data are sent from the targets 115 and ClMs
130 via interface port 305 to modules 310 and 315. Modules 310 and 315 process
the data for transmission to remote user 340 via control processor 330 and network
interface 335. With respect to the video signals in the remote user mode, the video
signals are digitized prior to transmission.

[0026] Specifically, as described above, interface port 305 is connected to
CIM 303 which is further connected to target server 301. Network interface 335 is
connected to network 110 consisting of any number of routable objects that networks
devices together. Network 110 is also connected to a remote user computer 120 or
340, which is running a web browser application (not shown). Remote user
computer 340 directs the web browser to connect to switch 300. The web browser
communicates with switch 300 over network 110, and its request is routed through
network interface 335 to control processor 330, where it is handled by a web server
application running on control processor 330. The web server application running on
control processor 330 delivers a web page back to the web browser running on
remote user's computer 340 asking for login credentials. The user at remote user
computer 340 enters the login and password into the web page, and the information
is sent back to control processor 330, which validates the credentials, and if they are
acceptable, creates a web page that lists the target systems 301 that the user has
the right to access. This web page is sent back to the web browser application
running on remote user computer 340 and displayed to the user. The user selects a
particular target system 301 to interact with. This request is sent back to the web

server application running on control processor 330.
-7-
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[0027] While the web server application running on control processor 330 is
processing the request, the web browser application running on remote user
computer 340 launches a client viewer application (not shown) on remote user
computer 340. As the web browser itself is not capable of handling KVM data or
information, this viewer application must take over the interaction.

j0028] The web server application running on control processor 330 passes
the request to the main control program in 330. The main control program instructs
switch 307 to connect the appropriate port 305 into the appropriaie video processing
module 315 and keyboard and mouse module 310. Video data coming from target
server 301 is passed into CIM 303 and is reformatted into a proprietary video format
(stili analog). The video passes from target server 301 through CIM 303, and then
through switch 307 and into video processing module 315. Video processing module
315 captures the analog video and converts it to a digital format. As high speed,
high resolution video requires a very large amount of data to capture, video
processing module 315 performs some compression on the incoming data before
relaying it to control processor 330.

[0029] At control processor 330, further compression may be appiied to the
video (depending on how much bandwidth is available to send the image to the
client). After compression, encryption is also applied to ensure the video cannot be
viewed by a listening device on network 110. The data is then sent out over
interface 335 into network 110. The data is received at remote user computer 340,
This is streamed into the viewer application running on remote computer user 340
which decrypts and decompresses the video, and displays it on the screen.

[0030] When the user moves the mouse or performs keystrokes, the viewer

application running on remote computer user 340 captures this activity and sends it
-8-
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out over network 110 to switch 300. Specifically, the mouse and keystroke signais
are received by interface 335 and passed to control processor 330. Control
processor 330 will perform any necessary reformatting and send the signals/events
to keyboard and mouse module 310, which will convert it into hardware level signals
to be sent out to CIM 303 via switch 307 and interface port 305. At CIM 303, these
signals are converted into the format needed to be sent to target server 301
keyboard and mouse interface, and passed into target server 100.

[0031]) A local user can access keyboard, video and mouse data having the
same touch and feel as a remote user as described above. In local user mode,
control processor 230 and video display processor 245 work together to run a web
browser and generate a web page at the local port 260. As seen in Fig. 2 a local
user is sent the requested data via local port 260, which in turn receives keyboard
and mouse data from local keyboard and mouse logic 250 and video from local port
video switch 220. Local port video switch 220 receives video from video display
processor 245 or optional switch 207. Video data received from video display
processor 245 is in a digital format and video received via optional switch 207 is in
an analog format. Local user can also send keyboard and mouse data to target
server 201 using the reverse path. Specifically, the data is sent from [ocal port 260
to local keyboard and mouse logic 250 which in turn feeds it to control processor
230. Control processor 230 sends the data to interface port 205 via module 210 and
switch 207. Port 205 sends the data to CIM 203, which in turn sends it to target
server 201.

[0032] By modifying the existing technology one aspect of the present
invention is able to create a user interface that would be familiar to a user regardiess

of how a user accesses the system, e.g., over a network or via the local port. As
.9-
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seen in Figs. 5 and 6, a user accessing the KVM switch through the local port will
experience WEB page 600, which is similar in lock and feel to the display 500
encountered by a user accessing the system over a network. Because having more
than one user interface leads to confusion and often forces users to get additional
training, at additional cost to the user, and because the local interface may only be
used on rare occasions in some environments, it is advantageous to provide a local
port interface with the same look and feel of the WEB browser interface. The
exemplary embodiment of the present invention overcomes these problems and
allows users to seamiessly transition between remote access over an IP network and
local access.

[0033] In order to implement the web browser based local console of the
present invention a video display processor is interfaced with a control processor. A
web browser software module executes on the control processor 230 or other
hardware to provide a web based display at a local port 260. Specifically, control
processor 230 executes a web browser application so that the video display
processor 245 can generate a web page that allows administrative, management
and switching functions in response to a local user request. The web browser is the
only graphical application running on the control processor 230 that uses the video
output channel. It runs as a separate process in the operating system running on the
control processor 230. By default it will always connect back to its own machine

e.g., (htip:/flocalhost) to show the web page that resides in the memory of the control

processor 230. The web browser is customized to that connection so that the URL
itself is not shown.
[0034] Both a web browser and a web server run on control processor 230,

The web server provides the standard KVM over IP functions, and such
-10 -
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implementation is well known in the art. Implementation of embedded web browsers
are not well known in the art, and embedded web browsers are not widely used in
this type of application. Prior implementations of KVM over IP have failed to take full
advantage of embedded browsers because they typically are not fully functioning
web browsers supporting the latest Web standards. Typically existing embedded
browsers are used in mobile applications such as mobile phones and PDAs.

[0035] In these types of applications, the mobile web browser has a reduced
function set, because the screen size of the mobile device does not allow a typical
web usage pattern. In the remote management application and in particular the local
port application of the KVM switch of the present invention however, a full size
screen, e.g., the local console, is typically available. Further, a full size keyboard
and a standard mouse are also available. Standard web based usage patterns of
the user are therefore also available. To overcome the short falis of the reduced
functionality of the mobile type web browser, reduced graphics tools and memory
management techniques to take advantage of the available embedded browsers,
such as “osbbrowser” from Apple computer.

[0036] To create the experience at the local port similar to that of a remote
user, one aspect of the present invention is to recreate the environment that a
modern PC provides, including a full-functional web browser on the KVM platform. A
typical KVM switch however, has more limited processing power than a PC.
Specifically, the processing power of a typical KVM switch is approximately one-
tenth that of a modern system, with one-sixteenth the amount of RAM and one-
fortieth the storage capacity, and limited graphics capabilities. The limited resources
in the KVM system, in addition to providing the browser interface, also needs to

perform all the functions of the typical digital KVM switch. Accordingly, the resources
-11-
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available to run the embedded web browser are much more limited than what is
commonly available in today’s designed WEB browsers.

[0035] The limited embedded browsers typically used in smaller mobile
devices, generally have significant limitations such as limited support for more
complex web behaviors like scripting and applets, and are often designed for smaller
screen sizes.

[0036] Accordingly, the existing embedded technology needs is adapted and
modified to achieve acceptable performance within the limited resource environment
of a KVM switch. Additionally, the web server is customized to maximize the content
of the web pages and to maximize the ability to dispiay them in this environment,
while still performing at minimum performance requirements as weil as looking clean
and modern on a standard (remote) web browser.

[0037] To utilize an embedded browser running on control processor 230, in
this embodiment, the “‘osbbrowser” from Apple Computers may be utilized. The
osbbrowser is a browser originally adapted for Apple WebKit. Because the
osbbrowser is designed for a mobile phone/PDA environment it suffered from the
shortfalls identified above. Accordingly, in order to allow it to perform satisfactorily
on control processor 230 and to provide sufficient graphics capabilities for the local
port, modifications need to be made in both memory capabilities and graphics
capabilities.

[0038] The osbbrower, as is typical of embedded browsers available, does not
contain sufficient graphics capabilities to provide sufficient graphics at the local port.
To overcome these shortfalis, the osbbrowser requires a Graphical Tool Kit, “GTK”,
typically utilized in a more resource rich environment such as a desktop computer

environment. However, the smaller memory available to the osbbrower cannot
-12 -
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adequately handie the memory footprint of a full blown GTK. To overcome this,
unnecessary modules are removed from the GTK, leaving only the essential
glements to run the local port graphics. Further, the underlying Xwindows
environment needs to have libraries, such as composite (3D graphics) of Xwindows,
Nesting of X windows, etc. removed. Such unnecessary modules include Tor
example, modules related to Dynamic GTK plugins, TIFF [ibraries, Shadow frame
puffer libraries, etc. Once the GTK is reduced to its necessary modules, it is
important to optimize the memory mapping of the GTK onto the osbbrowser to
ensure adequate performance.

[0039] The unmodified osbbrowser may contain “memory leaks” i.e., where
the browser never frees up memory once it is no longer being utilized, depending on
the state of the embedded browser utilized, thereby consuming memory until the
system crashes. As will be appreciated by those skilled in the art, the memory
resources of the osbbrowser may be analyzed using known technigues, to determine
which portions of memory contained necessary memory threads that can not be
disturbed, and which memory resources are not being utilized and can be reutilized
by the system.

[0040] Further, modifications to the embedded browser running on control
processor 230 also include for example, modifications addressing display screen
resolution and “xwindow” type applications. Typically, the osbbrowser should be
able to process the commands to change and dynamically update the screen size
and resolution to match the preferences set by the user. A reset/restart of the
osbbrowser running on control processor 230, is sufficient for the osbbrowser to

implement the previously selected screen resolution. Such a restart of the

-13-
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osbbrowser appears seamless to the user at the local port and does not interfere
with operation of the local port.

[0041] Further, because the graphical experience of the user at the local port
must closely track the graphical experience of the user of the remote port, other
graphical features running on the embedded browser of control processor 230 such
as screen scroll, popup menus, and popup dialogs are made available to the
osbbrowser. In order to implement these features, additional drawing graphics
features, of the GTK need to be updated to correspond with those same features
and functionality available to the remote user.

[0042] Further, in ancther exemplary embodiment, the embedded osbbrowser
of control processor 230 incorporates xterm functionality. Xterm, as is known in the
art, is the standard terminal emulator for the XWindow System. Xterm allows a user
to have many different invocations of xterm running at once on the same display,
each of which provides independent input/output for the process running in it.
However, as with the other graphical applications, the xterm libraries needed to be
minimized by reducing and stripping out modules such as VT termcap configuration
files that contain limited terminal emulator configurations used by XTerm as well as
popup menu modules that provide a lot more functionality in a full blown Xterm
interface.

[0043] As will be appreciated by those skilled in the art, modifications to the
locai port control display of the KVM switch allows the user to experience similar web
page views when accessing the remote access console of the same KVM switch.
Specifically, the local port and its associated display has access to "n" KVM channels
or contral interfaces and also the n+1 channel for accessing the graphical control

interface of the switch as provided by the web browser. As explained below, access
-14 -
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to the KVM control interface is accomplished by switching the internal switch to the
corresponding control processor port.

[0044] With respect to Fig. 2, a local port video switch 220 is used so that the
video output to local port 260 can be switched via a separate device and not as a
part of the main switching matrix 207 since a remote user does not need to see or
access this channel. If a local user makes a request, the control processor 230
executes a web browser to permit administrative and switching functions. If the local
user selects a digital channel such as in the case when a user utilizes a digital local
port where the input video is digitized and passed to the video display processor, as
disclosed herein, local port video switch 220 routes the video from video display
processor 245 to local port 260. If an analog channel is selected, switch 220
switches to route analog video from targets 201 via switch 207 to local port 260. If a
user access a remote channel, such as a channel on a different switch, the video
must be streamed digitally over the network to the control processor and the video
display processor to show the video, then the video must be created digitally by 245,
and accordingly, 220 will not switch.

[0045] As seen in Fig. 3 the video oufput of video display processor 345, e.g.,
red, blue, green, horizontal and vertical synchronization signals, as well as a
mouse/keyboard interface of the control CPU (usually PS/2 based but not limited to)
is connected to the keyboard video mouse switching matrix 307 in the same way as
any other KVM channel coming from the outside. This interface creates a n+1
channel of a n channel KVM switch. For example, both analog and digital video are
routed through switch 307 to local port 360,

[0046] The local port video output can be accessed by simply switching to the

n+1 channel using the same switching usage as for the other channels {usuaily
-15-
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hotkeys). In the case that the switching between different KVM channels is done
over the local console, one special hotkey may be assigned to implement access to
the local port. This can be done in the controller chip which controis the incoming
signals from the local console keyboard and mouse. Access can be achieved using
a keyboard combination to switch to the n+1 channel, special mouse movements
such as for example, call gestures, or other input device features.

[0047] As long as the web browser running on the main control processor 230,
as opposed to running on some other system outside the switch, is accessing the
local web server using standard login authentication and authorization — which is the
standard mode of operations — no additional local authentication needs to be done.
Typically local consoles have a fairly simple form of authentication. The shared use
of the same set of web pages implements network level security at no additional
cost, if required. If network level security is not desired, then the local console can
check if the web browser request comes from the same control processor. The local
console can then disable the security verification.

[0048] In another exemplary embodiment, a local user can receive a digital
version of the target video using the very same KVM viewer technology from the
remote side to view the local port. In the digital local access port embodiment,
instead of providing target access via analog video, as is described in the HTML
local access port embodiment above, access is created by digitizing the incoming
target video and then displaying it using the standard graphics processor. This
impiementation will use one of the KVM over IP converters in the switch.

[0049] in the digital local port application, the signals from the targets are
routed to the digitizing circuitry 245, or 345 similar to how remote access is handled.

Instead of compressing the data via video processor 215 and sending it over the
-16 -
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network 110, the digitizing circuitry feeds it directly in the local video processor
memory for immediate display on the screen. This may be done by some direct link
between the digitizer and the video memory, through a memory access technalogy
such as direct memory access ("DMA”), or even handled by the main processor as a
software action.

[0050] Specifically, target keyboard and mouse data from targets 201 and 203
is routed to module 210 to packetize the keyboard and mouse data and the video
received from target 201 via C!M 203 is routed to module 215 to digitize the video
data. The processed data is then sent to control processor 230, which in turn sends
it to video display processor 245 and local keyboard and mouse logic 250. Local
user 265 receives the processed target data via local port 260.

[0051] in another exemplary embodiment, the local user can access ports on
the instant switch or device as well as any other switch or device that has network
connectivity. In one exemplary embodiment, access is impiemented using the Digital
Local Access Port embodiment discussed above. Access also can be accomplished
multiple ways, including a model similar to traditionai remote access and a
specialized hardware model that supports hardware decoding in addition to the
encoding.

[0052] Because the web browser can be a fully functional web browser
capable of displaying any web page in the network, the Digital Local Access Port
embodiment can be used to display other “local consoles” of KM switches so long
as they are connected to the same network, similar to the way a traditional remote
access works, This implementation allows users of KVM switches to access
different local consoles from one single physical user console. To do this simply

requires the system to redirect the web browser to the appropriate URL of the KVM
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switch that has the targets desired. To implement this feature, certain security
functions (authentication against a different KVM switch) must be implemented to
ensure seamless user experience.

[0053] An alternate way to address this problem uses specialized hardware
similar to the systems described above. Instead of the digital data being sent directly
to the video chip of the other system, it is streamed over the network to the switch
that is performing the local port access. When it is received by the switch, it is
passed into the video chip and then the image will be displayed. Keyboard and
mouse can be handled separately over the network as well.

[0054] In another embodiment of the present invention, multiple simultaneous
implementations of the muitiple device local access embodiment are supported.
This can be accomplished by utilizing redundant hardware support, or using the
“traditional” remote access mode! and some client software running at the local port,
that is similar to the remote client or highly optimized for the local environment.
Using the traditional remote access model, the local port behaves similar to a remote
client. As described above with respect to the HTML local port, the local port is
already behaving similar to a remote client “inside the box” although it is running on
the device hardware. With enough processing power, the local client used for
management can run an access client similar to the one on the remaote. This could
be a ported remote client or a completely separate application that is optimized for
this embedded environment. Keyboard, mouse, and other connected devices can
be handled utilizing the same methods currently performed in the remote client.
[0055] Multiple port local access is the ability to see more than one port at a
time on the local access port. To accomplish this requires the use of a Digital Local

Access Port as discussed ahove,
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[0056] Multiple port local access is performed by digitizing data from different
ports on the same device simultaneously. Once the video is in digital format, it can
be manipulated prior to display. One exemplary manipulation is the modification of
the size of the output to combine it with other output streams so that a user can
monitor multiple systems at the same time on a single local monitor as iliustrated in
Fig. 4. Alternately, additional monitors can be supported at the local port and
combined with this feature to provide larger views of multiple systems or views of
more systems.

[0057] These select views could be live video or periodic shapshots of the
various video streams. For live video, every video stream needs to have a dedicated
video digitizing circuit. The video streams are then all combined within the main
processor to form a composite stream that merges all the input streams. The
composite video is then sent to the local port video processor. In a snapshot mode,
only one digitizer is needed. The input of the digitizer is multiplexed to each stream
in turn and captures a single frame. This frame is delivered to the main processor.
Then the digitizer is switched to another stream. The digitizer will cycle through all
the streams continuously. The frames from all selected streams are formed into a
composite image, similar to the way the live streams are joined fogether in the
previous embodiment. As each new frame comes in to the main processor, the main
processor updates the previous frame for that stream while keeping all the other
frames the same. In such a manner, there will be a continuous updating of all video
streams, but images wili not be displayed in real time. A scanning functionality may
also be built into this implementation to allow for automatic switching of the muitiple
display windows to different input streams in some logical order. The user can set

up a list of systems to monitor, and the system will show either a live feed or a
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snapshot of some of those systems using the methods above. Periodically, the
system will automatically cycle to show different input streams. This output would be
similar {o a security camera system.

[0058] Keyboard, mouse, and other types of connected devices such as USB
devices could be switched to the appropriate input streams as needed, or they could
be emulated by the system as is already commonly done. Different, well-known,
approaches can be taken to control how keyboard, mouse, and other devices are
assigned to target systems.

[0059] If multiple device local access is combined with this embodiment, it is
possible to simultaneously monitor systems connected to different devices thereby
allowing for a very flexible monitoring capability at the local access port.

[0060] While the foregoing description and drawings represent the preferred
embodiments of the present invention, it will be understood that various changes and
modifications may be made without departing from the spirit and scope of the

present invention,
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WHAT IS CLAIMED 1S:
1. A keyboard, video, mouse (KVM) switch system, comprising:
a control processor for running a web browser module and a web server
module;
a video graphics processor coupled to the control processor for routing video;
a local port for connection to a local user workstation; and

wherein the web browser module provides a web based interface to the iocal

port of the KVM switch.

2. The KVM switch system of claim 1 wherein the web based interface provides

a local user with interface access to a remote device

3. The KVM switch system of claim 2 wherein the web based interface access
includes both functionality access as well as administrative access to the remote

device.

4. The KVM switch system of Claim 1 further comprising:
a second switch for coupling a larger number of inputs into a set number of

video, keyboard, and mouse processing instances.

5. The KVM switch system of claim 1 wherein the web based interface contains

screen scrolling capabilities.

8. The KVM switch system of claim 1 wherein the web based interface contains

pop-up menu capabilities.
-21-
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7. A KVM switch system comprising:
a plurality of remote servers coupled to the KVM switch;
a plurality of local workstations coupled to the KVM switch:;
a plurality of computer interface modules;
a KVM switch including;
a plurality of interface ports for coupling to the plurality of computer
interface modules
a local port for connecting to a local user workstation;
a control processor for running a web browser module and a web
server module:
a video graphics processor coupled to the control processor for routing
video;
a local port video switch, wherein the local port video switch is coupled
to the local port and the video processor and allows a local user access to a web

based interface that is resident in the control processor.

8. The KVM switch system of claim 7 further comprising an analog switch
coupled to the video switch for routing analog video directly from one of a plurality of

remote servers to the local port.

9, A method for accessing a KVM switch through a local port utilizing a WEB
based interface comprising the steps of;
running a WEB browser application on a processor within the KM switch;

processing a WEB browser image for dispfay at the local port display;
-922.
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switching a video switch to couple the local port display to the processor; and

displaying the WEB browser application on the local port display.

10.  The method of claim 9, wherein the WEB browser application displayed on
the local port display resembies a WEB server display experienced by a remote

user.

11. A KVM switch system for simultaneously accessing muitiple remote servers
using a local port comprising:

a digitizing circuit for digitizing the incoming video streams from different
server ports on the same KVM switch;

a video processor for manipulating the digitized incoming video data from the
different server ports;

a combining circuit for combining the manipulated data intc a single

composite output stream; and

a video switch for connecting the output of the video processor to the local
port of the KVM switch; and

a local display for receiving and displaying the combined manipulated video.

12.  The system of claim 11 where the digitizing circuit is comprised of a plurality

of digitizers.

13. The system of claim 12 where the plurality of digitizers equals the number of

remote servers.

-23-
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14. A method for accessing multipie remote servers connected to a KVM switch
using a local port comprising the steps of:
digitizing incoming video streams from different server ports on the same

KVM switch;

manipulating the digitized incoming video data from the different ports,
combining the manipulated data into a single composite output stream;

conveying the single composite output stream fo a video display processor;

and

displaying the composite output stream at a local port of the KVM swifch.

15.  The method of claim 14 where the incoming video streams are live video from

the remote video.

16. The method of claim 14 where the incoming video streams are periodic

snapshots of the remote video.

17  The method of claim 14 where the digitizing is accomplished by a single

digitizer

18  The method of claim 14 where the digitizing is accomplished by a plurality of

digitizing circuits equal to the number of different server ports.

19. A method of accessing a KVM local port comprising the steps of.
connecting a first KVM switch containing a local port to a network that

includes a plurality of KVM switches;
- 24 -
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redirecting a KVM web browser of the first KVM switch to a desired URL of a
the second KVM switch out of the plurality of KVM switches;

authenticating a users access to the second KVM switch;

routing local port data from the second KVM switch to the KVM web browser

of the first KVM switch; and

providing local port data from the second KVM switch at the local port of the

first KVM switch.

20. The method of claim 19, where the local port data from the second KVM

switch is streamed over the network to the first KVM switch.
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