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Description
Field of Invention
[0001] The presentinvention is directed to a software program and interface to detect and remove computer viruses,

and in particular, to a system and methed for detecting and removing computer viruses in database file and e-mail
attachments,

Copyright Notice

[00D2] A portion of the disclosure of this patent decument contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile reproduction by anyone of the patent document or patent dis-
closure as it appears in the Patent and Trademark Office patent file or records, but otherwise reserves all copyright
rights whatsoever.

Background of the Invention

[0003] A computer virus is a computer prograrn written to alter, without authorization, the way a computer cperates.
[0004] Similar to a biclogical virus, a computer virus can reproduce itself by attaching to other files.

[0005] To be a computer virus, a program need meet only two criteria. First, it is executable, often placing sorme
version of its own code in the path of execution of another program. Often a computer virus executes itself. Second,
it replicates itself. For example, a virus program may copy itself to other executable files or to disks that the user
accesses, Many computer viruses attach themselves to other executable files.

[0006] Viruses are transmitted when an infected file is copled, downloaded or used. Viruses can invade workstations
(including desktop computers and laptop computers) and network servers alike.

[0007] Many viruses, when executed, cause damage to an infected computer or network server. Some viruses are
programmed to damage the computer by corrupting programs, deleting files, or reformatting the hard disk. If a virus
does cause damage, the damage will vary depending upon the particular virus infecting the computer. In general,
viruses can do the fellowing damage to a computer: hang the computer, erase files, scramble data on the hard disk,
attack the File Allocation table, attack the petition table, or format the hard disk.

[0008] Other viruses are just nuisances, continually reproducing themselves, or outputting text, video or audio mes-
sages. Even these benign viruses, however, can create problems for the computer user because they typically take
up computer memory used by legitimate programs. As a result, they often cause erratic behavior and can result in
system crashes. !n addition, many viruses are bugridden, and the bugs may lead to system crashes and data loss.
[0009] Personal computer viruses can be classified according to how the virus Is transmitted and how it infects the
comouter. Boot sector viruses infect the system area of a disk - that is, the boot record on floppy diskettes and hard
disks. All floppy diskettes and hard disks (including disks containing only data) contain a small program in the boot
record that is run when the computer starts up. Boot sector viruses altach themselves to this part of the disk and
activate when the user attempts to start up from the infected disk. Accordingly, boot sector viruses overwrite the disk's
original boot sector with its own code so that the virus is always loaded into memory before anything else. Once in
memory, the virus can make the startup disk unusable or can spread to other disks. Master boot sector viruses overwrite
the disk's master boot section (partition table) which is the first sector on the hard disk. File viruses infect other programs
when an infected program is run. File viruses must be executed in order to become active. They do not remain in
memaory, so they do not infect the system. File viruses attach themselves to executable files (such as executable files
with extensions such as .COM, .EXE, .OVL, .DLL, .DRY, .SYS, .BIN, and .BAT.) These viruses often change the file
attribute information and the file size, time and date information. Memory resident viruses load themselves inte memory
and take over control of the operating system. Like file viruses, memory resident viruses attach themselves to execut-
able files. Multipartite viruses combine the characteristics of memeory resident, file and beot sector viruses.

[0010] A recent type of virus, the macro virus, is written in the macro language of a specific computer program, such
as a word processor or spreadsheet. Thus, a macro virus can reside in documents. Macro viruses Infect flles and can
become memery resident when executed. They can be run when the program document is accessed or triggered by
ceriain user actions, such as specific keystrokes or menu choices. Macro viruses can be stored In files with any ex-
tension and are spread via file transfer, even by e-mail. Although in the past documents have net normally been infected
by the previously discussed types of viruses, any application which supports macros that automatically execute is a
potential platform for macro viruses. Because documents are now widely shared through networks and overthe Internat,
even more so than the sharing of diskettes were in the past, document-based viruses are likely to become more prev-
alent.

[0011] Even though the creation of a virus is a deliberate act, viruses are usually introduced into computers and




10

15

20

25

30

as

40

45

50

55

EP 1237 065 A2

corporate networks inadvertently when innocent users copy or download infected files onto the computer or network.
[0012] Traditional anti-virus software is designed to detect and remove computer viruses. Viruses are detected by
anti-virus software in two basic ways: through a full scan of a hard drive or in real-time as each file is accessed. Most
anti-virus software provide both these features. Additionally, anti-virus programs can be instructed to scan one or more
user-selected files or directories of files.

[0013] Full and real-time scans detect known viruses using signature codes (like virus fingerprints) which identify a
program as a virus. Some anti-virus software also use advanced techniques (such as polymorphic detection) to identify
potential viruses and check memory and system files for viruses.

[0014] Existing anti-virus products work fine when floppy disks are the main instruments for importing data into a
computer's memary. However, in recent years, electronic transfers have become a common way to exchange data in
electronic form. Not surprisingly, electrenic transfers also have become a major virus threat. Existing anti-virus tech-
nology does not safeguard against all possible methods by which viruses can be introduced into and spread within a
computer network.,

[0015] Many comperations have computer networks to allow sharing of programs and data and for exchanging mes-
sages. With networking, enterprise computing and intra-organizational communications on the increase, (e.g., using
client-server networks and peer-to-peer networks, local area networks and wide area networks) viruses can easily
spread throughout the organization's computer system, infecting many computers. And because data exchange is the
very reason for using these solutions, a virus on one computer in the entemprise is far more likely to communicate with
and infect other computers than would have been true a few years ago. Moreover, many intra-organizational networks
have electronic links to external computer networks (such as the Internet, proprietary online services and bulletin
boards). Such links enable electronic data and computer programs (including those that may be infected with a com-
puter virus) to be introeduced into the organization's network. {According to the National Computer Security Association
(NCSA), over 70% of corporate networks are virus infected.) Exposure to virus transmission from network node to
node is a costly threat to enterprise data integrity as well as productivity.

[0016] Of particular concern in relation to the transmission of computer viruses is electronic mail {e-mail). There is
a growing use of e-mail to communicate within an organization (e.g., using a local area network) and to communicate
externally (e.g., over the Internet with computer users located at remote locations). E-mail messages may include
attached files containing, for exarnple executable programs, formatted documents, sound, video, elc. it will be appre-
ciated that an attachment to an e-mail message may contain a file infected with a computer virus. Thus, for example,
an e-mail message received over the Internet may contain as an attachment a Microsoft Word document infected with
a Word Macro virus; an e-mail message broadcast on the local area network by a project manager to her many team
members may contain an attachment also infected with a virus.

[0017] Because any type cof file may be attached to an e-mall message, it is often difficult for virus protection software
to determine how to handle the attachment. Further, typical e-mail systems store all e-mail messages on a mail server
in proprietary file formats, regardless of the format of the attached file. All messages received by one user may be
stored as a single file, e.g. "inbox.msg", on a central mail server. Moreover, some e-mail programs use proprietary
encryption. It is said that scanning e-mail attachments from inside a LAN is very difficult because e-mail programs like
ce:mail, Microsoft Exchange and Davinci encrypt e-mail for privacy reasens. Thus, the formats, algorithms and data’
structures used by e-mail programs make it difficult to develop anti-virus programs that prevent the spread of viruses
in e-mail attachments.

[0018] Itis an important goal of anti-virus programs to detect a virus as soon as possible, before damage is done or
the virus is distributed to infect other computers. Many virus detection programs, for example, do not scan outgoing
e-mail messages for viruses, thus allowing the potential spread of a virus to other computers. Commonly used anti-
virus program do not scan draft e-mail messages that are created but not sent {i.e., an e-mail message created and
stored for later editing and/or sending). Virus detection software directed to e-mail may only scan certain e-mail at-
tachments on the happening of certain determined events. Thus, there is a need to detect viruses at any and every
time a virus possibly may enter or spread within an e-mail system.

[0019] Several products claim to scan for viruses in attached e-mall files. For example, "ScanMail for ce:Mail" dis-
tributed by Trend Micro incorperated, can scan e-mail attachments received over the Internet. This program is a proxy
type software that replaces the original post office with its own proxy post office (where virus checking takes place)
and routes clean e-mail to the original e-mail post office after virus checking. Thus, e-mails received from outside the
network are first scanned prior to entry into the system post office. (ScanMail is said to protect an internal LAN by
intercepting and isolating viruses at the cc:Mail Post Office before the virus reaches a workstation.) However, this
architecture does not enable the seanning of Intranet e-mail messages. Messages that are sent and received internally
never reach the proxy post office and so are never scanned. Accordingly, users may transmit viruses via e-mail internally
within the organization. ScanMail is incapable of detecting viruses in e-mall attachments that originate within and stay
within a LAN.

[0020] Another product that purports to scan for attachments to e-mail is InterScan VirusWall distributed by Trend
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Micro Devices, Inc.. When installed on a UNIX Internat gateway, InterScan Virus Wall is intended to intercept and scan
e-mail attachments, FTP transfers, World Wide Web downloads and uploads and transfers of data between in-house
PGS or LANs and the outside world. InterScan VirusWall consists of an FTP proxy server for gateway traffic and a
Simple Mail Transfer Protocol (SMTF) proxy server for e-mail. As with the ScanMail application, the InterScan VirusWall
program is only capable of scanning e-mail attachments that pass through the Internet gateway; it is incapable of
scanning e-mail attachments that are being transferred internally within the LAN. Furthermore, since the InterScan
application runs on the gateway and scans individual packets, it may not be sufficiently efficient to detect polymorphic
viruses or compressed files if the files are larger then one packet size on the network.

[0021] A product called Antigen distributed by Sybarl transfers e-mail attachments to a third party virus scanner for
detection of virus. However, Antigen is incapable of reattaching the e-mail attachment back to the e-mail message if
a virus is discovered and cured. Although the Antigen software will provide the third party software with the e-mail
attachment, the attachment inside the system will remain infected because there is no integration between the Antigen
software and the third party software to enable the third party software te cure the virus in the e-mail attachment.
[0022] Some virus detection programs for e-mail programs operate on the client side and scan e-mail messages
sent to a user whenever the user opens his or her mailbox. Such a system has a number of inefficiencies. The virus
detection pregram must be loaded onto each client computer; thus if there are 250 workstations, the virus detection
program must be loaded 250 times. If one workstation is missed, a virus may not be detected. Further, the scanning
takes place on a deferred basis when the user opens his or her mailbox. If the user is an infrequent e-mail user, then
many messages may need to be scanned on opening of the mallbox. Infected e-mail messages may reside undstected
for long periods in unopened mailboxes, and possibly be spread to other users by means of automated rules that
autornatically forward received e-mail meeting certain characteristics.

[0023]) Accordingly, there is a need for a computer program that can scan and remove computer viruses in e-mail
attachments, without causing detriment to the attachment to the e-mail message, for all e-mail messages, including
e-mail messages that are internal within the system (e.g., between users on the same mail server), that are sent over
or received from an external e-mail system, or are drafted and stored in the e-mail server but are never sent.

[0024] There is an additional need for a centralized system for scanning e-mail messages for viruses that does not
require anti-virus software 1o be loaded on all workstations in a network.

Summary of the Invention

[0025]) inthe representative embodiment, the present invention is a software program (called herein the agent) used
in canjunction with anti-virus software to detect and remove computer virus that may be in e-mail attachments.
[0026] The agent computer program of the present invention detaches the s-mail attachment from the e-mail mes-
sage, causes it to be scanned for computer viruses (and if required, causes any detected computer viruses to be
removed), and then reattaches the attachment back to the e-mail message. The present invention operates correctly
for all e-mail messages, including (a) e-mail messages that are internaf within the system (called herein Intranet e-
mail), {b) e-mall messages that are sent over or received from an external e-mail system (called herein Internet e-mail),
and (¢) e-malil messages that are drafted anc/or stored in the e-mail system and are yet to be sent.

{0027] It will be appreciated that the agent of the present invention operates from within the mail system, rather than
as a firewall or proxy post office, enabling Intranet e-mail attachments to be scanned.

[0028] Accordingly, the present invention will ensure that all e-mail messages will be scanned to protect the internal
e-mail system.

[0029] Moreover, once a virus is detected and removed from the attachment, the attachment is still a useful part of
the e-mail message and can be handled by the e-mail system as normal.

[0030] Advantageously, the present invention operates on the server side rather than at the client side. Thus, the
agent need only be loaded once, at each mail server, rather than on each workstation or PC of the network. Further,
e-mail messages can be scanned and disinfected regardless of the user's e-mail use. Thus, if the user is on vacation
and receives many e-mail massages, some infected with viruses, these will be scanned and disinfected so that upon
the user's return, his or her mailbox will contain only virus-free e-mail messages.

[0031] The efficiency of such an approach can be seen when analogizing with real world mail delivery. if one wished
to scan all letters that are mailed for bombs, it is more efficient to have a scanning machine atthe central mail exchange
that continuously scans all lefters as they are sorted, rather than having a scanning machine at each person's home
that scans once a day after the letters are delivered.

[0032] Inthe representative embodiment, the agent browses through any attachments to e-mail messages that orig-
inate within the client network or are received from an external network, detaches any such attachments from the
database or mailbox, and sends these attachments to an integrated or stand alone anti-virus application. The agent
can reattach the attachment to the e-mail message after treatment by the anti-virus application,

[0033] Additionally, the agent of the presentinvention can operate at the server level, thus centralizing virus detection
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operations. E-mail for a user can be scanned for viruses without the need for the user to login te the network. Further,
the scanning of e-mail attachments can take place on a regular, periedic basis, rather than merely upon the sending,
receiving or reading of the e-mail message.

[0034] The present invention provides an application program interface that can be centrally administered from a
network server and that need not be installed at every workstation connected to the ¢entrally administered server.
[0035] The agent of the representative embodiment is designed to be generic to and compatible with many e-mail
and database systems.

[0036] In addition to scanning on a periodic basis, the present invention includes real-time scanning capabilities that
will scan e-mail attachments for viruses upon receipt of a new e-mail message.

[0037] These and other advantages and features of the present invention will become readily apparent to those
skilled in the art after reading the following detailed description of the invention and studying the accompanying draw-
ings.

Brief Description of the Drawings

[0038B] Fig. 1 is a block diagram of a netwerk architecture on which the present invention can operate.
[0039] Fig. 2 is a diagram of modular communications between the present invention and an e-mail system.
[0040] Fig. 3 is a flow chart detailing the operation of the present invention.

Detailed Descripticn

[0041] Referring now to the drawings, and initially Fig. 1, there is illustrated a computer network being a local area
network (LAN) 100 that is configured to run an agent program 110 of the present invention.

[0042] Asdescribed herain, the presentinvention operates on alocal area hetwork having a client/server architecture.
However, the presentinvention is not limited to such a network or architecture, and can, for example, easily be adapted
to run on, for example, a peer-te-peer network or wide area network. Further, the agent program can be integrated into
or created as part of other pregrams, such as network operating systems, e-mail programs and/or virus detection
programs.

[0043] The network 100 comprises a server 20, a plurality of personal computers {PC) 10 and workstations 30, and
an Internet gateway 40, all of which are coupled together via communication line 15. As stated above, this network
configuration is merely illustrative as an example of the type of network architecture that is capable of running the agent
of the present invention. The server 20 and the persenal computers 10 may be pregrammed to run a particular e-mail
or database programs, such as the Lotus Notes program or the Microsoft Exchange program. Each personal computer
typically includes an input device 16 {(e.g., keyboard, mouse, etc.), an output device 12 (e.g., a monitor), a processor
13 and a memory 14; likewise, workstation 30 may also include an output device 32, an input device 36, a processor
35 and a memory 34.

[0044] Further, gateway 40 provides the network 100 with access to an external computer network, such as, for
example, the Internet 42. The agent 110 of the present invention Is configured to be compatible with both the e-mail
and the database applications that are provided to server 20,

[0045] For the purpose of clarity of description, in the example used herein, the agent 110 of the representative
emhbodiment of the present invention is intended to scan attachments to files and messages generated within, sent
from or received by the Lotus Notes program. For convenience, the term "e-mail message" wilt be used to describe all
types of files, messages, broadcasts and communications used within, sent from or received by a mail server, such
as, for example, the Lotus Notes program, or a database program that allows for attachments. The agent 110 of the
present invention can also operate with other network mail and database programs that allow for e-mail message
attachments such as, for example, Microsoft's Exchange pregram, Lotus's cc:mail, and BeyondMail. Additionally, the
agent 110 can operate with public folders and public forums (e.g., areas where one user posts a message capable of
being viewed by all other users.)

[0046] Fig. 2 illustrates the software components that, in the representative embodiment, are executed by server 20.
The representative application executed by the server 20 for the purpose of illustration is the Lotus Notes program. A
Lotus Notes server program 130 Is configured within server 20 to transmit and receive files and e-mail messages from
and to the various other nodes in LAN 100, including Internet gateway 40. One or more databases 1490 (herein a Lotus
Notes database 140) stores the e-mail messages that have been received, sent, drafted or stored. (In Lotus Notes,
every database is treated as a file.) Attachments to the e-mall messages are stored along with such messages in the
Lotus Noles database 140. The mail server 130 and the database 140 together can be regarded as a message system.
The nodes of the network (e.g., 10, 30) may include client-side mail programs that, interacting with the mail server 130,
allow a user to create, read, send, store and edit e-mail messages.

[0047] An anti-virus application 120 scans files for viruses and can remove viruses from any infected file. In the
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representative embodiment, the anti-virus application 120 is the InocuLAN program, available from Cheyenne Software,
Inc. of Roslyn Heights, New York. The InocuLAN program can be regarded as comprising two submodules, namely a
local scanner module and a job service module. The InocuLAN program is used as the user interface for the agent
110, e.g., lo set the times when a scan is to take place and to report results of scans.

[0048] The agent 110 detaches and forwards any e-mail message attachments to the anti-virus seftware application
120.

[0048] Fig. 3 shows a flow diagram corresponding to the operation of the agent 110 of the present invention in
conjunction with the anti-virus software application 120. Although the agent 110 of the present invention is generic to
both databases and e-mail systems, for the sake of simplicity, the foilowing discussion shall discuss only the scanning
of e-mail messages. Further, it is assumed that a complete scan of all e-mail messages (i.e., all attached files for all
databases and mail boxes) is to take place. In step 200, the agent 110 determines whether an attachment is present
in an e-mail message. If an attachment does not exist, then the Agent 110 determines in step 240 whether the entire
mail system 140 has been scanned. If the entire mail system 140 has been scanned, then the agent 110 ceases
operation. If, however, the entire mail system 140 has not been scanned, then the agent 110 proceeds to the next e-
mai! massage (step 235). If an attachment is present in an e-mail message, the agent 110 detaches the attachment
(step 205), and it sends the attachment to the anti-virus application 120 (step 210). If the anti-virus application 120
does net detect the presence of a virus in the attachment (step 215), then the agent 110 reattaches the attachment to
the original e-mail message (step 220).

[0050] If, however, the anti-virus application 120 detects the presence of a virus in the attachment, then an alert is
generated (step 245). Such an alert may be configured in several ways. For example, the alert may comprise a system-
wide text message that is transmitted to every PC 10 or workstation 30 in LAN 100 or to the network administrator, or
the alert may instead comprise a message that is delivered to the network node that originated or received the infected
attachment. After such an alert is generated, the anti-virus application 120 may (if so configured) delete the infected
attachment (step 250). If so, the attachmentis deleted {step 255). After step 285, the agent 110 determines if the entire
mail system 140 has been scanned {step 260). If so, then the process has reached an end (step 230). If the entire mail
system 140 has not been scanned, then the agent 110 preceeds to the next e-mail message (step 235).

[0051] [fthe infected attachment is not to be deleted in step 250, then the anti-virus application 120 cures the infected
attachment if possible {step 270). If cured, the attachment is then reattached (step 220), and the agent 110 proceeds
to the next e-mail message, if any. The agent 110 is capable of processing e-mait messages that originate within LAN
100 {including Intranet e-mail messages) or that enter LAN 100 from the Internet through gateway 40 {Internet e-mail
messages).

[0052} The InocuLAN program 120 will alert specified individuals via the e-mail system or via Cheyenne Software,
Inc.'s Alert Generic Notification system to warn users so as to stop the virus from spreading. The InocuLAN Local
Scanner and Job Service work conjunctively with the agent 110 to perform virus scanning and curing within the message
system and to ensure a virus free environment.

[0053] The following is a pseudo-code description of a library of APIs that can be used to implement the agent 110
of the present invention. The agent 110 can be regarded as a high level, generic {ibrary of APls. The agent 110 of the
representative embodiment can be used in conjunction with both the Lotus Notes and Microsoft Exchange programs.
The agent 110 utilizes the Lotus Notes API set, the Microsoft Exchange AP! set and MAPI to assist in its functions, e,
g., 1o browse, detach and re-attach the e-mail attachment. These Lotus and Microscft APIs are published, and a skilled
programmer will understand how they can be configured to interact with the agent 110. The agent 110 is thus a set of
APIs that can be used by an anti-virus application 120 to communicate with a mail server program 130.

[0054] Inthe following pseuda-code, "MDA" Is a term that means mall database agent. "UID" is a unique or universal
jdentifier used to identify an e-mail message. This example assumes the LAN is using the Windows NT network op-
erating system.
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MDAConnectagent(): Establishes a connection to the Messaging Agent.

Called before any MDA API calls that require an <agent_id > as an input parameter,

Input;
Windows NT server name.
MName of Messaging Agent.
Windows NT login name of user.
The name of the profile used for login (for Exchange Server only),
The password used to login with the above user_id and userProfile,
Quiput:

<agent_id > which is the returned connection]D that can be used by later API

calls 1o trace the current connection instance,

M DADisconnectAgent(): Disconnect the current connection to the Messaging Agent
Called after each MDA session to free the resource.
fnput:

< agent_id >

MDAGetAgentinfo(): Get the iMessaging sysiem vendor information from the Agemt
May be called anytime beiween a MDAConnectAgent() and a MDADisconnectAgent(y.
fnput:

<agenc_id >

size of buffer pointed to by <vendor>

Qutput:
<vendor >, which is information about the Messaging system the Agent tatked to.

MDAOpenDaiabase(): Open the Lotus Notes database or Exchange Information Store.
Called first to get 2 valid dbhandle. All other MDA API calls that require dbhandle can
then be called. MDAScanAllFindFirstQ or MDAScanDatabaseFindFirst () will implicitly
open information store.
Input;
<agent_id>
<dbname> which is the input Lotus Notes database name to be opened; for
Microsoft Exchange set 10 null.

<istoreUiD > which is the UID of the Exchange laformation Store 1o be opened;
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for Lotus Notes set to null.
Output:
< dbhandle >

MDACIloseDatabase(): Close an opered Lotus Notes Database or Exchange Information
Store. Called to release the allocated resource.
Input:

<agent id>

< dbhandie>

MDAEnumObjects(): Enumerate the subobjects within a container. For Exchange and
Lotus Notes, there are three layers of objects, namely Agent, Mailbox/Public IStore, and
Messages, When <input_object_type> is MDA_OBJECT_AGENT, returns a list of
Mailboxes and Public Istores. When <input_object_type>> is
MDA_OBJECT MAILBOX or Istore, returns a list of messages within it.
May be called anytime between a MDAConnectAgent() and a MDADisconnectAgent().
Inpus:

<agent_id >

< input_object_type > -- the type of the input_object to enumerate. Possible

values are MDA OBJECT_AGENT, MDA_OBJECT_MAILBOX and

MDA OBIECT INFORAMTIONSTORE.

The display name of the input_object.

The UID of the input object, for Exchange only.

The size of the buffer.
Output:

The type of the returned object.

A buffer containing a list of the display name of the sub_objects, terminated by a

double NULL.

The number of bytes returned in the above buffer.

A buffer comprising a list of the UID of the sub-cbjects.

The number of bytes returned in the above buffer.

MDAGetAlMsgUids(): Get a list of message UIDs for all the messages in the

openedMailbox or Information Store.
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[nput;

<agent_id >

<dbhandle >

The size of the UID buffer.
Output:

A buffer comprising a list of message UIDs of the messages within the Mailbox or
information Store.

The number of bytes returned in the above buffer.
DA GetObjectProperty(): get the desired property of the specified object

MDAScanAllFindFirst(): Scan the whole message system and return a list of alf
attachment files stored in the system received after the time stamp specified by
<start_time>. If <start_time> is zero, ail will be scanned. Will first scan the Public
Information Store and then the Private [Information Stores. This API will cause a first
Information Store to be opened and 2 dbhandle is to be retrned in the AFILE. May be
called anytime between a MDA ConnectAgent() and a MDaADisconnectAgent(). but not
within any other active scan sequence. This APl call is not made while there is an active
dbhandie. A MDACloseFindHandle() must be called (0 terminate a scan session.
Input;

<agent_id >

<start_time > which is the sean starting time.
Qutpur:

<handle> which is a search handlc' returned (o the caller of the current scan, for

the purpose of tracing all the scan sequence.

<afile > which is the firse anachment information found in the system,

MDAScanAliFindNext(): Get the next anachment information struciure of the curremt
scan. Call mace within 2 MDAScan session. This API call may cause an Information
Store 10 be closed and another Information Store 1o be opened.
input:

<agent_id >

<handle >

Qutput;




1o

15

20

25

30

as

40

50

55

EP 1237 065 A2

<afile> which is the next attachment informalion found in the system.

MDACloseFindHandle(}: close the current search handle -- will terminate the current

scan. Called with an active handle. Can be called after a MDAScanAllFindFirst(),

MDAScanAllFindNext(), MDAScanDatabaseFindFirst() or MDAScanDatabaseFindNext().

Input;
<agent_id >

< handle >

MDAScanDatabaseFindFirst(}: scan a specific Information Store and ratuen a list of all the

attachment files stored there. May be called anytime between a MDAConnectAgent(y and

2 MDADisconnectAgent(), but not within any other acrive scan sequence.
Input:
<ageni_id>
< path> which is the path name of the Lotus Notes database 1o be scanned -
used only for Lotus Notes, otherwise set to NULL
< istoreUID > which is the UID of the Information Store 1o be scanned -- used
only for Exchange, otherwise set to NULL.
<start_time >
Output: ‘
<handle>

< afile > which is the first actachment found in the store,

MDAScanDatabaseFindNext(): Get the next attachment information structure of the
current scan. This AP[ call made within 2 MDAScan session.
May be called anytime between a MDAConnectAgent() and a MDADisconnectAgent().
Input:

<agent_id >

<handle>

Output;

<afile> which is the next attachment found in the system.

MDA DeleteFile(): Delete the temporary file created for detach the attachment and clear

the attachment. If filePath is not NULL, delete the file specified by it. If afile or
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awachinfo is not NULL.- then go to the message and remove the zttachment from it. May
be called anytime between a MDAConnectAgent() and a MDADisconrnectAgent().
Input:
< agent_id >
< afite> which comprises the atiachment information: the dbhandie of current
information store is alsc comprised in it,

< filePath > which is the path of the temporary file.

MDAEXxtractFile(): Extract the content of the attachment to a temporary file. May be

called anyiime between a MDA ConnectAgent() and a MDADisconnectAgent().

fnput:
<agent_id>
< afile >
Output:
< filePath >

MDAAttachFile(): Attach a file to an existing attachment. May be called anytime between
a MDA ConnectAgent() and a2 MDADisconnectAgeni(}.
Input:

<agent_id >

< afile>

< fileFath >

MDAGetMaillnfoFromAFile(): Auach a file to the attachment. May be called anytime
between a MDAConnectAgent() and a MDADisconnectAgent().
Input:
< agent_id >
<afile>
OQutput;
< mail > which is information about the message containing the attachment. A
bunch of pointers point to the buffer where the actual data resides.
< buffer> comprising output information.

The size of the buffer above,
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MDAGetAttFileCountFromiviessage(): Get a [ist of auwachment files of a certain message

specified by the messagelD. May be called anytims between a MDA ConnectAgent() and

a MDADisconnectAgent().

Input:

<agent_id >

<dbhandle >

< messagelJID > which is the UID of the message.
Qutput:

A list of attachment file names in that message.

The size of the above.

MDASendMail(): Send mail to a specific user. May be calted anytme between a
MDAConnectAgent() and a MDADisconneciAgent().
input;

<agent_id >

<dbhandle>

Message UID

The mailbox name to open.

The receiver of the message.

The sender of the message.

The message subject.

The message body.

MDAGetError(): Get error information from the agent. May be called anytime between 2

MDAConnectAgent() and a MDADisconnectAgent().

MDAGetMsgTime(): Get the delivery time stamp of a specific message. May be called

anytime between a MDAConnectAgent() and a2 MDADisconnectAgent(),

input:

<agent_id >

<dbhandle>

<msgUiD > used by Exchange (0 lacate the message within the mailbox.
Qutput:

The timestamp.

12




10

15

20

25

30

as

40

45

50

55

EP 1 237 065 A2

MDAGetOwnerName(): Get the owner name of a certatn attachiment file. Nay be called
anytinie between a MDAConnectAgent() and a MDA DisconnectAgent().
Input:
<agent_id>
<afile>
Qutput:

The name of the owner,

MDAEstimateAuFties(): Estimate the size and number of anachment files with time stamp
later than <star(_time> in server. May be called anytime between 2
MDAConnectAgent() and a MDADisconnectAgent().
Input;

<agent_id >

<start_time >
Output:

The total number of attachment files,

The sum of the size of all artachment files.

MDASetDetachedDir(): Set a temporary directory to be the detached directory. May be
calted anytime between a MDAConnectAgent() and a MDADisconnectAgent().
[nput:

<agent_id >

The detach directory path to be created,

MDAFreeResource(): Free the resources allgeated for a specific UID. Currendy
supported for Exchange only.
[nput;
<agent_id >
<uid >
Return:

flags for success and system error,

[00558] Scanning of e-mail attachments can take place either on a scheduled basis or a real-time basis. When scan-
ning for viruses is on a scheduled basis, a user, utilizing the anti-virus application 120, specifies the time interval at
which scanning should take place, e.g., every 10 minutes, every hour, etc. E-mail received at the mail server program

13
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130 within the previous time interval is scanned. If no new mall is received, no scanning takes place. Thus, when
scanning takes place is under the control of the anti-virus application 120.

[0056] Real-time scanning will scan an e-mail message each time it is "received” by a user, regardless of whether
or not the user Is connected to the mail server program 130 and regardless of whether the user reads or accesses the
e-mail message. If no mail is received, no scanning takes place.

[0057] Thus, no user log-on to & PC 10 or workstation 30 is necessary to trigger the operation of the agent 110 of
the present invention.

[0058] In the representative embodiment of the present invention, the real-time scanning capability is implemented
and described below for Microsoft's Exchange Server program. It provides the real-time scanning capability for Ex-
change Server, That is, once an e-mail message is forwarded to a mailbox, the agent 110 is immediately invoked. The
agent 110 will then detach the attached files if any, and send these files to anti-virus application $20 for scanning. If a
virus is detected, the anti-virus application 120 can cure the virus and call the agent 110 to reattach the affected files.
[0058] The real-time APls (described below) include a "call-back" capability. The anti-virus application 120 provides
a call-back function to the agent 110. When the agent 110 finds something that is of interest to the anti-virus application
120 (in this case, an e-mail message with an attachment) the agent 110 notifies the anti-virus application 120: in the
representative embodiment, the agent detaches the attachment and provides the file name of the attachment to the
anti-virus application 120 to enabling scanning of the attachment.

[0060] The following pseude-code describes the APls for the real-time operation of the present invention in relation
to Microsoft's Exchange program:

14
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Functions

RTConnectAgent();
RTDisconnectAgent();
RTGetError();
RTSetDetachedDir();
RTSetCallbackFunction(};
RTStartupNotification{);
RTShutdowniNotification();
RTSetExcludeFileExtension();

RTConnectAgent() :Establish a connection to the Real-time Messaging Agent. Called

before any MDA API calls that require an <agent_id > a5 an input parameter,

[nput:

< server_name>
Windows NT server name.
< agent_name >
Name of the Messaginz Agent.

<user_id >

The Windows NT login name of the user,

< userProfile >

The name of the peafile ysed for login,

< password >
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The password used 1o login with the above user_id and userProiile.

Curput:
<agent_id >
The returned connectionlD can be used by later API calls to trace the

current connection instance,

RTDisconnectAgeni(} :Disconnect the current conneciion to the Messaging Agant. Called
after each MDA session to free the resource,
fnput;

<agent_id >

ConnectionlD of the current connection,

RTSetExcludeFileExtension(): Set the address of the inoculan call back function.
{nput:
< agent]D >
Connection!D of the current connection.
< excludeFlag >
Allfites | all exclude | list only,
< extCount >

count of the extension in extString

<extString >

A list of extension string.

RTSetCallbackFunction(). Set the address of the inoculan call back function,
Input:
<agentID >

ConnectionlD of the current connecticn.

< chFunction >
The address of the callback function.

RTStartupNotification() : Startup the real-time nocification.
input:
< agent!D >

Connection!D of the current connection.
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RTShutdownNotification(): Shutdown the real-time notification.
Input:
<agenllD >

Connection!D of the current connection.

RTGetError(): Get error information from the agent.

input:
<agent_id >
ConnectionlD of the current connected Agent.
<errcode >
The error return code from the agent.
Qutput;

<err_buff>
A bufier containing error information.

<buffer_size>

RTSetDetachedDir():  Set a temporary directory 1o be the derached directory.
Input:
<agent_id >
Connection[D of the current connected Agent.
<detached_dir >

The detach directory path to be created.

[0061] Of course, the above real-time scanning capability can be implemented for mail servers other than the Micro-
soft Exchange server. For example, for the Lotus Notes database, where every database is a file, that file must be
opened whenever a new message is placed in the file. Thus, taking advantage of cperating system level hooks, the
agent 110 can notify the anti-virus application 120 when a new e-mail message is received.

[0062] It will be appreciated that the present invention Is the first server-based anti-virus agent built using Windows
NT WIN32 APls, Lotus Notes APls, Microsoft Exchange APls and MAPI. The client side is transparent to the existence
of such anti-virus entities.

[0063] Further, the agent 110 of the present inventicn is a generic agent which can interface with any anti-virus server
programs.

[0064] The agent 110 of the representative embodiment of the present invention can be implemented utilizing a logic
circuit or a computer memory (e.g., a memory device at server 20) comprising computer-readable instructions, such
as a computer program. The functicnality of the logic eircuit or computer memory is described above. The computer
program may be stored, for example, on a hard disk, CD-RCM or floppy disk.

[0065] Embodiments of the invention provide, for use in a computer network having a client-server architecture and
a message system, a server-based method for detecting and removing computer viruses located in attachments to e-
mall messages comprising the steps of:

providing a scan time petriod;
at the server, searching the message system to obtain a list of attachments to e-mail messages received at the
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message system within the previous scan time period;

at the server, passing each attachment in the list of attachments to an anti-virus detection module for computer
virus scanning;

at the anti-virus detection module, detecting and removing known computer viruses in each attachment in the list
of attachments; and

at the server, re-attaching each attachment to the e-mail messages.

[0066] The method preferably further comprises the step of repeating the methed each scan time period.

[0067] FPreferably, the e-mail messages comprises e-mail messages received from users at workstations on the
client-server network on which the message system is located.

[0068] Preferably, the e-mail messages comprise e-mail messages received from external message systems.
[0D69] Freferably, the e-mail messages comprise e-mail messages received over the Internet,

[0070] Embodiments of the invention also provide, for use in a client-server computer network having a plurality of
waorkstations and a server, the server including a message system, a server-based method for detecting and removing
computer viruses located in attachments to e-mail messages, comprising the steps of:

receiving an ¢-mail message at the message system;

upon receipt of the e-mail message, determining whether the e-mail message includes an attachment;

if the e-mail message includes an attachment, passing the attachment to an anti-virus detection module for com-
puter virus scanning;

at the anti-virus detection module, detecting and remeving known computer viruses in the attachment; and
re-aftaching each attachment t¢ the e-mail messages.

[0071] Preferably, the step of receiving an e-mail message comprises the step of receiving an e-mail message from
an external computer network.

[0072] Freferably, the step of receiving an e-mail message comprises the step of receiving an e-mail message from
a workstation.

[0073] Embodiments of the invention also provide a system for detecting and removing computer viruses located in
attachments to e-mail messages comprising:

a client-server computer network including a server computer and a plurality of client computers;

a message system located at the server computer for controlling the distribution of e-mail messages;

an anti-virus module located at the server computer for scanning files for viruses; and

an agent located at the server computer, the agent providing an interface between the anti-virus module and the
message system, and including

means for receiving a scan time period,

means for searching the message system to obtain a list of attachments to e-mail messages received at the
message system within the previous scan time period,

means for passing each attachment in the list of attachments to the anti-virus module for computer virus scan-
ning, and

means for re-attaching each attachment to the e-mail messages.

[0074] Preferably, the e-mail messages comprises e-mail messages received from client computers on the computer
network.

[0075] Preferably, the massage system comorises an external gateway and the e-mail messages comprise e-mail
messages received from extemal message systems.

[0076] Preferably, the e-mail messages comprise e-mail messages received over an Internet connection.

[0077] Embodiments of the invention also provide a real-time system for detecting and removing computer viruses
located in attachments to e-mail messages comprising:

a client-server computer network including a server computer and a plurality of client computers;

amessage system located at the server computer for controlling the distribution of e-mail messages and including
a plurality of mailboxes;

an anti-virus medule located at the server computer for scanning files for viruses; and

an agent located at the server computer, the agent providing an interface between the anti-virus module and the
message system and invoked whenever an e-mail message is forwarded to a mailbox, and including
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means for determining if an e-mail message includes an attachment,

means for detaching the attachment from the e-mail message,

means for enabling the anti-virus module to scan the attachment for computer viruses, and
means for re-attaching each attachment to the e-mail messages.

[0078] Preferably, the means for detaching further comprises means for storing the attachment in a file.

[0079] Preferably, the means for enabling further comprises means for notifying the anti-virus module of the address
of the file in which the attachment is stored.

[0080] Preferably, the means for enabling further comprises a call-back function.

[0081] Preferably, the e-mail messages comprises e-mail messages received from client computers on the computer
network.

[0082] Preferably, the agent provides an interface between the message system and a plurality of different anti-virus
modules.

[0083] Preferably, the agent provides an interface between the anti-virus module and a plurality of different message
sysiems.

Claims

1. For use in a client-server computer network having a mail server, a method for detecting and removing computer
viruses located in attachments to e-mail messages comprising the steps of:

A. setting a scan time peried;

B. at the server, searching the mail server to obtain a list of attachments to e-mail messages input to the mail
server within the previous scan time period;

C. at the server, detecting and removing computer viruses in each attachment in the list of attachments; and
D. at the server, re-attaching each attachment to the e-mail messages in the mail server.

2. The methed of claim 1 further comprising the step of repeating steps B. through D. each scan time peried.

3. The method of claim 1 wherein step C. further cemprises the step of passing each attachment in the list of attach-
ments to an anti-virus detection module for computer virus scanning.

4, For use in a client-server computer network having a mail server, a method for detecting and removing computer
viruses located in attachments to e-mail messages comprising the steps of:

A. obtaining a scan time period;

B. searching the mail server to create a list of attachments to e-mail messages that were input to the mail
server within the previous scan time period,;

C. passing each attachment in the list of attachments to an anti-virus detection module for computer virus
scanning and removal,

D. re-attaching each attachment to the e-mail messages in the mail server after scanning and removal of
computer viruses at the anti-virus detection module; and

E. repeating steps B. through D. each scan time period.

5. In afirst computer network having a plurality of nodes, the first computer network configured to operate an e-mail
system for sending and receiving among the plurality of nodes a plurality of e-mail messages, a sub-set of the
plurality of e-mail messages having at least one attachment associated therewith, a method for detecting and
removing computer viruses from the attachments to the plurality of e-mail messages, the method comprising the
steps of:

detaching the at least one attachment from each of the sub-set of the plurality of e-mall messages;

sending the at least one attachment te an anti-virus application;

scanning the at least one attachment for the at least one computer virus in accordance with the anti-virus
application;

removing the at least one computer virus from the at least one attachment, and

reattaching the at least one attachment to a correspending one of the plurality of e-mail messages.
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The method according to claim 5, wherein at least one of the plurality of e-mail messages originates from a second
computer network in communication with the first computer network.

The method according to claim &, wherein at least one of the plurality of e-mail messages originates from the first
computer network.

The method according to claim 5, wherein the attachments are scanned regardless of whether opened or viewed
by a user.

The method according to claim 5, wherein the attachments are scanned without user intervention.

The method according to claim 9, wherein at least one of the plurality of e-mail messages originates frem a second
computer network in communication with the first computer network.

In a first computer netwark having a plurality of nodes, the first computer network configured to operate an e-mail
system for sending and receiving a plurality of e-mail messages ameong the plurality of nedes, a subset of the
plurality of e-mail messages having at ieast one attachment associated therewith, a method for detecting and
removing at least eane computer virus from the at least one attachment, the methed comprising the steps of:

detaching the at least one attachment from each of the plurality of e-mail messages;

determining whether the at least one attachment is infected with the at least one computer virus;
removing the at least one computer virus from the at least one attachment; and

reattaching the at least one attachment t¢ a correspanding one of the plurality of e-mail messages.

An anti-virus agent for use in a client-server computer netwerk having a server computer including a mail server
with e-mail messages and a plurality of client computers, the anti-virus agent assisting in the detection of computer
viruses located in attachments 10 e-mail messages, comprising:

means for setting a scan time period,

means, located at the server computer, for searching the mail server to obtain a list of attachments to e-mail
messages input to the mail server within the previous scan time period;

means for passing each attachment in the list of attachments to an anti-virus detection module for computer
virus scanning and removal; and

means, located at the server computer, for reattaching each attachment to the e-mail messages in the mail
server.

The system of claim 12 further comprising means for detecting and removing computer viruses in each attachment
in the list of attachments.

In a first computer network having a piurality of nodes and configured to eperate an e-mail system for sending and
receiving among the plurality of nodes a plurality of e-mail messages, a sub-set of the plurality of e-mail messages
having at least one attachment associated therewith, a system for detecting and removing computer viruses from
the attachments to the plurality of e-maif messages, the system comprising:

means for detaching the at least one attachment from each of the sub-set of the plurality of e-mail messages;
means for sending the at least one attachment to an anti-virus application;

means for scanning the at least one attachment for the at least one computer virus in accordance with the
anti-virus application;

means for removing the at least one computer virus from the at least one attachment; and

means for reattaching the at least one attachment to a corresponding one of the plurality of e-mail messages.

The system of claim 14, wherein at least one of the plurality of e-mail messages criginates from a second computer
network in communication with the first computer network.

The system of claim 14, wherein at least one of the plurality of e-mail messages eoriginates from within the first
computer network.

in a first computer network having a plurality of nodes and cenfigured to operate an e-mail system for sending and
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receiving a plurality of e-mail messages among the plurality of nodes, a subset of the plurality of e-mail messages
having at least one attachment associated therewith, a system for detecting and removing at least che computer
virus from the at least one attachment, the system comprising:

means for detaching the at least ene attachment from each of the plurality of e-mail messages;

means for determining whether the at least one attachment is infected with the at least ane computer virus;
means for removing the at least one computer virus from the at least one attachment; and

means for reattaching the at least one attachment to a corresponding one of the plurality of e-mail messages.
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