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(57) ABSTRACT 

An arrangement permitting a user for example in a internet 
point or using a different profile in the same machine can 
connect to a web server to download and install local client 
Software Such as a java application or a browser plug-in the 
first time he accesses to this service from that browser in order 
to customize his environment. Once authenticated, he can 
choose the personalization to be performed in whatever appli 
cation installed and eligible to be user customizable. For 
example he can replicate in the system his browser settings 
(favorites, cookies, forms etc) or word templates as a clone of 
environment setting of his personal machine. The customiza 
tion can depend on pre-defined profiles to allow the user 
customization of a Subset of settings, for example only 
browser settings. Models of different operating environments 
are defined and called upon to enable interactions with dif 
ferent client devices. 
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ADJUSTING SOFTWARE SETTINGS 

FIELD OF INVENTION 

Over recent years the number of computers and similar 
devices that an individual may have cause to use has increased 
rapidly. Not only will an individual use a computer at work 
and at home, but he may use several both at work and at home 
as well as the computers of friends and family and indeed 
publicly accessible computers in “cybercafés, and so on. 
Furthermore, the range of possible environments in terms of 
the operating system and applications continues to expand, as 
in any given case the user may encounter any selection from 
past and present offerings. The situation is still further com 
plicated by the increasing capacity for software to be person 
alized or customized, so that no two computer setups are quite 
the same, even where considerable effort is made that they 
should be. Another factor is that local variations can come to 
represent an asset in their own right, for example in the form 
of “favorites' or “bookmark' information stored by web 
browsers and so on. 

Users thus find themselves obliged to remember the con 
figurations of numerous different systems, and to come to 
terms rapidly with new ones. This clearly imposes an unde 
sirable burden on the user, which in a commercial environ 
ment is likely to translate into a reduction in productivity. 

BACKGROUND ART 

A wide range of partial Solutions to these problems have 
been suggested. 

Intels(R wireless Personal Server project provides a min 
iaturized computer lacking conventional I/O hardware Such 
as a display or keyboard, but offers network connectivity. 
Software is installed on a client computer which enables it to 
communicate with the personal server, so that a user of the 
client computer can execute programs installed on the server 
and access files stored on it, using the client computer merely 
to provide access. 

Intels(R Internet Suspend and Resume project uses virtual 
machine technology to generate a Snapshot of a computers 
state at a suspend time, which can then be transmitted to a 
remote site and loaded into a remote computer, from which 
the user may then resume his session from the stored data 
seamlessly. 

IBM's(R) SoulPad project depends on a portable hard drive 
which can be connected to a modern computer using USB or 
firewire technology. The hard drive has a bootable operating 
system which is able to identify and control a wide range of 
hardware, such as the knoppix LinuxOR distribution. This 
operating system is able to run a second operating system on 
a virtual machine. Thus the drive can be plugged into any 
suitable computer, which when booted from the hard drive 
will present the same environment as on any other system. 
Compared with the personal server approach, the SoulPad 
approach eliminates wireless device association and power 
requirements. In contrast to both the personal server and 
internet Suspend and resume approach, the SoulPad requires 
no particular Software stack on the client computer. 

Certain Microsoft Windows(R) domain environments offer 
a Roaming User Profiles feature. According to this, a user 
may have a roaming account on the domain, whereby when 
ever he logs onto a computer connected to the domain, per 
Sonal setting data is retrieved from the domain server, rather 
than the local computer. When the user logs off again, the 
information is uploaded to the server. This approach is natu 
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2 
rally dependent on a homogenous network and client archi 
tecture, and is furthermore limited to a local network. 

Social bookmarking is a mechanism whereby individuals 
store URL/URI data such as “favorites” or “bookmarks on an 
internet server rather than on their local machine. By access 
ing a particular website they can thereafter access this infor 
mation from any internet computer. This technology is lim 
ited to URL data. 

SUMMARY OF THE INVENTION 

According to the present invention there is provided a 
method of managing settings in a client device connected to a 
data network as defined in the appended independent claim 1 
and a methodofenabling unified setting adjustment in a client 
device connected to a data network according to the appended 
independent claim 13. Preferred embodiments are defined in 
the dependent claims, including a system according to the 
appended claim 20, a computer program according to the 
appended claim 21 and a computer readable medium accord 
ing to the appended claim 21. 

Further advantages of the present invention will become 
clear to the skilled person upon examination of the drawings 
and detailed description. It is intended that any additional 
advantages be incorporated herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Preferred embodiments of the present invention will now 
be described with reference to the accompanying drawings, in 
which: 

FIG. 1 shows a possible operating environment for certain 
embodiments. 

FIG. 2 is a flow chart according to a first embodiment. 
FIG. 3 shows according to a second embodiment an 

approach for handling differences in local environments to be 
personalised 

FIG. 4 shows a second embodiment. 
FIG. 5 shows a software architecture suitable for imple 

menting certain embodiments. 
FIG. 6 shows a third embodiment. 

DETAILED DESCRIPTION 

A user for example in a internet point or using a different 
profile in the same machine (the customization profile is 
preferably decoupled from login of the machine since using 
same login you must be able to use multiple customizations) 
can connect to a web server to download and install a java 
application or a browser plug-in (the first time he accesses to 
this service from that browser) in order to customize his 
environment. 
Once authenticated, he can choose the personalization to 

be performed in whatever application installed and eligible to 
be user customizable. For example he can replicate in the 
system his browser settings (favorites, cookies, forms etc) or 
word templates as a clone of environment setting of his per 
Sonal machine. 
A backup of current system configuration may be carried 

out automatically when the user logs in, in order to be able to 
restore the original configurations when user logs off, pre 
serving privacy and maintaining the original machine set 
tings. 
The customization can depend on pre-defined profiles to 

allow the user customization of a Subset of settings, for 
example only browser settings. 
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The following basic steps may be performed: 
Internet point client logs to the web server in order to 

perform customization 
Download java application or a browser plug-in (if not 

present) 
System automatically backs up configuration and settings 
Ask to the storage the needed customization 
Get requested settings 
From the point of view of a client device, there may be 

provided a method comprising the following steps: 
determining details of the environment at said client 

device, 
Selecting an environment model as a function of said envi 

ronment, 
retrieving setting data from said data network; 
transforming said setting data so as to conform to said 

environment with reference to said environment model; 
and 

adjusting settings in a client device so as to incorporate said 
transformed setting data with reference to said environ 
ment model. 

Preferably communications over the data network will 
involve a remote server. The term server in its context should 
be interpreted in the broadest possible sense, and may in 
particular include a number of separate computing devices, 
storage devices etc., which may be distributed or collocated in 
any Suitable manner. Functions may be distributed among 
Such devices as appropriate. The Software environments on 
these devices may be heterogeneous or homogeneous, as may 
be the mechanisms and protocols adopted for implementing 
communications between each other and with the client 
device. 

Correspondingly, from the point of view of Such a server, 
there may be provided a method comprising the following 
steps: 

defining a plurality of environment models corresponding 
to a plurality of operating environments; 

storing setting data; 
storing a client application; 
transmitting said client application to a client device for 

execution thereon over said data network on demand; 
receiving an environment model request from said client 

application as executed on said client device; 
transmitting a selected one of said environment models in 

response to said environment model request; 
receiving a setting data request from said client application 

as executed on said client device; and 
transmitting selected setting data in response to said setting 

data request. 
These two aspects of the invention are thus complemen 

tary. 
From a technical point of view the system may be imple 

mented through an application running on an application 
server. The application may communicate with a plug-in 
installed on the browser client. In other words, there may be 
provided a further step of downloading a personalization 
application from a data network, and executing said person 
alisation application at said client device, which personalisa 
tion application then carries out certain steps as described by 
way of example herein. 
One advantage of this approach the fact that a user lever 

aging a web service can easily replicate his environment. 
Moreover personal customizations can be password pro 
tected and the initial system configuration is restored when 
user log off. This ensures privacy of the user data. 

Settings that may be adjusted may include by way of 
example display resolution, desktop wall paper, desktop and 
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4 
“start bar shortcuts, colour settings, default font settings, 
default printer settings, default associations of particular file 
types with particular applications, keyboard shortcut settings, 
user URLs (“favourites’ or “Bookmarks'), web browser 
auto-fill data Such as password data, web browser security 
settings, firewall settings, antivirus Software settings, default 
word processor templates, word processor macro enable 
ment, word processor language settings, email account set 
tings such as SMTP and POP details, contacts names, address 
and other details, diary settings, timer settings, username and 
password, FTP settings, settings for graphics programs, 
spreadsheets, accounting Software etc. Many further settings 
will suggest themselves in the context of different client 
devices. 

In some cases extra data may be downloaded from the 
internet to provide desired functionality, for example in the 
case of user URL data, macros, user dictionaries, personal 
templates etc. 

FIG. 1 shows a possible operating environment for certain 
embodiments. As shown in FIG. 1 there are provided a num 
ber of user devices 21 and 22, which are used from time to 
time by a user 1. These devices are capable of communication 
with a communication network, Such as the communication 
network 3, which is in turn connected to a personal setting 
service 4, as will be described hereafter. The devices in ques 
tion may be any device capable of interacting with the per 
Sonal setting service and having internal settings suitable for 
personalisation. Such devices may include for example per 
Sonal or other computers, mobile telephones, personal digital 
assistants, games consoles, television set top boxes network 
enabled kitchen appliances, CAD/CAM equipment etc. The 
communications network may include for example from a 
physical point of view satellite communications, cable tele 
vision transmission channels, radio links or other wireless 
links, electrical cables, optical cables, mains Supply cables, 
telephone lines or any other channel as will occur to the 
skilled person. Similarly from a functional point of view the 
network may include for example Ethernet, token ring, ISDN 
etc as will readily occur to the skilled person. Preferably the 
network in question is the internet. The personal setting Ser 
vice 4 may be connected to a plurality of different networks, 
So as to offer a corresponding service to a particular user for 
devices used by that user connected to those respective dif 
ferent devices, for example so that personalised settings may 
be used on a mobile phone or a personal computer by refer 
ence to the same personal setting service. 

FIG. 2 is a flow chart according to a first embodiment. As 
shown in FIG. 2, the method starts at step 100. It is first 
determined at a step 102 whether a user desires to use per 
Sonal settings. This choice may be by default, in that unless 
the user explicitly requests the use of personal settings, local 
setting will be used. Requesting the use of personal settings 
may for example take the form of the user connecting to the 
internet, accessing a particular URL associated with a per 
Sonal setting service, and clicking a button or other interface 
feature provided at that website corresponding to a request for 
service, or filling in textboxes with login and password infor 
mation or similar identification steps. It is then determined 
whether the user in question has registered for the personal 
setting service, the method proceeds to a step 108 of logging 
the user into the service. The step 104 of determining whether 
a user is registered or not may for example be a matter of 
offering the user the option of clicking a button or other 
interface feature provided at that website to indicate that he is 
not yet a registered user, or may take the form of detecting a 
failed login attempt. In a case where it is determined at step 
104 that a user is registered to use the service, the method 
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proceeds to step 108 of logging the user into the personalisa 
tion service. In a case where is determined at step 104 that a 
user is not registered to use the service, the method proceeds 
to step 106, where the user is given the opportunity to acquire 
registered status. This step will preferably involve gathering 
certain data concerning the user, for example identification 
information. The step 104 of registering may also comprise 
gathering information about the service required by the user, 
for example interms of the various computers frequently used 
by the user, and the environments present on these computers. 
The user may also have the opportunity of choosing from 
various options concerning the detailed manner in which the 
service operates, as will be come clear in the following 
description. The step may also include gathering payment 
information, so that in a case where payment is demanded for 
the provision of the personalisation service Such payment can 
be gathered. Once the user has completed the registration 
process, the method proceeds to step 108 of logging the user 
into the personalisation service. Logging the user into the 
system preferably calls for the submission of identifying 
information Submitted by the user at this or an earlier stage, to 
ensure that the personalisation information stored for a par 
ticular user is not available to other, unauthorised users. This 
may take the form of the Submission of a username and 
password, or the use of a Smart card, biometric reader or any 
other authorisation technique as will occur to the skilled 
person. All communications between the user and the per 
Sonal setting service are preferably encrypted, for example by 
means of a public-private key encryption system such as SSL. 
The method next determines at step 110 whether the software 
required for implementation of the personal setting service is 
already installed on the device from which the user is access 
ing the personal setting service. The Software in question may 
consist of for example an adapted web browser, a web 
browser plugin or extensionajava applet or other application 
running in a web browser environment, or any other Suitable 
software. The software is preferably relative small in terms of 
file size so as to permit rapid transmission over the network. 
The software 51 is also preferably platform independent so as 
to permit use of the same software on different devices. Java 
is well Suited to Such applications. If I is determined at step 
110 that the client software 51 is already installed at the client 
device 21, the method proceeds to step 114. Otherwise, the 
method proceeds to step 112, at which the client software is 
downloaded for example from the personal setting service 4 
to the device 21. As an alternative, the user may install the 
client software from a local source such as a CD ROM etc. 
Suitable software may also be made available as a part of 
operating software for particular devices, or as an update for 
Such operating Software which may for example be automati 
cally installed on the device as part of an automated mainte 
nance process as is known in the art. Furthermore, in a case 
where the personal setting service is based on an internet site 
and where the client software 51 is a web browser plug in or 
applet, arrangement may be made Such that said software will 
automatically be installed and executed when said web page 
is opened. Once the client software 51 is installed, the method 
proceeds to step 114. At step 114, the client software is 
executed, and proceeds to copy Such local settings as are to be 
personalised so as to back up the current configuration at the 
device 21. The method next proceeds to step 116 at which 
personal settings are downloaded from the personal settings 
service 4, and at Step 118 these are applied to the local settings 
of the device 21. The user may then proceed to use the device 
21 with its settings personalised to his taste, and will continue 
to do so until at step 122 the method determines that the user 
no longer requires the personalised settings. The method may 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
make this determination for example on the basis of an 
attempt by the user to turn the device 21 off, to put it in a 
standby mode, to log out of the operating environment, so 
disconnect form the internet, to terminate any particular 
application, to terminate the client application or by any other 
specified manipulation of the client application or by any 
specified interaction with the personal setting service 4. By 
way of example, the client application may provide a button 
or similar interface element marked “end personalisation” or 
similar. When at step 122 it is thus determined that the user no 
longer requires the personalised settings, the method pro 
ceeds to step 124, at which any changes made to the person 
alised settings as applied to the device 21 during the person 
alised session are detected and saved, before the local settings 
previously in effect and as saved at step 114 are restored at 
step 126. The method then terminates at step 130. 
As described above, it is desired that the setting personali 

sation features should be as broadly applicable as possible. 
This calls for some consideration of the environment 61, 62, 
to be found in each device to be personalised 21, 22. These 
environments may vary in a number of regards. FIG.3 shows 
according to a second embodiment an approach for handling 
differences in local environments to be personalised. As 
shown in FIG. 3 there is provided a database 200, which 
comprises a environment data structure 210 and a environ 
ment application data structure 220. The environment data 
structure 210 contains a model 211, 212, 213, 214 for each 
possible operating environment 61, 62 which may be found 
on a device 21, 22 compatible with the personal setting Ser 
Vice 4. By way of example, the operating environment may be 
defined by the operating system running on the device 21, 22. 
such as for example MacOS X(R), Windows XPR, Windows 
Mobile Edition(R) or a linux distribution such as fedora Core 
4(R), or any of the many other Such operating systems as will 
readily occur to the skilled person. In some cases it may be 
necessary to provide separate models of different builds or 
service pack versions. These environment models 211, 212, 
213, 214 define, for each respective operating environment 
the means necessary for the client software 51, 52 to interact 
with that particular operating environment so as to establish 
what personalisable applications are present. Such means 
may comprise details of API calls suitable for example to 
determine the presence of particular applications, details of 
standard file structures, file name formats and system file 
names, and where applicable information concerning the 
structure of registry databases or similar. This information is 
selected and structured such that the client software on deter 
mining the nature of the environment in which it is operating 
can retrieve the appropriate environment model, and using the 
information therein to interrogate the local environment to 
determine what personalisable applications are present. 
As an alternative approach, the personal setting service 

may be able to determine the environment at the local device 
remotely, for example by requesting information from a web 
browser running at the local device, or otherwise. In Such a 
case at the step 112 described above the software downloaded 
to the client device 21 may also include the environment 
model necessary for the environment in question. Still further, 
there may be defined a plurality of client softwares offering 
similar functionality but adapted for different operating envi 
ronments, so that no separate environment model is required. 
In order to offer the broadest possible range of device and 
environment compatibility, a combination of any or all of 
these approaches may be adopted, in which case the personal 
setting service will also incorporate functions for determining 
a preferred approach in any given situation, or as a function of 
prior user settings. 
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Thus there may be provided the further steps of using an 
environment model to determine details of the application 
Software environment at the client device, and selecting an 
application model as a function of the application Software 
environment, wherein the step of transforming is carried out 
so that said setting data conforms to said application Software 
environment, and the step of adjusting is carried out with 
reference to said application software environment. 
The data structure 200 further comprises an environment 

application data set 220. 
There is defined a set 230 of all personalisable settings that 

the personal setting service is able to handle, which are Sub 
divided by the type of application to which they apply 231, 
232, 233,234, 235. 

Correspondingly for each personalisable setting in said list 
230 for which the user requires a personalisation function 
there is defined a setting primitive 241,242, 243, 244, 245. A 
setting primitive is setting data in a standard format which can 
readily be translated into the specific format called for by a 
particular application in a particular operating environment. 
Setting primitive formats may be defined as required, or may 
adopt existing formats. Where available, the service prefer 
ably uses standard based formats. For example, the data con 
tained in Firefox R/Mozilla R/Netscape Navigator(R) book 
marks and Microsoft internet Explorer R. "Favorites' may be 
stored in the XML based Xbel format. 

FIG. 4 shows a second embodiment. The embodiment of 
FIG. 4 is a development of that of FIG. 2. 
As shown in FIG.4, the method starts at step 100. Steps 102 

to 108 as described with reference to FIG. 2 may be carried 
out as described above or otherwise, but are not shown. The 
method according to the second embodiment determines at 
step 110 whether the software required for implementation of 
the personal setting service is already installed on the device 
from which the user is accessing the personal setting service. 
If it is determined at step 110 that the client software 51 is 
already installed at the client device 21, the method proceeds 
to step 302 whereupon the client is executed, and identified 
the operating environment at step 304. As described above, 
the operating system may be defined fully or in part by the 
operating system running on the device. Once the operating 
environment is identified, an appropriate environment model 
as described with respect to FIG.3 is downloaded at step 306. 
At step 308 the method uses the environment model thus 
downloaded to determine whether any custom model identi 
fiers are provided or called for in the local environment. If 
such custom models are called for, the method downloads the 
requisite custom models before proceeding directly to step 
346. Otherwise the method proceeds to step 342. 

Meanwhile, in a case where it is determined that the client 
software is not installed, the method proceeds to step 112, at 
which the client software is downloaded for example from the 
personal setting service 4 to the device 21. The method pro 
ceeds to step 312 whereupon the client is executed, and iden 
tified the operating environment at step 314. As described 
above, the operating system may be defined fully or in part by 
the operating system running on the device. Once the operat 
ing environment is identified, an appropriate environment 
model as described with respect to FIG. 3 is downloaded at 
step 316. The method then proceeds to step 342 
At step 342 the environment model downloaded at step 306 

is used to interrogate the local operating system so as to 
determine which applications of types for which the user has 
requested personalisation are installed. The method then 
downloads application models for the identified applications. 
At step 346 the method uses all available application models, 
whether standard or custom, to retrieve local setting informa 
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8 
tion from the applications installed locally. At step 348 the 
method determines whether all required details have been 
satisfactorily retrieved. Where all details have been retrieved 
the method proceeds to step 114. Other wise, the method 
proceeds to step 350, whereupon the method instantiates a 
dialogue with the user, requesting that the user provide infor 
mation locating the missing data. For example, where a user 
uses a custom user dictionary which he stores in a personal 
directory Such as c:/documents and settingS/administrator/ 
my documents/dic/ rather than the default directory defined 
by the application, Such as c:/program files/word processor/ 
dictionaries/, the user can be asked to indicate the new, non 
standard location. Once the necessary information has been 
Supplied, the application models can be updated as required 
and the method can proceed to step 114. 
At step 114, the client software is executed, and proceeds to 

copy Such local settings as are to be personalised so as to back 
up the current configuration at the device 21. The method next 
proceeds to step 116 at which setting primitives are down 
loaded from the personal settings service 4. The primitives are 
converted at step 360 to the required local format with refer 
ence to the environment and application models, and at step 
118 these are applied to the local settings of the device 21. The 
user may then proceed to use the device 21 with its settings 
personalised to his taste, and will continue to do so until at 
step 122 the method determines that the user no longer 
required the personalised settings. The method may make this 
determination for example on the basis of an attempt by the 
user to turn the device 21 off, to put it in a standby mode, to log 
out of the operating environment, so disconnect form the 
internet, to terminate any particular application, to terminate 
the client application or by any other specified manipulation 
of the client application or by any specified interaction with 
the personal setting service 4. By way of example, the client 
application may provide a button or similar interface element 
marked “end personalisation' or similar. When at step 122 it 
is thus determined that the user no longer requires the per 
Sonalised settings, the method proceeds to step 124, at which 
and changes made to the personalised settings as applied to 
the device 21 during the personalised session are detected and 
saved. The amended settings are converted to setting primi 
tives with reference to the environment and application mod 
els at step 370, and uploaded to the personal setting service at 
step 374. The method next determines at step 374 whether the 
environment or application models have been amended. 
Where the environment or application models are found to 
have been amended the resulting custom models are uploaded 
at step 380 and saved at step 382. Finally, the local settings 
previously in effect and as saved at step 114 are restored at 
step 126. The method then terminates at step 130. 

Further details of possible implementations will now be 
discussed. In a first phase, the method determines what oper 
ating system is running at the client site. The method retrieves 
an environment model corresponding to the detected operat 
ing system from a personalisation server, which provides the 
details necessary to interrogate the operating system to deter 
mine what software is installed at the client site that is sus 
ceptible of personalisation. For example, the environment 
model for Windows XP Pro SP 2 may contain details of an 
API call identifying the default web browser as well as other 
installed programs, instructions for searching the client site 
file system to search for particular pieces of software this or 
preferably instructions for interrogating a registry of installed 
programs. 

Software susceptible of personalisation may include web 
browsers, word processors, email editors, or indeed any other 
piece of software. The operating system itself may also be 
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treated as Susceptible of personalisation. The device may 
have firmware or other low level settings that can be accessed. 
The list of software susceptible of personalisation may be 
restricted according to a set of user preferences stored for 
example at the personalisation server, for example, while the 
system may be capable of handling a wide range of different 
applications, a particular user may only require browser per 
sonalisation. The user may also be offered the choice of which 
pieces of software are to be personalised at run time. 

Different profiles may be defined for a particular user for 
different environment or different needs, for example a per 
Sonalization for office machines and another one for a per 
Sonal computer. Such profiles may be grouped together under 
a single master account for a particular user. 
Once it has been determined what software present at the 

client site is to be personalised, the method proceeds to a 
second phase. In this second phase, the method retrieves an 
application model for each piece of Software to be person 
alised from a database stored at the personalisation server. 
The application model will generally be different for each 
piece of software depending on the operating system in which 
it runs. The application model in each case will provide 
details of the manner in which setting information relevant to 
that piece of software is stored. For example, each application 
model will contain the names and locations of files and direc 
tories containing relevant information. This information may 
simply comprise default values, or custom models represent 
ing non standard configurations used by the user on other 
systems having similar configurations, or indeed custom con 
figurations previously stored concerning the present system. 

Indeed, one step of this second phase may be to determine 
whether the system has already been personalised according 
to the method, and where it has, selecting models on the basis 
of stored information about the previous personalisation. This 
information may be stored either locally, or at the personali 
sation server. 
The method proceeds to interrogate the local system to 

retrieve personalisation information in accordance with the 
retrieved application models. Where original setting informa 
tion is successfully retrieved, it is stored for later reinstate 
ment. In a case where information is not found, due to idio 
syncrasies in the local set up, the method may attempt to 
locate the information in secondary locations defined in the 
application model, or carry out a searchin an attempt to locate 
the missing files, or request information from the user, or may 
retrieve alternative application models, or simply skip the 
information in question. The manner in which the method 
handles such systems may be defined according to a set of 
user preferences stored for example at the personalisation 
server. In a case where alternative models are used, there may 
be defined a hierarchy of models to try, with models relating 
to the same software and the same user having a high ranking, 
and models concerning similar software and a different user a 
lower ranking, etc. As a variant of this approach, a single 
model may be compiled on the fly to contain all reasonable 
possibilities is order of likelihood, on the basis of all relevant 
information available at the personalisation server. 

Having thus established the location of all information to 
be personalised at the client site, the method now enters a 
third phase. The method retrieves personalisation data from 
the personalisation server. This personalisation data com 
prises representations of the desired personalisation, for each 
of the pieces of software susceptible of personalisation. The 
data is question will thus depend on the nature of the software. 
Web browserpersonalisations may include homepage, favou 
rites, passwords etc. Word processors may call for user dic 
tionaries, templates, languages settings etc and so on. These 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

10 
will be stored at the personalisation server in a generic format, 
and the software model for each piece of software will include 
instructions for translating the information into the format 
relevant to the Software in question. For example, translating 
URL data into the Bookmarks.htm file used by firefox, or the 
.URL files used by internet explorer. The translated informa 
tion will then be written to the client system, replacing the 
existing information. A copy of the translated information 
may also be stored separately in order to facilitate the detec 
tion of changes. 
The user will now be able to use the client system as if it 

was his own, and will find his personalised settings in effect 
throughout the system. 
Once the user has finished using the system in its person 

alised state, he will make the appropriate manipulation of the 
client personalisation application. This may simply be a mat 
ter of closing the application. 
When the application detects such a manipulation, it will 

compare the personalisation data as distributed throughout 
the system with the copy of the translated information in order 
to determine if any changes have been made. Where a change 
is detected, the modified data will be translated into the appro 
priate generic format using the relevant model, and transmit 
ted to the personalisation server, where it will replace the 
obsolete data stored therein. Alternatively, a complete set of 
personalisation data may be transmitted, without attempting 
to identify changes. The update of stored configuration must 
be optional so the application will ask if it identifies changes 
if and what to upload. 
The method will then replace all personalised data with the 

original setting information stored during the second phase. 
In a case where during the first or second phases a model 

was found not to accurately reflect the local environment, a 
custom model will be prepared incorporating the variations. 
This custom model may be stored locally for use the next time 
the client personalisation application is executed. A custom 
model may also be uploaded to the personalisation server, on 
the basis that a particular user is likely to set up the different 
computers he uses in a similar manner, so that the custom 
model may offer a useful reference on other systems. Where 
a custom model is uploaded to the personalisation server, a 
reference to the uploaded model may be generated at the 
client site rather than storing the custom model locally. 
The application can finally close, and users of the local 

system will be able to use local software as if it had never been 
personalised. 

FIG. 5 shows a software architecture suitable for imple 
menting certain embodiments. As shown in FIG. 5, an archi 
tecture is distributed on logical tiers: Client 410, Web 420 and 
database 440. In the web tier 420 there is provided a presen 
tation tier 422 implementing a web container comprising a 
Servlet 425 and JSP Engine 424. A web tier component 430 is 
provided as part of the web 420, and comprises for example 
business delegate components 432 instantiated by the presen 
tation tier 424, Business logic 434 implemented adopting the 
java beans standard, and data access commands 436. The 
business delegate components 432 use the Business logic 
components 434, which in turn use the data access commands 
436. These data access commands 436 then interface with the 
data tier 440. The data tier 440 may contain the environment 
models 210, Application models 220, setting primitives 240, 
client software 50, user settings 442 and personal settings list 
230 as described above. 

FIG. 6 shows a third embodiment. The third embodiment 
provides certain further developments of the preceding 
embodiments. Specifically, the functionality may be 
extended by defining master accounts 501, 502 which relate 



US 8,972,534 B2 
11 

to one or more user accounts (511, 512, 513, 514) as 
described above. The environment models 210, Application 
models 220, setting primitives 240, client software 50, user 
settings 442 and personal settings list 230 defined in these 
accounts may to Some extent overlap, as indicated by the 
regions 521 and 523. By way of example, a master user may 
define a separate account for discrete device classes Such as 
“personal' or “work”. Naturally, the master us may very well 
wish certain settings to be common to Some or all classes of 
device, or user account. 

Furthermore, there may be defined an administrator 
account 503. Such a user account may define and control a 
data set comprising some or all of environment models 210, 
Application models 220, setting primitives 240, client soft 
ware 50, user settings 442 and personal settings list 230. The 
administrator may then authorise certain users to access these 
settings in common with other users. By these means, an 
administrator may centrally administer the settings for all 
users for example in a particular context, for example the 
work computers of employees of a particular enterprise, or 
members of a family. Still further, it may be possible to define 
junior user accounts where some are all setting cannot be 
accessed by the user, but only by an administrator. Depending 
on context, a particular individual may have junior, user and 
administrative accounts. The accounts may be protected 
using authentication and data protection techniques as will 
readily occur to the skilled person. 
The term “user as employed in the preceding description 

refers to the one or more individuals using a particular 
account. According to certain embodiments, certain settings 
in separate accounts may be associated so as to enable cen 
tralised control from an administrator account. 

According to a further embodiment, there is offered a set 
ting primitive import function, whereby a user can upload 
selected setting from a device 21, which will be translated 
using appropriate environment and application models so as 
to generate setting primitives for storage by the personal 
setting service. This function is particularly important for 
new users for whom no setting primitives are defined, but will 
also be required whenevera user wishes to start personalising 
a setting which heretofore had not been personalised. This 
feature may be offered as a stand alone feature, or during a 
personalisation session. 

Parts of the above description describe embodiments from 
the point of view of the client device and the software running 
on it. The skilled person will appreciate that the invention 
may equally be understood from the point of view of the 
personal setting service. For example, there may be provided 
a method of enabling unified setting adjustment in a client 
device connected to a data network, comprising the steps of 
defining a plurality of environment models corresponding to 
a plurality of operating environments storing setting data, 
storing a client application, transmitting the client application 
to a client device for execution thereon over said data network 
on demand, receiving an environment model request from 
said client application as executed on said client device, trans 
mitting a selected one of said environment models in response 
to said environment model request, receiving an setting data 
request from said client application as executed on said client 
device and transmitting selected setting data in response to 
said setting data request. 

Furthermore, such a method may be extended to corre 
spond to any of the variations falling within the scope of the 
invention, and in particular as described above. For example, 
the method may comprise the further steps of receiving new 
setting data from said client application as executed on said 
client device, and storing said new setting data. 
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Still further, the method may comprise the further steps of 

receiving a new environment model from said client applica 
tion as executed on said client device, and storing said new 
environment model. 

Still further, the method may comprise the further steps of 
defining a plurality of application models corresponding to a 
plurality of applications, storing said application models, 
receiving an application model request from said client appli 
cation as executed on said client device, and transmitting a 
selected one of said application models in response to said 
application model request. 

Still further, the method may comprise the further steps of 
receiving a new application model from said client applica 
tion as executed on said client device, and storing said new 
application model. 

In the various embodiments described, there are presented 
a number of different combinations of features. The skilled 
person will appreciate that many of these can be collated in 
many different combinations besides those explicitly 
described. For example, 
The invention can take the form of an entirely hardware 

embodiment, an entirely software embodiment or an embodi 
ment containing both hardware and Software elements. In a 
preferred embodiment, the invention is implemented in soft 
ware, which includes but is not limited to firmware, resident 
Software, microcode, etc. 

Furthermore, the invention can take the form of a computer 
program product accessible from a computer-usable or com 
puter-readable medium providing program code for use by or 
in connection with a computer or any instruction execution 
system. For the purposes of this description, a computer 
usable or computer readable medium can be any apparatus 
that can contain, store, communicate, propagate, or transport 
the program for use by or in connection with the instruction 
execution system, apparatus, or device. 
The medium can be an electronic, magnetic, optical, elec 

tromagnetic, infrared, or semiconductor system (or apparatus 
or device) or a propagation medium. Examples of a computer 
readable medium include a semiconductor or Solid State 
memory, magnetic tape, a removable computer diskette, a 
random access memory (RAM), a read-only memory (ROM), 
a rigid magnetic disk and an optical disk. Current examples of 
optical disks include compact disk-read only memory (CD 
ROM), compact disk-read/write (CD-R/W) and DVD. 
A data processing system suitable for storing and/or 

executing program code will include at least one processor 
coupled directly or indirectly to memory elements through a 
system bus. The memory elements can include local memory 
employed during actual execution of the program code, bulk 
storage, and cache memories which provide temporary stor 
age of at least some program code in order to reduce the 
number of times code must be retrieved from bulk storage 
during execution. 

Input/output or I/O devices (including but not limited to 
keyboards, displays, pointing devices, etc.) can be coupled to 
the system either directly or through intervening I/O control 
lers. 
Network adapters may also be coupled to the system to 

enable the data processing system to become coupled to other 
data processing systems or remote printers or storage devices 
through intervening private or public networks. Modems, 
cable modemand Ethernet cards are just a few of the currently 
available types of network adapters. 

The invention claimed is: 
1. A method of managing settings for a user a client device 

connected to a data network, the method comprising: 
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receiving information pertaining to an operating environ 
ment running on a client device being used by the user; 

determining details of the operating environment running 
on the client device; 

Selecting an environment model from a set of stored envi 
ronmental models established for the user as a function 
of the operating environment running on the client 
device, each environmental model defining a set of per 
Sonalisable applications typically available in an oper 
ating environment; 

retrieving userspecified setting data from the data network, 
wherein the user specified setting data is specific to a 
respective personalisable application; 

transforming the user specified setting data so as to con 
form to the operating environment on the client device 
with reference to the selected environment model, 
wherein the selected environment model defines the set 
of personalisable applications for the operating environ 
ment on the client device; and 

adjusting settings in the client device so as to incorporate 
the transformed user specified setting data for the set of 
personalisable applications with reference to the 
Selected environment model. 

2. The method of claim 1, further comprising: 
downloading a personalisation application from the data 

network; and 
executing the personalisation application at the client 

device, wherein the personalisation application imple 
ments the determining, selecting, retrieving, transform 
ing, and adjusting steps. 

3. The method of claim 2, wherein the personalisation 
application comprises platform independent code. 

4. The method of claim 1, wherein the selected environ 
ment model corresponds to an operating system running on 
the client device. 

5. The method of claim 1, further comprising: 
using the selected environment model to determine details 

of an application Software environment at the client 
device, and 

Selecting an application model from a set of stored appli 
cation models established for the user as a function of the 
application Software environment on the client device, 
each application model defining an application of the set 
of applications on the client device for which a user of 
the client device has requested personalisation, wherein 
transforming the user specified setting data so as to 
conform to the operating environment on the client 
device with reference to the environment model is car 
ried out so that the user specified setting data conforms 
to the application Software environment on the client 
device, and wherein adjusting the settings in the client 
device so as to incorporate the transformed user speci 
fied setting data for the set of personalisable applications 
with reference to the environment model is carried out 
with reference to the application software environment 
on the client device. 

6. The method of claim 5, further comprising: 
detecting a case where a component of the transformed 

Software setting is incompatible with the application 
software environment at the client device. 

7. The method of claim 6, further comprising: 
retrieving an alternative application model. 
8. The method of claim 7, wherein there is a defined hier 

archy of application models and wherein retrieving the alter 
native application model from the set of stored application 
models further comprises successively retrieving application 
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models from the set of stored application models according to 
the hierarchy of application models until a satisfactory appli 
cation model is found. 

9. The method of claim 1, further comprising: 
storing original settings present at the client device prior to 

adjusting the settings in the client device so as to incor 
porate the transformed userspecified setting data for the 
set of personalisable applications with reference to the 
Selected environment model. 

10. The method of claim 9, further comprising: 
comparing the transformed user specified setting data with 

the original settings of the client device to detect any 
changes implemented during a session. 

11. The method of claim 9, further comprising: 
restoring the original settings when the user logs off the 

client device. 
12. The method of claim 1, further comprising: 
uploading the user specified setting data from the client 

device via the data network. 
13. A system comprising: 
a processor; and 
a memory coupled to the processor, wherein the memory 

comprises instructions which, when executed by the 
processor, cause the processor to: 

receive information pertaining to an operating environ 
ment running on a client device being used by a user; 

determine details of the operating environment running on 
the client device; 

select an environment model from a set of stored environ 
mental models established for the user as a function of 
the operating environment running on the client device, 
each environmental model defining a set of personalis 
able applications typically available in an operating 
environment; 

retrieve user specified setting data from the data network, 
wherein the user specified setting data is specific to a 
respective personalisable application; 

transform the userspecified setting data so as to conform to 
the operating environment on the client device with ref 
erence to the selected environment model, wherein the 
selected environment model defines the set of personal 
isable applications for the operating environment on the 
client device; and 

adjust settings in the client device so as to incorporate the 
transformed user specified setting data for the set of 
personalisable applications with reference to the 
Selected environment model. 

14. The system of claim 13, wherein the instructions fur 
ther cause the processor to: 

download a personalisation application from the data net 
work; and 

execute the personalisation application at the client device, 
wherein the personalisation application implements the 
determining, selecting, retrieving, transforming, and 
adjusting steps, wherein the personalisation application 
comprises platform independent code. 

15. The system of claim 13, wherein the instructions fur 
ther cause the processor to: 

use the selected environment model to determine details of 
an application Software environment at the client device; 

select an application model from a set of stored application 
models established for the user as a function of the 
application Software environment on the client device, 
each application model defining at least one of the one or 
more applications of the set of applications on the client 
device for which a user of the client device requested 
personalisation, whereintransforming the userspecified 
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Setting data so as to conform to the operating environ- 18. The computer program product of claim 17, wherein 
ment on the client device with reference to the environ- the computer readable program further causes the computing 
ment model is carried out so that the user specified device to: 
Setting data conforms to the application software envi- download a personalisation application from the data net 
ronment on the client device, and wherein adjusting the 5 work; and 
Settings in the client device so as to incorporate the execute the personalisation application at the client device, 
transformed user specified setting data for the set of 
personalisable applications with reference to the envi 
ronment model is carried out with reference to the appli 
cation software environment on the client device; 10 

detect a case where a component of the transformed soft 
ware setting is incompatible with the application soft 
ware environment at the client device; and 

retrieve an alternative application model. 
16. The system of claim 13, wherein the instructions fur- 15 

ther cause the processor to: 
store original settings present at the client device prior to 

adjusting the settings in the client device so as to incor 
porate the transformed user specified setting data for the 
set of personalisable applications with reference to the 20 
selected environment model; 

compare the transformed user specified setting data with 
the original settings of the client device to detect any 
changes implemented during a session; and 

restore the original settings when the user logs off the client 25 
device. 

17. A computer program product comprising a non-transi 
tory computer readable medium having a computer readable 
program recorded thereon, wherein the computer readable 
program, when executed on a computing device, causes the 30 
computing device to: 

receive information pertaining to an operating environ 
ment running on a client device being used by a user; 

determine details of the operating environment running on 
the client device; 35 

Select an environment model from a set of stored environ 
mental models established for the user as a function of 
the operating environment running on the client device 
each environmental model defining a set of personalis 
able applications typically available in an operating 40 
environment; 

retrieve user specified setting data from the data network, 
wherein the user specified setting data is specific to a 
respective personalisable application; 

transform the user specified setting data so as to conform to 45 
the operating environment on the client device with ref 
erence to the selected environment model, wherein the 
selected environment model defines the set of personal 
isable applications for the operating environment on the 
client device; and 50 

adjust settings in the client device so as to incorporate the 
transformed user specified setting data for the set of 
personalisable applications with reference to the 
selected environment model. :k: ; ; c. : 

wherein the personalisation application implements the 
determining, selecting, retrieving, transforming, and 
adjusting steps, wherein the personalisation application 
comprises platform independent code. 

19. The computer program product of claim 17, wherein 
the computer readable program further causes the computing 
device to: 

use the selected environment model to determine details of 
an application software environment at the client device: 

Select arm application model from a set of stored applica 
tion models established for the user as a function of the 
application software environment on the client device, 
each application model defining an application of the set 
of applications on the client device for which a user of 
the client device has requested personalisation, wherein 
transforming the user specified setting data so as to 
conform to the operating environment on the client 
device with reference to the environment model is car 
ried out so that the user specified setting data conforms 
to the application software environment on the client 
device, and wherein adjusting the settings in the client 
device so as to incorporate the transformed user speci 
fied setting data for the set of personalisable applications 
with reference to the environment model is carried out 
with reference to the application software environment 
on the client device: 

detect a case where a component of the transformed soft 
ware setting is incompatible with the application soft 
ware environment at the client device; and 

retrieve an alternative application model. 
20. The computer program product of claim 17, wherein 

the computer readable program further causes the computing 
device to: 

store original settings present at the client device prior to 
adjusting the settings in the client device so as to incor 
porate the transformed userspecified setting data for the 
set of personalisable applications with reference to the 
selected environment model; 

compare the transformed user specified setting data with 
the original settings of the client device to detect any 
changes implemented during a session; and 

restore the original settings when the user logs off the client 
device. 

21. The method of claim 1, wherein the operating environ 
ment corresponds to an operating system running on the 
client device. 


