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(57) ABSTRACT 

A system that facilitates controlling network access com 
prises a lookup component that determines a geographic 
location associated with a public originating IP address, 
wherein the public originating IP address is associated with 
a request for dual mode services made by a dual mode client. 
A comparison component compares the determined geo 
graphic location with a retained geographic location asso 
ciated with the dual mode client and determines whether to 
enable dual mode services based at least in part upon the 
comparison. 
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DYNAMIC DUAL-MODE SERVICE ACCESS 
CONTROL, LOCATION-BASED BILLING, AND 

E911 MECHANISMS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims the benefit of U.S. patent 
application Ser. No. 11/159,606, filed on Jun. 23, 2005, and 
entitled DYNAMIC DUAL-MODE SERVICE ACCESS 
CONTROL, LOCATION-BASED BILLING, AND E911 
MECHANISMS, which in turn claims the benefit of U.S. 
Provisional Patent application Ser. No. 60/683,992 entitled 
DYNAMIC DUAL-MODE SERVICE ACCESS CON 
TROL, LOCATION-BASED BILLING, AND E911 
MECHANISMS and filed May 24, 2005. The entireties of 
these applications are incorporated herein by reference. 

TECHNICAL FIELD 

0002 This invention relates to multimode services in a 
cellular network, and more specifically, to access control 
with respect to one or more access points. 

BACKGROUND 

0003. The rapid advances and convergence of cellular 
and IP technologies poses many new challenges for a 
provider in terms of not only meeting consumer demands for 
IP and cellular services, but also in ensuring that Such 
services are not compromised such that the provider loses 
revenue. Broadband communications carriers (e.g., DSL 
Digital Subscriber Line and cable television systems) are 
continually offering increased bandwidth for data down 
loads and uploads to Subscribers over the Internet as a means 
of not only providing data services for the ever-demanding 
multimedia technologies, but also for Voice communications 
utilizing VoIP (voice over IP). 
0004 Conventionally, in the context of a DSL and wire 
less application, a DSL or cable modem can be provided that 
is the connection to a broadband carrier. Typically, the DSL 
modem includes at least one port for receiving a WiFi access 
point (AP). WiFi, or Wireless Fidelity, is defined according 
to standards by IEEE 802.11 (a, b, g, etc.), and allows 
connection to the Internet from a couch at home, a bed in a 
hotel room, or a conference room at work, without wires. 
WiFi is similar to technology used in a cell phone that 
enables Such devices, e.g., computers, to send and receive 
data indoors and out; anywhere within the range of a base 
station. In order to access the broadband services, a Point 
to-Point Protocol over Ethernet (PPPoE) authentication ser 
Vice is provided so that the Subscriber, via a handset, can 
access the wide area network link. 

0005. Unlicensed Mobile Access (UMA) technology pro 
vides access to GSM (Global System for Mobile Commu 
nications) and GPRS (General Packet Radio Service) mobile 
services over unlicensed spectrum technologies (e.g., Blue 
toothTM and IEEE 802.11x media). UMA technology pro 
vides alternative access to the GSM and GPRS core network 
services via IP-based broadband connections. Utilizing 
UMA, subscribers are able to roam and experience handover 
between cellular networks and public/private unlicensed 
wireless networks using multi-mode (e.g., dual-mode) 
mobile handsets, thereby receiving a consistent user expe 
rience when moving between networks. 
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0006. In operation, a mobile subscriber with a UMA 
enabled, dual-mode handset moves into range of an unli 
censed wireless network to which the handset is allowed to 
connect. When the connection is made, the handset contacts 
a UNC (UMA Network Controller) over the broadband IP 
access network to be authenticated and authorized for GSM 
voice and GPRS data services via the unlicensed network. 
When approved, the subscriber's current location data stored 
in the core network is updated. From that point forward, all 
mobile voice and data traffic is routed to the handset via a 
UMAN (UMA Network) rather than the cellular radio access 
network. When the subscriber moves outside the range of 
the unlicensed network to which they are connected, the 
UNC and handset facilitate connection back to the licensed 
outdoor network, the whole process of which is transparent 
to the user. 

0007. The access point (AP) in the broadband service is 
transparent to the UMA technology. As long as the UMA 
client has an IP connection, and has a destination address, 
signaling can flow from the handset to the UNC, and login 
can occur. A secure tunnel is then established from the UNC 
back to the client and the GSM authentication procedures 
can be initiated to the UNC and access allowed. The UNC 
(and/or using WiFi) does not provide authentication, does 
not validate, and cannot determine the physical location of 
the handset. Thus, it is possible for a subscriber to take a 
WiFi AP and the DSL modem to another location (e.g., a 
neighbor's house) and make the connection from the other 
location without the DSL carrier ever knowing, thereby 
circumventing revenues to the carrier. This also has a 
negative impact with respect to E911 services where the 
location of the subscriber is desired to be known. 

SUMMARY 

0008. The following presents a simplified summary in 
order to provide a basic understanding of some aspects of the 
claimed Subject matter. This Summary is not an extensive 
overview, and it is not intended to identify key/critical 
elements of the claimed subject matter or to delineate the 
Scope thereof. Its sole purpose is to present some concepts 
in a simplified form as a prelude to the more detailed 
description that is presented later. 

0009. The claimed subject matter relates to limiting a 
subscriber's ability to utilize access points to bypass wire 
less radio networks (and avoid fees). More particularly, dual 
mode services enable a multi-mode device to utilize a 
broadband network to send and receive data. When, for 
instance, a dual mode device is within range of an access 
point to a broadband network (e.g., a wireless router), a 
request can be made to route voice and data related to the 
dual mode device over the broadband network (rather than, 
for instance, a GSM network). Often, utilizing broadband 
(e.g., VoIP) results in reduced cost to subscribers, rendering 
it desirable for such subscriber to utilize the broadband 
network. 

0010 When the dual mode device detects signals asso 
ciated with an access point (e.g., WiFi signals, Bluetooth 
signals. . . . ). Such device can access a broadband network 
by way of the access point and undertake an authorization/ 
authentication procedure with respect to the access point. In 
more detail, an IP data packet can be provided to a compo 
nent that is maintained by a wireless service provider 
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associated with the dual mode client, such as a GSM 
network provider. The IP data packet can include, amongst 
other things, a public originating IP address that is associated 
with a broadband network provider, a MAC address 
assigned to the access point, and data that identifies the dual 
mode device. 

0.011) To determine whether the multi-mode device is 
authorized to utilize dual-mode services, an approximate 
geographic location of the dual-mode device can be ascer 
tained. For example, the public originating IP address can be 
utilized to search for a street address of the owner of such 
address (e.g., the IP service provider). The MAC address and 
the ascertained address can be compared with an authorized 
MAC address and street address (or city, county, ...). If the 
MAC address of the access point and the discerned approxi 
mate geographic location do not match an authorized MAC 
address and geographic location (retained within a database 
of the wireless network provider), dual-mode services will 
not be enabled. Rather, the multi-mode device will continue 
to utilize a radio access network to send/receive data (e.g., 
phone calls, pictures, ...). If the MAC address of the access 
point and the discerned approximate geographic location 
match an authorized MAC address and geographic location 
(with respect to the dual-mode device), then dual-mode 
services will be enabled. In other words, data associated 
with the dual-mode device will be routed by way of a 
broadband network. 

0012 To the accomplishment of the foregoing and related 
ends, certain illustrative aspects are described herein in 
connection with the following description and the annexed 
drawings. These aspects are indicative, however, of but a 
few of the various ways in which the principles disclosed 
herein can be employed and is intended to include all Such 
aspects and their equivalents. Other advantages and novel 
features will become apparent from the following detailed 
description when considered in conjunction with the draw 
1ngS. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0013 FIG. 1 is a high-level block diagram of a system 
that facilitates controlling use of access points to access dual 
mode services. 

0014 FIG. 2 illustrates a multi-mode client that can 
utilize a broadband network to send/receive voice data. 

0.015 FIG. 3 illustrates a block diagram of a system that 
facilitates billing a Subscriber based at least in part upon an 
approximated geographic location. 
0016 FIG. 4 illustrates a methodology for determining 
whether or not to allow access to dual mode services with 
respect to a multi-mode client. 
0017 FIG. 5 illustrates a methodology for determining 
how to send/receive voice data when dual mode services are 
requested. 

0018 FIG. 6 illustrates a system that facilitates control of 
network access. 

0.019 FIG. 7 illustrates a methodology of controlling 
network access in accordance with the Subject innovation. 
0020 FIG. 8 illustrates a methodology of providing 
location-based billing in accordance with another aspect. 
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0021 FIG. 9 illustrates a more detailed system that 
provides network access control of a UMA client in accor 
dance with another aspect of the innovation. 
0022 FIG. 10 illustrates a methodology of authenticating 
by validating a physical endpoint of the subscriber broad 
band connection and associating the Subscriber to an IP 
address. 

0023 FIGS. 11 and 12 illustrate examples of record 
formats that can be employed. 
0024 
0025 FIG. 14 illustrates a methodology of identifying 
and validating a physical location of a broadband customer 
endpoint that is authorized to allow UMA service. 
0026 FIG. 15 illustrates a methodology of correlating a 
broadband physical location with the public originating IP 
address of the UMA client and subsequently allowing or 
denying UMA service. 
0027 FIG. 16 illustrates a methodology of dynamically 
assigning a cell global identity to specific IEEE 802.11 
access points during the UMA client registration procedure 
for the purpose of providing location-based billing. 
0028 FIG. 17 illustrates a methodology of dynamically 
assigning physical location information to UMA client ses 
sions for the purpose of E911 compliance. 
0029 FIG. 18 illustrates an alternative methodology of 
dynamically assigning physical location information to 
UMA client sessions for the purpose of E911 compliance. 
0030 FIG. 19 illustrates yet another alternative method 
ology of dynamically assigning physical location informa 
tion to UMA client sessions for the purpose of E911 com 
pliance. 

0031 FIG. 20 illustrates another exemplary architecture 
according to one innovative aspect. 

FIG. 13 illustrates a client registration procedure. 

0032 FIG. 21 illustrates a message flow for an IP reg 
istration procedure. 
0033 FIG. 22 illustrates message flow for a UMA reg 
istration and authorization procedure. 
0034 FIG. 23 illustrates a schematic block diagram of a 
dual-mode handset (DMH) in accordance with an innovative 
aspect. 

0035 FIG. 24 illustrates a block diagram of a computer 
operable to provide storage and access such as for the UNC 
and/or HSS. 

0.036 FIG. 25 illustrates an exemplary GSM network 
that facilitates DMS access control, location-based billing, 
and E911 mechanisms according to an innovative aspect. 

DETAILED DESCRIPTION 

0037. The claimed subject matter is now described with 
reference to the drawings, wherein like reference numerals 
are used to refer to like elements throughout. In the follow 
ing description, for purposes of explanation, numerous spe 
cific details are set forth in order to provide a thorough 
understanding of the claimed Subject matter. It may be 
evident, however, that such matter can be practiced without 
these specific details. In other instances, well-known struc 
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tures and devices are shown in block diagram form in order 
to facilitate a description of the claimed subject matter. 
0038. As used in this application, the terms “component' 
and “system are intended to refer to a computer-related 
entity, either hardware, a combination of hardware and 
Software, Software, or software in execution. For example, a 
component can be, but is not limited to being, a process 
running on a processor, a processor, a hard disk drive, 
multiple storage drives (of optical and/or magnetic storage 
medium), an object, an executable, a thread of execution, a 
program, and/or a computer. By way of illustration, both an 
application running on a server and the server can be a 
component. One or more components can reside within a 
process and/or thread of execution, and a component can be 
localized on one computer and/or distributed between two or 
more computers. 

0.039 The claimed subject matter relates to restricting a 
user to certain, authorized access points in connection with 
utilizing dual mode services. Conventionally, a wireless 
network provider (e.g., a GSM network provider) associates 
a MAC address with a subscriber, and allows the subscriber 
to bypass the GSM network so long as the MAC address 
associated with the access point matches the authorized 
MAC address assigned to the subscriber. A user could easily 
change location of the access point, however, and circum 
scribe systems for managing where users are authorized to 
use WiFi, for example, to access dual-mode services (e.g., 
bypass a GSM network through utilization of a packet 
switched network). In a detailed example, a user that travels 
between countries may simply take their router with them 
(which can include a retained MAC address) and use dual 
mode services to avoid paying international roaming fees. 
Such a scenario can result in significant loss of revenue to a 
wireless network provider (as well as increased costs to 
customers who utilize dual-mode services as intended by the 
wireless service provider). 
0040. Described herein is a service-provider perspective 
on managing where subscribers may use WiFi, Bluetooth, 
etc. to access DMS (dual-mode services) as well as limiting 
access points that Subscribers can employ to access DMS. 
For the purpose of illustrating this concept, the DMS tech 
nology can be UMA (unlicensed mobile access), IMS (IP 
multimedia subsystem) VoIP or any other suitable system/ 
protocol. This service-provider perspective offers a concept 
to build upon existing UMA and broadband security proce 
dures to enable a UNC-SGW (UMA network controller 
security gateway) to validate the public originating IP 
address of a UMA client. In one solution, the physical 
location of the broadband endpoint is used to control DMS 
access, provide dynamic location based billing, and dynami 
cally comply with E911 regulations. Additionally, the 
claimed subject matter can apply to DSL broadband net 
works, cable modem networks, WiMAX-based broadband 
networks, or any other suitable broadband networks. 
0041. In one implementation, the DMS does not restrict 
the physical endpoint. The broadband service and RBGW 
(residential broadband gateway) are transparent to the DMS. 
Note that for the purposes of illustrating the innovation, the 
DMS technology will be described in the context of UMA, 
but can also be IMS VoIP technology. 
0.042 Turning specifically to FIG. 1, a system 100 that 
enables restriction to one or more access points in connec 
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tion with DMS is illustrated. The system 100 includes an 
access point 102, which can be, for instance, a wireless 
router, a repeater, or any other suitable device that enables 
a portable device to access DMS. For example, the access 
point 102 can communicate by way of WiFi, Bluetooth, or 
any other suitable protocol. A multi-mode client 104 can 
utilize the access point 102 to connect to a carrier broadband 
network 106, such as one that is provided by a cable service 
provider, a DSL network, a WiMAX-enabled network, or 
any other suitable broadband network. The carrier broad 
band network 106 can be utilized to communicatively 
couple the multi-mode client 104 to a lookup component 
108 that is maintained by a wireless network provider, such 
as a GSM network provider. The lookup component 108 can 
be utilized in connection with authentication and authoriza 
tion of the multi-mode client 104 with respect to, for 
instance, GSM Voice and/or GPRS data services. If 
approved, all mobile voice and data traffic can be routed to 
the multi-mode client 104 over, for instance, a UMA net 
work instead of the wireless network (radio access network). 
0043. During service registration, when the multi-mode 
client 104 goes through the process of authenticating itself 
and establishing a secure IP tunnel with a GSM network, the 
multi-mode client 104 provides the GSM network with one 
or more IP packets. Within at least one of the packets (e.g., 
in a packet header) a public originating IP address can be 
provided. In more detail, an IP service provider that provides 
access to a broadband network with respect to the access 
point 102 will be associated with various IP addresses that 
can be assigned to users of the carrier broadband network 
106. Each of the IP addresses maps to a service provider and 
a location of such service provider. The multi-mode client 
104 can additionally provide a MAC address of the access 
point 102 when undergoing authentication and authoriza 
tion. 

0044) The lookup component 108 can receive the public 
originating IP address and determine an originating location 
of the IP address (e.g., a geographic location of an IP service 
provider associated with the IP address). For instance, the 
lookup component 108 can access a data store 110 that 
includes public originating IP address information 112. 
Pursuant to an example, contents of the data store 110 can 
be indexed according to IP address. Such that a physical 
address of an IP provider associated with the public origi 
nating IP address can be determined. 
0045. The lookup component 108 can be communica 
tively coupled to a comparison component 114, which can 
access a data store 116 that includes data relating to Sub 
scriber rights 118. More particularly, the data store 116 can 
include subscribers, authorized MAC addresses associated 
with the subscribers, and authorized locations with respect 
to DMS. Pursuant to an example, the comparison component 
114 can receive data that identifies a subscriber associated 
with the multi-mode client 104, and can then retrieve 
authorized MAC addresses and geographic locations (e.g., 
cities) associated with the subscriber. The lookup compo 
nent 108 can provide the geographic location associated 
with the public originating IP address to the comparison 
component 114, which can compare such location with the 
location within the subscriber rights 118 of the data store 
116. If the comparison component 114 determines that the 
location ascertained by the lookup component 108 matches 
that within the data store 116, then the multi-mode client 104 
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will be authorized to utilize DMS (e.g., utilize a packet 
switched network for voice and data delivery and reception). 

0046) If the comparison component 114 discerns that the 
location associated with the public originating IP address 
within the IP data packet provided by the multi-mode client 
104 is different from authorized location(s) within the data 
store 116, then the comparison component 114 can be 
utilized in connection with denying use of DMS. For 
example, the multi-mode client 104 can be forced to utilize 
a radio access network (such as a GSM network) for voice 
and data transmittal (and incur fees associated with use of 
Such network). The comparison component 114 can inform 
the multi-mode client 104 of the prevention of access by way 
of the carrier broadband network 106. The comparison 
component 114, if desired, can additionally compare a MAC 
address associated with the access point 102 with an autho 
rized MAC address, and can prevent use of DMS if the two 
MAC addresses do not correspond. 

0047. Now turning to FIG. 2, an example environment 
200 illustrating when a determination can be made regarding 
authorization of a multi-mode client with respect to DMS is 
illustrated. A multi-mode client 202 can enter a region where 
such client 202 can utilize WiFi, Bluetooth, or the like to 
access a broadband network. Such region is referred to as an 
access point range 204. Once the multi-mode client enters 
the access point range 204, it can initiate an authentication 
and authorization procedure with a wireless service pro 
vider. For instance, having phone calls or data routed to a 
broadband network may be associated with reduced cost to 
a subscriber when compared with using a GSM network for 
phone calls and data. The multi-mode client 202 can provide 
a component maintained by the wireless service provider 
with an IP data packet that includes the public originating IP 
address related to a broadband network provider associated 
with the access point. 

0.048. The IP data packet can additionally include a MAC 
address of the access point and data that identifies the 
subscriber and/or the multi-mode client 202. The public 
originating IP address can then be provided to a lookup 
service or component, which can determine a location of the 
IP address (e.g., location of an IP service provider that owns 
the IP address). If an authorized location does not corre 
spond to the determined location (from the public originat 
ing IP address), the multi-mode client will be denied use of 
DMS (denied routing of data over a packet-switched net 
work). The procedure can be undertaken each time that the 
multi-mode client enters the access point range 204 (and is 
not necessary for each call made by the multi-mode client 
202). Thus, if the multi-mode client 202 leaves the access 
point range 204 and re-enters at a later time, the authoriza 
tion and authentication procedure repeats upon re-entry. 

0049 Referring now to FIG. 3, a system 300 that facili 
tates enforcing restrictions with respect to access points is 
illustrated. The system 300, like the system 100 (FIG. 1) 
includes an access point 302 that can emit WiFi, Bluetooth, 
or other suitable wireless signals. A multi-mode client 304 
can detect the signals and utilize the access point 302 to 
connect to a carrier broadband network 306. The multi-mode 
client 304 can request authorization to employ dual mode 
services (e.g., have phone calls and data routed from a GSM 
network to the carrier broadband network306). Such request 
can include provision of an IP data packet to a lookup 
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component 308 maintained by a wireless service provider 
(e.g., a GSM network provider), wherein the IP data packet 
can include a public originating IP address that is associated 
with the access point 302 (as well as a MAC address of the 
access point 302) and data that identifies the multi-mode 
client 304 or a subscriber associated therewith. The lookup 
component 308 can search a data store 310 that includes 
public originating IP address information 312 through use of 
the public originating IP address within the IP data packet. 
For instance, a location of an IP service provider can be 
determined upon receipt of the public originating IP address. 
0050. The location of the public originating IP address 
can be provided to a comparison component 314, which can 
compare such location with location stored within a data 
store 316. More particularly, the data store 316 can include 
subscriber rights 318 that describe MAC addresses a user 
can employ in connection with DMS as well as locations 
where the user is authorized to employ DMS. If the com 
parison component 314 determines that the location dis 
cerned by the lookup component 308 corresponds to an 
authorized location with respect to the user (retained within 
the data store 316), then the multi-mode client 304 can be 
provided access to DMS. If the comparison component 314 
determines that the location ascertained by the lookup 
component does not correspond to an authorized location 
within the data store 316, then access to DMS can be denied. 
0051. The system 300 can additionally include a billing 
component 320 that can properly bill a subscriber as they 
switch between solely utilizing a GMS network, for 
instance, and having calls routed through a packet-switched 
network. For example, call time associated with a GMS 
network can be at a first billing rate while call time associ 
ated with a packet-switched network may be at a second 
billing rate. The system 300 can also include a service 
update component 322 that enables the data store 316 to be 
updated (e.g., an additional authorized location can be 
added) if the multi-mode client 304 is not authorized access 
to DMS based upon their current location. For example, the 
service update component 322 can generate a graphical user 
interface and provide it to the multi-mode client 304, such 
that the user can be provided access to DMS (for a fee) with 
respect to current location. Moreover, the service update 
component 322 can implement time restrictions with respect 
to accessing DMS at the multi-mode client’s current loca 
tion. In a particular example, the service update component 
322 can generate a graphical user interface and provide it to 
the multi-mode client 304, giving a subscriber an option to 
purchase use of the access point 302 for a threshold amount 
of time. In another example, a Subscriber may have pur 
chases a service package that enables Such subscriber to 
access DMS at three different locations (e.g., at home, at 
work, and at a coffee house), but the subscriber has yet to 
specify all three locations. The billing component 320 can 
then bill the subscriber accordingly. 
0052 Turning to FIGS. 4 and 5, methodologies relating 
to restricting use of DMS based upon current location of a 
dual mode client are illustrated. While, for purposes of 
simplicity of explanation, the methodologies shown herein, 
e.g., in the form of a flow chart or flow diagram, are shown 
and described as a series of acts, it is to be understood and 
appreciated that the claimed subject matter is not limited by 
the order of acts, as some acts may, in accordance therewith, 
occur in a different order and/or concurrently with other acts 
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from that shown and described herein. For example, those 
skilled in the art will understand and appreciate that a 
methodology could alternatively be represented as a series 
of interrelated States or events, such as in a state diagram. 
Moreover, not all illustrated acts may be required to imple 
ment a methodology in accordance with the claimed subject 
matter. 

0053 Referring specifically to FIG. 4, a methodology for 
controlling access to DMS is illustrated. At 400, a request to 
access DMS is received from a dual mode client (e.g., a 
portable telephone). For example, the dual mode client may 
come within range of an access point, and can detect WiFi 
signals output by Such access point. Additionally or alter 
natively, the access point can output Bluetooth signals or any 
other suitable wireless signals that facilitate connection of 
the dual mode client with a broadband network. During the 
request, the dual mode client can generate an IP data packet 
that can include a public originating IP address (an IP 
address associated with an IP service provider), data that 
identifies the dual mode client (or a subscriber associated 
therewith), and a MAC address of the access point. 
0054 At 402, the IP data packet generally, and the public 
originating IP address in particular, can be received at a 
component that is maintained by a wireless network pro 
vider (e.g., a GSM network provider). At 404, the approxi 
mate location of the dual mode device is determined based 
upon the public originating IP address. For instance, a 
Service that locates a geographic address (e.g., 15 State 
Avenue, New York, N.Y.) of the IP service provider by 
analyzing the public originating IP address can be employed 
to determine the approximate location of the dual mode 
client. It is understood, however, that any suitable service 
that can at least approximately locate the dual mode client is 
contemplated by the inventor and is intended to fall under 
the scope of the hereto-appended claims. 

0055. At 406, a determination is made regarding whether 
or not to allow access to dual mode services based at least 
in part upon the determined location. More particularly, a 
wireless service provider can include a database that retains 
rights associated with various Subscribers. For instance, it 
may be desirable to restrict a subscriber to an access point 
within a certain location (rather than allow the subscriber to 
use any available access points). Thus, the database can 
include restrictions relating to MAC address of an access 
point and approximate geographic location of Such access 
point (as ascertained by a geographic location of the IP 
service provider). Thus, if the MAC address and the location 
associated with the public originating IP address within the 
request correspond to a MAC address and location within 
the database (defining the Subscriber's rights), the request 
for dual DMS will be granted. If the MAC address and the 
location associated with the originating address within the 
request do not correspond to the MAC address and location 
within the database, the request for DMS will be denied and 
the subscriber will be forced to utilize a radio access network 
(e.g., a GSM network) and incur fees associated therewith. 
0056. Now turning to FIG. 5, a methodology for request 
ing DMS is illustrated. At 500, a dual mode client enters 
range of an access point. For instance, the dual mode client 
can recognize and interpret WiFi signals output by an access 
point, such as a wireless router or a repeater. At 502, the dual 
mode client accesses a broadband network associated with 
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the access point and a public originating IP address relating 
to the access point/dual mode client is provided to a com 
ponent maintained by a wireless network provided. At 504, 
a determination is made regarding whether access to DMS 
is authorized. As described above, such determination is 
based at least in part upon a geographic location associated 
with the provided public originating IP address. If it is 
determined that access to DMS is authorized, then the dual 
mode client can send/receive voice/data by way of a broad 
band network associated with the access point (typically at 
a reduced rate or free) at 506. If it is determined that access 
to DMS is not authorized, then at 508 voice/data can be sent 
or received by way of a radio access network, such as a GSM 
network. Utilization of a radio access network is typically 
associated with greater fees when compared to use of a 
broadband network (e.g., VoIP) to send and receive data. 
0057 Now referring to FIG. 6, a system 600 that facili 
tates control of network access is illustrated. As described 
above, the claimed subject matter facilitates validation and 
authentication of the physical location of a multi-mode (e.g., 
DMS) UMA system, thereby restricting the handset from 
gaining access from unauthorized locations. Thus, access to 
dual-mode UMA services, for example, at a particular 
location (e.g., in a subscriber's home, or in a hot spot that is 
controlled by a carrier) can now be managed to allow or 
deny service at that location. 
0058 Accordingly, the system 600 includes an unli 
censed wireless network (UWN) 602 that facilitates com 
munications for a multi-mode UMA client 604 to a radio 
network. An access component 606 of the radio network is 
provided that controls access to the radio network by the 
UMA client 604 based on a physical location of the UMA 
client 604. In one implementation, the UMA client 604 is a 
dual-mode mobile handset. The UWN 602 can be a broad 
band IP network such as a digital subscriber line (DSL) 
technology, a cable television network, T1/E1, broadband 
wireless, FTTH (Fiber to the Home), . . . . The radio network 
can be a GSM (global system for mobile telecommunica 
tions) network and/or a GPRS (general packet radio ser 
vices) network. 
0059) The UWN 602 typically includes a modem (e.g., 
DSL and/or cable modem) that includes a unique identifier 
(e.g., a MAC address). Moreover, the modem is assigned a 
unique IP address by the provider, which IP address is then 
assigned to the Subscriber account information Such that the 
location of the modem can be determined. Thus, with respect 
to validation, when the UMA client 604 is utilized using 
existing GSM protocols and procedures, the validation 
request is encapsulated in IP and routed through the broad 
band connection gaining access to the GSM network to 
provide the same data and Voice services that are provided 
on the GSM network while in the unlicensed WiFi network, 
using the broadband connection (e.g., DSL) as the GSM 
transport. A server on the radio network provides the map 
ping from the modem MAC address to the handset to the 
subscriber home location (where the physical location is the 
subscriber's home). 
0060. Now that the physical location of the client 604 can 
be known, the system 600 can further comprise a billing 
component 608 that facilitates billing based on the physical 
location of the client 604. For example, if the subscriber is 
at home, the call via a handset that employs the client can be 
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structured by the provider to be free. However, if the 
subscriber is making a call via the UMA client handset at a 
remote location (e.g., a retail establishment), it is now 
possible to charge for that connection at a different fee. 
Furthermore, now that the physical location of the UMA 
client handset can be determined, this furthers the mandates 
of E911 compliance. 
0061 FIG. 7 illustrates a methodology of controlling 
network access in accordance with the Subject innovation. 
At 700, a UWN that supports IP packets is received that 
provides access to a radio network. At 702, a client (e.g., 
UMA) of a subscriber initiates access to the radio network 
via the UWN. At 704, the physical location of the client is 
determined using a UWN identifier. At 706, access to the 
radio network is either allowed or denied based on the 
physical location of the client. 
0062) Referring now to FIG. 8, there is illustrated a 
methodology of providing location-based billing for a UMA 
client in accordance with another aspect. At 800, a UWN 
that Supports IP packets is received that provides access to 
a radio network. At 802, a UMA client of a subscriber 
initiates access to the radio network via the UWN. At 804, 
the physical location of the UMA client is determined using 
a UWN identifier. At 806, access to the radio network is 
either allowed or denied based on the physical location of 
the UMA client. 

0063 FIG. 9 illustrates a more detailed system 900 that 
provides network access control of a UMA client 902. In the 
UMA architecture, at least the following elements exist: the 
UMA client in the handset 902, a UNC904 that provides the 
interface to the core network via 3GPP specified A/Gb 
interfaces, an MSC (mobile switching center) 906, a 
RADIUS server 908, a presence manager (PM) 910 and a 
HSS (home subscriber server) 912. Conventionally, the 
UMA handset 902 communicates over an unlicensed wire 
less network (e.g., WiFi, Bluetooth. . . . ) to an IP access 
network 914 (e.g., broadband DSL) to the UNC 904 to be 
authenticated and authorized for access to core network 
GSM voice and/or GPRS data services. If approved, the 
subscriber's current location information stored in the core 
network is updated, and all mobile voice and data traffic is 
routed to the UMA handset 902 over the UMA network 
(UMAN), instead of the radio access network. 
0064. In one implementation, the claimed subject matter 
related to addition of novel functionality to the RADIUS 
server 908 in the form of a RADIUS presence agent 920 
and/or to the UNC 904 in the form of a UNC presence agent 
922 via a new database. The presence agents (920 and 922) 
facilitate communication of presence notification messages. 
The new database can be located anywhere, for example, in 
the HSS 912. The HSS 912 then functions at least like a new 
RADIUS Server. 

0065. The DMS presence notification message can 
include a DSL account E.164 number, an IP address, a UMA 
E.164 number, IMSI (international mobile subscriber iden 
tity), and/or Subscriber physical location information (e.g., 
street address, and the like). The IMSI is an ITU-T speci 
fication that uniquely identifies a subscriber to a mobile 
telephone service. The IMSI is used in a GSM network, and 
can be used in all cellular networks to identify at least the 
phone's home country and carrier. Once the presence and 
location information associated with this IP address is 
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received, when the UMA client 902 registers on the UNC 
908, the UNC will read the IMSI and the public originating 
IP address. During the UMA registration procedure, the 
UMA client sends the following information to the UNC: the 
IMSI, the AP ID, and the public originating IP address. The 
system can now go to the HSS 914 and do a search on the 
IP E. 164 address and check to see if it is a valid IP address 
for this UMA client 902. If yes, then the system will validate 
the number and grant service. If the DMS is queried and a 
valid record is not returned, then the address originated from 
the IP address was one which was not authorized. The DSL 
carriers can assign specific discreet location information that 
corresponds to an IP address. 
0066. As described supra, a service-provider perspective 

is provided for controlling where a subscriber can use WiFi 
to access DMS. The service-provider perspective builds 
upon existing UMA and broadband security procedures to 
enable the UNC-SGW to validate the public originating IP 
address of the UMA client. Solutions include the use of the 
physical location of the broadband endpoint to control DMS 
access, provide dynamic location based billing, and dynami 
cally comply with E911 regulations. Although the subject 
description focuses on the DSL broadband network, the 
same concept can be applied to non-DSL networks Such as 
cable modem networks, T1/E1, FTTH, etc. 

0067 Carriers can now charge differently for converged 
services depending on where the subscriber is located. For 
example, if the subscriber uses the parent’s DSL service in 
the home, the call is free. If the subscriber uses a WiFi 
hotspot at local retail store, the call can be charged at the 
normal GSM rates, or differently than in the subscriber 
home. 

0068 FIG. 10 illustrates a methodology of authenticating 
by validating a physical endpoint of the subscriber broad 
band connection and associating the Subscriber to an IP 
address. At 1000, during the broadband startup procedure 
(e.g., the PPPoE initiation procedure), the broadband 
modem will login and obtain an IP address from the Net 
work Access Server's dynamic address pool. For example, 
as part of the access procedure the RADIUS server will 
associate the assigned IP address with the broadband 
account identity (e.g., the POTS (plain old telephone sys 
tem) E. 164 number). At 1002, after associating the IP 
address with the broadband account identity, the broadband 
service provider sends a presence notification message to a 
new DMS subscriber authorization database (DAD), as 
indicated at 1004. The presence notification message can 
include information used by the UNC-SGW to authorize the 
UMA client to use the broadband connection based on the 
broadband account identity and IMSI parameter. At 1006, 
during the registration procedure, the UMA client provides 
the IMSI, originating public IP address, and the MAC 
address of the access point. At 1008, the UNC-SGW vali 
dates the UMA client’s IMSI and public originating IP 
address pair with the DAD. 

0069. The DAD is a virtual element that can reside in the 
UMAN, and can be part of a larger subscriber database such 
as the HLR (Home Location Register), HSS (Home Sub 
scriber Server), AAA server, or carrier-specific database. 
Key functions of the DAD include receiving presence noti 
fication messages from broadband service providers, corre 
lating the broadband account identity and public IP address 
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with the UMA Subscriber’s IMSI and with the current IMSI 
and IP address, and accepting or rejecting authorization 
requests from the UNC-SGW based on the UMA client IMSI 
and originating public IP address. 
0070 The DAD can be provisioned with an appropriate 
information record for each authorized broadband identity. 
FIGS. 11 and 12 illustrate examples of record formats 1100 
and 1200 that can be employed. A first record format 1100 
can include the following information. 

Field Name Description 

IMSI International Mobile Subscriber Identity 
IPAddress Public originating IP address of the subscriber's 

broadband CPE (customer premise equipment) 
Broadband The account number to identify the subscription owner, 
Identity can be the same as the POTS E.164 number. 
Location Optional field with physical location information of the 

broadband endpoint. May be the street address or geo 
coordinates used for E911 location information. 

0071. A second record format 1200 (FIG. 12) can include 
the following information. Thus, the database record can 
include the IMSI and the E. 164 number. 

Field Name Description 

IMSI International Mobile Subscriber Identity 
IPAddress Public originating IP address of the subscriber's 

broadband CPE 
Broadband The account number to identify the subscription owner, 
Identity can be the same as the POTS E.164 number. 
Location Optional field used by the UNC to determine the 
Billing Code appropriate CGI (cell global identity) value to be used in 

the CDR (call detail record). 
Location Optional field with physical address information of the 
Address broadband endpoint. 
Location Geo 
Coordinates 

Optional field with lat/long of the endpoint used for 
E911 compliance. 

0072 The broadband service provider's security and 
access control procedures can be provisioned with one or 
more IMSIs authorized to use the broadband connection. 

0073. The UNC registration procedure can include the 
following MS (mobile station) and AP (access point) 
addressing parameters (as provided by the UMA specifica 
tion UMA Stage 2): 
0074 The IMSI associated with the SIM in the terminal. 
This identifier is provided by the MS to the UNC when it 
registers to a UNC. The UNC maintains a record for each 
registered MS. For example, the IMSI is used by the UNC 
to find the appropriate MS record when the UNC receives 
a BSSMAP (base station system management application 
part) PAGING message. The BSSMAP protocol is also 
used to convey general BSS (base station system) control 
information between an MSC (mobile switching center) 
and the BSS. An example is the allocation of traffic 
channels between the MSC and the BSS. 

0075 Public IP address of the MS. The public IP address 
of the MS is the source IP present in the outermost IP 
header of packets received from the MS by the UNC 
SGW. If available, this identifier may be used by the UNC 
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to Support locations services and fraud detection. It may 
also be used by service providers to signal managed IP 
networks IP flows that require QoS (quality of service) 
treatment. 

0076) The Access Point (AP) ID. The AP-ID is the MAC 
address of the unlicensed mode access point through 
which the MS is accessing UMA service. This identifier is 
provided by the MS (obtained via broadcast from the AP) 
to the UNC via the Up interface, when it requests UMA 
service. The AP-ID may be used by the UNC to support 
location services. The AP-ID may also be used by the 
service provider to restrict UMA service access via only 
authorized APs. 

0077 FIG. 13 illustrates a client registration procedure. 
At 1300, a client registration procedure is initiated. At 1302, 
the UNC-SGW validates the client IMSI and originating 
public IP address against the DAD. 
0078 FIG. 14 illustrates a methodology of identifying 
and validating a physical location of a broadband customer 
endpoint that is authorized to allow UMA service. At 1400, 
an IP router is received that interfaces the UWN to the 
broadband service provider through the broadband modem. 
On the IP router, the subscriber username and password is 
entered, which information is sent to the broadband service 
provider (e.g., DSL provider), for authentication via a 
RADIUS server, as indicated at 1402. At 1404, the provider 
then authenticates that username and password as being a 
valid subscriber, and enables service. At that time, the 
provider allocates a dynamic IP address (or static IP address) 
that will be assigned and accepted by the broadband modem. 
This is handled by the RADIUS server in the broadband 
network. At 1406, the RADIUS server collects the user 
name?password, validates the Subscriber, and starts the 
accounting process, and knows the IP address of the Sub 
scriber and that the particular subscriber has network access. 
0079. In accordance with the claimed subject matter, 
functionality is added to take the information it has collected 
during the Subscriber login and create the presence message 
that will be transmitted over to the GSM network. Accord 
ingly, at 1408, a presence notification message is sent that 
includes the broadband E. 164 number, a GSM E. 164 num 
ber, and the physical location data (street address, etc.). At 
1410, this data gets sent over to a standard presence interface 
on the GSM network, which GSM network accepts it, and 
stores it into a database. 

0080 Referring now to FIG. 15, there is illustrated a 
methodology of correlating a broadband physical location 
with the public originating IP address of the UMA client and 
subsequently allow or deny UMA service. At 1500, the 
UMA client enters into the home, detects the WiFi network 
and, receives an IP address and WiFi security data. At 1502, 
a UMA client registration procedure is automatically started 
back to the UNC on the GSM network. The registration 
process includes sending the IP address of the broadband 
modem and the IMSI to the UNC to setup the secure tunnel 
and start the standard GSM authentication procedures. 
0081. In accordance with added novel functionality of the 
UNC, once the UNC collects the IMSI and IP address, the 
UNC initiates a query to the database (e.g., the HSS DIAM 
ETER database) to get the E. 164 DSL number, and the IMSI, 
as indicated at 1504. At 1506, using the location informa 
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tion, the UNC collects that information and goes back to the 
legacy GSM network and queries the network to validate the 
dual mode services. At 1508, a determination is made 
whether the broadband physical location is one of the valid 
serving areas for that particular UMA client. At 1510, in 
accordance with the determination, service is then allowed 
or denied. 

0082 FIG. 16 illustrates a methodology of dynamically 
assigning a cell global identity to specific IEEE 802.11 
access points during the UMA client registration procedure 
for the purpose of providing location-based billing. The 
UNC has the capability to generate signaling to the MSC, 
which will generate a CDR (call detail record), which will 
have a cell global identity (CGI), and that consists of the 
location area identity plus cell ID. In accordance to novel 
functionality added to the UNC, at 1600, the UNC deter 
mines if the physical location is a valid serving area for the 
UMA client. At 1602, when the UNC validates and deter 
mines that that particular physical location is valid for that 
UMA client, it grants dual-mode services. At 1604, the UNC 
dynamically creates a new record in the UMA billing 
mechanism. At 1606, a CGI number is generated and 
assigned for that physical location. At 1608, as the UNC 
generates CDRs, a dynamically created CGI is applied for 
those particular call records. Almost all new functionality is 
provided in UNC via the presence agent. There can also be 
functionality added to the RADIUS server for the broadband 
component via a RADIUS presence agent. At 1610, the 
subscriber can then be billed according to the CDRs that 
were generated in association with the physical location. 
0083) Referring now to FIG. 17, there is illustrated a 
methodology of dynamically assigning physical location 
information to UMA client sessions for the purpose of E911 
compliance. At 1700, the physical location information is 
collected and stored in a database. This database can reside 
in the UNC, and/or in the HSS where there is a notification 
sent that triggers an E911 database update procedure or in 
both the UNC and the HSS, for example. At 1702, the 
physical location information is then assigned to that par 
ticular GSM E. 164 number. At 1704, the GSM E.164 
number can be used to update a PSAP (public safety 
answering point) database with physical location data for 
that E.164 number. The PSAP is the first contact an E911 
caller will get. The PSAP operator verifies or obtains the 
callers whereabouts (location information), determines the 
nature of the emergency and decides which emergency 
response teams to notify. 
0084 FIG. 18 illustrates an alternative methodology of 
dynamically assigning physical location information to 
UMA client sessions for the purpose of E911 compliance. At 
1800, the physical location information is collected and 
stored in a database. This database can reside in the UNC, 
and/or in the HSS where there is a notification sent that 
triggers an E911 database update procedure or in both the 
UNC and the HSS, for example. Alternatively, at 1802, the 
physical location can be assigned as a pANI (pseudo auto 
matic number identification) for the base transceiver station 
(BTS) towers. The paNI is a modification of the ANI, and 
is used to pass information across systems that can handle 
ANI traffic. The paNI is a number employed in wireless 
E911 call setup that can be used to route the call the 
appropriate PSAP. The pANI generally identifies the cell/ 
sector from which the call was made, whereas the ANI 
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carries the actual telephone number of the wireline caller. 
Thus, at 1804, an E911 call center can obtain the telephone 
number and a general location of the caller based on the 
pANI number. In one implementation, a pseudo telephone 
number is created and assigned to a BTS tower, a cell sector, 
and stored in a PSAP database. 

0085 FIG. 19 illustrates yet another alternative method 
ology of dynamically assigning physical location informa 
tion to UMA client sessions for the purpose of E911 com 
pliance. At 1900, the caller initiates an E911 call through the 
broadband network. At 1902, the UNC correlates the GSM 
E.164 number with the broadband E. 164 number (e.g., DSL 
E.164 number). At 1904, the UNC transposes the E. 164 
numbers when sending the digits to the selected tandem. 
That way, the UNC makes it appear as though the call is 
originating from a land line. The broadband E. 164 number 
will already have that physical street address for that tele 
phone number. 
0086 FIG. 20 illustrates another exemplary architecture 
2000 according to one innovative aspect. For the purpose of 
illustrating this Dynamic DMS Access Control concept, a 
dual mode handset (DMH) 2002 is provided, which can be 
a UMA handset. However, it is within contemplation that 
IMS VoIP handsets can also be supported. The innovation 
has zero impact on the DMH and reuses the IMSI and public 
originating IP address during the UMA registration proce 
dure. 

0087. The wireless handset 2002 communicates with an 
RBGW 2004. This element 2004 can include any or all of a 
broadband modem (in this case a DSL modem), an IP router, 
a WiFi access point, and analog terminal adapters. The 
RBGW 2004 uses the PPPoE protocol for IP access to a 
broadband network 2006. The RBGW interfaces to a 
RADIUS (remote authentication dial-in user service) 2008, 
which authenticates the RBGW, authorizes service, and 
assigns an IP address, for example. 
0088 A presence user agent (PUA) 2010 interfaces to the 
RADIUS server 2008 and the broadband network 2006. The 
PUA 2010 provides functionality to notify the 3GPP net 
work of the physical attributes (e.g., identity, IP address, and 
location) of the broadband endpoint. 
0089. A UNC 2012 interfaces to the broadband network 
2006 and includes the SGW that authenticates and autho 
rizes service to the DMH client 2002 (e.g., UMA). A new 
function (a presence user agent) in the UNC is introduced 
that queries an HSS 2014 to validate broadband endpoints 
during the UMA registration procedure. A presence server 
2016 is provided that receives presence information from the 
PUA 2010 and updates the subscriber record in the HSS 
2014. The HSS 2014 is part of the IMS core used for 
Subscriber provisioning and stores profiles. A new schema is 
introduced to support the correlation of broadband identities 
and IP addresses with IMSI data. This concept assumes the 
HSS includes the DAD. 

0090. Following are two message flows that impact the 
broadband link activation and UMA client registration pro 
cedures. For simplicity, not all messaging procedures are 
shown and some procedures may be simplified. The 
RADIUS element is assumed to include the network access 
server and aggregator functions. 
0091 FIG. 21 illustrates a message flow for an IP reg 
istration procedure. A PPPoE session is started and estab 
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lished between the RBGW and RADIUS node. This process 
authenticates the RBGW, initiates a PPP session, assigns an 
IP address, and starts accounting. A result is that an IP 
address is assigned to the RBGW (e.g., a DSL modem). The 
RADIUS node then notifies the PUA of the broadband 
service identity, typically the POTS E. 164 number, and the 
IP address assigned to the RBGW. This notification triggers 
the PUA to query the broadband subscriber database (not 
shown) to determine if the broadband identity is allowed to 
support DMS. If DMS is allowed, the PUA collects the 
endpoint location information from the broadband sub 
scriber database. A result is that DMS authorization is 
validated for the broadband endpoint. Another result is that 
a DMS authorization and presence message is created. The 
PUA then sends the DMS authorization and presence mes 
sage to the presence server. This notification triggers the 
presence server to initiate a subscriber profile update in the 
DAD, here located in the HSS. The presence server updates 
the subscriber's record in the DAD, in this case the HSS, 
with the public originating IP address of the authorized 
broadband endpoint. The UNC uses this information during 
the UMA registration procedure. At this point, IP address 
registration is complete. 

0092 FIG. 22 illustrates message flow for a UMA reg 
istration and authorization procedure. Initially, a PPPoE is 
session is active to the RBGW. The DMH initiates and 
completes a WiFi association process that includes the IEEE 
802.11 security. The DMH initiates the UMA registration 
procedure with the UNC. The UNC identifies the IMSI and 
public originating IP address in the registration message and 
IP packets. The UNC queries the HSS for the IMSI and 
public originating IP address. If found, the UNC allows 
DMS access for this broadband endpoint. If not, access is 
denied. A result is that the public originating IP address and 
IMSI are authorized. The UMA client and UNC complete 
the UMA registration process including SIM Authentication 
(not shown) and an IPsec tunnel. The UMA client registra 
tion is then complete. 

0093. In a scenario of multiple access points served by a 
single, public originating IP address, and because the UMA 
client can include the access point MAC address during the 
UMA registration procedure, a combination of public origi 
nating IP address and access point MAC address can be used 
to identify UMA caller's E911 location. 
0094. With respect to a broadband provider, the subject 
innovation can envision that a static IP address is required to 
Support E911 for enterprise environments that use a single, 
public originating IP address to serve multiple WiFi access 
points in multiple locations. However, dynamic IP address 
ing can also be used to Support the enterprise. 

0.095 A broadband provider concept envisions a self 
provisioning mechanism whereby the Subscriber and/or 
DMS provider can be allowed to update a broadband 
account profile to set DMS permissions for the broadband 
endpoint. With regards to provisioning, each broadband 
account can be provisioned to allow or deny the self 
provisioning of DMS-allowed IMSI(s). The broadband sub 
scriber controls which DMS E.164 (or IMSIs) are allowed to 
use his or her broadband service. Each broadband account 
can be self-provisioned by the subscriber or other mecha 
nism with one or more IMSIs that are allowed DMS from 
this endpoint. One method may be for the DMS provider to 
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update the broadband account with a list of authorized 
IMSIs. The broadband provider can enable a PPPoE access 
concentrator to trigger the appropriate presence notification 
to the DAD via the PUA. 

0096] With respect to a DMS provider, the innovation can 
assume that no additional per Subscriber provisioning is 
required. The DAD can use the IMSI as the key field. The 
DAD can be dynamically provisioned as part of the standard 
DMS provisioning process. A presence server can be 
employed to receive notifications from the broadband pro 
vider PUA and update the DAD. The DMS authentication 
and access control element (in this case the UNC-SGW) can 
query the DAD during the DMS registration procedure to 
allow or deny DMS based on the DMH IMSI and public 
originating IP address. 

0097 E911 call handling and database procedures require 
the DMS provider to identify the appropriate PSAP via the 
E911 tandem or selective router. The DMS provider asso 
ciates the location of the broadband endpoint with the 
appropriate PSAP. The DMS provider may update an auto 
matic location information (ALI) database with the current 
information of the DMS E.164 number. The DMS Provider 
can enable the DMS E911 call to masquerade as a fixed 
wireline call by replacing the DMS E. 164 number's calling 
number (ANI) ID with the broadband E. 164 number. This 
procedure puts DMS E911 calls on par with fixed wireline 
E911 calls. The DMS handset can provide a visual indicator 
to inform the Subscriber of his or her E911 location status 
(e.g., good, unavailable, other). The DMS provider can 
provide an E911 location update to the DMS handset and 
expose this information to the subscriber. 
0098. The enterprise is responsible for updating (e.g., 
mechanized and/or via the broadband provider) the DAD 
with the current and accurate location information for access 
points in the enterprise. In a scenario where a static IP and/or 
address space is assigned to a physical endpoint, a manual 
process can be used to update the DAD. In a case where 
multiple access points are served by a single broadband 
endpoint, a manual process can be implemented to associate 
an access point MAC address with the physical endpoint 
location. See the following DAD record example for mul 
tiple access points. 

Field Name Value 

AP MAC ADDRESS 
BROADBAND ID 
AP LOCATION 

OO-05-9A-3C-78-00 
404-555-1212 
5565 Glenridge Connector, 9" floor 

0099] After the UNC queries the DAD and authorizes the 
public originating IP address, a second query can be made to 
search for an access point record. If the access point is found 
and its BROADBAND ID field matches the broadband 
record BROADBAND ID field, the E911 location informa 
tion is set to the AP LOCATION value. This technique for 
Supporting multiple access points can require new develop 
ment to the PSAP and/or ALI. 

0.100 FIG. 23 illustrates a schematic block diagram of a 
dual-mode handset (DMH) 2300. In order to provide addi 
tional context for various aspects thereof, FIG. 23 and the 
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following discussion are intended to provide a brief, general 
description of a suitable environment 2300 in which the 
various aspects of the claimed subject matter can be imple 
mented. While the description includes a general context of 
computer-executable instructions, those skilled in the art 
will recognize that the claimed Subject matter also can be 
implemented in combination with other program modules 
and/or as a combination of hardware and Software. 

0101 Generally, applications (e.g., program modules) 
can include routines, programs, components, data structures, 
etc., that perform particular tasks or implement particular 
abstract data types. Moreover, those skilled in the art will 
appreciate that the inventive methods can be practiced with 
other system configurations, including single-processor or 
multiprocessor systems, minicomputers, mainframe com 
puters, as well as personal computers, hand-held computing 
devices, microprocessor-based or programmable consumer 
electronics, and the like, each of which can be operatively 
coupled to one or more associated devices. 
0102) A computing device can typically include a variety 
of computer-readable media. Computer-readable media can 
be any available media that can be accessed by the computer 
and includes both volatile and non-volatile media, remov 
able and non-removable media. By way of example, and not 
limitation, computer-readable media can comprise computer 
storage media and communication media. Computer storage 
media includes both volatile and non-volatile, removable 
and non-removable media implemented in any method or 
technology for storage of information Such as computer 
readable instructions, data structures, program modules or 
other data. Computer storage media can include, but is not 
limited to, RAM, ROM, EEPROM, flash memory or other 
memory technology, CD-ROM, digital video disk (DVD) or 
other optical disk storage, magnetic cassettes, magnetic tape, 
magnetic disk storage or other magnetic storage devices, or 
any other medium which can be used to store the desired 
information and which can be accessed by the computer. 

0103 Communication media typically embodies com 
puter-readable instructions, data structures, program mod 
ules or other data in a modulated data signal Such as a carrier 
wave or other transport mechanism, and includes any infor 
mation delivery media. The term “modulated data signal 
means a signal that has one or more of its characteristics set 
or changed in Such a manner as to encode information in the 
signal. By way of example, and not limitation, communi 
cation media includes wired media Such as a wired network 
or direct-wired connection, and wireless media Such as 
acoustic, RF, infrared and other wireless media. Combina 
tions of the any of the above should also be included within 
the scope of computer-readable media. 

0104. The DMH 2300 (similar to client handset 104,402. 
2002) includes a processor 2302 for controlling and pro 
cessing all onboard operations and functions. A memory 
2304 interfaces to the processor 2302 for storage of data and 
one or more applications 2306 (e.g., a video player software, 
user feedback component Software, etc.). Other applications 
can include Voice recognition of predetermined Voice com 
mands that facilitate initiation of the user feedback signal, as 
well as those described infra. The applications 2306 can be 
stored in the memory 2304 and/or in a firmware 2308, and 
executed by the processor 2302 from either or both the 
memory 2304 or/and the firmware 2308. The firmware 2308 
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can also store startup code for execution in initializing the 
DMH 2300. A communication component 2310 interfaces to 
the processor 2302 to facilitate wired/wireless communica 
tion with external systems, e.g., cellular networks, VoIP 
networks, and so on. Here, the communications component 
2310 also includes a GSM transceiver 2311 and a WiFi. 
transceiver 2313 for corresponding signal communications. 
The DMH 2300 can be a device such as a cellular telephone, 
a PDA with mobile communications capabilities, and mes 
Saging-centric devices. 
0105. The DMH 2300 includes a display 2312 for dis 
playing text, images, video, telephony functions (e.g., a 
Caller ID function), setup functions, and for user input. The 
display 2312 can also accommodate the presentation of 
multimedia content. A serial I/O interface 2314 is provided 
in communication with the processor 2302 to facilitate wired 
and/or wireless serial communications (e.g., USB, and/or 
IEEE 1394) via a hardwire connection, and other serial input 
devices (e.g., a keyboard, keypad, and mouse). This Supports 
updating and troubleshooting the DMH 2300, for example. 
Audio capabilities are provided with an audio I/O compo 
nent 2316, which can include a speaker for the output of 
audio signals related to, for example, indication that the user 
pressed the proper key or key combination to initiate the user 
feedback signal. The audio I/O component 2316 also facili 
tates the input of audio signals via a microphone to record 
data and/or telephony Voice data, and for inputting voice 
signals for telephone conversations. 
0106) The DMH 2300 can include a slot interface 2318 
for accommodating a SIC (Subscriber Identity Component) 
in the form factor of a card Subscriber Identity Module 
(SIM) or universal SIM 2320, and interfacing the SIM card 
2320 with the processor 2302. However, it is to be appre 
ciated that the SIM card 2320 can be manufactured into the 
DMH 2300, and updated by downloading data and software 
thereinto. 

0107 The DMH 2300 can process IP data traffic via the 
communication component 2310 to accommodate IP traffic 
from an IP network such as, for example, the Internet, a 
corporate intranet, a home network, a person area network, 
etc., via an ISP or broadband cable provider. Thus, VoIP 
traffic can be utilized by the DMH 2300 and IP-based 
multimedia content can be received in either an encoded or 
decoded format. 

0108) A video processing component 2322 (e.g., a cam 
era) can be provided for decoding encoded multimedia 
content. The DMH 2300 also includes a power source 2324 
in the form of batteries and/or an AC power subsystem, 
which power source 2324 can interface to an external power 
system or charging equipment (not shown) via a power I/O 
component 2326. 

0109) The DMH 2300 can also include a video compo 
nent 2330 for processing video content received and, for 
recording and transmitting video content. A location track 
ing component 2332 facilitates geographically locating the 
DMH 2300. As described hereinabove, this can occur when 
the user initiates the feedback signal automatically or manu 
ally. A user input component 2334 facilitates the user 
initiating the quality feedback signal. The input component 
can include Such conventional input device technologies 
Such as a keypad, keyboard, mouse, stylus pen, and touch 
screen, for example. 
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0110 Referring again to the applications 2306, a hyster 
esis component 2336 facilitates the analysis and processing 
of hysteresis data, which is utilized to determine when to 
associate with the access point. A Software trigger compo 
nent 2338 can be provided that facilitates triggering of the 
hysteresis component 2338 when the WiFi transceiver 2313 
detects the beacon of the access point. A SIP client 2340 
enables the DMH 2300 to support SIP protocols and register 
the subscriber with the SIP registrar server. 
0111. The DMH 2300, as indicated supra related to the 
communications component 2310, includes an indoor net 
work radio transceiver 2313 (e.g., WiFi transceiver). This 
function supports the indoor radio link, such as IEEE 
802.11, for the dual-mode GSM handset 2300. The DMH 
2300 can also include an internal analog terminal adapter 
(ATA) 2342 for interfacing to analog devices Such as 
modems and fax machines, for example. Alternatively, or in 
addition to the internal ATA 2342, an external ATA module 
2344 can be provided for the same purposes as the internal 
ATA module 2342. 

0112 Referring now to FIG. 24, there is illustrated a 
block diagram of a computer operable to provide storage and 
access such as for the UNC and/or HSS. In order to provide 
additional context for various aspects thereof, FIG. 24 and 
the following discussion are intended to provide a brief, 
general description of a Suitable computing environment 
2400 in which the various aspects of the innovation can be 
implemented. While the description above is in the general 
context of computer-executable instructions that may run on 
one or more computers, those skilled in the art will recog 
nize that the innovation also can be implemented in com 
bination with other program modules and/or as a combina 
tion of hardware and software. 

0113 Generally, program modules include routines, pro 
grams, components, data structures, etc., that perform par 
ticular tasks or implement particular abstract data types. 
Moreover, those skilled in the art will appreciate that the 
inventive methods can be practiced with other computer 
system configurations, including single-processor or multi 
processor computer systems, minicomputers, mainframe 
computers, as well as personal computers, hand-held com 
puting devices, microprocessor-based or programmable con 
Sumer electronics, and the like, each of which can be 
operatively coupled to one or more associated devices. 
0114. The illustrated aspects of the innovation may also 
be practiced in distributed computing environments where 
certain tasks are performed by remote processing devices 
that are linked through a communications network. In a 
distributed computing environment, program modules can 
be located in both local and remote memory storage devices. 
0115) A computer typically includes a variety of com 
puter-readable media. Computer-readable media can be any 
available media that can be accessed by the computer and 
includes both volatile and non-volatile media, removable 
and non-removable media. By way of example, and not 
limitation, computer-readable media can comprise computer 
storage media and communication media. Computer storage 
media includes both volatile and non-volatile, removable 
and non-removable media implemented in any method or 
technology for storage of information Such as computer 
readable instructions, data structures, program modules or 
other data. Computer storage media includes, but is not 
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limited to, RAM, ROM, EEPROM, flash memory or other 
memory technology, CD-ROM, digital video disk (DVD) or 
other optical disk storage, magnetic cassettes, magnetic tape, 
magnetic disk storage or other magnetic storage devices, or 
any other medium which can be used to store the desired 
information and which can be accessed by the computer. 
0116 Communication media typically embodies com 
puter-readable instructions, data structures, program mod 
ules or other data in a modulated data signal Such as a carrier 
wave or other transport mechanism, and includes any infor 
mation delivery media. The term “modulated data signal 
means a signal that has one or more of its characteristics set 
or changed in Such a manner as to encode information in the 
signal. By way of example, and not limitation, communi 
cation media includes wired media Such as a wired network 
or direct-wired connection, and wireless media Such as 
acoustic, RF, infrared and other wireless media. Combina 
tions of the any of the above should also be included within 
the scope of computer-readable media. 
0.117) With reference again to FIG. 24, the exemplary 
environment 2400 for implementing various aspects 
includes a computer 2402, the computer 2402 including a 
processing unit 2404, a system memory 2406 and a system 
bus 2408. The system bus 2408 couples system components 
including, but not limited to, the system memory 2406 to the 
processing unit 2404. The processing unit 2404 can be any 
of various commercially available processors. Dual micro 
processors and other multi-processor architectures may also 
be employed as the processing unit 2404. 
0118. The system bus 2408 can be any of several types of 
bus structure that may further interconnect to a memory bus 
(with or without a memory controller), a peripheral bus, and 
a local bus using any of a variety of commercially available 
bus architectures. The system memory 2406 includes read 
only memory (ROM) 2410 and random access memory 
(RAM) 2412. A basic input/output system (BIOS) is stored 
in a non-volatile memory 2410 such as ROM, EPROM, 
EEPROM, which BIOS contains the basic routines that help 
to transfer information between elements within the com 
puter 2402, such as during start-up. The RAM 2412 can also 
include a high-speed RAM such as static RAM for caching 
data. 

0119) The computer 2402 further includes an internal 
hard disk drive (HDD) 2414 (e.g., EIDE, SATA), which 
internal hard disk drive 2414 may also be configured for 
external use in a suitable chassis (not shown), a magnetic 
floppy disk drive (FDD) 2416, (e.g., to read from or write to 
a removable diskette 2418) and an optical disk drive 2420, 
(e.g., reading a CD-ROM disk 2422 or, to read from or write 
to other high capacity optical media such as the DVD). The 
hard disk drive 2414, magnetic disk drive 2416 and optical 
disk drive 2420 can be connected to the system bus 2408 by 
a hard disk drive interface 2424, a magnetic disk drive 
interface 2426 and an optical drive interface 2428, respec 
tively. The interface 2424 for external drive implementations 
includes at least one or both of Universal Serial Bus (USB) 
and IEEE 1394 interface technologies. Other external drive 
connection technologies are within contemplation of the 
Subject innovation. 
0.120. The drives and their associated computer-readable 
media provide nonvolatile storage of data, data structures, 
computer-executable instructions, and so forth. For the 
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computer 2402, the drives and media accommodate the 
storage of any data in a Suitable digital format. Although the 
description of computer-readable media above refers to a 
HDD, a removable magnetic diskette, and a removable 
optical media such as a CD or DVD, it should be appreciated 
by those skilled in the art that other types of media which are 
readable by a computer, such as Zip drives, magnetic cas 
settes, flash memory cards, cartridges, and the like, may also 
be used in the exemplary operating environment, and fur 
ther, that any such media may contain computer-executable 
instructions for performing the methods of the disclosed 
innovation. 

0121. A number of program modules can be stored in the 
drives and RAM 2412, including an operating system 2430. 
one or more application programs 2432, other program 
modules 2434 and program data 2436. All or portions of the 
operating system, applications, modules, and/or data can 
also be cached in the RAM 2412. It is to be appreciated that 
the innovation can be implemented with various commer 
cially available operating systems or combinations of oper 
ating systems. 

0122) A user can enter commands and information into 
the computer 2402 through one or more wired/wireless input 
devices, e.g., a keyboard 2438 and a pointing device. Such 
as a mouse 2440. Other input devices (not shown) may 
include a microphone, an IR remote control, a joystick, a 
game pad, a stylus pen, touch screen, or the like. These and 
other input devices are often connected to the processing 
unit 2404 through an input device interface 2442 that is 
coupled to the system bus 2408, but can be connected by 
other interfaces, such as a parallel port, an IEEE 1394 serial 
port, a game port, a USB port, an IR interface, etc. 
0123. A monitor 2444 or other type of display device is 
also connected to the system bus 2408 via an interface, such 
as a video adapter 2446. In addition to the monitor 2444, a 
computer typically includes other peripheral output devices 
(not shown). Such as speakers, printers, etc. 
0.124. The computer 2402 may operate in a networked 
environment using logical connections via wired and/or 
wireless communications to one or more remote computers, 
Such as a remote computer(s) 2448. The remote computer(s) 
2448 can be a workstation, a server computer, a router, a 
personal computer, portable computer, microprocessor 
based entertainment appliance, a peer device or other com 
mon network node, and typically includes many or all of the 
elements described relative to the computer 2402, although, 
for purposes of brevity, only a memory/storage device 2450 
is illustrated. The logical connections depicted include 
wired/wireless connectivity to a local area network (LAN) 
2452 and/or larger networks, e.g., a wide area network 
(WAN) 2454. Such LAN and WAN networking environ 
ments are commonplace in offices and companies, and 
facilitate enterprise-wide computer networks, such as intra 
nets, all of which may connect to a global communications 
network, e.g., the Internet. 
0125 When used in a LAN networking environment, the 
computer 2402 is connected to the local network 2452 
through a wired and/or wireless communication network 
interface or adapter 2456. The adaptor 2456 may facilitate 
wired or wireless communication to the LAN 2452, which 
may also include a wireless access point disposed thereon 
for communicating with the wireless adaptor 2456. 
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0.126 When used in a WAN networking environment, the 
computer 2402 can include a modem 2458, or is connected 
to a communications server on the WAN 2454, or has other 
means for establishing communications over the WAN 
2454, such as by way of the Internet. The modem 2458, 
which can be internal or external and a wired or wireless 
device, is connected to the system bus 2408 via the serial 
port interface 2442. In a networked environment, program 
modules depicted relative to the computer 2402, or portions 
thereof, can be stored in the remote memory/storage device 
2450. It will be appreciated that the network connections 
shown are exemplary and other means of establishing a 
communications link between the computers can be used. 
0127. The computer 2402 is operable to communicate 
with any wireless devices or entities operatively disposed in 
wireless communication, e.g., a printer, Scanner, desktop 
and/or portable computer, portable data assistant, commu 
nications satellite, any piece of equipment or location asso 
ciated with a wirelessly detectable tag (e.g., a kiosk, news 
stand, restroom), and telephone. This includes at least WiFi 
and BluetoothTM wireless technologies. Thus, the commu 
nication can be a predefined structure as with a conventional 
network or simply an ad hoc communication between at 
least two devices. 

0128 WiFi, or Wireless Fidelity, allows connection to the 
Internet from a couch at home, a bed in a hotel room, or a 
conference room at work, without wires. WiFi is a wireless 
technology similar to that used in a cell phone that enables 
Such devices, e.g., computers, to send and receive data 
indoors and out; anywhere within the range of a base station. 
WiFi networks use radio technologies called IEEE 802.11 
(a, b, g, etc.) to provide secure, reliable, fast wireless 
connectivity. A WiFi network can be used to connect com 
puters to each other, to the Internet, and to wired networks 
(which use IEEE 802.3 or Ethernet). WiFi networks operate 
in the unlicensed 2.4 and 5 GHZ radio bands, at an 11 Mbps 
(802.11a) or 54 Mbps (802.11b) data rate, for example, or 
with products that contain both bands (dual band), so the 
networks can provide real-world performance similar to the 
basic 10BaseT wired Ethernet networks used in many 
offices. 

0129 FIG. 25 illustrates an exemplary GSM network 
2500 that facilitates DMS access control, location-based 
billing, and E911 mechanisms according to an innovative 
aspect. The GSM system, designed as a 2G cellular com 
munications system, utilizes TDMA (time division multiple 
access) technology to enable greater call capacity. Digitally 
encoded speech can also be ciphered to retain call privacy. 
Voice calls are the primary function of the GSM system. To 
achieve this, the speech is digitally encoded, and later 
decoded using a Vocoder. 
0.130 GSM also supports a variety of other data services, 
although the performance for Such data services (e.g., fac 
simile videotext and teletext) is slow. One data service 
includes SMS that allows bi-directional messaging, store 
and-forward delivery, and alphanumeric messages. The 
overall system definition for GSM describes not only the air 
interface, but also the network. GSM uses 200 KHZ RF 
channels, and are typically multiplexed to, for example, 
enable eight users to access each carrier. 
0131) The GSM network 2500 includes a base station 
subsystem (BSS) 2502, a network subsystem (NSS) 2504 
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and a GPRS core network 2506. The BSS 2502 can include 
one or more base transceiver stations (BTS) 2508 and a base 
station controller (BSC) 2510 connected together on an 
A-bis interface. The BTS and accompanying base stations 
(not shown) connect a cellphone to a cellular network. Base 
stations are all interconnected to facilitate roaming from one 
cell to another via a process called handover, without losing 
the cell connection. 

0132 A packet control unit (PCU) 2512 is shown con 
nected to the BTS 2510 although the exact position of this 
can depend on the vendor architecture. The BSS 2502 is 
connected by the air interface Um to a mobile terminal 2514. 
The BTS 2508 are the actual transmitters and receivers of 
radio signals. Typically, a BTS for anything other than a 
picocell will have several different transceivers (TRXs) 
which allow it to serve several different frequencies or even 
several different cells (in the case of sectorized base sta 
tions). 
0133. By using directional antennae on a base station, 
each pointing in different directions, it is possible to sec 
torise the base station so that several different cells are 
served from the same location. This increases the traffic 
capacity of the base station (each frequency can carry eight 
Voice channels) while not greatly increasing the interference 
caused to neighboring cells (in any given direction, only a 
Small number of frequencies are being broadcast). 
0134) The BSC 2510 provides the intelligence behind the 
BTS 2508. Typically, a BSC can have tens or even hundreds 
of BTSS 2508 under its control. The BSC 2510 handles 
allocation of radio channels, receives measurements from 
the mobile phones, and controls handovers from BTS to 
BTS (except in the case of an inter-MSC handover in which 
case control is in part the responsibility of the an MSC). One 
function of the BSC 2510 is to act as a concentrator such that 
many different low capacity connections to the BTS 2508 
can become reduced to a smaller number of connections 
towards the MSC. Generally, this means that networks are 
often structured to have many BSCs 2510 distributed into 
regions near the BTS 2508 which are then connected to large 
centralized MSC sites. 

0135) The PCU 2512 can perform some of the equivalent 
tasks of the BSC 2510. The allocation of channels between 
voice and data can be controlled by the base station, but once 
a channel is allocated to the PCU 2512, the PCU 2512 takes 
full control over that channel. The PCU 2512 can be built 
into the base station, built into the BSC, or even in some 
architectures, it can be at an SGSN site. 

0136. The BSS 2502 connects to the NSS 2504 by an A 
interface. The NSS 2504 is shown containing an MSC 2516 
connected via an SS7 network 2518 to an HLR 2520. The 
AuC and the EIR, although technically separate functions 
from the HLR 2520, are shown together since combining 
them can be performed in the network. 

0137) The combination of a cell phone 2514 and a SIM 
card (not shown) creates a special digital “signature' that 
includes a subscriber number which is sent from the cell 
phone 2514 to the nearest BTS 2508 asking that the sub 
scriber of a particular network be allowed to use the net 
work. The request is passed on along the network of BTS 
2508 to the heart of a cellular network, the MSC 2516. The 
MSC also routes all incoming and outgoing calls to and from 
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the fixed-line networks or other cellular networks. When the 
user wants to make an outgoing call, another section of the 
MSC called the VLR checks whether the caller is actually 
allowed to make that call. For example, if the caller is barred 
for international dialing, a message to that effect will be 
generated by the VLR, sent along the network, and almost 
instantly back to the cell phone. 
0.138. The MSC 2516 also contains the component called 
HLR 2520 that provides the administrative information 
required to authenticate, register and locate the caller as that 
network's subscriber. Once the HLR has received a log-on 
request, the HLR 2520 immediately checks the special 
“signature' contained in the request against the HLR special 
subscriber database. If the subscription is current, the MSC 
2516 sends a message back to the phone via the network of 
BTS 2508 that indicates the caller is allowed to access the 
network. The name or code of that network will appear on 
the LCD screen of the cell phone 2514. Once this network 
“name message appears on the phone LCD screen, it means 
the caller is connected to the network and able to make and 
receive calls. 

0.139. The HLR 2520 registers which base station the cell 
phone is currently connected to, so that when the network 
MSC 2516 needs to route an incoming call to the cell phone 
number, it will first check the HLR 2520 to see where the 
cell phone is located. Periodically, the cell phone will send 
a message to the network indicating where it is, in a process 
called polling. The combination of the tracking function and 
the caller's unique digital signature allows the MSC 2516 to 
route that call to the precise base station the cell phone 
happens to be connected to, and then exclusively to the cell 
phone, even if a number of other subscribers are simulta 
neously connected to that base station. 
0140. When traveling to another cell while driving, for 
example, the HLR 2520 is automatically updated, and 
continues to monitor where exactly it should route the calls 
should the caller then move within range of another base 
station. This routing procedure means that out of hundreds 
of thousands of subscribers, only the correct cell phone will 
ring when necessary. 
0141. The NSS 2504 has a direct connection to the PSTN 
2522 from the MSC 2516. There is also a connection to from 
the NSS 2504 to the GPRS core network 2506 via a Gr/GS 
interface although this is optional and not always imple 
mented. The illustrated GPRS Core Network 2506 is sim 
plified to include a SGSN 2524 (connected to the BSS 2502 
by the Gb interface) and a GGSN 2526. The SGSN 2524 and 
the GGSN 2526 are connected together by a private IP 
network 2528 called a GPRS backbone shown as the Gn 
reference point. A computer 2530 is depicted as connecting 
to the core network 2506 via an Internet or corporate 
network 2532. 

0.142 Some voice mail systems are linked to a network 
SMS Center (SMSC), a special facility that handles short 
messages. The SMSC generates the special SMS message 
that notifies the caller when they have mail waiting in a 
Mailbox. SMS messages can be received on an SMS 
capable cell phone even while the caller is on a voice call. 
This is because the SMS messages are sent on a different 
radio frequency, the GSM data channel, than Voice calls, so 
that the two never interfere. 

0.143 What has been described above includes examples 
of claimed Subject matter. It is, of course, not possible to 
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describe every conceivable combination of components and/ 
or methodologies, but one of ordinary skill in the art may 
recognize that many further combinations and permutations 
are possible. Accordingly, the claimed Subject matter is 
intended to embrace all Such alterations, modifications and 
variations that fall within the spirit and scope of the 
appended claims. Furthermore, to the extent that the term 
“includes is used in either the detailed description or the 
claims, such term is intended to be inclusive in a manner 
similar to the term "comprising as "comprising is inter 
preted when employed as a transitional word in a claim. 
What is claimed is: 

1. A system that facilitates controlling network access, 
comprising: 

a lookup component that determines an approximate 
geographic location associated with a public originat 
ing IP address, the public originating IP address is 
associated with a request for dual mode services made 
by a dual mode client; and 

a comparison component that compares the approximate 
geographic location with a retained geographic location 
associated with the dual mode client and determines 
whether to enable dual mode services based at least in 
part upon the comparison. 

2. The system of claim 1, the lookup component utilizes 
a service that determines a street address of an IP service 
provider based at least in part upon the public originating IP 
address. 

3. The system of claim 1, the request for dual mode 
services is made with respect to a DSL broadband network. 

4. The system of claim 1, the request for dual mode 
services is made with respect to a cable broadband network. 

5. The system of claim 1, the request for dual mode 
services is made with respect to a WiMAX broadband 
network. 

6. The system of claim 1, the request for dual mode 
services is additionally associated with a MAC address of an 
access point desirably utilized to connect to a broadband 
network, the comparison component compares the MAC 
address with a retained MAC assigned to the dual mode 
client and determines whether to enable dual mode services 
based at least in part upon the comparison. 

7. The system of claim 6, the access point is one of a 
wireless router and a wireless repeater. 

8. The system of claim 1, the request is initiated upon the 
dual mode client detecting WiFi signals associated with an 
access point to a broadband network. 

9. The system of claim 1, further comprising a billing 
component that bills a Subscriber based at least in part upon 
the comparison. 

10. The system of claim 9, the billing component bills at 
a first rate if the dual mode client is authorized to utilize dual 
mode services and bills at a second rate if the dual mode 
client is not authorized to utilize dual mode services. 

11. The system of claim 1, further comprising a service 
update component that facilitates updating geographic loca 
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tions with respect to which the dual mode client is autho 
rized to employ dual mode services. 

12. The system of claim 11, the service update component 
generates a graphical user interface that provides a Sub 
scriber with updating options relating to authorized geo 
graphic locations. 

13. The system of claim 12, further comprising a billing 
component that charges the subscriber a fee if the subscriber 
updates authorized geographic locations associated there 
with. 

14. A method for controlling access to a network, com 
prising: 

receiving an IP data packet associated with a multi-mode 
client, the IP data packet includes a public originating 
IP address associated with an IP service provider; 

determining an approximate geographic location of the 
multi-mode client through utilization of the public 
originating IP address; 

comparing the determined approximate geographic loca 
tion with an authorized geographic location assigned to 
the multi-mode client; and 

determining whether to enable the multi-mode client to 
employ dual mode services based at least in part upon 
the comparison. 

15. The method of claim 14, further comprising prevent 
ing access to dual mode services if the approximate geo 
graphic location and the authorized geographic location do 
not match. 

16. The method of claim 14, the approximate geographic 
location is an identity of a city. 

17. The method of claim 14, the IP data packet is received 
by way of one of a DSL and cable router. 

18. The method of claim 14, further comprising billing a 
subscriber that utilizes the multi-mode client according to 
the comparison. 

19. The method of claim 14, further comprising request 
ing additional payment from a Subscriber that utilizes the 
multi-mode client to enable authorization of a geographic 
location if the approximate geographic location and the 
authorized geographic location do not match. 

20. A system that facilitates control of access to a network, 
comprising: 
means for determining an approximate geographic loca 

tion of a dual-mode client that is requesting dual mode 
services based at least in part upon a public originating 
IP address; 

and 

means for determining whether to allow the dual-mode 
client to utilize dual mode services based at least in part 
upon a comparison of the approximate geographic 
location with an authorized geographic location. 
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