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A system, device and method for detecting an audible alarm
are provided. In one embodiment, the method may include
the steps of receiving an audio input, determining that the
audio input has at least a threshold magnitude, determining
that the audio input includes one or more a target frequen-
cies, determining that the audio input is received for a
minimum duration; and wirelessly transmitting a first noti-
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SYSTEM, METHOD AND DEVICE FOR
DETECTING A SIREN

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This patent application is a continuation-in-part of,
and claims priority to, U.S. application Ser. No. 11/321,338,
filed Dec. 29, 2005, which is a continuation in part of U.S.
application Ser. No. 10/821,938, filed Apr. 12, 2004, now
U.S. Pat. No. 7,042,353, which itself is a continuation-in-
part of U.S. application Ser. No. 10/795,368, filed Mar. 9,
2004, now U.S. Pat. No. 7,079,020, all of which are incor-
porated by reference herein in their entirety for all purposes.

TECHNICAL FIELD

[0002] The present invention relates generally to security
systems and, more particularly, to systems, devices and
methods for detecting activation of a siren of a hazard
detector and providing notification thereof.

BACKGROUND OF THE INVENTION

[0003] Security systems and home automation networks
are described in numerous patents, and have been in preva-
lent use for over 40 years. In the United States, there are over
14 million security systems in residential homes alone. The
vast majority of these systems are hardwired systems, mean-
ing the keypad, system controller, and various intrusion
sensors are wired to each other. These systems are easy to
install when a home is first being constructed and access to
the interiors of walls is easy; however, the cost increases
substantially when wires must be added to an existing home.
On average, the security industry charges approximately $75
per opening (i.e., window or door) to install a wired intru-
sion sensor (such as a magnet and reed switch), where most
of this cost is due to the labor of drilling holes and running
wires to each opening. For this reason, most homeowners
only monitor a small portion of their openings. This is
paradoxical because most homeowners actually want secu-
rity systems to cover their entire home.

[0004] In order to induce a homeowner to install a security
system, many security companies will underwrite a portion
of the costs of installing a security system. Therefore, if the
cost of installation were $1,500, the security company may
only charge $500 and then require the homeowner to sign a
multi-year contract with monthly fees. The security com-
pany then recovers its investment over time. Interestingly
enough, if a homeowner wants to purchase a more complete
security system, the revenue to the security company and the
actual cost of installation generally rise in lockstep, keeping
the approximate $1,000 investment constant. This actually
leads to a disincentive for security companies to install more
complete systems—it uses up more technician time without
generating a higher monthly contract or more upfront profit.
Furthermore, spending more time installing a more complete
system for one customer reduces the total number of systems
that any given technician can install per year, thereby
reducing the number of monitoring contracts that the secu-
rity company obtains per year.

[0005] In order to reduce the labor costs of installing wired
systems into existing homes, wireless security systems have
been developed in the last 10 to 20 years. These systems use
RF communications for at least a portion of the keypads and
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intrusion sensors. Typically, a transceiver is installed in a
central location in the home. Then, each opening is outfitted
with an intrusion sensor connected to a small battery pow-
ered transmitter. The initial cost of the wireless system can
range from $25 to $50 for each transmitter, plus the cost of
the centrally located transceiver. This may seem less than the
cost of a wired system, but in fact the opposite is true over
a longer time horizon. Wireless security systems have dem-
onstrated lower reliability than wired systems, leading to
higher service and maintenance costs. For example, each
transmitter contains a battery that drains over time (perhaps
only after a year or two), requiring a service call to replace
the battery. Further, in larger houses, some of the windows
and doors may be an extended distance from the centrally
located transceiver, causing the wireless communications to
intermittently fade out. In fact, the UL standard for wireless
security systems allows wireless messages to be missed for
up to 12 hours before considering the missed messages to be
a problem. This implies an allowable error rate of 91%,
assuming a once per hour supervisory rate.

[0006] These types of wireless security systems generally
operate under 47 CFR 15.231(a), which places limits on the
amount of power that can be transmitted. For example, at
433 MHz, used by the wireless transmitters of at least one
manufacturer, an average field strength of only 11 mV/m is
permitted at 3 meters (equivalent to approximately 36
microwatts). At 345 MHz, used by the wireless transmitters
of another manufacturer, an average field strength of only
7.3 mV/m is permitted at 3 meters (equivalent to approxi-
mately 16 microwatts). Control or supervisory transmissions
are only permitted once per hour, with a duration not to
exceed one second. If these same transmitters wish to
transmit data under 47 CFR 15.231(e), the average field
strengths at 345 and 433 MHz are reduced to 2.9 and 4.4
mV/m, respectively. The current challenges of using these
methods of transmission are discussed in various patents,
including U.S. Pat. Nos. 6,087,933, 6,137,402, 6,229,997,
6,288,639, and 6,294,992.

[0007] In either wired or wireless prior art security sys-
tems, additional sensors such as glass breakage sensors or
motion sensors are an additional cost beyond a system with
only intrusion sensors. Each glass breakage or motion sensor
can cost $30 to $50 or more, not counting the labor cost of
running wires from the alarm panel to these sensors. In the
case of wireless security systems, the glass breakage or
motion sensor can also be wireless, but then these sensors
suffer from the same drawback as the transmitters used for
intrusion sensing—they are battery powered and therefore
require periodic servicing to replace the batteries and pos-
sible reprogramming in the event of memory loss.

[0008] Because existing wireless security systems are not
reliable and wired security systems are difficult to install,
many homeowners forego self-installation of security sys-
tems and either call professionals or do without. It is
interesting to note that, based upon the rapid growth of home
improvement chains such as Home Depot and Lowe’s, there
is a large market of do-it-yourself homeowners that will
attempt carpentry, plumbing, and tile—but not security.
There is, therefore, an established need for a security system
that is both reliable and capable of being installed by the
average homeowner.

[0009] Regardless of whether a present wired or wireless
security system has been installed by a security company or
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self-installed, almost all present security systems are capable
of only monitoring the house for intrusion, fire, or smoke.
These investments are technology limited to a substantially
single purpose. There would be a significant advantage to
the homeowner if the security system were also capable of
supporting additional home automation and lifestyle
enhancing functions. There is, therefore, an apparent need
for a security system that is actually a network of devices
serving many functions in the home. It is therefore an object
of the present invention to provide security system for use in
residential and commercial buildings that can be self-in-
stalled or installed by professionals at much lower cost than
present systems.

[0010] In addition, there are a large number of hazard
detectors, such as smoke detectors, on the market. The US
national fire code requires the installation of smoke detectors
(e.g., AC power, battery backed up) on every floor of a house
as well as in every bedroom. In most cases, the installed
smoke detectors are interconnected using wired or wireless
means such that if one detector sounds a siren, all detectors
also sound their siren. In addition to smoke detectors, some
houses also contain fire detectors and/or carbon monoxide
detectors.

[0011] While there are an estimated eighteen to twenty
million homes with some type of monitored security system
installed, a minority of these security systems also monitor
the home for fire or smoke. Unfortunately, even those
security systems that due monitor the home for smoke or fire
do a poor job of such. The National Fire Code and the
National Fire Protection Agency require that homes have a
smoke detector on every floor of a home and in every
bathroom. However, many security systems that supposedly
also monitor for fire and/or smoke include only one or two
detectors.

[0012] Many security systems typically only include one
or two detectors because connection to the existing home
smoke detectors in a home may only be performed by a
licensed electrician and most security system installers are
not licensed electricians. Therefore, most security system
installers cannot connect the security system to the existing
smoke and fire detectors in a home. Instead, such security
installers typically install a separate set of detectors that are
either wired to the security system with low voltage wiring
or are wireless. As result, security installers typically install
fewer detectors than required by the National Fire Code and
the National Fire Protection Agency because of the cost of
the separate set of detectors.

[0013] Insummary, the security industry does not leverage
existing hazard detectors in a home, but, instead, typically
installs a separate set of low voltage (or wireless) hazard
detectors connected to the security system. As a result, many
such homes have two independent sets of hazard detectors—
the pre-existing hazard detectors (installed, for example,
during construction of the home) and the hazard detectors of
the security system. Thus, if it happens that a fire occurs, the
fire could be detected by the pre-existing set of hazard
detectors but not by the hazard detectors of the security
system due to differences in number and/or location of the
detectors. Furthermore, the pre-existing hazard detectors are
often not connected to a remote monitoring service and may
simply provide an audible alarm. Consequently, even though
the consumer may have a remote monitoring service for
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detection of the hazard, reliance on the pre-existing hazard
detectors in some areas of the home (e.g., to reduce the
installation costs of the security system) may reduce the
overall effectiveness of the hazard detection system. The
present invention provides a system, device, and method to
leverage the pre-existing hazard detectors, to integrate pre-
existing hazard detector into a security system and to
provide remote monitoring of pre-existing hazard detectors.

[0014] Additional objects and advantages of this invention
will be apparent from the following detailed description.

BRIEF SUMMARY OF THE INVENTION

[0015] The present invention provides a system, device
and method for detecting an audible alarm. In one embodi-
ment, the method may include the steps of receiving an
audio input, determining that the audio input has at least a
threshold magnitude, determining that the audio input
includes one or more a target frequencies, determining that
the audio input is received for a minimum duration; and
wirelessly transmitting a first notification. The transmission
may be received at a second device that may transmit an
alert notification to a remote device, which may be, for
example, the user or remote emergency system.

[0016] 1t is to be understood that both the foregoing
general description and the following detailed description
are exemplary, but are not restrictive, of the claimed inven-
tion.

BRIEF DESCRIPTION OF THE DRAWING

[0017] The invention is best understood from the follow-
ing detailed description when read in connection with the
accompanying drawings by way of non-limiting illustrative
embodiments of the invention, in which like reference
numerals represent similar parts throughout the drawings. It
is emphasized that, according to common practice, the
various features of the drawing are not to scale. On the
contrary, the dimensions of the various features are arbi-
trarily expanded or reduced for clarity. Additionally, it
should be understood that the invention is not limited to the
precise arrangements and instrumentalities shown. Included
in the drawing are the following figures:

[0018] FIG. 1 shows a base unit communicating with
transponders.

[0019] FIG. 2 shows an example security network formed
with multiple base units and transponders.

[0020] FIG. 3 shows an architecture of the base unit.

[0021] FIG. 4 shows an example security network formed
with multiple base units and transponders. Various example
physical embodiments of base units are shown.

[0022] FIG. 5 shows a generalized network architecture of
the security network. Various example forms of base units
are shown, where some base units have included optional
functionality.

[0023] FIG. 6 shows the distributed manner in which the
present invention could be installed into an example house.

[0024] FIG. 7 shows multiple ways in which a gateway
can be configured to reach different private and external
networks.
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[0025] FIG. 8 shows some of the multiple ways in which
a gateway can be configured to reach emergency response
agencies and other terminals.

[0026] FIG. 9 shows control functions in multiple base
units logically connecting to each other. One control func-
tion has been designated the master controller.

[0027] FIG. 10 shows an example layout of a house with
multiple base units, and the manner in which the base units
may form a network to use wireless communications to
reach a gateway.

[0028] FIG. 11 shows an example architecture of a passive
transponder.

[0029] FIG. 12 is a flow chart for a method of providing
a remote monitoring function.

[0030] FIG. 13 shows an example embodiment of a wall
mounted base unit in approximate proportion to a standard
power outlet.

[0031] FIGS. 14A and 14B show alternate forms of a
passive infrared sensor that may be used with the security
system.

[0032] FIG. 15 shows example embodiments of a smoke
detector and a smoke detector collar into which an optional
base unit or an optional transponder has been integrated.

[0033] FIG. 16 shows some of the multiple networks in
which a gateway can be configured to reach a remote
processor or server which then connects to one or more
emergency response agencies.

[0034] FIG. 17 shows security networks in two neighbor-
ing residences in which the two security networks cooperate
with each other to provide alternate means to reach the
PSTN, and in which each security network may provide
alternate communications paths for the base units and tran-
sponders of the other security network.

[0035] FIG. 18 shows multiple gateways connecting to a
telephone line and a gateway and telephone disconnect
devices controlling access from telephony devices to the
telephone line.

[0036] FIG. 19 shows the multiple communications paths
that may exist during the configuration of the security
network or a security system.

[0037] FIG. 20 shows multiple gateways connecting to a
telephone line and various example base units communicat-
ing in a security network.

[0038] FIG. 21 shows a typical statistical relationship
between the number of base units in a security network and
the probability of any one message being lost (i.e., not
received). The exact shape of the curve and values on the
axes are dependent upon a specific installation in a specific
building.

[0039] FIGS. 22A and 22B show the locations on the base
unit where patch or microstrip antennas may be mounted so
as to provide directivity to the transmissions.

[0040] FIG. 23A shows an example security network
where various devices are communicating with each other.

[0041] FIG. 23B shows an example physical embodiment
of a base unit integrated with an outlet.
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[0042] FIG. 23C shows an example security network in
which messages between the end point devices can be
passed through intermediate devices.

[0043] FIGS. 24A and 24B show one means by which a
base unit may be mounted to a plate, and then mounted to
an outlet.

[0044] FIGS. 25A and 25B show examples of LED gen-
erators and LED detectors that may be used as intrusion
sensors.

[0045] FIG. 26 shows example physical embodiments of a
cigarette lighter adaptor for typical use in a vehicle, a remote
sounder, and telephone disconnect devices.

[0046] FIG. 27 shows an example network architecture of
the security network including possible communication
paths between various base units and the base units to an
external network.

[0047] FIG. 27A shows an example network architecture
of the security network at a point in time with available
communication paths between the master base unit and
several slave base units, and communication paths from the
base units to an external network.

[0048] FIG. 27B shows an example network architecture
of the security network at a point in time with available
communication paths between a different master base unit
and several slave base units, and communication paths from
the base units to an external network.

[0049] FIG. 28 shows an example installation of a siren
sensor assembly configured to detect the siren of an adjacent
hazard detector.

[0050] FIG. 29 depicts a functional block diagram of an
example embodiment of a siren sensor assembly.

[0051] FIG. 30 provides a partial cross sectional view of
an example physical implementation of an example embodi-
ment of a siren sensor assembly.

[0052] FIG. 31 provides an expanded assembly view of an
example physical implementation of an example embodi-
ment of a siren sensor assembly.

[0053] FIG. 32 provides a flow diagram of the processes
of an example embodiment of a siren sensor assembly.

[0054] FIG. 33 provides a flow diagram of the processes
of another example embodiment of a siren sensor assembly.

[0055] FIGS. 34A and 34B illustrate an implementation of
an example embodiment of a siren sensor assembly.

DETAILED DESCRIPTION OF THE
INVENTION

[0056] The present invention is a highly reliable system
and method for constructing a security network, or security
system, for use in a building, such as a commercial building,
single or multifamily residence, or apartment. The phrases
“security system” and “security network™ shall be consid-
ered interchangeable as they apply to the present invention.
The security network of the present invention may also be
used for buildings that are smaller structures such as sheds,
boathouses, other storage facilities, and the like. Throughout
this specification, a residential house will be used as an
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example when describing aspects of the present invention.
However, the present invention is equally applicable to other
types of buildings.

[0057] The present invention provide security networks,
devices, and methods for detecting activation of an audible
alarm and providing notification thereof. The security net-
work described herein includes a set of distributed compo-
nents that together operate to form a system for detecting
audible alarms and providing notification of such alarms
activation as well as providing other services to a home or
building owner. As an example, some embodiments may be
configured to detect activation of an audible smoke alarm
and to provide notification to the building owner or emer-
gency response system.

[0058] The present invention preferably distinguishes
between the audible alarm of an alarm device and other
received sounds, based on, for example, the volume of the
sound, the frequencies of the sound, the duration of the
sound, the cadence of the sound, and/or other parameters. In
addition, some embodiments of the present invention may
distinguish between a false alarm (i.e., an activation of the
alarm device that is not due to a legitimate alarm condition
such as a fire) and a legitimate alarm. As an example, some
embodiments may distinguish the false alarm caused by
smoke produced by cooking from the alarm from a true
hazard such as a smoke from a fire.

[0059] The present invention may be formed of a system
that, instead of relying on the single centrally located
transceiver approach of existing unreliable wireless security
systems, allows the placement of multiple base units into
multiple rooms and areas for which coverage is desired. The
presence of multiple base units within a building provides
spatial receiver diversity.

[0060] Some embodiments also may use different types of
transponders to transmit data from covered openings and
sensors. One transponder may use backscatter modulation.
Another transponder may use low power RF communica-
tions (i.e., an active transmitter).

[0061] In addition, some embodiments of the system may
use multiple distributed controller functions in the security
network. The controller function may be located within any
physical embodiment of a base unit. Therefore, a home-
owner or building owner installing multiple base units
typically will also simultaneously be installing multiple
controller functions. The controller functions may operate in
a redundant mode with each other. Therefore, if an intruder
discovers and disables a single base unit containing a
controller function, the intruder may still be detected by any
of the remaining installed base units containing controller
functions.

[0062] Some embodiments of the system may include a
glass breakage or motion sensor into the base unit. In many
applications, a base unit will likely be installed into multiple
rooms of a house. Rather than require a separate glass
breakage or motion sensor as in prior art security systems,
a form of the base unit includes a glass breakage or motion
sensor within the same integrated package, providing a
further reduction in overall system cost when compared to
prior art systems.

[0063] Some embodiments of the system may employ the
use of traditional public switched telephone network (i.e.,
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PSTN—the standard home phone line), the integrated use of
a commercial mobile radio service (CMRS) such as a
TDMA, GSM, or CDMA wireless network, or the use of a
broadband internet network via Ethernet or WiFi connection
for causing an alert at an emergency response agency such
as an alarm service company. In particular, the use of a
CMRS network provides a higher level of security, and a
further ease of installation. The higher level of security
results from (i) reduced susceptibility of the security system
to cuts in the wires of a PSTN connection, and (ii) optional
use of messaging between the security system and an
emergency response agency such that any break in the
messaging will in itself cause an alert.

[0064] Some embodiments of the system may incorporate
redundant communications network as part of the security
network. The communications network may be comprised
of one or more master base units and two or more slave base
units. With such an arrangement, the network is configured
such that each of the one or more master base units, and each
of'the several slave base units are capable of communicating
with each. Further, the communications network is config-
ured to permit each of the master base units to communicate
with an outside telecommunications network, and to also
permit each of the slave base units to alternatively commu-
nicate with an outside telecommunications network. System
flexibility is enhanced because any of the slave base units
may be reconfigured to act in the role of the master base unit,
and any master base unit may be reconfigured to act in the
role of a slave base unit. Accordingly, the inventive com-
munications network creates substantial system redundancy
and reliability.

[0065] Referring to FIG. 1, the components of an example
security system according to the present invention are
arranged in a two-level architecture, described within this
specification as base units 200 and transponders 100. An
example security network 400 can be formed with as few as
one base unit 200 and one transponder 100, however the
security network 400 can also grow to include large numbers
of both types of devices.

[0066] In many embodiments, base units 200 are distin-
guished by their support for high power RF communica-
tions, meaning that these devices are capable of generating
continuous and/or frequent wireless transmissions, typically
at power levels of 10 or more milliwatts, and typically
operating under FCC rules 47 CFR 15.247 or equivalent.
Base units 200 are capable of self-forming a network and
communicating with each other over large distances, such as
one kilometer or more depending upon exact implementa-
tion. Base units 200 will generally be AC powered and/or
have rechargeable batteries, although this is not a require-
ment.

[0067] Transponders 100 are distinguished by their more
limited communications capability. Transponders 100 sup-
port low power RF communications and/or backscatter
modulation. Low power RF communications means that
these devices are only permitted to transmit intermittent
wireless communications, typically at average power levels
of'less than 10 milliwatts, and typically operating under FCC
rules 47 CFR 15.231 or 47 CFR 15.249. Transponders 100
are typically smaller and less expensive than base units 200
and do not have access to AC power for either operation or
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battery recharging. This lack of access to AC power is one
reason for limiting the communications capability and trans-
mit power level.

[0068] A transponder 100 supporting only backscatter
modulation may sometimes be termed a passive transponder
150. Passive transponders 150 cannot independently gener-
ate wireless transmissions and can only respond to commu-
nications from a base unit 200 using backscatter modulation.
Passive transponders 150 based only upon backscatter
modulation are less expensive, as they do not contain the
circuitry to independently generate wireless communica-
tions. Passive transponders 150 are either battery powered or
obtain their power from the RF transmissions of base units
200. Even with a battery, passive transponders 150 can have
a life of ten or more years as their current drain from the
battery is extremely low. Because passive transponders 150
cannot independently generate wireless transmissions, they
are not explicitly governed by any FCC rules and do not
require an equipment authorization.

[0069] A security network 400 of the present invention
may include multiples elements such as, for example, an
intrusion sensor 600, transponders 100, a base unit 200, a
siren sensor 901, and a controller function 250. FIG. 1 shows
this example configuration of the security network 400 with
a single base unit 200 communicating with several tran-
sponders 100, one of which has an associated intrusion
sensor 600, one of which has any one of several other
sensors 620, and a third which has a siren sensor 901. In this
example embodiment, the siren sensor 901 is located adja-
cent to, and configured to detect, the audible alarm produced
by a smoke detector. The controller function 250 is logic
implemented in firmware or software and runs within one or
more base units; it is not shown in the diagram, but in this
basic configuration the controller function 250 is contained
within the base unit 200.

[0070] The security network 400 can be expanded to
support multiple base units 200. In addition, the security
network 400 can communicate with external networks 410
using a base unit 200 containing a telecommunications
interface as shown in FIG. 23A. FIG. 23C shows the means
by which multiple base units 200 communicate with each
other in the security network 400 by self-forming a network
using high power RF communications. In FIG. 23C some of
the base units 200 can directly communicate with each other
and some pairs of base units 200 can only communicate
through one or more intermediate base units. FIG. 6 shows
an example of how the logical architecture of FIG. 23C
might appear in an example residence.

[0071] The security network 400 of the present invention
differs significantly from existing products in its highly
distributed architecture and two-way communications.
Instead of being centered around a single control panel, this
invention includes a controller function 250 that can be
distributed within and among multiple base units 200.
Instead of just unidirectional wireless transmitters on win-
dows 702 and doors 701, this invention can support bidi-
rectional wireless communications between a transponder
100 and base unit 200.

[0072] Base units 200, once installed, form a security
network 400 with each other as shown in FIGS. 2 and 4. All
of'the base units 200 in the security network 400 can become
aware of and communicate with each other. As used within
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the present invention, the term base unit 200 shall apply to
a family of devices as shown in FIG. 4. There are two
dimensions to consider for base units 200: the physical
embodiment and the functional components. Base units 200
can take any one of the following example physical embodi-
ments, among others:

[0073] Wall Unit 262;

[0074] Tabletop Unit 261, such as that used as a cordless
telephone base (i.e., fixed part);

[0075] Ceiling Units such as a smoke/fire/carbon monox-
ide detector 590 or a detector collar 591,

[0076] Handheld Unit 260, such as that used as a cordless
telephone handset (i.e., portable part).

[0077] Examples of the physical form factors are shown in
FIGS. 4 and 13. These example form factors are not intended
to be limited and other physical form factors are also
possible. A wall unit 262 will typically plug into and be
mounted onto an outlet 720. This allows the wall unit 262 to
be placed anywhere within a room, including unobtrusively
behind furniture. A tabletop unit 261 will typically be of a
form factor and aesthetic design that allows the unit to sit on
a counter or table top and obtain power from a transformer
267 plugged into a nearby outlet, similar to the base of a
cordless telephone system. A ceiling unit will typically be in
the form factor of a smoke detector 590 or smoke detector
collar 591, and obtain power from the AC power connec-
tions to the smoke detector. A handheld unit 260 will
typically be in the form factor of a handheld cordless
telephone with a rechargeable battery.

[0078] As shown in FIG. 3, base units 200 can include any
of the following example functional components:

[0079] Transceiver for high power RF communications
204,

[0080] Receiver or transceiver for low power RF commu-
nications 205;

[0081] Processor 203;
[0082] Memory (volatile and/or non-volatile) 211;

[0083] Power supply (AC, rechargeable or non-recharge-
able battery) 207 and 208;

[0084] Antenna system (antenna and interface circuits)
206:

[0085] Controller function software 250;

[0086] Cordless phone software 240;

[0087] Telecommunications interface 220 (example types
are shown);

[0088] Other functions 221 (example types following);
[0089] Keypad interface 265;

[0090] Display 266;

[0091] Acoustic or audio transducer 210;

[0092] Camera 213; and

[0093] Smoke/fire/CO detector interface 212.

[0094] In this example embodiment, the base unit 200

includes a transceiver for high power RF communications
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204, a processor 203, memory 211, at least one form of
power supply 207, and an antenna system 206. Every base
unit 200 of this example embodiment also is capable of
forming a network with other base units 200.

[0095] Any base unit 200 may further include the control-
ler function 250 software. Some base units 200 may not
include a controller function 250; this may be because that
particular base unit 200 is of a form factor or at a physical
location for which it would not be desirable for that base unit
200 to contain controller function 250 software. Within any
one security network 400, and at any one particular time,
there will generally be only one base unit 200 whose
controller function has been assigned to be the master
controller for that security network 400. All other controller
functions 250 within other base units 200 will generally be
slaved to the master controller 251. The base unit 200 whose
controller function 250 is presently the master controller 251
may sometimes be termed the master controller 251.

[0096] A base unit 200 that includes a telecom interface
220 may sometimes be termed a gateway 300. The gateway
300 may use any of several example means for its telecom
interface 220, including a modem 310 for connection to a
PSTN 403, an Ethernet or WiFi or USB interface 313 for
connection to a private or public computer network such as
the internet 405, or a CDMA or GSM or TDMA 311 or
two-way paging interface 312 for connection to a radio
network such as a CMRS 402. For convenience, the term
gateway 300 may be preceded by an identifier describing the
type of telecom interface within the gateway 300. Therefore,
a WiFi gateway 520 refers to a gateway 300 containing a
WiFi telecom interface 313. It is important to note that the
term gateway 300 refers to the functional capability of a base
unit 200 that includes a telecom interface 220; the term does
not necessarily refer to any particular physical embodiment.
For example, both a wall unit 262 and a tabletop unit 261
may functionally operate as a gateway 300.

[0097] FIG. 5 shows various examples of base units 200
with various added functional components that can be
contained and communicate within a security network 400.
As can be further seen in FIG. 5, different example gateways
300 show how the security network 400 can also commu-
nicate to networks and systems external to the security
network 400.

[0098] A keypad 265 may be added to a base unit 200,
forming a combination base unit with keypad 500, to pro-
vide one method for user interface. A gateway 300 can be
provided to enable communications between the security
network 400 and external networks 410 such as, for
example, a security monitoring company 460. The gateway
300 may also convert protocols between the security net-
work 400 and a WiFi network 404 or a USB port of a
computer 450. A siren driver 551 may be added to a base unit
200 to provide loud noise-making capability. An email
terminal 530 can be added to a base unit 200 to initiate and
receive messages to/from external networks 410 and via a
gateway 300. Other sensors 620 may be added to detect fire,
smoke, heat, water, temperature, vibration, motion, as well
as other measurable events or items. A camera and/or audio
terminal 540 may be added to a base unit 200 to enable
remote monitoring via a gateway 300. A keyfob 561 may be
added to enable wireless function control of the security
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network 400. This list of devices that can be added is not
intended to be exhaustive, and other types can also be
created and added as well.

[0099] The distributed nature of the security network 400
is shown in the example layout in FIG. 6 for a small house.
At each opening in the house, such as windows 702 and
doors 701, for which monitoring is desired, an intrusion
sensor 600 and transponder 100 are mounted. While iden-
tified separately, the intrusion sensor 600 and transponder
100 may be physically integrated into the same physical
package. In a pattern determined by the layout of the house
or building into which the security network 400 is to be
installed, one or more base units 200 are mounted. Each base
unit 200 is in wireless communications with one or more
transponders 100. Each base unit 200 is also in communi-
cations with one or more other base units 200, each of which
may contain a controller function 250. In general, each base
unit 200 is responsible for the transponders 100 in a prede-
termined communications range of each base unit 200. As is
well understood to those skilled in the art, the range of
wireless communications is dependent, in part, upon many
environmental factors in addition to the specific design
parameters of the base units 200 and transponders 100.

[0100] According to U.S. Census Bureau statistics, the
median size of one-family houses has ranged from 1,900 to
2,100 square feet (176 to 195 square meters) in the last ten
years, with approximately two-thirds under 2,400 square
feet (223 square meters). This implies typical rooms in the
house of 13 to 20 square meters, with typical wall lengths in
each room ranging from 3 to 6 meters. It is likely in many
residential homes that most installed base units 200 will be
able to communicate with transponders 100 in multiple
rooms. Therefore, in many cases with this system it will be
possible to install fewer base units 200 than major rooms in
a building, creating a security network 400 with excellent
spatial antenna diversity as well as redundancy in the event
of single component failure.

[0101] Base units 200 will typically communicate with
other base units 200 as well as passive transponders 150
using frequencies in one or more of the following unlicensed
frequency bands: 902 to 928 MHz, 2435 to 2465 MHz, 2400
to 2483 MHz, or 5725 to 5850 MHz. These bands permit the
use of unlicensed secondary transmitters, and are part of the
bands that have become popular for the development of
cordless phones and wireless LAN networks, thereby lead-
ing to the wide availability of many low cost components.
Three of the FCC rule sets applicable to the present inven-
tion will be discussed briefly. Other embodiments may use
other frequencies.

[0102] Transmissions regulated by FCC rules 47 CFR
15.245 permit field disturbance sensors with field strengths
of up to 500 mV/m at 3 meters (measured using an average
detector function; the peak emission limit may be up to 20
dB higher). This implies an averaged transmission power of
75 mW and a peak transmission power of up to 7.5 Watts.
Furthermore, transmissions under these rules do not suffer
the same duty cycle constraints as existing wireless security
system transmitters operating under 47 CFR 15.231(a). This
rule section would only apply when a base unit 200 is
communicating with a passive transponder 150 using back-
scatter modulation, which qualifies the base unit 200 as a
field disturbance sensor. Prior art wireless security system
transmitters are not field disturbance sensors.



US 2007/0146127 Al

[0103] Transmissions regulated by FCC rules 47 CFR
15.247 permit frequency hopping (FHSS) or digital modu-
lation (DM) systems at transmission powers up to 1 Watt
into a 6 dBi antenna, which results in a permitted 4 Watt
directional transmission. In order for a FHSS device to take
advantage of the full permitted power, the FHSS device must
frequency hop at least once every 400 milliseconds.

[0104] Transmissions regulated by FCC rules 47 CFR
15.249 permit field strengths of up to 50 mV/m at 3 meters
(measured using an average detector function; the peak
emission limit may be up to 20 dB higher). This implies an
averaged transmission power of 750 uW and a peak trans-
mission power of up to 75 mW. Unlike 47 CFR 15.247, rule
section 47 CFR 15.249 does not specify modulation type or
frequency hopping.

[0105] Most other products using these unlicensed bands
are other transient transmitters operating under 47 CFR
15.247 and 47 CFR 15.249, and so even though it may seem
that many products are available and in use in these bands,
in reality there remains a lot of available space in the band
at any one instant in time, especially in residential homes.
Most transmitters operating under 47 CFR 15.247 are fre-
quency hopping systems whereby the given spectrum is
divided into channels of a specified bandwidth, and each
transmitter can occupy a given channel for only 400 milli-
seconds. Therefore, even if interference occurs, the time
period of the interference is brief. In most cases, the base
units 200 can operate without incurring interference or
certainly without significant interference. In residential
homes, the most common products using these bands are
cordless telephones, for which there are no standards (other
than the 47 CFR 15.247 requirements). Each phone manu-
facturer uses its own modulation and protocol format. For
data devices, there are several well-known standards that use
the 2400 to 2483 MHz band, such as 802.11, 802.11b
(WiFi), Bluetooth, ZigBee (HomeRF-lite), and IEEE
802.15.4, among others.

[0106] The present invention has a substantial advantage
for the aforementioned products in that many of the physical
embodiments of the base units 200 are fixed. Other products
such as cordless phones and various data devices usually
have at least one handheld, usually battery powered, com-
ponent. The FCC’s Maximum Permitted Exposure (MPE)
guidelines, described in OET 65, generally cause manufac-
turers to limit transmission power of handheld devices to
100 mW or less. Since most wireless links are symmetrical,
once the handheld device (such as the cordless phone) is
power limited, any fixed unit (such as the cordless base unit)
is also limited in power to match the handheld device. Given
that many of the physical embodiments of the base units 200
of the security network 400 are not handheld, they can use
the full power permitted by the FCC rules and still meet the
MPE guidelines.

[0107] As discussed earlier, the preferred means of com-
munications by and between base units 200 is high power
RF communications. The invention is not limiting, and
modulation formats and protocols using either FHSS or DM
can be employed. As one example, the high power RF
communications can use Gaussian Frequency Shift Keyed
(GFSK) modulation with FHSS. This particular modulation
format has already been used quite successfully and inex-
pensively for Bluetooth, 802.11, and other data systems to
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achieve raw data rates on the order of 1 Mbps. In order to
take maximum advantage of the permitted power limits in,
for example, the 2400 to 2483 MHz band, if a FHSS
protocol is chosen, GFSK or otherwise, at least 75 hopping
channels should be used and if a DM protocol is chosen, a
minimum 6 dB bandwidth of 500 KHz should be used. Any
designer of a security network 400 under this invention can
take advantage of the fixed nature of the base units 200 as
well as the relatively low information rate requirements to
select a modulation format and protocol with high link
margins.

[0108] One approach that a designer may consider is a
multi-rate design wherein the high power RF communica-
tions uses different data rates for different types of data. For
example, the day to day management of the security network
400 may involve a low volume of commands and messages.
The link margins can be improved by implementing a lower
data rate. Certain base units, such as those including a
camera 213, may have high rate requirements that are only
required when actually transferring a picture. Therefore, it is
possible to design a protocol where the link runs at a higher
rate for certain transfers (i.e., pictures) and a lower rate for
normal communications. It should be noted that most other
products in these bands have at least one mobile component
and high data rates are required. Therefore, in spite of the
presence of other products, the high power RF communi-
cations used in the security network 400 should achieve
higher reliability and range, and lower susceptibility to
interference than other collocated products.

[0109] When using high power RF communications, the
base units 200 function as a network of nodes. A message
originating on one base unit 200 may pass through interme-
diate base units 200 before terminating on the destination
base unit, as shown in FIGS. 23C and 10. The base units 200
determine their own network topology based upon the
ability of each base unit 200 to reliably transmit and/or
receive the transmissions to/from other base units. As dis-
cussed herein, the antennas 206 used in these base units 200
may be directional, and therefore it is not always certain that
each base unit 200 can directly transmit to and receive from
every other base unit 200. However, given the power limits
and expected distribution of devices in typical homes and
buildings, it can be generally expected that each base unit
200 can communicate with at least one other base unit, and
that the base units 200 can then form for themselves a
network that enables the routing of a message from any one
base unit 200 to any other base unit 200. Networking
protocols are well understood in the art and therefore not
covered here. The base units 200 described herein typically
may use a unique (at least within the home and neighbor
security networks 400) originating and destination address
of each base unit 200 in the header of each message sent in
routing messages within the security network 400.

[0110] While the base units 200 use 47 CFR 15.247 rules
for their high power RF communications with each other, the
base units 200 can use both 47 CFR 15.245 and 47 CFR
15.247 rules for their wireless communications with passive
transponders 150. Thus, the base units 200 can communicate
to the transponders using one protocol, at a maximum power
of 4 W for any length of time, and then switch to a second
protocol, if desired, at a maximum power of 7.5 W to obtain
a response from a passive transponder 150. While the base
unit 200 can transmit at 7.5 W for only 1 ms under 47 CFR
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15.245, that time period is more than enough to obtain tens
or hundreds of bits of data from a transponder 100. The extra
permitted 2.7 dB of power under 47 CFR 15.245 is useful for
increasing the range of the base unit 200. In a related
function, the base unit 200 can use the longer transmission
times at 4 W to deliver power to the transponders 100, as
described elsewhere, and reserve the brief bursts at 7.5 W
only for data transfer.

[0111] Each base unit 200 typically receives communica-
tions from one or more passive transponders 150 using
modulated backscatter techniques. To use modulated back-
scatter, a base unit 200 transmits a wireless signal to a
passive transponder 150. The passive transponder 150
modulates the impedance of its antenna, thereby altering
reflections of the wireless signal off its antenna. The base
unit 200 then detects the changes in reflected signal. The
impedance changes are made using a predetermined rate
whose frequency can be measured by the base unit 200 to
distinguish data bits.

[0112] These techniques are very well understood by those
skilled in the art, and have been well discussed in a plethora
of literature including patent specifications, trade publica-
tions, marketing materials, and the like. For example, the
reader is directed to RFID Handbook; Radio-Frequency
Identification: Fundamentals And Applications, by Klaus
Finkenzeller, published by John Wiley, 1999. U.S. Pat. No.
6,147,605, issued to Vega et al., provides additional material
on the design and theory of modulated backscatter tech-
niques. U.S. Pat. No. 6,549,064, issued to Shanks et al., also
provides material on the design and theory of modulated
backscatter techniques. Therefore, this same material is not
covered here. Presently, a number of companies produce
miniaturized chipsets, components, and antennas for base
units 200 and transponders. Many of these chipsets, though
designed for the 13.56 MHz band, are applicable and/or will
be available in the higher bands such as those discussed
here. For example, Hitachi has recently announced the
manufacture of its mu-chip, which is a 2.4 GHz transponder
100 measuring only 0.4 mm square. The most important
point here is that the wide availability of parts permits the
designer many options in choosing the specific design
parameters of the base unit 200 and passive transponder 150
and therefore the innovative nature of this invention is not
limited to any specific circuit design implementing the
wireless link between the base unit 200 and passive tran-
sponder 150.

[0113] The extensive literature on backscatter modulation
techniques and the wide availability of parts does not detract
from the innovative application and combination of these
techniques and parts to the present invention. Most appli-
cations of backscatter modulation have been applied to
mobile people, animals, or things that must be authorized,
tracked, counted, or billed. No one has previously consid-
ered the novel application of low cost backscatter modula-
tion components to solve the problem of monitoring fixed
assets such as the windows 702 and doors 701 that comprise
the openings of buildings or other sensors 600 and 620. All
present transmitters constructed for prior art wireless secu-
rity systems are more expensive than the backscatter modu-
lation-based design of the present invention because of the
additional components required for active transmission.
Furthermore, no one has considered the use of multiple,
distributed low cost base units 200 with overlapping cover-
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age so that a building’s security is not dependent on a single,
vulnerable, and historically unreliable central transceiver.

[0114] There are several examples of the advantages that
the present backscatter modulation approach offers versus
prior art wireless security systems. Prior art wireless security
systems limit status reporting by transmitters to times even
longer than the FCC restriction of once per hour in order to
conserve the battery in the transmitter. The backscatter
modulation approach herein does not have the same battery
limitation because of the modulated backscatter design.
Prior art wireless security systems are subject to both false
positive and false negative indications because centrally
located transceivers have difficulty distinguishing noise
from real signals. The central transceiver has little control
over the time of transmission by a transmitter and therefore
must evaluate every signal, whether noise, interference, or
real transmission. This is made more difficult because the
prior art central transceivers are not always located centrally
in the house. Professional installers generally hide these
central transceivers in a closet or similar enclosure to
prevent an intruder from easily spotting the central trans-
ceiver and disabling it. Each wall or door through which
signals must pass to reach a central transceiver can typically
cause a loss of up to 10 dB in signal power. In contrast, the
backscatter modulation approach places all of the transmis-
sion control in the master controller 251 and base unit 200.
The base unit 200 only looks for a return response during a
read. Therefore the base unit 200 can be simpler in design.

[0115] Some centralized transceivers attempt to use diver-
sity antennas to improve their reliability; however, these
antennas are separated only by the width of the packaging,
which is frequently much less than one wavelength of the
chosen frequency (i.e., 87 cm at 345 MHz and 69 cm at 433
MHz). As is well known to those skilled in the art of
wireless, spatial diversity of antennas works best when the
antennas are separated by more than one wavelength at the
chosen frequency. With the present invention, base units 200
are separated into multiple rooms, creating excellent spatial
diversity and the ability to overcome environmental effects
such as multipath and signal blockage. Multipath and signal
blockage are effects of the RF path between any transmitter
and receiver. Most cellular systems use diversity antennas
separated by multiple wavelengths to help overcome the
effects of multipath and signal blockage. Under the present
invention, in most installations there will be multiple base
units 200 in a building. There will therefore be an indepen-
dent RF path between each base unit 200 and each tran-
sponder 100. The master controller 251 may sequence
transmissions from the base units 200 so that only one base
unit 200 is transmitting at a time. Besides reducing the
potential for interference, this allows the other base units
200 to listen to both the transmitting base unit 200 and the
subsequent response from the transponders. If the RF path
between the transmitting base unit 200 and the transponder
100 is subject to some form of multipath or signal blockage,
it is possible and even highly probable that one of the
remaining base units 200 is capable of detecting and inter-
preting the signal. If the transmitting base unit 200 is having
trouble receiving an adequate response from a particular
transponder 100, the master controller 251 may then poll the
remaining base units 200 to determine whether the response
was received by any of them.
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[0116] One major design advantage of the present inven-
tion versus all other applications of backscatter modulation
is the fixed and static relationship between each base unit
200 and the transponders. While RFID readers for other
applications must include the complexity to deal with many
simultaneous tags in the read zone, tags moving rapidly, or
tags only briefly in the read zone, the present invention can
take advantage of controlled static relationship in the fol-
lowing ways.

[0117] While there may be multiple transponders 100 in
the read zone of each base unit, the base unit 200 can poll
each transponder 100 individually, preventing collisions or
interference. In addition, because each transponder 100 is
responding individually, the base unit 200 can use the
expected response bit sequence to improve the receive
processing gain. A specific transponder 100 is responding at
a specific time, and at least a portion of the response will
contain bits in a predetermined sequence.

[0118] Because the transponders 100 are fixed, the base
unit 200 can use longer integration times in its signal
processing to increase the reliability of the read signal,
permitting successful reading at longer distances and lower
power when compared with backscatter modulation appli-
cations with mobile tags.

[0119] Furthermore, the base unit 200 can make changes
in specific frequency while remaining within the specified
unlicensed frequency band, in an attempt to find, for each
transponder 100, an optimal center frequency, given the
manufacturing tolerances of the components in each tran-
sponder 100 and any environment effects that may be
creating more absorption or reflection at a particular fre-
quency. In a similar manner, the base unit 200 can learn the
center frequencies of the marking and spacing bits modu-
lated by each transponder 100. While these center frequen-
cies may be nominally known and designed into the tran-
sponder 100, there is likely a significant probability that the
manufacturing process will result in a variation of actual
modulation frequencies. By matching its demodulation pro-
cess to each transponder 100, the base unit 200 can improve
its signal processing margin.

[0120] Because the multiple base units 200 are controlled
from a single master controller 251, the controller function
250 can sequence the base units 200 in time so that the base
units 200 do not interfere with each other.

[0121] Because there will typically be multiple base units
200 installed in each home, apartment, or other building, the
controller function 250 can use the excellent spatial diversity
created by the distributed nature of the base units 200 to
increase and improve the reliability of each reading opera-
tion. That is, one base unit 200 can initiate the transmission
sequence, but multiple base units 200 can tune and read the
response from the transponder 100. Thus the multiple base
units 200 can operate as a network of receivers to demodu-
late and interpret the response from the transponder 100.

[0122] Because the transponders 100 are typically static,
and because the events (such as intrusion) that affect the
status of the sensors connected to transponders 100 are
relatively slow compared to the speed of electronics in the
base units, the base units 200 have the opportunity to pick
and choose moments of low quiescent interference from
other products in which to perform their reading operations
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with maximum signal to noise ratio potential—all without
missing the events themselves.

[0123] Because the path lengths and path loss from each
transponder 100 to the base unit 200 are relatively static, the
base unit 200 can use different power levels when commu-
nicating with each transponder 100. Lower path losses
require lower power to communicate; conversely the base
unit 200 can step up the power, within the specified limits of
the FCC rules, to compensate for higher path losses. The
base unit 200 can determine the lowest power level to use for
each transponder 100 by sequentially stepping down its
transmit power on successive reading operations until no
return signal can be detected. Then the power level can be
increased one or two incremental levels. This determined
level can then be used for successive reading operations.
This use of the lowest necessary power level for each
transponder 100 can help reduce the possibility of interfer-
ence while ensuring that each transponder 100 can always be
read.

[0124] Finally, for the same static relationship reasons, the
master controller 251 and base units 200 can determine and
store the typical characteristics of transmission between
each transponder 100 and each base unit 200 (such as signal
power, signal to noise ratio, turn on time, modulation bit
time, etc.), and determine from any change in the charac-
teristics of transmission whether a potential problem exists.
Thus, the base unit 200 can immediately detect attempts to
tamper with the transponder 100, such as partial or full
shielding, deformation, destruction, or removal.

[0125] By taking advantage of the foregoing techniques,
the base unit 200 of the present invention can support a
wireless range of up to 30 meters when communicating with
passive transponders 150, depending upon the building
construction materials, placement of each base unit 200 in a
room, and the furniture and other materials in the room
which may have certain reflective or absorptive properties.
This range is more than sufficient for the majority of homes
and other buildings in the target market of the present
security network 400.

[0126] Base units 200 may include receivers or transceiv-
ers 205 in order to communicate with transponders 100
using low power RF communications. Transponders 100
using low power RF communications will typically transmit
using the 300 to 500 MHz band and will typically be
operating under FCC rule 47 CFR 15.231. In particular,
frequencies at or near 315, 319, 345, and 434 MHz have
been historically favored for low power RF transmitters and
many components are available for constructing transpon-
ders 100 that operate at these frequencies. As discussed
earlier, prior art wireless security systems suffer from limi-
tations caused by the low power and intermittent nature of
the transmissions from transponders operating under this
rule section, coupled with the central receiver architecture of
these prior art systems.

[0127] The present invention has a number of design
advantages over prior art wireless security systems, even
when using transponders 100 operating under the limitations
of FCC rule 47 CFR 15.231. The following advantages
apply for a security network 400 wherein the base units 200
include receivers or transceivers in order to communicate
with transponders 100 using low power RF communica-
tions.
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[0128] The security network 400 permits the installation
of multiple base units 200. These base units 200 can be
installed in various rooms of a building, in a neighboring
building, or in a nearby outbuilding. The base units 200 in
the security network 400 form a spatially diverse network of
receivers or transceivers. This spatial diversity provides a
significant increase in reliability when compared with the
limited antenna diversity of prior art wireless security sys-
tems. FIG. 21 shows an example curve relating the number
of base units 200 (in the present invention base units 200
contain the receivers receiving communications from tran-
sponders 100; in prior art systems other terms may be used
for the wireless receivers) to the probability of message loss
in the security network 400. It can be seen that increasing the
number of receivers, especially in a spatially diverse man-
ner, dramatically decreases the probability of message loss.
Prior art systems will generally experience losses in the
vicinity of point A in FIG. 21, while the security network
400 can easily operate in the vicinity of point B.

[0129] The RF propagation path from each transponder
100 to each base unit 200 is statistically independent,
therefore even if signal blockage, interference, or multipath
is affecting one RF propagation path, there will be a statis-
tically high probability that the other RF propagation paths
will not be simultaneously experiencing the same problem.
Furthermore, there will be a different path length from each
transponder 100 to each base unit, increasing the likelihood
that at least one base unit 200 can receive a message
transmitted by a transponder 100 with sufficient signal to
noise. Fach base unit 200 will attempt to receive and
demodulate the intended transponder 100 message, creating
a base unit-specific version of the message. Furthermore,
each base unit 200 may determine certain quality factors
associated with its version of the message. These quality
factors may be based upon received signal strength, received
signal to noise or signal to interference ratios, received
errors or error detection/recovery codes, or other similar
factors. The versions may differ somewhat based upon the
problems that may have been experienced on each RF
propagation path from the transponder 100 to each base unit
200. Each base unit 200 may use high power RF commu-
nications to send its base unit-specific version of the mes-
sage that it received from a transponder 100 to a controller
function 250, and the controller function 250 may compare
portions of the different base unit-specific versions of the
transponder 100 message in order to determine the most
likely correct version of the intended transponder 100 mes-
sage. If necessary, the controller function 250 can combine
portions of multiple base unit-specific versions of the mes-
sage together in order to form or reconstruct the intended
transponder 100 message.

[0130] Base units 200 belonging to different security net-
works 400 may be within wireless communications range of
each other. For example, two neighboring homes or build-
ings may each have a security network 400 installed. A base
unit 200 in a first security network 400 in a first residence
740 in FIG. 17 may receive low power RF communications
from a transponder 100 in a second security network 400 in
a second residence 741 in FIG. 17. The base unit 200 in the
first security network 400 may be configured to use high
power RF communications to send its version of the mes-
sage that the first base unit 200 received from the transpon-
der 100 in the second security network 400 to a controller
function 250 in a base unit 200 in the second security
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network 400. Thus nearby security networks 400 may coop-
erate with each other in receiving low power RF commu-
nications from transponders 100.

[0131] Since base units 200 include processors 203 and
memory 211, the base units 200 may also include receivers
that incorporate signal processing gain to improve the recep-
tion of low power RF communications from transponders
100. Prior art wireless security systems use receivers that
attempt to demodulate low power RF communications on a
symbol by symbol basis. That is, the receivers in prior art
wireless security systems demodulate each symbol indepen-
dently of each other symbol in the message. Certain symbols
may be demodulated correctly while other symbols may not
be demodulated correctly. The base units 200 of the present
invention may use signal processing techniques whereby the
base unit 200 may receive multiple symbols within the
message transmitted by the transponder 100 and then com-
pare the multiple symbols against an expected set of sym-
bols. This process of comparison is sometimes known in the
art as integration or correlation, and the result is an improve-
ment in message demodulation due to signal processing
gain. The integration may be coherent or incoherent. For an
example message length of 64 bits, coherent integration can
result in a signal processing gain of 10 log 64, or 18 dB. This
means that a base unit 200 can have a receive sensitivity that
is as much as 18 dB better than the receiver in a prior art
wireless security system.

[0132] Every base unit 200 will typically support both
high power RF communications with other base units 200
and communications with transponders 100. Some base
units 200 may support additional functions as discussed
elsewhere. FIG. 3 shows a block diagram of an example
embodiment of the base unit 200. Typically, the base unit
200 includes a microprocessor 203, memory 211, unit spe-
cific software, RF modulation and receiving circuits 204, an
antenna 206, and power supply 207. The microprocessor
203 and RF modulation and receiving circuits 204 may be
incorporated as a single chipset or discretely separated.

[0133] One manner in which to build a low cost base unit
200 is to use an integrated cordless phone chipset combined
with a limited number of additional components. However,
other base units 200 can also be built using discrete mixers,
filters, amplifiers, etc. that are not integrated into a single
chipset. While FIG. 3 shows only a single antenna 206 for
simplicity, it may be advantageous for the base unit 200 to
contain more than one antenna to provide increased diver-
sity, directivity, or selectivity. When more than one antenna
is present, the RF modulation and/or receiving circuits 204
may enable the switching between the multiple antenna
elements 206. Alternately, the design may include separate
RF modulation and/or receiving circuits 204 for each
antenna element. This may help provide greater separation
for the transmit and receive signals. If the base unit 200 is
to also include a controller function 250, the microprocessor
203 will also require sufficient memory 211 for program and
data storage.

[0134] Base units 200 can be implemented for use with
transponders 100 that employ low power RF communica-
tions or passive transponders 150 that employ backscatter
modulation. Within a single security network 400, typically
all transponders 100 would commonly use only one com-
munications type or the other. Therefore, the RF modulation
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and receiving circuits 204 of the base unit 200 should
typically reflect the selected communications type for the
transponders 100 in the particular security network 400. If
the transponders 100 in the security network 400 employ
low power RF communications, then the RF modulation
and/or receiving circuits must support both high power RF
communications and low power RF communications. If the
transponders in the security network 400 employ backscatter
modulation (i.e., they are passive transponders 150), then the
RF modulation and/or receiving circuits will typically be
required to only support high power RF communications.

[0135] If battery backup is desired, the packaging of the
base unit 200 also permits the installation of a battery 208
for backup purposes in case normal power supply 207 is
interrupted. It is also possible to construct an embodiment
without a local power supply 207 and that runs entirely from
a battery 208. One such embodiment may take a physical
form similar to a cordless phone handheld unit 260.

[0136] The inventive base unit 200 need not be limited to
any particular modulation scheme for either its high power
RF communications or support for backscatter modulation
by a passive transponder 150. The choice of the micropro-
cessor 203, RF modulation and/or receiving circuits 204,
and antenna 206 may be influenced by various modulation
considerations. For example, because the base unit 200 and
transponder 100 may operate in one of the shared frequency
bands allocated by the FCC, these devices, as do all Part 15
devices, are required to accept interference from other Part
15 devices. It is primarily the responsibility of the base unit
200 to manage communications with the transponder 100,
and therefore the following are some of the capabilities that
may be included in the base unit 200 to mitigate interfer-
ence.

[0137] Passive transponders 150 use backscatter modula-
tion, which alternately reflects or absorbs the signal radiated
by the base unit 200 in order to send its own data back.
Therefore, a passive transponder 150 will automatically
follow, by design, the specific frequency and modulation
used by the base unit 200. This is a significant advantage
versus prior art wireless security system transmitters, which
can only transmit at a single modulation scheme with the
carrier centered at a single frequency. If interference is
encountered at or near that single frequency, these transmit-
ters of prior art wireless security systems have no ability to
alter their transmission characteristics to avoid or mitigate
the interference.

[0138] A base unit 200 can be implemented to support any
of the following modulation schemes, though the present
invention is not limited to just these modulation schemes. As
is well known in the art, there are many modulation tech-
niques and variations within any one modulation technique,
and designers have great flexibility in making choices in this
area. The simplest is a carrier wave (CW) signal, at a variety
of frequency choices within the allowable bandwidth. A CW
conveys no information from the base unit 200 to a passive
transponder 150, but allows a passive transponder 150 to
modulate the return signal as described herein. The base unit
200 would typically use another modulation scheme such as
Binary Phase Shift Keyed (BPSK), Gaussian Minimum
Shift Keyed (GMSK), Gaussian Frequency Shift Keyed
(GFSK) or even on-off keyed (OOK) AM, when sending
data to a transponder 100, but can use CW when expecting
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a return signal. The base unit 200 can concentrate its
transmitted power into this CW, permitting this narrowband
signal to overpower a portion of the spread spectrum signal
typically used by other devices operating in the unlicensed
bands. If the base unit 200 is unsuccessful with CW at a
particular frequency, the base unit 200 can shift frequency
within the permitted band. As stated, under the present
invention a passive transponder 150 will automatically fol-
low the shift in frequency by design. Rather than repeatedly
generating CW at a single frequency, the base unit 200 can
also frequency hop according to any prescribed pattern. The
pattern may be predetermined or pseudorandom. This pat-
tern can be adaptive and can be varied, as needed to avoid
interference.

[0139] There may be times when the interference experi-
enced by the base unit 200 is not unintentional and not
coming from another Part 15 device. One means by which
a very technically knowledgeable intruder may attempt to
defeat the security network 400, or any wireless system, of
the present invention is by intentional jamming. Jamming is
an operation by which a malicious intruder independently
generates a set of radio transmissions intended to overpower
or confuse legitimate transmissions. In this case, the intruder
would likely be trying to prevent one or more transponders
from reporting a detected intrusion to the base unit, and then
to the master controller 251. Jamming is, of course, illegal
under the FCC rules; however intrusion itself is also illegal.
In all likelihood, a person about to perpetrate a crime may
not give any consideration to the FCC rules. Therefore, the
base unit 200 may also contain algorithms that can deter-
mine within a reasonable probability that the base unit 200
is being subjected to jamming. For example, if one or more
base units 200 detect a change in the radio environment, in
a relatively short predetermined period of time, wherein
attempted changes in modulation schemes, power levels,
and other parameters are unable to overcome the interfer-
ence, the master controller 251 can cause an alert indicating
that it is out of communications with one or more transpon-
ders with the likely cause being jamming. This condition can
be distinguished from the failure of a single transponder 100
by a simultaneous and parallel occurrence of the change in
RF environment, caused by signals not following known
FCC transmission rules for power, duty cycle, bandwidth,
modulation, or other related parameters and characteristics.
The alert can allow the building owner or emergency
response agency 460 to decide upon an appropriate response
to the probable jamming.

[0140] Many homeowners desire monitoring of their secu-
rity networks 400 by an alarm services company 460. The
inventive security network 400 permits monitoring as well
as access to various external networks 410 through a family
of devices known as gateways 300, each of which permits
access from the security network 400 to external devices and
networks using different protocols and physical connection
means. A gateway 300 is a base unit 200 with an added
telecommunications interface. Each gateway 300 is config-
ured with appropriate hardware and software that match the
external network 410 to which access is desired. As shown
in FIGS. 16 and 7, examples of external networks 410 to
which access can be provided are private Ethernets 401,
CMRS 402, PSTN 403, WiFi 404, and the Internet 405. This
list of external networks 410 is not meant to be limiting, and
appropriate hardware and software can be provided to
enable the gateway 300 to access other network formats and
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protocols as well. Private Ethernets 401 are those which
might exist only within a building or residence, servicing
local computer terminals 450. If the gateway 300 is con-
nected to a private Ethernet 401, access to the Internet 405
can then be provided through a cable modem 440, DSL 441,
or other type of broadband network 442. There are too many
suppliers to enumerate here.

[0141] A block diagram of the gateway 300 is the same as
that of the base unit shown in FIG. 3. Typically, the gateway
300 includes a microprocessor 203, memory 211, unit spe-
cific software, RF modulation and receiving circuits 204, an
antenna 206, and power supply 207. The microprocessor
203 and RF modulation and receiving circuits 204 may be
incorporated as a single chipset or discretely separated. The
telecommunications interface 220 will vary depending upon
the external network to which the gateway 300 is to connect.
The gateway 300 will typically communicate with the base
units 200 using high power RF communications.

[0142] As shown in FIGS. 16 and 20, the security network
400 permits the installation of multiple gateways 300 in a
single security network 400, each of which can interface to
the same or different external networks 410. For example, a
second gateway 300 can serve to function as an alternate or
backup gateway 300 for cases in which the first gateway 300
fails, such as component failure, disablement or destruction
by an intruder, or loss of power at the outlet where the first
gateway 300 is plugged in. If there are multiple gateways
installed in a security network 400, these gateways may be
located in different buildings and be connected to different
networks. For example, a user may install a security network
400 including a gateway 300 in their residence 740 and then
also place a second gateway 300 in their neighbor’s resi-
dence 741. The first gateway 300 is then connected to one
telephone line and the second gateway 300 is then connected
to the neighbor’s telephone line (FIG. 17).

[0143] Homeowners and building owners generally desire
one or two types of alerts in the event that an intrusion is
detected. First, an audible alert may be desired whereby a
loud siren 551 is activated both to frighten the intruder and
to call attention to the building so that any passers-by may
take notice of the intruder or any evidence of the intrusion.
However, there are also scenarios in which the building
owner prefers the so called silent alert whereby no audible
alert is made so as to lull the intruder into believing he has
not been discovered and therefore may still be there when
law enforcement personnel arrive. The second type of alert
involves messaging an emergency response agency 460,
indicating the detection of an intrusion and the identity of the
building, as shown in FIGS. 8 and 16. The emergency
response agency 460 may be public or private, depending
upon the local customs, and so, for example, may be an
alarm services company 460 or the city police department
460.

[0144] The gateway 300 of the inventive system supports
the second type of foregoing alert by preferably including
different telecommunications interfaces 220, or modules,
such as for example a modem module 310, wireless module
311 and 312, WiFi module 313, or Ethernet module 313. The
modem module 310 is used for connection to a public
switched telephone network (PSTN) 403; the wireless mod-
ule 311 is used for connection to a commercial mobile radio
service (CMRS) network 402 such as any of the widely
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available CDMA, TDMA, or GSM-based 2 G, 2.5G, or3 G
wireless networks. The WiFi module 313 is used for con-
nection to private or public WiFi networks 404; the Ethernet
module 313 is use for connection to private or public
Ethernets 401.

[0145] Certain building owners will prefer the high secu-
rity level offered by sending an alert message through a
CMRS network 402 or WiFi network 404. The use of a
CMRS network 402 or WiFi network 404 by the gateway
300 overcomes a potential point of failure that occurs if the
intruder were to cut the telephone wires 431 prior to attempt-
ing an intrusion. If the building owner has installed at least
two gateways 300 in the system, one gateway 300 may have
a wireless module 311/312 installed and a second may have
a modem module 310 installed. This provides the inventive
security network 400 with two separate communication
paths for sending alerts to the emergency response agency
460 as shown in FIG. 8. By placing different gateways 300
(FIGS. 16 and 20) in very different locations in the building,
the building owner significantly decreases the likelihood that
an intruder can discover and defeat the security network 400.

[0146] Any base unit 200, including gateways 300, may
include a controller function 250. Prior art alarm panels
typically contain a single controller, and all other contacts,
motion detectors, etc. are fairly dumb from an electronics
and software perspective. For this reason, the alarm panel
must be hidden in the house because if the alarm panel were
discovered and disabled, all of the intelligence of the system
would be lost. The controller function 250 of the present
invention may be distributed through many or all of the base
units 200 in the security network 400 and shown in FIG. 9.
The controller function 250 is a set of software logic that can
reside in the processor 203 and memory 211 of a number of
different base units 200 within the security network 400,
including within the base unit 200. If the base unit 200
memory is of an appropriate type and size, the memory 211
can contain a controller function 250, consisting of both
program code and configuration data. The program code will
generally contain both controller function 250 code common
to all devices as well as code specific to the base unit 200
type. For example, a base unit 200 will have certain device
specific hardware that requires matching code, and a gate-
way 300 may have different device specific hardware that
requires different matching code.

[0147] When multiple base units 200 are installed in a
system, the controller functions 250 in the different devices
become aware of each other, and share configuration data
and updated program code. The updated program code can
consist of either a later released version of the program code,
or can consist of device specific code or parameters. For
example, if a new type of base unit 200 is developed and
then installed into an existing network, the older base units
200 in the system may require updated program code or
parameters in order to effectively manage the new base unit
200.

[0148] Each controller function 250 in each device can
communicate with all other controller functions 250 in all
other base units 200 as shown in FIG. 9. The purpose of
replicating the controller function 250 on multiple base units
200 is to provide a high level of redundancy throughout the
entire security network 400, and to reduce or eliminate
possible points of failure (whether component failure, power
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failure, or disablement by an intruder). The controller func-
tions 250 implemented on each base unit 200 perform
substantially the same common functions, therefore the
chances of system disablement by an intruder are fairly low.

[0149] When there are multiple controller functions 250
installed in a single security network 400, the controller
functions 250 arbitrate among themselves to determine
which controller function 250 shall be the master controller
251 for a given period of time. The preferred arbitration
scheme consists of a periodic self-check test by each con-
troller function 250, and the present master controller 251
may remain the master controller 251 as long as its own
periodic self-check is okay and reported to the other con-
troller functions 250 in the security network 400. If the
present master controller 251 fails its self-check test, or has
simply failed for any reason or been disabled, and there is at
least one other controller function 250 whose self-check is
okay, the failing master controller 251 will abdicate and the
other controller function 250 whose self-check is okay will
assume the master controller 251 role. In the initial case or
subsequent cases where multiple controller functions 250
(which will ideally be the usual case) are all okay after
periodic self-check, then the controller functions 250 may
elect a master controller 251 from among themselves by
each choosing a random number from a random number
generator, and then selecting the controller function 250
with the lowest random number. There are other variations
of arbitration schemes that are widely known, and any
number are equally useful without deducting from the
inventiveness of permitting multiple controller functions
250 in a single security network 400, as long as the result is
that in a multi-controller function 250 system, no more than
one controller function 250 is the master controller 251 at
any one time. In a multi-controller function 250 system, one
controller function 250 is master controller 251 and the
remaining controller functions 250 are slave controllers,
keeping a copy of all parameters, configurations, tables, and
status but generally not duplicating the actions of the master
controller 251.

[0150] In a system with multiple controller functions 250,
the security network 400 can receive updated program code
and selectively update the controller function 250 in just one
of the base units. If the single base unit 200 updates its
program code and operates successfully, then the program
code can be updated in other base units. If the first base unit
200 cannot successtully update its program code and oper-
ate, then the first base unit 200 can revert to a copy of older
program code still stored in other base units. Because of the
distributed nature of the controller functions 250, the secu-
rity network 400 of the present invention does not suffer the
risks of prior art alarm panels which had only one controller.

[0151] Each controller function 250 typically performs
some or all of the following major logic activities, although
the following list is not meant to be limiting:

[0152] configuration of the security network 400 whereby
each of the other components are identified, enrolled, and
placed under control of the master controller 251,

[0153] receipt and interpretation of daily operation com-
mands executed by the homeowner or building occupants
including commands whereby the system is placed, for
example, into armed or monitoring mode or disarmed for
normal building use,
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[0154] communications with other controller functions
250, if present, in the system including exchange of con-
figuration information and daily operation commands as
well as arbitration between the controller functions 250 as to
which controller function 250 shall be the master controller
251,

[0155] communications with various external networks
410 for purposes such as sending and receiving messages,
picture and audio files, new or updated program code,
commands and responses, and similar functions,

[0156] communications with base units 200 and transpon-
ders 100 in the security network 400 including the sending
of various commands and the receiving of various responses
and requests,

[0157] processing and interpretation of data received from
the base units 200 including data regarding the receipt of
various signals from the sensors 600, 620, and 901 and
transponders 100 within communications range of each base
unit,

[0158] monitoring of each of the sensors, both directly and
indirectly, to determine, for example, whether a likely intru-
sion has occurred, whether glass breakage has been detected,
whether an audible alarm (i.e., a siren) has activated, or
whether motion has been detected by a microwave- and/or
passive infrared-based device,

[0159] deciding, based upon the configuration of the secu-
rity network 400 and the results of monitoring activity
conducted by the controller function 250, whether to cause
an alert or take another event based action,

[0160] causing an alert, if necessary, by some combination
of audible indication such as via a siren device 551, or using
a gateway 300 to dial through the public switched telephone
network (PSTN) 403 to deliver a message to an emergency
response agency 460, or sending a message through one or
more Ethernet 401, internet 405, and/or commercial mobile
radio services (CMRS) 402 to an emergency response
agency 460.

[0161] In many prior art wireless networks, a single mas-
ter base unit functions as both the radio master and the single
gateway for communications with an external network 410
or telecommunications system. For example, a cordless
telephone system is typically provided with a single base
unit even if multiple portable telephone handsets are
included in the system. The base unit of the cordless
telephone system provides the necessary radio timing and
wireless protocol management, as well as providing the sole
interface into the PSTN 403.

[0162] One popular cordless telephone protocol is the
DECT (“Digital Enhanced Cordless Telecommunications™)
systems protocol which provides that the system “portable
parts” (a DECT term referring to the telephone handsets) do
not communicate with the outside telecommunications net-
work (“telecom™) or external network 410. That is, the
portable parts only communicate with each other, e.g., in a
“walkie talkie” mode, or communicate with the system
“fixed part” (a DECT term referring to the master base unit),
while the fixed part communicates with the portable parts
and is the sole connection with the outside telecom or
external network 410. Accordingly, in a typical DECT based
communications network with a single fixed part, where a
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failure occurs with that fixed part or to the master base unit,
the portable parts, or slave base units, are not able to connect
to or communicate with the outside telecom. In such a
failure mode, the communications system is cut-off from the
outside world. Where such a failure occurs to the one fixed
part, the security network is isolated from the outside world,
is not able to alert any security monitoring company of any
intrusion, improper entry or other alert condition. The
present invention security network 400 architecture
addresses this single point communications gateway prob-
lem.

[0163] As described above, the present invention security
network 400 architecture is set up into multiple levels, with
a first level including a plurality of base units 200, and a
second level including a plurality of transponders 100 and
sensors. By design each component in the base unit level is
capable of communicating with the other base units 200 in
that level. Moreover, each component in the second level of
transponders is capable of communicating with the other
components in the second level. Such a communications
network for a wireless security network 400 provides exten-
sive redundancy on several levels. One example of this
redundancy is shown with the use of multiple base units 200.

[0164] In a preferred embodiment where multiple base
units 200 are installed in the base unit level, as shown in
FIG. 9 and FIG. 27, and with each such base unit having a
controller function 250, there is one base unit 200 that acts
as the radio master with the other base units being config-
ured as slave base units. That is, at any given moment in
time, there is one master base unit (or fixed part) 255
operating with the master controller 251, and one or more
slave base units (or portable parts) 256 under the control of
the master base unit 255. The redundancy of the security
network 400 relates first to the communication routes
between the several base units master base unit 255 and the
several slave base units 256. As shown in FIG. 9 and FIG.
27, there are potentially available redundant communication
paths between the several base units 200.

[0165] Because the security network 400 is capable of
reconfiguring base unit hierarchy, an additional redundancy
exists. More particularly, any base unit 200 may be config-
ured to become the radio master with the other base units
remaining as slaves, including the former radio master. For
example, as shown in FIGS. 27, 27A and 27B, any slave
base unit 256 can be configured to act in the role of a master
base unit 255 should the original master base unit become
disabled or fail a self-check test. Similarly, a master base
unit 255 may be reconfigured to act in the role of a slave base
unit 256 should that master base unit be determined to be
incapable of continuing to act in the role of a master base
unit 255. This redundancy exists, in part, because each
controller function 250 in a base unit 200 is aware of other
controller functions 250 in other base units 200 and are each
capable of communicating with other controller functions
250 in other base units 200. As previously described, the
controller functions 250 stored in the several base units 200
may share system configuration data.

[0166] As previously described and shown in FIG. 16 and
FIG. 20, each base unit 200, be it a master base unit 255
(fixed part) or a slave base unit 256 (portable part) is capable
of communicating with an external network 410. Such
external networks 410 include, without limitation, private
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Ethernets 401, CMRS 402, PSTN 403, WiFi 404, and/or the
Internet 405. In a normal operational mode, the master base
unit (fixed part) 255 communicates with and alerts the
security monitoring company 460, be it the police or a
security company, when the security network 400 senses an
unauthorized intrusion. Should the master base unit (fixed
part) 255 fail, become disabled, or reconfigure itself from a
master base unit 255 to a slave base unit 256, then any other
base unit 250, including a slave base unit (portable part) 256
is alternatively capable of communicating with and alerting
the security monitoring company 460. Accordingly, as
shown in FIGS. 27A and 27B, there are multiple and
redundant communication paths from the base level to an
external network 410.

[0167] As shown, the present security network communi-
cations network architecture is distinct from and a substan-
tial improvement upon the DECT systems protocol limita-
tion because of the capability for any of the several base
units, be they master base units (fixed parts) or slave base
units (portable parts) 256, to communicate with an external
network 410. This intercommunication capability provides a
highly robust redundancy in the security network. If a
network component fails or is disabled by an intruder,
another component, either in the same level, or within a
different level is capable of continuing to communicate with
the distributed sensors, with the master base units, and with
the outside telecom.

[0168] It is important to note that at any one point in time,
within a security network 400 base unit level, there is only
a single radio master or single master base unit 255. How-
ever, as also described, the base unit 200 that is designated
as the master base unit 255 may vary from time to time, and
the designation of being a master base unit 255 may switch
to other base units 200 in the base unit level depending upon
the operational capability and self-testing results. Thus, the
problem of a single point of failure (i.e., a single fixed part
or master base unit) is eliminated by the present inventive
network.

[0169] The controller function 250 offers an even higher
level of security that is particularly attractive to marketing
the inventive security network 400 to apartment dwellers.
Historically, security systems of any type have not been sold
and installed into apartments for several reasons. Apartment
dwellers are more transient than homeowners, making it
difficult for the dweller or an alarm services company to
recoup an investment from installing a system. Of larger
issue, though, is the small size of apartments relative to
houses. The smaller size makes it difficult to effectively hide
the alarm panel of prior art security systems, making it
vulnerable to discovery and then disconnection or destruc-
tion during the pre-alert period. The pre-alert period of any
security system is the time allowed by the alarm panel for
the normal homeowner to enter the home and disarm the
system by entering an appropriate code or password into a
keypad. This pre-alert time is often set to thirty seconds to
allow for the fumbling of keys, the carrying of groceries, the
removal of gloves, etc. In an apartment scenario, thirty
seconds is a relatively long time in which an intruder can
search the apartment seeking the alarm panel and then
preventing an alert. Therefore, security systems have not
been considered a viable option for most apartments. Yet,
approximately thirty-five percent of the households in the
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U.S. live in apartments (or other multi-family dwelling
units) and their security needs are not less important than
those of homeowners.

[0170] The inventive security network 400 may include an
additional remote monitoring function in the controller
function 250, which can be selectively enabled at the dis-
cretion of the system user. The controller function 250
includes a capability whereby the controller function 250 of
one base unit 200 can send a message to a designated
cooperating base unit 200 at the time that a pre-alert period
begins and again at the time that the security network 400
has been disabled by the normal user, such as the apartment
dweller, by entering the normal disarm code. The designated
cooperating base unit 200 may be located anywhere within
RF range of the first base unit 200 such as for example
another apartment, another building, or a secure room within
the building. Furthermore, the controller function 250 of one
base unit 200 can send a different message to the same
designated cooperating base unit 200 if the normal user
enters an abnormal disarm code that signals distress, such as
when, for example, an intruder has forced entry by following
the apartment dweller home and using a weapon to force the
apartment dweller to enter her apartment with the intruder
and disarm the security network 400.

[0171] In logic flow format, the remote monitoring func-
tion operates as shown in FIG. 12 and described in more
detail below, assuming that the function has been enabled by
the user:

[0172] an intrusion is detected in the building, such as the
apartment,
[0173] the controller function 250 in a first base unit 200

begins a pre-alert period,

[0174] the controller function 250 in the first base unit 200
sends a message to a designated cooperating base unit 200
whereby the message indicates the identity of the security
network 400 and the transition to pre-alert state,

[0175] the designated cooperating base unit 200 begins a
timer (for example 30 seconds or any reasonable period
allowing for an adequate pre-alert time),

[0176] if the person causing the intrusion is a normal user
under normal circumstances, the normal user will enter or
speak the normal disarm code or password,

[0177] the controller function 250 in the first base unit 200
ends the pre-alert period, and enters a disarmed state,

[0178] the controller function 250 in the first base unit 200
sends a message to the cooperating base unit 200, whereby
the message indicates the identity of the security network
400 and the transition to disarm state,

[0179] if the person causing the intrusion is an intruder
who does not know the disarm code and/or disables and/or
destroys the first base unit 200 containing the controller
function 250 of the security network 400,

[0180] the timer at the cooperating base unit 200 reaches
the maximum time limit (30 seconds in this example)
without receiving a message from the controller function
250 in the first base unit 200 indicating the transition to
disarm state,
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[0181] the cooperating base unit 200 may remotely cause
an alert indicating that a probable intrusion has taken place
at the location associated with the identity of the security
network 400,

[0182] ifthe person causing the intrusion is an authorized
user under distressed circumstances (i.e., gun to back), the
authorized user enters or speaks an abnormal disarm code or
password indicating distress,

[0183] the controller function 250 in the first base unit 200
sends a message to the cooperating base unit 200, whereby
the message indicates the identity of the security network
400 and the use of an abnormal disarm code or password
indicating distress,

[0184] the cooperating base unit 200 may remotely cause
an alert indicating that an intrusion has taken place at the
location associated with the identity of the security network
400 and that the authorized user is present at the location and
under distress.

[0185] As can be readily seen, this inventive remote
monitoring function now enables the installation of this
inventive security network 400 into apartments without the
historical risk that the system can be rendered useless by the
discovery and disablement or destruction by the intruder.
With this function enabled, even if the intruder were to
disable or destroy the system, a remote alert could still be
signaled because a message indicating a transition to disarm
state would not be sent, and a timer would automatically
conclude remotely at the designated processor. This function
is obviously not limited to just apartments and could be used
for any building.

[0186] With a wireless module 311 or 312, WiFi module
313, or Ethernet module 313 installed, a gateway 300 can
also be configured to send either an SMS-based message
through the CMRS 402 or an email message through a WiFi
network 404 or Ethernet network 401 to the Internet 405 to
any email address based upon selected user events. For
example, an individual away from home during the day may
want a message sent to his pager, wireless phone, or office
email on computer 450 if the inventive security network 400
is disarmed at any point during the day when no one is
supposed to be at home. Alternately, a parent may want a
message sent when a child has returned home from school
and disarmed the security network 400. Perhaps a home-
owner has provided a temporary disarm code or password to
a service company scheduled to work in the home, and the
homeowner wants to receive a message when the work
personnel have arrived and entered the home. By assigning
different codes or passwords to different family members
and/or work personnel, the owner of the security network
400 can discriminate among the persons authorized to
disarm the system. Any message sent, as described herein,
can contain an indication identifying the code/password
and/or the person that entered the disarm code/password.
The disarm code/password itself is typically not sent for the
obvious security reasons, just an identifier associated with
the code.

[0187] The gateway 300 can send or receive updated
software, parameters, configuration, or remote commands,
as well as distribute these updated software, parameters,
configuration, or remote commands to other controller func-
tions 250 embedded in other base units 200. For example,
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once the security network 400 has been configured, a copy
of the configuration, including all of the table entries, can be
sent to a remote processor 461 for both backup and as an aid
to responding to any reported emergency. If, for any reason,
all of the controller functions 250 within the security net-
work 400 ever experienced a catastrophic failure whereby its
configuration were ever lost, the copy of the configuration
stored at the remote processor 461 could be downloaded to
a restarted or replacement controller function 250. Certain
parameters, such as those used in glass breakage detection,
can be downloaded to the controller function 250 and then
propagated, in this example, to the appropriate glass break-
age detection functions that may be contained within the
system. Therefore, for example, if a homeowner were expe-
riencing an unusual number of false alarm indications from
a glass breakage detection function, remote technical per-
sonnel could remotely make adjustments in certain param-
eters and then download these new parameters to the con-
troller function 250. Likewise, for example, if a homeowner
were experiencing an unusual number of false alarm indi-
cations from a siren sensor 901, remote technical personnel
could remotely make adjustments in certain parameters
(e.g., related to the duration, frequency, cadence, and/or
volume of the audible alarm) and then download these new
parameters to the controller function 250. Additionally, the
operating parameters for new base units 200 can also be
downloaded to the controller function 250. For example, if
a homeowner added a new base unit 200 to the security
network 400 several years after initial installation, the
parameters for this new type of base unit 200 might not exist
in the controller function 250. The security network 400
could obtain the parameters associated with the new base
unit 200 from a site designated by the manufacturer.

[0188] The controller function 250 can also report periodic
status and/or operating problems detected by the system to
the emergency response agency 460, the manufacturer of the
system, or a similar entity. One example of the usefulness of
this function is that reports of usage statistics, status, and/or
problems can be generated by an example emergency
response agency 460 and a copy provided to the customer as
part of his monthly bill. Furthermore, the usage statistics of
similarly situated customers can be compared and analyzed
for any useful patterns. Technicians at an emergency
response agency 460, the manufacturer of the system, or a
similar entity can use any collected data to diagnose prob-
lems and make changes to the configuration, parameters, or
software of security network 400 and remotely download
these changes to the security network 400. This may elimi-
nate the need for a technician visit to a customer’s home or
other building.

[0189] Any base unit 200 may include an acoustic trans-
ducer 210 (shown in FIG. 3). The acoustic transducer 210
preferably supports both the reception of sounds waves and
the emission of sound waves such that the acoustic trans-
ducer 210 can also be used for functions such as glass
breakage detection, fire alarm detection, two-way audio, the
sounding of tones and alerts, voice recognition, and voice
response (i.e., spoken word responses to commands). While
shown as a single block in FIG. 3, the acoustic transducer
210 can be implemented with a single combined component
or with a separate input transducer (i.e., microphone) and
output transducer (i.e., speaker and/or piezo).
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[0190] Tt is preferred that microprocessor 203 be able to
read acoustic data from the acoustic transducer 210 in order
to analyze the data for specific patterns. For example, it
would be advantageous for the microprocessor 203 to detect
specific speech patterns for use in voice recognition. Simi-
larly, the microprocessor 203 may look for patterns that
indicate the sound of breaking glass or an alerting smoke
detector or fire alarm. It is also preferred that microprocessor
203 be able to send acoustic data to the acoustic transducer
210 in order to create sounds for feedback or alerting, or to
output pre-stored words for voice response. The memory
211 should ideally contain sufficient data space for the
storage of both patterns for recognition and output sounds
and words.

[0191] An example embodiment of a gateway 300 is a
USB gateway 510. The USB gateway 510 includes common
characteristics and embodiments with the base unit 200
including high power RF communications and communica-
tions with transponders 100. Thus, if a USB gateway 510 has
been installed in a room, it may not be necessary for a
separate base unit 200 to also be installed in a room in order
to monitor the transponders 100.

[0192] An interface mechanism available for use with the
security network 400 is a USB gateway 510 that enables a
desktop or laptop computer to be used for downloading,
uploading, or editing the configuration stored in the control-
ler functions 250. The USB gateway 510 connects to and
may obtain power from the Universal Serial Bus (USB) port
commonly installed in most computers 450 today. The USB
gateway 510 can convert signals from the USB port to
backscatter modulation or high power RF communications
with a base unit 200 or gateway 300, thereby providing
access to the configuration data stored by the controller
functions 250. A software program provided with the USB
gateway 510 enables the user to access the USB gateway
510 via the USB port, and display, edit, or convert the
configuration data. In this manner, authorized users have an
easy mechanism to create labels for each of the base units
200, gateways 300, and transponders 100. For example, a
particular transponder 100 may be labeled “Living Room
Window” so that any alert generated by the security network
400 can identify by label the room in which the intrusion has
occurred. The labels created for the various devices can also
be displayed on the display 266 to show, for example, which
zones are in an open or closed state.

[0193] Another example embodiment of a base unit 200 is
an email device 530. The security network 400 can support
an email device 530 that uses high power RF communica-
tions to communicate with the base units 200 and gateways
300. This email device 530, which can take the form of a
palm-type organizer or other forms, may typically be used to
send and receive email via the modules of a gateway 300. As
described earlier, the various devices in the security network
400 self form a network, thereby enabling messages to
originate on any base unit 200 and terminate on any capable
base unit 200. Therefore, it is not necessary that the email
device 530 be near a gateway 300. If necessary, messages
can be received via a gateway 300, routed through multiple
base units 200, and then terminated at the email device 530.
The primary advantage of including an email device 530 in
the security network 400 is to provide the homeowner a
device that is always on and available for viewing. There are
a growing number of wireless phones in use today capable
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of sending and receiving SMS messages. The email device
530 provides a convenient, always-on device whereby fam-
ily members can sent short messages to each other. For
example, one spouse can leave a message for another spouse
before leaving work. The functions of the email device may
be combined with the functions of another device, such as a
keypad, to advantageously form an integrated device.

[0194] Another example embodiment of a gateway 300 is
a WiFi gateway 520. As an alternative to using a USB
gateway 510, the security network 400 also supports a WiFi
gateway 520. WiFi, also known as 802.11b, is becoming a
more prevalent form of networking computers. Recently,
Intel made available a new chip called Centrino by which
many new computers will automatically come equipped
with WiFi support. Therefore, rather than using a USB
gateway 510 that connects to a port on the computer 450, a
gateway 300 may include a WiFi module 313. The WiFi
gateway 520 can provide either local access from a local PC
450 (assuming that the local PC supports WiFi) to the
security network 400, or alternately from the security net-
work 400 to a public WiFi network 404. It is expected that
in the near future, some neighborhoods will be wired with
public WiFi networks 404. These public WiFi networks 404
will provide another alternative access means to the internet
from homes (in addition to cable modems 440 and DSL 441,
for example). There may be users, therefore, that may prefer
the security network 400 to provide alerts through this
network rather than a PSTN 403 or CMRS 402 network. In
the event these public WiFi networks 404 become prevalent,
then the security network 400 can offer the email access
described above through these networks as well. The WiFi
gateway 520 primarily acts as a protocol converter between
the chosen modulation and protocol used within the security
network 400 and the 802.11b standard. In addition to the
protocol conversion, the WiFi gateway 520 also provides a
software-based security barrier similar to a firewall to pre-
vent unauthorized access to the security network 400.

[0195] Any base unit 200 may also include a camera 213.
A typical type of camera 213 may be a miniature camera of
the type commonly available in mobile phones and other
consumer electronics. Low cost miniature cameras are
widely available for PC and wireless phone use, and formats
(i.e., JPEG) for transmitting pictures taken by these minia-
ture cameras are also widely known. By recording sequen-
tial images taken over a short period of time, a time lapse
record may be created. Through one or more of the gateways
300, the security network 400 can access external networks
as well as be accessed through these same networks. Some
users may find it useful to be able to visually or audibly
monitor their home or building remotely. Therefore, the
security network 400 also supports base units 200 including
cameras 213 and/or audio transducers 210 that enable a user
to remotely see and/or hear what is occurring in a home or
building. Each of the base units 200 can be individually
addressed since each is typically provided with a unique
identity. When a security network 400 causes an alert, an
emergency response agency 460 or an authorized user can be
contacted. In addition to reporting the alert, as well as the
device (i.e., identity of the transponder 100) causing the
alert, the security network 400 can be configured to provide
pictures and/or audio clips of the activity occurring within
the security network 400. Base units 200 with cameras 213
and/or audio transducers 210 will be particularly useful in
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communities in which the emergency response agency 460
requires confirmation of intrusion prior to dispatching
police.

[0196] There are multiple uses for the audio 210 and
camera 213 support in the security network 400 in addition
to alarm verification by an emergency response agency 460.
A caregiver can check in on the status of an elderly person
living alone using the audio and/or camera capabilities of the
security network 400. A family on a trip can check in on the
activities of a pet left at home. The owner of a vacation home
can periodically check in on the property during the winter
months when the vacation home is otherwise unoccupied.

[0197] Certain base units 200 may be configured with
additional memory 211 for the purpose of storing pictures
and/or audio files. By combining within a security network
400 the audio 210 and/or camera 213 capability with a USB
gateway 300 and a local PC a user can store picture and
audio files on the PC to provide a continuous record of
activities in the home. As an alternative to storing pictures
on a local PC, a base unit 200 can be provided with a large
enough memory 211 to contain a file system wherein the file
system stores pictures periodically taken by one or more
cameras in the security network 400. One way in which the
memory of a base unit 200 can be expanded is through the
use of well-known flash memory. For example, flash
memory modules are available in a variety of pre-packaged
formats such as PCMCIA, Compact Flash, or USB, so a base
unit 200 can be implemented to accept modules in these
formats. The pictures and/or audio files in the file system can
be accessed later to retrieve pictures taken at particular
times. These files can be accessed in a number of ways. If
the memory 211 is contained in a removable flash memory
module, the module can be removed and inserted into
another device such as a PC that can read the files. Alter-
nately, the files in the memory 211 can be accessed through
a gateway 300. For example, a local PC can use a USB
gateway 510 or WiFi gateway 520 or an emergency response
agency can use a telephone, wireless, or Ethernet based
connection.

[0198] One advantageous base unit 200 in which a camera
213 can be included is a base unit 200 built into the physical
form of a smoke/fire/CO detector 590 or a detector collar
591 as shown in FIG. 15. Since detectors are generally
mounted on ceilings, the inclusion of camera 213 capability
into a ceiling mounted base unit 200 built into the physical
form of a smoke/fire/CO detector 590 or smoke detector
collar 591 will provide the camera 213 with a wide angle of
view with little likely viewing obstruction. A base unit 200
built into the physical form of a smoke/fire/CO detector 590
can include smoke, fire, or CO detection capability 212. The
detection technology for smoke, fire, and/or CO is widely
known and available. A base unit 200 built into the physical
form of a detector collar 591 would likely not require smoke,
fire, or CO detection 212 capability since the state of the
attached smoke, fire, or CO can be detected by the base unit
200.

[0199] The inventive security network 400 does not
require all detectors 590 installed in a home to include a base
unit 200 as defined in this specification. Certain manufac-
turers, such as Firex for example, already provide families of
low cost smoke detectors that have a wired communications
capability; that is, if one smoke detector detects smoke and
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causes an audible alert, all smoke detectors that are wired to
the detecting smoke detector also cause an audible alert.
Using the present invention, one of the example Firex smoke
detectors can be replaced with a base unit 200 of the
inventive security network 400, and if any of the Firex
family of smoke detectors causes an alert and sends a
communications via the standard Firex wired communica-
tions, the base unit 200 of the inventive security network 400
will receive the same communications as all Firex smoke
detectors on the same circuit, and the inventive security
network 400 can cause its own alert using its own audible
capability and/or any gateway 300 devices installed in the
inventive security network 400. This ability to convert the
wired communications from an existing example Firex
network of smoke detectors into an appropriate communi-
cations within the inventive security network 400 obviates
the need for a user to replace all of the smoke detectors in
a home when installing an inventive security network 400.
While this example has been given using smoke detectors,
it is understood that this example is extensible to fire
detectors, carbon monoxide (CO) detectors, and other simi-
lar detection devices typically used in residential and com-
mercial buildings.

[0200] If the designer does not wish to design a base unit
200 including smoke/fire/CO detect capability 212, then the
designer can place the base unit 200 functionality into a
detector collar 591 that it placed between an example
smoke/fire/CO detector 590 and the mounting plate 592
attached to the ceiling 704. An AC powered smoke detector
usually requires that an electrical box be installed into the
ceiling. The mounting plate 592 is attached to the electrical
box in the ceiling and a connector protrudes from the
electrical box. The smoke/fire/CO detector 590 is then
typically connected to the connector, and then snapped onto
the mounting plate 592. Under the present invention, a
detector collar 591 can be placed between the mounting
plate 592 and the smoke/fire/CO detector 590. The detector
collar 591 can provide the physical volume to contain the
base unit 200 functionality as well as intercept the AC power
and the communications wire that are contained in the
connector protruding from the electrical box. By intercept-
ing and detecting the state of the communications wire, the
base unit 200 can detect any changes in state, such as the
signaling of an alert. Rather than intercepting the commu-
nications wire, or in the case of a sensor that does not include
a separate communications wire, the base unit 200 can also
sense the audio signal typically put out by an example
smoke/fire/CO detector 590. These audio signals are gener-
ally designed to generate audio power of approximately 85
dB at 10 feet in various predetermined and distinctive
patterns. The base unit 200 can include an appropriate audio
transducer 210 that can sense the presence or absence of the
volume and/or distinctive pattern of the audio output by the
smoke/fire/CO detector 590. In any of the example cases,
when the base unit 200 detects an alert state being signaled
by an example smoke/fire/CO detector 590, the base unit
200 can send a communication to the master controller 251
in the security network 400. The security network 400 can
then send an alert to an emergency response agency 460 or
take any other predetermined action configured in the secu-
rity network 400 by the end user.

[0201] Note that while smoke detectors and Firex have
been used as examples, other types of sensors and other
brands/manufacturers can be substituted into this specifica-
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tion without detracting from the inventive nature. It is also
not required that full base unit 200 functionality be placed
into the smoke/fire/CO detector 590 or smoke detector collar
591. If no camera 213 or audio 210 capability is desired,
then a transponder 100 can be implemented in the smoke/
fire/CO detector 590 or smoke detector collar 591 instead of
a base unit 200. In FIG. 15, both the base unit 200 and
transponder 100 are shown with dashed lines to show the
optional choices that can be made.

[0202] The base unit 200 can include several options that
increase both the level of security and functionality in the
inventive security network 400. One option enhances the
base unit 200 to include an acoustic transducer 210 capable
of receiving and/or emitting sound waves that enables a
glass breakage detection capability in the base unit 200.
Glass breakage sensors have been widely available for years
for both wired and wireless prior art security networks.
However, they are available only as standalone sensors
typically selling for $30 to $50 or more. Of course, in a
hardwired system, there is also the additional labor cost of
installing separate wires from the alarm panel to the sensor.
The cost of the sensors generally limits their use to just a few
rooms in a house or other building. The cost is due in part
to the need for circuits and processors dedicated to just
analyzing the sound waves.

[0203] Since the base unit 200 already contains a power
supply 207 and a processor 203 the only incremental cost of
adding the glass breakage detection capability is the addition
of the acoustic transducer 210 and the software to analyze
sound patterns for any of the distinctive patterns of breaking
glass. With the addition of this option, glass breakage
detection can be available in every room in which a base unit
200 has been installed.

[0204] Glass breakage detection is performed by analyz-
ing received sound waves to look for certain sound patterns
distinct in the breaking of glass. These include certain high
frequency sounds that occur during the impact and breaking
of the glass and low frequencies that occur as a result of the
glass flexing from the impact. The sound wave analysis can
be performed by any number of widely known signal
processing techniques that permit the filtering of received
signals and determination of signal peaks at various fre-
quencies over time.

[0205] One advantage of the present invention over prior
art standalone glass breakage sensors is the ability to adjust
parameters in the field. Because glass breakage sensors
largely rely on the receipt of audio frequencies, they are
susceptible to false alarms from anything that generates
sounds at the right combination of audio frequencies. There-
fore, there is sometimes a requirement that each glass
breakage sensor be adjusted after installation to minimize
the possibility of false alarms. In some cases, no adjustment
is possible in prior art glass breakage detection devices
because algorithms are permanently stored in firmware at
the time of manufacture. Because the glass breakage detec-
tion of the present invention is performed by the base units,
which include or are in communication with a controller
function 250, the controller function 250 can alter or adjust
parameters used by the base unit 200 in glass breakage
detection. For example, the controller function 250 can
contain tables of parameters, each of which applies to
different building construction materials or window types.
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The user can select the appropriate table entry during system
configuration, or select another table entry later after expe-
rience has been gained with the installed security network
400. Furthermore, the controller function 250 can contact an
appropriate database via a gateway 300 that is, for example,
managed by the manufacturer of the security network 400 to
obtain updated parameters. There is, therefore, significant
advantage to this implementation of glass breakage detec-
tion, both in the cost of device manufacture and in the ability
to make adjustments to the processing algorithms used to
analyze the sound waves.

[0206] In a manner similar to glass breakage detection
above, the received sound waves can be analyzed to look for
certain (usually very high decibel) sound patterns distinct in
alerting smoke detectors, fire alarms, carbon monoxide
detectors, and similar local alerting devices. When one or
more base units 200 detect the distinct sound patterns from
any of these local alerting devices, the controller function
250 can send an appropriate message via a gateway 300 to
an emergency response agency 460.

[0207] The addition of the acoustic transducer 210, with
both sound input and output capability, to the base unit 200
for the glass breakage option also allows the base unit 200
to be used by an emergency response agency 460 as a
distributed microphone to listen into the activities of an
intruder. Rather than analyzing the sound waves, the sound
waves can be digitized and sent to the gateway 300, and then
by the gateway 300 to the emergency response agency 460.
After the gateway 300 has sent an alert message to the
emergency response agency 460, the audio transducer can be
available for use in an audio link. This two-way audio
capability through the acoustic transducer 210 can be useful
for more than just listening by an emergency response
agency 460. Parents who are not home can listen into the
activities of children who might be home. Similarly, a
caregiver can use the two-way audio to communicate with
an elderly person who might be living alone.

[0208] In a similar manner, the base unit 200 can contain
optional algorithms for the sensing of motion in the room.
Like glass breakage sensors, prior art motion sensors are
widely available as standalone devices. Prior art motion
sensors suffer from the same disadvantages cited for stan-
dalone glass breakage sensors, that is they are typically
standalone devices requiring dedicated processors, circuits,
and microwave generators. However, the base unit 200
already contains all of the hardware components necessary
for generating and receiving the radio wave frequencies
commonly used in detecting motion; therefore the base unit
200 only requires the addition of algorithms to process the
signals for motion in addition to performing its reading of
the transponders 100. Different algorithms are available for
motion detection at microwave frequencies. One such algo-
rithm is Doppler analysis. It is a well-known physical
phenomenon that objects moving with respect to a trans-
mitter cause a reflection with a shift in the frequency of the
reflected wave. While the shift is not large relative to the
carrier frequency, it is easily detectable. Therefore, the base
unit 200 can perform as a Doppler radar by the rapid sending
and receiving of radio pulses, with the subsequent measure-
ment of the reflected pulse relative to the transmitted pulse.
People and animals walking at normal speeds will typically
generate Doppler shifts of 5 Hz to 50 Hz, depending on the
speed and direction of movement relative to the base unit
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200 antenna 206. The implementation of this algorithm to
detect the Doppler shift can, at the discretion of the designer,
be implemented with a detection circuit or by performing
signal analysis using the processor of the base unit 200. In
either case, the object of the implementation is to discrimi-
nate any change in frequency of the return signal relative to
the transmitted signal for the purpose of discerning a Dop-
pler shift. The base unit 200 is capable of altering its
transmitted power to vary the detection range of this motion
detection function.

[0209] These motion detection functions can occur simul-
taneously with the reading of passive transponders 150.
Because the passive transponders 150 are fixed relative to
the base units, no unintended shift in frequency will occur in
the reflected signal. Therefore, for each transmitted burst to
a passive transponder 150, the base unit 200 can analyze the
return signal for both receipt of data from the passive
transponder 150 as well as unintended shifts in frequency
indicating the potential presence of a person or animal in
motion.

[0210] By combining the above functions, the base unit
200 in one example single integrated package may be
capable of (i) communicating with other base units 200
using high power RF communications, (ii) communicating
with transponders using low power RF and backscatter
wireless communications, (iii) detecting motion via Doppler
analysis at microwave frequencies, (iv) detecting glass
breakage and/or high decibel alerts via sound wave analysis
of acoustic waves received via an audio transducer 210, and
(v) providing a two-way audio link to an emergency
response agency 460 via an audio transducer 210 and via a
gateway 300. This base unit 200 achieves significant cost
savings versus prior art security networks 400 through the
avoidance of new wire installation and the sharing of
communicating and processing circuitry among the multiple
functions. Furthermore, because the base units 200 are under
the control of a single master controller 251, the perfor-
mance of these functions can be coordinated to minimize
interference, and provide spatial diversity and redundant
confirmation of received signals.

[0211] A microwave frequency motion detector imple-
mented in the base unit 200 is only a single detection
technology. Historically, single motion detection technolo-
gies, whether microwave, ultrasonic, or passive infrared, all
suffer false positive indications. For example, a curtain
being blown by a heating vent can occasionally be detected
by a Doppler analysis motion detector. Therefore, dual
technology motion detectors are sometimes used to increase
reliability—for example by combining microwave Doppler
with passive infrared so that motion by a warm body is
required to trigger an alert. The inventive security network
400 implements a novel technique to implement dual tech-
nology motion sensing in a room without the requirement
that both technologies be implemented into a single pack-
age.

[0212] Existing dual technology sensors implement both
technologies into a single sensor because the sensors are
only capable of reporting a “motion” or “no motion” con-
dition to the alarm panel. This is fortunate, because present
prior art alarm panels are only capable of receiving a
“contact closed” or “contact open” indication. Therefore, all
of' the responsibility for identifying motion must exist within
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the single sensor package. The inventive controller function
250 can receive communications with a passive infrared
sensor 570 mounted separately from the base unit 200.
Therefore, if in a single room, the base unit 200 is detecting
motion via microwave Doppler analysis and a passive
infrared sensor 570 is detecting the presence of a warm body
710 as shown in FIG. 6, the master controller 251 can
interpret the combination of both of these indications in a
single room as the likely presence of a person.

[0213] One embodiment of this passive infrared sensor
570 is in the form of a light switch 730 with cover 731 as
shown in FIG. 14A. Most major rooms have at least one
existing light switch 730, typically mounted at an average
height of 55" above the floor. This mounting height is above
the majority of furniture in a room, thereby providing a
generally clear view of the room. Passive infrared sensors
have previously been combined with light switches 730 so
as to automatically turn on the light when people are in the
room. More importantly, these sensor/switches turn off the
lights when everyone has left, thereby saving electricity that
would otherwise be wasted by lighting an unoccupied room.
Because the primary purpose of these existing devices is to
provide local switching, the devices cannot communicate
with central controllers such as existing alarm panels.

[0214] The passive infrared sensor 570 that operates with
the inventive security network 400 includes any of high
power RF communications, low power RF communications,
or modulated backscatter communications to permit the
passive infrared sensor 570 to communicate with one or
more controller functions 250 in base units 200 and be under
control of the master controller 251. The passive infrared
sensor 570 can therefore be combined with a transponder
100 or included in a base unit 200. At the time of system
installation, the master controller 251 is configured by the
user thereby identifying the rooms in which the base units
200 are located and the rooms in which the passive infrared
sensors 570 are located. The master controller 251 can then
associate each passive infrared sensor 570 with one or more
base units 200 containing microwave Doppler algorithms.
The master controller 251 can then require the simultaneous
or near simultaneous detection of motion and a warm body,
such as a person 710, before interpreting the indications as
a probable person in the room.

[0215] Because each of the base units 200 and passive
infrared sensors 570 are under control of the master con-
troller 251, portions of the circuitry in these devices can be
shut down and placed into a sleep mode during normal
occupation of the building. Since prior art motion sensors
are essentially standalone devices, they are always on and
are always reporting a “motion” or “no motion” condition to
the alarm panel. Obviously, if the alarm panel has been
placed into a disarmed state because, for example, the
building is being normally occupied, then these “motion” or
“no motion” conditions are simply ignored by the alarm
panel. But the sensors continue to use power, which
although the amount may be small, is still a waste of AC or
battery power. Furthermore, it is well known in the study of
reliability of electronic components that “power on” states
generate heat in electronic components, and it is heat that
contributes to component aging and possible eventual fail-
ure.

[0216] The present security network 400 can selectively
shut down or at least slow down the rate of the radiation
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from the base units 200 when the security network 400 is in
a disarmed mode, or if the homeowner or building owner
wants the security network 400 to operate in a perimeter
only mode without regard to the detection of motion. By
shutting down the radiation and transmissions used for
motion detection, the security network 400 is conserving
power, extending the potential life of the components, and
reducing the possibility of interference between the base unit
200 and other products that may be operating in the same
unlicensed band. This is advantageous because, for example,
while people are occupying the building they may be using
cordless telephones (or wireless LANs, etc.) and want to
avoid possible interference from the base unit 200. Con-
versely, when the security network 400 is armed, there are
likely no people in the building, and therefore no use of
cordless telephones, and the base units 200 can operate with
reduced risk of interference from the transmissions from
cordless telephones.

[0217] In general, a passive transponder 150 has two
primary functions: manage its wireless communications and
monitor a state change of any attached multi-state device.
The following description considers the example of a pas-
sive transponder 150 used for monitoring intrusions through
a window or door opening. The description can be expanded
to include any number of additional examples, however.

[0218] A passive transponder 150, shown in FIG. 11, used
with the inventive security network 400 achieves its advan-
tage over wireless transmitters of prior art security systems
through its low cost design. The passive transponder 150
contains no active radiation circuitry, and therefore the
design can be limited to low frequency, low power circuitry.
A passive transponder 150 can be designed with or without
a battery, however the design choice will have an impact on
the corresponding base unit 200 design. If a passive tran-
sponder 150 is designed without a battery, the base unit 200
will be required to transmit at a higher power level in order
to generate a high enough electric field to power the passive
transponder 150 circuits. The FCC rule sections cited herein
permit the transmission of sufficient power to generate the
necessary electric fields, but more expensive circuitry is
required in the base unit 200 to achieve the necessary power
levels. If a passive transponder 150 is designed with a
battery, the base unit 200 can be designed using lower cost
circuitry since the transmitted power will be necessary only
for the backscatter modulation to work properly. The
example considers cases of both with or without a battery
contained in the passive transponder 150.

[0219] The passive transponder 150 typically engages in
one or more of the following types of communications:

[0220]
[0221]

[0222] send status (which may include the state of an
attached multi-state device); and

[0223] send state change information about an attached
multi-state device.

receive parameter information;

receive status requests;

[0224] Because this example embodiment of the passive
transponder 150 uses backscatter modulation for sending
communications to a base unit, the passive transponder 150
can never initiate communications as can a base unit 200.
The passive transponder 150 can only respond to commu-



US 2007/0146127 Al

nications from a base unit 200. There are two possible
methods by which a base unit 200 can communicate with a
passive transponder: (i) listen first, then talk; or (ii) talk first,
then listen.

[0225] In order to listen, the base unit 200 transmits a
signal that the passive transponder 150 can backscatter
modulate. The signal provided by the base unit 200 may be
modulated or may simply be continuous wave. The com-
munications from the passive transponder 150 will include
the original signal along with the modulation from the
passive transponder 150. The base unit 200 will typically
subtract the provided signal from the communications
returned from the passive transponder 150, thereby leaving
only the modulation from the passive transponder 150.

[0226] When listening first, the base unit 200 first trans-
mits its signal that enables communications from the passive
transponders 150. One or more passive transponders 150
may elect to backscatter modulate the signal, thereby
attempting to send communications to the base unit 200.
After receiving communications from the one or more
passive transponders 150, the base unit 200 may then talk to
the passive transponders 150 if the base unit 200 has a
communication to send. In order to talk, the base unit 200
transmits a message typically using one of the modulation
schemes discussed herein. The transmitted message may
include a reply to a communication from the one or more
passive transponders 150, or may include a command,
parameters, or overhead message. One type of reply is a
confirmation of the communications received from the pas-
sive transponder 150. Another type of reply may be that the
communications from the passive transponder 150 failed to
be received.

[0227] When talking first, the base unit 200 first transmits
its message, which then may be followed by the transmis-
sion of its signal that enables communications from the
passive transponders 150. By talking first, the base unit 200
may direct a particular passive transponder 150 to commu-
nicate in return, or enable any passive transponder 150 with
data to send to communicate in return.

[0228] Whether or not the passive transponder 150 con-
tains a battery, it is preferred that the passive transponder
150 conserve power by operating in a periodic cycle. During
a portion of the periodic cycle, it is preferred that the passive
transponder 150 place some or all of its circuits in a low
power or zero power state. For example, if the passive
transponder 150 is designed using CMOS based circuitry,
any clock used to drive the circuitry can be stopped since
CMOS circuits use most of their power during clock or
signal transitions. During other portions of the periodic
cycle, sufficient circuitry may be enabled such that the
passive transponder 150 can send communications to or
receive communications from the base unit 200. It is not
required that all passive transponders 150 within a single
security network 400 use the same periodic cycle. Some may
have longer cycles than others. If necessary, the controller
function 250 may maintain a table listing each managed
passive transponder 150 and its corresponding periodic
cycle.

[0229] The master controller 251 in a security network
400 will typically establish certain operating parameters,
which can vary from installation to installation. One of the
parameters may be the periodic cycle on which the passive
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transponders 150 are to operate. These parameters may vary
with the number of active and passive transponders 150
installed in a system, as well as with the present state of the
system. For example, if a security network 400 is presently
in the disarmed state, the master controller 251 may lengthen
the periodic cycle which will cause less frequent commu-
nications and conserve more power in the transponders. If
the security network 400 is presently armed, the periodic
cycle may be shortened to enable more frequent communi-
cations to ensure the integrity of the system.

[0230] Other parameters that the master controller 251
may send to a passive transponder 150 may include identity
information about the security network 400, identity infor-
mation for each transponder 100, and keys that the passive
transponder 150 may use for encryption or authentication in
its communication with a base unit 200. In geographic areas
where many security networks 400 may be simultaneously
operating, the stored identity information may be useful in
maintaining the desired associations between each security
network 400 and its base units 200, transponders 100, and
other active and passive transponders 150.

[0231] Many forms of the passive transponder 150 will be
used to monitor and report upon the state of an attached
sensor. For example, one form of the passive transponder
150 may monitor the open/closed state of a window or door
via an intrusion sensor. An intrusion sensor 600 will typi-
cally be a two state device; however the passive transponder
150 may also support multi-state devices. The passive
transponder 150 will typically report its status and the status
of an attached sensor 600 or 620 periodically. This periodic
status message serves as a “heartbeat” by which the base unit
200 can supervise each of the installed transponders. The
periodicity of the status message may be set as one of the
parameters sent by the master controller 251. Like the
periodic cycle discussed herein, the periodicity of the status
messages may vary with the present state of the system.

[0232] There are two other times when the passive tran-
sponder 150 may report its status: (i) in response to a status
request message received from a base unit 200, or (ii) if the
passive transponder 150 detects a change in the state of an
attached sensor 600, 620 or 901. If the passive transponder
150 does detect a change in the state of an attached sensor,
the passive transponder 150 may interrupt the communica-
tions that may be occurring between a base unit 200 and a
second passive transponder 150 or the passive transponder
150 may wait for next available listen signal from a base unit
200.

[0233] Because passive transponders 150 cannot initiate
communications, there may be times when there is a time lag
between the time that the passive transponder 150 detects a
change in the state of an attached sensor or device and the
time that the passive transponder 150 communicates with a
base unit 200. The time lag will typically be based upon the
operating parameters of the security network 400, and may
only be one second or a few seconds. However, the existence
of any time lag creates the possibility that the state may
change more than once during the time lag. For example, an
intruder may open and close a window or door in just a few
seconds. Therefore, the passive transponder 150 may
include a latch that records any change in state of an attached
sensor or device, however brief the change of state may have
been. The latch may be implemented using logic gates, such
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as a flip flop, or in the state machine or processor of the
passive transponder 150. The latch typically holds the state
change until at least the time that the passive transponder
150 communicates the state change to a base unit 200. The
passive transponder 150 may either maintain the latched
state change until the state change has been communicated
or may maintain the latched state change until a base unit
200 sends a command that clears the latch.

[0234] One form of passive transponder 150 may typically
be provided with an adhesive backing to enable easy attach-
ment to the frame of an opening such as, for example, a
window 702 frame or door 701 frame. Passive transponder
150 designs based upon modulated backscatter are widely
known and the details of transponder 100 design are well
understood by those skilled in the art. The passive transpon-
der 150 functions may be implemented within a single
chipset or may be implemented as separate components in a
circuit on a printed circuit substrate. The passive transponder
150 receives and interprets commands from the base unit
200 by typically including circuits for clock extraction 103
and data modulation 104. The manner of implementing
clock extraction 103 and data modulation 104 will depend
upon the type of modulation used for wireless communica-
tions from the base unit 200 to the passive transponder 150.
For example, if on-off keying is used, the data modulation
104 circuit can be as simple as a diode. More complicated
designs have been shown in circuits such as those disclosed
in U.S. Pat. Nos. 6,384,648 and 6,549,064. The microcon-
troller 106 can send data and status back to the base unit 200
by typically using a modulator 102 to control the impedance
of the antenna 110. This modulator 102 may take the form
of a single diode or FET or may be more complicated such
as the patent examples cited herein. The impedance control
alternately causes the absorption or reflection of the RF
energy transmitted by the base unit 200 thereby forming the
response wireless communications. The microcontroller 106
may be implemented as a state machine designed into a
programmable logic array, or may be a processor controlled
via firmware. Each of these embodiments are designer
choices that do not affect the novelty of the invention.

[0235] Similarly, the energy store 108 has been shown
internal to the passive transponder 150; however, part or all
of the energy store 108 may be located off-board of the
passive transponder 150 in order to provide more physical
space for a larger energy store 108. If the energy store 108
is a battery with sufficient capacity, it is possible that the
passive transponder 150 does not rely upon the power
radiated from the base unit 200 to periodically charge the
energy store 108. If, however, the energy store 108 is a
capacitor or low capacity battery, then the passive transpon-
der 150 may include energy management circuits such as an
overvoltage clamp 101 for protection, a rectifier 105 and a
regulator 107 to produce proper voltages for use by the
charge pump 109 in charging the energy store 108 and
powering the microcontroller 106.

[0236] Low cost chipsets and related components are
available from a large number of manufacturers. In the
present invention, the base unit 200 to passive transponder
150 radio link budget can be designed to operate at an
approximate range of up to 30 meters. In a typical installa-
tion, each opening will have a passive transponder 150
installed. The ratio of passive transponders 150 to each base
unit 200 will typically be 3 to 8 in an average residential
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home, although the technology of the present invention has
no practical limit on this ratio. The choice of addressing
range is a designer’s choice largely based on the desire to
limit the transmission of wasted bits. In order to increase the
security of the transmitted bits, the passive transponders 150
can include an encryption algorithm. The tradeoff is that this
will increase the number of transmitted bits in each message.
The key to be used for encryption can be exchanged during
enrollment.

[0237] Passive transponders 150 are typically based upon
a modulated backscatter design. Each passive transponder
150 in a room can absorb power radiated from one or more
base units 200 when the passive transponder 150 is being
addressed, as well as when other passive transponders 150
are being addressed. In addition, the base units 200 can
radiate power for the purpose of providing energy for
absorption by the passive transponders 150 even when the
base unit 200 is not interrogating any passive transponders
150. Therefore, unlike most RFID applications in which the
passive transponders 150 or tags are mobile and in the read
zone of a prior art base unit briefly, the passive transponders
150 of the present invention are fixed relative to the base
units 200 and therefore always in the read zone of at least
one base unit 200. Therefore, the passive transponders 150
have extremely long periods of time in which to absorb,
integrate, and store transmitted energy.

[0238] In atypical day to day operation, the base unit 200
is making periodic transmissions. The master controller 251
will typically sequence the transmissions from the base units
200 so as to prevent interference between the transmissions
of any two base units. The master controller 251 will also
control the rates and transmission lengths, depending upon
various states of the system. For example, if the security
network 400 is in a disarmed state during normal occupancy
hours, the master controller 251 may use a lower rate of
transmissions since little or no monitoring may be required.
When the security network 400 is in an armed state, the rate
of transmissions may be increased so as to increase the rate
of wireless communications between the base units 200 and
the various sensors. The increased rate of wireless commu-
nications will reduce the latency from any attempted intru-
sion to the detection of the attempted intrusion. The purpose
of the various transmissions will generally fall into several
categories including: power transfer without information
content, direct addressing of a particular passive transponder
150, addressing to a predetermined group of passive tran-
sponders 150, general addressing to all passive transponders
150 within the read range, and radiation for motion detec-
tion.

[0239] A passive transponder 150 can typically only send
a response wireless communication in reply to a transmis-
sion from a base unit 200. Furthermore, the passive tran-
sponder 150 will typically only send a response wireless
communication if the passive transponder 150 has informa-
tion that it desires to communicate. Therefore, if the base
unit 200 has made a globally addressed wireless communi-
cation to all passive transponders 150 asking if any passive
transponder 150 has a change in status, a passive transpon-
der 150 is not required to respond if in fact it has no change
in status to report. This communications architecture
reduces the use of resources on multiple levels. On the other
hand, if an intrusion sensor 600 detects a probable intrusion
attempt, it is desirable to reduce the latency required to



US 2007/0146127 Al

report the probable intrusion attempt. Therefore, the com-
munications architecture also includes a mechanism
whereby a passive transponder 150 can cause an interrupt of
the otherwise periodic transmissions of any category in
order to request a time in which the passive transponder 150
can provide a response wireless communication with the
details of the probable intrusion attempt. The interrupt might
be, for example, an extended change of state of the antenna
(i.e., from terminate to shorted) or a sequence of bits that
otherwise does not occur in normal communications mes-
sages (i.e., 01010101). An example sequence may be: (a) the
base unit 200 may be transmitting power without informa-
tion content, (b) a first passive transponder 150 causes an
interrupt, (c) the base unit 200 detects the interrupt and sends
a globally addressed wireless communication, (d) the first
passive transponder 150 sends its response wireless com-
munications. This example sequence may also operate simi-
larly even if in step (a) the base unit 200 had been addressing
a second passive transponder; steps (b) through (d) may
otherwise remain the same.

[0240] If the passive transponder 150 does not contain an
energy store 108 with sufficient capacity, energy to power
the passive transponder 150 is derived from the buildup of
electrostatic charge across the antenna elements 110 of the
passive transponder 150. As the distance increases between
the base unit 200 and the passive transponder 150, the
potential voltage that can develop across the antenna ele-
ments declines. For example, under 47 CFR 15.245 the base
unit 200 can transmit up to 7.5 W power. At a distance of 10
m, this transmitted power generates a field of 1500 mV/m
and at a distance of 30 m, the field declines to 500 mV/m.

[0241] The passive transponder 150 may therefore include
a charge pump 109 in which to incrementally add the
voltages developed across several capacitors together to
produce higher voltages necessary to charge the on-board
and/or off-board energy store 108 and/or power the various
circuits contained within the passive transponder 150.
Charge pump circuits for boosting voltage are well under-
stood by those skilled in the art. For example, U.S. Pat. Nos.
5,300,875 and 6,275,681 contain descriptions of some cir-
cuits.

[0242] One embodiment of the passive transponder 150
can contain a battery 111, such as a button battery (most
familiar use is as a watch battery) or a thin film battery.
Batteries of these shapes can be based upon various lithium
compounds that provide very long life. Therefore, rather
than relying solely on a limited energy store 108 such as a
capacitor, the passive transponder 150 can be assured of
always having sufficient energy through a longer life battery
111 component. In order to preserve charge in the battery
111, the microcontroller 106 of the passive transponder 150
can place some of the circuits in the passive transponder 150
into temporary sleep mode during periods of inactivity. The
use of the battery 111 in the passive transponder 150
typically does not change the use of the passive modulated
backscatter techniques as the communications means.
Rather, the battery 111 is typically used to enhance and assist
in the powering of the various circuits in the passive
transponder 150.

[0243] One means by which the passive transponder 150
replies to the base unit 200 uses a modulation such as On-Off
Keyed (OOK) amplitude modulation. The OOK operates by
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receiving a carrier wave from the base unit 200 at a center
frequency selected by the base unit, or a master controller
251 directing the base unit, and modulating marking (i.e., a
“one”) and spacing (i.e., a “zero”) bits onto the carrier wave
at shifted frequencies. The marking and spacing bits obvi-
ously use two different shifted frequencies, and ideally the
shifted frequencies are selected so that neither creates har-
monics that can confuse the interpretation of the marking
and spacing bits. In this example, the OOK is not purely on
and off, but rather two different frequency shifts nominally
interpreted in the same manner as a pure on-off might
normally be interpreted. The purpose is to actively send bits
rather that using the absence of modulation to represent a bit.
The use of OOK, and in particular amplified OOK, makes
the detection and interpretation of the return signal at the
base unit 200 simpler than with some other modulation
schemes.

[0244] In addition to the charge pump 109 for recharging
the battery 111, the passive transponder 150 may contain
circuits for monitoring the charged state of the battery 111.
This state can range from fully charged to discharged in
various discrete steps, and can be reported from the passive
transponder 150 to the base unit 200. For example, if the
battery 111 is sufficiently charged, the passive transponder
150 can signal the base unit 200 using one or more bits in
a communications message. Likewise, if the battery 111 is
less than fully charged, the passive transponder 150 can
signal the base unit 200 using one or more bits in a wireless
communications message. Using the receipt of these mes-
sages regarding the state of the battery 111, if present, in
each passive transponder 150, the base unit 200 can take
actions to continue with the transmission of radiated power,
increase the amount of power radiated (obviously while
remaining within prescribed FCC limits), or even suspend
the transmission of radiated power if no passive transponder
150 requires power for battery charging. By suspending
unnecessary transmissions, the base unit 200 can conserve
wasted power and reduce the likelihood of causing
unwanted interference.

[0245] One form of the transponder 100, excluding those
designed to be carried by a person or animal, is typically
connected to at least one intrusion sensor 600. From a
packaging standpoint, the present invention also includes the
ability to combine the intrusion sensors 600 and the tran-
sponder 100 into a single package, although this is not a
requirement of the invention.

[0246] The intrusion sensor 600 is typically used to detect
the passage, or attempted passage, of an intruder through an
opening in a building, such as window 702 or door 701.
Thus the intrusion sensor 600 is capable of being in at least
two states, indicating the status of the window 702 or door
701 such as “open” or “closed.” Intrusion sensors 600 can
also be designed under this invention to report more that two
states. For example, an intrusion sensor 600 may have four
states, corresponding to window 702“closed,” window
702“open 2 inches,” window 702“open halfway,” and win-
dow 702%“open fully.”

[0247] 1In a typical form, the intrusion sensor 600 may
simply detect the movement of a portion of a window 702
or door 701 in order to determine its current state. This may
be accomplished, for example, by the use of one or more
miniature magnets, which may be based upon rare earth
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metals, on the movable portion of the window 702 or door
701, and the use of one or more magnetically actuated
miniature reed switches on various fixed portions of the
window 702 or door 701 frame. Other forms are also
possible. For example, pressure sensitive contacts may be
used whereby the movement of the window 702 or door 701
causes or relieves the pressure on the contact, changing its
state. The pressure sensitive contact may be mechanical or
electromechanical such as a MEMS device. Alternately
various types of Hall effect sensors may also be used to
construct a multi-state intrusion sensor 600.

[0248] In any of these cases, the input/output leads of the
intrusion sensor 600 are connected to, or incorporated into,
the transponder 100 such that the state of the intrusion sensor
600 can be determined by and then transmitted by the
transponder 100 in a message to the base unit 200.

[0249] Because the transponder 100 is a powered device
(without or without the battery 111, the transponder 100 can
receive and store power), and the base unit 200 makes
radiated power available to any device within its read zone
capable of receiving its power, other forms of intrusion
sensor 600 design are also available. For example, the
intrusion sensor 600 can itself be a circuit capable of limited
radiation reflection. Under normally closed circumstances,
the close location of this intrusion sensor 600 to the tran-
sponder 100 and the simultaneous reflection of RF energy
can cause the generation of harmonics detectable by the base
unit 200. When the intrusion sensor 600 is moved due to the
opening of the window 702 or door 701, the gap between the
intrusion sensor 600 and the transponder 100 will increase,
thereby reducing or ceasing the generation of harmonics.
Alternately, the intrusion sensor 600 can contain metal or
magnetic components that act to tune the antenna 110 or
frequency generating components of the transponder 100
through coupling between the antenna 110 and the metal
components, or the switching in/out of capacitors or induc-
tors in the tuning circuit. When the intrusion sensor 600 is
closely located next to the transponder 100, one form of
tuning is created and detected by the base unit 200. When the
intrusion sensor 600 is moved due to the opening of the
window 702 or door 701, the gap between the intrusion
sensor 600 and the transponder 100 will increase, thereby
creating a different form of tuning within the transponder
100 which can also be detected by the base unit 200. The
intrusion sensor 600 can also be an RF receiver, absorbing
energy from the base unit, and building an electrostatic
charge upon a capacitor using a charge pump, for example.
The increasing electrostatic charge will create an electric
field that is small, but detectable by a circuit in the closely
located transponder 100. Again, when the intrusion sensor
600 is moved, the gap between the intrusion sensor 600 and
the transponder 100 will increase, causing the transponder
100 to no longer detect the electric field created by the
intrusion sensor 600.

[0250] Another form of intrusion sensor 600 may be
implemented with light emitting diode (LED) generators and
detectors. At least two forms of LED-based intrusion sensor
600 are available. In the first form, shown in FIG. 25A, the
LED generator 601 and detector 602 are incorporated into
the fixed portion of the intrusion sensor 600 that is typically
mounted on the window 702 or door 701 frame. It is
immaterial to the present invention whether a designer
chooses to implement the LED generator 601 and detector
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602 as two separate components or a single component.
Then a reflective material, typically in the form of a tape 603
can be attached to the moving portion of the window 702 or
door 701. If the LED detector 602 receives an expected
reflection from the LED generator 601, then no alarm
condition is present. If the LED detector 602 receives a
different reflection (such as from the paint of the window
rather than the installed reflector) or no reflection from the
LED generator 601, then an intrusion is likely being
attempted. The reflective tape 603 can have an interference
pattern 604 embedded into the material such that the move-
ment of the window 702 or door 701 causes the interference
pattern 604 to move past the LED generator 601 and detector
602 that are incorporated into the fixed portion of the
intrusion sensor 600. In this case, the movement itself
signals that an intrusion is likely being attempted without
waiting further for the LED detector 602 to receive a
different reflection or no reflection from the LED generator
601. The speed of movement is not critical, as it is the data
encoded into the interference pattern 604 and not the data
rate that is important. The use of such an interference pattern
604 can prevent easy defeat of the LED-based intrusion
sensor 600 by the simple use of tin foil, for example. A
different interference pattern 604, incorporating a different
code, can be used for each separate window 702 or door 701,
whereby the code is stored into the master controller 251 and
associated with each particular window 702 or door 701.
This further prevents defeat of the LED-based intrusion
sensor 600 by the use of another piece of reflective material
containing any other interference pattern 604. This use of the
LED-based intrusion sensor 600 is made particularly attrac-
tive by its connection with a transponder 100 containing a
battery 111. The LED generator 601 and detector 602 will,
of course, consume energy in their regular use. Since the
battery 111 of the transponder 100 can be recharged as
discussed elsewhere, this LED-based intrusion sensor 600
receives the same benefit of long life without changing
batteries.

[0251] A second form of LED-based intrusion sensor 600
is also available. In this form, the LED generator 601 and
LED detector 602 are separated so as to provide a beam of
light across an opening as shown in FIG. 25B. This beam of
light will typically be invisible to the naked eye such that an
intruder cannot easily see the presence of the beam of light.
The LED detector 602 will typically be associated with the
LED-based intrusion sensor 600, and the LED generator 601
will typically be located across the opening from the LED
detector 602. In this form, the purpose of the LED-based
intrusion sensor 600 is not to detect the movement of the
window 702 or door 701, but rather to detect a breakage of
the beam caused by the passage of the intruder through the
beam. This form is particularly attractive if a user would like
to leave a window 702 open for air, but still have the window
702 protected in case an intruder attempts to enter through
the window 702. As before, it would be preferred to modu-
late the beam generated by the LED generator 601 so as to
prevent easy defeat of the LED detector 602 by simply
shining a separate light source into the LED detector 602.
Each LED generator 601 can be provided with a unique code
to use for modulation of the light beam, whereby the code
is stored into the master controller 251 and associated with
each particular window 702 or door 701. The LED generator
601 can be powered by a replaceable battery or can be
attached to a transponder 100 containing a battery 111 so that
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the LED generator 601 is powered by the battery 111 of the
transponder 100, and the battery 111 is recharged as dis-
cussed elsewhere. In this latter case, the purpose of the
transponder 100 associated with the LED generator 601
would not be to report intrusion, but rather only to act to
absorb RF energy provided by the base unit 200 and charge
the battery 111.

[0252] In each of the cases, the transponder 100 is acting
with a connected or associated intrusion sensor 600 to
provide an indication to the base unit 200 that an intrusion
has been detected. The indication can be in the form of a
message from the transponder 100 to the base unit, or in the
form of a changed characteristic of the transmissions from
the transponder 100 such that the base unit 200 can detect
the changes in the characteristics of the transmission. It is
impossible to know which form of intrusion sensor 600 will
become most popular with users of the inventive security
network 400, and therefore the capability for multiple forms
has been incorporated into the invention. Therefore, the
inventive nature of the security network 400 and the
embodiments disclosed herein is not limited to any single
combination of intrusion sensor 600 technique and transpon-
der 100.

[0253] In addition to the modulation scheme, the security
network 400 may include an RF access protocol that con-
tains elements of various layers of the OSI communications
reference model. This invention is not specific to any chosen
framing, networking, or related technique, however there are
anumber of characteristics of the RF access protocol that are
advantageous to the invention.

[0254] Tt is preferred that base units 200 belonging to a
common security network 400 are organized into a common
frequency plan. Each base unit 200 described herein is a
wireless transmitter. For high power RF communications,
base units 200 are governed by 47 CFR 15.247, which may
require each base unit 200 to periodically frequency hop. It
is preferred that the hopping sequences be organized in time
and frequency such that no two base units 200 attempt to
operate on the same frequency at the same time. Even in an
average home, a security network 400 of the present inven-
tion may typically include between 4 and 10 base units 200
whose frequency management may be more complex than
the few cordless phones and/or a WiFi network that may also
be collocated there. 47 CFR 15.247 permits some forms of
frequency coordination to minimize interference and colli-
sions, and it is preferred that any base unit 200 take
advantage of those permissions.

[0255] Frequency coordination between the base units 200
contained in separate but nearby security networks 400 may
be required. Each security network 400 will typically be
operating its own network with its own frequency plan, but
in preferred implementations, the security networks 400
detect and coordinate in both time and frequency. This may
be accomplished in the following example manner. The base
units 200 in any first security network 400 will typically
have periods of time in which no transmissions are required.
Rather than idle, these base units 200 may periodically scan
the frequency band of interest to determine the presence of
other transmitters. Some of the other transmitters will be
cordless phones and WiFi wireless access points. The scan-
ning base units 200 can note the presence and frequency
location of these other devices, especially the WiFi devices
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that typically maintain fixed frequencies. If the scanning
base units 200 note that the same devices continue to
consistently occupy the same frequency locations, the first
security network 400 may opt to avoid those frequency
locations to avoid interference. If the scanning base units
200 discover transmitters that are base units 200 from a
second security network 400, the first security network 400
can frequency coordinate with the second security network
400. Then, rather than avoiding certain frequency locations
to avoid interference, the two systems can share common
frequencies as long as any specific frequency location is not
simultaneously used by the two systems.

[0256] In order to improve coordination between base
units, whether part of the same security network 400 or
separate but nearby security networks 400, it may be advan-
tageous for the base units 200 to synchronize their internal
timing with each other. Since any chosen RF access protocol
will likely organize its transmissions into bursts, operation
of the systems will typically be improved if the timing
between base units 200 is synchronized so that bursts are
both transmitted and received at expected times. One
method by which this may be accomplished is by establish-
ing one base unit 200 as a timing master; then each other
base unit 200 may derive its own internal timing by syn-
chronizing with the timing master. This synchronization
may be accomplished by the base unit 200 listening to
certain bursts transmitted from the timing master and then
adjusting the base unit’s timing accordingly. This may be
accomplished, for example, by monitoring the framing
boundaries or synchronization words of transmitted frames.
The base unit 200 designated as timing master may or may
not be the same as the device containing the present master
controller 251.

[0257] 1If sufficient timing and frequency coordination
between separate but nearby security networks 400 has been
established, these separate systems may also communicate
with each other by establishing periodic frequencies and
times at which messages are passed between the systems.
This ability to pass messages between adjacent systems
enables various forms of neighborhood networking to take
place as described herein.

[0258] The RF access protocol may establish periods of
time for communications between base units 200 and peri-
ods of time for communications between base units 200 and
transponders 100. Base units 200 will typically transmit a
wireless signal to the transponders at periodic intervals.
During the time of these transmitted wireless signals, the
passive transponders 150 may elect to backscatter modulate
the transmitted wireless signals if any of the passive tran-
sponders 150 have information to communicate. The peri-
odic intervals may change depending upon the state of the
security network 400. For example, when the security net-
work 400 is in an armed state, the base units 200 may
transmit a wireless signal to passive transponders 150 every
two seconds. This means that any state change at an intru-
sion sensor may be communicated to the master controller
251 within two seconds. However, when the security net-
work 400 is in a disarmed state, the base units 200 may slow
down their rate of transmitting wireless signals to the
passive transponders 150 to every 30 seconds, for example,
in to conserve power. The actual times may vary in practice,
of course.
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[0259] The rate of scanning is one of several parameters
that the base units 200 may transmit to the transponders 100.
These parameters as a group may be used by the various
transponders 100 to determine their respective operation.
The rate of scanning may be used by the transponders 100
to determine how often the transponders 100 should attempt
to receive communications from the base units 200 as well
as when and how often a transponder 100 has an opportunity
to respond to a wireless communication from the base unit
200. Transponder 100 may place some or all of its circuits
to sleep during intervals of time when the transponder 100
is not expecting to receive communications nor has any data
to send. As the rate of scanning changes, the length of sleep
intervals may also change.

[0260] The RF access protocol may or may not include
encryption and authentication as part of its message struc-
ture. Radio waves can propagate over significant distances,
and the communications between base units 200 and with
transponders 100 can be intercepted by a technically knowl-
edgeable intruder. If the designer of a security network 400
under the present invention is concerned about the intercep-
tion of communications, the messages may be encrypted.
During the manufacture and/or configuration of the security
network 400, keys may be provided to the various active and
passive transponders. Once the devices have the keys, and
the keys are known by the controller functions, the keys may
be used for authentication and/or encryption.

[0261] Authentication is a process that typically involves
the determination of a challenge message using a predeter-
mined method and typically involving at least one key. The
challenge message is then sent from a first device to a second
device. The second device typically then determines a
response message using a predetermined method and typi-
cally involving both the challenge message and at least one
key. The premise is that only a valid second device knows
both the method and the key required to properly respond to
the challenge from the first device. There are many authen-
tication processes known by those skilled in the art, almost
any of which can be applied to the present security network
400.

[0262] Encryption is a related process that typically
involves both a first key and a predetermined method for
using the first key to encode or encrypt a message. The
encrypted message is then sent from a first device to a
second device. The second device can typically decrypt or
decode the message using a predetermined method and
typically involving a second key known to the second
device. The first key and the second key may be the same,
or may have some other predetermined relationship that
allows one key to decrypt messages from another key. It may
be advantageous for the keys to be different so that if one key
is compromised, it is possible to maintain the integrity of the
remainder of the system.

[0263] The present security network 400 may be con-
trolled by the user via a keypad interface 265, which may be
implemented in a handheld unit 260 or tabletop unit 261 for
example. However, the present security network 400 also
supports a novel method for configuration primarily using
voice recognition. This novel method is not necessarily
specific to a security network 400 employing communica-
tion methods as disclosed herein, but may also be applied to
other types of security systems such as those of the prior art.
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[0264] Most security networks 400, especially those that
will be monitored, include a modem 310. In the security
network 400 of the present invention, the modem 310 is
contained in a gateway 300. Then, after all of the compo-
nents of the security network 400 are installed in the
building and the modem is connected to the telephone line
431 the following process is then used to configure the
security network 400:

[0265] 1. The user 712 (or owner or operator) uses a base
unit 200 with an acoustic transducer 210 or even a telephone
455 connected to the same telephone line 431 as the modem
310 to call a remote server or remote processor 461, which
may typically be located at a emergency response agency
460. The user interaction is depicted by arrow A in FIG. 19.

[0266] 2. The remote processor 461 runs a configuration
program that may include voice recognition and voice
response. Data may be exchanged between the configuration
program on the remote processor 461 and the modem 310
using DTMF, data over voice, data under voice, or similar
modulation techniques that enable voice and data to share
the same telephone line 431 (data exchange is depicted by
arrow B in FIG. 19). Furthermore, data may be exchanged
between base units 200 (depicted by arrow C in FIG. 19) and
between base units 200 and transponders 100 (depicted by
arrows D in FIG. 19) during the configuration process.

[0267] 3. When the user has finished the configuration
program, the user may hang up the telephone 455 or
terminate the voice conversation on the base unit 200 with
acoustic transducer 210. However, the modem 310 attached
to the same telephone line 431 may hold the telephone line
431 active.

[0268] 4. The remote processor 461 and the modem 310
may engage in a data exchange in which software, param-
eters, and other configuration data may be downloaded.

[0269] 5. The modem 310 releases the telephone line 431
when the download is complete.

[0270] There are many advantages to this configuration
process:

[0271] The security network 400 is not burdened with the
program code and data required to run a configuration
program that includes voice recognition and voice response.
The amount of memory required to support this program
code and data can be substantial, and it is generally only
required at initial setup.

[0272] The remote processor 461 can have more substan-
tial processing power, and therefore execute more complex
algorithms for voice recognition than a low cost micropro-
cessor that might typically be used in a security network
400. More complex algorithms will generally perform with
better voice recognition accuracy. Additionally, the remote
processor 461 can include the data to support multiple
languages so that the user can interact in the language most
comfortable to the user.

[0273] The remote processor 461 can customize the con-
figuration program queries and responses to the exact con-
figuration present in the security network 400. For example,
if the security network 400 contains only two transponders
100, then the configuration program need only ask the user
to identify the labels or names of the two transponders 100
rather can continuing in an endless loop that the user must
manually terminate.
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[0274] During the data exchange (arrow B), updated soft-
ware can be downloaded into the security network 400. By
calling the remote processor 461 prior to using the security
network 400, the user 712 is ensured of always receiving the
latest version of software, even if the security network 400
was manufactured many months before the actual purchase.

[0275] During the configuration program, the user 712 can
be offered additional software-based features for purchase.
These features may not be part of the basic security network
400. If the user chooses to purchase the additional software-
based features, this new software can be downloaded to the
security network 400 during the data exchange (arrow B).

[0276] The remote processor 461 maintains a copy of the
configuration for the security network 400 in a database in
the event of catastrophic loss of data in the security network
400. The user can retrieve the configuration from the data-
base in the remote processor 461 whenever needed.

[0277] As needed or requested, the remote processor 461
can send copies of the configuration to an emergency
response agency 460. If necessary, the remote processor 461
can convert the format of the configuration data into a format
compatible with the requirements of the appropriate emer-
gency response agency 460. These formats may vary from
one agency to another, and therefore the security network
400 is not burdened with the program code necessary to
support multiple formats.

[0278] The user 712 can create his or her own spoken
labels for different zones, base units 200, transponders 100,
or other components of the security network 400. In the case
of the inventive security network 400, which can support
voice response, these labels can be downloaded to the
inventive security network 400 during the data exchange.
Then, if the security network 400 needs to identify a specific
zone, base unit 200, transponder 100, or other component,
the inventive security network 400 can play back the user’s
712 own spoken label via an acoustic transducer 210 in a
base unit 200.

[0279] Tt is preferable that the remote processor 461 and
the security network 400 engage in an authentication and/or
encryption process to protect the configuration data
exchanged between the remote processor and the security
network 400. While it is unlikely that an intruder would be
monitoring the telephone line 431 at the exact moment that
the user 712 (or owner or operator) is configuring the
security network 400 for the first time, it is possible that a
technically knowledgeable intruder might attempt later to
compromise the security network 400 by accessing the
telephone line 431 exterior to the building. For example, one
attempt at compromise might be to connect a telephone to
the telephone line 431 exterior to the building, call the
remote processor 461, and attempt to reconfigure the secu-
rity network 400.

[0280] One means by which the security network 400 and
its configuration can be protected is by storing a user
identity, a password, and a key at the remote server or
remote processor 461. When a user calls the remote proces-
sor 461 for the first time, the security network 400 attached
via the modem 310 to the telephone line 431 will be in a
starting state with no configuration. There will also be no
user record on the remote processor 461. The user 712 will
be required to initiate a user record, beginning with a user
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identity and password. The user identity may be the home
telephone number, or any other convenient identity. The
remote processor 461 may detect that the security network
400 is in a starting state, and can assign a first key to the user
record and a second key to the security network 400. The
first and second keys may be the same key or may be another
predetermined relationship that enables the remote proces-
sor 461 and the security network 400 to engage in an
authentication process and/or an encryption process. Differ-
ent types of authentication and encryption processes are
known to those skilled in the art, and any acceptable process
may be implemented. An example of each process has been
provided herein. Instead of the remote processor 461 assign-
ing a key to the security network 400, it is also acceptable
for the security network 400 to contain a predetermined key
that is then provided to the remote processor 461 by the user
or the security network 400. It is preferable that whichever
method is used for the exchange of keys between the user,
security network 400, and remote processor 461, that the
keys be provided only once over the telephone line. Keys are
most useful when their values are not discovered by some-
one that might attempt an intrusion, and by providing the
keys only once the chances of discovery by monitoring the
telephone line 431 are minimized.

[0281] Once the remote processor 461 contains a first key
associated with the user record, and the security network 400
contains a second key, any attempt to change the configu-
ration of the security network 400 will require the use of the
keys. An intruder attempting to compromise the security
network 400 by accessing the telephone line 431 exterior to
the building would be required to know the user identity and
password in order to access the user record in the remote
processor 461, and the first key can only be used by
accessing the user record.

[0282] The inventive security network 400 can assist the
user during the configuration program by providing certain
data (arrows B, C, D) to the remote processor 461 during the
call while the user is interacting (arrow A) with the con-
figuration program. The certain data may include the number
of base units 200, the transponders 100 within detection
range of each base unit 200, and the number of gateways 300
and other devices within the security network 400. This data
may be sent to the remote processor 461 while the user is
interacting with the configuration program (arrow A) either
by modulating the data outside of the normal audio band-
width of a telephone call or using a modulation like DTMF
tones to send the data within the audio bandwidth. In a
similar manner, the remote processor 461 may send certain
commands to the security network 400. For example, it may
be advantageous for the remote processor 461 to cause
certain base units 200 to emit a short tone or spoken phrase
to identify itself. Then the user 712 may provide an audio
label to the base unit 200 that had emitted the short tone.

[0283] While advantageous, it is not required that the
security network 400 exchange data on the same telephone
line or telecommunications interface on which the user is
interacting with the remote processor 461. It is also possible
for the security network 400 to connect to the remote
processor 461 using one telecommunications interface, such
as an Ethernet based interface, while the user is interacting
with the remote processor 461 using a telephone line, for
example. The remote processor 461 may authenticate the
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user using a password and may separately authenticate the
security network 400 using an authentication key.

[0284] One advantageous interface mechanism available
for use with the security network 400 is voice recognition
and voice response. When a base unit 200 is manufactured
with an acoustic transducer 210, the base unit 200 can also
include software-based functionality in the program code to
interpret spoken words as commands to the security network
400. Similarly, the security network 400 can respond to
spoken word commands with spoken word responses or
tones. Software to perform voice recognition and voice
response is widely available and known to those skilled in
the art, though most existing software must be modified to
support the relative noisy environment of the typical home.
U.S. Pat. No. 6,574,596, issued to Bi, et al., provides one
example description of voice recognition, as do several
well-known textbooks. With the voice recognition and voice
response as the primary interface mechanism, it is possible
to implement a version of the inventive security network 400
with no keypad 265. The base units 200 with acoustic
transducers 210 can be used by authorized users to perform
various functions, including the day to day functions such as
arming and disarming the system. One attractive advantage
of incorporating voice recognition and voice response into
the security network 400 via the acoustic transducer 210 in
the base unit 200 is that the security network 400 can be
armed or disarmed from any room in the house in which a
base unit 200 is installed. The voice commands received at
a single base unit 200 can be communicated to the controller
functions 250 of all other devices in the security network
400.

[0285] In addition to its support of multiple modulation
schemes, the base unit 200 is available in an embodiment
with multiple antennas 206 that enables the base unit 200 to
subdivide the space into which the base unit 200 transmits
and/or receives. It is well known in antenna design that it is
desirable to control the radiation pattern of antennas to both
minimize the reception of noise and maximize the reception
of desired signals. An antenna that radiates equally in all
directions is termed isotropic. An antenna that limits its
radiation into a large donut shape can achieve a gain of 2
dBi. By limiting the radiation to the half of a sphere above
a ground place, an antenna can achieve a gain a 3 dBi. By
combining the two previous concepts, the gain can be further
increased. By expanding upon these simple concepts to
create antennas that further limit radiation patterns, various
directional gains can be achieved. The base unit 200 circuit
design permits the construction of embodiments with more
than one antenna, whereby the transceiver circuits can be
switched from one antenna to another. In one embodiment,
the base unit 200 will typically be plugged into an outlet 720.
Therefore, the necessary coverage zone of the base unit 200
is logically bounded by the planes created by the floor below
the reader and the wall behind the reader. Therefore, relative
to an isotropic antenna, the read zone of the base unit 200
should normally be required to cover the space contained
within only one-quarter of a sphere. Therefore, a single
antenna configured with the base unit 200 should typically
be designed for a gain of approximately 6 dBi.

[0286] However, it may be desirable to further subdivide
this space into multiple subspaces, for example a “left” and
a “right” space, with antenna lobes that overlap in the
middle. Each antenna lobe may be then able to increase its
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design gain to approximately 9 dBi or more. Since the base
units 200 and transponders are fixed, the base unit 200 can
“learn” in this example “left”/“right” configuration which
transponders have a higher received signal strength in each
of the “left” and “right” antennas 206. The simplest method
by which this can be achieved is with two separate antennas
206, with the transceiver circuits of the base unit 200
switching between the antennas 206 as appropriate for each
transponder 100. This enables the base unit 200 to increase
its receiver sensitivity to the reflected signal returning from
each transponder 100 while improving its rejection to inter-
ference originating from a particular direction. This example
of two antennas 206 can be expanded to three or four
antennas 206. Each subdivision of the covered space can
allow a designer to design an increase in the gain of the
antenna 206 in a particular direction. Because the physical
packaging of the base unit 200 has physical depth propor-
tionally similar to its width, a three antenna 206 pattern is a
logical configuration in which to offer this product, where
one antenna 206 looks forward, one looks left, and the other
looks right. An alternate configuration which is equally
logical, can employ four antennas 206, one antenna 206
looks forward, the second looks left, the third looks right,
and the fourth looks up. These example configurations are
demonstrated in FIGS. 22A and 22B. To aid in visual
understanding, the antennas shown in FIGS. 22A and 22B
appear to be microstrip or patch antennas, however the
invention is not intended to be limited to those antenna
forms. Other forms of antennas such as dipole, bent dipole,
helical, etc. that are well known in the art can also be used
without subtracting from the invention.

[0287] There are multiple manufacturing techniques avail-
able whereby the antennas can be easily printed onto circuit
boards or the housing of the base unit 200. For example, the
reader is directed to Compact and Broadband Microstrip
Antennas, by Kin-Lu Wong, published by Wiley, 2002, as
one source for a description of the design and performance
of microstrip antennas. This present specification is not
recommending the choice of any one specific antenna
design, because so much relies on the designer’s preference
and resultant manufacturing costs. However, when consid-
ering the choice for antenna design for both the base unit 200
and the transponder 100, the following should be taken into
consideration. Backscatter modulation relies in part upon the
Friis transmission equation and the radar range equation.
The power P, that the receiving base unit 200 can be
expected to receive back from the transponder 100 can be
estimated from the power P, transmitted from the transmit-
ting base unit, the gain G, of the transmitting base unit 200
antenna, gain G, of the receiving base unit 200 antenna, the
wavelength A of the carrier frequency, the radar cross section
o of the transponder 100 antenna, and the distances R, from
the transmitting base unit 200 to the transponder 100 and R,
from the transponder 100 to the receiving base unit 200.
(Since more than one base unit 200 can receive a wireless
communication from the transponder, the general case is
considered here.) The radar range equation is then:

P=P,-0{G-GAn][MaR R, P

[0288] Therefore, the designer should consider antenna
choices for the base units 200 and transponders 100 that
maximize, in particular, G, and 0. The combination of P, and
G, cannot result in a field strength that exceeds the pre-
scribed FCC rules. The foregoing discussion of microstrip
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antennas does not preclude the designer from considering
other antenna designs. For example, dipoles, folded dipoles,
and log periodic antennas may also be considered. Various
patents such as U.S. Pat. Nos. 6,147,606, 6,366,260, 6,388,
628, 6,400,274, among others show examples of other
antennas that can be considered. Unlike other applications
for RFID, the security network 400 of the present invention
uses RFID principles in a primarily static relationship.
Furthermore, the relationship between the base unit 200
antennas and transponder 100 antennas will typically be
orthogonal since most buildings and homes have a square or
rectangular layout with largely flat walls. This prior knowl-
edge of the generally static orthogonal layout should present
an advantage in the design of antennas for this RFID
application versus all other RFID applications.

[0289] In addition to performing the functions described
herein within a single building or home, the security network
400 in one building can also operate in concert with an
inventive security network 400 installed in one or more
other buildings through a networking capability. There are
two levels of networking supported by the security network
400: local and server-based. Local networking operates
using high power RF communications between security
networks 400 installed in two different buildings. Because of
the power levels supported during high power RF commu-
nications, the distance between the security networks 400 in
the two buildings can be a mile or greater, depending upon
terrain. Each of the security networks 400 remains under the
control of their respective master controllers 251, and the
controller function 250, including both the program code
and configuration data, of each device remains dedicated to
its own security network 400. However, an authorized user
of one security network 400 and an authorized user of a
second security network 400 can configure their respective
systems to permit communications between the two security
networks 400, thereby creating a network between the two
systems. This network can exist between more than just two
systems; for example, an entire neighborhood of homes,
each with an inventive security network 400, can permit
their respective security networks 400 to network with other
security networks 400 in the neighborhood.

[0290] When two or more security networks 400 are
networked using high power RF communications, various
capabilities of each security network 400 can be shared. For
example, a first security network 400 in a first home 740 can
access a gateway 300 associated with a second security
network 400 in a second home 741 (as shown in FIG. 17).
This may be advantageous if, for example, an intruder were
to cut the phone line associated with the first home 740,
thereby rendering useless a gateway 300 containing a
modem 310 installed in the first security network 400. It is
unlikely that an intruder would know to cut the phone lines
associated with multiple homes. In another example, if a
child wearing a transponder 100 associated with the first
security network 400 is present in the second home, the
second security network 400 can communicate with the
transponder 100 on the child and provide the received
transponder 100 data to the first security network 400,
thereby enabling a parent to locate a child at either the first
home or the second home. In yet another example, if the first
security network 400 in the first home 740 causes an alert the
first security network 400 can request the second security
network 400 to also cause an alert thereby notifying the
neighbors at the second home 741 of the alert and enabling
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them to investigate the cause of the alert at the first home
740. This may be useful if for example the occupants are
away on travel. In yet another example, the base units 200
in a second security network 400 in a second home 741 may
be within communications range of the transponders 100 in
a first security network 400 in a first home 740. The base
units 200 in the second security network 400 may forward
any received communications to the controller function 250
in the first security network 400, thereby providing another
form of spatial antenna diversity. This may be particularly
useful for any transponders 100 located outside of the home
where the first security network 400 is installed.

[0291] When two security networks 400 are beyond the
range of communications via high power RF communica-
tions, the security networks 400 may still form a network
through their respective gateways. The security networks
400 may either network through direct connection between
their respective gateways 300 or may network through an
intermediate remote server 461. The use of an intermediate
remote server 461 can enable the first security network 400
and the second security network 400 to have different types
of communications modules (i.e., modem, Ethernet, WiFi,
USB, wireless, etc.) installed in the gateway 300 of each
respective security network 400. Since a commercial emer-
gency response agency 460 will likely already have servers
461 equipped to support the various types of communica-
tions modules installed in various gateways, the provision of
an intermediate server for networking security networks 400
may present an expanded business opportunity.

[0292] Networking through intermediate remote servers
461 expands the applications and usefulness of the inventive
security network 400. For example, there may be a caregiver
that would like to monitor an elderly parent living alone in
another city. Using the networking feature, the caregiver can
monitor the armed/disarmed status of the security network
400 in the home of the elderly parent, use two-way audio
and/or the camera 213 of the security network 400 to check
on the elderly parent, and monitor any transponder 100 worn
by the elderly parent. This may be equally useful for parents
to monitor a student living away at college or other similar
family situations.

[0293] In either form of networking, the security network
400 can provide an authentication mechanism to ensure that
networking is not inadvertently enabled with another unin-
tended security network 400. The authentication mechanism
may consist of the mutual entering of an agreed security
code in each of the two security networks 400 which are to
network. In their communications with each other, the two
security networks 400 may send and verify that the security
codes properly match before permitting various operations
between the two systems. Other authentication mechanisms
may also be used, such as the shared use of a designated
master key. In this example, rather that requiring the mutual
entering of an agreed security code, each of the security
networks 400 which are to network can be required to first
read the same designated master key.

[0294] Other embodiments of transponders 100 may exist
under the present invention. Two example forms of passive
infrared sensors 570 can be created by combining a passive
infrared sensor 570 with the circuits of the transponder 100.
As shown in FIG. 14A, in one embodiment the passive
infrared sensor 570 with its power supply 207 is integrated
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into the packaging of a light switch 730. Within this same
packaging, a transponder 100 is also integrated. The passive
infrared sensor 570 operates as before, sensing the presence
of a warm body 710. The output of the passive infrared
sensor 570 circuits is connected to the transponder 100
whereby the transponder 100 can relay the status of the
passive infrared sensor 570 (i.e., presence or no presence of
a warm body 710 detected) to the base unit 200, and then to
the master controller 251. At the time of system installation,
the master controller 251 is configured by the user thereby
identifying the rooms in which the base units 200 are located
and the rooms in which the passive infrared sensors 570 are
located. If desired, the master controller 251 can then
associate each passive infrared sensor 570 with one or more
base units 200 containing microwave Doppler algorithms.
The master controller 251 can then require the simultaneous
or near simultaneous detection of motion and a warm body
710, such as a person, before interpreting the indications as
a probable person in the room.

[0295] 1t is not a requirement that the passive infrared
sensor 570 be packaged into a light switch 730 housing. As
shown in FIG. 14B, in another embodiment the passive
infrared sensor 570 is implemented into a standalone pack-
aging. In this embodiment, both the passive infrared sensor
570 and the transponder 100 are battery powered so that this
sensor/transponder 100 combination can be located any-
where within a room. So, for example, this embodiment
allows the mounting of this standalone packaging on the
ceiling, for a look down on the covered room, or the
mounting of this standalone packaging high on a wall.

[0296] A single security network 400 is comprised of
various embodiments of base units 200 and transponders
100 that the end-user desires to associate with each other.
There may be multiple security networks 400 installed in
close proximity to each other, such as within a single
building, group of buildings, or neighborhood. It is therefore
important that the proper base units 200 and transponders
100 become enrolled with the proper security network 400,
and not mistakenly enrolled with the wrong security network
400. Base units 200 that are enrolled with the master
controller 251 of a security network 400 may be controlled
by that master controller 251. Similarly, transponders 100
enrolled with the master controller 251 of a security network
400 will be monitored by that security network 400. For the
purposes of describing the various processes and states
during configuration and enrollment, the terminology of the
following paragraph shall be used.

[0297] The security network 400 within an end-user’s
residence (or similar singular premise, whether residential,
commercial, or otherwise) shall be termed the home security
network 400. This example residence may be 740 in FIG. 17.
Other security networks 400 within RF communications
range of the home security network 400, but whose com-
ponents are not owned by the end-user or intended to be
enrolled with the home security network 400, are termed
neighbor security networks 400. This may be in example
residence 741. There may, of course, be multiple neighbor
security networks 400 within RF communications range of
the home security network 400. Individual components of a
security network 400, such as the various embodiments of
base units 200 and transponders 100, may be in one of two
states with respect to the various processes of configuration
and enrollment: enrolled or not enrolled. Each security
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network 400 will typically have a separate network identi-
fier, or network 1D, that is unique from the network ID of all
other security networks 400 within RF communications
range of the security network 400. Individual components of
a home security network 400, such as the various embodi-
ments of base units 200 and transponders 100, will typically
each have a serial number that is unique from the serial
numbers of other components in use with any neighbor
security network 400 within RF communications range of
the home security network 400. The serial number for a
specific component may or may not be assigned at the time
of manufacture. If the serial number is not assigned at the
time of manufacture, the home security network 400 for a
component may assign a serial number to that component.
This may typically happen, for example, at the time of
enrollment. It is particularly advantageous if the serial
numbers assigned to components were encoded in a manner
that identified that type of component. For example, a
different numeric or alphanumeric range may be assigned to
each type of component.

[0298] When a component is first purchased and brought
within RF communications range of a home security net-
work 400, it will typically be in a state of “not enrolled.” The
component will remain in a state of not enrolled until the
home security network 400 takes action to enroll that
component. If the component, such as a base unit 200 or a
transponder 100, contains a power source, such as a battery,
or becomes powered, such as by plugging the component
into an outlet, connecting a battery, or receiving transmitted
RF power, the component may begin communicating
according to a predetermined algorithm. The home security
network 400 may receive communications from the com-
ponent, even though in the state of not enrolled, but may not
manage or monitor the component. The home security
network 400 may notify the end-user that a component has
been detected, but that the component is in a state of not
enrolled. The end-user may then decide whether to enable
the home security network 400 to enroll the component with
the home security network 400.

[0299] Some components may be capable of storing their
enrolled/not enrolled state within the component itself.
Other components may not be capable of storing their
enrolled/not enrolled state, and therefore the home security
network 400 must store the enrolled/not enrolled state of the
component. Typically, base units 200 will contain the nec-
essary storage mechanism to store their enrolled/not enrolled
state. Similarly, some transponders 100 will also contain the
necessary storage mechanism to store their enrolled/not
enrolled state.

[0300] When a home security network 400 receives com-
munications from a component, the serial number of the
component may be entered into a table, which table will
typically be located in a memory 211 of the master controller
251 of the home security network 400. If the component has
a state of enrolled, then the home security network 400 will
typically not be required to take any further action. If the
component has a state of not enrolled, then the home
security network 400 may exchange communications with
neighbor security networks 400 to determine whether any of
the neighbor security networks 400 have received commu-
nications from the same component, but have entered the
component into their respective tables with a state of
enrolled. If so, then the home security network 400 may



US 2007/0146127 Al

enter the component into a table, but record the state of the
component as enrolled with a neighbor security network
400. In this manner and over time, the home security
network 400 may continue to add components to a table, in
each case entering each component as enrolled with the
home security network 400, enrolled with a neighbor secu-
rity network 400, or not enrolled. When the state of a
component has been determined to be enrolled in a neighbor
security network 400, the home security network 400 may
forward any communications received from the component
to the neighbor security network 400. In this manner, the
home security network 400 may provide antenna and com-
munications diversity for the component in ensuring that the
component’s communications reach the neighbor security
network 400.

[0301] When the home security network 400 has received
communications from a component and the component is in
a state of not enrolled in either the home security network
400 or in any neighbor network, the end-user may decide to
enroll the component in the home security network 400. A
designer may choose any of various means, typically
through a user interface, in which to enable the home
security network 400 to notify the end-user of the not
enrolled component, and then enable the end-user to permit
the component to become enrolled in the home security
network 400. During the process of enrollment, the end-user
may be permitted to associate specific components with each
other or with locations on the end-user’s premises. For
example, a component installed in the living room of the
end-user’s house may be labeled within the home security
system as a living room window transponder 100.

[0302] For components that are capable of storing their
enrolled or not enrolled state, the components may use
different serial numbers in their communications when
enrolled and when not enrolled. For example, when its state
is not enrolled a component may use a first serial number of
a first predetermined length. When the same component is in
an enrolled state, the same component may use a second
serial number of a second predetermined length. The second
predetermined length may be shorter than the first predeter-
mined length, and the second serial number may be an
abbreviated form of the first serial number. This may enable
shorter transmissions when the component is in an enrolled
state. On the other hand, the second predetermined length
may be longer than the first predetermined length. For
example, when a component is in an enrolled state the
second serial number may be a combination of the first serial
number and the network ID of the home security network
400. The presence of the network ID of the home security
network 400 in the second serial number may be used in the
routing of communications. For example, a neighbor secu-
rity network 400 may receive communications from a com-
ponent and use the second serial number to identify that the
component is enrolled with the home security network 400
and may forward the communications to the home security
network 400.

[0303] In addition to allowing an end-user to permit a
component to be enrolled in the home security network 400,
the home security network 400 may also permit the end-user
to assign a label to the component. One means by which a
label may be assigned to a component is by enabling the
end-user to record a verbal label for the component. This
verbal label may be stored in the master controller 251 or
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any other controller function 250. If any base units 200 in the
home security network 400 have an audio transducer 210,
then the audio labels may be played back to the end-user at
an appropriate time, such as when the security network 400
signals an alarm condition.

[0304] If the transponder 100 has not been manufactured
with a predetermined serial number, the base unit 200 can
generate, using a predetermined algorithm, a serial number
and, if desired, any other information necessary to engage in
encrypted communications and download these values to the
transponder 100. If the transponder 100 requires a power
level higher than normally available to enable the permanent
programming of these downloaded values into its microcon-
troller 106 or memory (in whatever form such as fuses, flash
memory, EEPROM, or similar), a base unit 200 can increase
its transmitted RF power subsequent to the downloading. No
values need be transmitted during the period of higher
transmitted RF power, and therefore there is no risk of the
values being intercepted outside of the close proximity of
the base unit 200 and transponder 100. After this particular
exchange, the transponder 100 is enrolled, and the master
controller 251 may provide some form of feedback, such as
audible or visual, to the user indicating that the transponder
100 has been enrolled.

[0305] The base unit 200 is not limited to reading just the
transponders 100 installed in the openings of the building.
The base unit 200 can also read transponders 100 that may
be carried by individuals 710 or animals 711, or placed on
objects of high value. By placing a transponder 100 on an
animal 711, for example, the controller function 250 can
optionally ignore indications received from the motion sen-
sors if the animal 711 is in the room where the motion was
detected. By placing a transponder 100 on a child, the
controller function 250 can use a gateway 300 to send a
message to a parent at work when the child has arrived home
or equally important, if the child was home and then leaves
the home. The transponder 100 can also include a button
than can be used, for example, by an elderly or invalid
person to call for help in the event of a medical emergency
or other panic condition. When used with a button, the
transponder 100 is capable of reporting two states: one state
where the transponder 100 simply registers its presence, and
the second state in which the transponder 100 communicates
the “button pressed” state. It can be a choice of the system
user of how to interpret the pressing of the button, such as
causing an alert, sending a message to a relative, or calling
for medical help. Because the base units 200 will typically
be distributed throughout a house, this form of panic button
can provide a more reliable radio link than prior art systems
with only a single centralized receiver.

[0306] Embodiments of base units 200 and transponders
100 may also be made into forms compatible with various
vehicles, water craft, lawn and farm equipment, and similar
types of valuable property. For example, one embodiment of
a base unit 200 or transponder 100 may be made in an
example physical embodiment of a cigarette lighter adaptor
436, as shown in FIG. 26. Given the wide use of cigarette
lighter adaptors for charging cell phones and powering other
equipment, there are some example vehicles that have
cigarette lighters that are constantly powered, even when the
vehicle has been turned off. A base unit 200 or transponder
100 in the form of a cigarette lighter adaptor 436 provides
an easily installed means to monitor the vehicle against the
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risk of theft. Of course, other forms of base units 200 and
transponders 100 may also be designed that attach in other
areas of vehicles, water craft, lawn and farm equipment, and
similar types of property. Some forms may be permanently
wired. Even if a cigarette lighter has switched power, a base
unit 200 or transponder 100 in the form of a cigarette lighter
adaptor 436 may still be used if the base unit 200 or
transponder 100 contains a battery. The battery may be
periodically recharged when the vehicle is running. Since
base units 200 are capable of high power RF communica-
tions, their RF propagation range can be much farther than
a transponder 100.

[0307] One advantageous security network 400 that may
be formed may include one base unit 200 or transponder 100
located in a vehicle and a second base unit 200 that is
handheld (i.e., example embodiment 260). Thus, the security
network 400 is not permanently affixed to a building, but
rather travels with the user. When a user drives to a mall, for
example, a first base unit 200 may remain in the vehicle and
a second base unit 200 may be carried by the user, and the
two base units 200 may continue their communications. If
the first base unit 200 detects an attempted intrusion, the first
base unit 200 may send a communications message to the
second base unit, and the second base unit 200 may cause an
alert to notify the user. In addition, the first base unit 200
may include a camera 213, as described elsewhere in this
specification, and the second base unit 200 may include a
display 266 on which pictures may be viewed. The first base
unit 200 may periodically record and/or send pictures to the
second base unit, and in particular, the first base unit 200
may record and/or send pictures during the time in which the
first base unit 200 is detecting an attempted intrusion. This
may enable the user to obtain a picture-based record of the
activities involving the vehicle during the time when the
vehicle was parked and the user was away from the vehicle.

[0308] A user may configure a security network 400 in the
home to include a base unit 200 or transponder 100 in a
vehicle when the vehicle is located within RF propagation
range of a home security network 400 or neighbor security
network 400. Similarly, a user may configure a security
network 400 in the home to ignore a base unit 200 or
transponder 100 in a vehicle when the vehicle has traveled
outside of RF propagation range of a home security network
400 or neighbor security network 400. This configuration
enables the base unit 200 or transponder 100 in the vehicle
to join the home security network 400 and therefore the user
can monitor the status of the vehicle when the vehicle is
parked in or near to their home. The same base unit 200 or
transponder 100 in the vehicle can then be used as described
above to monitor the vehicle when the user has driven the
vehicle to another location such as an example mall. This
form of security network 400 differs significantly from
present forms of vehicle security systems that only make
noise locally at the vehicle when the vehicle is disturbed.

[0309] The inventive security network 400 provides a
number of mechanisms for users and operators to interface
with the security network 400. The security network 400
may include a base unit 200 with a keypad 265 similar to a
cordless phone handset 260 or cordless phone base 261 as
shown in FIG. 4 since it is a convenient means by which
authorized persons can arm or disarm the system and view
the status of various zones. There are a number of keypad
options that can be made available for the security network
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400, derived from permutations of the following possibili-
ties: (i) high power RF communications or backscatter
modulation communications, (ii)) AC powered or battery
powered, and if battery powered, rechargeable, and (iii)
inclusion, or not, of sufficient processing and memory
capability to also support a controller function. The example
handset 260 design contains the added advantage of sup-
porting cordless phone functionality. Thus, the security
network 400 design can serve a dual purpose for users—
security monitoring and voice conversation—through a
single network of base units 200. The handset-shaped 260
base unit 200 with keypad will typically be battery powered,
with the battery 208 being rechargeable in a manner similar
to existing cordless phones. One or more other base units
200 in the security network 400 may contain gateway 300
functionality including a connection to a telephone line 431,
Ethernet 401, WiFi 404, or CMRS 402 network. Like all
base units 200, the handset-shaped 260 base unit 200 with
keypad 265 and the base units 200 with gateway 300
functionality can support high power RF communications
with each other. This high power RF communications can
support voice conversation in addition to exchanging data
for the operation of the security network 400.

[0310] The inventive security network 400 may include a
means to provide alerts without calling the attention of an
intruder to base units 200. One means by which this may be
accomplished is a remote sounder 437. A remote sounder
437 should be less expensive than a base unit 200 with an
audio transducer 210 because the remote sounder 437 con-
tains only the functionality to receive commands from a base
unit 200 and to provide the desired alert characteristics such
as an audio siren. On example remote sounder 437 is shown
in FIG. 26. This remote sounder 437 has been constructed in
the shape of a lamp socket, such that (i) a light bulb may be
removed from a lamp socket, (ii) the remote sounder 437 is
screwed into the lamp socket, and then (iii) the light bulb is
screwed into the remote sounder 437. This example remote
sounder 437 contains the mechanical means to (i) fit
between a light bulb and a lamp socket, (ii) pass AC power
through the remote sounder, (iii) obtain AC power from the
lamp socket, (iv) receive communications from base units
200 using high power or low power RF communications,
and (v) cause an audio siren when commanded by the master
controller 251. If desired, the remote sounder 437 may
support two-way communications such that the master con-
troller 251 may provide positive feedback from the remote
sounder 437 that a message to alert or stop alerting has been
received. Alternately, if one or more base units 200 in a
security network 400 contain an audio transducer 210 that
can input audio, then the master controller 251 can receive
feedback by commanding the one or more base units 200 to
determine whether the audio siren on the remote sounder
437 is generating audio volume that can be detected by the
one or more base units 200.

[0311] In addition to detecting intrusion, the security net-
work 400 can monitor the status of other environmental
quantities such as fire, smoke, heat, water, gases, tempera-
ture, vibration, motion, glass breakage as well as other
measurable events or items, whether environmental or not
(i.e., presence, range, location) by using an appropriate
sensor 620 or 901. The list of sensor 620 possibilities is not
meant to be exhaustive, and many types of sensors 620
already exist today. For each of these sensor 620 types, the
security network 400 may be configured to report an alert
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based upon a change in the condition or quantity being
measured, or by the condition or quantity reaching a par-
ticular relationship to a predetermined threshold, where the
relationship can be, for example, one or more of less than,
equal to, or more than (i.e., a monitored temperature is less
than or equal to a predetermined threshold such as the
freezing point).

[0312] These detection devices can be created in at least
two forms, depending upon the designer’s preference. In one
example embodiment, an appropriate sensor 620 can be
connected to a transponder 100, in a manner similar to that
by which an intrusion sensor 600 is connected to the
transponder 100. All of the previous discussion relating to
the powering of an LED generator 601 by the transponder
100 applies to the powering of appropriate sensors 620 as
well. This embodiment enables the creation of low cost
sensors 620, as long as the sensors 620 are within the read
range of base units.

[0313] In a second example embodiment, these sensor
devices may be independently powered, much as base units
200 and gateways 300 are independently powered. Each of
these detection devices are created by combining a sensor
620 appropriate for the quantity being measured and moni-
tored with a local power supply, a processor, and a commu-
nications means that may include high power RF or back-
scatter modulation communications. These sensor 620
devices may find great use in monitoring the status of
unoccupied buildings, such as vacation homes. A tempera-
ture sensor may be useful in alerting a remote building
owner if the heating system has failed and the building
plumbing is in danger of freezing. Similarly, a flood prone
building can be monitoring for rising water while otherwise
unoccupied.

[0314] Another type of a sensor 620 is a siren sensor 901,
which is a sensor for detecting the siren generated by a
smoke detector, fire detector, natural gas detector, carbon
monoxide detector, intrusion detector, glass breakage detec-
tor, or other such detector (collectively referred to herein as
hazard detectors). When a siren sound is detected by the
siren sensor 901, the siren sensor 901 causes a transponder
100 to transmit a notification to one or more base units 200
via one or more of the methods described herein or another
method.

[0315] The sound generated by a hazard detector has
numerous characteristics. The siren sensor 901 determines
that one or more of these characteristics are present in a
received sound in order to determine that a received sound
is the siren of a hazard detector and not a sound from another
source (e.g., a passing emergency vehicle, a stereo, or child).
For example, in order to distinguish a siren from other
sounds various embodiments may determine that a received
sound has one, two, three, or more of a predetermined
volume, frequency(ies), cadence (or specific cadence), dura-
tion, or other characteristic. In addition, the siren sensor 901
may include further processing to verify a detected siren is
the result of the detection of a true hazard, as opposed to a
non-emergency event.

[0316] As discussed above, many security systems typi-
cally may only include one or two detectors because con-
nection to the existing home smoke detectors can only be
performed by a licensed electrician and most security system
installers are not licensed electricians. Therefore, most secu-
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rity system installers cannot connect the security system to
the existing smoke and fire detectors in a home. Instead,
such security installers typically install a separate set of
detectors that are either wired to the security system with
low voltage wiring or are wireless. As result, security
installers generally install fewer detectors than required by
the National Fire Code and the National Fire Protection
Agency because of the cost of the detectors. The siren sensor
and security system of some embodiments of the present
invention may be used to leverage the pre-existing hazard
detectors, integrate pre-existing hazard detector into a secu-
rity system, and provide remote monitoring for pre-existing
hazard detectors.

[0317] Typically, hazard detectors installed during con-
struction (including renovating and remodeling) are ceiling-
mounted hazard detectors that are AC powered and backed
up with a nine volt battery. Such detectors often use a piezo
sound generating device that generates 85 dB (sound pres-
sure level) at 10 feet from the detector, 105 dB at 1 foot, and
more than 105 dB at closer distances from the detector. The
piezo sound generating device many be located anywhere on
the hazard detector, but is often downward facing.

[0318] In order to more easily distinguish the siren gen-
erated by the hazard detector from other sounds, some
embodiments of the siren sensor may be configured to be
mounted adjacent the pre-existing hazard detector as shown
in FIG. 28 and FIG. 4. For example, a siren sensor assembly
900 may be less than one foot from the hazard detector, more
preferably less than six inches from the detector, still more
preferably less than three inches from the detector, and even
more preferably less than one inch from the detector. Some
embodiments may be designed to be mounted to the detector
itself, such as, for example via an adhesive or via a clipping
mechanism. For embodiments in which the siren sensor is
mounted to a ceiling, wall, or portion of the building
infrastructure, the siren sensor may include an adhesive
surface for installation without tools. Other embodiments
may be installed with drywall screws, wood screws, or other
suitable mounting mechanism.

[0319] Because the siren sensor 901 (which may form part
of a siren sensor assembly 900) is mounted close to the
hazard detector, the magnitude (e.g., the sound pressure
level) of the siren sound of the hazard detector received by
the siren sensor 901 typically will be greater than other
sounds that are in, and egress into, most residences. Spe-
cifically, the siren sound received from the siren sensor 901,
which may be 105 dB or more, typically will be louder than
other received sounds such as those from passing fire trucks,
ambulances, and police cars, loud music, loud children,
barking dogs, telephones, other remote hazard detectors, and
other sounds.

[0320] Accordingly, the siren sensor 901 may be config-
ured to determine that the received sound has a magnitude
that is at least the magnitude of a siren that the siren sensor
901 is configured to detect (referred to herein as a threshold
magnitude). In one example embodiment, the siren sensor
901 may be configured to determine whether the received
sounds have a magnitude greater than a threshold magnitude
that is 85 dB, more preferably 95 dB, even more preferably
105 db, and still more preferably 110 dB. This determination
process may be accomplished, for example, through the use
of appropriate filtering to filter out sounds that have mag-
nitude less than the threshold magnitude.
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[0321] In many instances, distinguishing between the loud
and less loud sounds may be sufficient to allow the siren
sensor 901 to distinguish the siren of the hazard detector
from other sounds in which case further processing of the
sound may not be necessary. However, to further reduce the
likelihood of a false alarm that results from the incorrect
identification of a non-siren sound as that of a siren, the siren
sensor 901 may also determine whether additional charac-
teristics of a siren sound are present in the received sound.
Sirens generated from hazard detectors typically comprise a
high pitched audible alert that is repetitive in nature. Accord-
ingly, the siren sensor 901 also may be configured to
determine whether the received sound includes one or more
frequencies of a siren (hereinafter a target frequency). This
determination process may be accomplished, for example,
by a filter, which may comprise a high pass filter, a band pass
filter, or other filter, that passes (or detects) target frequen-
cies (i.e., the audible frequencies emitted by one or more
hazard detectors) while filtering out frequencies that are not
those generated by the siren of most hazard detectors (or of
a particular hazard detector). As an example, in some
embodiments the target frequencies may be frequencies in
the range of 2000 Hz to 4000 Hz (e.g., detected via a band
pass filter), or, alternately, frequencies greater than 2000 Hz
(e.g., detected via a high pass filter). Other embodiments
may detect of target frequencies more specific to a given
hazard detector.

[0322] As discussed, the high pitched audible alert of most
hazard detectors is repetitive in nature meaning that the
frequency of the sound varies over time (e.g., toggles back
and forth) between two or more audible frequencies. Thus,
in addition to (or instead of) determining that the received
sound includes a target frequency, the siren sensor 901 may
be configured to determine whether the received sound
includes a repetitive pattern (referred to herein as a cadence)
in order to distinguish a siren sound from other sounds. This
determination may comprise determining that the sound
includes any cadence, any cadence with frequencies that
include a target frequency, or a particular cadence (e.g.,
having a change in frequency that varies with predetermined
cycle—a particular rhythm). The process of determining
whether a sound has a cadence may be performed, in some
embodiments, via a filter that filters out audible sounds that
do not have a cadence. This filter may comprise a plurality
of band pass filters, wherein each filter is configured to pass
a different target frequency. In some (but not all) embodi-
ments, determining that the received sound includes a
cadence (i.e., detecting a cadence) also may implicitly
include detecting one or more target frequencies.

[0323] Using these described processes, the siren sensor
901 may differentiate sounds that are not loud enough and
that do not include a frequency of a siren of a hazard detector
from those sounds that do, to thereby distinguish between
the siren of a hazard detector and other sounds. In addition,
for embodiments in which the sound’s cadence is also
detected, the siren sensor 901 may differentiate sounds that
do not have the cadence of a siren sensor from those sounds
that do to thereby further distinguish between a siren of a
hazard detector and other sounds. It is worth emphasizing
that various embodiments may determine the presence of
(detect) any one or any combination of a minimum threshold
magnitude, one or more target frequencies, and/or a cadence.

Jun. 28, 2007

[0324] There are many instances when the siren of a
hazard detector is activated even though no true hazard is
present or, alternately, when notifying a third party moni-
toring system is not appropriate. For example, cooking can
sometimes cause a smoke detector to activate its siren,
which may be desirable. However, because there is no fire
(simply food burning) the consumer often can easily contain
the situation and typically will quickly de-activate the haz-
ard detector. In other instances, a hazard detector may
initiate periodic beeps to notify the consumer that a battery
needs replaced. In these and other such instances, it may be
undesirable to notify the third party monitoring system 460
(e.g., the fire department) or to take other such action.

[0325] When a true hazard does occur within a home (e.g.,
smoke, fire, CO, radon), the hazard generally has been
persisting for a minute or longer. Thus, when the hazard
detector activates its siren due to a true hazard, consumers
generally do not de-activate the detector, but instead respond
to the emergency (e.g., leave the home). In addition, because
most hazard detectors are ceiling mounted, the consumer is
often not able to quickly silence the siren (nor is this
desirable). Therefore, if a true hazard occurs, the siren of the
hazard detector will generally sound for many tens of
seconds and often for several minutes. Thus, the siren sensor
901 may determine that the detected siren sounds persists for
a minimum duration before transmitting a notification. As an
example, the siren sensor may sample for sounds every few
seconds. When a siren is detected, the siren sensor 901 may
sample the sound at an increased rate and continue for at
least a minimum duration to verify that the siren has been
activated due to detection of a true hazard. If the siren sound
does not persist for the minimum duration, the siren sensor
901 of this example embodiment does not transmit a noti-
fication. If the siren sound does persist for the minimum
duration, the siren sensor 901 of this example transmits a
notification of the hazard to one or more base units 200. In
an alternate embodiment, the siren sensor 901 transmits a
notification to a base unit 200 upon detection of a siren
sensor and continues to periodically transmit a notification
for as long as the siren sound persists. In this embodiment,
the base unit 200 may wait for the minimum duration before
transmitting a notification to an emergency response agency
460 (or other remote device that is remote from the pre-
mises), to verify that the siren is activated due to a true
hazard.

[0326] FIG. 29 illustrates the functional components of an
example embodiment of a siren sensor assembly 900. In
order to transmit a notification the siren sensor 901 of this
example embodiment is communicatively coupled to a tran-
sponder 100 that is powered from a battery housed in the
siren sensor assembly 900. Thus, the siren sensor 901
communicates via its associated transponder 100 to one or
more base units 200 as discussed herein. In other embodi-
ments, the siren sensor 901 may communicate through an
independently powered transponder, a passive transponder
150 (as in this example but without battery power), or a
suitable communication module other those described
herein. In each of the cases, the transponder 100 is acting
with the connected siren sensor 601 to provide an indication
to the base unit 200 that a siren has been detected.

[0327] The notification 900 can be in the form of a
message from the transponder 100 to the base unit 200, or
in the form of a changed characteristic of the transmissions
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from the transponder 100 such that the base unit 200 can
detect the changes in the characteristics of the transmission.
The transmitted notification may include data such as con-
figuration data (e.g., identifying the siren sensor 901 trans-
mitting the notification), information of the duration of the
detected siren, and/or other data.

[0328] As shown in FIG. 29, the functional components of
one example embodiment of a siren sensor assembly 900
includes a transponder 100 and siren sensor 901. This
example embodiment of the siren sensor 901 includes an
audio input device 910 that receives sound and converts the
sound input to an electrical signal. Any suitable transducer
may be used such as, for example, a vibration transducer
(e.g., that converts vibrations conducted through the plastic
housing of the hazard detector or building infrastructure to
electrical signals.). In the present embodiment, the audio
input device 910 comprises a microphone, such as, for
example, a silicon microphone, piezo microphone, or elec-
tret microphone. The electrical signals from the audio input
device 910 are provided to the signal detector 911, which
processes the signal according to one or more of the methods
described above.

[0329] Specifically, in this embodiment the signal detector
911 may include a first filter configured to filter out sounds
having a magnitude less than the threshold magnitude (e.g.,
sounds having a magnitude less than that of the siren of the
monitored hazard detector), and a second filter configured to
filter out non-siren frequencies. The signal detector 911 may
further include a third filter that filters out sounds not having
a cadence. In some embodiments, filtering out sounds not
having characteristics of a siren may be considered the
equivalent of detecting sounds having characteristics of a
siren.

[0330] The signal detector 911 may comprise hardware
and/or software. For example, in one embodiment the signal
detector 911 may be implemented with hardware and soft-
ware such as, for example, hardware components that form
a band pass filter (to filter out non-siren frequencies) that
passes the target frequencies to a digital signal process
(DSP) (or analog to digital converter (ADC) and processor).
The DSP (or ADC and processor) includes executable pro-
gram code that executes to cause the processor to analyze the
received input to provide additional filtering/detection,
which may include, for example, detecting sounds having a
magnitude of at least the threshold magnitude and/or sounds
that have a cadence. In some embodiments, some filtering
may be performed by circuitry that forms part of a micro-
phone, which itself forms part of the audio input device 910.
In this example embodiment, a DSP (or ADC and processor)
of the signal detector 911 is configured (e.g., via software)
to periodically sample the input from audio input device 910
once every few seconds (e.g. every two, three or four
seconds). Periodic and less frequent sampling reduces the
energy consumption and increases the longevity of the
battery. When a siren is detected (i.e., the received sound is
above the threshold magnitude, includes a target frequency,
and has a cadence), the signal detector 911 may be config-
ured to sample the sound at an increased rate to determine
the duration of the sound. If the sound continues with siren
characteristics (e.g., magnitude, frequency, and cadence) for
the minimum duration, the signal detector 911 may provide
an output to the controller 912 that a siren has been detected.
If the sound does not continue with siren characteristics
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(e.g., magnitude, frequency, and cadence) for the minimum
duration, the signal detector 911 may (1) provide an output
to the controller 912 indicating that a siren has been detected
but the duration was less than the minimum duration; or (2)
not provide any output to the controller 912. In another
example embodiment, a saturated digital circuit may be
employed to detect the frequency and/or cadence in which
case an ADC or DSP may not be necessary. As an example
of a saturated digital circuit, the analog signal representing
the received audio signal may be amplified to the point
where it appears as a digital signal. As will be evident to
those skilled in the art, there are various ways to implement
the functions of the signal detector 911 and other compo-
nents of the siren sensor 901 described herein. For example,
a controller may be used to verify that a siren persists for a
minimum duration.

[0331] The output of the signal detector 911 is provided to
the controller 912, which may further process the received
signal. The controller 911 may include a processor and
memory having executable program code stored therein.
The processor executes the program code to thereby control
the operation of the siren sensor assembly 900. The memory
may include non-volatile memory that retains registration
data and parameter data when battery power is not applied.
The controller 912 of the siren sensor 900 may be configured
to register its presence to one or more base units 200 and to
clear its registration data in response to a control message
received from a base unit 200.

[0332] Upon receiving an indication that a siren indicating
a true hazard has been detected—meaning in this example
embodiment that the received sound is above the threshold
magnitude, includes a target frequency, has cadence, and
persists for a minimum duration—the controller 912 may
cause the transponder 100 to transmit a notification to one or
more base units 200.

[0333] In one example embodiment, the processor that
forms the controller 912 also includes an ADC and, there-
fore, the same processor (i.e., integrated circuit or chip set)
is configured to perform the functions of the signal detector
911 and the controller 912. It is therefore worth emphasizing
that the functional components shown in the figure represent
functions that may be performed by one or more example
embodiments of the siren sensor and are not meant to
represent a physical implementation. Thus, the output from
the signal detector 911 to the controller 912 may be a logical
(virtual) output between functional components and may not
have a physical implementation.

[0334] The siren sensor 901 (via its controller 912) or the
base unit 200 receiving the notification also may be config-
ured to perform additional (or different) processes to further
validate that the siren sound detected is the result of a true
hazard (and not caused by smoke from cooking or another
non-hazard event). More specifically, the additional pro-
cesses may determine an increased likelihood that the
audible alarm is the result of a true hazard. For example, in
an alternate embodiment the controller 912 includes pro-
gramming to cause the controller 912 to correlate the time of
the detected siren (e.g., time of day and/or day of the week)
with temporal hazard risk data, such as, for example, data of
time periods having a greater or less risk of a true hazard
than other time periods. Different time periods having dif-
ferent probabilities of a true hazard may be stored in
memory and have different processes associated therewith.



US 2007/0146127 Al

[0335] For example, if the siren is detected during normal
sleeping hours (e.g., in the middle of the night), there is
increased likelihood that the hazard detector is detecting a
true hazard (as compared to if the siren is detected during
Iunch hours, dinner hours, or normal awake hours). Thus, the
siren sensor 901 (or the base unit 200 receiving the notifi-
cation) may compare the time of the detected siren with
temporal hazard risk data (e.g., a table stored in memory of
the controller 912 that includes predetermined time periods
of'the day and/or week during which a hazard detector is less
likely (or more likely) to be activated by non-emergency
events) to further validate the detected hazard and improve
reliability of the system. In this example, because the siren
is detected at night, when the detection of a hazard is more
likely to be the result of a true hazard, the siren sensor (or
base unit 200) may immediately notify the emergency
response agency 460.

[0336] If the siren sensor 901 detects a siren of a hazard
detector during a time period associated with an increased
likelihood of detection of a siren caused by a non-emergency
event (e.g., during a dinner hour) the siren sensor 901 (or
base unit 200) may provide a local audible and/or visual
alarm (without transmitting a notification to an emergency
response agency 460) for a predetermined time. If a user
does not silence the hazard detector or the user does not
provide an appropriate input to the base unit 200, the base
unit 200 transmits the notification to the emergency response
agency 460 after the predetermined time period. Thus, in this
example, upon detection of a siren the siren sensor 901
(and/or base unit 200) may perform alternate processes
depending on the time (and/or day) of the detected siren and
the temporal hazard risk data stored in memory.

[0337] As discussed above, many homes have smoke
detectors (e.g., AC power or battery powered) on every floor
of a house as well as in multiple bedrooms. In many
instances, when a hazard detector is activated due to a
non-emergency event (e.g., smoke from cooking), the smoke
is often localized to a particular area and only the nearby
smoke detector will activate its siren. Thus, another means
to validate that a detected siren is the result of a hazard (and
not noise from a non-siren source and/or resulting from a
true hazard) is by detecting multiple sirens. In other words,
if two or more sirens are detected, then it is more likely that
a siren has been detected (as opposed to other sounds) than
if only one siren is detected. This process of determining that
multiple sirens have been detected may be performed by a
base unit 200 (e.g., having a controller function 250) that
receives notification, directly or indirectly, from two or more
siren sensors 901. In one embodiment, the process is per-
formed by the base unit 200 acting as the master controller,
which transmits a notification to an emergency response
agency 460 and/or other remote device upon a detection of
multiple sirens. In some embodiments, the detection of
multiple sirens and/or use of the temporal hazard risk data
described above may be used instead of, or in addition to,
determining that the detected siren has persisted for the
minimum time period to validate that the sound is from a
siren and/or was activated due to a true hazard.

[0338] FIGS. 30 and 31 depict an example physical imple-
mentation of an example embodiment of a siren sensor
assembly 900, which includes a housing 902. The housing
902 of this example includes a housing cover 902¢a that is
configured to fixedly attach to a housing base 9025 via a
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friction fit or other suitable coupling mechanism. The hous-
ing 902 may be formed of plastic that may be off white in
color to approximate the color of many existing hazard
detectors. The housing cover 902a includes slots 903 to
allow sounds to enter the housing 902. In addition, the
housing cover 902a may include a test button 905 and a
battery door 904 to be removed by the consumer to change
the battery and. The test button 905 may be communica-
tively coupled to the controller 912 so that actuation of the
test button 905 by the user is recognized by the controller
912. In one embodiment, the test button 905 is actuated by
the user when the user is about to test the hazard detector.
Upon actuation of the test button 905, the controller 912 of
this example embodiment will not cause the transponder 100
to transmit the alert notification (indicating a true hazard) for
a predetermined time period (e.g., five minutes) after actua-
tion of the test button 905 even if a received sound satisfies
all the conditions of a siren indicating a true hazard. In some
embodiments, when the test button 905 is actuated the
detected siren may still be transmitted to a base unit 200,
reported to the consumer at the base unit 200 and/or at a
website user interface, but a notification is not transmitted to
an emergency response agency 460 by the base unit 200.

[0339] In some embodiments, actuation of the test button
905 (e.g., for a predetermined time period) also may initiate
registration of the siren sensor 901 onto the security system
400. Registration of the siren sensor 901 may include, for
example, the siren sensor 901 registering its presence with
one or more base units 200 and/or performing other pro-
cesses.

[0340] The housing base 9025 may include clips 918 for
securing the printed circuit board (PCB) 915. The housing
base 9025 is meant to be mounted to the ceiling via an
adhesive (or other means such as dry wall screws) or to the
hazard detector (via an adhesive and/or by clipping on to the
housing of the detector, or via other means.). This example
embodiment is designed to be mounted adjacent the hazard
detector as shown in FIGS. 4 and 28. For ease of installation,
the siren sensor assembly 900 may be designed to be
mounted anywhere along the 360 degree perimeter of the
hazard detector and also rotated in any orientation relative to
the hazard detector.

[0341] The housing 902 may have any suitable size and/or
shape. The housing 902 of this example embodiment is
round in shape and has a diameter of approximately three
inches. Other embodiments may have other shapes and
sizes. For example, the housing 902 of another embodiment
may have a concave side that mirrors the curved side of the
hazard detector. In yet another embodiment, the housing 902
may form a collar such as the hazard detector collar 591
illustrated in FIG. 15. In other embodiments, the housing
902 may be formed in an annular ring sized to extend around
the circumference of the hazard detector.

[0342] The siren sensor assembly 900 includes a PCB 915
and antenna assembly 920, which are configured to be
mounted to the housing base 9026 and disposed inside the
housing 902 during normal operation. The PCB 915 includes
the circuitry, processor, memory, and other physical com-
ponents (not shown) of the siren sensor 901 and transponder
100 (formed in part by the antenna assembly 920). Among
such other components, a microphone 910 and battery
holder 917 are mounted to the PCB 915. The microphone
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910, as discussed, may be communicatively coupled to
circuitry configured to detect the sound produced by a siren
of'a hazard detector (e.g., a DSP, ADC, a discrete component
filter, etc.). The battery holder 917 is sized and shaped to
hold a coin sized battery 916, which may be replaced by the
consumer by opening the battery door 904. Alternately, or in
addition thereto, another embodiment of the siren sensor
may include a connector that permits the siren sensor 901 to
connect to the existing nine volt battery used for backup in
the hazard detector. The cable from the nine volt connector
to the siren sensor 901 may be a ribbon cable sufficiently
thin to operate with the majority of hazard detectors on the
market (many hazard detectors have a door that covers the
9 volt battery). The ribbon cable also may have redundant
electrical paths in case crimping or pinching of the cable at
one location causes the failure of one electrical path.

[0343] The antenna assembly 920, which forms part of a
transponder 100, of this example embodiment includes a
first antenna 921 and a second antenna 922, each of which
are configured to transmit and receive signals at two fre-
quency bands—345 MHz and 2.4 GHz. In other embodi-
ments, other frequencies may be used such as, frequencies at
ornear 315,319, 345, and 434 MHz, which have historically
been favored for low power RF transmitters. The antenna
assembly 920 also may have polarization diversity in that
the first antenna 921 and second antenna 922 of this embodi-
ment have different polarizations, such as being horizontally
polarized and a vertically polarized, respectively. As shown
in FIG. 31 (more clearly shown in FIG. 34qa), the first
antenna 921 is substantially co-planer with the PCB 915,
while the second antenna 922 is substantially perpendicular
to the PCB 915 and extends up into the space between the
housing base 9026 and housing cover 902a. Using antennas
with differing polarizations may minimize the polarization
effects on communications with base units 200. Other
embodiments may include a horizontal loop antenna and a
vertical loop antenna or two angled antennas. Still other
embodiments may include only a single antenna. Various
antenna implementations may be used in various embodi-
ments.

[0344] During initial communications with a base unit
200, the siren sensor 901 may learn which antenna 921 or
922 to use for more reliable communications to the station
200. As an example, the siren sensor 901 may cause the
transponder 100 to transmit a message using the first antenna
921, which as discussed above is horizontally polarized. If
no response is received to a transmission using one antenna,
it is likely that a response to a transmission using the other
antenna will be received. Thus, if, after a predetermined time
period, no acknowledgement or other response is received to
the first transmission, the siren sensor 901 may cause the
transponder 100 to transmit a message using the second
antenna 921, which is vertically polarized. Upon receiving a
response to a transmission using either antenna, information
of the antenna used for the transmission is stored in the
memory of the controller 912. The stored information is
retrieved for later transmission so that the same antenna may
be used first for future transmissions. In addition, the siren
sensor 901 may similarly learn which antenna 921 or 922 to
use for more reliable transmission to each of a plurality of
base units 200. For example, the first antenna 921 may be
used first for transmission to a first base unit 200 and the
second antenna 922 may be used first for transmissions to a
second base unit 200.
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[0345] After the initial communications, the siren sensor
901 may be provisioned onto the security network 400
according any of the methods described herein. During or
after the provisioning (e.g., to update the data), a base unit
200 may transmit configuration data and parameter data to
the siren sensor 901 for storage in the volatile and/or
non-volatile memory therein. Some of the parameter data
communicated to the siren sensor 901 may include, for
example, threshold magnitude data (e.g., to be compared
with the volume of received sounds to identify a siren
sound), target frequency data (e.g., one or more frequencies
or ranges of frequencies used to determine whether a
received sound is a siren sound), cadence data (e.g., data of
the variation in frequency), a first sampling rate (e.g., to
determine the rate of sampling before a sound has been
detected), a second sampling rate (e.g., to determine the
sampling rate when a siren sound is detected or, alternately,
another sound is detected), a minimum duration (e.g., the
time period for which a detected siren must persist to be
validated as a true hazard detection), temporal hazard risk
data (e.g., times of the day or week compared with the time
of detection of a siren to validate a true hazard and/or
determine a process to be performed), and/or other data. In
some embodiments, some or all of this data may be trans-
mitted to the siren sensor 901 for storage. Thus, the param-
eter data may be communicated from a remote computer
system to a base unit 200 of the security network 400, and
to one or more siren sensors 901 at initial setup or sometime
thereafter to update the information. In some embodiments,
the parameter data may be modified by the consumer via
web site, at a base unit 200, or via a manual adjustment on
the siren sensor assembly 900. The ability to modity the
parameter data allows a system operator (or user) to adjust
these parameters according to the conditions of the home.
For example, by modifying the minimum duration (the time
period for which a detected siren must persist before trans-
mission of the notification), the operator or user may reduce
the likelihood of incorrectly transmitting false notifications.
Similarly, if a person works night time and sleeps during the
day the temporal hazard risk data may be updated remotely
to thereby customize the siren sensor for the residents.
Likewise, the threshold magnitude, the frequency data,
and/or the cadence data may be updated according to the
specific location, type, model, or manufacturer of the hazard
detector that the siren sensor is installed to detect. As another
example, it may be desirable or necessary to adjust the
threshold magnitude due to the ambient noise of the resi-
dence (e.g., adjust it up if loud noises are relatively common
in order to reduce false detections), or due to aging of the
hazard detector. Also, as discussed the threshold magnitude
may be adjusted (manually or remotely) according to the
specific hazard detector that the siren sensor 901 is installed
to detect (e.g., be adjusted to be slightly less than the rated
or anticipated SPL of the siren of particular hazard detector
model at a given distance).

[0346] In some embodiments the threshold magnitude
may be adjusted in conjunction with actuation of the test
button 905. For example, the user may actuate the test button
905 (and the test button of the associated hazard detector)
and, in response, the siren sensor 901 of one example
embodiment will (after a predetermined time period) trans-
mit a notification to the base unit 200 that indicates that the
test button 905 has been actuated and data indicating
whether or not a siren has been detected. If the siren sensor
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901 does not detect the siren, the base unit 200 typically will
indicate to the user that the threshold magnitude may need
to be adjusted down so that the siren sensor 901 detects the
siren of the hazard detector. If the siren has been detected,
the user can be confident that the system is working prop-
erly. In some embodiments, all of the parameter data may be
stored in memory during manufacturing.

[0347] In one example embodiment, when the user actu-
ates the test button 905 (or as a result of another triggering
event such as receiving a command from a base unit 200)
and a test button of the associated hazard detector (so that
the hazard detector emits its alarm), the siren sensor 901
may sample for and measure the magnitude, frequency, and
cadence (or a subset of these parameters or other others
parameters) of the siren of the hazard detector (e.g., the siren
being actuated by the user via its test button as well) for a
predetermined time period. Data of the measured parameters
may be transmitted to the base unit 200 (or a remote
computer system via a base unit 200), which may determine
the parameter data for the siren sensor 901 accordingly.
Once the parameter data is determined by the base unit 200
(or remote computer), the parameter data typically will be
transmitted to the siren sensor 901 for storage in memory
and use in detecting the siren. In another embodiment, data
of the measured parameters may be used by the controller
912 of the siren sensor 901 to set its own parameter data.
Thus, in some embodiments, the siren sensor 901 (alone or
in cooperation with the system) may determine (“learn”)
what constitutes a valid siren.

[0348] During operation the siren sensor 901 may perform
numerous steps in detecting the siren of a hazard detector. In
one example embodiment illustrated in FIG. 32, the siren
sensor 901 receives an audio input at step 930; determines
that the magnitude of the audio input is at least a threshold
magnitude at step 935, determines whether the audio input
includes a target frequency (e.g., one or more frequencies
above a minimum frequency or within a first frequency
band) at step 940; determines whether the sound has the
cadence of a siren of a hazard detector at step 942; deter-
mines whether the audio input persists for the minimum
duration at step 945. As discussed steps 935, 940, 942 and
945 may be performed using software (e.g., in a DSP or
processor), hardware (e.g., filters), or a combination of
hardware and software. If the result of all of steps 935, 940,
942 and 945, is affirmative, the process proceeds to step 947
and the siren sensor 901 transmits a notification such as, for
example, to a base unit 200. The transmitted notification
may include, for example, information sufficient to identify
the particular siren sensor 901 and/or the room in which the
siren sensor 901. If the result of any of steps 935, 940, 942
and 945, is negative, the process proceeds to step 930. In
addition, some or all of these steps may be performed by a
base unit 200. These steps need not be performed in the
order shown. For example, step 940 may be performed
before or after step 935 depending on the embodiment. In
addition, in some embodiments multiple steps may be per-
formed simultaneously or contemporaneously. In this
embodiment, in order to determine whether the siren persists
for the minimum duration, steps 930, 935, 940, and 942 may
be simultaneously and continuously performed for the mini-
mum duration. Consequently, the processes shown should be
considered functional steps and not physical processes. Also,
some embodiments may include a subset of these steps,
additional steps, or different steps.
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[0349] FIG. 33 illustrates the steps associated with another
example of the siren sensor 901 that receives an audio input
at step 930. Next, the siren sensor 901 determines whether
the audio input is a siren of a hazard detector at step 955,
which may include, for example, performing one or more of
the processes of steps 935, 940, and 942 (shown in FIG. 32),
other processes described herein, and/or others. At step 960,
the siren senor 901 may determine whether the hazard
detected is that of a true hazard, which may include the
process of step 945, correlating the time of the siren with
temporal hazard risk data as described herein, detecting
multiple sirens, and/or other methods. If the results of steps
955 and 960 are affirmative, the process proceeds to step 947
and the siren sensor 901 transmits (via a transponder or other
communication means) a notification such as, for example,
to a base unit 200. The transmitted notification may include,
for example, information sufficient to identify the particular
siren sensor 901 and/or the room in which the siren sensor
901. Again, these steps need not be performed in the order
shown and some or all of these steps may be performed by
a base unit 200. In addition, in some embodiments multiple
steps may be performed simultaneously or contemporane-
ously.

[0350] FIGS. 34a and 345 depict another example imple-
mentation of an example embodiment of a siren sensor
assembly 900. This embodiment includes many of the
components of the embodiment shown in FIG. 31, which
function substantially the same and, therefore, are not
described again here. This embodiment typically is installed
so that the sound slots 903 are facing the hazard detector.
This embodiment also includes a sound fin 914 formed in the
housing cover 902a that protrudes outward from the sound
slots 903. The sound fin 914 is concave on the side facing the
sound slots 903 to thereby reflect siren sounds from the
hazard detector towards the sound slots 903. In addition, the
side of the sound fin 914 that is opposite the sound slots is
slightly convex. Thus, sounds emitted from sources that are
coming from directions other than the direction of the hazard
detector may be attenuated (reduced in power) by the sound
fin 914, which may act as a sound barrier to such sounds. In
practice, the sound fin 914 may reduce the volume of sounds
received by the siren sensor 901 from non-siren sound
sources to thereby reduce the likelihood of false detections
by the siren sensor 901. In other embodiments the sound fin
914 may not have a concave or convex side (e.g., may be
flat) and in still other embodiments the fin 914 may be a
hollow quarter sphere. Finally, other embodiments may
include other structural features (other than a fin) or non-
structural features (e.g., directional processing by a DSP) to
enhance the reception of the siren sound and/or to diminish
the reception of non-siren sounds (e.g., attenuate the volume
of received sounds).

[0351] Depending on the embodiment and implementation
of the present invention, the example processes illustrated in
FIGS. 32 and 33, the processes described elsewhere herein,
and other processes for practicing the invention may be
performed by a siren sensor 901, a base unit 200, one or
more base units 200, or a combination of the siren sensor(s)
901 and base unit(s) 200. In addition, a base unit 200 may
include the components and functions of the siren sensor
901 described herein.

[0352] The base unit 200 is typically designed to be
inexpensively manufactured since in each installed security
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network 400, there may be several base units. From a
physical form factor perspective, the base unit 200 of the
present invention can be made in several embodiments. One
embodiment particularly useful in self-installed security
networks 400 is shown in FIG. 13, where the packaging of
the base unit 200 may have the plug integrated into the
package such that the base unit 200 is plugged into a
standard outlet 720 without any associated extension cords,
power strips, or the like.

[0353] From a mechanical standpoint, one embodiment of
the base unit 200 may be provided with threaded screw holes
on the rear of the packaging, as shown in FIG. 24A. If
desired by the user installing the system of the present
invention, holes can be drilled into a plate 722, which may
be an existing outlet cover (for example, if the user has
stylized outlet covers that he wishes to preserve) whereby
the holes are of the size and location that match the holes on
the rear of the packaging for the base unit, for example.
Alternately, the user can employ a plate in the shape of an
extended outlet cover 721 shown in FIG. 24B which pro-
vides additional mechanical support through the use of
additional screw attachment points. Then, as shown in FIGS.
24 A and 24B, the plate 722 or cover 721 can be first attached
to the rear of the base unit 200 packaging, using the screws
724 shown, and if necessary, spacers or washers. The base
unit 200 can be plugged into the outlet 720, whereby the
plate 722 or cover 721 is in alignment with the sockets of the
outlet 720. Finally, an attachment screw 723 can be used to
attach the plate 722 or cover 721 to the socket assembly of
the outlet 720. This combination of screws provides positive
mechanical attachment whereby the base unit 200 cannot be
accidentally jostled or bumped out of the outlet 720. Fur-
thermore, the presence of the attachment screw 723 will
slow down any attempt to rapidly unplug the base unit 200.

[0354] In addition to the physical embodiments described
herein, various components of the security network 400 can
be manufactured in other physical embodiments. For
example, modern outlet boxes used for both outlets and light
switches are available in sizes of 20 cubic inches or more.
In fact, many modern electrical codes require the use of
these larger boxes. Within an enclosure of 20 cubic inches or
more, a base unit 200 can be manufactured and mounted in
a form integrated with an outlet as shown in FIG. 23B or a
light switch in a similar configuration. The installation of
this integrated base unit 268 would require the removal of a
current outlet, and the connection of the AC power lines to
the integrated base unit/outlet. The AC power lines would
power both the base unit 200 and the outlet. One or more
antennas can be integrated into the body of the base unit/
outlet shown or can be integrated into the cover plate
typically installed over the outlet. In addition to a cleaner
physical appearance, this integrated base unit/outlet would
provide the same two outlet connection points as standard
outlets and provide a concealed base unit 200 capability. In
a similar manner, an integrated base unit/light switch can
also be manufactured for mounting within an outlet box.

[0355] When the inventive security network 400 includes
at least one gateway 300 with modem functionality, it is
advantageous for the security network 400 to seize the
telephone line 431 if any other telephony device 455 (other
than the security network 400 itself) is using the telephone
line 431 at the time that the security network 400 requires
use of the telephone line 431. Furthermore, while the
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security network 400 is using the telephone line 431, it is
also advantageous for the security network 400 to prevent
other telephony devices 455 from attempting to use the
telephone line 431. Therefore, the security network 400
includes several means in which to seize the telephone line
431 as shown in FIG. 18.

[0356] A gateway 300 containing modem 310 functional-
ity may include two separate RJ-11 connectors of the type
commonly used by telephones, fax machines, modems, and
similar telephony devices. The first of the RJ-11 connectors
is designated for connection to the telephone line 431 (i.e.,
PSTN 403). The second of the RJ-11 connectors is desig-
nated for connection to a local telephony device 455 such as
a telephone, fax machine, modem, etc. The gateway 300 can
control the connection between the first and the second
RJ-11 connector. The connection may be controlled using
mechanical means, such as a relay, or using silicon means
such as a FET. When the security network 400 does not
require use of the telephone line 431, the gateway 300
enables signals to pass through the gateway 300 between the
first and second RJ-11 connectors. When the security net-
work 400 requires use of the telephone line 431, the gateway
300 does not enable signals to pass through the gateway 300
between the first and second RJ-11 connectors. In a security
network 400 containing multiple gateways 300 with modem
310 functionality, the security network 400 may command
all gateways 300 to stop enabling signals to pass through
each gateway 300 between the respective first and second
RJ-11 connectors of each gateway 300. Thus, all telephony
devices 455 connected through gateways 300 to the tele-
phone line 431 may be disconnected from the telephone line
431 by the security network 400.

[0357] In a home or other building, there may be tele-
phony devices 455 connected to the telephone line 431 that
do not connect through a gateway 300. This may be because
there are simply more telephony devices 455 in the home
than there are gateways 300 in the home, for example. The
inventive security network 400 may therefore include tele-
phone disconnect devices 435 that can be used by the
security network 400 to disconnect a telephony device 455
from the telephone line 431 under command of the security
network. One embodiment of the telephone disconnect
device 435 is shown in FIG. 26. In this example embodi-
ment, the telephone disconnect device 435 includes a first
male RJ-11 connector and a second female RJ-11 connector.
This enables the example telephone disconnect device to be
easily installed between an existing RJ-11 cord and an
existing RJ-11 receptacle as shown. Other embodiments are
possible, such as an embodiment that includes both first and
second female RJ-11 connectors. The telephone disconnect
device 435 may obtain power from the telephone line 431 or
may be battery powered. The telephone disconnect device
431 can control the connection between the first and the
second RJ-11 connector. The connection may be controlled
using mechanical means, such as a relay, or using silicon
means such as a FET. When the security network 400 does
not require use of the telephone line 431, the telephone
disconnect device 435 enables signals to pass through the
telephone disconnect device 435 between the first and
second RJ-11 connectors. When the security network 400
requires use of the telephone line 431, the telephone dis-
connect device 435 does not enable signals to pass through
the telephone disconnect device 435 between the first and
second RJ-11 connectors. On a standard two-wire telephone
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line 431, such as those commonly used for Plain Old
Telephone Service (POTS), it is not necessary for the
gateway 300 or the telephone disconnect device 435 to
prevent signals from passing on both wires in order to seize
the telephone line 431. Typically, even if signals on only one
of'the wires of the two-wire telephone line are enabled or not
enabled, the gateway 300 or the telephone disconnect device
435 can enable or prevent telephony devices 455 from
accessing the telephone line 431.

[0358] The telephone disconnect device 435 may obtain
commands from the security network 400 in any of several
means. For example, the telephone disconnect device 435
may contain a wireless receiver by which to receive high
power or low power RF communications from any base unit
200. In another example, the telephone disconnect device
435 may contain an audio receiver by which to receive
communications from a base unit 200. It may be desired that
the telephone disconnect device 435 be individually addres-
sable so that the security network 400 can send commands
to selected telephone disconnect devices 435 without simul-
taneously addressing all of the telephone disconnect devices
435. In this example, a base unit 200, typically a gateway
300, may send an audio signal or a sequence of audio signals
over the telephone lines of the house. These audio signals
may be detected by the various telephone disconnect devices
435 as commands to either enable or not enable telephony
signals to pass through the telephone disconnect devices
435. Typically, even though a telephone disconnect device
435 will not permit signals to pass between the telephone
line 431 and any telephony device 455 connected to the
telephone disconnect device 435, the telephone disconnect
device 435 will remain connected to the telephone line 431
and may therefore continue to receive commands put onto
the telephone line 431 by a base unit 200. In this example,
the term audio tones may include frequencies that are
outside of the normal hearing of a person. For example, most
telephone systems are designed to support audio below
approximately 4,000 Hz. However, the present invention
may employ audio at higher frequencies such as 10 KHz, 20
KHz, or even higher. Since it is not necessary or even
preferred for the telephone network to interpret the audio
tones sent from a base unit 200 to a telephone disconnect
device 435, there may be an advantage to using audio tones
at frequencies higher that those normally supported in the
telephone network.

[0359] The true scope of the present invention is not
limited to the presently preferred embodiments disclosed
herein. As will be understood by those skilled in the art, for
example, different components, such as processors or
chipsets, can be chosen in the design, packaging, and
manufacture of the various elements of the present inven-
tion. The discussed embodiments of the present invention
have generally relied on the availability of commercial
chipsets, however many of the functions disclosed herein
can also be implemented by a designer using discrete
circuits and components. As a further example, the base unit
and transponder can operate at different frequencies than
those discussed herein, or the base units can use alternate RF
communications protocols. Also, certain functions which
have been discussed as optional may be incorporated as part
of the standard product offering if customer purchase pat-
terns dictate certain preferred forms. Finally, this document
generally references U.S. standards, customs, and FCC
rules. Various parameters, such as input power or output
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power for example, can be adjusted to conform with inter-
national standards. Accordingly, except as they may be
expressly so limited, the scope of protection of the following
claims is not intended to be limited to the specific embodi-
ments described above.

[0360] What is claimed is:

1. A method of using a device to detect an audible alarm,
comprising:

receiving an audio input;

determining that the audio input has at least a threshold
magnitude;

determining that the audio input includes one or more a
target frequencies;

determining that the audio input is received for a mini-
mum duration; and

transmitting a first notification.

2. The method of claim 1, wherein said transmitting
comprises wirelessly transmitting, the method further com-
prising:

receiving the first notification from the device; and

transmitting an alert notification to a remote device.

3. The method of claim 1, further comprising determining
that the audio input includes a cadence.

4. The method of claim 3, wherein said cadence comprises
a specific cadence.

5. The method of claim 1, wherein said receiving is
performed within six inches of the audible alarm.

6. The method of claim 1, further comprising comparing
the time of said receiving with temporal hazard risk data.

7. The method of claim 1, further comprising:

determining the time of said receiving the audio input;
and

selecting said transmitting from a plurality of processes

based, at least in part, on the time of said receiving.

8. The method of claim 1, wherein said transmitting is
performed using at least one of two frequencies with which
the device is configured to transmit.

9. The method of claim 1, further comprising determining
that the audio input is received during a predetermined time
period.

10. The method of claim 1, further comprising storing in
a memory parameter data of the minimum threshold and
target frequencies.

11. The method of claim 10, further comprising:

receiving updated parameter data; and

storing the updated parameter data in the memory.
12. The method of claim 1, further comprising:

receiving an audible input of the audible alarm;

setting the minimum threshold based on the received
audible input; and

storing the minimum threshold in a memory.
13. The method of claim 1, further comprising, at a second
device:

receiving the first notification from the device;

receiving a second notification from a third device; and
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in response to receiving the first notification and the
second notification, transmitting an alarm notification
to a remote device.
14. The method of claim 1, wherein the threshold mag-
nitude is adjustable.
15. A method of using a system to detect an audible alarm
having characteristics, comprising:

receiving an audio input at a first device;

determining that the audio input has a threshold magni-
tude;

determining that the audio input has a second character-
istic of the audible alarm; and

transmitting a first notification.

16. The method of claim 15, wherein the second charac-
teristic comprises a target frequency.

17. The method of claim 16, further comprising deter-
mining that the audio input has a cadence.

18. The method of claim 17, further comprising deter-
mining that the audio input persists for a minimum duration.

19. The method of claim 16, further comprising deter-
mining that the audio input persists for a minimum duration.

20. The method of claim 15, wherein the second charac-
teristic comprises a cadence.

21. The method of claim 20, wherein the cadence com-
prises a specific cadence.

22. The method of claim 15, wherein the second charac-
teristic comprises a minimum duration.

23. The method of claim 15, wherein said receiving is
performed within twelve inches of the audible alarm.

24. The method of claim 15, further comprising compar-
ing the time of said receiving with temporal hazard risk data.

25. The method of claim 15, wherein said transmitting is
performed with an antenna assembly having polarization
diversity.

26. The method of claim 15, further comprising deter-
mining a first antenna of a plurality of antennas to use for
said transmitting.

27. The method of claim 26, wherein said determining a
first antenna of a plurality of antennas to use for said
transmitting comprises:

transmitting a first data with said first antenna;
receiving a reply to said first data; and

storing information of said first antenna in a memory.

28. The method of claim 15, further comprising deter-
mining an increased likelihood that the audible alarm is the
result of a true hazard.

29. The method of claim 15, further comprising storing in
a memory parameter data including data of the threshold
magnitude and data of the second characteristic of the
audible alarm.

30. The method of claim 29, further comprising:

receiving updated parameter data; and

storing the updated parameter data in a memory.
31. The method of claim 15, further comprising:

receiving the audible alarm;

setting parameter data, including the threshold magnitude,
based on the received audible alarm; and

storing the parameter data in a memory.
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32. The method of claim 15, further comprising at a
second device:

receiving the first notification;

determining that the audio input persists for a minimum
duration; and

transmitting a alarm notification to a remote device.
33. The method of claim 15, further comprising at a
second device:

receiving the first notification;
receiving a second notification from a second device; and

in response to receiving the first notification and the
second notification, transmitting an alarm notification
to a remote device.

34. The method of claim 15, further comprising:

determining the time of said receiving the audio input;
and

selecting said transmitting from a plurality of processes
based, at least in part, on the time of said received audio
input.

35. The method of claim 15, further comprising:

receiving an audio input at a second device; and

determining that the audio input to the second device has

a plurality of the characteristics of the audible alarm.

36. A method of using a device to detect an audible alarm

that is triggered by a true hazard and that has multiple
characteristics, comprising:

receiving an audio input;

determining that characteristics of the audio input con-
form to those of the audible alarm;

determining whether there is an increased likelihood that
the audible alarm is the result of a true hazard; and

transmitting a notification if there is an increased likeli-

hood that the audible alarm is the result of a true hazard.

37. The method of claim 36, wherein determining that
characteristics of the audio input conform to those of the
audible alarm comprises determining that the audio input
has two or more of the multiple characteristics of the audible
alarm.

38. The method of claim 36, wherein determining that
characteristics of the audio input conform to those of the
audible alarm comprises determining that the audio input
has a threshold magnitude and one or more frequencies.

39. The method of claim 38, wherein determining that
characteristics of the audio input conform to those of the
audible alarm further comprises determining that the audio
input has a cadence.

40. The method of claim 36, wherein determining whether
there is an increased likelihood comprises determining that
the audible alarm persists for a minimum duration.

41. The method of claim 36, wherein determining whether
there is an increased likelihood comprises determining that
the siren is detected during a predetermined time period.

42. The method of claim 36, further comprising mounting
the device within a predetermined distance from the device
emitting the audible alarm.

43. The method of claim 36, wherein determining that
characteristics of the audio input conform to those of the
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audible alarm comprises determining that the audio input
has three or more of the multiple characteristics of the
audible alarm.

44. The method of claim 36, wherein determining whether
there is an increased likelihood comprises determining that
an audible alarm is detected by multiple devices with a
structure.

45. A device for detecting an audible alarm, comprising:

an audio input device configured to receive sounds that
include the audible alarm and other sounds;

a communication module;

a detection module configured to receive information
representative of at least some of said received sounds
from said audio input device and to distinguish the
audible alarm from the other sounds based, at least in
part, on the magnitude of the sound and one or more
frequencies of the sound; and

a controller communicatively coupled to said detection
module and said communication module and config-
ured to cause said communication module to transmit a
notification after detection of the audible alarm.

46. The device of claim 45, wherein said communication

module includes a passive transponder.

47. The device of claim 45, wherein said detection module

includes an analog to digital converter.
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48. The device of claim 45, wherein said detection module
and said controller are formed, at least in part, by a proces-
sor.

49. The device of claim 45, wherein said communication
module includes a first antenna and a second antenna.

50. The device of claim 45, wherein said communication
module is configured to transmit using at least two commu-
nication frequencies with both of said first antenna and said
second antenna.

51. The device of claim 45, wherein said communication
module includes an antenna assembly having polarization
diversity.

52. The device of claim 45, wherein further comprising a
memory storing parameter data used by said detection
module to distinguish the audible alarm from other sounds.

53. The device of claim 52, wherein said parameter data
is configured to be updated from a remote device.

54. The device of claim 52, wherein said parameter data
is determined based, at least in part, on a test input of the
audible alarm.

55. The device of claim 45, wherein said detection module
is further configured to distinguish the audible alarm from
the other sounds based on the duration of the sound.

56. The device of claim 45, wherein said detection module
is further configured to distinguish the audible alarm from
the other sounds based on the cadence of the sound.
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