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Avtel] Avjz ovhit wol gL A F YA SJvjdrh. E9, 2) BANA BT (nean)=0 L =AY AF
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o] S (answer)o]l & ¢ vk, AA7IA, #F FF x & AF /e & 2tE dEgs 2xY 5 Ak

ggo=z, ¥ ugo] ulE x4 wAUE (Exponential mechanism)oll ohs] 2w olgiel u}. ole} #ys)
o, & 4% B U] mE Jhed £Y AorRE 4 ARE dAFsA EESE WX W NP EE e
itk =, AF fAUSZES 1) dAolA $A-og ZF gt AxolE Fojdigh, gsog, Fojz Azof
of nlHEslE GES e S WP B8t S, 2307 15 FF AdE 9 wE™d oot
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TAETE, o)t #wHEEte], PSDE Kd-EdY, 2=, AEY 53 gL Tk ddUx JE S e, 33, 7
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A (problem definition)oll tiall AHEW 53 2ok, F, 442 2244 A dolHAF F Zojo|MAl ¥
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st A AA AAF dHste], g AAE, odHd da%e] HS-std(left-bottom) FH AH-9-F
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zH2
Database D
R
Alice 42 AIDS
Bob 35 HIV
\
‘\
Frank 38 Cancer \‘\
s
e Query :
Database D’ /" “How many person have AIDS?”

g
;
Name | Age | | Disense [N

i
42 AIDS

Alice A
3
Bob 35 v
EH3
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Perturbing the query result

¢

E—

- i = what fs the average net worth of database D
76.6 ],

—————>

Bill Gates
‘Warren Buffett 73.5 2
David Koch 44.2 10
Database D
=32

Name Net worth Rank
illion's) T
76.6 1

Query :
“Who is the richest person in database D?”

Bill Gates
T T
: Bill Gates 39.6%
David Koch 442 10 Wemmen Builey 28000
Database D David Koch 0.44%
E05
Actual count
[t
—1
0(2) 2(6) 2(11\I
\ Noisy count
33)  34)  50) |
I

Example distribution of people in Seoul

| N

2(0)

3(1)

12)

Corresponding 3 by 3 grid PSD
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EQ7a

Algorithm 1 Dillerentially Private Hotspot Detection

Input: privacy budget ", spatial domain D, a set of location points O. size parameter
s, frequency parameter f
Output: a set of hotspots H
1: SortedListX = SortAscend(O, x) + sort points in O based on x-values in as-
cending order

2: SortedListY = SortAscend(O, y)} +- sort points in O based on y-values in ascend-

ing order

3w = w\t—/}l—(gl <« the width of the hotspot

4: h = 2eelD)  the height of the hotspot

5: 0; < the first point in SoriedList X which has the coordinates (x;.y:)

6: while o; exists do

7 CandiListX < A list of points in SortedListX which have a x-coordinate
value in [z, x; + w)

8: if |CandiListX| > ‘<l then

9: (Tioft, Trignt) = (DPBG(CandiListX.x, /4, left),
DPBG(CandiListX.x, " /4, right))

10: SortedCandiListY = SortAscend(CandilListX, y) < sort points in
CandiListX based on y-values in ascending order

11: 6; 4— the first point in SortedCandiListY which has the coordinates
(i, y5)

12: while o; exists do

13: CandilListY <« A list of points in SortedCandilListY which have a
y-coordinate value in [y;, y; + h)

14 if |CandiListY| > <! then

15: {(Ytottom Ytop) = (DPBG(CandiListY.y, /4, bottom),
DPBG(CandiListY.y, " /4, top)

16: R + A rectangle whose bottom-left and top-right coordinates are
(Zicres Yoottom ) and (Erighe, Yrop)

17: if R does not overlap any hotspots in H then

18: Add R into H

19: Remove the points in CandiListY from SortedListX and

SortedListY

_15_
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20:

o; <« the next point in SortedCandiListY which has a y-

coordinate value greater than y; + h

21: end if
22: else
23: 0, « the next point in SortedCandiListYy
24: end if
25 end while
26: else
2T 0; « the next point in SortedListX
28: end if
29: end while
EH8

AN A
Az 97
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Algorithm 2 Differentially Private Boundary Generation

Input: a sorted ccordinate value list V, privacy budget sf‘, direction d

Output: a noisy coordinate value ¢

1: fori=0to|V{-2do

2: I = [V[i], V[i +1]) + a coordinate interval
3 if d==left or d == boitom then
4: rank(l;) =1
5: else
6: rank{l;)=|V|-{i+2)
T end if
8: end for
9: Choose an interval I} with probability x |Ix| x e.mp(ejI x rank(lx)/2)
10;: Choose a random value ¢ from I
11: return c
EHI0

Algorithm 3 Differentially Private SAGA Histogram Construction

Input: a set of hotspots H, privacy budget £°

Output: a set of hotspots with m x m uniform grid H,g

1: Ny ¢« the first hotspot in H

2:
3:
4:

10:
11:

12:

while h,; exists do

N, + the number of points in h;
Compute the grid size m; = L;E—:
Construct m, x m; uniform grid in h;
for point p € h; do

Increase the count of a grid cell that p falls in
end for

Perturb the cell counts by adding Laplace noise X ~ Lap(Z;)
h; < the next hotspot in H

end while

return H,4
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