
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization

International Bureau
(10) International Publication Number

(43) International Publication Date WO 2014/137562 Al
12 September 2014 (12.09.2014) P O P C T

(51) International Patent Classification: (74) Agent: MUELLER, Heather; The Mueller Law Office,
G06Q 20/40 (2012.01) P.C., 12707 High Bluff Drive, Suite 200, San Diego, Cali

fornia 92130 (US).
(21) International Application Number:

PCT/US2014/016160 (81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,

(22) International Filing Date: AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
13 February 2014 (13.02.2014) BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,

(25) Filing Language: English DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,

(26) Publication Language: English KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,

(30) Priority Data: MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,

13/786,408 5 March 2013 (05.03.2013) OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,

13/957,246 1 August 2013 (01.08.2013) SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,

(71) Applicant: QUISK, INC. [US/US]; 1183 Bordeaux Drive, ZW.
Suite 27, Sunnyvale, California 94089 (US).

(84) Designated States (unless otherwise indicated, for every
(72) Inventors: ALSHOBAKI, Ziad; 1183 Bordeaux Drive, kind of regional protection available): ARIPO (BW, GH,

Suite 27, Sunnyvale, California 94089 (US). GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
FERNANDES, Jorge M.; 1183 Bordeaux Drive, Suite 27, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
Sunnyvale, California 94089 (US). TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,

EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,

[Continued on nextpage]

(54) Title: PAYMENT SERVICE REGISTRATION

(57) Abstract: Processes are disclosed to facilitate the verification and
100 registration of users of a payment service. One process includes receiv

r ing an intent to register message from a user via an SMS message sent
from a user mobile device. The process also includes sending a query

r n o message to the user mobile device. The query message includes a re
quest for a government identification number from the user. The pro -
cess also includes verifying the government identification number
against a collection of data entries provided by a third party. The pro -
cess also includes sending a temporary validation code to the user mo -
bile device. The process also includes receiving an updated PIN from a
known POS terminal. The known POS terminal was previously re120
gistered with the payment service. The updated PIN replaces the tem
porary validation code. The process also includes sending a registration
confirmation to the user mobile device. Other related processes are also
disclosed herein.

130

Account server

135

136
2 A- '

Figure 1

o



w o 2014/137562 Ai II 11 II I 1 I1 I I I III III II Mill II I II

MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, Published:
SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,

— with international search report (Art. 21(3))
GW, KM, ML, MR, NE, SN, TD, TG).



Payment Service Registration

CROSS-REFERENCE TO RELATED APPLICATION

[001] This application claims priority from U.S. Patent Application No. 3/957,246 filed August

, 2013 which is a continuation-in-part application of U.S. Patent Application No. 13/786,408, filed

March 5, 20 3, which is incorporated herein by reference in its entirety.

BACKGROUND

[002] Access to reliable and inexpensive banking and payment services is important for the

advancement of developing economies and for decreasing the cost of processing payments in the

developed world as well. According to the International Monetary Fund's Financial Access Survey,

numerous countries in the world have less than a quarter of their gross domestic product matched by

outstanding deposits with commercial banks. In many of these countries, available payment

processing services are prohibitively expensive for daily commercial life or are completely

unavailable due to the lack of payment processing infrastructure. Furthermore, regardless of the

presence or absence of adequate infrastructure for traditional payment processing methods, payment

processing consumes a percentage of nearly eve ' commercial transaction, and thereby represents a

drain on both developed and developing economies alike.

[003] Registering new users is a cost critical endeavor for the administration of a payment service.

First, as the number of users increases, the fixed costs of administrating a payment service

decreases. Therefore, to the extent a more fluid registration system facilitates an increase in the

number of registered users of a payment service, the per user cost of administrating the payment

service also decreases. Secondly, registering new users exposes a payment service to the cost of

fraudulent registrations. If proper care is not taken to verify the identity of a new user, fraudulent

transfers can be made using the payment service that negatively impact payment processors through

the direct monetary loss of the fraudulent transfer as well as the indirect costs of a loss of trust in the

payment sendee. Finally, registering new users can be costly to the payment service as verifying

new customers generally requires the time and attention of paid employees of the payment service,

and costly to potential users of the system as hey incur the stress and time consumption associated

with navigating the verification and approval process of the payment service.

[004] Traditionally, an account a t a financial institution, such as a bank account, has certain fixed

limitations on transactions that can be performed on it. Certain accounts, for example, may limit

ATM cash withdrawals to $300 total per day. For transactions that fall outside the limitations, the

account holder may be required to go through extra verification procedures. For example, for a



cash withdrawal greater than $300, the account holder may be required to show a . form of photo

identification (for example, a driver's license) to a teller at a bank branch.

[005] Typically, the account holder must go through these extra verification procedures every time

a transaction falls outside the account's fixed limitations. Moreover, usually the account holder has

no control over the fixed limitations - they are pre-set by the financial institution.

SUMMARY

[006] A process for facilitating the registration of a user of a payment service is provided. The

process includes receiving an intent to register message from a user via an SMS message sent from

a user mobile device. The user mobile device is associated with the user. The process also includes

sending a query message to the user mobile device. The query message includes a request for a

government identification number from the user. The process also includes verifying the

government identification number against a collection of data entries pro vided by a third party. The

process also includes sending a temporary validation code to the user mobile device. The process

also includes receiving an updated P N from a known POS terminal. The known POS terminal was

previously registered with the payment sendee. The updated PIN replaces the temporary validation

code. The process also includes sending a registration confirmation to the user mobile device.

[007] A process for verifying a user for a payment system is also provided. The process includes

receiving an intent to register message from a user mobile device via a text message system. The

user mobile device is associated with a user. The process also includes calling the user to obtain

know your customer details. The process also includes registering the user using for the payment

system using the know your customer details. The process also includes sending a temporary

validation code to the user mobile device. The process also includes receiving the temporary

validation code from the user via a preapproved point of sale terminal. The process also includes

sending at least a portion of the know your customer details to the preapproved point of sale

terminal. The process also includes receiving a verification from a terminal operator via the

preapproved point of sale terminal. The verification confirms that the user matches the know your

customer details.

[008] A process for registering a group of users for a payment service is also provided. The

process includes receiving a bulk upload of user identification information for said group of users

from a payment service participant financial institution. The user identification information

includes a set of mobile phone numbers. The process also includes sending a temporary validation

code to said users via a text message using said mobile phone numbers. The process also includes

receiving said temporary validation code via a point of sale terminal. The process also includes



registering said user for said payment system. The process also includes receiving a permanent

identification code for said user to operate said payment system via said point of sale terminal.

BRIEF DESCRIPTION OF THE DRAWINGS

[009] FIG. 1 is a block diagram of an account configuration system according to an embodiment

of the present invention.

[010] FIG. 2 is a flowchart of an account configuration method according to an embodiment of the

present invention.

[011] FIG. 3 is a block diagram of an account configuration system using an outside source of

verification information, according to an embodiment of the present invention.

[012] FIG. 4 is a flowchart of an account configuration method using an outside source of

verification information, according to an embodiment of the present invention.

[013] FIG. 5 is a flowchart of an account configuration or modification method, according to an

embodiment of the present invention.

[014] F G. 6 is a flowchart of an account modification method using account data, according to an

embodiment of the present invention.

[015] FIG. 7 is a flowchart of an account configuration method, with a subsequent transaction

method included, according to an embodiment of the present invention.

[016] FIG. 8 is a flowchart of an account configuration method, with a subsequent mobile-phone-

initiated transaction method included, according to an embodiment of the present invention.

[017] FIG. 9 is a block diagram of a point-of-sale transaction system using a configured account,

according to an embodiment of the present invention.

[018] FIG. 0 is a block diagram of an online sale transaction system using a configured account,

according to an embodiment of the present invention.

[019] FIG. 11 is a block diagram of a peer-to-peer transaction system using a configured account,

according to an embodiment of the present invention.

[020] FIG. is a . flowchart of a method for registering a user with a payment service according to

embodiments of the present invention.

[021] FIG. 3 is a flowchart of a method for registering a user with a payment service involving

placing a telephone call to the user according to embodiments of the present invention.

[022] FIG. 14 is an operational flow diagram illustrating a registration operation involving a

telephone call by a live customer service representative to a potential user of a payment service

according to embodiments of the present invention.



023 FIG. 5 is an operational diagram illustrating a . registration operation involving a telephone

call by an automated service to a potential user of a payment service according to embodiments of

the present invention.

[024] FIG. 6 is a flowchart of a method for registering potential users of a payment service using

a bulk upload of information from a financial institution according to embodiments of the present

invention.

[025] FIG. is an operational diagram illustrating a second phase of a registration procedure

according to embodiments of the present invention.

DETAILED DESCRIPTION

[026] The present disclosure relates to accounts used for monetary transactions. In particular, the

present disclosure relates to configuring such an account.

[027] Described herein are methods of creation and use of a type of financial transaction account

that may be subject to transaction limitations. The financial transaction account can be created

using a system having low overhead costs, minimal time commitment from the user, and widely

available technology. The transaction limitations can be customized by the account holder, using

pre-authorization techniques. This type of financial account may e associated with cash, credit,

securities, or the like. In the following description, for purposes of explanation, numerous examples

and specific details are set forth in order to provide a thorough understanding of the present

disclosure. It will be evident, however, to one skilled in the art that the present disclosure as defined

by the claims may include some or all of the features in these examples alone or in combination

with other features described below, and may further include modifications and equivalents of the

features and concepts described herein.

028] In this document, various computer-implemented methods, processes and procedures are

described t is to be understood that the various actions (receiving, storing, sending,

communicating, displaying, etc) are performed by a . hardware device, even if the action may be

authorized, initiated or triggered by a user, or even if the hardware device is controlled by a

computer program, software, firmware, etc. Further, it is to be understood that the hardware device

is operating on data, even if the data may represent concepts or real-world objects, thus the explicit

labeling as "data" as such is omitted. For example, when the hardware device is described as

"storing a record", it is to be understood that the hardware device is storing data that represents the

record.

[029] As described above, for a typical account at a financial institution, transactions that fa ll

outside certain limits often require extra levels of identity verification. The account holder must



provide this extra verification each time such a transaction is requested. The embodiments

described below obviate the need for this extra effort while still maintaining security for both the

account holder and the financial institution. Transactions are thus streamlined. Also, the

embodiments described below allow the account holder to have some input into the limitations

placed on his accounts, while maintaining security for the account holder and the financial

institution, and ensuring compliance with all appropriate financial regulations.

[030] In one embodiment, an account has extra verification data associated with it. This data is

stored and then keyed to more compact verification information - for example, to a mobile phone

number and/or a user-defined personal identification number (PIN). The account holder can then

perform transactions that would normally require extra identification procedures simply b -

providing this compact verification information.

[031 In general, the account described herein is a regular bank account, possibly with added

features. The account described herein may a so be similar to the ΜΟΒ Ϊ account, described in U.S.

Patent Publication No. 2009/0024533 A for "Payment Systems and Methods" filed August 29,

2007, or U.S. Patent Application No. 13/755,421 for "Self-authenticating peer-to-peer transaction"

filed January 31, 2013, both of which are owned by the assignee of the present invention, and both

are incorporated by reference herein in their entirety.

[032] The extra verification data provided at account configuration may a so be required to satisfy

various "know your customer" ( YC) regulations. These are regulations regarding which forms of

identification are acceptable for various transactions. For example, these regulations may stipulate

that customers wishing to make higher value transactions must present more secure forms of

identity verification.

[033] The configuration methods described herein are not limited to new accounts; existing

accounts can be reconfigured using the same methods. The account holder may change the extra

verification data associated with the account, and/or the limitations associated with the account may

change automatically based on account usage data.

[034] In the following descriptions, it is understood that all messages involved can be sent via a .

number of means; for example, wired or wireless voice or data channels, or the like. These means

may be private or explicitly secure communication means; for example, encrypted voice or data

channels, or the like. Communication means include (i) messages to and/or from a mobile device

such as email messages, voice calls, data messages, text messages, messages sent via other

applications (e.g., Facebook, Linked In, Skype and the like) and (ii) the same sort of messages sent

to and/or from a stationary device such as a desktop computer or browser running on a television.



[035] FIG. 1 shows a block diagram 00 exemplary of an embodiment of this invention. An

initiator 0 - for example, a . user who wan s to open a . new account or re-configure an existing

account - communicates with an account server 30 through a network 120 via any of a number of

communication means. The network 120 could be, for example, the Internet. The account server

30 maintains an account 35. The account 135 is configured with one or more limitations 136

associated with later transactions. These limitations 36 will be compared with data ro the later

transactions in order to allow or deny the processing of the transaction.

[036] There are many examples of limitations 136 th at could be associated with the account 135.

Such examples include, but are not limited to, a maximum limit on cash withdrawals, or a

maximum limit on purchases, or other maximum transaction limits; limitations on currencies in

which transactions may be denominated; or limitations on transaction types (for example, on-line

purchases may restricted, but point-of-sale purchases may be allowed). Other examples include:

maximum deposit limits, limitations on the number of transactions in a given time period (e.g., day,

week, or month), restrictions on the location of the transaction, restriction on type of item or service

purchased, or a restriction on people to whom cash is sent.

[037] FIG. 2 shows a flowchart 200 of an account configuration process. The process represented

by flowchart 200 may be implemented via a telephone call (to an automated voice system, for

example), or a series of text messages, or a web site on a mobile or stationary device, or

interactively through a bank branch or financial institution office, or at a merchant point-of-sale

(POS), or any combination of these. In step 210 of flowchart 200, the account server 130 receives

from the initiator 110 a request to configure an account 135. This request may be sent, for example,

from an Internet-connected mobile or stationary device, via a web site form; it may also be sent via

a text message or a phone call from a mobile device, for example, to an automated voice interactive

system. In step 220, the account server 30 sends a request to the initiator 1 0 for verification

information. The request sent in step 220 may be in the form of, for example, a list or menu of

different verification options and the account limitations to which they correspond. Such a menu

may be presented, for example, on a web page, or as part of an automated voice system (in the case

where the operation is taking place over the phone), or interactively, by a merchant at a POS, or an

agent at a bank. For example, one menu option may be to type in an existing PIN, corresponding to

an account maximum transaction limit of $100, or $300; another option may be to scan or

photograph an identifying document, such as a passport or driver's license, to enable a higher

account transaction maximum (for example, $500, or $1000, or $1500). Other examples of

verification information include a series of identifying questions presented to the initiator, an



account number of a second account (which has, for example, already bee configured), a .

photograph of the initiator, a government-issued identifier, or a trusted-source issued identifier

[038] Other identity verification information options may also be presented; for example,

biometric information, such as fingerprint or retinal scans. This type of verification information

may allow even higher transaction limits, for example, $5000 or $ ,000 Different combinations

of options may be available for different limitations - for example, both photo D 's an biometric

information may be required for transactions involving certain currencies. Also, different levels

may be set for different types of transactions; for example, a user may want to configure an account

for a $500 purchase limit but a $ 0 cash withdrawal limit. In this way, an account may be

configured with multiple limitations. Other limitation combinations - for example, limitations

consistent with KYC regulations - may be available. Transactions on the account may still be

subject to some limitations that are not based on the initiator's configuration choices; for example, a

total cash withdrawal limit of $ 000 per day may be fixed by the financial institution and not be

configurable. The account server 130 may also request, in step 220, the initiator's mobile phone

number, which may serve as part of the initiator's identification for each later transaction.

[Θ39] In step 230 of FIG. 2, the account server 30 receives the verification information from the

initiator 0 . This step may comprise, for example, the initiator choosing from the menu of

different verification options, and then providing the information associated with that option. For

example, the initiator may choose to provide an image of her passport, for a maximum transaction

limit of $1000. The initiator then can submit an image of the required document; for example, by

scanning it, or taking a picture of it with her mobile phone camera, or with a web camera attached to

or embedded in a stationary computer. Also, the initiator may send the image via a postal service,

or may show it to an authorized agent.

040] The verification information requested may require specialized hardware to submit; for

example, a fingerprint scanner. In this case, the initiator may visit an office, such as a bank branch,

to complete the configuration procedure.

[041] In step 240 of FIG. 2, the account server 30 configures the account 135 based on the

verification information acquired in step 230. This step may comprise, for example, storing the

received verification information and associated transaction limitations in a secure storage area,

and/or generating a secure compact identifier, such as a PIN, that the initiator will use (along with,

for example, his mobile phone number) for identity verification for each later transaction. The

secure PIN may be sent to the initiator, for example, via physical mail (e.g., U.S. Postal Service), or

it may be given to the initiator if he is in a bank branch office or POS. Alternatively, the server may

request the initiator to select a secure PIN. This request may be sent by any of the means discussed



above: web site, phone call/Voice message system, text message, or interactively at a POS or office,

and the like. The initiator may respond with the secure PIN using similar communication means.

The server may optionally send the initiator a temporary validation code (or temporary PIN) to use

while waiting to receive the permanent secure PIN.

[042] The configuration method described in FIG. 2 may utilize access to outside sources to

simplify the verification process. Shown in FIG. 3 is a block diagram 900 of a system th at includes

an outside source of verification data 150, which can communicate to the initiator directly

and/or through the network 20 . The outside source 150 also communicates with the account server

30 through the network 120.

[043] FIG. 4 shows a flowchart 400 illustrating how the system 900 illustrated in FIG. 3 would

operate. As in FIG. 2, the initiator 110 sends a request to configure an account to the server 130 in

step 2 10, and the server requests verification information from the initiator in step 220. The server

receives verification information in step 230; this verification information may include a key that

allows the server to request information from an outside source. For example, the initiator may

send a user ID and a password so that the server 30 can access an outside financial account, or

another account similarly configured with extra verification information. In step 232, the server

30 uses this information to request further verification from the outside source 150; for example,

the server may request an account balance of an outside financial account, or it may request the

verification information with which another, similar, account was configured n step 234, the

server 130 receives this additional verification information from the outside source 130. Optionally,

in steps 236 and 238, the server requests that the initiator validate the information it has received

from the outside source, and the initiator sends validation of this outside data. The account is

configured, and a compact identifier is generated, in step 240.

[044] The configuration method described in FIG. 2 may be further refined. FIG. 5 shows a

flowchart 300 of an account configuration process that accommodates initializing new accounts or

re-configuring existing accounts. For example, the account holder (initiator) may desire to increase

daily withdrawal limits on an existing account; he would therefore need to re-configure the account

by submitting a more secure form of identity verification. In step 2 0, the account server 30

receives from the initiator 0 a request to configure a new account, or re-configure an existing

account. In step 220, the account server 30 sends a request to the initiator 0 for verification

information. Again, the request sent in step 220 may be in the for of, for example, a web site page

that comprises a menu of different verification options and the account limitations to which they

correspond. Again, this step may also include a request for a mobile phone number, as well as a

request for a previously defined secure PIN, if the initiator wishes to modify an existing account,



rather than create a . new account. In step 230, the account server 30 receives the verification

information from the initiator. In step 235, the account server 30 checks to see if the account

exists; for example, by comparing the mobile phone number submitted with its database of existing

accounts. If the account does not exist, it is created in step 238. In step 240, the account (new or

existing) is again configured based on the verification information received in step 230.

[045] As another embodiment, existing accounts may be reconfigured based on account usage

data; for example, on account transaction history or average daily account balances. FIG. 6 shows a

flowchart 600 for such a method. In step 2 of FIG. 6, the initiator requests to reconfigure the

account based on account usage data. Note that step 210 is optional; the flowchart 600 may be run

automatically, thus periodically checking to see if the account can be refigured. For example, the

server may check account usage every month to see if limitations may be upgraded, or if the need to

be downgraded. In step 260, the usage data is checked to see if it qualifies the initiator for a change

in limitations. For example, if the initiator keeps an average daily balance of more than $ 000 for a

month, then he may be eligible to increase his maximum withdrawal mit by $50. If the usage data

qualifies the initiator for a change in limitations, the account is re-configured with the new

limitations in step 280.

[046] FIG. 7 shows an extended flowchart 400 of the configuration process, followed by the

verification of a later transaction against the limitations set up during account configuration.

Element 300 of FIG. 7 represents the account configuration process as described in any of the

embodiments above. The account 35 is ready to accept transaction requests. In step 410, the

account server 130 receives data for a transaction associated with the account 135. The data may be

sent from, for example, the initiator, or from a merchant, or a combination of the two. This data

may comprise, for example, the type of transaction, the amount of the transaction, and the

transaction's currency.

[047] As an example of such a transaction, the initiator may want to make a point-of-sale

purchase. The merchant may send part of the transaction data - for example, the purcha se amount -

to the server. The initiator may then complete the purchase by sending to the server her secure PIN,

for example. The server receives both pieces of this transaction data in step 410 of FIG. 7.

[048] In step 420 of FIG. 7, the server compares the transaction data with the pre-configured

limitations 136 associated with the account 135. In the point-of-sale purchase example, this

comparison could comprise comparing the purchase price to the pre-configured maximum purchase

amount associated with the account 135. If the transaction data falls within the pre-configured

limits - for example, if the transaction price is below the POS purchase price limit - then the

transaction is processed, as shown in step 430. If not, the transaction is not processed. In this case,



the initiator may be given the opportunity (not shown) to provide other verification information in

order to re-configure the account with increased limitations; in effect, repeating step 300 in FIG. 7.

[049] FIG. 8 shows a flowchart 500 detailing a variation on the extended process described in FIG.

7. Again, the configuration process 300 takes place, and the account 35 is ready to accept

transaction requests. In step 410, the server 130 receives data for a transaction; all or part of this

data is sent from the initiator's mobile device. In the point-of-sale example, the initiator may, for

example, send her secure PIN from her mobile device via a text message. Again, some information

about the transaction may be sent to the server by another party; for example, the merchant may

send the purchase price information to the server. In step 4 15, the server uses caller ID information,

including, for example, the initiator's mobile phone number, to identify the initiator's account. As

before, the server compares the transaction data with the pre-configured limitations 36 associated

with the acco unt 135 in step 420, and the transaction is processed, if the transaction data falls within

the pre-configured limitations for the account, in step 430.

[050] FIG. 9 shows a block diagram 900 of a point-of-sale transaction system using a pre-

configured account. In this system, an initiator 0 makes a purchase from a merchant 610. Both

the initiator 110 and the merchant 6 0 may transmit transaction information to the account server

130, via a network 20. For example, the merchant 6 10 may send the purchase price, and other

product information, to the server 30 via a web-enabled device, and the initiator 110 may confirm

the purchase, for example, by texting his secure PIN to the ser ; 30 using his mobile device.

Note that, in this example, the network 20 comprises multiple communication channels - the

merchant 6 0 may use the Internet, while the initiator 110 uses a cellular network.

[05 ] In the example illustrated in FIG. 9, once the account server 130 receives transaction data

from the merchant 0 and/or initiator 110, the account server 30 may identify the initiator's

account 135, for example, by using caller ID information. The server 130 then compares the

transaction data to limitations 36 associated with the account 135, and, if the transaction falls

within the limitations 136, the server 30 will process the transaction. At this point, the server 30

may send a message to the merchant 610, and possibly the initiator 0, indicating that the purchase

has been approved (i.e., that the purchase price funds have been transferred to the merchant), and

the merchant 610 may give the purchased product to the initiator 0 . This notice of approval may,

for example, be a web-based message sent to the merchant 6 0, and/or a text message sent to the

initiator 0 .

[052] FIG. 9 may also represent a system wherein an initiator 0 withdraws cash from his

account 135. In this case, the merchant 610 has a cash register. As described above, both the

initiator 0 and the merchant 610 may send transaction information to the server 130, and, again,



the server 30 uses this information, and the limitations 136 associated with the initiator's account

135, to approve or deny the transaction. If the transaction is approved, notice, again, is sent to the

merchant 6 0 and possibly the initiator 0, and the merchant 610 can then hand the cash to the

initiator 0

[053] FIG. 0 shows a block diagram 000 of an online transaction system using a pre-configured

account. In this case, the initiator 0 makes an online purchase from the merchant 6 0, through,

for example, the merchant's web site. The initiator 0 may access the merchant's web site on a

stationary or mobile device, connected to a network 120; for example, the Internet. Both the

initiator 110 and the merchant 610 may transmit transaction information to the account sen'er 30

via the Internet For example, after the initiator 110 chooses to pay for the purchase using her pre-

configured account 135, the initiator may then be prompted by the web site to enter her mobile

phone number and secure PIN. Again, the server 130 then compares the transaction data to

limitations 136 associated with the account 135, and, if the transaction falls within the limitations

136, the server 30 will process the transaction. The server 130 may then send a confirmation

message to the merchant 0 and the initiator 0, and the merchant 610 can ship the product to the

customer. The confirmation message from the server 30 may be sent to the initiator 0 and

merchant 6 0, for example, via an e-mail message

Θ54] For both of the systems depicted in FIG . 9 and FIG. 10, the server 130 may deny the

purchase, if the purchase data does not fall within the limitations 36 of the pre-configured account

135. As described above for FIG. 7, the initiator 0 in this case may be given the opportunity to

provide other verification information in order to re-configure the account with increased

limitations. For example, for the on-line purchase case of FIG. 0, the initiator may be re-directed

to a web site where he can re-configure his account, providing extra verification data, if necessary.

[055] FIG. shows a block diagram 800 of a peer-to-peer transaction using a pre-configured

account exemplifying the present invention. In FIG. , the initiator 1 0 sends a remittance to a

recipient 810. Both initiator 0 and recipient 8 0 connect to the account server 30 via a network

0, for example, a cellular network. The initiator may begin by sending transaction information

and recipient information to the account server 30 This information may be sent, for example, in

a text message, and may include, for example, the recipient's mobile phone number and the amount

to remit to the recipient. The server 130 may identify the initiator's account 35 from, for example,

the initiator's caller ID information. The server 30 then compares the transaction data to

limitations 36 associated with the account 35, and, if the transaction falls within the limitations

136, the server 30 may proceed with the transaction. For example, the server 130 may then ask for

additional verification information fro the initiator 0 and recipient 8 0 When all verification



procedures are completed successfully, fu ds may be transferred from the initiator's account to the

recipient's account. If the recipient does not have an account, he may be prompted to create one.

[056] As set forth above, the present invention provides a multi-step system to pre-configure, and

re-configure, accounts to operate with different limitations on transactions. In one specific example,

this system may operate in the following manner:

. Computer code th at controls the system to accept receipt of a request to configure an

account for a later transaction. This request may be made from an initiator via a web site.

2 . Computer code th at controls the system to prompt the initiator for verification information.

This prompt may be in the form of a menu of diff erent verification options and their

corresponding account limitations.

3 . Computer code that controls the system to accept receipt of the initiator's verification

inforniatior!. This may consist of:

a . Accepting the initiator's choice of a configuration option;

b. Prompting the initiator for the appropriate verification information; for example, the

initiator's mobile phone number, and a photograph or a scan of the initiator's

passport;

c . Accepting the initiator's identity verification information; for example, an uploaded

photograph of the initiator's passport, taken with the camera built into the initiator's

computer.

4 . Computer code that controls the system to check if an account exists for the initiator; if not,

then the computer code instructs the system to create a new account.

5 . Computer code that controls the system to configure the newly created, or existing, account

with the limitations associated with the verification information provided by the initiator,

and to generate a secure, compact identifier (for example, a secure PIN) that the initiator will

use in later transactions. Alternatively, the system may send a request for a self-generated

PIN to the initiator, and subsequently receive the initiator's PIN.

[057] The system as set forth herein also provides methods to verify later transactions with the

pre-configured limitations described above. In one specific example, this system may verify

transactions in the following manner:

. Computer code that controls the system to accept receipt of a data for an active transaction

on the account; this may be, for example, for a point-of-sale purchase, where a merchant

sends purchase price information to the server, and the initiator (purchaser) sends her

compact identifying information to the server, via her mobile phone.



2 . Computer code that controls the system to identify the initiator's account, using the

initiator's caller ID information

3 . Computer code that controls the system to compare the transaction data with the account's

limitations; for example, the system may compare the purchase price with the pre-

eonfigured POS purchase price limits on the account

4 . Computer code th at controls the system to process the transaction if the transaction data is

within the limitations; for example, if the purchase price is less than the POS purchase price

limit set for the account. In this example, the code then may control the system to notify the

merchant and initiator of the successful transaction.

[058] A specific implementation of the account creation method described with reference to FIG.

2 can be described with reference to FIG. 12. FIG. 2 illustrates a method 200 for creating an

account that is convenient for users (e.g., account applicants) and doesn't require the user to have

access to expensive or complex technology. This is because the request to configure the account

associated with step 2 0 can be conducted using a basic mobile telephone that is limited to SMS

and voice functionality (i.e., the phone doesn't have to be a smart phone). According to a report by

the World Bank,nearly three quarters of the world's population has access to telephones with this

degree of sophistication, the method is widely applicable and therefore has the potential to provide

payment services with low per person costs to a broad array of potential users. At the same time,

the steps of requesting verification information 220 and receiving verification information 230 are

conducted using more efficient and technology intensive procedures than SMS messaging but place

the burden of this more intensive technological burden on the service provider side of the system

which again assures that the user only needs access to the most basic technology to set up an

account. Finally, the step of configuring the account based on verification information and

generating the secure compact identifier 240 is conducted using a trusted merchant or clerk that can

verify the account in person. The overall procedure thereby provides a convenient and widely

accessible payment registration procedure while still providing the payment se dee provider with

sufficient protection from fraudulent registrations.

[059] In step 1201 , an intent to register message is received from a user via an SMS messaging

service. The message could be received by account server 30 via network 120. The user could be

initiator 10. The intent to register message could be provided in response to a prompt advertised

by the payment service provider. The prompt could have also been provided by a financial

institution a t which the user is already an account holder. The intent to register message could be as

simple as a text including the letters "REG" sent to a given telephone number. The intent to register

message could also include the user's mobile phone number or some other kin of personal



information from which the user's mobile phone number could be accessed from a mobile

operator's database or the database of a . financial institution at which the user was already an

account holder.

[060] In step 1202, a query message is sent to the user to request verification information from the

user. For example, the query message could be a request for a government identification number

such as a driver's license number, a tax payer identification number, or a social security number.

The query message can be delivered through various channels. For example, the query message

could be delivered via a live customer service representative calling the mobile phone from which

the user sent the intent to register message. As another example, the query message could be

delivered via an automated telephone system that communicates with the user via a touch pa

interface on the user's phone or an interactive voice response system.

[061 The information requested by the query message can take on various forms. The query

message could request a different kind of persona! ide if cat on information and is not limited to

government identification numbers. For example, the information could be a user's date of birth,

mobile tel ephone number, first and last name, or any other kind of personal information that might

be used to identify an individual. The kind of information that is requested by the quer message

will depend on the implementation. However, it is likely that in situations in which unbanked users

are the target of a marketing effort, it will be beneficial to request more sensitive identification

information at this early stage in the registration process. There are two reasons why more sensitive

information can be requested at this stage in this particular implementation. First, unbanked users

are less risk averse to identity theft and are therefore more willing to provide sensitive information

when prompted. Secondly, the risk of fraud is greater with users that cannot prove a connection to a

financial institution or established credit, and providing more sensitive information can generally

provide a greater degree of security to the payment service.

[062] n step 1203, the government identification number or other personal identification

information is verified against a collection of data entries provided by a third party. For example,

the data entries could be in a government curated database to which the payment se dee has access.

With reference to FIG. 3, the government curated database could be outside source of verification

data 150 which is accessed by account server 130 via network 120. The data entries could also be

in a database that was uploaded in bulk to the payment service by a third party such as a financial

institution that was planning on registering all of their account holders to the payment service. For

example, a local bank could provide a bulk upload of customer data to the payment service provider

such that verification of their existing customers could be made more convenient. As another



example, the data entries could be held in a database curated by a credit monitoring facility to which

account server 30 has access via network 0

|063] Verification step 1203 could also involve pulling additional identification information for a

user from a third part}' database. In embodiments where a government identification number or

other personal identification number is verified against a third party database, additional

identification information relating to the verified user could be downloaded from the database and

stored locally by the payment service. The downloaded personal information could be stored in

account server 130 as an entry associated with a particular user's account. For example, after

verifying a ta payer registration number against a government database, a picture of the verified

user could be downloaded and stored in account server 30 . As another example, after verifying a

bank account number against a financial institution database, the full name and date of birth of the

verified user could be downloaded and stored in account server 130.

[064] In step 204, a temporary validation code is sent to the user via an S S messaging service.

The temporary validation code can be any alphanumeric code that can be delivered via text

messaging. The code could be al numbers or all letters. The temporary validation code may allow

the user to conduct a limited set of transactions with their account. For example, the temporary

validation code may be used to initiate a deposit into the account or transfer a preset amount from

the account that was offered as an inducement to register. However, certain advantages accrue to

versions of process 1200 in which the temporary validation code can only be used to initiate a

second stage of the registration process from a trusted terminal. The temporary code could be

delivered with simple text instructions for completing the registration procedure. As a specific

example, the temporary code could be delivered with an address of a point of sale terminal that is

operating in accordance with the payment service that is located in the same general location as the

one from which the initiation request was sent.

[065] Returning to FIG. 2 , the temporary validation code is received via a known point of sale

terminal in step 1205. As an example, a user with a temporary validation code wishing to complete

their registration process could enter a . store, pay center, or bank with a known point of sale

terminal, and enter their temporary validation code to move forward with registering their account.

As another example, a user with a temporary validation code could attempt to purchase an item at a

store that accepts the payment service and thereby provide their temporary validation code as part of

the payment flow for that item. As another example, a user with a temporary validation code

wishing to add money to their account could attempt to do so using a known point of sa e terminal

and thereby provide their temporary validation code as part of the add money flow for that



transaction. When prompted, the user could enter the temporary validation code into the known

point of sale terminal

[066] The point of sale terminal used in combination with step 1205 can be referred to as a

"known" point of sale terminal because it has been preconfigured to operate with the payment

service or to be operated in accordance with policies set by the payment service operator. The point

of sale terminal could indeed be produced in accordance with specifications set by the operator of

the payment service and be provided to merchants, pay centers, or banks to process payments using

the payment service. The point of sale terminal could also be a standard point of sale terminal that

was specially configured with software to make the terminal compatible with the payment

processing service. Finally, the point of sale terminal could be a standard point of sale terminal that

has not been specifically modified to work with the payment service, but that is configured to

authenticate itsel f to the payment service such that the specific terminal can be identified and

trusted.

[Θ67] The point of sale terminal can take on various forms. For example, the point of sale terminal

could be a simple solitary unit having a key pad and small monitor for displaying data to a user.

Furthermore, although the point of sale terminal has been referred to using the singular form, this is

not meant to exclude systems having two different physical device. For example, a known point of

sale terminal could comprise a first interface for a clerk or merchant on one physical housing, and

another interface for a user located on another physical housing.

[ 68] The use of a known point of sale terminals decreases the risk of fraudulent registrations.

Since the payment service can have a special relationship with the operator of the point of sale

terminal, a higher level of security is provided to the registration process. The operators of the point

of sale terminals can be prescreened by the payment service. Furthermore, the payment service may

require the point of sale terminal to be used only at a specific physical location to assist in tracking

down fraudulent usage of the terminal. The payment service could also mandate certain levels of

surveillance at the location in which the terminal is being operated at a condition of offering the

payment sendee to people that bank or shop at that location. The added level of protection afforded

by a known point of sale terminal offers additional benefits which become more apparent as the

registration procedure is described in more detail below.

[069] In step 1206, personal identification information is sent to the known point of sale terminal.

The purpose of delivering this information is to allow the operator of the point of sale terminal to

verify the identity of the user in order to move forward with the registration process. The

information sent to the terminal could be the information that was collected during the initial

portion of the registration procedure in response to the query message sent in step 1202. The



information sent to the terminal could be information that was provided directly by the user in

response to the query, or it could be information that was accessed based on the information

provided by the user during verification step 03. For example, the user may have provided a

driver's license number in response to the query, and the same number could be delivered to the

known point of sale terminal in step 1206. As another example, the user may have provided a

government identification number which was used to access other personal identification

information such as the user's name and date of birth, and th at other personal identification

information could be delivered to the known point of sale terminal in step 1206. The information

could also include a picture of the user, biometric data associated with the user, or identification

information already being used by another entity to identify that particular user such as a store

affinity account number.

[070] The disassociation of the information provided by the user in the initial phase of the

registration procedure and the information provided to the point of sale terminal for the second

phase of the registration procedure provides significant benefits. Since the point of sale terminal is

secure, the payment service can deliver this personal information for verification without exposing

the user to the risk of identity theft. Furthermore, the fact that the government identification

number can be used to access less sensitive data will provide the payment system operator with the

security of knowing the user had access to that more sensitive information while the operator of the

point of sale terminal is not provided access to that information. Thereby, a high degree of security

is provided to the payment service provider while also providing a high degree of security to the

user because any operator in the network of the payment system is not provided with the more

sensitive identification information.

[071] The verification procedure performed by the operator of the point of sale terminal will

depend on the kind of information that is delivered to the point of sale terminal. For example, if the

information delivered is a driver's license number, the verification procedure will involve the

operator physically inspecting the user's license and confirming their identity via an interface

presented by the point of sale terminal. If the information delivered is a user's full name and date of

birth, the verification procedure will involve the operator physically inspecting any suitable form of

identification that can confirm the user is the same person as was identified in the first phase of the

registration procedure.

[072] Returning to FIG. 2, an updated personal identification number is received from the known

point of sale terminal in step 1207. After the operator has verified the identity of the user based on

the information provided to the known point of sale device, the operator will trigger a procedure

requiring the user to specify a compact identifier such as a personal identification number (PIN) that



the user will be able to apply to authorize all of their future transactions using the payment service.

Effectively, the procedure will allow the user to exchange their temporary validation code for a

permanent PIN that can be used with the payment system. The transfer of the PIN from the point of

sale terminal to the account server can be encrypted to protect the number from being intercepted.

In addition, the interface of the point of sale terminal can block out the numbers of the P N as i t is

being typed to prevent unscrupulous parties within sight of the interface from seeing the PIN. The

series of interface elements that are delivered to the user in order for the user to set their PIN will

generally not be made available to the user until the operator of the point of sale terminal has

verified the identity of the user. For example, the personal identification data delivered to the

terminal may be a driver's license number of the user, and the PIN creation sequence will not be

offered by the point of sale terminal until the operator of the point of sale terminal physically

inspects the user's license and determines that the user is the same person that was identified during

the first phase of the account registration procedure. After this personal identification number is

received and stored, the registration procedure for the user will be complete.

[073] A process for registering a user for a payment service in which the initial request for

information to the user is sent via a telephonic voice channel can be described with reference to

FIG. 13 and 4 . FIG. 13 displays a process 1300 for verifying a user for a payment system. FIG.

14 displays an operation diagram 1400 of the associated interactions between potential account

holder 1401, customer service representative 1402, and payment service platform 1403. In step

1301 , an intent to register message is received from a user via a text message system. The text

message system can be utilized by any phone having basic text messaging capability, and does not

require the phone to have email or more complex messaging capability such as a specialized

application for communicating with the payment service. An example of this step is shown as

operational flow line 1404 in FIG. 4 showing the operational connection between potential account

holder 1401 and payment service platform 1403.

[074] In step 1302 of process 1300, a live customer sendee representative will call the user to

obtain personal information from the user and continue the registration process. The personal

information can comprise KYC details necessary for complying with money laundering or

commercial payment processing regulations. An example of this step is show as operation flow line

1405 in FIG. 4 showing the operational connection between customer service representative 1402

and potential user 140 . Customer service representative 402 will know to contact account holder

1401 because of a notification generated by payment service platform 1403. For example, the

payment service platform may update a task ist for customer service representative 402 or it may

automatically initiate a phone call from a phone assigned to customer service representative 1402 to



the potential user 40 1 such that the customer service representative has a continuous queue of

potential users to call. The potential user's phone number could be stripped from the intent to

register message, it could be provided by the user and entered as part of the text message itself, or it

could be identified by payment service platform 1403 based on other identifying information

provided in the text message from the user

[075] In step 1303, the customer service representative will register the user with the payment

system using the personal information obtained from the user via telephone. An example of this

step is shown as operation flo line 407 in FIG. 14 showing the operational connection between

customer service representative 402 and payment service platform 1403. The operational flow

diagram includes portal 1406 because the personal information obtained from potential user 40 1

can be entered by customer service representative 1402 using various portals such as a web-based

portal. Specific benefits accrue to situations where porta] 406 is a standard web porta! that is

available to the general public via the Internet. User 40 1 might not have access to a sophisticated

device that can instantiate a web portal for the convenient entry of the persona] information

necessary to establish an account. Flowever, other potential users of the payment service may be

able to register for the payment system using a different method that focuses instead on a user

directly entering their personal information via a web portal. The overall payment system can

achieve a significant decrease in per-user costs if the same web portal is used for registering both

kinds of potential users. In effect, customer service representative 1402 wi l be loaning account

holder 1401 the use of portal 1406 for an extremely brief period—-just long enough to collect the

required personal information from potential user 40 without having to put user 1401 through the

awkward process of entering long strings of personal information in the limited user input interface

of a basic mobile phone.

076] Once the personal information has been entered by the customer service representative, the

payment service will send a temporary validation code to the user via text message in step 1304.

An example of this step is shown as operational flow line 1408 in which the temporary validation

code is sent from payment service platform 1403 to user 1401 . Customer service representative

1402 could also receive the temporary validation code information via portal 1406 and convey the

information over the telephone to user 40 . However, certain benefits accrue to a process in which

the temporary code is sent directly to the user via SMS First, the temporary authorization code will

be sent to the mobile phone of the user which will provide an added degree of certainty to assure

that the person that is conducting the registration process is the same person as the person whose

name the account is being opened in. Secondly, the customer service representative will not be

exposed to the temporary registration code even though they are using the same portal that a user



opening an account in their own name would utilize. This provides another degree of security to the

potential user and also enhances the utility of using the same web portal for registering users

directly and through customer service representative 1402.

[077] Returning to FIG. 13, process 300 handles the second phase of the registration process

similarly to how the second phase of the registration process was described with reference to FIG.

12. In step 305, the temporary registration code is received from the user via a preapproved point

of sale terminal. As described above, the user could be attempting to purchase something using the

payment system, add money to the account, or conduct some other kind of transaction involving the

payment system including simply attempting to register the account. In step 1306, a portion of the

personal information collected in step 302 will be provided to the terminal to facilitate the

verification of the user's identity by the operator of the terminal. In step 1307, a verification is

received from a terminal operator that confirms that the user matches the KYC details obtained in

step 1302. This step could involve, as described above, the operator confirming the information

delivered to the terminal against a physical form of identification provided by the user. The step

could also involve the operator querying the potential user to verbally provide matching information

to the operator. These approaches would generally require the interface on which the personal

information was delivered to be isolated from the potential user. In step 1308, a permanent

registration code s provided by the user to the payment system to be used by the user to conduct

further transactions using the payment system via the same point of sale terminal on which the

personal information was provided. The permanent registration code could be elected by the user or

selected randomly by the point of sale terminal and delivered to the payment service.

[078] Process 1300 and 1200 could also include issuing a near field communication (NFC) tag to

the user. The NFC tag could be associated with a merchant's promotional program or it could be

provided to the operator of the point of sale terminal by the payment service provider. The NFC tag

could be encoded at the point of sale terminal such that it stored the permanent P N provided by the

user. The user would then be able to enter their PI at a . point of sale terminal simply by swiping

their NFC tag near a reader. In the alternative, the permanent PIN could be an identifier associated

with the NFC tag that was not configurable by the user. The NFC tag could, for example, have a

number burned into it when it was manufactured or prior to being delivered to an end user. This

number would be provided by the operator at the point of sale terminal while the final portion of the

registration was being completed such that the number would be associated with the user and stored

in a payment service database. This approach could provide certain benefits because the numbers

associated with the NFC tag could be locked from access until the registration procedure was

completed such that no one would be able to obtain the NFC tag's number before it was issued to



the user. For example, the NFC tag identifier would be swiped by the point of sale terminal

operator and the associated number would be sent to the payment sendee in step 308 without the

terminal operator ever seeing the associated identifi er

[079] An implementation of process 1300 can be described with reference to FIG. 15. FIG 15

displays operational flow diagram 500 in which a registration process is carried out without the use

of a live customer service representative. This procedure can provide additional per user cost

benefits to the payment service because the automated system can add users to the system more

rapidly and does not require a human employee or contractor. Operation flow diagram 1500

displays the operational connections between potential account holder 1501, point of sale terminal

1502, payment service platform 1503, and outside validation database 1504.

[080] Processes illustrated by fl o diagram 500 differ most notably fro those in flow diagram

1400 because flow lines 1405 and 1407 have been replaced w h flow lines 1506 and 1507.

Operational flow line 05 can involve the same intent to register messages that were discussed

with reference to flow line 1404. However, operational flow line 1 06 involves a call from an

automated system controlled by payment service platform 1503 to user 1501 instead of a call from a

live customer service representative. The automated system can trigger a phone call immediately

after processing the intent to register message or it can place calls according to a specified schedule

such as when a cost of air time is at a minimum. Operational flow line 1506 will involve a request

for a government identification number or some other form of personal identification information.

For example, the request could be for a taxpayer reference number or a social security number.

Operational flow line 1507 involves the delivery of the requested information from potential user

1501 to payment sen ice platform 1503. The information could be provide by user 1501 entering

the information via a key pad or via an interactive voice response system.

[081] After operational flow line 1507, flow diagram 500 could move on to various illustrated

steps. For example, if the information obtained in step 1507 was safe to transmit directly to a point

of sale terminal, the information could be stored for the next phase of the registration process and

the procedure could move directly to step 15 0 in which a temporary registration code was

delivered to user 1501 via payment service platform 1503 The information sent in accordance with

this operational flow line could match the information sent in accordance with operational flow line

1408. If the information provide in step 1507 needed to be verified to meet KYC requirements, or it

needed to be used to access a database to obtain a different set of personal information, the

operational fl o could continue with operational flow line 1508. In operational flow line 1508, the

information provided in operational flow line 1507 is sent from payment service platform 1503 to

outside database 1504. For example, the information obtained in step 1507 could be a taxpayer



registration number, and outside database 1504 could be a government curated database. In

operational flow line 1509, additional personal information identifying the user could be

downloaded from outside database 1504 for the payment service platform 1503. This information

could include a full name of a potential user and the user's date of birth. However, additional

information does not need to be provided by outside database 1504, and operational flow line 509

could simply comprise an acknowledgment verifying the data provided in operational flow line

508. Note that operational flow diagram 1400 could have also included an outside database that

would be used by the payment service platform 404 between operational flow lines 1407 and

409, but it was omitted in that diagram to emphasize other features of that particular process.

[082] A process 1600 of the bulk registration of potential users of the payment system can be

described with reference to FIG. 16. Process 600 includes a step 1601 of receiving a bulk upload

of user identification information from a participant financial institution. By uploading the data, the

financial institution is participating in the payment service and is interested in moving their

customers to the payment service or at least wants to offer the payment service to its customers as

an option. The bulk upload could be provided by a secure network connection between the payment

syste servers and the financial institution's servers. The bulk upload could also be provided via an

outside verification source such as 50 and be provided to account server 130 via network 120. The

bulk upload could be provided by a government entity or company interested in providing certain

people that are affiliated with the entity or company an account with the payment service. For

example, a government entity may want to provide an account to social welfare recipients or a

company may want to provide an account to its employees. The user identification information can

include the names and account numbers of the users. The user identification information could also

include a set of mobile phone numbers associated with each of the users.

083 ] Process 1600 continues with step 1602 in which a temporary validation code is sent to each

of the users for which identifying information was provided to the payment service in step 1601 .

The temporary validation codes could be sent via text message to the users. If mobile phone data

was provided in step 60 , that mobile phone data could be used to send the text messages in step

1602. In specific implementations of process 1600, the temporary validation code could be sent to a

limited subset of the users for which bulk upload information was provided in step 60 such as

only those users for whom a mobile telephone number was provided.

[084] The temporary validation code could be sent along with an incentive to register for the

payment system. The incentive could be sent in the same text message as the temporary validation

code. The text message could include an offer for a monetary payment to be redeemed in cash upon

providing the temporary validation code at a location having a known point of sale terminal. The



text message could also include an offer for a . temporary reduction in transaction fees using the

payment sendee. The text message could also include an offer for participation in a lottery in which

each new registrant to the payment system in a limited amount of time was a participant in the

lottery. The prize in the lottery could be money deposited into the payment service account

associated with the winning participant.

[085] Process 1600 will then progress with steps th at are largely in accordance with steps 1205,

1206, and 1207 from process 1200 or steps 1305, 1306, 1307, and 1308 from process 1300. These

steps are represented collectively by step 1603 in process 600. Corresponding steps are illustrated

by operational flow diagram 1700 in FIG. 17 which shows the second phase of a registration

procedure involving a user 70 , a point of sale terminal 702, and a payment service platform

703. Flow diagram 700 begins with operational flow line 1704 in which an account holder

initiates a purchase, cash withdrawal, or add money transaction. This is followed by process 705

in which a point of sale terminal operator verifies the identity of the user using identification

information provided to the point of sale terminal with information provided by user 170 1 If the

identity of the user is verified, the point of sale terminal operator allows the operation to continue

with operational flow line 1706 in which a permanent PIN is created at the point of sale terminal by

user 70 . This can include being issued an NFC tag with a predetermined PIN number or the entry

of a personalized number by the user on a keypad of the point of sa e terminal. Next, the permanent

pin is sent from point of sale terminal 1702 to the payment service platform 1703 as shown by

operational flow line 1707. This step can involve the PIN being entered by the user and sent

securely to the payment service platform 1703 or it can involve an NFC tag identifier being read by

an NFC reader on point of sale terminal 1702 and securely sent to the payment service platform

1703. Finally, a confirmation message may be sent to the user via SMS confirming that their

account has been created. This final step is illustrated by process flow line 1708.

[086] After the new user is registered with the system, the user may be able to use the payment

system in combination with an account held by the financial institution from which their data was

provided. For example, any payment using the payment system after registration could involve

sending an authorization to the point of sale terminal that confirmed the account with the financial

institution had sufficient funds or credit to be able to affect payment. Other kinds of account

associated with the payment system could also contain funds or credit as soon as they are registered.

For example, a government entity may have provided funds to an account associated with the

payment system so that the money would be available to the account holder as soon as they

registered with the system. Likewise, any entity providing the bu k upload information could have

pre-set accounts with funds or credit for the potential users of the payment system such th at the



accounts could instantly be used to conduct transactions as soon as a user completed registration.

Effecting payment for the transaction could include transferring funds between accounts in real

time. Effecting the payment could also include providing an authorization and then transferring

funds between accounts at a later time during a batch settlement process involving the terminal

operator, the payment service, and the financial institution.

[087] The above description illustrates various embodiments along with examples of how aspects

of the present invention may be implemented. For example, direct communication, U.S. mail, phone

calls, text messages, data messages or e-mail through wired or wireless voice or data channels,

encrypted or not encrypted, and the like may all be considered communication means. A mobile

device may be a mobile phone, two-way pager, tablet or notebook computer, an the like. A

compact identifier may be a PIN, or a pseudorandom code, or the like. Secure identity verification

may be a photograph of one of the transacting parties, or a photograph of identification documents,

such as a passport, license, or utility bill, or the like, or biometric information such as a fingerprint

or retinal scan.

[088] The above examples and embodiments should not be deemed to be the only embodiments,

and are presented to illustrate the flexibility and advantages of the present disclosure as defined by

the following claims. Based on the above disclosure and the following claims, other arrangements,

embodiments, implementations and equivalents will be evident to those skilled in the art and may

be employed without departing from the spirit and scope of the disclosure as defined by the claims.



WHAT IS CLAIMED IS:

. A process for facilitating the registration of a user of a payment service comprising:

receiving an intent to register message from a user via an SMS message sent from a user

mobile device, said user mobile device being associated with said user

sending a query message to said user mobile device, said query message including a

request for a . government identification number from said user;

verifying said government identification number against a collection of data entries

provided by a . third party;

sending a temporary validation code to said user mobile device:

receiving an updated PIN from a known POS terminal, said known POS terminal having

been previously registered with said payment service, and said updated PIN replacing said

temporary validation code; and

sending a registration confirmation to said user mobile device.

2 . The process of claim 1, wherein said query message is sent telephonic ally by a live

payment service customer sendee representative.

3 . The process of claim 2, further comprising:

entering said government identification number on a registration page of a consumer web

portal of said payment sendee;

wherein said registration page is publicaily available via the Internet.

4 . The process of claim 2, wherein said payment sendee customer sendee representative

triggers a payment sendee platform to send said temporary validation code after said

government identification number is verified against said collection of data entries.

5. The process of claim 1, further comprising:

receiving said government identification from said user via an interactive voice response

system;

wherein said query message is sent telephonically by an automated call sendee.

6 The process of claim 1, further comprising:

receiving said temporary validation code via said known POS terminal; and



sending said government identification number to said known POS terminal in response

to receiving said temporary validation code.

7 . The process of claim 1, further comprising:

receiving said temporary validation code via said known POS terminal; and

sending personal identification information for said user to said known POS terminal in

response to receiving said temporary validation code.

8. The process of claim 1, further comprising:

receiving said data entries in a bulk transfer from said third party;

wherein said third party is a financial institution.

9 . The process of claim 1, further comprising:

providing a collection of NFC tags to an operator of said known POS terminal;

storing an association between said user, one of said NFC tags, and said updated PIN in a

database.

0 . The process of claim , wherein:

said collection of data entries are in said government curated database; and

verifying said data entries involves accessing said database.

. The process of claim 10, further comprising:

downloading personal identification information of said user fro said government

curated database;

receiving said temporary validation code via said known POS terminal; and

sending said personal identification information for said user to said known POS terminal

in response to receiving said temporary validation code.

2. A process for verifying a user for a payment system comprising:

receiving an intent to register message from a user mobile device via a text message

system, said user mobile device being associated with a user;

calling said user to obtain know your customer details;

registering said user using for said payment system using said know your customer

details;



sending a temporary validation code to said user mobile device;

receiving said temporary validation code from said user via. a preapproved point of sale

terminal;

sending at least a portion of said know your customer details to said preapproved point of

sale terminal; and

receiving a verification from a terminal operator via said preapproved point of sale

terminal;

wherein said verification confirms that said user matches said know your customer

details.

13. The process of claim 12, wherein said know your customer details include a government

identification number.

14. The process of claim 13, wherein said government identification number is checked

against a national database.

5. The process of claim 12, wherein:

said registering said user is conducted using a web portal; and

said web portal is available to the general public via the Internet.

6 . The process of claim 5, further comprising:

receiving a permanent registration code from said user via said preapproved point of sale

terminal.

A process for registering a group of users for a payment service comprising:

receiving a bulk upload of user identification information for said group of users from a

payment service participant, said user identification information including a set of mobile phone

numbers;

sending a temporary validation code to said users via a text message using said mobile

phone numbers;

receiving said temporary validation code via a point of sale terminal;

registering said user for said payment system; and

receiving a permanent identification code for said user to operate said payment system

via said point of sale terminal.



8. The process of claim 17, further comprising:

sending an incentive to register with said payment system in said text message;

wherein said inventive is selected from the group comprising: a monetary payment

redeemable upon registration, entry into a lottery, and a temporary reduction in transaction fees.

9 . The process of claim , wherein further comprising:

sending a payment authorization to said point of sale terminal, said authorization

confirming a payment involving an account;

wherein said account was prefunded by said payment service participant.

20. The process of claim , wherein said payment service participant is a financial

institution.

21. The process of claim 20, further comprising:

delivering at least a portion of said user identification information to said point of sale

terminal; and

receiving a verification from an operator of said point of sale terminal, said verification

confirming that said user matches said user identification information;

wherein said point of sale terminal is preapproved by said payment service.

22. The process of claim 20, further comprising:

sending a payment authorization to said point of sale terminal, said authorization

confirming a payment involving an account at said financial institution;

wherein said payment is transferred from an account associated with said financial

institution.





































A. CLASSIFICATION OF SUBJECT MATTER

G06Q 20/40(2012.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
G06Q 20/40; G06Q 30/00; H04W 4/14; H04L 9/32; G06Q 40/00; G06Q 20/00; G06F 21/00; G06F 7/04

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

eKOMPASS(KIPO internal) & Keywords: payment service, registration, mobile, temporary validation
code, verify, point of sale terminal

DOCUMENTS CONSIDERED TO BE RELEVANT

Category Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

US 2012-0290421 Al (BAHMAN QAWAMI e t a l . ) 15 November 2012 1-22

See abst ract , paragraphs [0024] , [0025] , [0031] , [0036] , [0037] , [0049] ,

[0065] and c l aims 1-3 , 6 , 7 , 9 .

US 2008-0010687 Al (SHLOMO GONEN e t a l . ) 10 January 2008 1-22

See abst ract , paragraphs [0011] , [0029] , [0031] , [0032] , [0046] and

c l aims 1 , 5 , 8-10, 17-19 , 23-27 .

US 2010-0063895 Al (BENEDICTO H. DOMINGUEZ e t a l . ) 11 March 2010 1-22

See abst ract and c l aims 1-4 , 7 , 12 .

US 7716129 Bl (BENG TECK ALVIN TAN e t a l . ) 11 May 2010 1-22

See abst ract and c l aims 1-8 .

US 2012-0209733 Al (RENE M. PELEGERO e t a l . ) 16 August 2012 1-22

See abst ract and c l aims 1-4 .

I IFurther documents are listed in the continuation of Box C . See patent family annex.

* Special categories of cited documents: "T" later document published after the international filing date or priority
"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand

to be of particular relevance the principle or theory underlying the invention
"E" earlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be

filing date considered novel or cannot be considered to involve an inventive
"L" document which may throw doubts on priority claim(s) or which is step when the document is taken alone

cited to establish the publication date of another citation or other document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is

"O" document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination
means being obvious to a person skilled in the art

"P" document published prior to the international filing date but later document member of the same patent family
than the priority date claimed

Date of the actual completion of the international search Date of mailing of the international search report

27 May 2014 (27.05.2014) 28 May 2014 (28.05.2014)

Name and mailing address of the ISA/KR Authorized officer , ¾

tt International Application Division
Korean Intellectual Property Office PARK, Hye Lyun
189 Cheongsa-ro, Seo-gu, Daejeon Metropolitan City, 302-701,

V Republic of Korea

Facsimile No. +82-42-472-7140 Telephone No. +82-42-481-3463

Form PCT/ISA/210 (second sheet) (July 2009)



Information on patent family members PCT/US2014/016160

Patent document Publication Patent family Publication
cited in search report date member(s) date

US 2012-0290421 Al 15/11/2012 None

US 2008-0010687 Al 10/01/2008 US 2006-0153346 Al 13/07/2006
US 2006-0154661 Al 13/07/2006
US 7945034 B2 17/05/2011
US 8462920 B2 11/06/2013
WO 2006-076006 Al 20/07/2006

US 2010-0063895 Al 11/03/2010 AT 434305 T 15/07/2009
AU 2003-228574 Al 03/11/2003
AU 2009-201395 Al 07/05/2009
AU 201395 B2 19/01/2012
AU 228574 B2 08/01/2009
CA 2482558 Al 30/10/2003
CA 2482558 C 18/06/2013
DE 60328009 Dl 30/07/2009
EP 1497947 A2 19/01/2005
EP 1497947 A4 11/05/2005
EP 1497947 Bl 17/06/2009
EP 2056518 Al 06/05/2009
EP 2278751 Al 26/01/2011
ES 2327111 T3 26/10/2009
JP 2005-523505 A 04/08/2005
JP 4580654 B2 17/11/2010

R 10-0994289 Bl 12/11/2010
R 10-1137137 Bl 23/04/2012

KR 10-2004-0102126 A 03/12/2004
KR 10-2010-0072104 A 29/06/2010
US 2003-0200184 Al 23/10/2003
US 7707120 B2 27/04/2010
WO 03-090027 A2 30/10/2003
WO 2003-090027 A3 21/05/2004

US 7716129 Bl 11/05/2010 AU 2002-048600 A 04/03/2002
WO 02-17181 Al 28/02/2002

US 2012-0209733 Al 16/08/2012 US 2009-106150 Al 23/04/2009
US 2013-269004 Al 10/10/2013
US 8214291 B2 03/07/2012
US 8498940 B2 30/07/2013

FormPCT/ISA/210 (patent family annex) ( y 2009)


	abstract
	description
	claims
	drawings
	wo-search-report

