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(57) ABSTRACT

A method and an apparatus for handling a memory failure is
provided. The method includes: in response to detecting a
failure occurring in memory of a host machine, acquiring a
failure parameter of the memory, determining a crash prob-
ability of the host machine based on the failure parameter,
and transferring all virtual machines on the host machine to
a target host machine when the crash probability is greater
than or equal to a first predetermined threshold. A crash
probability of the target host machine is less than a second
predetermined threshold. The second predetermined thresh-
old is less than the first predetermined threshold. Further, an
electronic device and storage medium are provided.
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METHOD AND APPARATUS FOR
HANDLING MEMORY FAILURE,
ELECTRONIC DEVICE AND STORAGE
MEDIUM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is based upon and claims benefit of
priority to a Chinese Patent Application 202010477094.7,
filed on May 29, 2020, the entire contents of which are
incorporated herein by reference.

FIELD

The present disclosure relates to a field of cloud compu-
tation in the computer technology, and more particularly, to
a method and an apparatus for handling a memory failure, an
electronic device and storage medium.

BACKGROUND

At present, as continuous development of relate services
based on the Internet, a scale of virtual machines deployed
on a host machine is enlarged continuously.

In related art, when a failure occurs in memory of the host
machine, all the virtual machines on the host machine are
controlled to stop providing services.

SUMMARY

The present disclosure provides a method and an appa-
ratus for handling a memory failure, an electronic device,
and storage medium.

According to an aspect of the embodiments of the present
disclosure, there is provided a method for handling a
memory failure. The method includes acquiring a failure
parameter of memory of a host machine in response to
detecting a failure occurring in the memory, determining a
crash probability of the host machine based on the failure
parameter, and transferring all virtual machines on the host
machine to a target host machine when the crash probability
of the host machine is greater than or equal to a first
predetermined threshold. A crash probability of the target
host machine is less than a second predetermined threshold
which is less than the first predetermined threshold.

According to another aspect of the embodiments of the
present disclosure, there is provided an apparatus for han-
dling a memory failure. The apparatus includes a first
acquiring module, a determining module and a handling
module. The first acquiring module is configured to acquire
a failure parameter of memory of a host machine in response
to detecting a failure occurring in the memory. The deter-
mining module is configured to determine a crash probabil-
ity of the host machine based on the failure parameter. The
handling module is configured to transfer all virtual
machines on the host machine to a target host machine when
the crash probability of the host machine is greater than or
equal to a first predetermined threshold. A crash probability
of the target host machine is less than a second predeter-
mined threshold which is less than the first predetermined
threshold.

According to a third aspect of the embodiments of the
present disclosure, an electronic device is provided and
includes: at least one processor; memory communicatively
coupled to the at least one processor. The memory is
configured to store instructions executable by the at least one
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processor. When the instructions are executed by the at least
one processor, the at least one processor is caused to
implement the method for handling a memory failure
according to the first aspect of the embodiments.

According to a fourth aspect of the embodiments of the
present disclosure, a non-transitory computer-readable stor-
age medium is provided having computer instructions stored
therein. The computer instructions are configured to cause a
computer to perform the method for handling a memory
failure according to the first aspect of the embodiments.

It is to be understood that the above summary of the
present disclosure is not intended to describe the key or
important features of embodiments of the present disclosure,
and shall not be construed to limit the scope of the present
disclosure. Additional features of embodiments of present
disclosure will be given in part in the following descriptions,
become apparent in part from the following descriptions.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings are used to generally under-
stand the present disclosure, and shall not be construed to
limit the present disclosure, in which:

FIG. 1 is a flowchart showing a method for handling a
memory failure according to a first embodiment of the
present disclosure.

FIG. 2 is a flowchart showing a method for handling a
memory failure according to a second embodiment of the
present disclosure.

FIG. 3 is a flowchart showing a method for handling a
memory failure according to a third embodiment of the
present disclosure.

FIG. 4 is a block diagram showing an apparatus for
handling a memory failure according to a fourth embodi-
ment of the present disclosure.

FIG. 5 is a block diagram showing an apparatus for
handling a memory failure according to a fifth embodiment
of the present disclosure.

FIG. 6 is a block diagram showing an apparatus for
handling a memory failure according to a sixth embodiment
of the present disclosure.

FIG. 7 is a block diagram showing an apparatus for
handling a memory failure according to a seventh embodi-
ment of the present disclosure.

FIG. 8 is a block diagram showing an electronic device
implementing the method for handling a memory failure
according to an embodiment of the present disclosure.

DETAILED DESCRIPTION

Reference will now be made in detail to exemplary
embodiments, which are illustrated in the accompanying
drawings. The implementations set forth in the following
description of exemplary embodiments do not represent all
implementations consistent with the disclosure. It would be
appreciated by those skilled in the art that the above embodi-
ments cannot be construed to limit the present disclosure,
and changes, alternatives, and modifications can be made in
the embodiments without departing from spirit, principles
and scope of the present disclosure. Also, for clarity and
conciseness, some well-known functions and structures are
omitted in the following descriptions.

A method for handling a memory failure, an apparatus for
handing a memory failure, an electronic device and storage
medium according to embodiments of the present disclosure
will be described below with reference to the accompanying
drawings.
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FIG. 1 is a flowchart showing a method for handling a
memory failure according to a first embodiment of the
present disclosure.

In practice, as continuous development of cloud service,
a scale of virtual machines deployed on a host machine is
enlarged continuously, such that more and more memory
failures occur in the host machine, which may cause a crash
of the host machine. In the related art, if the host machine
crashed, all the virtual machines on the host machine are
controlled to stop providing services, such that the services
used by users are affected, and quality of the cloud service
is decreased.

In order to solve the above problem, the present disclosure
proposes a method for handing a memory failure. When
detecting a failure occurring in memory of a host machine,
a failure parameter of the failed memory is acquired, a crash
probability of the host machine is determined based on the
failure parameter and if the crash probability is greater than
or equal to a first predetermined threshold, all virtual
machines on the host machine are transferred to a target host
machine. A crash probability of the target host machine is
less than a second predetermined threshold which is less
than the first predetermined threshold. In other words, the
crash probability is determined based on the failure param-
eter and the virtual machines on the host machine are
transferred to the target host machine whose crash probabil-
ity is less than that of the host machine timely in the case that
the crash probability of the host machine is large, such that
an effect of a crash failure on the virtual machine can be
avoided, thus improving user experience and quality of
service.

As illustrated in FIG. 1, the method for handling a
memory failure may include the followings.

At block 101, in response to detecting a failure occurring
in memory of a host machine, a failure parameter of the
memory is acquired.

In the embodiment, the host machine is a physical basis
of a virtual machine. The virtual machine exists in the host
machine and shares hardware and memory with the host
machine. One or more virtual machines may exist in one
host machine.

In the embodiment, the failure of the memory of the host
machine is focused, i.e., the failure of the memory of the
host machine caused during usage of the virtual machine,
which will not cause a crash directly, such that a crash
probability is determined based on the failure parameter, and
it is determined whether the virtual machine is transferred
based on the crash probability, thus improving the quality of
service for users and improving the user experience.

In the embodiment, there are many ways to detect the
failure occurring in the memory of the host machine, which
may be selected based on actual applications and described
bellows by way of examples.

For an example, based on a first code corresponding to a
target position of a target memory page of the host machine
that is generated by writing information into the target
position of the target memory page, and based on a second
code corresponding to the target position of the target
memory page of the host machine that is generated by
reading information out from the target position of the target
memory page, the first code is compared with the second
code, if they are different, it is determined that a failure
occurs in the memory of the host machine.

For another example, it is determined that a failure occurs
in the memory of the host machine based on an error of a
process of the virtual machine or an error of service feed-
back of the virtual machine.

25

40

45

4

Further, when detecting a failure occurring in the memory
of the host machine, the failure parameter of the failed
memory is acquired, for example, one or more of features of
incorrect bits, such as the number of the incorrect bits,
positions features of the incorrect bits, time features of the
incorrect bits.

It should be understood that there are many ways to
acquire the failure parameter, which may be selected based
on actual applications and described bellows by way of
examples.

For an example, the code corresponding to the written
information and the code corresponding to the read-out
information are parsed based on a predetermined algorithm,
difference codes between the parsed first code and the parsed
second code are acquired, one or more incorrect bits corre-
sponding to the target position of the target memory page are
determined based on the difference codes, and the number of
the one or more incorrect bits and the position features of the
one or more incorrect bits are obtained based on the one or
more incorrect bits.

For another example, the written information and the
read-out information are compared one by one directly to
obtain one or more incorrect bits which are not inconsistent,
and the position features and the time features of the one or
more incorrect bits are obtained.

At block 102, a crash probability of the host machine is
determined based on the failure parameter.

In the embodiment, if the failure occurs in the memory but
the host machine does not crash, the crash probability of the
host machine may be determined based on the failure
parameter.

It should be understood that there are many ways to
determine the crash probability of the host machine based on
the failure parameter, which may be selected based on actual
applications and described bellows by way of examples.

For an example, a pre-trained probability analysis module
is acquired, and the failure parameter is inputted into the
probability analysis module to obtain the crash probability
of the host machine.

For another example, a formula is established based on a
relation between multiple historical failure parameters and
multiple historical probabilities and the crash probability of
the host machine is obtained by calculation using the for-
mula and the failure parameter.

For a still example, the crash probability of the host
machine corresponding to the failure parameter is obtained
by querying a predetermined mapping table.

At block 103, if the crash probability is greater than or
equal to a first predetermined threshold, all virtual machines
on the host machine are transferred to a target host machine.
A crash probability of the target host machine is less than a
second predetermined threshold. The second predetermined
threshold is less than the first predetermined threshold.

In the embodiment, after acquiring the crash probability
of the host machine, a probability that the host machine
crashes under a situation of the current failure occurring in
the memory of the host machine may be known. The first
threshold is set, and if the crash probability is greater than
or equal to the first threshold set in advance, it indicates that
it is highly possible that the host machine crashes, all the
virtual machines on the host machine need to be transferred
to the target host machine whose crash probability is less
than that of the host machine, so as to ensure that the
services for users are normal, and to improve the quality of
service and the user experience. After the transference is
finished, the host machine can be rebooted.
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The first predetermined threshold and the second prede-
termined threshold may be set according to historical expe-
riences of timings of the crashes of multiple host machines
or according to application requirements. For example, by
summarizing crash reasons of the host machines in cloud
environment, it may be determined that the host machine
may crash after a while if the failure occurs in the memory
and the crash probability is determined as 40% based on the
failure parameter. Thus, the first predetermined threshold
may be set to 40%. In order to ensure that the virtual service
after the transference may work normally, the second pre-
determined threshold is less than the first predetermined
threshold. The smaller the second predetermined threshold,
the smaller the crash probability of the target host machine.
The virtual service after the transference may be guaranteed
to work normally.

It should be noted that if the crash probability of the host
machine is less than the first predetermined threshold, it
indicates that the possibility that the host machine crashes is
small, and the host machine may continue to serve the
virtual machines or some virtual machines are transferred,
which may be set according to actual applications.

With the method for handling a memory failure according
to the embodiment of the present disclosure, when detecting
the failure occurring in the memory of the host machine, the
failure parameter of the failed memory is acquired, the crash
probability of the host machine is determined based on the
failure parameter and if the crash probability is greater than
or equal to the first predetermined threshold, all the virtual
machines on the host machine are transferred to the target
host machine. The crash probability of the target host
machine is less than the second predetermined threshold
which is less than the first predetermined threshold. In this
way, a problem that all the virtual machines on the host
machine stop providing services when a failure occurs in the
memory of the host machine can be avoided. The virtual
machines on the host machine are transferred to the target
host machine whose crash probability is less than that of the
host machine when the crash probability of the host machine
is greater than or equal to the predetermined threshold, such
that an effect of a crash failure on the virtual machine can be
avoided, thus improving user experience and quality of
service.

It should be noted that with the method for handling a
memory failure in the present disclosure, the crash prob-
ability may be determined based on the failure parameter
and whether to transfer may be determined based on a
comparison of the crash probability and the threshold in
each host machine, or each host machine may send the
failure parameter to a server for analysis, receives a control
instruction sent by the server based on an analysis result and
operates based on the control instruction, which may be set
according to actual applications, and not limited herein.

Based on the above description of the embodiment, it may
be understood that it may be determined or confirmed with
high probability which virtual machine processes cause the
failure at the same time when detecting the failure occurring
in the memory of the host machine, the corresponding
virtual machines processes may be closed and the host
machine stops providing services for the corresponding
virtual machines, further the failed memory may be marked
and separated so as to avoid the crash failure. Details will be
described with reference to FIG. 2.

FIG. 2 is a flowchart showing a method for handling a
memory failure according to a second embodiment of the
present disclosure.
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As illustrated in FIG. 2, the method for handling a
memory failure may include the followings.

At block 201, if a virtual machine process runs on a failed
memory, the virtual machine process is closed.

In detail, when detecting a failure occurring in memory of
a host machine, for example, detecting that a failure occurs
in the second page of target memory pages of the host
machine, if a virtual machine A just written information into
the pages 1-20 of the target memory pages of the host
machine, it may be determined that the memory failure is
caused by the virtual machine A, then the process of the
virtual machine A can be closed, to reduce risk of crash, thus
avoiding an effect of the crash failure on other services and
proving the quality of service.

Regarding the way of detecting the failure occurring in
the memory of the host machine, reference can be made to
the description of the above embodiment, which is not
repeated here.

At block 202, a failure parameter of the failed memory
and a pre-trained probability analysis model are acquired.

At block 203, the failure parameter is inputted into the
pre-trained probability analysis model to obtain a crash
probability of the host machine.

In the embodiment, it should be understood that failure
parameter samples and probability samples may be acquired
in advance, and the failure parameter samples and the
probability samples may be used to train model coefficients
of the probability analysis model.

Thus, the failure parameter is inputted into the probability
analysis model, and the failure parameter is processed by the
pre-trained model coefficients to obtain the crash probability
of the host machine, such that an efficiency of acquiring the
crash probability is improved.

At block 204, if the crash probability is less than a first
threshold and greater than or equal to a second threshold, the
failed memory is marked.

At block 205, target virtual machines are determined
based on the crash probability and the number of all virtual
machines on the host machine, and the target virtual
machines are transferred. The number of the target virtual
machines is less than the number of all the virtual machines.

In the embodiment, in order to further improve a flex-
ibility of handling the failed memory, in addition to the first
threshold set in the above embodiment, the second threshold
may be set. The first threshold is greater than the second
threshold.

In other words, the crash probability being less than the
first threshold indicates that the probability that the host
machine crashes is low, but it is still possible that the host
machine crashes. Thus, by setting the second threshold less
than the first threshold, further determination and process
are performed. For example, if the first threshold is 60%, the
second threshold may be set to 40%.

In the embodiment, the crash probability is less than the
first threshold, it is determined that the crash probability is
greater than or equal to the second threshold, the failed
memory is marked, and other normal memory of the host
machine is used continually. In other words, if there is a risk
of crash and the risk is caused by the failed memory with
high probability, the failed memory may be marked and
separated, and other normal memory of the host machine is
used continually, such that other services may work con-
tinually, thus improving efficiency and quality of service.

Based on the above, since the crash probability is greater
than or equal to the second threshold, it is still possible that
the host machine crashes. In order to further avoid the effect
of the crash on the virtual machine service, the target virtual
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machines can be determined based on the number of all the
virtual machines on the host machine and the crash prob-
ability, and the target virtual machines are transferred. The
number of the target virtual machines is less than the number
of all the virtual machines.

The virtual machines may be sorted based on service
information (such as real-time service, service object or the
like) of the virtual machines, and if it is determined that three
to five virtual machines can be transferred based on the crash
probability, then the last three virtual machines may be
selected to be transferred. The target virtual machines and
the number of the target virtual machines to be transferred
may be select according to actual application, to further
ensure the quality of service and the user experience.

It should be noted that if the crash probability is greater
than or equal to the first predetermined threshold, all the
virtual machines on the host machine are transferred. When
the transference is finished, the host machine is closed. If the
crash probability is less than the second threshold, no further
process is required, only the failed memory is marked and
other normal memory of the host machine is used continu-
ally.

With the method for handling a memory failure according
to the embodiment of the present disclosure, if the virtual
machine process runs on the failed memory, the virtual
machine process is closed, the failure parameter of the failed
memory and the pre-trained probability analysis model are
acquired, the failure parameter is inputted into the probabil-
ity analysis model and processed by the pre-trained model
coeflicients to obtain the crash probability of the host
machine and if the crash probability is less than the first
threshold but greater than the second threshold, the failed
memory is marked and the target virtual machines are
determined based on the crash probability and the number of
all the virtual machines on the host machine, and the target
virtual machines are transferred. The number of the target
virtual machines is less than the number of all the virtual
machines. In this way, when the failure occurs in the
memory of the host machine, the virtual machine process
running on the failed memory is closed, the failed memory
is marked and separated, and some virtual machines are
transferred to other host machines, such that an effect of a
crash failure on the virtual machine can be avoided, thus
improving user experience and quality of service.

FIG. 3 is a flowchart showing a method for handling a
memory failure according to a third embodiment of the
present disclosure.

As illustrated in FIG. 3, the method for handling a
memory failure may include the followings.

At block 301, a first control instruction sent by a kernel
system is acquired, information is written into a target
position of a target memory page of a host machine based on
the first control information, and a first code corresponding
to the target position of the target memory page is generated
based on the written information.

In the embodiment, different modes of handing the
memory failure may be set for different application sce-
narios. Before detecting the failure, it may be determined
which mode for handing the memory failure is enabled
based on a kernel parameter of the host machine. For
example, the kernel parameter 1 indicated that the mode for
handing the memory failure according to the embodiment is
performed, and for another example, the kernel parameter 2
indicates that the mode for detecting the memory failure and
directly closing the host machine is performed, which can be
set according to actual application scenarios.
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In the embodiment, information is written into or read out
from the target position of the target memory page of the
host machine based on the instruction sent by the kernel
system. Thus, after acquiring the first control instruction sent
by the kernel system, since the first control information is a
writing instruction, including information such as bits to be
written and written position identifier, the information may
be written into the target position of the target memory page
of the host machine based on the first control instruction.

Further, the first code corresponding to the target position
of the target memory page may be generated based on the
written information and a coding algorithm. For example, if
the written information is “ABC”, the code may be “11001”.

At block 302, a second control instruction sent by the
kernel system is acquired, information is read out from the
target position of the target memory page based on the
second control instruction, and a second code corresponding
to the target position of the target memory page is generated
based on the read-out information.

At block 303, if the first code is different from the second
code, it is determined that a failure occurs in the target
memory page.

In the embodiment, information is written into or read out
from the target position of the target memory page of the
host machine based on the instruction sent by the kernel
system. Thus, after acquiring the second control instruction
sent by the kernel system, since the second control infor-
mation is a reading instruction, including information such
as bits to be read and read position identifier, the information
may be read out from the target position of the target
memory page of the host machine based on the second
control instruction.

Further, the second code corresponding to the target
position of the target memory page may be generated based
on the read-out information and a coding algorithm. For
example, if the read-out information is “ABC”, the code
may be “11001”.

It can be understood that in the case that no failure occurs
in the memory, the first code and the second code are
consistent. Thus, if the first code and the second code are
different, it is determined that the failure occurs in the target
memory page. For example, if both the first code and the
second code are “110017, it indicates that there is no failure.
If the first code is “11001” while the second code is “00001”,
it is determined that the failure occurs in the target memory
page.

At block 304, the first code and the second code are parsed
based on a predetermined algorithm, difference codes
between the parsed first code and the parsed second code are
acquired, and one or more incorrect bits corresponding to the
target position of the target memory page are determined
based on the difference codes, and the number of the one or
more incorrect bits and position features of the one or more
incorrect bits are determined based on the one or more
incorrect bits.

In detail, the first code and the second code are parsed
based on the predetermined algorithm to obtain the differ-
ence codes between them. For example, an automatic com-
parison algorithm is used to obtain the difference codes “11”
and “00” between the first code “11001” and the second
code “00001”. The one or more incorrect bits corresponding
to the target position of the target memory page are deter-
mined based on the difference codes. For example, it may be
determined based on the above difference codes that there
are incorrect bits at the target positions of the target memory
page that corresponding to the first bit and the second bit.
The number of the one or more incorrect bits and the
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position features of the one or more incorrect bits are
acquired based on the one or more incorrect bits.

In other words, it may be determined based on the
difference codes which bit at which target position of which
target memory page is incorrect. For example, the bits at
positions 1, 3 and 5 of page 3 are incorrect. The number of
the incorrect bits and the position features of the incorrect
bits may be acquired based on the incorrect bits.

At block 305, a pre-trained probability analysis model is
acquired, and the failure parameter is inputted into the
probability analysis model for process, to acquire a crash
probability of the host machine.

In the embodiment, it should be understood that failure
parameter samples and probability samples may be acquired
in advance, and the failure parameter samples and the
probability samples may be used to train model coefficients
of the probability analysis model.

Thus, the failure parameter is inputted into the probability
analysis model, and the failure parameter is processed by the
pre-trained model coefficients to obtain the crash probability
of the host machine, such that an efficiency of acquiring the
crash probability is improved.

At block 306, if the crash probability is greater than or
equal to a first predetermined threshold, all virtual machines
on the host machine are transferred to a target host machine.
A crash probability of the target host machine is less than a
second predetermined threshold. The second predetermined
threshold is less than the first predetermined threshold.

At block 307, if the crash probability is less than the first
predetermined threshold and greater than or equal to the
second predetermined threshold, the failed memory is
marked.

At block 308, if the crash probability is less than the
second predetermined threshold, the failed memory is
marked.

In the embodiment, after acquiring the crash probability
of the host machine, a probability that the host machine
crashes under a situation of the current failure occurring in
the memory of the host machine may be known. The first
predetermined threshold is set, and if the crash probability is
greater than or equal to the first predetermined threshold, it
indicates that it is highly possible that the host machine
crashes, all the virtual machines on the host machine need to
be transferred, so as to ensure that the services for users are
normal, and to improve the quality of service and the user
experience. After the transference is finished, the host
machine can be rebooted.

In the embodiment, in order to further improve a flex-
ibility of handling the failed memory, in addition to the first
predetermined threshold set in the above embodiment, the
second predetermined threshold may be set. The first pre-
determined threshold is greater than the second predeter-
mined threshold.

In other words, the crash probability being less than the
first predetermined threshold indicates that the probability
that the host machine crashes is low, but it is still possible
that the host machine crashes. Thus, by setting the second
predetermined threshold less than the first predetermined
threshold, further determination and process are performed.
For example, if the first predetermined threshold is 60%, the
second predetermined threshold may be set to 40%.

In the embodiment, the crash probability is less than the
first predetermined threshold, it is determined that the crash
probability is greater than or equal to the second predeter-
mined threshold, the failed memory is marked, and other
normal memory of the host machine is used continually. In
other words, if there is a risk of crash and the risk is caused

30

35

40

45

10

by the failed memory with high probability, the failed
memory may be marked and separated, and other normal
memory of the host machine is used continually, such that
other services may work continually, thus improving effi-
ciency and quality of service.

Based on the above, if the crash probability is greater than
or equal to the second predetermined threshold, it is still
possible that the host machine crashes. In order to further
avoid the effect of the crash on the virtual machine service,
the target virtual machines can be determined based on the
number of all the virtual machines on the host machine and
the crash probability, and the target virtual machines are
transferred. The number of the target virtual machines is less
than the number of all the virtual machines.

The virtual machines may be sorted based on service
information (such as real-time service, service object or the
like) of the virtual machines, and if it is determined that three
to five virtual machines can be transferred based on the crash
probability, then the last three virtual machines may be
selected to be transferred. The target virtual machines and
the number of the target virtual machines to be transferred
may be select according to actual application, to further
ensure the quality of service and the user experience.

In the embodiment, if the crash probability is less than the
second threshold, only the failed memory is marked and
other normal memory of the host machine is used continu-
ally.

With the method for handling a memory failure according
to the embodiment of the present disclosure, the first control
instruction sent by the kernel system is acquired, the infor-
mation is written into the target position of the target
memory page of the host machine based on the first control
instruction, and the first code corresponding to the target
position of the target memory page is generated based on the
written information. The second control instruction sent by
the kernel system is acquired, the information is read out
from the target position of the target memory page of the
host machine based on the second control instruction, and
the second code corresponding to the target position of the
target memory page is generated based on the read-out
information. If the first code is different from the second
code, it is determined that the failure occurs in the target
memory page. The first code and the second code are parsed
based on the predetermined algorithm, and difference codes
between the parsed first code and the parsed second code are
acquired. The incorrect bits corresponding to the target
position of the target memory page are determined based on
the difference codes. The number of the incorrect bits and
the position features of the incorrect bits are obtained based
on the incorrect bits. The pre-trained probability analysis
model is acquired, and the failure parameter is inputted into
the probability analysis model for process to obtain the crash
probability of the host machine. If the crash probability is
greater than or equal to the first predetermined threshold, all
the virtual machines on the host machine are transferred to
the target host machine. The crash probability of the target
host machine is less than that of the second predetermined
threshold which is less than the first predetermined thresh-
old. If the crash probability is less than the first predeter-
mined threshold but greater than or equal to the second
predetermined threshold, the failed memory is marked. If the
crash probability is less than the second predetermined
threshold, the failed memory is marked and other normal
memory of the host machine is used continually. In this way,
an effect of a crash failure on the virtual machine can be
avoided, thus improving user experience and quality of
service.
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In order to implement the above embodiments, the present
disclosure proposes an apparatus for handing a memory
failure.

FIG. 4 is a block diagram showing an apparatus for
handling a memory failure according to a fourth embodi-
ment of the present disclosure.

As illustrated in FIG. 4, the apparatus 400 may include a
first acquiring module 401, a determining module 402 and a
handling module 403.

The first acquiring module 401 is configured to acquire a
failure parameter of memory of a host machine in response
to detecting a failure occurring in the memory.

The determining module 402 is configured to determine a
crash probability of the host machine based on the failure
parameter.

The handling module 403 is configured to transfer all
virtual machines on the host machine to a target host
machine when the crash probability of the host machine is
greater than or equal to a first predetermined threshold. A
crash probability of the target host machine is less than a
second predetermined threshold which is less than the first
predetermined threshold.

FIG. 5 is a block diagram showing an apparatus for
handling a memory failure according to a fifth embodiment
of the present disclosure.

As illustrated in FIG. 5, based on FIG. 4, the apparatus
400 may further include a closing module 404.

The closing module 404 is configured to close a virtual
machine process if the virtual machine process runs on the
memory.

Thus, when the failure occurs in the memory of the host
machine, the virtual machine process running on the failed
memory is closed, such that an effect of a crash failure on the
virtual machine can be avoided, thus improving user expe-
rience and quality of service.

As a possible implementation of the present disclosure, as
illustrated in FIG. 6, based on FIG. 4, the apparatus may
further include a second acquiring module 405, a writing
module 406, a first generating module 407, a third acquiring
module 408, a reading module 409, a second generating
module 410 and a comparing module 411.

The second acquiring module 405 is configured to acquire
a first control instruction sent by a kernel system.

The writing module 406 is configured to write informa-
tion to a target position of a target memory page of the host
machine based on the first control instruction.

The first generating module 407 is configured to generate
a first code corresponding to the target position of the target
memory page based on the written information.

The third acquiring module 408 is configured to acquire
a second control instruction sent by a kernel system.

The reading module 409 is configured to read out infor-
mation from the target position of the target memory page of
the host machine based on the second control instruction.

The second generating module 410 is configured to gen-
erate a second code corresponding to the target position of
the target memory page based on the read-out information.

The comparing module 411 is configured to compare the
first code with the second code, and determine that the
failure occurs in the target memory page if the first code and
the second code are inconsistent.

In one possible implementation of the present disclosure,
the first acquiring module 401 is configured to parse the first
code and the second code based on a predetermined algo-
rithm, acquire difference codes between the parsed first code
and the parsed second code, determine one or more incorrect
bits corresponding to the target position of the target
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memory page based on the difference codes, determine the
number of the one or more incorrect bits and position
features of the one or more incorrect bits based on the one
or more incorrect bits.

In one possible implementation of the present disclosure,
the determining module 402 is configured to acquire a
pre-trained probability analysis model, input the failure
parameter into the pre-trained probability analysis model for
process to acquire the crash probability of the host machine.

In one possible implementation of the present disclosure,
as illustrated in FIG. 7, based on FIG. 4, the apparatus may
further include a first marking module 412, a transferring
module 413 and a second marking module 414.

The first marking module 412 is configured to mark the
failed memory and use other normal memory of the host
machine continually if the crash probability is less than the
first predetermined threshold and greater than or equal to the
second predetermined threshold. The first predetermined
threshold is greater than the second predetermined thresh-
old.

The transterring module 413 is configured to determine
target virtual machines based on the crash probability and
the number of all the virtual machines on the host machine,
and transfer the target virtual machines. The number of the
target virtual machines is less than the number of all the
virtual machines.

The second marking module 414 is configured to mark the
failed memory and use other normal memory of the host
machine continually if the crash probability is less than the
second predetermined threshold. The first predetermined
threshold is greater than the second predetermined thresh-
old.

With the apparatus for handling a memory failure accord-
ing to the embodiment of the present disclosure, when
detecting the failure occurring in the memory of the host
machine, the failure parameter of the failed memory is
acquired, the crash probability of the host machine is deter-
mined based on the failure parameter and if the crash
probability is greater than or equal to the first predetermined
threshold, all the virtual machines on the host machine are
transferred to the target host machine. The crash probability
of the target host machine is less than the second predeter-
mined threshold which is less than the first predetermined
threshold. In this way, a problem that all the virtual machines
on the host machine stop providing services when a failure
occurs in the memory of the host machine can be avoided.
The virtual machines on the host machine are transferred to
the target host machine whose crash probability is less than
that of the host machine when the crash probability of the
host machine is greater than or equal to the predetermined
threshold, such that an effect of a crash failure on the virtual
machine can be avoided, thus improving user experience
and quality of service.

According to the embodiments of the present disclosure,
the disclosure also provides an electronic device and read-
able storage medium.

FIG. 8 is a block diagram of an electronic device used to
implement the method for handling a memory failure
according to an embodiment of the present disclosure.
Electronic devices are intended to represent various forms of
digital computers, such as laptop computers, desktop com-
puters, workbenches, personal digital assistants, servers,
blade servers, mainframe computers, and other suitable
computers. Electronic devices may also represent various
forms of mobile devices, such as personal digital processing,
cellular phones, smart phones, wearable devices, and other
similar computing devices. The components shown here,
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their connections and relations, and their functions are
merely examples, and are not intended to limit the imple-
mentation of the disclosure described and/or required herein.

As illustrated in FIG. 8, the electronic device includes:
one or more processors 801, memory 802, and interfaces for
connecting various components, including a high-speed
interface and a low-speed interface. The various components
are interconnected using different buses and can be mounted
on a common mainboard or otherwise installed as required.
The processor may process instructions executed within the
electronic device, including instructions stored in or on the
memory to display graphical information of the GUI on an
external input/output device such as a display device
coupled to the interface. In other embodiments, a plurality of
processors and/or buses can be used with a plurality of
memories and processors, if desired. Similarly, a plurality of
electronic devices can be connected, each providing some of
the necessary operations (for example, as a server array, a
group of blade servers, or a multiprocessor system). A
processor 801 is taken as an example in FIG. 8.

The memory 802 is a non-transitory computer-readable
storage medium according to the disclosure. The memory
stores instructions executable by at least one processor, so
that the at least one processor executes the method according
to the disclosure. The non-transitory computer-readable stor-
age medium of the disclosure stores computer instructions,
which are used to cause a computer to execute the method
according to the disclosure.

As a non-transitory computer-readable storage medium,
the memory 802 is configured to store non-transitory soft-
ware programs, non-transitory computer executable pro-
grams and modules, such as program instructions/modules
(for example, the first acquiring module 401, the determin-
ing module 402, and the handling module 403 shown in FIG.
4) corresponding to the method in the embodiment of the
present disclosure. The processor 801 executes various
functional applications and data processing of the server by
running non-transitory software programs, instructions, and
modules stored in the memory 802, that is, implementing the
method in the foregoing method embodiments.

The memory 802 may include a storage program area and
a storage data area, where the storage program area may
store an operating system and application programs required
for at least one function. The storage data area may store
data created according to the use of the electronic device for
implementing the method. In addition, the memory 802 may
include a high-speed random access memory, and a non-
transitory memory, such as at least one magnetic disk
storage device, a flash memory device, or other non-transi-
tory solid-state storage device. In some embodiments, the
memory 802 may optionally include a memory remotely
disposed with respect to the processor 801, and these remote
memories may be connected to the electronic device for
implementing the method through a network. Examples of
the above network include, but are not limited to, the
Internet, an intranet, a local area network, a mobile com-
munication network, and combinations thereof.

The electronic device for implementing the method may
further include: an input device 803 and an output device
804. The processor 801, the memory 802, the input device
803, and the output device 804 may be connected through a
bus or in other manners. In FIG. 8, the connection through
the bus is taken as an example.

The input device 803 may receive inputted numeric or
character information, and generate key signal inputs related
to user settings and function control of an electronic device
for implementing the method, such as a touch screen, a
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keypad, a mouse, a trackpad, a touchpad, an indication rod,
one or more mouse buttons, trackballs, joysticks and other
input devices. The output device 804 may include a display
device, an auxiliary lighting device (for example, an LED),
a haptic feedback device (for example, a vibration motor),
and the like. The display device may include, but is not
limited to, a liquid crystal display (LCD), a light emitting
diode (LED) display, and a plasma display. In some embodi-
ments, the display device may be a touch screen.

Various embodiments of the systems and technologies
described herein may be implemented in digital electronic
circuit systems, integrated circuit systems, application spe-
cific integrated circuits (ASICs), computer hardware, firm-
ware, software, and/or combinations thereof. These various
embodiments may be implemented in one or more computer
programs, which may be executed and/or interpreted on a
programmable system including at least one programmable
processor. The programmable processor may be dedicated or
general purpose programmable processor that receives data
and instructions from a storage system, at least one input
device, and at least one output device, and transmits the data
and instructions to the storage system, the at least one input
device, and the at least one output device.

These computing programs (also known as programs,
software, software applications, or code) include machine
instructions of a programmable processor and may utilize
high-level processes and/or object-oriented programming
languages, and/or assembly/machine languages to imple-
ment these calculation procedures. As used herein, the terms
“machine-readable medium” and “computer-readable
medium” refer to any computer program product, device,
and/or device used to provide machine instructions and/or
data to a programmable processor (for example, magnetic
disks, optical disks, memories, programmable logic devices
(PLDs), including machine-readable media that receive
machine instructions as machine-readable signals. The term
“machine-readable signal” refers to any signal used to
provide machine instructions and/or data to a programmable
processor.

In order to provide interaction with a user, the systems and
techniques described herein may be implemented on a
computer having a display device (e.g., a Cathode Ray Tube
(CRT) or a Liquid Crystal Display (LCD) monitor for
displaying information to a user); and a keyboard and
pointing device (such as a mouse or trackball) through
which the user can provide input to the computer. Other
kinds of devices may also be used to provide interaction with
the user. For example, the feedback provided to the user may
be any form of sensory feedback (e.g., visual feedback,
auditory feedback, or haptic feedback), and the input from
the user may be received in any form (including acoustic
input, sound input, or tactile input).

The systems and technologies described herein can be
implemented in a computing system that includes back-
ground components (for example, a data server), or a
computing system that includes middleware components
(for example, an application server), or a computing system
that includes front-end components (For example, a user
computer with a graphical user interface or a web browser,
through which the user can interact with the implementation
of the systems and technologies described herein), or
include such background components, intermediate comput-
ing components, or any combination of front-end compo-
nents. The components of the system may be interconnected
by any form or medium of digital data communication (e.g.,
a communication network). Examples of communication
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networks include: local area network (LAN), wide area
network (WAN), and the Internet.

The computer system may include a client and a server.

The client and server are generally remote from each other
and interacting through a communication network. The
client-server relation is generated by computer programs
running on the respective computers and having a client-
server relation with each other.

In the technical solution of the present disclosure, when

detecting the failure occurring in the memory of the host
machine, the failure parameter of the failed memory is
acquired, the crash probability of the host machine is deter-
mined based on the failure parameter and if the crash
probability is greater than or equal to the first predetermined
threshold, all the virtual machines on the host machine are
transferred to the target host machine. The crash probability
of the target host machine is less than the second predeter-
mined threshold which is less than the first predetermined
threshold. In this way, a problem that all the virtual machines
on the host machine stop providing services when a failure
occurs in the memory of the host machine can be avoided.
The virtual machines on the host machine are transferred to
the target host machine whose crash probability is less than
that of the host machine when the crash probability of the
host machine is greater than or equal to the predetermined
threshold, such that an effect of a crash failure on the virtual
machine can be avoided, thus improving user experience
and quality of service.

It should be understood that the various forms of pro-

cesses shown above can be used to reorder, add or delete
steps. For example, the steps described in the disclosure
could be performed in parallel, sequentially, or in a different
order, as long as the desired result of the technical solution
disclosed in the disclosure is achieved, which is not limited
herein.

The above specific embodiments do not constitute a

limitation on the protection scope of the present disclosure.
Those skilled in the art should understand that various
modifications, combinations, sub-combinations and substi-
tutions can be made according to design requirements and
other factors.

What is claimed is:

1. A method for handling a memory failure, comprising:

in response to detecting a failure occurring in memory of
a host machine, acquiring a failure parameter of the
memory;

determining a crash probability of the host machine based
on the failure parameter; and

transferring all virtual machines on the host machine to a
target host machine when the crash probability is
greater than or equal to a first predetermined threshold,
wherein a crash probability of the target host machine
is less than a second predetermined threshold, the
second predetermined threshold is less than the first
predetermined threshold;

wherein the method further comprises:

acquiring a first control instruction sent by a kernel
system,

writing information into a target position of a target
memory page of the host machine based on the first
control instruction;

generating a first code corresponding to the target position
of the target memory page based on the written infor-
mation;

acquiring a second control instruction sent by a kernel
system,

10

15

20

25

30

35

16

reading information out from the target position of the
target memory page of the host machine based on the
second control instruction;

generating a second code corresponding to the target
position of the target memory page based on the
read-out information; and

determining that the failure occurs in the target memory
page when the first code is different from the second
code;

wherein the acquiring the failure parameter of the
memory comprises:

parsing the first code and the second code based on a
predetermined algorithm;

acquiring difference codes between the first code and the
second code after the parsing;

determining one or more incorrect bits corresponding to
the target position of the target memory page based on
the difference codes; and

determining a number of the one or more incorrect bits
and position features of the one or more incorrect bits
based on the one or more incorrect bits;

the method further comprising:

marking the memory when the crash probability of the
host machine is less than the first predetermined thresh-
old and greater than or equal to the second predeter-
mined threshold; and

determining target virtual machines based on the crash
probability of the host machine and a number of all the
virtual machines on the host machine and transferring
the target virtual machines, wherein a number of the
target virtual machines is less than the number of all the
virtual machines.

2. The method according to claim 1, further comprising:

closing a virtual machine process when the virtual
machine process is running on the memory.

3. The method according to claim 1, wherein the deter-

mining the crash probability of the host machine based on

40 the failure parameter comprises:
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acquiring a pre-trained probability analysis model; and

inputting the failure parameter into the pre-trained prob-
ability analysis model for process to acquire the crash
probability of the host machine.

4. The method according to claim 1, further comprising:

marking the memory when the crash probability of the
host machine is less than the second predetermined
threshold.

5. An electronic device, comprising:

at least one processor; and

memory communicatively coupled to the at least one
processor;

the memory is configured to store instructions executable
by the at least one processor;

wherein, when the instructions are executed by the at least
one processor, the at least one processor is caused to
implement the method for handling a memory failure,
comprising:

in response to detecting a failure occurring in memory of
a host machine, acquiring a failure parameter of the
memory;

determining a crash probability of the host machine based
on the failure parameter; and

transferring all virtual machines on the host machine to a
target host machine when the crash probability is
greater than or equal to a first predetermined threshold,
wherein a crash probability of the target host machine
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is less than a second predetermined threshold, the
second predetermined threshold is less than the first
predetermined threshold;

wherein the at least one processor is caused to further

implement operations of:

acquiring a first control instruction sent by a kernel

system,

writing information into a target position of a target

memory page of the host machine based on the first
control instruction;

generating a first code corresponding to the target position

of the target memory page based on the written infor-
mation;

acquiring a second control instruction sent by a kernel

system,

reading information out from the target position of the

target memory page of the host machine based on the
second control instruction;

generating a second code corresponding to the target

position of the target memory page based on the
read-out information; and

determining that the failure occurs in the target memory

page when the first code is different from the second
code;

wherein acquiring the failure parameter of the memory

comprises:

parsing the first code and the second code based on a

predetermined algorithm;

acquiring difference codes between the first code and the

second code after the parsing;

determining one or more incorrect bits corresponding to

the target position of the target memory page based on
the difference codes; and

determining a number of the one or more incorrect bits

and position features of the one or more incorrect bits
based on the one or more incorrect bits;

wherein the at least one processor is caused to further

implement operations of:

marking the memory when the crash probability of the

host machine is less than the first predetermined thresh-
old and greater than or equal to the second predeter-
mined threshold; and

determining target virtual machines based on the crash

probability of the host machine and a number of all the
virtual machines on the host machine and transferring
the target virtual machines, wherein a number of the
target virtual machines is less than the number of all the
virtual machines.

6. The electronic device according to claim 5, wherein the
at least one processor is caused to further implement an
operation of:

closing a virtual machine process when the virtual

machine process is running on the memory.

7. The electronic device according to claim 5, wherein
determining the crash probability of the host machine based
on the failure parameter comprises:

acquiring a pre-trained probability analysis model; and

inputting the failure parameter into the pre-trained prob-

ability analysis model for process to acquire the crash
probability of the host machine.

8. The electronic device according to claim 5, wherein the
at least one processor is caused to further implement an
operation of:

marking the memory when the crash probability of the

host machine is less than the second predetermined
threshold.
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9. A non-transitory computer-readable storage medium

having computer instructions stored thereon, wherein the
computer instructions are configured to cause a computer to
perform the method for handling a memory failure, com-
prising:

in response to detecting a failure occurring in memory of
a host machine, acquiring a failure parameter of the
memory;

determining a crash probability of the host machine based
on the failure parameter; and

transferring all virtual machines on the host machine to a
target host machine when the crash probability is
greater than or equal to a first predetermined threshold,
wherein a crash probability of the target host machine
is less than a second predetermined threshold, the
second predetermined threshold is less than the first
predetermined threshold;

wherein the method further comprises:

acquiring a first control instruction sent by a kernel
system,

writing information into a target position of a target
memory page of the host machine based on the first
control instruction;

generating a first code corresponding to the target position
of the target memory page based on the written infor-
mation;

acquiring a second control instruction sent by a kernel
system,

reading information out from the target position of the
target memory page of the host machine based on the
second control instruction;

generating a second code corresponding to the target
position of the target memory page based on the
read-out information; and

determining that the failure occurs in the target memory
page when the first code is different from the second
code;

wherein acquiring the failure parameter of the memory
comprises:

parsing the first code and the second code based on a
predetermined algorithm;

acquiring difference codes between the first code and the
second code after the parsing;

determining one or more incorrect bits corresponding to
the target position of the target memory page based on
the difference codes; and

determining a number of the one or more incorrect bits
and position features of the one or more incorrect bits
based on the one or more incorrect bits;

wherein the method further comprises:

marking the memory when the crash probability of the
host machine is less than the first predetermined thresh-
old and greater than or equal to the second predeter-
mined threshold; and

determining target virtual machines based on the crash
probability of the host machine and a number of all the
virtual machines on the host machine and transferring
the target virtual machines, wherein a number of the
target virtual machines is less than the number of all the
virtual machines.

10. The non-transitory

computer-readable storage

medium according to claim 9, wherein the method further

65 comprises:

closing a virtual machine process when the virtual
machine process is running on the memory.
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11. The non-transitory computer-readable storage
medium according to claim 9, wherein determining the crash
probability of the host machine based on the failure param-
eter comprises:

acquiring a pre-trained probability analysis model; and 5

inputting the failure parameter into the pre-trained prob-

ability analysis model for process to acquire the crash
probability of the host machine.

#* #* #* #* #*
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