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(57) ABSTRACT 

An electronic device having an embedded computer system is 
provided. The device has a processor Supporting a real-time 
operating system (RTOS). The processor further supports 
user and Supervisor modes. The computer system is pro 
grammed Such that only code portions directly controlling 
essential hardware in the device are run in Supervisor mode. 
The code portion directly controlling essential hardware 
communicates with at least one authentication chip in the 
device before an operation of the hardware, the authentication 
chip authorizing the operation 
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BACKGROUND OF THE INVENTION 

0005 Electronic devices having embedded computer sys 
tems are now part of everyday life. Examples of such devices 
include automatic teller machines (ATMs), mobile tele 
phones, printers, photocopiers, handheld calculators, micro 
wave ovens, televisions, DVD players, washing machines, 
handheld game consoles etc. Broadly speaking, embedded 
computer systems are characterized by providing a function 
(or functions) that is not itself a computer. 
0006 Generally, an embedded system contains special 
purpose hardware and a processor (CPU) supporting a real 
time operating system (RTOS). The system is programmed 
with special-purpose Software tailored to meet the require 
ments for that particular system. Typically, Software written 
for an embedded system is referred to as firmware. Since 
electronic devices are expected to run continuously for many 
years without errors, firmware is usually developed and tested 
more rigorously than software for computers. 
0007 Aside from the obvious operational advantages of 
an embedded computer system, there is a considerable advan 
tage offered in terms of the manufacture and distribution of 
various product lines. When a new product is released onto 
the market, it is often desirable to release the product in 
different versions, each version having a price commensurate 
with that particular version. For example, a first product may 
have Feature X, while a second product may have Features X, 
Y and Z. 
0008. In terms of manufacturing, it is relatively expensive 
to have one production line dedicated to a first product and 
another production line dedicated to a second product. It is 
cheaper to manufacture a single product type that includes the 
necessary hardware for supporting Features X,Y and Z in all 
products. In this scenario, various product lines may be dif 
ferentiated via their embedded firmware. The firmware pro 
vides a much cheaper means for differentiating between a 
range of products, compared to the hardware. Moreover, the 
firmware allows users to upgrade their devices without having 
to buy a new device. For example, an authorized Internet 
download via a personal computer may be used to provide an 
upgrade, which enables Features Y and Z in a product pur 
chased originally with only Feature X. 
0009. However, an inherent problem with embedded firm 
ware is that it is susceptible to malicious attack from hackers 
or willful copyright infringers offering unauthorized firm 
ware upgrades. For example, an unauthorized firmware 
upgrade may be freely distributed over the Internet, allowing 
users to upgrade their devices free of charge. 
0010. One way of circumventing this problem is to pro 
vide upgrades not via the firmware itself, but via an authen 
tication chip in the device. The use of an authentication chip 
(QA chip) in a printer environment was described in our 
earlier applications listed below, the contents of which are 
herein incorporated by reference: 
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0011. As described in our earlier applications, QA chip(s) 
in a printer perform an array of functions in a secure environ 
ment. A QA chip in a print cartridge may be used to allow 
operation of the printer only in a licensed manner. For 
example, a printer A may be licensed to print at 10 pages per 
minute, while a printer B may be licensed to print at 30 pages 
per minute. The hardware in each printer is identical, but the 
QA chip allows each printer to be differentiated. Moreover, 
since the QA chip stores its data in a secure, authenticated 
fashion, it can only be upgraded or replaced by an authentic 
Source. Hence, the QA chip provides protection against attack 
from unlicensed users. 

0012 AQA chip mounted on an ink cartridge may be used 
to guarantee that the ink contained in the cartridge is from a 
particular source or of a particular quality, thereby ensuring 
that incorrect ink, which may damage the printhead, cannot 
be used. The same QA chip may similarly be used to store 
dynamically in its memory a quantity of virtual ink remain 
ing in the cartridge, determined with reference to the initial 
quantity of ink in the cartridge and the number of dots printed 
using that ink. The quantity of virtual ink provides a security 
mechanism for the printer and prevents unauthorized refilling 
of ink cartridges—the firmware in the printer communicates 
with the ink cartridge QA chip before printing and if the 
amount of virtual ink is insufficient, the printer will not 
print. In this way, the quality of ink can be assured and risk of 
damaging the printhead using low quality ink from an unau 
thorized refill is minimized. 

0013 QA chips provide an excellent means for preventing 
unauthorized uses of electronic devices. However, the secu 
rity of QA chips relies on firmware in the embedded system 
communicating with the chip. It is conceivable that the most 
determined hacker may be able to modify the firmware and 
override its communication with QA chip(s) in the device. In 
this scenario, the security provided by the QA chip would be 
compromised. In the above example, unauthorized refills of 
ink cartridges would be possible, irrespective of the presence 
of a QA chip on the ink cartridge. 
0014. It may seem unlikely that such a determined attack 
on an embedded computer system would be made. However, 
in the printer market, sales of unauthorized ink refills is 
becoming a multimillion dollar industry and provides consid 
erable motivation for a malicious attack on any security sys 
tems built in to a printer. From the point of view of a printer 
manufacturer, the use of low quality ink in its printers, result 
ing in poor print quality and shortened printhead lifetime, has 
the potential to do incalculable damage to its goodwill and 
reputation in the printer market. 
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0015. It would therefore be desirable to provide an elec 
tronic device, having an embedded computer system, with 
improved security from malicious attack. 
0016. It would further be desirable to provide such an 
electronic device, which still allows flexibility for firmware 
upgrades or even installation of an alternative core RTOS 
downstream of the device manufacturer. 
0017. It would further be desirable to provide a simple 
means for upgrading firmware in PictBridge printers. 

SUMMARY OF THE INVENTION 

0018. In a first aspect, there is provided an electronic 
device comprising an embedded computer system, said 
device comprising a processor Supporting a real-time operat 
ing system (RTOS), said processor Supporting user and Super 
visor modes, wherein said computer system is programmed 
Such that only code portions directly controlling essential 
hardware in said device are run in Supervisor mode. 
0019. As used herein, "essential hardware' is used to 
mean hardware component(s) which are essential for the 
device to perform its primary function. For example, in the 
case of a printer, the essential hardware may include drive 
circuitry for actuating nozzle actuators in a printhead, but 
does not include an LCD display on the printer, since an LCD 
display is not essential for the printer to be able to print. 
0020. As used herein, the term “code portion' is used to 
mean any portion of code which performs a specific function. 
A code portion may be part of a thread or a process. 
0021 Processors supporting user and supervisor modes 
are well known in the computer art. Code running in Super 
visor mode can only be accessed by a person with special 
privileges, such as the person who wrote the code originally. 
By contrast, code running in user mode can be accessed and 
modified by any person, irrespective of their privileges. 
0022. An example of a processor, which supports user and 
supervisor modes, is the SPARCTM processor. Such proces 
sors were designed to protect a core (or kernel) of an operat 
ing system from potentially buggy applications running on a 
computer. With the core of the operating system running in 
Supervisor mode, the operating system can continue to run, 
even if a particular application running in user mode has 
crashed. This ensures that other applications running in user 
mode can continue running on the operating system. By pro 
tecting the core of the operating system in this way, the risk of 
crashing the whole computer with a buggy application is 
minimized—there is a separation between applications and 
the core of the operating system. 
0023. In the present invention, the processor supporting 
user and Supervisor modes is employed in a different manner 
from its conventional use in non-embedded computer sys 
tems. The embedded computer system of the present inven 
tion is programmed so that only code portions directly con 
trolling essential hardware in the device are run in Supervisor 
mode, with the remainder of code portions being run in user 
mode. 
0024. A major advantage of running certain code portions 
(which control essential hardware in the device) in supervisor 
mode is that these code portions cannot be modified once they 
have been finalized by the device manufacturer. Hence, the 
manufacturer, or a licensee, retains ultimate control over how 
the device may be operated. 
0025. For example, a printer manufacturer may program 
into code portions directly controlling a printhead and paper 
feed mechanism that the printer should only print at 10 pages 
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per minute. Since this code portion is protected in Supervisor 
mode, it is not possible for a hacker to modify the code and 
upgrade his printer. 
0026. Optionally, the computer system is programmed 
Such that code portions not directly controlling essential hard 
ware in said device are run in user mode. Optionally, a core of 
the RTOS is run in user mode. The advantages of program 
ming the embedded computer system in this way are twofold. 
Firstly, the amount of code in Supervisor mode is kept to a 
minimum, which minimizes the risk of bugs being present in 
this immutable code. Secondly, by having the RTOS and 
non-essential applications running in user mode, there is an 
opportunity for a licensed printer manufacturer or distributor, 
downstream of the original printer manufacturer, to develop 
its own firmware specific to its requirements on an operating 
system of its choice. For example, a licensed printer manu 
facturer may wish to change the format of an LCD display and 
he may wish to program this using his preferred operating 
system. In accordance with the present invention, a licensed 
printer manufacturer has the flexibility to do this, without the 
security of a QA System in the device being compromised. 
0027 Optionally, the computer system is programmed 
Such that a code portion directly controlling essential hard 
ware is callable from an application running in user mode via 
a trap identifying that code portion. A plurality of code por 
tions, each directly controlling respective essential hardware, 
may each be independently callable from an application run 
ning in user mode via a respective trap identifying a respec 
tive code portion. 
0028. An advantage of being able to call up a particular 
code portion from user mode is that it provides further flex 
ibility for programming specific operation sequences into the 
device. User mode applications may be programmed by a 
licensed device manufacturer or may even be available via an 
upgrade, downloadable from the Internet. For example, a 
printer user may wish to have a default option of printing 
5000 pages, full color. He is able to upgrade his firmware to 
have this default option, because the print job application(s) 
programmed into the embedded system run in user mode. 
0029 Optionally, the code portion directly controlling 
essential hardware communicates with at least one authenti 
cation chip in the device before an operation of the hardware. 
The authentication chip (or QA chip) authorizes the opera 
tion. For example, the code portion may ask the QA chip for 
the authorized print speed for that printer. The QA chip 
returns this information (e.g. 10 pages per minute) to the 
computer system and printing at the authorized print speed 
can commence. In this way, licensed operation of the device 
can be controlled securely via the QA chip, without being 
compromised by a malicious attack onfirmware in the device. 
0030 Optionally, a first authentication chip is associated 
with a consumable component of said device. Examples of 
consumable components in electronic devices include ink 
cartridges, toner, paper, batteries etc. The first authentication 
chip may contain static and/or dynamic data relating to the 
consumable component. For example, static data may relate 
to a source, batch number, quality (e.g. ink color), initial 
quantity etc. of the consumable component. Dynamic data 
may relate to a current quantity (e.g. amount of remaining 
ink) or quality (e.g. temperature) of the consumable compo 
nent. 

0031. An electronic device may require several consum 
able components. Accordingly, the device may comprise a 
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plurality of first authentication chips, each one of the first 
authentication chips being associated with a respective con 
Sumable component. 
0032. Optionally, the electronic device is a printer and the 
consumable component is an ink cartridge having a respec 
tive first authentication chip. The authentication chip on an 
ink cartridge may be used to authorize printing only if certain 
conditions have been met e.g. (i) printing only when an ink 
cartridge of a predetermined type, as determined via the asso 
ciated authentication chip, is loaded in the printer; and/or (ii) 
printing only when a predetermined amount of ink, as deter 
mined via the associated authentication chip, is remaining in 
the ink cartridge. As described earlier, these authentication 
mechanisms provide a printer manufacturer with assurances 
regarding the quality of ink used in its printers, thereby pre 
serving the manufacturer's reputation in the printer market. 
0033) Optionally, a second authentication chip is posi 
tioned in a body of the device, which is not associated with a 
consumable component. For example, a second authentica 
tion chip may be mounted in or on a print engine for a printer. 
The second authentication chip may be used to authorize 
certain operations of the device. Such as printing at a prede 
termined speed. 
0034. In a second aspect, there is provided a system for 
upgrading firmware in a PictBridge printer, the system com 
prising: 
0035 a PictBridge printer having an embedded computer 
system; and 
0036) a memory stick for communicating with said 
embedded computer system, wherein said memory stick con 
tains a firmware upgrade for said embedded computer sys 
tem. 

0037. In a third aspect, there is provided a memory stick 
containing a firmware upgrade for an embedded computer 
system of a PictBridge printer. 
0038. In a fourth aspect, there is provided a system for 
upgrading firmware in a PictBridge printer, the system com 
prising: 
0039 a PictBridge printer having an embedded computer 
system; and 
0040 a digital camera for communicating with said 
embedded computer system, wherein said camera contains a 
firmware upgrade for said embedded computer system. 
0041. In a fifth aspect, there is provided a digital camera 
containing a firmware upgrade for an embedded computer 
system of a PictBridge printer. 
0042 PictBridge is an industry open standard from the 
Camera & Imaging Products Association (CIPA) for direct 
printing. It allows images to be printed directly from digital 
cameras to a printer, without having to connect the camera to 
a computer. By connecting a PictBridge-enabled printer to a 
PictBridge-enabled camera using a single USB cable, users 
can easily control print settings using their camera and pro 
duce high quality photos without using a PC. A major advan 
tage of PictBridge printing is its simplicity for the user, and 
especially those users for whom complex photo application 
software may be a barrier. 
0043 PictBridge relies on communication between 
embedded computer systems in the camera and printer. These 
embedded computer systems effectively replace PC photo 
applications and, moreover, simplify operability for the user. 
0044) From time to time, it may be necessary to upgrade 
firmware in a PictBridge printer. For example, additional 
printing options may be required or it may be necessary to 
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upgrade firmware so that it is compatible with new Pict 
Bridge-enabled cameras on the market. 
0045. In traditional digital camera systems, software 
upgrades for PC photo applications are provided via internet 
downloads or CD. However, many PictBridge printer users 
may not own a computer in the first place. For those that do 
own a computer, the complexity of downloading new soft 
ware onto their PC from the internet and upgrading their 
PictBridge printer by connecting it to their PC is likely to be 
a significant barrier. After all, PictBridge users are generally 
attracted to this system, because of its simplicity and because 
it obviates the need for a PC. 
0046. A major advantage of the present invention is its 
simplicity for the user. Insertion of a memory stick into a USB 
port of a PictBridge printer requires no computer skills. 
Therefore, firmware upgrades of a printer may be confidently 
performed by anyone without risk or fear of upgrading the 
printer incorrectly. 
0047. As used herein, the term “memory stick” is used to 
mean any portable non-volatile digital memory device. 
0048. The memory stick or camera may communicate 
with the embedded computer system via standard USB con 
nectOrS. 

0049 Optionally, the memory stick or camera is config 
ured to download automatically a firmware upgrade to the 
printer if it detects that the printer does not already have that 
upgrade. 
0050. Optionally, the portable non-volatile 
memory device is a memory Stick. 
0051. The camera may be sold with the firmware upgrade 
already programmed into its memory. Alternatively, the cam 
era may receive the firmware upgrade from an external 
Source. For example, a memory stick may be used to down 
load the firmware upgrade to the camera so that the camera 
can upgrade the printer when it is next connected. 

digital 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.052 A specific embodiment of the invention will now be 
described in detail, with reference to the following drawings 
in which: 
0053 FIG. 1 is a perspective view of a printer having an 
embedded computer system; and 
0054 FIG. 2 is a diagram showing the interrelationship 
between various components of the embedded computer sys 
tem and printer hardware. 

DETAILED DESCRIPTION OF A SPECIFIC 
EMBODIMENT 

Embedded System with User and Supervisor Modes 
0055 FIG. 1 shows a printer 2 embodying the present 
invention. Media Supply tray 3 Supports and Supplies media 8 
to be printed by a print engine (concealed within a printer 
casing). Printed sheets of media 8 are fed from the print 
engine to a media output tray 4 for collection. User interface 
5 is an LCD touch screen and enables a user to control the 
operation of the printer 2. The printer 2 comprises an embed 
ded computer system (not shown), which controls the overall 
operation of the printer. 
0056 Turning to FIG. 2, there is shown schematically the 
embedded computer system 10 and its interrelationship with 
printer hardware and other external components. The embed 
ded computer system 10 comprises a processor 11, which 
Supports user and Supervisor modes. The processor 11 runs 
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code portions 12 controlling essential printing hardware 13 in 
supervisor mode only. The essential printing hardware 13 
may comprise drive circuitry for actuating nozzle actuators, 
motors driving a feed mechanism etc. All other code is run in 
user mode, including the core RTOS 14. 
0057. Applications 15 running in user mode control 
printer operations indirectly via traps which call up code 
portions 12. In this way, the integrity of the code portions 12 
is protected, whilst still allowing some flexibility on exactly 
how the printer is operated. 
0058. The code portions 12 are in communication with a 
print engine QA chip 16a and one or more ink cartridge QA 
chips 16b in the printer. Before any operation of essential 
printing hardware 13, the code portions 12 communicate with 
the QA chips 16a and 16b to request authorization for that 
operation. 
0059. The print engine QA chip 16a is programmed with 
an authorized print speed (e.g. 30 pages per minute). This 
information is returned to the code portions 12 and the essen 
tial printing hardware 13 is operated in accordance with the 
authorized print speed. 
0060. The ink cartridge QA chip 16b is programmed with 
information regarding the ink, including an amount of 
remaining ink. If, for example, the ink cartridge QA chip 16b 
returns information that no ink is remaining in the cartridge, 
then the code portions 12 are not authorized to operate the 
essential printing hardware 13 and printing is aborted. 
0061 Since the code portions 12 are run in supervisor 
mode only, it is not possible for an unauthorized person to 
modify these code portions and, hence, it is not possible to 
change the operation of essential printing hardware 13 or 
override the security provided by the QA chips 16a and 16b. 
0062 On the other hand, code portions 17 controlling 
non-essential hardware 18, such as the LCD display 5, are run 
in user mode. These code portions 17, together with the core 
RTOS 14, can be modified without any authorization privi 
leges, to provide flexibility in operation of non-essential hard 
ware and even flexibility in selecting a desired operating 
system. 
0063. With the embedded system 10 arranged as described 
above, all printer upgrades and ink refills can be reliably 
controlled via the QA chips 16a and 16b. The print engine QA 
chip 16a may receive a print speed upgrade 19 via an autho 
rized internet download or memory stick. Likewise, an ink 
refill QA chip 20 may communicate with the ink cartridge QA 
chip 16b during an authorized ink refill, so that the ink car 
tridge QA chip 16b knows a refill from an authentic source 
has taken place. Authorized ink refill operations are described 
in detail in our earlier U.S. patent application Ser. No. 11/014, 
769 (filed on Dec. 12, 2004), the contents of which is hereby 
incorporated by reference. 

Firmware Upgrades 
0064. As described above, the majority offirmware in the 
embedded system 10 for printer 2 may be modified or 
upgraded without compromising the security of licensed 
printer operations. Some firmware upgrades may be provided 
by the user. 
0065 Referring to FIG. 2, a firmware upgrade may be 
provided by a memory stick 30 or a camera 31. The memory 
stick 30 or camera 31 contains the firmware upgrade in its 
memory and automatically downloads the upgrade to the 
embedded system 10 if it detects that the embedded system 
requires upgrading. 
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0066. In the case of the memory stick 30, the user simply 
plugs the memory stick into a USB port of a PictBridge 
printer. 
0067. In the case of the camera 31, the user simply con 
nects the camera to a Pictbridge printer via its USB port in the 
normal way. The user may even be unaware that a firmware 
upgrade has taken place if the camera was purchased with the 
upgrade contained in its memory. Alternatively, the memory 
stick 30 may be used to download a firmware upgrade into the 
camera's memory, and the camera 31 used to upgrade firm 
ware in the embedded system 10 when the camera is next 
connected to the printer 2. 
0068. It will, of course, be appreciated that the present 
invention has been described purely by way of example and 
that modifications of detail may be made within the scope of 
the invention, which is defined by the accompanying claims. 

1. An electronic device comprising an embedded computer 
system, said device comprising a processor Supporting a real 
time operating system (RTOS), said processor Supporting 
user and Supervisor modes, 

wherein said computer system is programmed Such that 
only code portions directly controlling essential hard 
ware in said device are run in Supervisor mode, and 

said code portion directly controlling essential hardware 
communicates with at least one authentication inte 
grated circuit in said device before an operation of said 
hardware, said authentication integrated circuit autho 
rizing said operation. 

2. The electronic device of claim 1, wherein said computer 
system is programmed Such that code portions not directly 
controlling essential hardware in said device are run in user 
mode. 

3. The electronic device of claim 1, wherein a core of said 
real-time operating system (RTOS) runs in user mode. 

4. The electronic device of claim 1, wherein said computer 
system is programmed Such that a code portion directly con 
trolling essential hardware is callable from an application 
running in user mode via a trap identifying said code portion. 

5. The electronic device of claim 1, wherein a first authen 
tication integrated circuit is associated with a consumable 
component of said device. 

6. The electronic device of claim 5 comprising a plurality 
of first authentication integrated circuits, each one of said first 
authentication integrated circuits being associated with a 
respective consumable component. 

7. The electronic device of claim 6, wherein said device is 
a printer and said consumable component is an ink cartridge 
having a respective first authentication integrated circuit. 

8. The electronic device of claim 7, wherein said autho 
rized operation is selected from: 

printing only when an ink cartridge of a predetermined 
type, as determined via the associated authentication 
integrated circuit, is loaded in said printer; and 

printing only when a predetermined amount of ink, as 
determined via the associated authentication integrated 
circuit, is remaining in the ink cartridge. 

9. The electronic device of claim 1, wherein a second 
authentication integrated circuit is positioned in a body of 
said device. 

10. The electronic device of claim 9, wherein said device is 
a printer and said second authentication integrated circuit is 
mounted in or on a print engine. 

11. The electronic device of claim 9, wherein said device is 
a printer and said authorized operation is selected from: 
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printing at a predetermined speed; 13. The electronic device of claim 12, wherein said device 
printing at a predetermined resolution; is a printer and said authorized operation is selected from: 
full color printing; and printing at a predetermined speed; 

printing at a predetermined resolution; 
full color printing; and 

12. The electronic device of claim 1, wherein said code monochrome printing. 
portion is programmed to allow only an authorized operation 
of said hardware. ck 

monochrome printing. 


