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SOFTWARE DEFINED DYNAMIC traffic based on the predefined protocol ; determine a 
FILTERING dynamic path between the mobile device and the content 

server through the proxy server ; and route data transfers 
FIELD between the mobile device and the content server through 

5 the dynamic path . 
Embodiments of the invention relate , generally , to net In some embodiments , the POP may be an entry POP . The 

worked content delivery for mobile devices . dynamic path may include the entry POP and an exit POP . 
The mobile accelerator system may include a plurality of 

BACKGROUND interconnected POPs including the entry POP and the exit 
10 POP . 

Technologies such as Wi - Fi or mobile broadband ( e . g . , In some embodiments , the proxy server may be further 
2G / 3G / long - term evolution ( LTE ) , etc . ) allow mobile configured to : receive second traffic associated with a sec 
devices , such as cellphones or smartphones , to connect with ond content server , wherein the second traffic utilizes the 
remote content servers via the Internet . The speed of content port associated with the predefined protocol ; determine , 
delivery can affect the quality of data access and mobile 15 based on accessing the dynamic filter , whether the second 
device performance . For example , fast internet browsing , content server has been associated with traffic that fails to 
high quality video or audio data streaming , or multiplayer use the predefined protocol ; in response to determining that 
gaming may require data transfer rates that are faster than the second content server has been associated with traffic 
the capacities of conventional mobile data networks . Virtu - that fails to use the predefined protocol , route data transfers 
ally any mobile device application supported by Internet 20 between the mobile device and the second content server to 
connectivity is enhanced with faster data transfer rates . In bypass the mobile accelerator system without analyzing the 
this regard , improvements to networked content delivery for second traffic to determine whether the second traffic cur 
mobile devices are desirable . rently is using the predefined protocol . 

In some embodiments , the POP may further include a 
BRIEF SUMMARY 25 virtual private network ( VPN ) server configured to : create a 

dedicated transport channel with a mobile device ; receive 
Through applied effort , ingenuity , and innovation , solu - the traffic associated with the content server from the mobile 

tions to improve such mobile devices have been realized and device via the dedicated transport channel ; determine 
are described herein . Some embodiments may provide for a whether the traffic is utilizing the port associated with the 
mobile accelerator system including a point of presence 30 predefined protocol ; and in response to determining that the 
( POP ) , including : a proxy server configured to : receive traffic is utilizing the port associated with the predefined 
traffic associated with a content server , wherein the traffic protocol , send the traffic to the proxy server . 
uses a port associated with a predefined protocol ; determine , In some embodiments , the proxy server configured to 
based on accessing a dynamic filter , whether the content analyze the traffic to determine whether the traffic currently 
server has been associated with traffic that fails to use the 35 is using the predefined protocol may include the proxy 
predefined protocol , wherein the dynamic filter defines a list server being configured to parse the traffic . 
of content servers that have been associated with traffic that In some embodiments , the port may be a transmission 
uses the port but fails to use the predefined protocol ; in control protocol ( TCP ) port 80 . The predefined protocol may 
response to determining that the content server has not been be hypertext transfer protocol ( HTTP ) . In some embodi 
associated with traffic that fails to use the predefined pro - 40 ments , the port may be a TCP port 443 . The predefined 
tocol : analyze the traffic to determine whether the traffic protocol may be secure hypertext transfer protocol 
currently is using the predefined protocol ; and in response to ( HTTPS ) . 
determining that the traffic currently fails to use the pre - In some embodiments , the dynamic filter may include a 
defined protocol , update the dynamic filter such that the data entry associated with the content server , the data entry 
content server is associated with traffic that fails to use the 45 including an internet protocol ( IP ) prefix , a netmask , the 
predefined protocol . port , and a TTL . 

In some embodiments , the dynamic filter defines a time to Some embodiments may include a method , including : 
live ( TTL ) associated with the content server . The proxy receiving , by a point of presence ( POP ) of a mobile accel 
server configured to determine , based on accessing the erator system , traffic associated with a content server , 
dynamic filter , whether the content server has been associ - 50 wherein the traffic uses a port associated with a predefined 
ated with traffic that fails to use the predefined protocol protocol ; determining , by the POP and based on accessing a 
includes the proxy server being configured to determine , dynamic filter , whether the content server has been associ 
based on accessing the dynamic filter , whether a TTL ated with traffic that fails to use the predefined protocol , 
associated with the content server has lapsed . The proxy wherein the dynamic filter defines a list of content servers 
server configured to update the dynamic filter such that the 55 that have been associated with traffic that uses the port but 
content server is associated with traffic that fails to use the fails to use the predefined protocol ; in response to deter 
predefined protocol includes the proxy server being config - mining that the content server has not been associated with 
ured to update the dynamic filter such that a new TTL is traffic that fails to use the predefined protocol , and by the 
associated with the content server . POP : analyzing the traffic to determine whether the traffic 

In some embodiments , the proxy server may be further 60 currently is using the predefined protocol ; and in response to 
configured to , in response to determining that the traffic determining that the traffic currently fails to use the pre 
currently fails to use the predefined protocol , route data defined protocol , updating the dynamic filter such that the 
transfers between the mobile device and second content content server is associated with traffic that fails to use the 
server to bypass the mobile accelerator system . predefined protocol . 

In some embodiments , the proxy server may be further 65 In some embodiments , the dynamic filter may define a 
configured to , in response to determining that the traffic time to live ( TTL ) associated with the content servers . 
currently is using the predefined protocol : optimize the Determining , based on accessing the dynamic filter , whether 
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the content server has been associated with traffic that fails below . Similarly , corresponding and additional embodi 
to use the predefined protocol may include determining , ments are also described below . 
based on accessing the dynamic filter , whether a TTL 
associated with the content server has lapsed . Updating the BRIEF DESCRIPTION OF THE DRAWINGS 
dynamic filter such that the content server is associated with 5 
traffic that fails to use the predefined protocol may include Having thus described some embodiments in general 
updating the dynamic filter such that a new TTL is associ terms , reference will now be made to the accompanying 
ated with the content server . drawings , which are not necessarily drawn to scale , and 

In some embodiments , the method may further include , wherein : 
by the POP and in response to determining that the traffic the traffic 10 FIG . 1 shows an example of a system , in accordance with 

some embodiments ; currently fails to use the predefined protocol , route data 
transfers between the mobile device and second content FIG . 2 shows an example of a point of presence ( POP ) of 

a mobile accelerator system , in accordance with some server to bypass the mobile accelerator system . embodiments , in accordance with some embodiments ; 
In some embodiments , the method may further include , 15 FIG . 3 shows a schematic block diagram of example 

by the POP and in response to determining that the traffic circuitry , in accordance with some embodiments ; 
currently is using the predenned protocol : optimizing the FIG . 4 shows an example of a dynamic filter , in accor 
traffic based on the predefined protocol ; determining a dance with some embodiments ; 
dynamic path between the mobile device and the content FIG . 5 shows an example of a method of establishing a 
server through the proxy server ; and routing data transfers 20 connection between a mobile device and an entry POP of a 
between the mobile device and the content server through mobile accelerator system , performed in accordance with 
the dynamic path . some embodiments ; and 

In some embodiments , the POP may be an entry POP . The FIG . 6 shows an example of a method 600 of dynamic 
dynamic path may include the entry POP and an exit POP routing for data transfers between a mobile device and a 
The mobile accelerator system may include a plurality of 25 content server , performed in accordance with some embodi 
interconnected POPs including the entry POP and the exit ments . 
POP . 

In some embodiments , the method may further include , DETAILED DESCRIPTION 
by the POP , receiving second traffic associated with a second 
content server , wherein the second traffic utilizes the port 30 30 Embodiments will be described more fully hereinafter 

with reference to the accompanying drawings , in which associated with the predefined protocol ; determining , based some , but not all embodiments contemplated herein are on accessing the dynamic filter , whether the second content shown . Indeed , various embodiments may be implemented server has been associated with traffic that fails to use the in many different forms and should not be construed as predefined protocol ; in response to determining that the 20 35 limited to the embodiments set forth herein ; rather , these 
second content server has been associated with traffic that embodiments are provided so that this disclosure will satisfy fails to use the predefined protocol , routing data transfers applicable legal requirements . Like numbers refer to like 
between the mobile device and the second content server to 
bypass the mobile accelerator system without analyzing the A mobile accelerator system including a multiple point 
second traffic to determine whether the second traffic cur - 40 of - presences ( POPs ) provides for mobile device content 
rently is using the predefined protocol . delivery acceleration . The POPs may be located at different 

In some embodiments , the method may further include , geographical locations to provide a collection of access 
by a virtual private network ( VPN ) server of the POP : points to the Internet from the different geographical loca 
creating a dedicated transport channel with a mobile device ; tions . A mobile device may form a dedicated transport 
receiving the traffic associated with the content server from 45 channel with a fastest ( e . g . , based on synthetic latency ) POP 
the mobile device via the dedicated transport channel ; of the mobile accelerator system , or entry POP . The entry 
determining whether the traffic is utilizing the port associ POP may then be configured to route data transfers between 
ated with the predefined protocol ; and in response to deter the mobile device and the content server through one or 
mining that the traffic is utilizing the port associated with the more POPs of the mobile accelerator system . Based on a 
predefined protocol , sending the traffic to a proxy server of erver of 50 dynamic path determination that optimizes connection qual 
the POP . ity measures such as synthetic latency , the data transfers may 

be routed from the mobile device , through the mobile In some embodiments , analyzing the traffic to determine 
whether the traffic currently is using the predefined protocol accelerator system ( e . g . , to an entry POP via the dedicated 

transport channel , and then to a fastest exit POP ) , and then may include parsing the traffic . 55 to the content server . In some embodiments , the port may be a transmission The data traffic transferred between POPs within the 
control protocol ( TCP ) port 80 . The predefined protocol may mobile accelerator system may be optimized using various 
be hypertext transfer protocol ( HTTP ) . In some embodi techniques such as compression , aggressive congestion con 
ments , the port may be a transmission control protocol trol , large window size , etc . However , not all types of data 
( TCP ) port 443 . The predefined protocol may be secure 60 or traffic may be optimized using the various techniques . For 
hypertext transfer protocol ( HTTPS ) . example , mobile applications ( e . g . , messaging applications ) 

In some embodiments , the dynamic filter may include a may use custom protocols for Transmission Control Proto 
data entry associated with the content server , the data entry col ( TCP ) port 80 ( e . g . , well - known to use the Hypertext 
including an internet protocol ( IP ) prefix , a netmask , the Transfer Protocol ( HTTP ) ) or port 443 ( e . g . , well - known to 
port , and a TTL . 65 use the Hypertext Transfer Protocol Secure ( HTTPS ) ) to 

These characteristics as well as additional features , func - avoid mobile network issues such as filtering , rate limiting , 
tions , and details of various embodiments are described caching device , etc . These custom protocols may be differ 
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ent from the HTTP or HTTPS protocols that are well - known accelerator network ) . Alternatively , when the entry POP 
or standards for the ports 80 or 433 , respectively . Therefore , receives traffic that is not associated with any content server 
the some or all of the optimization techniques used for of the dynamic filter , the NProxy module may parse the 
HTTP or HTTPs traffic may not be suitable for the custom traffic , and if the traffic can be optimized ( e . g . , traffic uses 
protocol traffic . 5 HTTP or HTTPS protocol ) , then the data transfers may be 

Some embodiments may provide for intelligent routing of routed through a dynamic path of the mobile accelerator 
mobile device traffic that use custom protocols , or protocols system . 
that are otherwise are unsuitable for optimization . For Advantageously , various components and processing 
example , after a mobile device connects with the mobile steps of the mobile accelerator system ( e . g . , POPs , proxy 
accelerator system through an entry POP , the entry POP of 10 servers , etc . ) may be efficiently bypassed for data transfers 
the mobile accelerator system may be configured to analyze that would not be improved or optimized by the mobile 
the traffic to determine whether the traffic is suitable for accelerator system . Data transfer speeds of the mobile 
being optimized . This may include parsing the traffic on accelerator system is improved because the dedicated trans 
ports 80 or 433 to determine whether it is HTTP or HTTPS port channels between POPs are less congested by the traffic 
traffic , respectively , which can be optimized . For traffic that 15 that cannot be optimized , and thus increasing system band 
cannot be optimized , the entry POP may be configured to width for optimized traffic . 
route data transfers between the mobile device and the 
content server without traversing the mobile accelerator Exemplary Architecture 
system . For traffic that can be optimized , the entry POP may 
be configured to determine a dynamic ( e . g . , optimized ) path 20 FIG . 1 shows an example system 100 in accordance with 
through the mobile accelerator system , and route data trans - some embodiments . System 100 may include one or more 
fers between the mobile device and the content server mobile devices 102 ( e . g . , mobile devices 102a - 102c ) , 
through the dynamic path . Furthermore , the traffic through mobile accelerator system 104 , network 106 , and content 
the mobile accelerator system ( e . g . , from an entry POP to an server 108 . As discussed in greater detail below , a mobile 
exit POP ) may be optimized using compression , aggressive 25 device 102 may be connected with content server 108 via 
congestion control , large window size , etc . In some embodi - one or more of mobile accelerator system 104 and network 
ments , each POP of the mobile accelerator system ( e . g . , 106 to provide content delivery acceleration between con 
including mobile device POPs ) may be configured to per - tent server 108 and mobile device 102 . 
form the functionality discussed herein with respect to the Mobile devices 102a - 102b may each be associated with a 
entry POP , such that different POPs may operate as entry or 30 user . Although three mobile devices are shown in FIG . 1 , 
exit POPs to provide improved traffic routing between system 100 may include any number of mobile devices that 
various mobile devices and content servers . may be associated with various other users . Mobile device 

Some embodiments may include techniques for efficient 102 may include cellular telephone ( including smartphones 
bypass of the mobile accelerator system and / or traffic analy and / or other types of mobile telephones ) , tablet , laptop , 
sis when traffic is reliably known to be unsuitable for 35 electronic reader , e - book device , media device , and / or the 
optimization . For example , the entry POP of the mobile like . In some embodiments , some or all of the techniques 
accelerator network may include an HTTP / HTTPS proxy discussed herein with respect to mobile device 102 and 
server including an entry proxy ( “ NProxy " ) module . The mobile acceleration may be applicable to a stationary device , 
NProxy module may be configured to receive traffic asso such as a desktop computer , terminal , work station , server , 
ciated with the content server ( e . g . , transferred between the 40 among other things . 
mobile device and the content server ) , and to determine Mobile accelerator system 104 may include a plurality of 
whether the traffic is suitable for being optimized , such as point of presences , or POPs 110 . A “ POP , " as used herein , 
based on parsing the traffic . To increase efficiency , the refers to one or more servers , routers , Asynchronous Trans 
NProxy module may be configured to implement a dynamic fer Mode ( ATM ) switches , digital / analog call aggregators , 
filter defining a listing of content server addresses ( e . g . , by 45 etc . that provide an access point to network 106 ( e . g . , the 
internet protocol ( IP ) prefix ) for content servers associated Internet ) . Although shown as being separate from network 
with traffic that is not suitable for being optimized , and may 106 , in some embodiments , the mobile accelerator system 
update the dynamic filter when appropriate . 104 may supported by an Internet backbone provided by the 

For example , each content server listed by the dynamic network 106 . The mobile device 102 may include a content 
filter may be associated with a time to live ( TTL ) indicating 50 router module and / or circuitry configured to determine the 
how long the analysis ( e . g . , via parsing ) of the traffic entry POP 110a and facilitate the creation of a dedicated 
associated with the content server remains valid . Upon transport channel ( e . g . , a wireless virtual private network 
expiration of the TTL for a content server , the NProxy ( VPN ) tunnel ) with the entry POP 110a via the connection 
module may be configured to refresh the listing , such as by 112 . In some embodiments , a single POP 110 may include 
performing another check of the traffic associated with the 55 multiple servers , and load balancing algorithms may be used 
content server . Based on the check , the dynamic filter may to balance traffic between the multiple servers of the POP 
be updated accordingly . 110 . 
When the entry POP ( e . g . , a VPN server , switch , etc . ) Each of the POPs 110 may be connected with each other 

receives traffic associated with the content server , the and located at different geographical locations to provide a 
NPRoxy module of the proxy server may check the dynamic 60 collection of access points to network 106 from the different 
filter for the content server , and the NProxy module may geographical locations . For example , in a six POP mobile 
route the traffic based on the dynamic filter entries without accelerator system 104 , interconnected POPs 110 may be 
requiring additional parsing or other analysis of the traffic located in Singapore , Seoul , San Francisco , Tokyo , Dallas , 
for optimization suitability ( e . g . , so long as the TTL has not and New York to form the mobile accelerator system 104 . 
lapsed ) . For example , the data transfers may be routed 65 FIG . 2 shows an example of a POP 110 , in accordance 
directly between the mobile device and the content server with some embodiments . With reference to FIGS . 1 and 2 , 
( e . g . , without traversing though the POPs of the mobile POP 110 may include an ( e . g . , HTTP / HTTPS ) proxy server 
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202 and a virtual private network ( VPN ) server 204 . The module 208 may be further configured to determine the 
proxy server 202 may include an NProxy module 206 and a dynamic path as including the entry POP 110a and the exit 
content router module 208 . In various embodiments , the POP 110 . 
NProxy module 206 and / or content router module 208 may In some embodiments , the dynamic path may include one 
be separate from the proxy server 202 , such as on one or 5 or more intervening other POPs 110 between the entry POP 
more other servers of the POP 110 . 110a and the exit POP 110b . In some embodiments , the 

When the POP 110 is an entry POP , the NProxy module dynamic path may include only the entry POP 110a , and data 
206 may be configured to receive traffic transferred between transfers may be routed from the proxy server 202 of the 
a mobile device 102 and a content server 108 , and determine entry POP 110a to the content server 108 via the Internet 
whether the traffic can be optimized by the mobile accel - network 106 ( e . g . , without traversing a second , exit POP 110 
erator system , as discussed in greater detail herein . The of the mobile accelerator network 104 ) . In general , the 
NProxy module 206 may be further configured to route dynamic path may be an optimized path through at least one 
traffic that cannot be optimized between the consumer POP 110 of the mobile accelerator system 104 that is 
device 102 and the content server 108 directly ( e . g . , via 15 programmatically selected based on data transfer speed 
Internet network 106 , and without traversing a POP 110 of ( e . g . , as measured by synthetic latencies ) . 
the mobile accelerator system 104 ) . For traffic that can be In various embodiments , the content router module 208 
optimized , the NProxy module 208 may be configured to may be located in one or more components of system 100 to 
route the traffic based on a dynamic path that may include perform dynamic path determination . For example , the 
the proxy server 202 of the POP 110 , as well as one or more 20 content router module 208 may be located in mobile device 
other POPs 110 of the mobile accelerator system 104 , or 102 to find an optimized entry POP . In another example , the 
some other optimized path . content router module 208 may be located in another com 

In some embodiments , the NProxy module 206 may be ponent of the POP 110 , such as the VPN server 204 or a 
configured to maintain a dynamic filter including a listing of separate server . 
content servers 108 associated with data that cannot be 25 The VPN server 204 of the POP 110 may be configured 
optimized . In some embodiments , the dynamic filter may be to create a dedicated transport channel with a mobile device 
defined by software to provide improved flexibility of con - 102 when the POP 110 is acting as an entry POP for data 
figurations , and real - time updates . Here , the dynamic filter transfers . In some embodiments , the VPN server 204 and / or 
may be referred to as a Software Defined Dynamic Filter a switch , router , or the like , of the POP 110 may be 
( SDDFilter ) . The SDDFilter may reside in a memory of the 30 configured to send traffic that is utilizing a port associated 
proxy server 202 for faster lookup , but may additionally or with a predefined protocol to the proxy server for determi 
alternatively be stored in a separate database or other storage nations with respect to whether the traffic can be optimized 
medium . and suitable routing . For example , upon receipt of traffic 

With reference to FIG . 4 , dynamic filter 400 may include from the mobile device 102 via the dedicated transport 
data associated with content servers . In particular , each entry 35 channel , the VPN server 204 may be configured to forward 
represents an internet protocol ( IP ) prefix 402 ( e . g . , incor - the traffic going to port 80 ( HTTP ) and 443 ( HTTPS ) to the 
porating multiple IP addresses , as discussed in greater detail proxy server 202 . Here , the proxy server 202 may be 
below ) and an associated netmask 404 , TCP port 406 , and configured to analyze the traffic , manage the dynamic filter , 
time to live ( TTL ) 408 . Rather than determining whether the and route data transfers for ports 80 and 443 , and thus the 
traffic can be optimized each time the content server 108 is 40 proxy server 202 is referred to as an HTTP / HTTPS proxy 
accessed , the NProxy module 206 may reference the server . In some embodiments , the VPN server 204 and the 
dynamic filter to provide efficient data transfer bypass of the proxy server 202 may be implemented on shared hardware , 
proxy server 202 for data transfers between mobile devices such as a single server or distributed across one or more 
102 and the content server 206 . Each listed content server servers of the POP 110 . 
108 of the dynamic filter ( e . g . , based on IP prefix 402 ) may45 The dedicated transport channel of the VPN may include 
be associated with a time to live ( TTL ) 408 , defining a a layer 3 tunnel , and the mobile device 102 and VPN server 
period of time within which a determination as to whether 204 may ( e . g . , optionally ) exchange encryption keys . Once 
traffic associated with the content server 108 can be opti - connected , internet protocol ( IP ) traffic from the mobile 
mized remains valid or usable . Subsequent to lapse of the device 102 or device POP will be sent to the connected VPN 
TTL 408 , the NProxy module 208 may be configured to 50 server 204 of the entry POP 110a . When suitable , the traffic 
recheck whether the traffic can be optimized by the mobile may further be optimized using various techniques such as 
accelerator system , and update the dynamic filter 400 data compression ( e . g . , dictionary based compression ) , TCP 
accordingly . Subsequent data routing associated with the optimization ( e . g . , initcwind , aggressive congestion control , 
content server 208 may then be performed based on the large window size , etc . ) , HTTP optimization ( e . g . , caching , 
updated dynamic filter 400 . 55 front - end optimization for HTTP traffic ) , HTTPS optimiza 

The content router module 208 may be configured to tion , among other things . 
determine dynamic paths between the mobile device 102 With reference to FIG . 1 , the mobile device 102 may 
and the content server 208 . When traffic can be optimized , connect with an entry POP 110a of the mobile accelerator 
the NProxy module 206 may be configured to query the system 104 via connection 112 . Connection 112 may include 
content router module 208 using a content server 108 60 a wireless connection utilizing Wi - Fi and / or mobile broad 
address ( e . g . , IP address ) to receive a dynamic path for band technologies ( e . g . , 2G , 3G , and / or long - term evolution 
routing data transfers . To determine the dynamic path , the ( LTE ) , etc . ) . In some embodiments , connection 112 may 
content router module 208 of an entry POP 110a may be additionally or alternatively include a wired connection , 
configured to determine another POP 110 of the mobile such as Ethernet , universal serial bus ( USB ) , wired broad 
accelerator system 104 as an exit POP 110b , such as based 65 band , etc . The connection 112 may represent a “ last mile ” or 
on exit POP 110b providing the fastest direct connection final leg of the system 100 for content delivery from content 
access point to the content server 108 . The content router server 108 to the mobile device 102 . 
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In some embodiments , a mobile device 102 and / or entry and content servers 108 may be supported with various 
POP 110a may be configured to optimize the connection functionality such TCP optimization , connection pooling , 
between the mobile device 102 and the entry POP 110a . In and HTTP keep - alive . 
addition to selecting the entry POP 110a and facilitating In addition to optimization of the last mile and file mile 
connections with the entry POP 110a , for example , the 5 connections , the content router module 208 ( e . g . , of the 
mobile device 102 may be further configured to provide mobile device and / or entry POP 110a ) may further be 
various functionality such as user authentication , encryption configured to determine POP - to - POP scores between the 
for data transfers to the entry POP 110a , data compression POPs 110 of the mobile accelerator system 104 . The con 
( e . g . , dictionary based compression ) , user datagram protocol , nection between the entry POP 110 and the exit POP 110b 
( UDP ) optimization , transport layer security ( TLS ) optimi - may represent " middle mile ” or middle leg of the system 
zation , transmission control protocol ( TCP ) optimization , 100 . 
and / or hypertext transfer protocol ( HTTP ) optimization . The In some embodiments , the content router module 208 may 
connection between the mobile device 102 and the entry be configured to determine POP connection scores to gen 
POP 110a may be further configured to facilitate data 15 erate a dynamic path ranking . A “ POP connection score , " as 
routing , such as through Layer 3 and / or Layer 4 switches . In used herein , refers to a measure of the quality of the entire 
some embodiments , a mobile device 102 may also include path ( e . g . , including the first mile , middle mile , and last 
a POP or be a POP 110 of the mobile accelerator system 104 . mile ) between the mobile device 102 and the content server 
For example , a mobile device 102 may include a content 108 through the mobile accelerator system 104 . In some 
router module 208 as discussed herein for a POP 110 , and 20 examples , the path through the mobile accelerator system 
may be referred to as device POP . Furthermore , the mobile 104 may include the entry POP 110a and the exit POP 110b . 
device 102 may be further configured to perform POP Here , the POP connection score may be determined based on 
functionality with respect to data routing , such as by serving an entry POP score between mobile device 102 and entry 
as intervening POP 110 of the mobile accelerator system 104 POP 110a , a POP - to - POP score between entry POP 110a and 
for a connection between a second mobile device 102 and a 25 exit POP 110b , and an exit POP score between exit POP 
second content server 108 . 110b and content server 108 . In another example , the path 

The content server 108 and the network 106 may be through the mobile accelerator system 104 may include only 
connected with an exit POP 110b of the mobile accelerator a single entry / exit POP that serves as both the entry POP and 
system 104 via a connection 116 . In general , dynamic paths the exit POP . Here , the POP connection score may be 

30 determined based on an entry POP score between mobile may be determined based on scoring and ranking the various device 102 and the entrylexit POP 110 , and an exit POP available paths between the mobile device 102 and content score between entry / exit POP 110 and the content server server 108 . 
The content server 108 may be an original host of content , In addition or alternative to connections through between or alternatively , may be a dedicated content delivery server y server 35 the mobile device 102 and the content server 108 between or other redundant host . For example , the content server 108 the mobile accelerator system 104 , system 100 may provide 

may be one or multiple content delivery servers of a content for a direct connection between the mobile device 102 and delivery network ( CDN ) . In some embodiments , such as the content server 108 through network 106 , bypassing the 
when content is available from multiple content servers , the mobile accelerator system 104 when suitable . For example , 
content server 108 may be determined as a nearest content 40 the NProxy module 206 may be configured to route data 
server capable of providing the content to the mobile device transfers as such when the dynamic filter indicates that the 
102 and / or a POP 110 ( e . g . , such as based on a domain name content server 108 is associated with data that cannot be 
service ( DNS ) lookup for a uniform resource locator ( URL ) optimized . In another example , the content router module 
reference to the desired content ) . In some embodiments , 208 of the mobile device 102 and / or POP 110 may be 
content server 108 may be a user device , such as a mobile 45 configured to determine a " direct connection score , " which 
device 102 configured to provide content delivery via the as used herein , refers to a measure of the quality of the 
network 106 . connection between the mobile device 102 and the content 

In some embodiments , when traffic is susceptible to traffic server 108 through network 106 and without traversing the 
optimization , the dynamic paths between POPs 110 ( e . g . , the mobile accelerator system 104 . The techniques discussed 
entry POP 110a and the exit POP 1106 ) may be supported by 50 herein for determining the POP scores may be applicable to 
traffic optimization techniques such transmission control the direct connection score . For example , the direct connec 
protocol ( TCP ) optimization ( e . g . , for a long haul network ) , tion score may be determined based on synthetic latency 
HTTP / HTTPS optimization ( e . g . , caching , front - end opti - between the mobile device 102 and content server 106 
mization ) , data compression ( e . g . , dictionary based com - through the network 106 via connection 114 ( e . g . , rather 
pression ) , encryption for data transfers to the mobile device 55 than the mobile accelerator system 104 ) . As such , the mobile 
102 , connection pooling , and / or HTTP keep - alive . The device 102 may provide or otherwise behave like a POP , 
connection between the POPs 110 may be further configured providing an access point to the Internet via the direct 
to facilitate data routing , such as through Layer 4 switches connection 114 . Connection 114 , like connection 112 , may 

In some embodiments , the content router module 208 represent the last mile for system 100 , and may include a 
( e . g . of a POP 110 , such as entry POP 110a , and / or the 60 wireless connection utilizing Wi - Fi and / or mobile broad 
mobile device 102 ) may be configured to determine the exit band technologies and / or a wired connection . 
POP 110b and facilitate the routing of data transfers between Additional details regarding dynamic path scoring and 
the mobile device 102 and the content server 108 through the routing within a mobile accelerator system , applicable in 
exit POP 110b . The connection 116 may include a " first various embodiments , are discussed in U . S . patent applica 
mile ” or first leg of the system 100 for content delivery from 65 tion Ser . No . 14 / 644 , 116 , titled “ MOBILE ACCELERA 
content server 108 to the mobile device 102 . In some TOR , ” filed Mar . 10 , 2015 , which is hereby incorporated by 
embodiments , the connections between the exit POP 110b reference in its entirety . 

108 . 
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Network 106 may include a public network such as the functionalities described herein such as with respect to 
Internet . Network 106 may include one or more wired and / or methods 500 and 600 shown in FIGS . 5 and 6 respectively . 
wireless communication networks including , for example , a Whether configured by hardware , firmware / software 
wired or wireless local area network ( LAN ) , personal area methods , or by a combination thereof , processor 302 may 
network ( PAN ) , metropolitan area network ( MAN ) , wide 5 comprise an entity capable of performing operations accord 
area network ( WAN ) , or the like , as well as any hardware , ing to embodiments of the present invention while config 
software and / or firmware for implementing the one or more ured accordingly . Thus , for example , when processor 302 is 
networks ( such as , e . g . , network routers , switches , hubs , embodied as an ASIC , FPGA or the like , processor 302 may 
etc . ) . For example , network 106 may include a cellular comprise specifically configured hardware for conducting 
telephone , mobile broadband , long term evolution ( LTE ) , 10 one or more operations described herein . As another 
GSM / EDGE , UMTS / HSPA , IEEE 802 . 11 , IEEE 802 . 16 , example , when processor 302 may be embodied as an 
IEEE 802 . 20 , Wi - Fi , dial - up , and / or Wi - Max network . Fur - executor of instructions , such as may be stored in memory 
thermore , network 106 may include a public network ( e . g . , 304 , the instructions may specifically configure processor 
the Internet ) , a private network ( e . g . , the network associated 302 to perform one or more algorithms , methods or opera 
with the mobile accelerator system 104 ) , and / or combina - 15 tions described herein . For example , processor 302 may be 
tions thereof , and may utilize a variety of networking configured to execute operating system applications , firm 
protocols now available or later developed including , but not ware applications , media playback applications , media edit 
limited to TCP / IP based networking protocols . ing applications , among other things . 

FIG . 3 shows a schematic block diagram of example Memory 304 may comprise , for example , volatile 
circuitry 300 , some or all of which may be included in a 20 memory , non - volatile memory , or some combination 
mobile device 102 and / or a POP 110 ( e . g . , proxy server 202 , thereof . Although illustrated in FIG . 3 as a single memory , 
VPN server 204 ) of the mobile accelerator system 104 . In memory 304 may comprise a plurality of memory compo 
accordance with some example embodiments , circuitry 300 nents . The plurality of memory components may be embod 
may include various means for performing some or all of the ied on a single computing component or distributed across 
functionality discussed herein , such as one or more proces - 25 a plurality of computing components . In various embodi 
sors 302 , memories 304 , communications modules 306 , ments , memory 304 may comprise , for example , a hard disk , 
input / output modules 308 , NProxy module 206 , and / or random access memory , cache memory , flash memory , a 
content router module 208 . compact disc read only memory ( CD - ROM ) , solid state 

In some embodiments , such as when circuitry 300 is memory , digital versatile disc read only memory ( DVD 
included the mobile device 102 and / or a POP 110 ( e . g . , a 30 ROM ) , an optical disc , circuitry configured to store infor 
server of the POP 110 ) , the NProxy module 206 and / or mation , integrated circuitry , chemical / biological memory , 
content router module 208 may also or instead be included . paper , or some combination thereof . Memory 304 may be 
As referred to herein , “ module ” includes hardware , software configured to store information , data , applications , instruc 
and / or firmware configured to perform one or more particu - tions , or the like for enabling circuitry 300 to carry out 
lar functions . In this regard , the means of circuitry 300 as 35 various functions in accordance with example embodiments 
described herein may be embodied as , for example , circuitry , discussed herein . For example , in at least some embodi 
hardware elements ( e . g . , a suitably programmed processor , ments , memory 304 may be configured to buffer input data 
combinational logic circuit , integrated circuit , and / or the for processing by processor 302 . Additionally or alterna 
like ) , a computer program product comprising computer - tively , in at least some embodiments , memory 304 may be 
readable program instructions stored on a non - transitory 40 configured to store program instructions for execution by 
computer - readable medium ( e . g . , memory 304 ) that is processor 302 and / or data for processing by processor 302 . 
executable by a suitably configured processing device ( e . g . , Memory 304 may store information in the form of static 
processor 302 ) , or some combination thereof . and / or dynamic information . This stored information may be 

Processor 302 may , for example , be embodied as various stored and / or used by circuitry 300 during the course of 
means including one or more microprocessors with accom - 45 performing its functionalities . 
panying digital signal processor ( s ) , one or more processor ( s ) Communications module 306 may be embodied as any 
without an accompanying digital signal processor , one or component or means embodied in circuitry , hardware , a 
more coprocessors , one or more multi - core processors , one computer program product comprising computer readable 
or more controllers , processing circuitry , one or more com - program instructions stored on a computer readable medium 
puters , various other processing elements including inte - 50 ( e . g . , memory 304 ) and executed by a processing device 
grated circuits such as , for example , an ASIC ( application ( e . g . , processor 302 ) , or a combination thereof that is 
specific integrated circuit ) or FPGA ( field programmable configured to receive and / or transmit data from / to another 
gate array ) , or some combination thereof . Accordingly , device , such as , for example , a second circuitry 300 or other 
although illustrated in FIG . 3 as a single processor , in some computing device . In some embodiments , communications 
embodiments , processor 302 may comprise a plurality of 55 module 306 ( like other components discussed herein ) can be 
processing components or means . The plurality of process at least partially embodied as or otherwise controlled by 
ing components may be embodied on a single computing processor 302 . In this regard , communications module 306 
device or may be distributed across a plurality of computing may be in communication with processor 302 , such as via a 
devices collectively configured to function as circuitry 300 . bus . Communications module 306 may include , for 
The plurality of processing components may be in operative 60 example , an antenna , a transmitter , a receiver , a transceiver , 
communication with each other and may be collectively network interface card and / or supporting hardware and / or 
configured to perform one or more functionalities of cir - firmware / software for enabling communications . Commu 
cuitry 300 as described herein . In an example embodiment , nications module 306 may be configured to receive and / or 
processor 302 may be configured to execute instructions transmit any data that may be stored by memory 304 using 
stored in memory 304 or otherwise accessible to processor 65 any protocol that may be used for communications . Com 
302 . These instructions , when executed by processor 302 , munications module 306 may additionally and / or alterna 
may cause circuitry 300 to perform one or more of the tively be in communication with the memory 304 , input / 
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output module 308 and / or any other component of circuitry other programmable apparatus ' s circuitry to produce a 
300 , such as via a bus . Communications module 306 may be machine , such that the computer , processor other program 
configured to use one or more communications protocols mable circuitry that executes the code may be the means for 
such as , for example , Wi - Fi ( e . g . , a 802 . 11 protocol , etc . ) , implementing various functions , including those described 
Bluetooth , radio frequency systems ( e . g . , 900 MHz , 1 . 4 5 herein . In some embodiments , one or more external systems 
GHz , and 5 . 6 GHz communication systems ) , infrared , GSM , ( such as a remote cloud computing and / or data storage 
GSM plus EDGE , CDMA , 2G , 3G , LTE , mobile broadband , system ) may also be leveraged to provide at least some of 
and other cellular protocols , VOIP , or any other suitable the functionality discussed herein . the functionality discussed i 
protocol . As described above and as will be appreciated based on Input / output module 308 may be in communication with 10 this disclosure , various embodiments may be implemented processor 302 to receive an indication of an input and / or to as methods , mediums , devices , servers , databases , systems , provide an audible , visual , mechanical , or other output . and the like . Accordingly , embodiments may comprise vari Some example inputs discussed herein may include user ous means including entirely of hardware or any combina inputs for interacting with remote content servers , as well as 
for user inputs that configure parameters or settings of 15 tion 15 tion of software and hardware . Furthermore , embodiments 
mobile acceleration . In that sense , input / output module 308 may take the form of a computer program product on at least 
may include means for performing analog - to - digital and / or one non - transitory computer - readable storage medium hav 
digital - to - analog data conversions . Input / output module 308 ing computer - readable program instructions ( e . g . , computer 
may include support , for example , for a display , touch software ) embodied in the storage medium . Any suitable 
sensor , touch screen , keyboard , button , click wheel , mouse , 20 computer - readable storage medium may be utilized includ 
joystick , an image capturing device , microphone , speaker , ing non - transitory hard disks , CD / DVD - ROMs , flash 
biometric scanner , camera , motion sensor , and / or other memory , optical storage devices , quantum storage devices , 
input / output mechanisms . In embodiments where circuitry chemical storage devices , biological storage devices , mag 
300 may be implemented as a POP , server or database , netic storage devices , etc . 
aspects of input / output module 308 may be reduced as 25 Embodiments have been described above with reference 
compared to embodiments where circuitry 300 may be to block diagrams of components , such as functional mod 
implemented as an end - user machine or other type of device ules , system components and circuitry . Below is a discussion 
designed for complex user interactions ( e . g . , mobile device of an example process flowcharts describing functionality 
102 ) . In some embodiments ( like other components dis that may be implemented by one or more components 
cussed herein ) , input / output module 308 may even be elimi - 30 discussed above . Each block of the block diagrams and nated from circuitry 300 . Alternatively , such as in embodi process flowcharts , and combinations of blocks diagrams ments wherein circuitry 300 is embodied as a server or and process flowcharts , respectively , can be implemented by database , at least some aspects of input / output module 308 various means including computer program instructions . may be embodied on a mobile device used by a user that is 
in communication with circuitry 300 . Input / output module 35 dule 35 These computer program instructions may be loaded onto a 
308 may be in communication with memory 304 , commu general purpose computer , special purpose computer , or 
nications module 306 , and / or any other component ( s ) , such other programmable data processing apparatus , such as 
as via a bus . Although more than one input / output module processor 302 , to produce a machine , such that the computer 
and / or other component can be included in circuitry 300 . program product includes the instructions which execute on 
only one is shown in FIG . 3 to avoid overcomplicating the 40 the computer or other programmable data processing appa 
disclosure ( e . g . , like the other components discussed herein ) . ratus to create a means for implementing the functions 

In some embodiments , NProxy module 206 may also be specified in the flowchart block or block diagrams . 
included to perform the functionality discussed herein with These computer program instructions may also be stored 
respect to analyzing traffic , managing the dynamic filter , and in a computer - readable storage device ( e . g . , memory 304 ) 
routing traffic and / or the content router module 208 may also 45 that can direct a computer or other programmable data 
or instead be included and configured to perform the func - processing apparatus to function in a particular manner , such 
tionality discussed herein related determining optimal data that the instructions stored in the computer - readable storage 
transfer path and / or nodes . In some embodiments , some or device produce an article of manufacture including com 
all of the functionality of the NProxy module 206 and / or puter - readable instructions for implementing the function 
content router module 208 may be performed by processor 50 discussed herein . The computer program instructions may 
302 . In this regard , the example processes and algorithms also be loaded onto a computer or other programmable data discussed herein can be performed by at least one processor processing apparatus to cause a series of operational steps to 302 , NProxy module 206 , and / or content router module 208 . be performed on the computer or other programmable For example , non - transitory computer readable storage 
media can be configured to store firmware , one or more 55 a apparatus to produce a computer - implemented process such 
application programs , and / or other software , which include that the instructions that execute on the computer or other 
instructions and other computer - readable program code por programmable apparatus provide steps for implementing the 
tions that can be executed to control processors of the functions discussed herein . 
components of system 300 to implement various operations . Accordingly , blocks of the block diagrams and flowchart 
including the examples shown above . As such , a series of 60 illustrations support combinations of means for performing 
computer - readable program code portions may be embodied the specified functions , combinations of steps for perform 
in one or more computer program products and can be used , ing the specified functions and program instruction means 
with a device , server , database , and / or other programmable for performing the specified functions . It will also be under 
apparatus , to produce the machine - implemented processes stood that each block of the block diagrams and process 
discussed herein . 65 flowcharts , and combinations of blocks in the block dia 

Any such computer program instructions and / or other grams and process flowcharts , can be implemented by 
type of code may be loaded onto a computer , processor or special purpose hardware - based computer systems that per 
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form the specified functions or steps , or combinations of embodiments , the VPN server 204 may be configured to 
special purpose hardware and computer instructions . send traffic using ports 80 and 443 to the proxy server 204 . 

In some embodiments , the VPN server 204 may be 
Dynamic Filter configured to not send traffic that fails to be utilizing a port 

5 associated with a predefined protocol to the proxy server 
FIGS . 5 and 6 show flowcharts of example methods 500 202 . For example , traffic that is not for port 80 or 433 is not 

and 600 related to using a dynamic filter to optimize mobile sent to the proxy server 202 . Instead , the VPN server 204 
acceleration , respectively , in accordance with some embodi - may be configured to route data the transfers between the 
ments . Most of the steps of methods 500 and 600 are mobile device 102 and content server 108 to bypass the 
generally discussed herein as being performed by compo - 10 proxy server 202 , such as directly to the Internet from the 
nents of system 100 discussed above . However , other suit VPN server 204 , and without traversing a second ( e . g . , exit ) 

POP of the mobile accelerator system 104 . Method 500 may able devices , apparatus , systems and / or circuitry may be then proceed to 512 and end . used . FIG . 6 shows an example of a method 600 of dynamic FIG . 5 shows an example of a method 500 of establishing 15 routing for data transfers between a mobile device and a a connection between a mobile device and an entry POP of content server , performed in accordance with some embodi a mobile accelerator system , performed in accordance with ments . Method 600 may be performed to provide an efficient 
some embodiments . Method 500 may begin at 502 and bypass for traffic that is not suitable for being optimized by 
proceed to 504 , where processing circuitry of a mobile the mobile accelerator system 104 . based on the entry POP 
device 102 ( e . g . , a content router module 208 ) may be 20 using and updating a dynamic filter defining a list of content 
configured to determine an entry POP 110a from a plurality servers that have been associated with port traffic that fails 
of POPs 110 of a mobile accelerator system 104 . In some to use a predefined protocol of the port susceptible to 
embodiments , the entry POP may be selected from the POPs optimization . 
110 based on entry POP score , which may be determined Method 600 may begin at 602 and proceed to 604 , where 
based on a comparison of synthetic latencies between the 25 a proxy server 202 may be configured to receive traffic 
mobile device 102 and the POPs 110 of the mobile accel associated with a content server 108 , wherein the traffic uses 
erator system 104 . a port associated with a predefined protocol . For example , 
At 504 , the mobile device 102 may be configured to create the traffic may be received from the VPN server 204 as 

a dedicated transport channel tunnel with a VPN server 204 discussed at 510 of method 500 . Here , the traffic may use 
of an entry POP 110a . The dedicated transport channel may 30 port 80 or 443 , respectively associated with the HTTP or 
be created between the mobile device 102 and the VPN HTTPS protocols . In another example , the traffic may be 
server 208 of the entry POP 110 . The dedicated transport received from a switch , router , etc . of the entry POP 110 that 
channel , for example , may include a virtual private network is configured to forward port 80 or port 443 traffic . While 
( VPN ) tunnel . Additional details regarding the creation of port 80 and port 443 traffic , and their associated HTTP and 
the VPN is discussed in U . S . patent application Ser . No . 35 HTTPS protocols , are discussed in greater detail herein , it is 
14 / 644 , 116 , which is incorporated by reference above appreciated that other ports and associated protocols may 
At 508 , the VPN 204 server may be configured to receive also be used . 

traffic associated with a content server 108 from the mobile At 606 , the proxy server 202 ( e . g . , an NProxy module 206 
device 102 via the dedicated transport channel . In some executing on the proxy server 202 ) may be configured to 
embodiments , once the VPN is established , IP traffic from 40 determine , based on a dynamic filter , whether the content 
the mobile device ( or device POP ) may be associated with server 108 has been ( e . g . previously ) associated with traffic 
the content server 108 based on including a destination IP that fails to use the predefined protocol of the port . With 
address ( e . g . , 11 . 22 . 33 . 44 ) of the content server 108 . Fur - reference to FIG . 4 , dynamic filter 400 includes entries 410 
thermore , the traffic may include a destination port ( e . g . , port and 412 defining content servers ( e . g . , as referenced by IP 
80 or 443 ) . For example , the mobile device 102 may be 45 prefix ) that have been associated with traffic that uses port 80 
operating a messaging application , and the traffic may be or port 443 , but fails to use the associated predefined 
message data that is to be sent to a messaging content server protocols of the ports . 
108 that hosts the messaging application . Various mobile The proxy server 202 may be configured to analyze the 
applications may be enhanced with server connectivity , and traffic to determine the destination IP address of the content 
the entry POP 110a may receive such traffic between mobile 50 server 208 , and may be further configured to compare the 
devices and content servers via the dedicated transport destination IP address with the IP prefixes 410 and 412 of the 
channel . dynamic filter 400 to determine whether the content server 
At 510 , the VPN server 204 may be configured to send 208 is included within the dynamic filter . For example , if the 

traffic that is utilizing a port associated with a predefined IP address of the content server 208 is 11 . 22 . 33 . 44 , then the 
protocol to a proxy server 202 of the entry POP 110 . For 55 content server 108 may be determined as being included 
example , the VPN server 204 may monitor the destination within the dynamic filter based on entry 410 having the IP 
port associated with the traffic , and compare the destination prefix 11 . 22 . 33 . 0 and Netmask / 24 . As such , the content 
port with a list of ports that are associated with predefined server 108 may be determined as having been ( e . g . previ 
protocols . One example may include port 80 which is ously ) associated with traffic that fails to use the predefined 
associated with the HTTP protocol . Another example may 60 protocol of the port . In another example , if the IP address of 
include port 443 which is associated with the HTTPS the content server 108 is 44 . 33 . 22 . 11 , then neither of the IP 
protocol . In some embodiments , the predefined protocols prefixes associated with the entries 410 and 412 include the 
may include protocols that the mobile accelerator system content server 108 , and the content server 108 may be 
104 is capable of or configured to optimize . Here , the VPN determined as failing to be included within the dynamic 
server 204 may be configured to send traffic that is utilizing 65 filter . As such , the content server 108 may be determined has 
a port associated with protocol that the proxy server 204 is having not been associated with traffic that fails to use the 
configured to optimize to the proxy server 204 . In some predefined protocol of the port . 
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In some embodiments , each entry 410 and 412 ( and thus In response to determining that the traffic currently fails to 

content servers 108 ) of the dynamic filter 400 may be use the predefined protocol ( and that the content server has 
associated with a TTL 408 defining a time period within not been previously associated with traffic that fails to use 
which the entry is valid or usable . The proxy server 202 may the predefined protocol based on the dynamic filter at 606 ) , 
be configured to determine , based on accessing the dynamic 5 method 600 may proceed to 612 , where the proxy server 202 
filter 400 , whether a TTL 408 associated with the content may be configured to update the dynamic filter such that the 
server 108 has lapsed . Here , a lapsed entry may be discarded content server 108 is associated with traffic that fails to use 
or not used , or may trigger a subsequent analysis . the predefined protocol . 

In response to determining , based on the dynamic filter , If the content server 108 is new or otherwise has no 
that the content server 208 has been associated with traffic 10 previous entry within the dynamic filter , the proxy server 
that fails to use the predefined protocol of the port , method 202 may be configured to add an entry associated with the 
600 may proceed to 608 , where the proxy server 202 may be content server 108 to the dynamic filter . For an example 
configured to route data transfers between the mobile device destination IP address 11 . 22 . 33 . 44 , port 80 of the content 
102 and the content server 108 to bypass the proxy server server 108 , and with reference to the dynamic filter 400 of 
202 . The data transfer is thus routed to bypass the mobile 15 FIG . 4 , the proxy server 202 may be configured to add entry 
accelerator system 104 because the proxy server 202 is on 410 ( e . g . , if it did not previously exist ) including IP prefix 
the entry POP 110a of the mobile accelerator system 104 for 402 ( 11 . 22 . 33 . 0 ) determined based on the destination IP 
the mobile device 102 . address 11 . 22 . 33 . 44 . Furthermore , the Subnet mask ( “ net 

For example , the data transfers may be routed from the mask ” ) 404 ( e . g . , 24 , by default ) , the port 406 ( e . g . , 80 ) , and 
mobile device 102 , through connection 114 , to the network 20 a new TTL 408 ( e . g . , 12 hours ) may also be added to the new 
106 ( e . g . , the Internet ) , and to the content server 108 , and entry 410 . The TTL 408 may be a “ new ” TTL which , as used 
without traversing any POP 110 of the mobile accelerator herein , refers to a reset or maximum duration that counts 
system 104 . In another example , the data transfers may be down over time until lapse ( e . g . , TTL 408 = 0 ) . The 12 hour 
routed from the mobile device 102 via VPN connection 112 TTL 408 is only an example new TTL value , and one or 
to the VPN server 204 of the entry POP 110a , and then 25 more other times may be used . For example , content servers 
outside of the mobile accelerator system ( e . g . , without or IP prefixes that tend to have changing data protocols may 
traversing the proxy server 202 or another POP 110 ) to the be assigned lower TTLs to ensure a faster refresh rate of the 
network 106 ( e . g . , the Internet ) , and then to the content dynamic filter for those content servers . 
server 108 . Advantageously , the traffic that fails to the use a The netmask 404 reduces the number of entries and the 
recognized protocol , and thus are capable of being opti - 30 storage volume required for implementing the dynamic 
mized by the mobile accelerator system 104 , does not filter . By default , the netmask 404 may be set to 124 
contribute to congestion of the mobile accelerator system ( 255 . 255 . 255 . 0 ) , meaning that only 24 bits of 32 bit IP 
104 . addresses will be stored . Advantageously , content hosts may 

In some embodiments , the data transfers routed without employ a range of server IP addresses having the same IP 
traversing the mobile accelerator system 104 may be opti - 35 prefix , and thus individual entries for each server IP address 
mized using non HTTP / HTTPS optimizations , such as lower is not required . With reference to entry 412 of the dynamic 
layer optimizations . Some example optimizations may filter 400 , the Netmask / 24 may be applied to a destination 
include transmission control protocol ( TCP ) optimization IP address 22 . 33 . 45 . 10 , resulting in 22 . 33 . 45 . 10 / 24 , which is 
( e . g . , for a long haul network ) , connection pooling , aggres - converted to the IP Prefix 22 . 33 . 45 . 0 as shown by the entry 
sive congestion control , user datagram protocol ( UDP ) opti - 40 412 . Similarly , when the proxy server 202 receives traffic 
mization , large window size , and / or transport layer security associated with an IP address , the Netmask / 24 may be 
( TLS ) optimization . Method 600 may then proceed to 622 applied to the content server address to determine an IP 
and end . prefix . Here , all IP addresses between 22 . 33 . 45 . 0 and 

Returning to 606 , in response to determining , based on the 22 . 33 . 45 . 255 will be converted to the IP prefix 22 . 33 . 45 . 0 
dynamic filter , that the content server 208 has not been ( e . g . , 45 based on applying the Netmask / 24 . The IP prefix may then 
previously ) associated with traffic that fails to use the be compared with the listed IP prefixes of the dynamic filter , 
predefined protocol of the port , method 600 may proceed to along with the port number as discussed above . 
610 , where the proxy server 202 may be configured to In another example , the content server 108 may already be 
determine whether the traffic currently is using the pre - listed within the dynamic filter , but includes a lapsed TTL 
defined protocol . 50 408 . Here , the proxy server may be configured to update the 

For example , the proxy server 202 may be configured to dynamic filter by assigning a new TTL to the entry such that 
parse the traffic of the port 80 to determine whether the the analysis of the port traffic remains useable for the 
traffic is HTTP traffic . Additionally or alternatively , the duration of the new TTL . 
proxy server 202 may be configured to parse the traffic of In that sense , an expiration of the TTL results a subse 
port 443 to determine whether the traffic is HTTPS traffic . As 55 quent connection to the content server 108 triggering 
discussed above , mobile applications may use custom or another parsing of the traffic to see if it remains different 
non - standard protocols other than HTTP and HTTPS on from the HTTP / HTTPS traffic . Furthermore , exceptions , 
ports 80 and 443 to avoid mobile network issues such as errors , or the like for analyzed traffic do not cause permanent 
filtering , rate limiting , caching device , etc . However , some mistakes without expiration within the dynamic filter . 
or all of the optimization techniques used for HTTP or 60 At 614 , the proxy server 202 may be configured to route 
HTTPs traffic may not be suitable for the custom protocol data transfers between the mobile device 102 and the content 
traffic . If parsing in accordance with a predefined protocol of server 208 to bypass the proxy server 202 . The discussion at 
the port fails to yield usable or meaningful data , the traffic 608 may be applicable at 614 . Method 600 may then proceed 
may be determined as currently not using the predefined to 622 and end . 
protocol . The parsing may include examining the first few 65 Returning to 610 , in response to determining that the 
packets of the traffic and attempting to parse based on HTTP traffic is using the predefined protocol ( and that the content 
or HTTPS . server has not been previously associated with traffic that 
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fails to use the predefined protocol within the dynamic filter In some embodiments , each of the POP connection scores , 
at 606 , such as by not being listed or by having a lapsed entry POP scores , POP - TO - POP scores , and exit POP scores 
TTL ) , method 600 may proceed to 616 , where the proxy may be determined based on data transfer speed , such as by 
server 202 may be configured to optimize the traffic based on measuring synthetic latencies . Additional details regarding 
the predefined protocol . For example , the traffic on port 80 5 the dynamic path scoring and selection by a content router 
may be currently using the HTTP protocol , or the traffic on module of a mobile accelerator system are discussed in U . S . 
port 443 may be currently using the HTTPS protocol , and patent application Ser . No . 14 / 644 , 116 , which is incorpo 
thus are susceptible to HTTP / HTTPS traffic optimizations . rated by reference above . 
For HTTP traffic , some example optimizations may include Method 600 may be repeated . For example , the updated 
HTTP keep - alive , caching , front - end optimization , data 10 dynamic filter may be used when the proxy server 202 
compression ( e . g . , HTTP compression ) and connection receives subsequent traffic associated with the content server 
pooling . For HTTPS traffic , some example optimizations 102 that uses the port associated with the predefined proto 
may include connection pooling and data compression . The col . The proxy server 202 may check the dynamic filter , and 
optimizations for HTTP and HTTPS traffic may also include route data transfers to bypass the proxy server 202 ( and the 
lower layer optimizations such as TCP aggressive conges - 15 mobile accelerator system 104 ) when the content server 108 
tion control , dynamic windows size , packet level encryption has a non - lapsed entry ( based on TTL ) within the dynamic 
and user datagram protocol ( UDP ) optimization . filter . Alternatively , if the dynamic filter does not indicate a 

The proxy server 202 may be further configured to update bypass for the content server 108 , the proxy server 202 may 
the dynamic filter where appropriate . For example , if the analyze the subsequent traffic to determine whether the 
content server 108 previously was included within the 20 subsequent traffic is using the predefined protocol , update 
dynamic filter based on a prior analysis of the traffic , the the dynamic filter accordingly , and so forth . 
proxy server 202 may be configured update the dynamic In some embodiments , the proxy server 202 may be 
filter to remove the entry associated with the content server configured to share its dynamic filter and / or dynamic filter 
108 from the dynamic filter . As such , subsequent lookup of updates with one or more POPs 110 of the mobile accelera 
the dynamic filter would not result in data transfer bypass for 25 tor system 104 ( e . g . , including mobile POPs ) . The sharing 
the content server 108 in the manner discussed at 606 and can be on a scheduled basis , on request , etc . and may be 
608 . performed to reduce duplicative parsing of traffic associated 

At 618 , the proxy server 202 ( e . g . , content router module with the same content server by individual POPs 110 . 
208 ) may be configured to determine a dynamic path Method 600 may then proceed to 622 and end . 
between the mobile device 102 and the content server 108 30 
through the proxy server 202 of the entry POP 110a . At 620 , CONCLUSION 
the proxy server 202 may be configured to route data 
transfers between the mobile device 102 and the content Many modifications and other embodiments will come to 
server 108 through the dynamic path . mind to one skilled in the art to which these embodiments 

In some embodiments , the NProxy module 206 may be 35 pertain having the benefit of the teachings presented in the 
configured to request dynamic path routing from the content foregoing descriptions and the associated drawings . For 
router module 208 , such as based on providing the destina - example , while techniques for mobile device acceleration 
tion IP address of the content server 102 to the content router are discussed herein as being performed over the Internet , 
module 208 . For HTTP traffic , the proxy server 202 may be they may also be applicable to data delivery acceleration on 
configured to attempt determine content server destination 40 other wide area networks and / or other ( e . g . , stationary , wired 
based on the destination IP address and / or Host : header value communication ) devices . In another example , while ports 80 
of the HTTP traffic . For HTTPS traffic , the proxy server 202 and 443 and the associated HTTP and HTTPS protocols are 
may be configured to determine content server destination discussed in detail herein , other ports with associated pre 
based on the destination IP address and / or SNI hostname defined protocols may employ a dynamic filter to provide 
value of the HTTPS traffic . 45 mobile accelerator system bypass when appropriate or 

The content router module may be configured to deter - advantageous . Therefore , it is to be understood that embodi 
mine a “ POP connection score ” for dynamic paths that ments and implementations are not to be limited to the 
include the proxy server 202 of the entry POP 110a ( and if specific examples disclosed and that modifications and other 
optimal , an exit POP 110b ) . The “ POP connection score ” of embodiments are intended to be included within the scope of 
a dynamic path , as used herein , refers to a measure of the 50 the appended claims . 
quality of the dynamic path ( e . g . , including the first mile , That which is claimed : 
middle mile , and last mile ) between the mobile device 102 1 . A mobile accelerator system , comprising : 
and the content server 108 through one or more POPS 110 a point of presence ( POP ) , including : 
of the mobile accelerator system 104 . a proxy server configured to : 

For a dynamic path including an exit POP 110b ( e . g . , 55 receive traffic associated with a content server , 
separate from the entry POP 110a ) , the POP connection wherein the traffic uses a port associated with a 
score may be determined as a combination of an entry POP predefined protocol ; 
score between mobile device 102 and the entry POP 110a , determine , based on accessing a dynamic filter , 
a POP - to - POP score between the entry POP 110a and an exit whether the content server has been associated 
POP 110b ( and any intervening next POPs ) , and an exit POP 60 with traffic that fails to use the predefined proto 
score between the exit POP 110b and the content server 108 . col , wherein the dynamic filter defines a list of 

For a dynamic path that does not include a separate exit content servers that have been associated with 
POP 110b , the POP connection score may be determined as traffic that uses the port but fails to use the 
a combination of the entry POP score between mobile device predefined protocol ; and 
102 and the entry POP 110a , and an exit POP score between 65 in response to determining that the content server has 
the entry POP 110a ( acting also as an exit POP ) and the not been associated with traffic that fails to use the 
content server 108 . predefined protocol : 
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analyze the traffic to determine whether the traffic receive the traffic associated with the content server 

currently is using the predefined protocol ; and from the mobile device via the dedicated transport 
in response to determining that the traffic currently channel ; 

fails to use the predefined protocol , update the determine whether the traffic is utilizing the port asso 
dynamic filter such that the content server is 5 ciated with the predefined protocol ; and 
associated with traffic that fails to use the pre in response to determining that the traffic is utilizing the 
defined protocol . port associated with the predefined protocol , send the 

2 . The mobile accelerator system of claim 1 , wherein : traffic to the proxy server . 
the dynamic filter defines a time to live ( TTL ) associated 8 . The mobile accelerator system of claim 1 , wherein the 

10 proxy server configured to analyze the traffic to determine with the content server ; whether the traffic currently is using the predefined protocol the proxy server configured to determine , based on includes the proxy server being configured to parse the accessing the dynamic filter , whether the content server traffic . has been associated with traffic that fails to use the 9 . The mobile accelerator system of claim 1 , wherein : predefined protocol includes the proxy server being 15 udes me proxy server being 15 the port is a transmission control protocol ( TCP ) port 80 ; 
configured to determine , based on accessing the the predefined protocol is hypertext transfer protocol 
dynamic filter , whether a TTL associated with the ( HTTP ) . 
content server has lapsed ; and 10 . The mobile accelerator system of claim 1 , wherein : the proxy server configured to update the dynamic filter the port is a TCP port 443 ; and 
such that the content server is associated with traffic 20 the predefined protocol is secure hypertext transfer pro 
that fails to use the predefined protocol includes the tocol ( HTTPS ) . 
proxy server being configured to update the dynamic 11 . The mobile accelerator system of claim 1 , wherein : 
filter such that a new TTL is associated with the content the dynamic filter includes a data entry associated with the 
server . content server , the data entry including an internet 

3 . The mobile accelerator system of claim 1 , wherein the 25 protocol ( IP ) prefix , a netmask , the port , and a TTL . 
proxy server is further configured to , in response to deter 12 . A method , comprising : 
mining that the traffic currently fails to use the predefined receiving , by a point of presence ( POP ) of a mobile 
protocol , route data transfers between a mobile device and accelerator system , traffic associated with a content 
second content server to bypass the mobile accelerator server , wherein the traffic uses a port associated with a 

30 predefined protocol ; system . determining , by the POP and based on accessing a 4 . The mobile accelerator system of claim 1 , wherein the 
proxy server is further configured to , in response to deter dynamic filter , whether the content server has been 

associated with traffic that fails to use the predefined mining that the traffic currently is using the predefined protocol , wherein the dynamic filter defines a list of protocol : content servers that have been associated with traffic optimize the traffic based on the predefined protocol ; that uses the port but fails to use the predefined pro determine a dynamic path between a mobile device and tocol ; and 
the content server through the proxy server ; and in response to determining that the content server has not 

route data transfers between the mobile device and the been associated with traffic that fails to use the pre 
content server through the dynamic path . defined protocol , and by the POP : 

5 . The mobile accelerator system of claim 1 , wherein : analyzing the traffic to determine whether the traffic 
the POP is an entry POP ; currently is using the predefined protocol ; and 
a dynamic path includes the entry POP and an exit POP ; in response to determining that the traffic currently fails 

and to use the predefined protocol , updating the dynamic 
the mobile accelerator system includes a plurality of 45 filter such that the content server is associated with 

interconnected POPs including the entry POP and the traffic that fails to use the predefined protocol . 
exit POP . 13 . The method of claim 12 , wherein : 

6 . The mobile accelerator system of claim 1 , wherein the the dynamic filter defines a time to live ( TTL ) associated 
proxy server is further configured to : with the content server ; 

receive second traffic associated with a second content 50 determining , based on accessing the dynamic filter , 
server , wherein the second traffic utilizes the port whether the content server has been associated with 
associated with the predefined protocol ; traffic that fails to use the predefined protocol includes 

determine , based on accessing the dynamic filter , whether determining , based on accessing the dynamic filter , 
the second content server has been associated with whether a TTL associated with the content server has 
traffic that fails to use the predefined protocol ; and 55 lapsed ; and 

in response to determining that the second content server updating the dynamic filter such that the content server is 
has been associated with traffic that fails to use the associated with traffic that fails to use the predefined 
predefined protocol , route data transfers between a protocol includes updating the dynamic filter such that 
mobile device and the second content server to bypass a new TTL is associated with the content server . 
the mobile accelerator system without analyzing the 60 14 . The method of claim 12 further comprising , by the 
second traffic to determine whether the second traffic POP and in response to determining that the traffic currently 
currently is using the predefined protocol . fails to use the predefined protocol , route data transfers 

7 . The mobile accelerator system of claim 1 , wherein the between a mobile device and second content server to 
POP further includes : bypass the mobile accelerator system . 

a virtual private network ( VPN ) server configured to : 65 15 . The method of claim 12 further comprising , by the 
create a dedicated transport channel with a mobile POP and in response to determining that the traffic currently 
device ; is using the predefined protocol : 
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optimizing the traffic based on the predefined protocol ; 18 . The method of claim 12 further comprising , by a 
determining a dynamic path between a mobile device and virtual private network ( VPN ) server of the POP : 

the content server through a proxy server ; and creating a dedicated transport channel with a mobile 
routing data transfers between the mobile device and the device ; 

content server through the dynamic path . receiving the traffic associated with the content server 
16 . The method of claim 12 , wherein : from the mobile device via the dedicated transport 

channel ; the POP is an entry POP ; determining whether the traffic is utilizing the port asso 
a dynamic path includes the entry POP and an exit POP ; ciated with the predefined protocol ; and 

and in response to determining that the traffic is utilizing the 
the mobile accelerator system includes a plurality of port associated with the predefined protocol , sending 

interconnected POPs including the entry POP and the the traffic to a proxy server of the POP . 
exit POP 19 . The method of claim 12 , wherein analyzing the traffic 

17 . The method of claim 12 further comprising , by the to determine whether the traffic currently is using the pre 
POP : defined protocol includes parsing the traffic . 

receiving second traffic associated with a second content 20 . The method of claim 12 , wherein : 
server , wherein the second traffic utilizes the port the port is a transmission control protocol ( TCP ) port 80 ; 
associated with the predefined protocol ; the predefined protocol is hypertext transfer protocol 

determining , based on accessing the dynamic filter , ( HTTP ) . 
21 . The method of claim 12 , wherein : whether the second content server has been associated 20 

with traffic that fails to use the predefined protocol ; and the port is a TCP port 443 ; and 
the predefined protocol is secure hypertext transfer pro in response to determining that the second content server 

has been associated with traffic that fails to use the tocol ( HTTPS ) . 
predefined protocol , routing data transfers between a 22 . The method of claim 12 , wherein the dynamic filter 
mobile device and the second content server to bypass 25 includes a data entry associated with the content server , the 
the mobile accelerator system without analyzing the data entry including an internet protocol ( IP ) prefix , a 
second traffic to determine whether the second traffic netmask , the port , and a TTL . 
currently is using the predefined protocol . * * * * * 
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