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(57) Abstract: Examples relate to dynamically adjusting a model for a security operations center (SOC). As such, the examples dis -
closed herein enable constructing a customer storage model over a set of time periods for a customer based on a set of resources of
the SOC, a storage distribution model received from the customer related to expected usage of the set of resources, and a threat land -
scape for the customer. The customer storage model may be revised for a second time period based on actual storage use of the cus-
tomer during a first time period, and a projection of an amount of data to be consumed in the second time period based on the threat
landscape. Allocation of the resources in the SOC may be revised for the second time period based on the revision to the customer
storage model.
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DYNAMICALLY ADJUSTING A MODEL FOR A BECURITY OPERATIONS CENTER

BacKoroOuUND
{0001}  Enterprise syslems and other customers log securty and cther relgted
nformation on dala raveling on their dala nebworks for securlty and analysis prposes.,
As the size of logged data may be axtensive, an enterprise customer may use 8 sscurity
operations center 1o store and analyze its logged data. A securnity operations center may
provide storage and analysis funclionality for muiliple customers

Brier DESCRIPTION OF THE DRAWINGS
[0002] The following detailed descriphion references he drawings, whersing
{0003} FiG. 1 is a block disgram of an example systemn for dynamically adjusting a
model for a security operations center,
{00041  FiG. 2 is a block diagram of an sxampls system for dynamically adjusting a
madet for a security operations center;
{0005]  FiGa 3 is a block diagram of an example system for dynamically adjusting a
model for @ security opstalions canter In communication with g pluralty of computing
devices,
{0008}  FiG 4 s 3 flowchart of an example method for execulion by g system for
dynamicsily adjusting a modst for g security operations center;
{00071 FiG. 44 is a flowchart of an example method for execution by & system for
rovising allocation of rescurces of a security sperations center; and
[0008] Fi5. 4B i3 a flowchart of an example method for exscution by a system for

dynarically agdjusting 8 model for 3 security operations center,

DeTaien DESCRIPTION
{0008 The following detsiled  desoription  refers o the  accompanying
drawings. Wherever possible, the same reference numbers are used in the drawings and
the following description o refer {0 the same or similar parts. While several examples are
described in this document, modifications, adaptations, and other implementations are

possible.  Accordingly, the following detatied description doss not imit the disclosed
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examples. instead, the proper scope of the disclosed sxamples may be defined by the
appended claims.

0010] A secwrily operstions center ("SOCTN may comprise 8 set of computing devices,
storage devices, andfor other devices thal provide managed and leveraged sscurily
services 1o customers. A customer may comprise, for example, an enterprise sysiem
andior other type of customer,

{00111 To provide these services, an SOC may need o manage large amounts of data
recelved from s customers.  The management of data includes, for example, storing the
collsctedireceived data from customers, projecting future storage requirements basad on
contracts with customers, provisioning for additional customers, provisioning for additional
storage for an exisling customer, balancing how storage is allocated among the customers
using the SO0, andfor other data management functionality.

00121 As vast amounts of data are continuglly stored in the SOC for & customer {8.g.,
fog data andior other security data of a customer), a system of the 30C faces a technical
challenge n detenmining how much of ds resouwrces of the S0C to allccate o sach
customer. With storage rescurces being quite costly, 8 50C system may not want tu over
provision Bs resources for an individugl customer. At the same time, a S0C system may
glso not want 1o repestedly have o provision additional resources 10 a cusiomer, as this
unexpected provisioning may be costly and may affect performance for that customer and
for other customers of the SQC.

00131 This technical challenge may be eacerbated by the realdime processing that
miay be performed by the SCC. For example, in ordey 1o identify security lssuss, the BOC
may perform real-ime processing as well as historicalfnsar-time processing. For the reals
fime processing, the SO0 may have {o deferming which data {0 process and which to
disregard, whersas, for historicalinear-dime processing, the more data that is coliected and
storad, the more securily insights may be determined. As such, a prediction of an amount
of rasources of an SO0 to allccale o each customer may also need 1o consider the
balance between reabtime processing and historcalmeartime processing for sach
customsy,

100141 To that end, & system for a SO0 may attempt o dwnamically predict, for each
customer, an amount of storage nesded t© manage the data for that customer. The
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system may consiruct 8 dynamic customer storage mode! for each customer thatl may be
used fo predict storage needs for the customer.  The system may comprise a simulation
enging that sxeoute the dynamic cusiamer storage model o predict the storage nesds
the customer.

[0015] In some examples, the customer storage model may comprise mformation
refated 1o information 1o be stored for the customer for a set of predetermined fime
perfods. For exampie, for each time penod of the set of predetenmined time pariods, the
sustomer slorage model may comprise information related o an amount of slorage
nesded for the customer during that tims period, a set of resources that may be used to
store the neaded amount of storage during that tme period, spacific types of slorage that
Ry be neaded for the customer during that time perind, andior other information related
o storage of data for the custormer during that time period.

{00161 In some axamplas, the customer sforage model may comprise {n addition to or
separate from the informeation described above} a description of svents siored by the
gustomer, customer components, measurements, andior other nformation related o
storage of data for the customer. The description of events may comprise, for sxample,
information related 1o the tvpe of data being eostved from the customer {eg., DNS dalg,
hitps data, andior other types of data).  The customer components may comprise, for
example, a subset of syslem resources used by the customer, customsr devices from
which data may be recelved (8.4, loggers), & threat landscape for the customer, andior
other components.  The measwemeds migy comprise measurements similar o thoss
desoribed above with respect v estimated data o be received from the customer. In
some examples, the measuwrements may compriss, for each predetermined time period,
nformation refated 10 an amount of dala being recelved, an amount of storage being
corsumed for the received data, & projection of an amourd of dals that may be used
based on the threatl landscape, andfor other measurements.

07T Inosome sxamples, the customaer siorage model may also comprise informstion
related {o whether realdime processing, histordcalneartime processing, or & combination
theraaf, is performed for the customser. I some examples, the customer storage modal
may comprise a fiust customer sforage model that may be used {o predict sforage nesds
for reah-ime processing for the customer and 8 second siorage model thatl may be used o
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pradict storage needs for historicalineartime  processing.  In some examples, the
customer storage model may be able to model performing real-time processing for a first
time pericd and historicalinsar-time processing for a second time periad. The cusiomer
storage modeal may determine which type of processing should be performed based on the
type of data, customer component from which data 18 received, andior other
charactenstics of the data being processed. The customer storage modst may access the
characteristics based an which a type of processing is parformed fam the customer
storage policy of the customer, 3 non-transitory storage medium of the 80OC, andior from
ancther source.

B018] As discusssd it further detall Delow, the system of the BQC may use the
custamer storage moded, as well as information related {o the resources of the SOC used
for storing dala from the customer, the storage capabilities that may still be available in the
SOC for use by the customsr, & refention policy of the customer, the customer storage
policy of the customer, andfor otheyr infonmation {0 determing whether o aliocate additions!
resources for the cusiomer. For example, a simulation engine of the syslem of the 800
may execule the customer storage model, with some or all of the additional other
formation as iy, © delaming whether o aliccate additional resources for the
cusiomer,  In some examples, the SOC sysiem may oulput an amount of storage
atfocated for the customer, 3 predicted amount of storage needed for the next
pradeterminsd ime parioad, imminent policy ggsrs based on fhe customer storage policy
of the custamer, andfor other information relevant to staring data for the customesr,

018 The B0C system may inilially construct the cusiomer storage model based on
formation from a customer storage policy of the customer, and may peviodically and
dvnamically revise the customer storage modsl based an a variely of factors. The SOC
system may pedict an amount of storage nesded by & customer al a next fime pericd
based on the revised model. For example, a simulation engine of the S0C may execute
the revised muodal fo predicd the amount of storage nesded by the customer at the nexd
thime periad, and the system of the SOC may cause a changs in sliocation of resowces {o
ihe customer hased on the prediction.

[0020]  In some examples, the system may receive a customer storage policy from the
customer {andfor may construct a customer siorage policy based on information received
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from the customer). The customer storage policy may comprise information received from
& customer regarding the customer's estimation of storage needs. For example, the S0C
may receive a storage distribution mode! fom the customsr as part of the cusiamer
storage policy. The distribution model may comprise information related o estimated
storage neads of the cusiomer, including, for example, an average amount of estimated
storage, a maddmum amount of estimated storage, 3 minimum amount of sstimatsd
storage, andfor other measurements of storage.  In some examples, the customer storage
policy may comprise, for each of a set of predietenmined time perdods, an average amount
of sstimated storsge, maximum amount of sstimated storags, minimum amount of
eatimated storage, andior other measurements of estimated storage. I some examples,
the customer storage policy may also comprise similar information related o throughput of
daty from the customer,

{00211 The cusiomer storage policy may also comprise information related fo policy
friggers. The policy tiggers may compriise, for example, information related to exceeding
a sef of slorage thresholds, @ maximum sstimale storage for the cuslomer, a set of
throughput thresholds, a maximum estimated throughput for the cuslomss, corrssponding
consequences for sach policy Wigeer, andior other infurmation related o policing the
storage usage of the customer. For example, the consaguences may comprisa providing
additional provisioning of resources for a first predetermined number of times that the
policy gager occurs, providing an aled {o the customer regarding the policy tiggesr, &
mcnetary penally after a predetermined number of times that the policy tigger coowrs, a
tock out of the customer from storing additional data at the SOC after a predetermined
nunber of times that the policy tigger ocours, any combination theveof, andior other
CONSEQUENOES,

0022  The cusiomer storage policy may also covgrise information related o &
retention policy of the customer. The refention policy may comprise nformation related fo
how long data of the customer may be stored before |t is deleted, archived, andior
otherwise removed fron the SOC. The retention policy may be customized based an type
of data, source {e.g., customer componant) of data, andfor other charactenstics of the data
being stored. For example, for date coming from 3 particular cuslomer compenent, a
retention #me may differ than from data coming from g second customer componart. In
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some examples, the retention policy may comprise a fust relention policy for realdime
processing of data and a second retention policy for historicalineartime processing of
data. Both refention policies may be ussd as the SCC may swilch betwesn reallime
processing and histonicalinesr-time processing for g customer,

00231 In some examples, the cusiomer storage policy may alsc comprise information
indicating whether the customer storage policy is static or dynamic. For example, if the
customer storage policy is dvnamie, then the system may automatically increase allocation
of resources 10 the cusiomer based on g predicled amourt of starage needed by the
customer. In some axanples, the customss storags policy may aiso comprise information
related to wheather the cusiomer requives secluded siorage. For exaonyds, responsive o a
customer storage polioy indicating some or all of the data from the customer requires
seciuded storage, the SQC may aliocale resources 1 the customer for the cofresponding
data that may not be sharad by other customers.

{00241  The customer storage policy may also comprise other information related to the
storage of data for a custamer, and may be customized for aach individual customer.
{00251 The SOUC system may mihally construct the customer storage mode! based on
formation rom a8 customer storage policy of the customer,  For sxample, the 80C
system may consiruct the irdligl customer storage mode! based on the measurements of
estimated storage and estimated throughput in the custorner storage policy. The SQC
system may construct this inftial model also based on the available resources at the SOC.
For example, the S0C system may select a set of resources for the customer based on
information related © the resources and the customer storage policy.  The information
related 10 a resouwrcs may include, for example, maximum siorage capacity, maximum
throughputl, conmpression ratio parameter, andior other information related o sicrage ability
of the resowrce.  in same examples, the 500 may construct an initial customer storage
modet that load balances dala storage from the customer across a subset of resources of
the S50OC bassed on the customer storage policy and the information related to the
resources of the SOC.

{0026]  The SOC systern may also construct the customsr storage mode! based on a
threat landscape for the customer. A threat landscape for 3 cuslomer may comprise
mformation related o predicted securily issues thal g cuslomer may face in the fulre, an
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estimated amount of data that may need to be stored in association with each predicled
security issue, andior other information related to data associated with a predicted security
threat. The threat landscaps may be customized for a customer. The S0C system may
store the threatl landscape for the customer, in some examples, the SOC sysiem may
access the threatl landscape for he customer fom a non-iransitory storage madium of the
S0C system.

{00271 The SQU system may alsp construct the customer storage miods! based on
whether the S0OC will be performing realime processing oF histonicalineardtime
processing, based on whether sscluded storages s required, based on whether the
customer storage policy is dynamic, andior based on gther information related o storing
data for the customer.

[0028] The SOC system may periodicslly and dynamically revise the customer storages
mode! based on a varely of factors. For example, the S0C system may determineg actual
usage of the S0C by a cuslomer at predetermined time periods and may revise the
customer storage model at the predstermined time periods based on the determined
actual usage. The S0C system may also revise the cuslomer storage model hased on a
projection of an amaount of data that the customer is estimated o use based on the threat
landscape for the customer (8.4, based on a set of threats that are predicted o oo in
the next time pericd). The SOC system may also revise the cusiomer storage modst
based on the customer storage policy of the customsr. For sxampls, the 8QU system
may revise the customer siorage model bassd on the retention policy of the custamer, a
switch to a different type of processing, andfor other infonmation from the customer storage
palicy.  In some axamples, the SOC system may also revise the customer storage model
for & customer based on changes o a8 cusiomer storage mode! of ancther customer,
aliocation of resources of the SOC o ancther customer, andfor other changes in the S0C
dug fo another customer. While revising the customer siorage modsl, the S0C system
may also consider the information related © the resowrces of the 80T as the SO system
determines whether © allocate additional storage to the customer.

{00287 The SOUC system may execuls the customer siorage modsl on a sinwilation

engine of the SOC system to predict an amount of storage needed by a customer at a next
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fime pariod based on the revised customer storage mode! and may cause a change in
aliocation of resources 0 the customer based on the pradiction.

00301 Referring now © the drawings, FIG. 1 is a block diagram of an sxample sysiem
100 for dynamically adiusting 8 model for 3 security operations center {500 Sysiem
100 may be a cloud server, a mainframe, notebook, deskitop, teblel, workstation, mobile
device, or any other device suitable for exscuting the funclionality described below. In
some examples, system 100 may be part of & system of computing devices, such that
gach compuding device in the system may comprise the functionality andior structure of
system 100, I some examples, the system 100 {andior other computing devices in the
system of compuling devices) may be management senvers that provide services,
funcionality, information, andfor other data {0 other devices in the svstem 180 as well as
o customers of the systern 100, In the embodiment of FIG. 1, system 100 includes a non-
transifory machine-readable storage medium 120 and a processor 110,

{00311 Processor 110 may be one or more central processing units (CPUs),
nicroprocessors, andfor other hardware devices suitable for retreval and execution of
rstructions sfored n machime-readable storage medium 120, Processor 110 may felch,
decods, and sxsculs program nstructions 121, 122, 123, 124, andior other instructions o
gnable dynamically adjusting 8 modsl for a2 SO0, as described below. As an altemative or
in addition 1o relneving and axecuting instructions, processor 110 may include one or more
glechronic circuits compnsing a number of sleclronic components for performing the
functionality of one or more of instructions 121, 122, 123, 124, andior other instructions.
0321 In one example, the program instructions 121, 122, 123, 124, andfor other
instructions can be part of an installation package that can be executed by processor
110 to implement the functionality described herein. In this case, memory 120 mav be a
portable medium such as a GO, BVD, or flash drive or a8 memory mainigined by a
computing device from which the installation package can be downloaded and nslalled.
i another example, the program instructions may be part of an application or
applications already installed on system 160

{30331 Machine-readable storage medium 120 may be any hardware storage device
for maintaining data asccessible to system 100, For example, machine-readable storage
medivm 120 may holude ong oF more hard disk drives, solid stale drives, tape drives,
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andfor any other storage devices. The storage devices may be located in sysiem 100
andfor in ancther device In communication with system 100, For axample, machine-
readable storage medium 120 may be any elactronic, magnetic, aptical, or cother plwsical
storage device that siores execuiable instructions.  Thus, machine-readable slorage
medium 120 may be, for example, Kandom Access Memory (RAM), an Electrically-
Erasable Programmable Read-Only Memory {(EEPROM), a storage drive, an optical
disc, and the ke, As described in detail below, machine-readabde storage mediwn 120
may be encoded with executable instructions for dynarnically adjusting a model for a
securily operations centar. As detailad below, storage medium 120 may maidain andior
store the dalg and information described herein. Storage medium 120 may store, for each
customer of the S0C, 8 customer storage policy, a threat landscape, andior othey
information related fo the cuslomer.

{00341 The system 100 may also comprise a set of resources of the SOC that may be
used {o store data from customers of the SCC. in some examples, the slorage medium
120 may giso store information related o the resources. For sxample, for sach resoures,
the storage mediun 120 may slore resourcs type, data capacity, cwrent available capacity
i the resource, customers that currently storg data in the resource, whether the resource
provides sechuded storage for a customer, andfor other information related 1 the resowrce.
[0035]  The sysiem may also comprise 3 set of simulation engines that may be used fo
axgcute customsy storage models of each of the customers of the SQC and pradict an
amount of resources 1o be alffocated by the BOC. Further detsills about the simuiation
engines will be provided below.

[0038]  Distnbution model receipt instructions 121, when executed by processor 110,
may recelve, from a customer, & storage distribution model As mentioned above, the
storage distribudion maodel may be used by the system 100 © construet an initial
customear storage model The storage distribution mode! may comprise, for example,
information refated to expectad usage of & st of resources of the SOC over & sef of
predetermined fime periods for the custamer. The information related {o expected usage
of the st of resouroes My comprise an average amount of usage, 8 maximum amount
of usage, and a minimum amount of usags of resources for each of the sef of
predetentined hhe peniods. I some examples, the informalion relaied o expected
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usage of the set of resources may comprise information related 1o an expected amowt
of data 1o be stored in the set of resources for sach of the sst of predetermined time
periods {2.4., & minmum, average, medmum, andior ofher megsurements of datal
The distribution mode! recaipt instructions 121, when executed by processor 110, may
store the received storage distribution model from the customer in the slorage medium
00377 The distribution model receipt instructions 121, when executed by processor
110, may receive storage distribution madeis for cach customer of the SOC. It some
examples, the distribution model recsipt instructions 121, when executed by processor
114, may receive the slorage distribuion models as part of a customer storage policy
received fram the customer. In some examples, the distribution mode! receipt instructions
121, when exectted Dy processor 110, may receive the storags distribution model from &
customer responsive 1o the customer registenng 1o use servicas provided by the 80C.
{00381 In the examples described hersin, the custamer may communicale with the
system 100 via a customer computing device {a8s described helow In FIG, 3} As such,
functiorialty and description perlaining to a customer’s actions may be implemented by an
associated customer compuding device, As used hereln, the term cusiomer may comprise
ong OF more computing devices, storage devices, andior olher eleclronic devicas of an
ererprise system that communicate with the system 100 of the SOC.

{00381 Customer storage modsl management instructions 122, when exacuted by
processor 110, may manage a cuslomer storage madel over the sst of predetermined
fime pericds Tor the customer based on the set of resources of the SCC, the received
storage distribution model, and a threat landscape for the customsy. For sxample, the
custamer storage modeal management instructions 122, when executed by processor 118,
may construct the customer storage mode! over the sat of predetermined time periods
for the customer hased on the set of resources of the S0C, the recaived siorage
distribution model, a threat iandscape for the customer, andéor other information related
to storage of date for the customer. Customer storage mode! revision instructions 123,
when executed by processor 110, may also revise the customer storage modsd for the

next predetermined tims period of the set of predeterminad time period based on actusl
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storage use of the customer, and a pmjection of dala io be consumed in the next
mredatenined time period based on the threat landscaps.

00401 The customer slorags revision instructions 123, when sxecuted Ly processor
1140, may determine actual storage use of the cusiomer at sach predeiermined time
nterval 11 vanous manners. i some exampiss, the customer storage revision instructions
123, when executsd by processor 110, may use Monte-Carlo style simulation to defarmine
actugl usage and revise the customer storage model.  In some examples, the customer
storage revision instructions 123, when exsculed by processor 110, may track iog activity
of each spplication, device, logaer, andfior othey component of a customer during the time
pariod. For example, the customer slorage revision instructions 123, when executed by
pracessor 110, may spawn, at each predetermined time periad, 8 process that creates a
ng activily of sach device, application, logger, argdior other component of the customer, in
some examples, the process spawned by customer storage revision instructions 123,
when execuied by processor 110, may sample a number and size of svents from the data
being received from the customer, and may sxtrapolate, based on the sampled number
and size of events, a log aclivity of the customer. As such, the customer slorage revision
mstructions 123, when executsd by processor 118, may determing usage and throughput
par component of the customer andfor for the customer as g whole.

{0041} The customer storage revision instruchons 123, when exscuted by processor
110, may compare the amount of storags andior throughput with information output from
the execution of the as-vel unrevised customer storage maodel by the simulation engine of
ihe system 100 o determine whether the model needs 10 he rovised 10 beller # actual
usage of the SQC by the customer.

30421  In some examples, the cusiomer storage revision instruclions 123, when
executed by processor 1140, may compars the actugl amount of storage andlior throughmat
used by the customer with the customer sforage policy 1o determing whather the customer
storage model should be revised.  In some examples, the customer storags revision
instructions 123, when executed by processar 110, may automatically revise the customer
storage model © take inlo account the actual usage of storage {eg., amount and
throughpad).
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{0043}  In some examples, the customer siorage revision insiructions 123, when
executed by processor 110, may turther ravise the customer storage mode! based on 2
retention policy associated with the customer. For sxamiple, the customer siorage revision
structions 123, when executed by processor 118, may reduce the determined actual
amount of storage by an amount of data no longer being retained by the SQC in the
pradeterminsd ime parind. In some examples, the customer sforage ravision nstructions
123, wher executed by processor 110, may reduce an amount of the set of resources
aliccated o the customer basaed on the retention palicy.

00441 In soms sxamples, the customsy siorage revdsion instructions 128, when
executed by pracessor 116, may recelve, acvess, andior atherwise oblain g new threal
landscape for the customer.  The customer storage ovision instructions 123, when
exgcutad by processor 114, iy revise the customer storage model Dased on the new
threat landscape. For example, based on an amount of daia projected o be logged based
on the new tiwveat landscape, the customer slorage revision instructions 128, when
sxaouted by processor 110, may revise the customer storage mods|,

{00451 In some examples, the customer slorage revision nshructions 123, when
sxecuted by processor 10, may executs the customer siorags modsl on the simulation
engine of the system 100, The simulation engine of the systam 100 may comprise an
engine that {akes as inpuwt one or more customer storage maodels and any other addiional
nformation related o storage of data in the SOC and provides a pradiction of resources 1o
be aflocated in the SO0 {as well as the other oulpuls described herein). The simulation
enging may compwise structure and Junctionality similar o the engines desaribed below
with respsct to FIG. 2.

30461  In some examples, the cusiomer storage revision instruclions 123, when
executed by processor 110, may execute the customer storage model on the simudation
engine with diffenng inputs 1 detenming an oplimired manner in which to process data for
the customer in the SOC. For example, the cusfomer slorage revision instructions 123,
when executed by processar 110, may exscute the cuslomer storage model on the
sinriation engine while inputting an assumption that cenain types of data are processed i
real-time, while others are stored and processed in historicalineartime, The customsr

storage revision instructions 123, when executed by processor 110, may input different
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assumptions with different data being processed in realtime or historicalineardime and
may compare the results of the execution of the modsl with different assumptions o
determing an oplimal allccation of resources for the customer based on different scenarics
for the customer. The assumptions may De determined based on the customer siorage
policy, received from the customer, leamed by the system 100 based on processing

of

assumptions may be used as well, and the assumptions used are not limiled o the

parformed for the customer in the SOC, andior othenwise delermined.  Other fypes

sramples described herein.

00011 In soms oxamples, the customsy siorage revdsion instructions 128, when
executed by grocessor 110, may alse detemmine, siore, andfor ctherwise manage
pformation related © the customer storage model.  For example, the customer storage
revision instructions 123, when executed by processor i, may detennine usage and
throughput of data per customer component andior in total for the customer for the
predetermined time periad.  The customer slorage revision instructions 123, when
pxecuted by processer 110, may predict the information related o the cuslomer slorage
mode! based on execution of the customer storage mods! by the simudation engme of the
system 100

{0002 The information redated {o the customer storage mode! {as determined by the
customer storage revision mstructions 183, when exscuted by processor 110} may
comprise, for example, componert alfocation over Hme, customer usage over e,
numbser of devices used per customer componsnt, amount of storags used per customer
somnponent, frequency of exceeding maximum storage capacily, equenoy of exceeding
other thrashold capacity amounts {&.q., 80% capacity threshoids, 80% capadcity thresholds,
andior other thresholds specified in the custamer storage policy), information related o
o when throughput limits ave reached, information related o i or when a customer has
bean locked ot due o policy tnggers i the customer storage policy, information relating
to ather policy triggers for the customar, andior other information related to the customer
storage model,

I003]  In some examples, the customsy siorage revision instructions 123, when
sxecuted by processor 10, may receive scenario planning information from a customer
and may provide g pradictive customer storage model based on the received scenario
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planning nformation.  As such, the cusiomer siorage revision instructions 123, when
executed by processor 110, may allow for scenario planning optimization of impact to
resource alfccation Tor the customer {(and among cther customers of the B0CH Examplaes
of scananio planning information may comprise, for example, changas in annual growth of
daty gmounts being slored, vanabilily of data amount for a customer with at least a
pradetermined amount of resowrces in the S0C, a change in the amount of available
storage in the SOC, andior other information related o scenardo planning. For example,
scenano planning information may be used 35 assumplions inpul with the customer
sforage model white the simulation engine executes the customer storage modael.

30041 The customsr slorage revision instructions 123, when exetuted by processor
1140, may provide the information rslated to e customer stonge madsd 1 the customer,
For example, the cusioner storage revision instructions 123, when executed by processor
118, may provids the information 1o a local fils system of the customer, (o an administrator
of the custamer, and/or may otherwise provide the information o the customey.

{00051 The cuslomer storage revision instructions 123, when execuled Dy processor
114, may revise customer storage models for multiple customers n parallel. For sxample,
for sach predetermined time period, the customer slorage revision instructions 123, when
executad by processor 110, may revise each cusiomer siorage modet for each customsy
of the SOC. In some examples, the predetermined tme period for a first customer may be
differant than a predetarmined time period for & second customer, such that the customer
storage revision instructions 123, when executed by processor 110, may revise the
respective customer starage models for each customer &t differert times.

{00081 Resowrcs affocstion instructions 124, when executsd by processor 110, may
defermine whether t© revise allocation of the resources in the SOU at the next
predetenmined ime peod Dased on the revision {6 the customer storage model and the
customar siorage policy of the customer.  For example, the resowce allocaton
instructions 124, whan executsd by processor 110, may determing whether o revise the
aliccation of the resources in the SOC based ot whether the customer storage mods! for
the next predelarmined tme period exceeds allocated slorage for the customer, hasad on
whether any policy friggers in the customer storage model are mel, andior based on other
comparisons o the information in the customer siorags model for the customer. For
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example, the resowrce alfocation instructions 124, when executed by processor 110, may
cause the simulation engine 1o execute the customer storage model and additional
information © determning information bassed on the cusiomsr storage model.  In some
exarnples, each of the determingtions made by the resource aliocation instructions 124,
when exacuted by procassor 110, may be the resull of exscution of the customer storags
mode! by the simulation engine.

00071 In some examples, the resourcs alipcation instructions 124, when exacuted by
processer 110, may predicd, based on the actual storage use of the cusiomer, the
customer storage model, and the customer storage policy, & next Hime period &t which
an amount of storage nesded by the cusiomer ncreases beyondd the maxinum
agliocation of the set of resources aliowead for the cusiomer based on the cusiomey
storage policy. I some axamples, the resource gliocation instructions 124, when
axgcuted by processor 110, may predict a next time peried at which a policy trigger may
DOCUE.

{00081 For evample, the resource gliocation instructions 134, when executed by
processor 110, may determine whether an individual frigger of the sst of policy Wggers in
the customes storage moded of the customer may ocour in the nexi predetermined time
parod,  Responsive o determining that the individual rigger may oocur, the resource
agliocation instructions 124, when executed by processar 110, may provide information o
the customsr sbout the potential occurence of the individual figger in the nexd
pradstenmined time paniod.

08 In some examples, the resourcs alincation instructions 124, when exeaded by
processor 110, may determine, based on whether the cusiomer storage policy requires
secluded storage for the customer, whether o increase the aliocation of the resources
of the SOL o the customer,

{0010} The resource albocation instructions 124, when executed by processor 110, may
also consider the customer storage models of other customars and the sels of resources
aflocated o those customers in the delermination of whether to aliocate additional
resources (o the customey,

[0011]  For example, the resowrce aliocation instructions 124, when executed by
processor 114G, may load balance aliocation of the resources of the SOU among the set of
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customers storing data in the SQC.  In some examples, the resource allocation
mstructions 124, when executed by processor 110, may temporarily load balance
ghiocation of the resources responsive 1o the customer exceeding aliocated slorage, &
maxkimum storage estimate, andior otherwise requiting the unexpected provisioning of
additional resources for the customer. The resource aliocation msiructions 124, when
exeputed by processor 110, may load balance allocation of the rescwrces of the S0C by
also considering the information related o the rescurces of the S0C.  As mentioned
above, nformalion related 10 a resowrce may comprise ial capacity of the resource,
available capacity of the resourcs, maximum throughput for the resowee, comprassion
ratio parameters for the resource, andicr other information related to data storage ability of
the resource.

0012]  Inanother example, the resowrce gliocation instructions 134, when execuded by
processor 110, may consider which customers require sscluded data, which customers
have dynamic customer storage policies, andfar other information related o the customer
storage policies of sgch individual customer,

{0013]  FiG 2 @ 8 block diagram of an example system 200 for dynamically adjusting a
modeal for 8 sscunly operations cenler. As with system 100, system 200 may b2 a cloud
server, @ mainframe, notebook, deskiop, tabiel, workstation, mobile device, or any othsy
davice suitable for executing the funclionality desaribed below, As with processor 110 of
Fic. 1, processor 220 may be one or more CPUs, microprocessors, andior other
harthwars devices sultable for retrieval and execution of instructions.

0141 As detalled below, system ZO0 may inclutde a series of engines $20-240 for
dynamically adjusting & model for a security opsrations center.  Systam 200 may also
comprise 2 shrulation engine similer o the simulstion engine described above with
respect o Fit3. 1. The simudation engine of FIG. 2, simifar o the simidation engine of FIG.
1, may execute one or more customer storage models while considering any addiional
information to predict alfocation of the resources of the SOC and provide other information
as detalled hersin. Each of the sngines may generally regwesent any combination of
hardware and programming.  For sxample, the programming for the engines may he
processor executable instructions stored an a non-transifory machine-readable storage
medium and the hardware for the engines may include a8t least one processar of the
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system 200 o execuls fhose instructions. in addition or as an alternatlive, each engine
may include one or more hardware devices including slectronic circuliry for implementing
the fundtionality described below.

[0015] Cusiomer storage modst management engine 220 may manage, for each
customar of the SOC, a corresponding cusiomer storage mode! over a set of
pradetermined ime periods for the customer based on a set of resources of the 50C, &
corresponding storage distribution modet provided by the customer related o expectad
usage of the set of resources, and & corresponding threst landscape for the customer,
In some examples, the customer storage maodel management engine 220 may perform
this funclionality in g manner the same as or similar o that of the distribution modst receint
mstructions 121, customer storage model management instructions 122, antlfor other
nstructions of system 100 Further detsils regarding an sxample inplementation of
customer storage management module enging 220 are provided shove in connection with
distribution model receipt instructions 121, customer storage model management
inshructions 122, anddor other instructions of FIG. 1

{0018]  Customer slorage muode! revision engine 230 may revise, for sach customer of
the SO, the corresponding customer storage modst for & ssoond predetermined time
parind of the set of predetermined time period based on corresponding actual slorage
use of the customer, and a corresponding projechon of datg o be consumed in the
sgcond predstermined time penod based on the corresponding threat landscape of the
customer. I some sxamples, the customer storage modeal revigion engine 230 may
perform this finclionality In a8 manner the same 35 or similar © that of the cusiomer
storage mode! revision instructions 123 of system 100, Furthsr details regarding an
example implementation of customer siorage model revision engine 230 are provided
above in connection with customer storage modeld revision instructions 128 of FIG. 1
{00171 Resowce aliocstion engine 240 may revise aliocation of the resources in the
S0C st the second predstermined time perind based on the revision to the first
customer storage model.  In some examples, the resowrce aliocation engine 240 may
perdorm this Anclionality in 8 manmer the same as or similar 1o that of the system 100

Further details regarding an example implemeniation of resource allocation engine 240
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are provided above in connection with resource allocation instructions 124, andfor other
nstructions of FIG. 1.

0018] FIG. 3 is & block disgram of an somple computing device for dynamically
adiusting a modsal for a8 secwily operations center, where the computing device is in
communication with user computing devices over g network. It the exampie depicted in
FiG. 3, the system 200 may communicate with fivs! customer computing devics 300 of &
first enterprise system, second customer compuling device 310 of a second enterprise
system, and nth customer computing device 320 of a nth enterprise system, where each
ertemrise systerm and customer computing device may be communicably coupled o the
system 100 viz 2 network 58 While an individual custamer computing device {a.g.,
customer compating device 308, 318, or 320) may be depicted as a single computing
device, the individual computing device depicted in FIG. 3 may represent a set of
customer components ffom which data is communicatad to system 200, The network 50
may be any wired, wirsless andfor other type of network via which the customer computing
devices may communicate with the system 100,

{0018]  FIG. 4 is 3 flowchard of an example method for execution by a compuling device
for dynamically adiusting @ model for 8 seauity opergtions center,

00201 Although execution of the methods desoribed below are with reference o
systemn 100 of FIG. 1 andior system 200 of FIGS. 2 and 3, other suiable devices for
exacution of this method will be apparent to those of skil in the ant. The method desconbsd
in FIG. 4 and other figures may be implemented in the form of executable instructions
stored on a maching-readable storage medium, such as storage medium 120, by one of
more sngines described herein, andfor in the form of elechronic circuiiry.

3021 Iy an operation 400, a customer slorage modst over 3 set of gredetermined
fime pericds may be constructed for a customer based ot a st of rescurces of the
SCC, a storage distribution mode! received from the cusiomer related o expecisd
usage of the set of resowrees, and & threat landscaps for the customear. For example,
the system 100 (andior the distribution model receipt instructions 121, the customer
storage model managernernt instuctions 122, the customer storage model management
engine 220, or other resowrce of the system 100} may construct the customer storage

modal, The systen 100 may construct the customer storage modst a8 manner similar o
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the same as that described above in reigtion o the execution of the distnbution model
raceipt instructions 121, the customer storage model management instructions 122, the
custamer storage modael management engine 226, andfor other resowrce of the system
160,

00221 In an opergtion 410, the customer storage mode! may be revised for a second
pradetermined fime period of the set of predetermined Hme penods bassd on actual
storage use of the customer during a fivst time periad of the set of predetermined time
periods, and 3 projection of an amount of dala © be consumed in the second
predeterminad ime period based on the threat landscape. For example, the system 100
{andior the customer storage model revision stuctions 123, customer storage mods!
revision engine 238, or other resource of the system 100} may revise the cusiomsr

2

slorage miodel. The systern 100 may revise the customer slorage modst in & manney
sinidlar or the same a8 that desaribed above in relation to the execution of the customer
storage moded revision instructions 123, customer storags madel revision engine 230, or
ofher resowrcs of the system 100,

{0023]  In some examples, the revision of the cuslomer stuorage modsl may he
parformed in various manners. FIG. 44 a Sowchart of an sorample msthad for soscution
by a computing device for dynarmically sdiusting a model for a security opergtions centey,
{00241 in an operation 411, a pradiction may be made, based on the actual storage
use of the customer, the cusiomer storags modst, and the customsr storage policy, of &
next ime pericd at which an amount of storage needed by the customer inoreases
beyond the maximum allocation of the set of rescurces allowed for the customer based
ot the customer slorags policy.  For example, the system 100 (andior the customer
storage modsl revision instructions 123, the customer storage mads! revision engine 230,
or other resowece of the system 100) may make the prediction. The gystem 180 may
make the predicion & manmer similar or the same as that described above in relation fo
the exscution of the customer storage modsl ravdsion instructions 123, the customsy
storage model revision engine 230, andfor other resource of the system 100,

{00251 Returning fo FIG. 4, in an operation 420, gliocation of the resources in the SOUC
for the customer may be revised before the second predetermined ime period based on
the reviston o the customer storage model. For example, the system 100 {andior the
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rasource aliocation instructions 124, the resource allocation engine 240, or other resource
of the systert 100} may allocste the resources. The system 100 may aliccate the
resources in @ manner similar or the same as that described ghove in relation © the
exacution of the resource agliocation instructions 124, the resource aliocation engine 240,
or other resource of the systam 100,

00281 In some examples, the allotation of the resources may be performad in various
manners. FiG 48 s a fowchat of an example method for execution by a computing
device for allocating the rescurces of the S0C.

00271 In an operation 421, 8 first customsy storags policy of the first customer may
be accessad, wherein the first customer storage policy comprises a first set of triggers,
gach trigger indicating that a change in aliccation of the set of rescurces in the BOC i
neaded. For exanple, the system 100 {andior the resource allocation instructions 124,
the request allocstion enging 230, or cther resource of the system 100) may access the
customer siorage policy. The system 100 may access the customer siorage policy i1 a
nranner simitar or the same as that described above in relation o the execution of the
resource allocation mstruchions 124, the request allocstion enging 230, andior other
resoures of the system 100,

[0028]  In an opergtion 422, the allocation of the resaurces of the 30C &t the second
predetermined ime period may be revised based on the first aclual slorage use of the
first customsy and the first customer storage policy.  For example, the system 100
{andicr the resource allocation instructions 124, the request aliocation enging 234, or other
resowrce of the systerm 100) may revise the allocation. The system 100 may revise the
affocation in 8 mannsr similar or the same as that descrdbed above iy relation {0 the
execution of the resource alipcation nstructions 124, the request alfocation engine 238,
andicy other resource of the systam 100

{0028]  The foregoing disclosure descrbes a number of example smbodiments for
dynamicsily adjusting a model for & secuwily operations cender {0 use in communication
with devices behind a firewall, The disclosed sxamples may include systems, devices,
compiter-readable storage media, and methads for dynamically adjusting 2 modeal for a
securiy operations center. For purposes of explangtion, cenaln examples are desaribed
with reference {0 the components Hustrated in FIGS. 14B. The funclionality of the
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flustrated componanis may overlap, however, and may e present in a fewer or greater
riumber of elements and componenis. Further, all or part of the functionality of Hustrated
slemeants may co-exist or be distibuted among seversl geographically dispersed
jocations.  Moreovey, the disclosed examples may be implemented i various
environments and are not limited {o the lustraled sxamples.

00301 Further, the sequence of pperations desaribed in connsction with FIGS. 148
are examples and are not infended o be himiting. Additional or fewer operations or
somnbinations of operations may be used oF may vary without departing fram the scope of
the disclosed examples. Futthemmove, implementations consisfent with the disclosed
sxamples nead not perform the sequence of operations in any particdar order. Thus, the
presert disclosure merely sets forth possible examyples of implementations, and many
variations and modifications may be made o the described examples. Al such
modifications and variations are intendad 1o be included within the scops of this discloswre

and protected by the following claims.
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Crams
We claim:
1. A method for dynamically adiusting a mode! for 8 seourily operations cernter

{S0C), the method being implemented in g compuler system compnsing & physical
processor, the method comprising:

constructing & customer storage mode! over a set of time perinds for g custamey
based on a set of resourcas of the SO, a slorage distribution model received from the
customer refatad to expecied usage of the set of resources, and a threatl landscaps for
the customer;

revising the customer storage model for g second time period of the set of time
penods based on actual storage use of the customer during a first Hime period of the set
of ime periods, and 8 projection of an amount of data 1o be consumed in the sscond
time period basad on the threat landscaps; and

ravising alfocation of the resources in the SGU before the sscond time periad

based on the revision to the cusiomsy slorage modal,

2. The method of claim 1, whersin the storage distribution model recaived from the
customst comprises information related to expacied usage of the sat of resources over
the set of tims periods Tor the customer, wherein the expected usags of the setf of
FESOLrCES COMTYEHISEs an averags amount of Usages, 3 maximum amount of usage, and a

pinimum amount of usage for sach of the set of time periads.

3. The method of claim 1, whersin the customer storage model is further revised
based on a type of processing to be performed for the customer,

4. The method of aigim 1, further comprising:
accessing a new threat landscape for the customer; and
revising the customer storage modst for g thisd time period based on the new

threat landscape for the customer.
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5. The method of claim 1, furthey comprising:

accessing a customer storage policy of the customer, wherain the customer
storage polioy comprises a set of policy triggers, sach policy trigger indicating that a
change in allocation of the set of resources in the SOC is needed; and

ravising the allocation of the resources of the S0OQC at the second time period
basad on the actual sforage use of the customer and the customer storage policy.

8. The method of claim §, further comprising:

determining, based on the actual storage use of the customsy, the customer
storage model, and the customer storage palicy, whether an individual policy trigger «f
the set of policy Yiggers may ooour in & next threshald time periad; and

responsive o determining that the individual policy trigger may ocowr i the next
Hweshold time period, providing information 1o the customer indicating that the individus!
policy trigger may ccowr in the next threshold time period.

7. The method of claim &, further comprising:

pradicling, bessd on the actual storags use of the customesr, the customsy
storage model, and the customer storage pdlicy, a naxt ime pariod at which an amound
of sforage needed by the customer increases bevond the maximum aliccation of the sat

of rasources allowed for the customer basad on the customer storage policy.

8. A system for dynamically adiusting a model for g security operations cenler
{SQLY, the system comprising:
a physical processar implementing machine readable instructions that causa the
system o
manage a first customer storage model over 3 set of tims pericds for a
first customer based on a s&t of resources of the SOC, & first storage distribution
miodel received from the first customer related o expeacted usage of the set of
resources, and a first threat landscape for the first customer;
manage a second customer storage model over the set of time periods for

a second customer bassd on the set of resowrces of the SOC, a seconyd storags



WO 2016/076909 PCT/US2015/019968
24

distribution model recaivad from the second customer related 1o axpectad usage
of the set of resources, and a sacond threat landscape for the seoond customer;

revise the first customer storage madet for a second time period of the set
of ime periods based on first actugl storage use of the first customer, and g first
projection of data to be consumed in the second predetermined dime pericd
based on the first threat landscaps; and

revise allocation of the resourses in the S30C at the second time period
based on the revision {6 the first customer storage modet,

&, The system of claim 8, wherein the first storage distribution model recelved from
the first customer comprises infonmation related © expeciad usage of the set of
resources pver the sat of fime pedods for the first customer, wherein the sxpected
usage of the set of resources comprises an gverage amount of usage, 8 maximum

amount of usage, and a minimum amount of usage for each of the seat of time periods.

180, The system of claim 8, wherein the physicsl processor implements machine
readable nstructions that causs the system

access a first customer storage policy of the first customer, wherein the first
customer storage policy comprisaes s frst sal of policy iggers, each policy trigger
indicating that a change in allocation of the set of resources in the SOC is nesded; and

revise the alfocation of the resources of the SOC at the secand time periad
based on the first actual storage use of the first customer and the first customer storage
policy.

1. The system of claim 10, whersin the physical processor implemends maching
readable instructions that cause the system {o:
determine, based on the first actual storags uss of the first customer, the first

customer siorage modst, and the first custamer storage policy, @ next time period at

which an amourt of slorage needed by the first customer increases beyond the
maximum aiiocation of the set of resources sllowed for the first customer based ont the

first customer storage policy; and
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determing, hased on whether the first customer storage policy allows dynamic
mcrease of storage amount, whether 1o increase the allocation of the resources of the
SOC o the first customer.

12, The system of claim 11, whersin the physical processor implements machine
readable instructions that cause the system to:

determine, based on whether the first customer storage policy reguires secluded
storage Yor the first customer, whether to increase the allocation of the resources of the
SQC fo the first customer.

13, The systemn of claim 8, wherein the physical processor implaments machine
readable instructions that causs the system ©;
revise, in paraliel o the revision of the first customer storage moded, the second
customer slorage model for the second time period of the set of time penod baseds on
second actual storage use of the second customer, and a second projection of data to
be consumed in the second time period based on the secand threat landscaps; and
ravise gliocation of the resources in the SOC at the second time period based on

the revision 1 the second customer storage modst.

4. Anondransitory machine-readable storage medium comprising instructions for
dynamically adiusting & model for 2 securily opevations cerder (8O0}, the instructions
executable by a processor of a computing device &

raceive, from g first customer, a first storage distribution model that comprises
information related o sxpecied usage of a sat of resources of the 30C over a set of
time periods for the customear, wherein the expected usage of the set of resources
comprises & average amount of usage, & maximum amount of usage, and & mininum
amount of usage for each of the set of ime periods;

manage g firs! susiomer storage modst over the set of time periads for the first
custormer based on the set of resources of the SQC, the received first storage
distribution modet, and a first threat landscape for the first customer;
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revise the first customer storage model for a second predeterminad fime periad
of the set of ime periods based on first actual storage use of the first customer, and a
first projection of data to be consumad in the second predetermined time perind based
on the first thyeat landscape; and

determine whether 1o revise allocation of the resources in the 500 at the second
time period based on the revision o the first customer sforage mode! and & first
customer storage policy of the Brst customer,

18, The machine-readable storage medivum of claim 14, wherein the instructions are
execuiabis by the processor o)

receive, from a second customer, & second storage distribution moddl that
comprises information relsted fo expected usage of the set of resources of the S0C
ovar the sat of time periods for the second customer, wherein the expeciad usage of the
sat of resources comprises an average amount of usage, a maximum amount of usage,
and & minimum amount of usage for sach of the set of time pericds;

manage a second customer storage mods! over the sst of ime penods for the
second customer based on the set of resources of the SO, the received second
storage distribution model, and 3 sscond threat landscape for the second customer,;

ravise the second cusiomer storage mods! for 8 second time period of the set of
time periods based on sscond actual storage use of the sscond customer, and a
second projection of data o be consumed in the second time perfod based on the
sesond fhreal landscape; and

load balance allocation of the resouwrces in the SOU among & set of customers
storing data in the SOL, the setl of customer comprising the first customer and the
sacond customer.
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