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TITLE OF THE INVENTION

[0001 ] MICROPROCESSOR MEMORY MANAGEMENT

BACKGROUND OF THE INVENTION

[0002] This invention relates in general to vehicle electronic control systems and in

particular to a method for reconfiguring a microprocessor memory device in a vehicle

electronic brake control system upon detecting a fault in a portion of the memory

device.

[0003] Many vehicles being currently produced by automotive manufacturers

include electronic brake control systems that are integrated with their hydraulic brake

systems. Such systems include anti-lock brake systems that prevent wheel lock-up

during braking cycles, traction control systems to prevent slippage of driven wheels

on low mu surfaces, rear brake boost systems that selectively increase the pressure

applied to the vehicle rear wheel brakes and anti-roll control systems that provide roll

over avoidance. Additionally, such systems also may assist in preventing loss of

directional control when the vehicle is operated upon normal or even high mu

surfaces, as can occur during accident avoidance maneuvers. All of the above

functions may be incorporated as operating modes in a single electronic brake control

system.

[0004] An electronic brake control system typically includes an electro-hydraulic

control unit that is integrated with the brake lines of the hydraulic brake system. The

electro-hydraulic control unit typically includes an electronic control unit that is

mounted upon a hydraulic valve body. The electronic control unit includes a

microprocessor and control algorithm for operating the brake system. The algorithm

and operating parameters for the vehicle are stored in a memory device that is

electrically connected to the microprocessor. The memory device may be an integral

part of the microprocessor or it may be separate therefrom. Additionally, the



microprocessor is connected to and receives signals from vehicle operating parameter

sensors, such as, for example, wheel speed sensors, vehicle motion sensors, a steering

angle sensor and a throttle position sensor.

[0005] The hydraulic valve body includes a plurality of ports that are connected

through hydraulic brake lines to components of the vehicle hydraulic brake system. A

plurality of normally open and normally closed solenoid valves are disposed within

the hydraulic valve body. The electronic control unit is connected to the solenoid

valves and operative to selectively actuate the valves. A pump also is typically

mounted upon the hydraulic valve body and is operative to supply pressurized brake

fluid to the brake control system. The pump is controlled by the electronic control

unit microprocessor.

[0006] During vehicle operation, the electronic control unit microprocessor

continuously receives signals from the various vehicle operating parameter sensors.

When the microprocessor senses an impending vehicle control problem, the brake

control system is activated. The microprocessor starts the pump to supply pressurized

brake fluid and selectively actuates the solenoid valves to apply and relieve hydraulic

pressure to the wheel brakes to correct the vehicle control problem.

[0007] Such electronic brake control systems typically include self-test algorithms

to detect potential component failure. Among the components tested is the memory

device that would be periodically tested to assure that it is properly functioning. Upon

detecting a fault, the entire brake control system is disabled to assure safe operation of

the vehicle. However, as explained above, electronic brake control systems typically

include a plurality of operating modes. Therefore, upon a detecting a potential

memory device fault, all of the brake system operating modes would be disabled.

However, the fault may not be significant enough to justify disabling all of the

operating modes. Accordingly, it would be desirable to provide a memory test

method that would not necessarily disable the entire electronic brake control system

upon detecting a potential memory device fault.



BRIEF SUMMARY OF THE INVENTION

[0008] This invention relates to a method for reconfiguring a microprocessor

memory device in a vehicle electronic brake control system upon detecting a fault in a

portion of the memory device.

[0009] The invention contemplates a method for reconfiguring a memory device

that includes providing a memory that is divided into separate portions with each

memory portion assigned a classification of either critical or non-critical and then

testing each memory portion for a fault. Any memory portion associated with a fault

is then disabled while the other memory portions are allowed to continue to operate.

Additionally, the brake system operating mode associated with the faulted memory

portion also is disabled. The method also contemplates that the disablement is

permanent for any disabled memory portion that is classified as critical and temporary

for any disabled memory portion that is classified as non-critical.

[001 0] The invention also contemplates an alternate embodiment in which each

portion of the memory that is assigned a critical classification is provided with a back¬

up memory portion provided for each critical memory portion. The alternate

embodiment contemplates that, upon detection of a fault in a critical memory portion,

the faulted critical memory portion is not disabled, but that the function held within

the faulted memory portion is replaced, in full or in part, with the corresponding back¬

up memory portion, thus allowing continued operation of the portion of the system

associated with the memory portion. The invention contemplates that the back-up

memory may be either a complete or a partial copy of the corresponding critical

memory portion with any partial copy being sufficient to allow continued operation of

the associated system.

[001 1] Various objects and advantages of this invention will become apparent to

those skilled in the art from the following detailed description of the preferred

embodiment, when read in light of the accompanying drawings.



BRIEF DESCRIPTION OF THE DRAWINGS

[0012] Fig. 1 is a schematic drawing of a microprocessor and an associated

memory that has been divided in accordance with the invention.

[00 13] Fig. 2 is a flow chart of a method for testing the microprocessor memory

shown in Fig. 1 that is in accordance with the invention.

[001 4] Fig. 3 is a flow chart of an alternate embodiment of the method illustrated

in Fig. 2 .

[001 5] Fig. 4 is a schematic drawing of an alternate embodiment of the

microprocessor memory shown in Fig. 1.

[001 6] Fig. 5 is an alternate embodiment of the flow chart shown in Fig. 2.

[001 7] Fig. 6 is an alternate embodiment of the flow chart shown in Fig. 3.

[001 8] Fig. 7 is a schematic drawing of another alternate embodiment of the

microprocessor memory shown in Fig. 1.

[001 9] Fig. 8 is another alternate embodiment of the flow chart shown in Fig. 2.

[0020] Fig. 9 is a schematic drawing of another alternate embodiment of the

microprocessor memory shown in Fig. 1.

[0021 ] Fig. 10 is another alternate embodiment of the flow chart shown in Fig. 2.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

[0022] Referring now to the drawings, there is illustrated in Fig. 1 a typical

microprocessor 10 that is utilized to control a vehicle electronic brake control system.

The microprocessor 10 is connected to a memory storage device 12 by a



communications bus 14. While a separate memory storage device 12 is shown in Fig.

1, it will be appreciated that the invention also may be practiced upon other memory

configurations, such as, for example, memory storage that is formed integrally with

the microprocessor (not shown). Similarly, while a communication bus 14 is shown

in Fig. 1, communication between the microprocessor 10 and the memory storage

device 12 also may be established with any other conventional

microprocessor/memory interface.

[0023] As shown in Fig. 1, the memory device is divided into a plurality of

memory blocks, or portions. For clarity, only four memory portions, that are labeled

16, 18, 20 and 22, are shown in Fig. 1; however, it will be appreciated that the

invention may be practiced with more or less memory portions than are illustrated in

Fig. 1. The present invention contemplates that the memory portions are directly

related to functions preformed by the brake control system under control of the

microprocessor 10. Thus, for example, the first memory portion 16 may store

coefficients and parameters needed to operate the brake control system in anti-lock

braking mode while the second memory portion 18 may store coefficients and

parameters needed to operate the brake control system in a traction control mode.

Similarly, the third memory portion 20 may store coefficients and parameters needed

to operate the brake control system in rear brake boost mode while the fourth memory

portion 22 may store coefficients and parameters needed to operate the brake control

system in an anti-roll control mode. The memory portions also may store all or part of

the algorithms utilized by the microprocessor 10 for control of the available brake

system operating modes.

[0024] The present invention also contemplates that each of the memory portions is

assigned a classification as "critical" or "non-critical" for operation of the brake

control system. A critical memory portion would be associated with a mode of

operation that would require permanent disablement of the mode upon detection of a

potential failure of the memory portion. The permanent disablement of a critical

memory portion would remain in effect until the system can be serviced. A non-



critical memory portion would be associated with a mode of operation that would

require temporary disablement of the mode upon detection of a potential failure of the

memory portion. A temporary disablement may be reset upon determination that the

fault has been cleared without the system being serviced. A block in the upper right

hand corner of each of the memory portions shown in Fig. 1 carries the assigned

classification for the portion with the letter "C" representing a critical classification

and the letters "NC" representing a non-critical classification. Thus, as illustrated in

Fig. 1, the memory portions 16 and 22 associated with the anti-lock braking and anti-

roll control modes of operation are classified as critical while the memory portions 18

and 20 associated with the traction control and rear brake boost modes of operation

are classified as non-critical. It will be appreciated that, upon a memory portion being

disabled, the brake system operating mode associated with the disabled operating

mode also will be disabled and will remain disabled until the memory portion is

returned to service. It also will be appreciated that the above classification is intended

to exemplify a method of memory classification and that the invention also may be

practiced with the particular memory portions classified other than as described.

[0025] The present invention also contemplates a method for periodically testing

each portion 16, 18, 20 and 22 of the memory 12. The method is illustrated by the

flow chart shown in Fig. 2 . The flow chart is entered through block 30 and proceeds

to functional block 32 where an index N associated with each memory portion is

initially set to 1 for the first portion of the memory 12. The method continues to

functional block 34 where the first portion of the memory 12, which corresponds to

the portion labeled 16 in Fig. 1, is selected for testing. The method then reads the

memory portion classification associated with the selected memory portion in

functional block 36, which, for the example shown in Fig. 1, would be "C" for the

critical portion 16 of the memory 12 associated with the anti-lock brake operational

mode. Continuing to functional block 38, the selected memory portion is tested for

proper operation. A conventional memory test is utilized for the test and a fault flag is

set if the test is unsuccessful. The invention contemplates that either a single test may

trigger setting of a fault flag or, alternately, that the memory portion would be



required to fail the test for a predetermined number of successive iterations of the

brake control system before a fault flag would be set. The later repetitive test is

intended to preclude a false setting of a fault flag due to an extraneous occurrence,

such as, for example, a temporary voltage spike in the vehicle power supply. After the

test is completed, the method advances to decision block 40.

[0026] In decision block 40, it is determined whether or not a fault flag has been

set in functional block 38 for the memory portion being tested. If a fault flag has not

been set, the method transfers to functional block 42 where the index N is

incrementally increased by one in preparation for testing the next portion of the

memory 12. Thus, for the present example, the index N would be increased from 1 to

2 for testing of the second memory portion 18. If, in decision block 40, it is

determined that a fault flag has been set in functional block 38, the method transfers to

decision block 44.

[0027] In decision block 44, it is determined whether or not a critical portion of the

memory 12 was tested in functional block 38 by checking the memory classification

read in functional block 36. For the current example, the memory portion 16 is

classified as critical. Accordingly, the method would transfer to functional block 46

where the operating mode of the brake system associated with the first memory block

16 would be permanently disabled, that is, the anti-lock brake mode of operation

would be made inoperable until the brake system is serviced. The method would then

advance to functional block 48 where, because the affected mode of operation is

critical, the vehicle operator would be signaled that the operating mode is disabled. In

the preferred embodiment, the signal would consist of illumination of a warning light

that would remain illuminated when the vehicle ignition is on until the brake system

has been serviced. The warning may either identify the affected mode of operation or

be a generic "SERVICE BRAKE SYSTEM NOW" message. The method then

continues to functional block 42 where the index N is incrementally increased by 1.

[0028] If, in decision block 44, it is determined that a non-critical portion of the

memory 12 was tested in functional block 38, such as, for example, the second



memory portion 18 associated with the traction control mode of operation, the method

transfers to functional block 50. In functional block 50, the operating mode of the

brake system associated with the non-critical portion of the memory is temporarily

disabled. A temporary disablement allows for a clearance of the memory fault upon

successive testing of the memory portion with a resetting of the fault flag for the

associated non-critical memory portion. Upon clearance of the memory fault, the

associated operating mode of the brake system also would be enabled. The method

then advances to functional block 52 where the vehicle operator would be signaled

that the mode is disabled. In the preferred embodiment, the signal would consist of

illumination of a warning light that would remain illuminated when the vehicle

ignition is on until the detected fault in the affected memory portion has been cleared.

As shown in functional block 52, provision of the message may be optional. The

invention also contemplates that repeated detection of faults for a non-critical memory

portion after the fault has been cleared may result in a permanent disablement of the

memory portion (not shown). The method then continues to functional block 42

where the index N is incrementally increased by 1.

[0029] Following the incremental increase of the index N the method continues to

decision block 54 where it is determined whether or not the method should continue.

A simple test is used in decision block 54, such as, for example, whether the vehicle

ignition is on or whether the vehicle engine is running. If, in decision block 54, it is

not desired to continue, the method exits through block 56. If, in decision block 54, it

is desired to continue, the method transfers to decision block 58.

[0030] In decision block 58, it is determined whether or not all of the portions of

the memory 12 have been tested by comparing the current value of the index N to a

maximum index N MAX- For the memory example illustrated in Fig. I 5N MAX would be

equal to four for the four memory portions 16, 18, 20, and 22 shown in the figure. If,

in decision block 58, it is determined that the all of the memory portions have not

been tested, the method transfers to functional block 34 where the next memory

portion is selected for testing. Thus, for the example described above, the second



memory portion 18 that is associated with the traction control mode of operation

would be selected in functional block 34. The method would then continue as

described above. If, in decision block 58, it is determined that the all of the memory

portions have been tested, the method transfers to functional block 32 where the index

is reset to 1. The method would then advance to functional block 34 where the first

memory portion would again be selected for testing. The method would then continue

as described above. Thus, the invention contemplates a continuous testing of the

memory device portions for faults. In the preferred embodiment, the memory fault

testing rate is a function of the microprocessor iteration rate.

[0031] Thus, the segmentation of the memory 12 described above allows for a

gradual degradation of the memory upon detection of memory faults. This allows

continued operation of the non-affected portions of the brake system and provides an

improvement over prior art testing systems where the entire electronic brake control

system would be disabled upon detection of a single fault, regardless of the criticality

of the affected system portion. While the preferred embodiment of the invention has

been illustrated and described with the memory segmented into portions associated

with modes of brake system operation, it will be appreciated that the invention also

may be practiced with the memory segmented with regard to whether the data in the

segment must always be both present and valid. Such segments would be classified as

critical while the memory segments for data that would not always need to be present

and/or valid would be classified as non-critical. Additionally, the fault testing of a

failed memory portion may either continue at a normal rate or be accelerated to be

tested at a faster rate.

[0032] The present invention also contemplates an alternate embodiment of the

method that is illustrated by the flow chart shown in Fig. 3 that includes a reset

function. Blocks shown in Fig. 3 that are similar to blocks shown in Fig. 2 have the

same numerical identifiers. Thus, the method enters through block 30 and continues

to block 32 where the index N is initially set to 1. The method then advances to

functional block 60 where the memory portion associated with the current index is



selected for testing the classification for the selected memory portion is read. Thus,

functional block 60 in Fig. 3 combines the two functional blocks labeled 34 and 36 in

Fig. 2. From functional block 60, the alternate embodiment continues to decision

block 62.

[0033] In decision block 62, it is determined whether or not the selected memory

portion has been disabled. If the selected memory portion has not been disabled, the

method transfers to functional block 38 to test the memory portion. The method then

continues as described above. However, if, in decision block 62, it is determined that

the selected memory portion has been disabled, the method transfers to decision block

64 where it is determined whether or not a critical portion of the memory 12 is

disabled by checking the memory classification read in functional block 60. If the

disabled memory portion is a critical portion, the disablement is permanent and the

method transfers to functional block 42 where the index N is incrementally increased

by 1. The method then continues as described above.

[0034] If, in decision block 64, it is determined that the disabled memory portion is

a non-critical portion, the method transfers to decision block 66 where it is determined

whether or not the disabled memory portion should be reset. The determination in

decision block 66 is a function of the selected memory portion and utilizes a

conventional methodology. For example, if a new fault has not been detected during a

subsequent number of tests of the disabled memory portion, it may be decided that the

memory portion may be reset and returned to service. If it is determined that the fault

has been cleared, the method transfers to functional block 68 where the fault is cleared

and the fault flag is reset. Additionally, the operating mode of the brake system

associated with the cleared memory portion also is enabled. The method then

advances to functional block 70 where the disable signal, if present, is extinguished.

The method continues to functional block 42 and continues as described above.

However, if, in decision block 66, it is determined that the fault in the disabled

memory portion has not been cleared, the method transfers directly to functional block

42 and continues as described above.



[0035] The invention also contemplates another alternate embodiment that allows

continued operation of the modes associated with the critical portions of the memory.

The alternate embodiment provides a back-up copy of each critical portion of the

microprocessor memory as illustrated in Fig. 4, where components that are the same

as components shown in Fig. 1 have the same numerical identifiers. As shown in Fig.

4, the microprocessor 10 is connected to a memory 78 having a back-up memory

portion for each of the critical memory portions. Thus, for the example memory 78

shown in Fig. 4, the first memory portion 16, which is classified as critical, has a

back-up memory portion 80 while the fourth memory portion 22, which also is

classified as critical, has a back-up memory portion 82. The back-up memory

portions 80 and 82 are connected to the microprocessor 10 by the communication bus

14 and the microprocessor, as will be described below, may selectively access the

back-up memory portions. The back-up memory portions 80 and 82 may be either

complete or partial copies of their corresponding primary memory portions 16 and 18;

however, the invention contemplates that the back-up memory portions contain

enough information to allow the associated brake system mode of operation to

continue to operate.

[0036] The alternate embodiment of the invention also contemplates a method for

periodically testing each portion 16, 18, 20 and 22 of the memory 12 as illustrated by

the flow chart shown in Fig. 5, where the blocks that are similar to the blocks shown

in Fig. 2 have the same numerical identifiers. The method proceeds as described

above until it is determined that a fault has been detected in a critical memory portion

in decision block 44. Upon detection of such a fault, the method transfers to

functional block 84 where the back-up copy of the critical memory portion is selected

for use by the microprocessor in place of the corresponding faulted critical memory

portion. As a result, the microprocessor may continue to operate the portion of the

brake system that is associated with the faulted memory portion. The method

continues to functional block 86 where a signal indicating that a fault has been

detected in a critical memory portion is set. The signal may consist of either a visual



signal to alert the vehicle operator and/or the setting of a code for reading by a

maintenance person during servicing. The method then continues as described above.

[0037] The alternate embodiment also contemplates resetting of non-critical

functions as illustrated by the flow chart shown in Fig. 6 where the blocks that are

similar to the blocks shown in Figs. 3 and 5 have the same numerical identifiers.

Thus, the alternate method illustrated in Fig. 6 operates in much the same manner as

described above for the method shown in Fig. 3 except that a back-up memory portion

is substituted for a faulted critical memory portion in block 84 and a signal of the

substitution is provided in functional block 86.

[0038] The invention further contemplates another alternate embodiment that

stores the content of any Non-Volatile Memory (NVM) in a flash memory for use

should the contents of the NVM become corrupted. The NVM typically contains

static information such as, for example, data that is programmed into the ECU by the

manufacturer at the fabrication facility. A schematic diagram of a microprocessor 10

that includes a NVM 90 memory is shown in Fig. 7 where components that are the

same as components shown in Fig. 1 have the same numerical identifiers and the

memory 12 is now identified as a Read Only Memory (ROM). As also shown in Fig.

7, the microprocessor is connected by the communication bus 14 to a flash memory 92

that is utilized to back up the NVM 90, as will be described below.

[0039] In prior art systems, the NVM 90 is tested during the boot up of the

microprocessor and also periodically during operation by running a sum check to

determine whether the stored data has become corrupted. Upon detecting corruption

of the data stored in the NVM 90, the microprocessor would set an error flag and

disable the system. The alternate embodiment of the present invention contemplates

storing the data contained in the NVM 90 in the flash memory 92 once the boot test

has shown that the data is not corrupted. Then, upon data corruption being detected

during subsequent testing of the NVM 90 while the system is being operated, the

stored data in the flash memory 92 would be read into the NVM 90, allowing

operation of the system to continue.



[0040] The operation of the alternate embodiment is illustrated by the flow chart

shown in Fig. 8, where components that are the same as components shown in Fig. 2

have the same numerical identifiers. The flow chart is entered through block 30 and

proceeds to functional block 100 where the microprocessor 10 is booted up. During

the boot-up, the NVM 90 is tested in functional block 102 by a conventional method

such as, for example, running a checksum of the data contained in the memory. The

algorithm then continues to decision block 104.

[0041] In decision block 104, it is determined whether the data contained in the

NVM 90 has been corrupted. If it is determined that the data in the NVM 90 is

corrupted, the algorithm transfers to functional block 106 where the microprocessor

and the associated system are disabled. The algorithm then continues to functional

block 108 where the vehicle operator is signaled that the system has been disabled by

a visual and/or audio signal. The algorithm then exits through block 110. If, in

decision block 104, it is determined that the data in the NVM 90 is not corrupted, the

algorithm transfers to functional block 112 where the data in the NVM is stored in the

flash memory 92.

[0042] The algorithm continues to functional block 32 where the memory portion

identifier N is set with an initial value of unity, as described above. The algorithm

then advances to functional block 114 where the NVM 90 is again tested. The

algorithm then continues to decision block 116 where it is determined whether the

data contained in the NVM 90 has been corrupted. If it is determined that the data in

the NVM 90 is corrupted, the algorithm transfers to functional block 120 where the

data stored in the flash memory 92 in functional block 112 isτ ead into the NVM to

replace the corrupted data. The algorithm then continues to functional block 118

where the memory portion corresponding to the current memory portion identifier N

and the classification of the selected memory portion is read, as described in

functional blocks 34 and 36 shown in Fig. 2. If, in decision block 116, it is

determined that the data in the NVM 90 is not corrupted, the algorithm transfers

directly to functional block 118. From functional block 118, the algorithm proceeds



as described above with the exception that the functions shown in 46 and 48 in Fig. 2

are combined into a single functional block 122 in Fig. 8. Thus, the alternate

embodiment shown in Fig. 2 periodically checks the NVM 90 and, upon finding

corrupted data, replaces the corrupted data with uncorrupted data that was stored in

the flash memory 92 during boot-up of the microprocessor 10.

[0043] While the alternate embodiment utilizing a flash memory 92 described

above was illustrated by a modification of Fig. 2, it will be appreciated that the flash

memory also may be utilized with the embodiments of the invention illustrated in

Figs. 3, 5 and 6 (not shown). Such utilization involves modifying the flow charts

shown in Figs. 3, 5 and 6 in a manner similar to the modification of the flow chart

shown in Fig. 2 to include the additional blocks shown in Fig. 8. Also, while the

embodiment was illustrated in Fig. 8 with both updating of the NVM 90 and checking

portions of the ROM 12, it will be appreciated that the invention also may be practiced

for updating only the NVM 90 without any checking of the ROM portions (not

shown).

[0044] Another alternate embodiment of the invention is shown in Fig. 9 where

components shown in Fig. 9 that are similar to components shown in Figs. 1 and 7

have the same numerical identifiers. As shown in Fig. 9, flash memories are also

provided as backup for the ROM memory portions 16, 18, 20 and 22. Thus FLASHl

130 is a flash memory provided as back up for the first memory portion 16. Similarly,

FLASH2 132 is a flash memory provided as back up for the second memory portion

18, FLASH3 134 is a flash memory provided as back up for the third memory portion

20, and FLASH4 136 is a flash memory provided as back up for the fourth memory

portion 22. While separate flash memories 90, 130, 132, 134 and 136 are shown in

Fig. 9, it will be appreciated that the invention also may be practiced with a single

flash memory (not shown) having portions dedicated to the individual flash memories

shown in Fig. 9.

[0045] The alternate embodiment contemplates initial testing of each of the

memory portions upon initial boot-up of the microcomputer 10 and, upon successful



testing, storing the content of the NVM 90 and each of the ROM memory portions 16,

18, 20 and 22 in the corresponding flash memory 92, 130, 132, 134 and 136,

respectively. Then, if upon subsequent periodic testing of each of the memory

portions, it is determined that the data in one of the memories is corrupted, the

uncorrupted data in the corresponding flash memory is copied into the memory

portion to replace the corrupted data.

[0046] The operation of an algorithm for implementing the alternate embodiment is

illustrated by the flow charts shown in Figs. 1OA and 1OB where components that are

similar to components shown in Figs. 2 and 8 have the same numerical identifiers. In

Fig. 1OA, the content of the NVM and ROM memory portions are read into the

corresponding flash memories while in Fig. 1OB the NVM and ROM memory

portions are written over if corrupted data is detected.

[0047] In Fig. 1OA, the algorithm is entered through block 30 and proceeds as

described above through functional block 32 where the ROM memory portion

identifier N is initially set to one. The algorithm then advances to functional block

140 where the ROM memory portion corresponding to the current value of the ROM

memory portion identifier N is selected. Next, the selected ROM memory portion is

tested in functional block 142 after which the algorithm advances to decision block

144. If, in decision block 144, it is determined that the data in the tested ROM

memory portion has been corrupted, the algorithm transfers to decision block 106 in

which the microprocessor and the associated system are disabled. The algorithm then

continues to functional block 108 where the vehicle operator is signaled that the

system has been disabled by a visual and/or audio signal. The algorithm then exits

through block 110. If, in decision block 144, it is determined that the data in the

tested ROM memory portion is not corrupted, the algorithm transfers to functional

block 146 where the data in the tested ROM memory portion is stored in the flash

memory associated with the tested ROM memory portion. The algorithm then

advances to functional block 148 where the ROM memory portion identifier N is

indexed by one. The algorithm then advances to decision block 150.



[0048] In decision block 150, the current value of the ROM memory portion

identifier N is compared to the maximum ROM memory portion identifier N MAX- If

the ROM memory portion identifier N is less than or equal to the maximum identifier

value N MAX all of the ROM memory portions have not been initially tested and the

algorithm transfers back to decision block 140 and proceeds as described above. If, in

decision block 150, the the ROM memory portion identifier is greater than the

maximum identifier value N MAXJ
a of the ROM memory portions have been initially

tested and the algorithm transfers to Fig. 1OB.

[0049] In Fig. 1OB, the ROM memory portion identifier N is reset to one. The

algorithm then advances to functional block 114 where the non-volatile memory is

tested and then continues as described above for the flow chart shown in Fig. 8 until

functional block 154 is reached. In functional block 154, the ROM memory portion

corresponding to the current value of the ROM memory portion identifier N is

selected. Next the selected ROM memory portion is tested in functional block 156

after which the algorithm advances to decision block 158. If, in decision block 158, it

is determined that the data in the tested ROM memory portion has been corrupted, the

algorithm transfers to functional block 160 in where the uncorrupted data stored in the

corresponding flash memory is read over the corrupted data in the tested ROM

memory portion. The algorithm then continues to functional block 162. If, in

decision block 158, it is determined that the data in the tested ROM memory portion is

not corrupted, the algorithm transfers to directly to functional block 162.

[0050] In functional block 162, the ROM memory portion identifier N is indexed

by one. The algorithm then advances to decision block 164. In decision block 164, it

is determined whether the algorithm should continue. If the algorithm is not to

continue, the algorithm exits through block 56. If, in decision block 164, it is

determined that the algorithm should continue, the algorithm transfers to decision

block 168.

[0051] In decision block 168, the current value of the ROM memory portion

identifier N is again compared to the maximum ROM memory portion identifier



NMAX - If the ROM memory portion identifier N is less than or equal to the maximum

identifier value N MAX, all of the ROM memory portions have not been tested and the

algorithm transfers back to decision block 154 to select the next ROM memory

portion for testing and then proceeds as described above. If5 in decision block 154, the

the ROM memory portion identifier is greater than the maximum identifier value

N MAX, all of the ROM memory portions have been tested and the algorithm transfers

to functional block 152 where the ROM memory portion identifier N is again reset to

one and the next iteration of memory testing begins.

[0052] While the alternate embodiments of the invention shown in Figs. 7 through

10 illustrate copying the content of either only the non-volatile memory or copying the

content of both the non-volatile memory and portions of the ROM memory into the

flash memory, it will also be appreciated that invention may be practiced by copying

only the portions of the ROM memory into the flash memory (not shown).

Additionally, it is contemplated that the invention may be practiced by copying only

selected portions of the ROM memory into the flash memory (not shown). The

invention also contemplates being practiced as a combination of the embodiments

described above, such as, for example copying the uncorrupted data in at least one of

the portions of the ROM memory into a corresponding portion of the flash memory

during the initial boot-up of the microcomputer. The remaining portions of the ROM

memory portions would continue to be tested as described above for Figs. 1 through 6

(not shown). The copying of the uncorrupted data from at least one portion of the

ROM memory into the flash memory also may be combined with copying the data in

the non-volatile memory into the flash memory, as described above.

[0053] It will be appreciated that the flow charts shown in Figs. 2, 3, 5, 6, 8 and 10

are exemplary and it will be appreciated that the invention may be practiced with other

steps and in other sequences of steps than those shown in Figs. 2, 3, 5, 6, 8 and 10.

Additionally, while the preferred embodiment has been illustrated and described in

terms of a vehicle brake control system, it will be appreciated that the invention also

may be practiced upon other vehicle control systems that utilize a microcontroller with



an associated memory such as, for example, vehicle stability control systems, traction

control systems, active suspension control systems and engine control systems.

Furthermore, it is contemplated that the invention also may be practiced upon non-

vehicle control systems that utilize a microcontroller with an associated memory.

[0054] In accordance with the provisions of the patent statutes, the principle and

mode of operation of this invention have been explained and illustrated in its preferred

embodiment. However, it must be understood that this invention may be practiced

otherwise than as specifically explained and illustrated without departing from its

spirit or scope. For example, it will be appreciated that each of the memory blocks

shown in Fig. 1 may be further divided into memory sub-blocks for testing with each

of the sub-blocks assigned a classification. \



CLAIMS

What is claimed is:

1. A method for reconfiguring a memory device comprising the steps of:

(a) providing a memory that is divided into separate portions;

(b) testing each memory portion for a fault; and

(c) upon detecting a fault in step (b), disabling the memory portion

associated with the fault.

2. The method according to claim 1 wherein the memory device is

included in an electronic control system.

3. The method according to claim 2 wherein step (c) also includes

disabling the operation of the portion'of the control system associated with the

disabled memory portion.

4. The method according to claim 3 wherein the memory portions provided

in step (a) are each assigned a classification as one of critical and non-critical and

further wherein disablement in step (c) is permanent for any disabled memory portion

that is classified as critical.

5. The method according to claim 3 wherein the memory portions provided

in step (a) are each assigned a classification as one of critical and non-critical and



further wherein disablement in step (c) is temporary for any disabled memory portion

that is classified as non-critical.

6. The method according to claim 5 wherein the temporary disablement

may be subsequently reset upon clearance of the associated fault detected in step (b).

7. The method according to claim 6 wherein the portion of the control

system associated with the disabled memory portion also is enabled upon clearance of

the associated fault detected in step (b).

8. A method for reconfiguring a memory device comprising the steps of:

(a) providing a memory that is divided into separate portions with each

portion assigned a classification as one of critical and non-critical with a back-up

memory portion provided for each critical memory portion;

(b) testing each critical memory portion for a fault; and

(c) upon detecting a fault in step (b) for a critical memory portion, replacing

the function contained within the faulted memory portion associated with the

corresponding back-up memory portion.

9. The method according to claim 8 further including generation of an error

signal upon detection of a fault in a critical memory portion in step (b).



10. The method according to claim 8 wherein step (b) also includes testing

each non-critical memory portion for a fault and further wherein step (c) also includes

temporarily disabling any non-critical memory portion for which a fault is detected.

11. The method according to claim 9 wherein step (c) also includes

disabling the operation of the portion of a control system associated with the disabled

non-critical memory portion.

12. The method according to claim 11 wherein the temporary disablement

of the non-critical memory portion in step (c) may be subsequently reset upon

clearance of the associated fault detected in step (b).

13. The method according to claim 12 wherein the memory device is

included in an electronic brake control system.

14. A method for reconfiguring a memory device connected to a

microprocessor, the method comprising the steps of:

(a) providing a microprocessor that is connected to a ROM, the ROM being

divided into separate portions with each portion assigned a classification as one of

critical and non-critical, the microprocessor also connected to a non-volatile memory

for storing static data and a flash memory;

(b) booting up the microprocessor;



(c) testing the non-volatile memory and, upon determining that the data in

non-volatile memory is not corrupted, copying the data in non-volatile memory into

the flash memory;

(d) testing each ROM portion for a fault;

(e) taking a corrective action upon detecting a fault in step (d); and

(f) testing periodically the non-volatile memory and, upon determining that

the data in the non-volatile memory is corrupted, replacing the corrupted data with the

uncorrupted data stored in the flash memory during step (c).

15. The method according to claim 14 further including in step (a) providing

a back-up memory portion provided for each critical ROM portion and further

wherein the corrective action is step (c) includes replacing the function contained

within a faulted ROM critical memory portion with the corresponding back-up

memory portion.

16. A method for reconfiguring a memory device connected to a

microprocessor, the method comprising the steps of:

(a) providing a microprocessor that is connected to a ROM, the ROM being

divided into separate portions, the microprocessor also connected to a non-volatile

memory for storing static data and a flash memory having a portion corresponding to

each portion of the ROM;

(b) booting up the microprocessor;

(c) testing each ROM portion and, upon determining that the data in tested

ROM portion is not corrupted, copying the data in the tested ROM portion into the

portion of the flash memory corresponding to the tested ROM portion; and;



(b) testing periodically each portion of the ROM and, upon determining that

the data in the tested ROM memory portion is corrupted, replacing the corrupted data

with the uncorrupted data stored in the corresponding portion of the flash memory

during step (c).

17. A method for reconfiguring a memory device connected to a

microprocessor, the method comprising the steps of:

(a) providing a microprocessor that is connected to a ROM, the ROM being

divided into separate portions, the microprocessor also connected to a non-volatile

memory for storing static data and a flash memory having a portion corresponding to

each portion of the ROM and a portion corresponding to the non-volatile memory;

(b) booting up the microprocessor;

(c) testing the non-volatile memory and, upon determining that the data in

non-volatile memory is not corrupted, copying the data in non-volatile memory into

the portion of the flash memory corresponding to the non-volatile memory;

(d) testing each ROM portion and, upon determining that the data in tested

ROM portion is not corrupted, copying the data in the tested ROM portion into the

portion of the flash memory corresponding to the tested ROM portion;

(e) testing periodically the non-volatile memory and, upon determining that

the data in the tested memory is corrupted, replacing the corrupted data with the

uncorrupted data stored in the corresponding portion of the flash memory during step

(c); and

(f) testing each portion of the ROM and, upon determining that the data in

the tested memory is corrupted, replacing the corrupted data with the uncorrupted data

stored in the corresponding portion of the flash memory during step (d).



18. A method for reconfiguring a memory device connected to a

microprocessor, the method comprising the steps of:

(a) providing a microprocessor that is connected to a ROM, the ROM being

divided into separate portions with each portion assigned a classification as one of

critical and non-critical, the microprocessor also connected to a non-volatile memory

for storing static data and a flash memory having a portion corresponding to at least

one portion of the ROM and a portion corresponding to the non-volatile memory;

(b) booting up the microprocessor;

(c) testing the non-volatile memory and, upon determining that the data in

non-volatile memory is not corrupted, copying the data in non-volatile memory into

the flash memory;

(d) testing the at least one ROM portion and, upon determining that the data

in tested ROM portion is not corrupted, copying the data in the tested ROM portion

into the portion of the flash memory corresponding to the tested ROM portion; and

(e) testing periodically the non-volatile memory and, upon determining that

the data in the tested memory is corrupted, replacing the corrupted data with the

uncorrupted data stored in the corresponding portion of the flash memory during step

(C);

(f) testing the at least one portion of the ROM and, upon determining that

the data in the tested memory is corrupted, replacing the corrupted data with the

uncorrupted data stored in the corresponding portion of the flash memory during step

(d);

(g) testing the ROM portions that do not have data copied into the flash

memory for faults; and



(h) taking a corrective action upon detecting a fault in step (g).

19. A method for reconfiguring a memory device connected to a

microprocessor, the method comprising the steps of:

(a) providing a microprocessor that is connected to a ROM, the ROM being

divided into separate portions with each portion assigned a classification as one of

critical and non-critical, the microprocessor also connected to a flash memory having

a portion corresponding to at least one portion of the ROM and a portion

corresponding to the non-volatile memory;

(b) booting up the microprocessor;

(c) testing the at least one ROM portion and, upon determining that the data

in tested ROM portion is not corrupted, copying the data in the tested ROM portion

into the portion of the flash memory corresponding to the tested ROM portion; and

(d) testing periodically the non-volatile memory and the at least one portion

of the ROM and, upon determining that the data in the tested memory is corrupted,

replacing the corrupted data with the.uncorrupted data stored in the corresponding

portion of the flash memory during step (c).

(e) testing the ROM portions that do not have data copied into the flash

memory for faults; and

(f) taking a corrective action upon detecting a fault in step (e)
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