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Description

Method and device for ring protection and system comprising

such device

The invention relates to a method and a device for ring

protection and to a system comprising such a device.

A Spanning Tree Protocol (STP IEEE 802.1D) is a common
protocol used for protection in Ethernet Networks. Further
developments of the Spanning Tree Protocol result in a Rapid
Spanning Tree Protocol (RSTP IEEE 802.1w) and in a Multiple
Spanning Tree Protocol (MSTP IEEE 802.1s).

An Ethernet Ring Protection (ERP) mechanism and protocol are
disclosed in, e.g., EP 1 062 787 Bl.

In rough outline, the ERP protocol works as follows:

One of a ring's nodes is assigned as a Ring Master (also
referred to as Redundancy Manager, RM). Two ring ports on
this Ring Master are configured as a primary (P) port and as
a secondary (S) port. All other nodes of the ring are
configured as Ring Slaves (RS). An ERP control VLAN for the
purpose of sending and receiving ERP control messages is
established over the ring. The Ring Master blocks its
secondary port for all non-control traffic and sends "Hello"
packets via the control VLAN; the packets are sent to both
primary and secondary ring ports every configurable time

(e.g., 50msec intervals).

Failure detection:

There are two modes of failure detection which can be

employed simultaneously:

Alarm mode:

The failure is detected by one of the nodes adjacent to the

failure. When a node detects that any of its ring ports has
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lost a link, it immediately sends a "linkdown" message via
the control VLAN on its sound link. Failure detection in this
mode is immediate, but the detection can only be performed by

nodes that support ERP.

Sample mode:

The failure is detected by the Ring Master as a result of

missing "Hello" packets. Since detection is performed by the
Ring Master, it is fully interoperable with all other ERP or
non-ERP nodes within the same ring, providing that the Ring

Master is node capable of ERP.

Restoration:

When the Ring Master detects a failure (either by receiving a
"linkdown" message or by missing "Hello packets") it
— Declares a failed state;
— Opens the logically blocked protected VLANs on the
secondary port.
— Flushes its Forwarding Database (FDB);

— Sends an acknowledgement message: "linkdown Ack"

Upon receiving the "link down" message, all other nodes in
the rings flush their FDBs. Destination-switching decisions
are then re-learned according to a common Layer 2 learning
mechanism. In the basic configuration described above, a

typical ring may be operational again in less than 50msec.

Since the Ring Master’s secondary port is now open, service

frames, will be routed via the alternative path.

Reverting to normal:

When a node notices that a failed ring port is up again, it
— Puts all the protected VLANs on the repaired port in
a temporarily blocked state; and

— Sends a "link up" message to the Ring Master.

Upon receiving the "link up" message, the Ring Master
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Blocks the protecting VLANs on its secondary port;
and

Sends a "link up Ack" message to all other nodes.

Upon receiving a "link up", the transit nodes

Flush their Forwarding Database (FDB); and
Switch their blocked transit links to the normal

forwarding state.

Ring topologies are known in carrier Ethernet networks, in

particular because some approaches may meet the 50ms

recovering time. Examples of such ring topologies are:

RPR IEEE 802.17;
ERP (Ethernet Ring Protection);
EAPS (Ethernet Automatic Protection Switching);

Ring Spanning Tree.

These approaches need to be pre-configured well in advance to

running a network.

The object to be solved is to overcome the disadvantages as

stated before and to provide a method and a device able to

automatically configure a network with ring protection.

This problem is solved according to the features of the

independent claims. Further embodiments result from the

depending claims.

In order to overcome this problem a method for ring

protection of a network is provided comprising the steps:

running a first method to identify at least one loop
within the network;

a network component that is informed by the first
method about a common network component that can be
reached from the network component via different

ports blocks one port and supports a ring protection.
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Hence, the network component is informed that it can be
reached from a common network component via different paths.
Such a loop situation should be avoided in a network
comprising several network components. The network component
blocks one of its ports such that it can only be reached via
the remaining (open) port thereby supporting ring protection

mechanisms, such as, e.g., Ethernet ring protection (ERP).

This approach advantageously allows an automatic
configuration or set-up of a network enabling ring protection

mechanisms.

As an embodiment, the method further comprises the steps:
— the network component requests a control VLAN from
the common network component;
— the common network grants the control VLAN;
— the network component informs intermediate network
components located in a path between the network
component and the common network component about the

network component.

Preferably, the network component then acts as a redundancy
manager according to a ring protection protocol. The control
VLAN (virtual local area network) is a VLAN over which
control messages are sent and received. Advantageously, the
control VLAN is not blocked.

As a further embodiment, the network component conveys the
following information to the intermediate network components:
— the control VLAN;
— a primary port of the network component;

— a secondary port of the network component.

This information allows the intermediate network components

to configure themselves for ring protection.



10

15

20

25

30

35

WO 2009/019168 PCT/EP2008/059936

In addition, an information of an instance, in particular of
a set of VLANs is conveyed to the intermediate network

components by the network component.

This allows to operate multiple instances of ring protection
protocols. The instance, e.g., the set of VLANs, indentifies

the entity to be protected.

As another embodiment, the network component receives

acknowledges from intermediate network components.

In yet another embodiment, the network component sends test
packets via the control VLAN to the intermediate network

components and to the common network component.

With an intermediate network component receiving a test
packet, this intermediate network component becomes aware

that a ring protection protocol is active.

Next, it is an embodiment that the first method operates
according to a spanning tree protocol (STP), in particular
according to a multiple spanning tree protocol (MSTP) or

according to a rapid spanning tree protocol (RSTP).

It is also an embodiment that the method can be used for
configuration, set-up, maintenance and/or operation of the

network.

Further, it is an embodiment that the network component, the
common network component and/or the intermediate network
components is/are of the following type, respectively:

— a switch;

— a router;

— a gateway.

The object stated supra is also solved by a device used for

ring protection, the device comprising a processor unit that
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is equipped and/or arranged such that the method as described

herein can be run on said processor.

Preferably, the device can be a communication device, in
particular any network component. Such network component can
further be of the following type:

— a switch;

— a router;

— a gateway.

In an additional embodiment, the device operates at least
partially as a redundancy manager according to a ring

protection protocol.

Said ring protection protocol can preferably be an Ethernet

ring protection protocol.

The objective stated above is also reached by providing a
communication system comprising at least one device as

described herein.

Embodiments of the invention are shown and illustrated in the

following figures:

Fig.1l shows a diagram comprising steps to be executed in

order to reach ring protection;

Fig.2 shows a diagram of elements of an adjusted bridge
protocol data unit (BPDU);

Fig.3 shows a ring topology to illustrate the method for

ring protection in more detail;

Fig.4 shows control VLAN request and grant sent in the ring

topology according to Fig.3;

Fig.b shows an ERP network component configuration as

performed in a ring topology according to Fig.3.
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Fig.o6

Fig.7

Fig.8

Fig.9

A net
parti
to a
loops

may t

Fig.1

a)

shows a (physical) network comprising 16 network
components (nodes) comprising a cluster of none-ERP

compliant nodes;

shows an exchange of bridge protocol data units
(BPDUs) in the network of Fig.6;

shows an exchange of control VLAN requests (and
grants) in the network topology as set forth in

Fig.6;

shows an active topology configuration of ERP
protocols pursuant according to the topology of
Fig.o.

work component that may be a switch according to a

cular embodiment would block one of its ports pursuant
loop detected by this network component. Basically,
shall be avoided. Each blocked link within the network

hus protect a ring of network components.

shows steps to be executed to enable ring protection.
In a step 101 a multiple spanning tree (MSTP) protocol
is run with a modified bridge protocol data unit (BPDU).
This adjusted BPDU is shown in Fig.2, reference 201: A
block 202 of four bridge MAC addresses is added at the
end of a BPDU 201.
These additional bridge MAC addresses are used in a step
102 according to which each network component (NC) adds
its MAC address. This will result in a first network
component NC1 receiving all MAC addresses of
intermediate NCs of a particular path.

In a step 103, the first network component NC1 blocks
one of its ports in case it detects that it can be
reached from a common NC via different paths or - in

other words - 1f a common NC can be reached from the
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first network component NC1l via different ports (i.e.

paths) .
d) In a step 104, the first network component NCl regquests
a control VLAN from the common NC.
e) The common NC grants such control VLAN in a step 105.
) Then, the first network component NC1 in a step 106

sends an operation and maintenance packet (OAM packet)
to intermediate network components thereby informing
these intermediate network components that ring
protection, in particular Ethernet ring protection
(ERP), is active (step 107).

Fig.3 shows a ring topology to illustrate the method for ring
protection in more detail. All network components NC1, NC2,
NC3, NC4, NC5 and NC6 can be realized as switches.

The network component NC1l is also referred to as common

network component, because the two communication paths

i) NC1 - NC2 - NC4 - NCé6; and
ii) NC1 - NC3 - NC5b - NC6

arriving at NC6 both have network component NCl as common

origin (root).

In comparison to an usual xSTP-operation, the BPDU packet is
changed as shown in Fig.2 by adding Bridge MAC addresses (see
block 202 in Fig.2).

The network component NC6 decides which port to block.
Subsequently, the network component NC6 verifies if the
network components support a ring protection protocol such

as, e.g., Ethernet ring protection (ERP).

From the perspective of network component NC6, the last
common network component is NC1, the first path (see i)

above) leads via network components NC2 and NC4 and an
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alternative path (see ii) above) leads via network components
NC3 and NCb5.

If all network components in the loop support ring protection
like, e.g., ERP, the network component NC6 as shown in Fig.4
requests a control VLAN from the common network component NCI
(also referred to as root bridge in this case) or from the
first common network component that supports ring protection

(in case the root bridge does not support ring protection).

The VLAN requested is to be used for control purposes within

the protected ring, e.g., according to the ERP protocol.

This request assures that all control VLANs are unique

throughout the entire network.

After having a control VLAN granted by the common network
component NC1, as shown in Fig.5, the network component NCO6
informs the other switches that a protected ring can be
configured or set-up. In case of ERP, the network component

NC6 requests to become a Redundancy Manager (RM) of the ring.

There is more than one way to notify the network components
of the ring to start operation as a protected ring (e.g., an
ERP ring). The network component NC6 that is about to become
the Redundancy Manager is aware of every other network
component of this ring. This is ensured by the network
component NC6 receiving such information via its two ports:
Via a port Pl, the network component NC6 received the MAC
addresses of the network components NC1l, NC2 and NC4. Via a
port P2, the network component NC6 receives the MAC addresses
of the network components NC1, NC3 and NC5. This information
allows the switch to define the ring. From the port Pl
towards the port P2 the ring will be as follows:

NC6 => NC4 => NC2 => NC1 => NC3 => NCb.
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In general networks, the ring from a primary port Pl towards

a secondary port P2 can be construed as follows:

The network component itself
N2
The last MAC in the BPDU received at the port Pl
N2

N
The last common MAC received at both ports P1l, P2
N
All MAC addresses after the last common MAC received

at port P2 in the same order

With this information collected, it is possible to configure
the network components of the ring sending

— The control VLAN;

— Information relating to the primary port Pl (or a
possibility for a network component to determine the
primary port Pl on its own);

— Information relating to the secondary port P2 (or a
possibility for a network component to determine the

secondary port P2 on its own).

After the network component NC6, here acting as the
Redundancy Manager, receives acknowledges from the network
components NC1, NC2, NC4, NC3, NCb, it starts a normal ERP
operation sending test packets within the control VLAN

obtained from the common network component NCI1.

When a network component receives such a test packet, it is

aware that the ring is operational in ERP mode.

Preferably, prior to switching to ERP mode, protection
mechanisms according to 802.1 can be implemented (e.g., in

case of failure before the ERP can even be set up).
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Another advantage of this approach is a compatibility between

ERP and xSTP as well as various versions of STP.

Furthermore, multiple instances of the ERP can work in
parallel as described supra. In addition to the approach
comprising a single ERP protocol, the information required to
configure the network components of the ring is slightly
different, i.e. such information preferably comprises:

— The control VLAN;

— Information relating to the primary port Pl (or a
possibility for a network component to determine the
primary port Pl on its own);

— Information relating to the secondary port P2 (or a
possibility for a network component to determine the
secondary port P2 on its own);

— An instance (i.e., a set of VLANs) that is to be

protected.

Preferably, this additional information "instance" (set of
VLANs) is made available wvia MSTP.

The approach described herein in particular shows the
following advantages:
— The network can be automatically configured, set up
and/or maintained.
— This approcach is compliant with previous versions of
the Spanning Tree Protocol (STP).
— Further, this approach assures that the secondary

link of the Redundancy Manager is not a shared link.

Fig.6 shows a (physical) network comprising 16 network
components (nodes). The four nodes in the upper left corner
are MSTP-compliant nodes that are not compatible with
Ethernet ring protection. The remaining nodes are compatible
with ERP, but are also capable of sending and/or receiving

MSTP protocol data units.
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As set forth in this approach, the nodes compatible of ERP
exchange extended bridge protocol data units (BPDUs) as shown
in Fig.7, thereby informing the adjacent ERP-compatible nodes
about their respective predecessor(s) by incorporating the
predecessor's(s') MAC address(es) in the BPDUs. This
information can be used to identify the ring topology of

those nodes that are compatible with ERP.

As shown in Fig.8, the network components that can be reached
via different paths (ports of the respective network
component) exchange control VLAN requests and grants with the

respective common network component.

This leads to ring protection as shown in Fig.9: Various
rings ERP A, ERP B, ERP C and ERP D are identified that may

act according to the Ethernet ring protection protocol.
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Claims:

13

1. A method for ring protection of a network comprising the

steps:

running a first method to identify at least one loop
within the network;

a network component that is informed by the first
method about a common network component that can be
reached from the network component via different

ports blocks one port and supports a ring protection.

2. The method according to claim 1, further comprising the

steps:

the network component requests a control VLAN from
the common network component;

the common network grants the control VLAN;

the network component informs intermediate network
components located in a path between the network
component and the common network component about the

network component.

3. The method according to claim 2, wherein the network

component conveys the following information to the

intermediate network components:

the control VLAN;
a primary port of the network component;

a secondary port of the network component.

4. The method according to claim 3, wherein further an

information of an instance, in particular of a set of

VLANs, 1s conveyed from the network component to the

intermediate network components.

5. The method according to any of claims 3 or 4, wherein

the network component receives acknowledges from

intermediate network components.
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10.

11.

12.

14

The method according to claim 5, wherein the network
component sends test packets via the control VLAN to the
intermediate network components and to the common

network component.

The method according to any of the preceding claims,
wherein the first method operates according to a
spanning tree protocol (STP), in particular a multiple
spanning tree protocol or a rapid spanning tree protocol
(RSTP) .

The method according to any of the preceding claims,
wherein the method is used for configuration, set-up,

maintenance and/or operation of the network.

The method according to any of the preceding claims,
wherein the network component, the common network
component and/or the intermediate network component
is/are of the following type:

— a switch;

— a router;

— a gateway.

A device used for ring protection comprising a processor
unit that is equipped such that the method according of
any of the preceding claims is executable on said

processor.

The device according to claim 10, wherein said device is
a communication device, in particular a network
component of the following type:

— a switch;

— a router;

— a gateway.

The device according to any of claims 10 or 11, wherein
the device operates at least partially as a redundancy

manager according to a ring protection protocol.
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13. The device of claim 12, wherein the ring protection

protocol is an Ethernet ring protection protocol.

14. Communication system comprising the device according to

any of claims 10 to 13.
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