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sets from a representation of a circuit, and rank-ordering each subset from the
plurality of subsets. The process can also include selecting at least one of the
subsets for triplication based on the rank-ordering and a triplication condition.
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AUTOMATED CIRCUIT TRIPLICATION METHOD AND
SYSTEM

RELATED APPLICATION
[0001] This application claims priority to and the benefit of U.S. Provisional Patent
Application Serial No. 61/836,531, filed on June 18, 2013, entitled, “Circuit Triplication Method

and System,” which is incorporated herein by reference in its entirety.

TECHNICAL FIELD
[0002] This description relates to automated partial triple modular redundancy (pTMR).
BACKGROUND
[0003] Partial triple module redundancy (pTMR) of a circuit can be implemented to

improve the reliability of portions of a circuit. Some known methods for implementing pTMR of
portions of a circuit are manual, inefficient, and/or may not properly result in triplication of the
portions of the circuit in a desirable fashion. Thus, a need exists for systems, methods, and
apparatus to address the shortfalls of present technology, and to provide other new and

innovative features.

SUMMARY

[0004] In one general aspect, a non-transitory computer-readable storage medium can be
configured to store instructions that when executed cause a processor to perform a process. The
process can include defining a plurality of subsets from a representation of a circuit, and rank-
ordering each subset from the plurality of subsets. The process can also include selecting at least
one of the subsets for triplication based on the rank-ordering and a triplication condition.

[0005] The details of one or more implementations are set forth in the accompanying
drawings and the description below. Other features will be apparent from the description and

drawings, and from the claims.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0006] FIG. 1 is a block diagram that illustrates a triplication module and a circuit
targeted for partial triple modular redundancy (pTMR).

[0007] FIG. 2 is a flowchart that illustrates a process for performing automated pTMR.

[0008] FIG. 3A is a block diagram that illustrates another triplication module and circuit
targeted for pTMR.

[0009] FIG. 3B is a table that illustrates rank-ordered components from FIG. 3A.

[0010] FIG. 4 is a block diagram that illustrates an implementation of a triplication
module.

[0011] FIG. 5 is a diagram that illustrates a graphical representation of a circuit.

[0012] FIGS. 6A and 6B are diagrams that illustrate triplication of an element.

[0013] FIGS. 7A and 7B are diagrams that illustrate triplication of feedback of a circuit.

DETAILED DESCRIPTION

[0014] FIG. 1 is a block diagram that illustrates a triplication module 100 and a
representation of a circuit 10 (also can be referred to as a circuit representation) targeted for
partial triple modular redundancy (pTMR) according to an implementation. The triplication
module 100 is configured to automatically perform pTMR, which can be referred to as
automated pTMR. Specifically, the triplication module 100 is configured to determine whether
or not one or more elements R(1) through R(N) in the representation of the circuit 10 are to be
triplicated. The elements R(1) through R(N) can represent circuit behaviors, components of a
circuit, nodes, and/or so forth.

[0015] The triplication module 100 is configured to group the elements R(1) through
R(N) into subsets based on one or more subset rules. In some implementations, the subsets can
be referred to as clusters. In some implementations, the defining of subsets can generally be
referred to as “subdividing”. After the subsets have been defined (or identified), the subsets can
be rank-ordered based on one or more ranking rules. In other words, a rank can be assigned to
cach of the subsets, or a portion thercof. In some implementations, the rank-ordering of subsets
(or elements thereof) can generally be referred to as “rank-ordering”. Based on the rank-
ordering and one or more triplication conditions, one or more of the subsets of the elements R(1)

through R(N) can be selected for triple modular redundancy. In some implementations, the
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subsets of the elements R(1) through R(N) can be selected for triple modular redundancy until a
triplication condition is satisfied. In some implementations, the selecting of the subsets for
triplication (and exclusion of other subsets from triplication) based on rank-ordering and
triplication condition(s) can generally be referred to as “subset selection”.

[0016] As a specific example, elements R(1) and R(2) can be defined as subset X1,
elements R(3) through R(N-2) can be defined as subset X2, and elements R(N-1) and R(N) can
be defined as subset X3. The subsets X1 through X3 can be defined based on, for example,
connections and/or feedback cycles between the elements R(1) through R(N). The subsets X1
through X3 can be rank-ordered, for example, such that X2 > X1 > X3. The rank-ordering can
be based on the relative importance of one or more of the elements R(1) through R(N) included
within the subsets X1 through X3. After the rank-ordering has been completed, subsets X2 and
X1 can be selected for triplication based on their respective ranks each being higher than a rank
of X3 and a triplication condition that, for example, allows for triplication of only two subsets.
Accordingly, subset X3 may not be selected for triplication because the triplication condition
would be violated (or unsatisfied).

[0017] Although not shown in FIG. 1, one or more relationships can exist between pairs
of elements R(1) through R(N). For example, a first element can be coupled to a second element
via a relationship. The distance between the first element and the second element (which can be
referred to as an adjacent element) can be referred to as a hop.

[0018] In some implementations, triplication can be used to preserve the internal memory
or state of an element within a circuit cycle in the presence of a fault or upset. Triplication, along
with voter insertion, can be implemented to automatically restore the correct memory state after
a circuit has been repaired. Without triplication of feedback of the circuit cycle, the internal state
of the circuit may be lost. Triplication of an element (e.g., a component, a node) can include
replacing the element of a circuit with three instances (e.g., copies or replicates) of the element
(or adding two instances of the element to the existing instance of the element). In some
implementations, triplication can include insertion of one or more voters to ensure, for example,
proper synchronization between instances (e.g., between the copies or replicates) of a triplicated
element and other elements of a circuit that may or may not be triplicated. In some
implementations, triplication can include insertion of one or more voters, for example, between a

non-triplicated portion of a circuit and a triplicated portion of the circuit, portion of the circuit,
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within one or more feedback paths within each triplicated element (included in the triplicated
portion), and/or so forth. More details related to, and an example of triplication, are described at
least in connection with FIGS. 6A through 7B.

[0019] The triplication module 100, and implementation shown and described in
connection with FIG. 1, are set forth by way of example only. A variety of circuit representation
types, subset rules, ranking rules, and/or triplication conditions can be implemented by the
triplication module 100. In some implementations, the subset rules, the ranking rules, and the
triplication conditions can be collectively or individually referred to as parameters. More details
related to these parameters are described below and in connection with at least FIG. 4.

[0020] FIG. 2 is a flowchart that illustrates a process for performing automated pTMR.
As shown in FIG. 2, the triplication module is configured to receive a representation of a circuit
(block 210). In some implementations, the representation of the circuit can be a textual
representation of the circuit, a representation of behaviors of the circuit, a description of the
circuit, a netlist, a graphical representation of the circuit, a hardware description language (HDL)
level representation, architectural level representation, and/or so forth. The representation of the
circuit can include elements (e.g., nodes, components, and/or so forth) and relationships between
elements (e.g., physical connections, information flow, directions, endpoints, communication
channels, and/or so forth).

[0021] As a more specific example, the representation of the circuit can include elements
that represent the components of the circuit and relationships that represent the connections
between the elements. In some implementations, a relationship between two of the elements can
represent a directional relationship (e.g., a unidirectional relationship). In some
implementations, a relationship between two elements can represent a bidirectional relationship.

[0022] FIG. 2 illustrates that one or more triplication conditions are received (block 220).
The triplication condition can include a limit (also can be referred to as a threshold) for
triplication such as a number of subsets that may be triplicated, a number of portions (e.g.,
components, eclements) included in a subset that may be triplicated, an available size (e.g., die
areca, estimated area) for triplication, and/or so forth.

[0023] As shown in FIG. 2, the triplication module is configured to define a plurality of
subsets from the representation of the circuit (block 230). The plurality of subsets can be defined

based on one or more subset rules and an analysis of the representation of the circuit. In some
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implementations, the triplication module can be configured to analyze the representation of the
circuit to determine the relative connectedness of components of the circuit based on the
representation of the circuit. In some implementations, the automated methods for identifying
the elements to triplicate can rely on the level of connectivity of the elements. In some
implementations, the triplication module can be configured to define one or more of the plurality
of subsets based on cycles (e.g., feedback cycles) included within the circuit (or representation
thereof). Said differently, the defining of subsets can be based on an analysis of cycles within the
representation of the circuit. In some implementations, a subset can be referred to as a group or
grouping. In some implementations, a subset can include one or more elements.

[0024] After each of the plurality of subsets has been defined, each subset from the
plurality of subsets is rank-ordered (block 240). The rank-ordering can be performed based on
one or more ranking rules including size (e.g., die area, number of elements or sub elements) of
the subset, complexity of the subset, relative priority of portions (e.g., components) of the subset,
and/or so forth.

[0025] In some implementations, less than all of the plurality of subsets can be rank-
ordered. For example, in some implementations only a portion of the subsets that are defined
may be rank-ordered. For example, based on one or more a ranking rules, some subsets may be
eliminated as a candidate for rank-ordering.

[0026] After the subsets have been rank-ordered, at least one of the subsets is selected for
triplication based on a combination of the rank-ordering and the one or more triplication
conditions (block 250). In some implementations, subsets from the plurality of subsets may be
selected based on, priority defined by the rank-ordering, for triplication until a triplication
condition is satisfied. For example, subsets from the plurality of subsets may be selected based
on the rank-ordering until an area available for triplication has been satisfied or until a quota of a
number of components for triplication has been satisfied. In some implementations, one or more
triplication conditions, ranking rules, subset rules, and/or the representation of the circuit can be
user-defined (e.g., designer-defined). In some implementations, one or more triplication
conditions, ranking rules, subset rules, and/or the representation of the circuit can be based on, or
can use, metadata associated with a circuit representation. More details related to metadata
associated with a circuit representation are described below.

[0027] In some implementations, all or some portions of the process steps described
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above can be performed multiple times based on different sets of parameters (e.g., subset rules,
ranking rules, and the triplication conditions) (or portion thereof) and/or circuit representations.
For example, the entire process shown and described in connection with blocks 210 through 240
can be performed using a first set of parameters (e.g., subset rules, ranking rules, and the
triplication conditions) (or portion thereof). Subsequently, the entire process shown and
described in connection with blocks 210 through 240 can be performed using a second set of
parameters (e.g., subset rules, ranking rules, and the triplication conditions) (or portion thereof).
A comparison of the results can be performed by the triplication module to select the subsets (or
portions thereof) for triplication.

[0028] In some implementations, all or some portions of the process steps described
above can be iteratively performed or performed in a different order. For example, one or more
triplication conditions can be received (block 220) after the subdividing (block 230) or the rank-
ordering (block 240). In some implementations, one or more triplication conditions can be
received (block 220) during the selecting (block 250).

[0029] As another example, the subdividing (block 230), the rank-ordering (block 240),
and the selecting (block 250) can be iteratively performed based on different sets of parameters.
In some implementations, the iterative processing in a subsequent iteration can be used to further
refine processing during a prior iteration. In some implementations, the iterative processing can
be performed so that different results of selected subsets can be compared from different
iterations or processing time periods.

[0030] As a specific example, rank-ordering (block 240) can be performed during a first
time period based on a first set of ranking rules, the selecting of subsets (block 250) can be
performed during a second time period, and the rank-ordering (block 240) can be performed a
second time during a third time period based on a second set of ranking rules. The rank-ordering
during the third time period can be performed so that triplication conditions can be satisfied more
completely (based on a threshold condition).

[0031] As another specific example, subdividing (block 230) can be performed during a
first time period based on a first set of ranking rules, the rank-ordering (block 240) and selecting
of subsets (block 250) can be performed during a second time period, and the subdividing (block
230) can be performed a second time during a third time period based on a second set of ranking

rules. The subdividing during the third time period can be performed on a different portion of
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(e.g., mutually exclusive or overlapping portions of) the circuit than the subdividing during the
first time period. In some implementations, the subdividing during the third time period can be
performed so that subsets can be further subdivided (or grouped or combined) or so that one or
more triplication conditions can be satisfied more completely (based on a threshold condition).

[0032] In some implementations, only one subset may be selected for triplication based
on a triplication condition. In some implementations, a portion of the subset may be selected for
triplication. More details related to such variations are described below.

[0033] FIG. 3Ais a block diagram that illustrates another triplication module 300 and a
circuit 30 targeted for automated pTMR according to an implementation. Specifically, the
triplication module 300 is configured to determine whether or not one or more components A1l
through A8 included in the circuit 30 are to be triplicated. In some implementations, the
components Al through A8 can be referred to as elements.

[0034] The components A1l through A8 can be referred to as primitive elements of the
circuit 30. The components A1l through A8 can include elements such as flip-flops (FF),
multiplexors, memory cells, invertors, logical gates (e.g., OR gates, AND gates, XOR gates),
individual devices (e.g., diodes, metal-oxide-semiconductor field effect transistors MOSFETs),
and/or so forth. As shown in FIG. 3A, the components A1 through A8 of the circuit 30 are
coupled via electrical connections (or wires), which are represented as lines between the
components Al through A8. The circuit 30 shown in FIG. 3A is presented by way of example
only, and the triplication module 300 can be configured to handle processing associated with a
circuit that includes a large number of primitive circuit elements (e.g., over 100,000 circuit
primitive elements).

[0035] The process of automated pTMR in accordance with FIG. 2 can be described with
reference to FIG. 3A. For example, the triplication module 300 can be configured to receive a
netlist (not shown) that is a representation of the components A1l through A8 and the connections
included in circuit 30 shown in FIG. 3A. In some implementations, the netlist can indicate
directionality of the connections between the components A1 through AS.

[0036] The triplication module 300 can be configured to define subsets B1 through B4
based on the netlist representation of the circuit 30. In some implementations, the subsets B1
through B4 can be defined based on cycles between the components Al through A8 or a level of

connections (e.g., number of connections, priority of connections) of the components A1 through
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A8 within the netlist representation of the circuit 30.

[0037] After the subsets B1 through B4 have been defined, the subsets B1 through B4
can be rank-ordered, for example, such that subset B2 has a rank P1 (also can be referred to as a
priority), subset B1 has a rank P2, subset B4 has a rank P3, and subset B3 has a rank P4 (with P1
being highest and P4 being lowest). The rank-ordering of B2 with the rank P1 can be based on,
for example, component A3 having a higher priority for triplication than any of the remaining
components Al through A2 or A4 through AS.

[0038] In some implementations, each of the components included in a rank-ordered
subset can have the rank-ordering of the subset. For example, as shown in FIG. 3B, components
A1, A2, and A6 each have the rank P2, which corresponds with the rank P2 of the subset B1.

[0039] After the rank-ordering has been completed, at least some of the components Al
through A8 from subsets B1 through B4 can be selected for triplication. In some
implementations, selection of components (and exclusion of other components) based on rank-
ordering can proceed until a triplication condition is satisfied. For example, if a triplication
condition limits a number of components for triplication to four components, selection of the
highest ranked subsets—subset B2 and subset B4—will satisfy the triplication condition.
Specifically, subset B2, includes component A3, and subset B4, includes component A1, A2, and
A6, for a total of four components.

[0040] As described above, as part of an automated pTMR process, the triplication
module 300 can be configured to evaluate a list of components in a netlist and select which of
these components should be triplicated and which should remain untriplicated. In some
implementations, at the end of the automated pTMR process, a new netlist can be produced that
can include more elements than the original netlist (e.g., some components from the original
netlist can appear three times in the new pTMR netlist).

[0041] FIG. 4 is a block diagram that illustrates an implementation of a triplication
module 400 according to an implementation. As shown in FIG. 4, the triplication module 400
includes a representation processor 410, a triplication selection module 440, a subset definition
module 420, and a ranking module 430.

[0042] The representation processor 410 can be configured to process (e.g., produce,
receive, analyze) a circuit representation 43 (or multiple circuit representations). In some

implementations, the representation processor 410 can be configured to process any of the
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representations of a circuit as described herein. In some implementations, the representation
processor 410 can be configured to define the circuit representation 43 based on a circuit input in
a variety of formats. In some implementations, the representation processor 410 can be
configured to convert a circuit representation (not shown) from a first format into the circuit
representation 43, which can have a second format.

[0043] In some implementations, the representation processor 410 can include, or can
use, a Computer Aided Design (CAD) tool that handles the circuit representation 43 (e.g., a
netlist) as an input and then converts the circuit representation 43 into a low-level representation
used to make the integrated circuit. In some implementations, the format of the circuit
representation 43 can be implemented in an Electronic Design Interchange Format (EDIF). In
some implementations, the circuit representation 43 can be, or can include, American Standard
Code for Information Exchange (ASCII) text, a rich text format (RTF) and can be viewed using a
text file editor. As a specific example, the representation processor 410 can be configured to
process a netlist, which can be a computer file that describes the details of a circuit
implementation. In some implementations, the format of the circuit can be implemented in a
hardware description language (HDL).

[0044] In some implementations, the circuit representation 43 can include a list of all (or
a portion of) circuit components in a circuit design. Each circuit component in the circuit
representation 43 may represent a primitive component or element (such as those mentioned
above) in target hardware or the circuit representation may refer to a previously defined circuit
description that includes or references another circuit representation (not shown) to define a
circuit hierarchy. In some implementations, a component can include a port that can be a
connection point to one or more other components. Each component in the circuit representation
43 can be unique and can be referenced with a unique name. A component can have metadata
(e.g., properties, annotations) that indicates to a processing tool (e.g., a CAD tool, the
representation processor 410) a manner in which the component can or should be used.

[0045] The circuit representation 43 can also include a list of all (or a portion of)
relationships (e.g., wires, connections, nets) in a circuit. A relationship can represent a physical
connection between two or more component ports. In some implementations, a relationship can
have one or more source (or driver) component and one or more sink components. In some

implementations, a source port can be a port on a component that drives a logic value of a
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relationship (for example, the source might be the output of a logic gate). A sink ports can be a
port of a component that receives (e.g., reads) the logic value of a relationship. A relationship
can be simple with a single source and a single sink, or complex with multiple sources and
hundreds of sinks. Like a component, a relationship can be identified with a unique name.

[0046] FIG. 5 is a diagram that illustrates a graphical representation of a circuit, which
can also be referred to as a circuit graph 500. This circuit graph 500 (which can be referred to as
a mathematical graph) includes 12 nodes (labeled G1 through G12) and fifteen edges. The
circuit graph 500 can be a model consisting of nodes and edges to represent objects and their
interconnection or level of connectivity. In some implementations, the nodes of the circuit graph
500 can be created for each circuit component, and the edges of the circuit graph 500 can be
defined between each source-sink pair of each net in a circuit representation. In this
implementation, the edges include at least: {G1,G2}, {G2,G3}, {G3,G4}, {G4,G5}, {G5,G2},
{G4,G7}, {G7,G8}, {G8,G6}, {G6,G7}, {G6,G3}, {G8,G9}, {G9,G10}, {G10,G11},
{G11,G9}, and {G11,G12}. The terms nodes and edges can be used, in particular, when used in
conjunction with a circuit graph.

[0047] In some implementations, the nodes of the circuit graph 500 can correspond with
components or elements. For example, each of the nodes in the circuit graph 500 can represent,
for example, a logic gate or flip-flop of a circuit and the edges can represent, for example the
network connections between these nodes. As another example, the nodes of the circuit graph
500 can correspond with circuit behaviors associated with elements, and the nets can represent
connections or relationships between the elements. As yet another example, the nodes of the
circuit graph 500 can correspond with components, and the nets can represent connections or
relationships between the components. Accordingly, a circuit representation, such as a netlist, a
behavioral representation of a circuit, and/or so forth, can be converted into a circuit graph such
as the circuit graph 500 shown in FIG. 5 to facilitate the analysis of the circuit connectivity for
triplication analysis.

[0048] Referring back to FIG. 4, the subset definition module 420 includes subset rules
41. The subset rules 41 can be used by the subset definition module 420 to the circuit
representation 43. Specifically, the subset definition module 420 can use the subset rules 41 to
define subsets (of elements, components, or nodes) within the circuit representation 43. Any of

the subset rules 41 described herein associated with any of the implementation can be used alone
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or in combination. In some implementations, subset rules 41 can be organized with a
prioritization (or ordering) so that a first subset rule from the subset rules 41 can be applied
before a second subset rule from the subset rules 41. In some implementations, one or more of
the subset rules 41 can include an execution order of other of the subset rules 41. In some
implementations, one or more subset rules 41 may not be executed or may be dynamically
changed during processing by the triplication module 400.

[0049] In some implementations, the subset rules 41 can be used to identify, or can
include a rules-based algorithm for identifying, cycles within the circuit representation 43. For
example, a cycle can be a path (e.g., an alternating sequence of nodes and edges) that starts and
stops at the same node. A cycle within a circuit graph (such as that shown in FIG. 5) can also be
referred to as feedback or as a feedback cycle. A cycle within a circuit graph can include a state
(or a memory), where the state can be stored within a flip-flop or a register. A graphical example
of a cycle is illustrated in the circuit graph 500 of FIG. 5 as: {G2,G3,G4,G5}.

[0050] In some implementations, the subset rules 41 can be used to identify a single
cycle within a circuit representation as a subset, or can be used to identify multiple cycles for
inclusion in a subset. In some implementations, the subset rules 41 can be defined so that each
component, node, or element within a circuit representation 43 is included in only one subset. In
some implementations, subsets identified using the subset definition module 420 can be mutually
exclusive so that nodes, components, or elements are included in only one subset.

[0051] In some implementations, the subset rules 41 can be defined to identify subsets
using Strongly Connected Component (SCC) decomposition. A strongly connected component
can be a sub-graph (e.g., a subset of the original circuit graph) in which every node in the sub-
graph can communicate with (or reach) every other node in the sub-graph. The subsets identified
using SCC decomposition can be referred to as SCCs. By definition, a path that starts and stops
at each node in the SCC indicates the presence of feedback or a cycle. At least the following
SCCs are included in the circuit graph 500 shown in FIG. 5: {G2,G3,G4,G5,G6,G7,G8}, and
{G9,G10,G11}. In some implementations, at least one cycle can be included in every SCC, and
each node in a circuit graph may be included in only one SCC.

[0052] A number of algorithms can be used for identifying SCCs within a circuit graph
such as Kosaruju's algorithm and Tarjan's algorithm. The Tarjan algorithm operates by

performing two depth-first searches on a circuit graph and completes in linear time (meaning a
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linear relationship between the number of nodes in the graph and the execution time). The SCC
decomposition can be used to define a list of SCCs where each SCC is a set of nodes forming
circuit feedback.

[0053] In some implementations, the entirety of the circuit representation 43 (or
relatively large portions thereof (e.g., greater than 50%)) can be identified as a subset using
subset rules 41 targeted to cycles or SCC decomposition. In such instances, subset rules 41 can
be applied by the subset definition module 420 to subdivide the subset into smaller subsets.
Subset rules 41 related to a size (e.g., a percentage or ratio), numbers of elements, distance
between elements, distance or hops along a path within a cycle, and/or so forth, can be used to
limit or determine the size of a subset (e.g., limit the size of a subset to less than a specific
percentage of the circuit representation 43).

[0054] For example, in some implementations, the entirety of the circuit representation
43 (or relatively large portions thereof) can be identified as an SCC. In other words, all circuit
clements (or nodes or clusters) can be reached by the other elements in a feedback loop. To
address this issue, a relatively large SCC can be decomposed (or subdivided) further by limiting
the size of the SCC using one or more of the subset rules 41. Specifically, one or more of the
subset rules 41 can be defined to identify clusters (referred to as SCC clusters) within a larger
SCC where each SCC cluster has a number of elements where each element (or component or
node) is limited in distance (e.g., number of hops) from other elements in the SCC cluster. As a
specific example, with a modification to, for example, the Tarjan algorithm, SCC clusters can be
identified from a larger SCC. This modified version of SCC decomposition, can be referred to as
constrained-depth SCC decomposition because a relatively large, single SCC into a set of smaller
SCC clusters where each cycle in the smaller SCC clusters has a limited path length.

[0055] In some implementations, the circuit representation 43 may lack cycles (or
feedback cycles) such that relatively few subsets may be identified based on subset rules 41
targeting cycles. In such implementations, a variety of subset rules 41 can be implemented by
subset definition module 420 to identify subsets.

[0056] For example, in some implementations, for circuit representations with relatively
little or no feedback, subset rules 41 can be used to identify a subset using a seed element (or
node or component) and/or fan-out levels (e.g., components that are driven by the seed element).

Accordingly, a subset including feed-forward portions of a circuit representation can be
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identified. For example, a seed element can be identified and a specified number of fan-out
levels from the seed element can be identified as a subset. In some implementations, this can be
referred to as a wave-front search from the seed element. In some implementations, seed
element can be identified in a specified number of fan-out levels and/or a specified number of
clements (e.g., an element limit or threshold) can be identified as a subset.

[0057] In some implementations, the subset rules 41 can identify which elements should
be selected as seed elements. For example, in some implementations, the subset rules 41 can
indicate that a particular type of element, an element having a particular location, and/or so forth
should be selected as a seed element. In some implementations, one or more elements can be
randomly selected as a seed element. In some implementations, elements that have relatively
high fan-out can be selected as a seed element for a subset. For example, a first element that has
a fan-out to a higher number of elements than a number of elements to which a second element
has a fan-out can be selected as a seed element over the second element.

[0058] In some implementations, one or more elements can be identified (e.g., within one
or more of the subset rules 41) by a user as a seed element. For example, in some
implementations, a user can provide a list of components and can provide each component with a
score (or ranking). The triplication module 400 can be configured to defined subsets of
components around these user-defined seed components.

[0059] In some implementations, one or more subset rules 41 can be used to identify
subsets that are mutually connected. In other words, one or more of the subset rules 41 can be
defined to verify or ensure mutual connection between elements (or nodes or components) that
are included within a subset. For example, one or more subset rules 41 can be defined such that
a specified (or threshold) number of mutual connections between at least two elements included
in a subset. The elements that are included within the subset can be iteratively modified until the
number of mutual connections between the at least two elements is satisfied. A mutual
connection can be, or can include, a first connection from first element to a second element and a
second connection from the second element back to the first element. The mutual connection be
a type of cycle or feedback cycle.

[0060] Whether or not feedback is used to identify subsets (or elements) for triplication,
one or more subset rules 41 can be defined so that elements that are identified for triplication are

mutually connected as clusters or groups. The reason for cluster-based triplication is that it may
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be undesirable (e.g., relatively expensive) to provide voting between the triplicated portion of the
design and the non-triplicated portion of the design (more discussion related to voting between
triplicated portions is discussed below in connection with at least FIGS. 6A through 7B). By
keeping all triplicated components in clusters, the number of voters needed to convert to the non-
triplicated logic sections can be minimized. SCC decomposition, for example, can provide
clustering in a desirable fashion, and some implementations using SCC decomposition can omit
additional clustering rules (or algorithms).

[0061] In some implementations, one or more of the subset rules 41 can be configured to
define subsets based on one or more circuit partitioning algorithms. In some implementations,
circuit partitioning can be performed on relatively large circuits spread across multiple devices.
The partitions of the circuit can be defined to subsets. In some implementations, one or more of
the subset rules 41 can be defined to partition the circuit representation 43 to, for example,
minimize communication between the partitions. In some implementations, these circuit
partitioning algorithms can also be applied to create clusters of feed forward circuits that can be
defined as subsets for triplication. In some implementations, one or more of the subset rules 41
can be configured to minimize the number of relationships that cross partition boundaries. In
some implementations, reducing the number of relationships crossing partitions (or subsets)
crossing can reduce a number of voters needed when crossing from a triplicated region or portion
to a non-triplication region or portion.

[0062] For example, one or more subset rules 41 can be defined such that the first subset
and a second subset can be defined to include elements that minimize a number of relationships
or connections between the first subset and the second subset. As another example, one or more
subset rules 41 can be defined such that a group of elements can be identified as a subset such
that the subset has less than or equal to a threshold number of connections out of the subset. The
clements that are included within the subset can be iteratively modified until the number of
connections out of the subset is less than or equal to the threshold number. As yet another
example, one or more subset rules 41 can be defined (e.g., iteratively define) such that a subset
has a minimum number of connections out of the subset.

[0063] In some implementations, one or more of the subset rules 41 can be defined or
customized by a user. In other words, at least one of the subset rules 41 can be defined by a user

and used during automated pTMR by the triplication module 400. The user can identify, for
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example, sensitive regions of a circuit and can direct the TMR selection process using at least
one of the subset rules 41. In some implementations, a user-defined rule can be prioritized over
(or below) one or more of the other subset rules 41.

[0064] After the circuit representation 43 has been subdivided into subsets by the subset
definition module 420 based on the subset rules 41, the ranking module 430 can be configured to
rank-order the subsets based on one or more ranking rules 42. In some implementations, ranking
rules 42 can be organized with a prioritization (or ordering) so that a first ranking rule from the
ranking rules 42 can be applied before a second ranking rule from the ranking rules 42. Any of
the ranking rules 42 described herein associated with any of the implementation can be used
alone or in combination. In some implementations, one or more ranking rules 42 may not be
executed or may be dynamically changed during processing by the triplication module 400.

[0065] In some implementations, at least one of the ranking rules 42 can be associated
with a size. For example, at least one of the ranking rules 42 can be defined so that a subset
including a greater number of elements has a higher or lower rank than a subset including a
lesser number of elements. In some implementations, at least one of the ranking rules 42 can be
defined so that a first subset that has a surface area (e.g., die surface area) larger than a surface
arca of the second subset can have a higher or lower rank than the second subset.

[0066] In some implementations, ranking rules 42 can include rules that are targeted to
prioritization of elements included within a subset. For example, a first subset that includes a
first type of element (or node or component) can have higher or lower rank than a second subset
that includes a second type of element. As another example, elements can have, or can be
assigned, a score that can be used to rank-order subsets including the elements. For example,
relative rankings can be assigned to subsets based on mathematical combinations of scores of
elements included within the subsets (e.g., average scores, median scores, maximum Scores,
minimum Scores).

[0067] In some implementations, ranking rules 42 can include rules that are targeted to
fan-out of elements included within a subset. For example, an element within a first subset that
has a relationship (e.g., a net) that is associated with other elements outside of the first subset can
be assigned a higher or lower ranking than a second subset that does not an element with a
relationship that is associated with other components outside of the second subset. As a specific

example, a relative rank-ordering of an SCC with respect to the other SCCs can be based on a
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fan-out or number of relationships that exit from the SCC. The fan-out can be used to
identifying an influence impact of an element (or subset thercof). Elements that have a relatively
large fan-out can provide the input for a large number of other elements. These relatively high
fan-out elements can be particularly important to protect with triplication as faults in these
elements can cause undesirable issues in relatively large areas of a circuit.

[0068] The triplication selection module 440 shown in FIG. 4 can be used to select
subsets for triplication. In some implementations, the triplication selection module 440 can be
configured to select subsets for triplication after processing has been performed by representation
processor 410, the subset definition module 420, and the ranking module 430. The triplication
selection module 440 can be configured to select subsets for triplication based on triplication
conditions 40 and based on the ranking-ordering based on the ranking rules 42.

[0069] In some implementations, one or more of the triplication conditions 40 can be
based on a number of elements (or subsets) (e.g., a threshold number of elements, a limit or
quota of elements). For example, the triplication selection module 440 can be configured to
select rank-ordered subsets starting with the highest ranked subsets and continuing through to the
lowest rank subsets until an element threshold or limit has been satisfied. In some
implementations, limit can be an element level limit even though the rank-ordering is based on
subsets. In some implementations, the limit can be a subset limit.

[0070] In some implementations, one or more of the triplication conditions 40 can be
based on a limit or condition for a type of element or subset. For example, one of the triplication
conditions 40 can be defined such that only a certain number of a type of element may be
triplicated from one or more subsets. The rank-ordering can be used to satisfy the quota or limit
of the particular type of element.

[0071] In some implementations, a subset can be further sub-divided to satisfy a quota or
a limit. For example, with reference to FIG. 3A, after the rank-ordering has been completed, at
least some of the components Al through A8 from subsets B1 through B4 can be selected for
triplication. Selection of components based on rank-ordering shown in FIG. 3B can proceed
until a triplication condition is satisfied. If the triplication condition sets a number of
components for triplication to five components, selection of the highest ranked subsets—subset
B2 and subset B4—will initially result in selection of four components for triplication and the

number in the triplication condition will not be met (or satisfied). Specifically, a total of four
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components are included in subset B2 (including component A3) and subset B4 (including
component Al, A2, and A6). Accordingly, at least one additional component from either subset
B3 or B4 can be selected for triplication. One or more of the ranking rules (e.g., ranking rules
42) and/or subset rules (e.g., subset rules 41) can be used to further subdivide the subset B3 or
B4 to select a component for triplication to meet the limit of five. Accordingly, the triplication
module can be configured to iteratively perform subdivision, rank-ordering, and subset selection
to satisfy the triplication condition. In some implementations, additional rules (or different
combinations of rules or parameters) that were not applied during a first iteration of processing
can be applied during a second iteration of processing to select a component for triplication. In
some implementations, substitution of a first subset for a second subset can be performed to
satisfy one or more triplication conditions.

[0072] Referring back to FIG. 4, in some implementations, one or more of the triplication
conditions 40 can be based on a size (¢.g., area) of elements (or subsets) (e.g., a threshold size).
For example, the triplication selection module 440 can be configured to select rank-ordered
subsets starting with the highest ranked subsets and continuing through to the lowest ranked
subsets until an area condition has been satisfied.

[0073] In some implementations, one or more of the triplication conditions 40 can be
based on a type of elements (or subsets) (e.g., a threshold size). For example, the triplication
selection module 440 can be configured to select rank-ordered subsets starting with the highest
ranked subsets and continuing through to the lowest ranked subsets until the element type
condition has been satisfied.

[0074] Any of the triplication conditions 40 described herein associated with any of the
implementation can be used alone or in combination. In some implementations, the triplication
conditions 40 can be organized with a prioritization (or ordering) so that a first triplication
condition from the triplication conditions 40 can be applied before a second triplication condition
from the triplication conditions 40. In some implementations, one or more of the triplication
conditions 40 can include an execution order of other of the triplication conditions 40. In some
implementations, one or more triplication conditions 40 may not be executed or may be
dynamically changed during processing by the triplication module 400.

[0075] In some implementations, one or more of the subset rules 41 and/or one or more

of the triplication conditions 40 can be applied by the ranking module 430 when ranking subsets.
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Similarly, one or more of the ranking rules 42 and/or one or more of the triplication conditions
40 can be used by the subset definition module 420 when subdividing the circuit representation
43 into subsets. Similarly, one or more of the ranking rules 42 and/or one or more of the ranking
rules 42 can be used by the triplication selection module 440 when selecting (and/or excluding)
subsets for triplication. In other words, one or more of the triplication conditions 40, the subset
rules 41, and/or the ranking rules 42 can correspond or overlap.

[0076] The components (¢.g., modules, processors) of the triplication modules (e.g.,
triplication modules 100, 300, 400) described herein can be configured to operate based on one
or more platforms (e.g., one or more similar or different platforms) that can include one or more
types of hardware, software, firmware, operating systems, runtime libraries, and/or so forth. In
some implementations, the components of the triplication modules can be configured to operate
within a cluster of devices (e.g., a server farm). In such an implementation, the functionality and
processing of the triplication modules can be distributed to several devices of the cluster of
devices.

[0077] The components of the triplication modules can be, or can include, any type of
hardware and/or software configured to process attributes. In some implementations, one or
more portions of the components of the triplication modules can be, or can include, a hardware-
based module (e.g., a digital signal processor (DSP), a field programmable gate array (FPGA), a
memory), a firmware module, and/or a software-based module (e.g., a module of computer code,
a set of computer-readable instructions that can be executed at a computer). For example, in
some implementations, one or more portions of the components the triplication modules can be,
or can include, a software module configured for execution by at least one processor (not
shown). In some implementations, the functionality of the components of the triplication
modules can be included in different modules and/or different components than those shown in
the triplication modules.

[0078] In some embodiments, one or more of the components of the triplication modules
can be, or can include, processors configured to process instructions stored in a memory. For
example, the triplication selection module 440 (and/or a portion thereof) can be a combination of
a processor and a memory configured to execute instructions related to a process to implement
one or more functions.

[0079] Although not shown, in some implementations, the components of the triplication
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modules (or portions thereof) can be configured to operate within, for example, a data center
(e.g., a cloud computing environment), a computer system, one or more server/host devices,
and/or so forth. In some implementations, the components of the triplication modules (or
portions thereof) can be configured to operate within a network. Thus, the components of the
triplication modules (or portions thereof) can be configured to function within various types of
network environments that can include one or more devices and/or one or more server devices.
For example, the network can be, or can include, a local area network (LAN), a wide arca
network (WAN), and/or so forth. The network can be, or can include, a wireless network and/or
wireless network implemented using, for example, gateway devices, bridges, switches, and/or so
forth. The network can include one or more segments and/or can have portions based on various
protocols such as Internet Protocol (IP) and/or a proprictary protocol. The network can include
at least a portion of the Internet.

[0080] In some implementations, a memory included in one or more of the triplication
modules (not shown) can be any type of memory such as a random-access memory, a disk drive
memory, flash memory, and/or so forth. In some implementations, the memory can be
implemented as more than one memory component (e.g., more than one RAM component or
disk drive memory) associated with the components of the triplication modules. In some
implementations, the memory can be a database memory. In some implementations, the memory
can be, or can include, a non-local memory. For example, the memory can be, or can include, a
memory shared by multiple devices (not shown). In some implementations, the memory can be
associated with a server device (not shown) within a network and configured to serve the
components of the triplication modules.

[0081] FIGS. 6A and 6B are diagrams that illustrate triplication of an element 600. The
element can be, or can represent, a circuit behavior, a circuit portion, a component, a subset,
node, and/or so forth. In this example, the element 600 includes two input ports and an output
port.

[0082] FIG. 6B is a diagram that illustrates triplication of the element 600 shown in FIG.
6A. Instances of the element 600 that are triplicated are labeled 600A, 600B, and 600C. A voter
630 is coupled to the respective output ports of the elements 600A through 600C. In some
implementations, the voter 630 can be disposed between the triplicated instances of the element

600A through 600C and a non-triplicated element (not shown). In some implementations, voter
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630 can be configured to ensure, for example, proper synchronization between instances of the
element 600 and other elements (or portions thereof) that may or may not be triplicated.

[0083] FIGS. 7A and 7B are diagrams that illustrate triplication of feedback of a circuit
700. As shown in FIG. 7A, the circuit 700 includes a register 720 and logic 710 (e.g.,
accumulator logic, combination logic). A feedback path is from the register 720, through the
logic 710, and back to the register 720. If the logic or state of the circuit 700 is corrupted, the
feedback of the circuit 700 will preserve the fault and will not restore the correct value of the
circuit 700 even after the circuit 700 has been repaired (e.g., repaired through scrubbing).

[0084] FIG. 7B is a diagram that illustrates triplication of the circuit 700 shown in FIG.
7A. Each component of the circuit 700 shown in FIG. 7A is triplicated as circuit 700A, circuit
700B, and circuit 700C. Voters 730A, 730B, 730C (e.g., majority voters) are respectively
inserted into the feedback path within each of the circuits 700A, 700B, and 700C.

[0085] Implementations of the various techniques described herein may be implemented
in digital electronic circuitry, or in computer hardware, firmware, software, or in combinations of
them. Implementations may implemented as a computer program product (i.e., a computer
program tangibly embodied in an information carrier (e.g., in a machine-readable storage device
(computer-readable medium) or in a propagated signal, for processing by, or to control the
operation of, data processing apparatus (e.g., a programmable processor, a computer, or multiple
computers))). A computer program, such as the computer program(s) described above, can be
written in any form of programming language, including compiled or interpreted languages, and
can be deployed in any form, including as a stand-alone program or as a module, component,
subroutine, or other unit suitable for use in a computing environment. A computer program can
be deployed to be processed on one computer or on multiple computers at one site or distributed
across multiple sites and interconnected by a communication network.

[0086] Method steps may be performed by one or more programmable processors
executing a computer program to perform functions by operating on input data and generating
output. Method steps also may be performed by, and an apparatus may be implemented as,
special purpose logic circuitry (e.g., an FPGA (field programmable gate array) or an ASIC
(application-specific integrated circuit)).

[0087] Processors suitable for the processing of a computer program include, by way of

example, both general and special purpose microprocessors, and any one or more processors of
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any kind of digital computer. Generally, a processor will receive instructions and data from a
read-only memory or a random access memory or both. Elements of a computer may include at
least one processor for executing instructions and one or more memory devices for storing
instructions and data. Generally, a computer also may include, or be operatively coupled to
receive data from or transfer data to, or both, one or more mass storage devices for storing data
(e.g., magnetic, magneto-optical disks, or optical disks). Information carriers suitable for
embodying computer program instructions and data include all forms of non-volatile memory,
including by way of example semiconductor memory devices (¢.g., EPROM, EEPROM, and
flash memory devices; magnetic disks (e.g., internal hard disks or removable disks);
magneto-optical disks; and CD-ROM and DVD-ROM disks. The processor and the memory
may be supplemented by, or incorporated in special purpose logic circuitry.

[0088] To provide for interaction with a user, implementations may be implemented on a
computer having a display device (e.g., a liquid crystal display (LCD) monitor), for displaying
information to the user and a keyboard and a pointing device (e.g., a mouse or a trackball), by
which the user can provide input to the computer. Other kinds of devices can be used to provide
for interaction with a user as well; for example, feedback provided to the user can be any form of
sensory feedback (e.g., visual feedback, auditory feedback, or tactile feedback); and input from
the user can be received in any form, including acoustic, speech, or tactile input.

[0089] Implementations may be implemented in a computing system that includes a
back-end component, e.g., as a data server, or that includes a middleware component, e.g., an
application server, or that includes a front-end component (e.g., a client computer having a
graphical user interface or a Web browser through which a user can interact with an
implementation), or any combination of such back-end, middleware, or front-end components.
Components may be interconnected by any form or medium of digital data communication, e.g.,
a communication network. Examples of communication networks include a local area network
(LAN) and a wide area network (WAN), e.g., the Internet.

[0090] While certain features of the described implementations have been illustrated as
described herein, many modifications, substitutions, changes and equivalents will now occur to
those skilled in the art. It is, therefore, to be understood that the appended claims are intended to
cover all such modifications and changes as fall within the scope of the embodiments. It should

be understood that they have been presented by way of example only, not limitation, and various

21



WO 2014/205114 PCT/US2014/043005

changes in form and details may be made. Any portion of the apparatus and/or methods
described herein may be combined in any combination, except mutually exclusive combinations.
The embodiments described herein can include various combinations and/or sub-combinations of

the functions, components and/or features of the different embodiments described.
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WHAT IS CLAIMED IS:

1. A non-transitory computer-readable storage medium storing instructions that
when executed cause a processor to perform a process, the process comprising:

receiving a representation of a circuit including a plurality of elements and a plurality of
relationships;

defining a first subset of the plurality of elements and a second subset of the plurality of
elements based on an analysis of the representation of the circuit;

assigning a first rank to the first subset of the plurality of elements, and a second rank to
the second subset of the plurality of elements;

receiving a triplication condition; and

selecting at least one of the first subset of the plurality of elements or the second subset of
the plurality of elements for triplication based on the first rank, the second rank, and based on the

triplication condition.

2. The computer-readable storage medium of claim 1, wherein the analysis is an

analysis of a plurality of cycles within the representation of the circuit.

3. The non-transitory computer-readable storage medium of claim 1, wherein the

assigning of the first rank is based on a size of the first subset of the plurality of elements.

4. The non-transitory computer-readable storage medium of claim 1, wherein the

assigning of the first rank and the second rank is based on fan-out.

5. The non-transitory computer-readable storage medium of claim 1, wherein the
assigning of the first rank and the second rank is based on a priority of a component from the
first subset of the plurality of elements relatively to a priority of a component from the second

subset of the plurality of elements.

6. The non-transitory computer-readable storage medium of claim 1, wherein the

triplication condition represents a triplication limit.
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7. The non-transitory computer-readable storage medium of claim 1, wherein the
selecting includes selecting the first subset of the plurality of elements,

the process further comprising:

triplicating a portion of the first subset of the plurality of elements based on the

triplication condition.

8. The non-transitory computer-readable storage medium of claim 1, wherein the
selecting includes selecting the first subset of the plurality of elements,

the process further comprising:

subdividing the first subset of the plurality of elements into a first portion and a second
portion based on the triplication condition; and

excluding the first portion of the first subset of the plurality of elements from triplication.

9. The non-transitory computer-readable storage medium of claim 1, wherein the
selecting includes selecting the first subset of the plurality of elements,

the process further comprising;:

excluding the second subset of the plurality of elements from triplication based on the

first rank having a priority greater than a priority of the second rank.

10. The non-transitory computer-readable storage medium of claim 1, wherein the
first subset of the plurality of elements is mutually exclusive from the second subset of the

plurality of elements.

11.  The non-transitory computer-readable storage medium of claim 1, wherein the

defining includes defining based on strongly connected component (SCC) decomposition.

12.  The non-transitory computer-readable storage medium of claim 1, wherein the
representation of the circuit is derived from a netlist, the plurality of elements correspond with a
plurality of components of the circuit, the plurality of relationships represent a plurality of

directional connections between the plurality of components of the circuit.
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13. A non-transitory computer-readable storage medium storing instructions that
when executed cause a processor to perform a process, the process comprising:

defining a plurality of subsets from a representation of a circuit;

rank-ordering each subset from the plurality of subsets; and

selecting at least one of the subsets for triplication based on the rank-ordering and a

triplication condition.

14.  The non-transitory computer-readable storage medium of claim 13, wherein the

defining is based on an analysis of a plurality of cycles within the representation of the circuit.

15.  The non-transitory computer-readable storage medium of claim 13, wherein the

representation of the circuit includes an element that represents a behavior of a circuit.

16. The non-transitory computer-readable storage medium of claim 13, wherein the
plurality of subsets from the representation of the circuit include a plurality of elements and a

plurality of relationships.

17.  The non-transitory computer-readable storage medium of claim 13, wherein the

ranking-ordering includes rank-ordering based on a plurality of ranking rules.

18. A non-transitory computer-readable storage medium storing instructions that
when executed cause a processor to perform a process, the process comprising:

defining a plurality of subsets from a representation of a circuit including a plurality of
elements and a plurality of relationships;

rank-ordering each subset from the plurality of subsets; and

iteratively selecting subsets from the plurality of subsets for triplication based on the

rank-ordering until a triplication condition is satisfied.

19.  The non-transitory computer-readable storage medium of claim 18, wherein the

ranking-ordering includes rank-ordering based on a plurality of ranking rules.
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20.  The non-transitory computer-readable storage medium of claim 18, wherein the
iteratively selecting subsets includes iteratively selecting a portion of at least one of the subsets

to satisfy the triplication condition.
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