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(57) Abstract: An improved core network that can monitor micro-level issues, identify specific services of specific nodes that may be
causing an outage, and perform targeted node failovers in a manner that does not cause unnecessary disruptions in service is described
herein. For example, the improved core network can include a failover and isolation server (FIS) system. The FIS system can obtain
service- specific key performance indicators (KPIs) from the various nodes in the core network. The FIS can then compare the obtained
KPI values of the respective service with corresponding threshold values. If any KPI value exceeds a corresponding threshold value,
the FIS may preliminarily determine that the service of the node associated with the KPI value is responsible for a service outage. The
FIS can initiate a failover operation, which causes the node to re-route any received requests corresponding to the service potentially
responsible for the service outage to a redundant node.
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MICRO-LEVEL NETWORK NODE FAILOVER SYSTEM
BACKGROUND

6001} A core network {also known as network core or backbone network) 1s the
central part of a telecommunications network that provides various services o
telecommumnication devices, often referred to as user equipment (“UE”), that are connected by
access network{(s) of the telecommunications network. Typically, a core network includes high
capacity communication factlities that connect primary nodes, and provides paths for the
exchange of information between different sub-networks.

[0002] Operations of the primary nodes and other nodes in the core network are often
adjusted via software upgrades, hardware upgrades, firmware upgrades, and/or the like. In some
cases, these upgrades can cause a service outage. A service outage can be problematic because
the service outage may result 1o service disruptions. The service outage may also result in delays
in the mtroduction of new features or functionality n the core network because the upgrade(s)
that resulted in the service outage may be rolled back until a repair is identified.

BRIEF DESCRIPTION OF DRAWINGS

[6003] Throughout the drawings, reference numbers may be re-used to indicate
correspondence between referenced elements. The drawings are provided to illustrate example
embodiments described herein and are not intended to limit the scope of the disclosure.

[6004] FIG. 1 13 a block diagram of an illustrative nmucro-level node fatlover
environment tn which a fatlover and solation server (FIS) monitors various nodes in a core
network and initiates targeted fatlovers when a service cutage s detected.

[6005] FIG. 2 1s a block diagram of the micro-level node fatlover environment of
FIG. 1 illustrating the operations performed by the components of the micro-level node fatlover
environment to generate a service request graph, according to one embodiment.

[6006] FIGS 3A-3B are a block diagram of the nucro-level node falover
environment of FIG. 1 illustrating the operations performed by the components of the micro-
level node failover environment to isolate a node causing a service outage, according to one

embodiment.
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(60671 FIGS. 4A-4B are block diagrams depicting example service request paths for
a service that form a portion of a service request graph generated by the faillover and isolation
server (FIS) of FIG. 1, according to one embodiment.

[6008] FIG. 5 dlustrates example tables depicting KPI values and corresponding
threshold values for various services offered by nodes, according to one embodiment.

[B009] FI(z. 6 15 a flow diagram depicting a failover operation routine illustratively

mplemented by a FIS, according to one embodiment.

DETAILED DESCRIPTION

[6019] As described above, a core network can include primary nodes and other
nodes (e.g., a sesston border controller (SBC), a call session control function (CSCF), a breakout
eateway control function (BGCF), a media gateway controller function (MGCF), etc.} used to
process requests. For example, when a first UE attempts to call a second UE, a call request may
originate at the first UE, pass through and be processed by one or more nodes in the core
network, and terminate at the second UE. The core network can experience service outages due
to node upgrades, such as software upgrades, hardware upgrades, firmware upgrades, and/or the
like. In typical core networks, an outage can be identified and a node failover can be triggered
when a macro-level event occurs, such as a hardware failure, a hine card failure, high utilization
of a central processing unit (CPU), high utilization of memory, high utilization of mput/output
{I/0) operations, a software failure, a kernel failure, application disruption, network disruption,
and/or the ike.

6011} Generally, a single node can process requests for different services {e.g., a file
transfer service, voice call service, call waiting service, conference call service, video chat
service, short message service (SMS), ete.). However, an upgrade applied to a node may
correspond to a specific service. Thus, in some circumstances, an upgrade may cause a micro-
level 1ssue, such as the failure of a specific service offered by a node. The other services offered
by the node, though, may still be operational. Despite the micro-level issue occurring, because
typical core networks monttor macro-level events and not micro-level events {e.g., the failure of
a single service on a single node), no failover may be triggered (at least until the micro-level
issue becomes a macro-level issue). One reason typical core networks operate in this manner is

because macro-level node kev performance indicators {KPIs) are monitored {e.g, the health
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status of the node’s hardware components, the health status of the node’s software (eg.,
operating system, kernel, etc.}, a node CPU usage, a node memory usage, a number of node /O
operations 1n a given time period, etc ) rather than micro-level node KPIs (e.g., application or
service-specific KPlIs, such as the data transfer rate of a file transfer service, the percentage of
dropped voice calls, the percentage of dropped video calls, the uplink and/or downlink speeds for
a video chat service, SMS transmission tumes, etc). Thus, typical core networks have no
mechanism for identifying micro-level issues and taking appropriate action to resolve such
iSSUES.

[6012] In addition, if a typical core network identifies a service outage, the node
fatlover generally involves a service provider taking the entire node out of service even though
some services offered by the node may still be operational. Thus, some services may
unnecessarily be disrupted. Once the node 13 taken out of service, a technician may perform a
root cause analysis to identify what caused the service outage. However, the upgraded node may
not have necessarily caused the service outage. For example, a service outage could occur as a
result of the upgraded node, but it could also or alternatively occur as a result of a node
downstream from the upgraded node and/or a node upstrearm from the upgraded node. Thus,
prematurely removing the upgraded node from service without performing any prior analysis
may not lead to a resolution of the service outage and may result in further service disruptions.

[6013] Accordingly, described herein 1s an improved core network that can monitor
micro-level issues, identify specific services of specific nodes that may be causing an outage,
and perform targeted node fatlovers in a manner that does not cause unnecessary disruptions in
service. For example, core networks generally provide redundant services to account for
unexpected events. In particular, a core network may include several nodes located in the same
or different geographic regions that each offer the same services and perform the same
operations. Thus, if one node fails, requests can be re-routed to a redundant node that offers the
same services. The improved core network described herem can leverage the redundant nature
of core networks to mmplement service-specific re-routing of requests in the event of a service
outage.

[6014] As an example, the wmproved core network can include a failover and
isolation server (FIS) system. The FIS system can obtamn service~specific KPIs from the various

nodes in the core network. Because a node may offer a plurality of services, the FIS system can
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collect one or more service-specific KPIs for each service offered by a particular node. Based on
the KPI data and/or other information provided by the nodes, the FIS can create a service request
eraph. The service request graph may identify one or more paths that a service request follows
when originating at a first UE and terminating at a second UE. The service request graph can
identify a plurality of paths for each of a plurality of services.

(601 5] For each service, the FIS can then compare the obtained KPI values of the
respective service with corresponding threshold values. If any KPI value exceeds {or does not
exceed) a corresponding threshold value, the FIS may preliminanily determine that the service of
the node associated with the KPI value is responsible for a service outage. The FIS can mnitiate a
failover operation, which causes the node to re-route any received requests corresponding to the
service potentially responsible for the service outage to a redundant node. The FIS can then
continue to compare the remaiming KPI values with the corresponding threshold values. If
another KPI value corresponding to a second node exceeds (or does not exceed) a corresponding
threshold value, the FIS can determine whether the original node or the second node is
associated with a worse KPI value {e.g., a KPI value that is further from an acceptable KPI value
as represented by the corresponding threshold value), reverse the failover of the original node «f
the second node is associated with a worse KPI value, and initiate a failover operation directed at
the second node 1f the second node is associated with a worse KPI value. The FIS can repeat the
above operations until all KPI values for a particular service have been evaluated. The FIS can
also repeat the above operations for some or all of the services offered in the core network.

[6016] By implementing these techniques, the FIS is able to monitor the performance
of varipus services on various nodes and, based on the monttoring, identify specific services on
specific nodes that may be causing a service outage. Instead of removing an entire node from
service once the node is identified as potentially causing a service outage, the FIS can instead
mstruct the node to re-route select requests to a redundant node—specifically, requests that
correspond to the service offered by the node that may have caused a service outage. Thus, the
FIS allows a node to remain operational even if one service offered by the node 15 causing a
service outage. In addition, the FIS can leverage the redundant nature of the core network to
minimize service disruptions by allowing service requests to be re-routed to another node that

can perform the same tasks and that i1s operational.
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[6017] The foregoing aspects and many of the attendant advantages of this disclosure
will become more readily appreciated as the same become better understood by reference to the

following detailed description, when taken in conjunction with the accompanying drawings.

Example Micro-Level Node Failover Environment

[B018] FI(z. 1 1s a block diagram of an illustrative mucro-level node failover
environment 100 i which a failover and 1solation server (FIS) 130 monitors vartous nodes
140A-13 1n a core network 110 and utiates targeted failovers when a service outage is detected.
The environment 100 includes one or more UEs 102 that communicate with the core network
110 via an access network 120. The core natwork 110 includes the FIS 130 and various nodes
140A-D.

[6019] The UE 102 can be any computing device, such as a desktop, laptop or tablet
computer, personal computer, wearable computer, server, personal digital assistant (PDA),
hybrid PDA/mobile phone, electronic book reader, appliance (eg., refnigerator, washing
machine, dryer, dishwasher, eic.), integrated component for mclusion in computing devices,
home electronics {e.g., television, set-top box, receiver, eic), vehicle, machinery, landhne
telephone, network-based telephone {e.g., voice over Internet protocol ("VoIP”)), cordless
telephone, cellular telephone, smart phone, modem, gaming device, media device, control system
(e.g., thermostat, light fixture, etc.), and/or any other type of Internet of Things (IoT) device or
equipment. In an illustrative embodiment, the UE 102 includes a wide variety of software and
hardware components for establishing communications over one or more communication
networks, including the access network 120, the core network 110, and/or other private or public
networks. For example, the UE 102 may mclude a subscriber identification module (SIM) card
{e.g., an integrated circuit that stores data to identify and authenticate a UE that communicates
over a telecommunications network} and/or other component(s) that enable the UE 102 to
communicate over the access network 120, the core network 110, and/or other private or public
networks via a radio area network (RAN) and/or a wireless local area network {WLAN). The
SIM card may be assigned to a particular user account.

[6020] The UEs 102 are communicatively connected to the core network 110 via the
access network 120, such as GSM EDGE Radio Access Network {(GRAN), GSM EDGE Radio
Access Network (GERAN]), Universal Terrestrial Radio Access Network (UTRAN]), Evolved
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Universal Terrestrial Radio Access {E-UTRAN}, and/or the hke. TIiustratively, the access
network 120 1s distributed over land areas called cells, each served by at least one fixed-location
transceiver, known as a cell site or base station. The base station provides the cell with the
network coverage which can be used for transmission of voice, messages, or other data. A cell
might use a different set of frequencies from neighboring cells, to avoid interference and provide
guaranteed service quality within each cell When joined together these cells provide radio
coverage over a wide geographic area. This enables a large number of UEs 102 to communicate
via the fixed-location transcetvers. Although the access network 120 15 ilustrated as a single
network, one skilled i the relevant art will appreciate that the access network can mclude any
number of public or private communication networks and/or network connections.

[B021] The core network 110 provides various services to UEs 102 that are connected
via the access network 120 One of the main functions of the core network 110 15 to route
telephone calls, messages, and/or other data across a public switched telephone network (PSTN)
or Internet protocol (IP) Multimedia Subsystem (IMS). For example, the core network 110 may
mclude a call routing system {embodied as one or more nodes 140A-D), which routes telephone
calls, messages, and/or other data across a PSTN or IMS. The core network 110 may provide
high capacity communication facilities that connect various nodes implemented on one or more
computing devices, allowing the nodes to exchange information via various paths.

[0022] The core network 110 may include one or more nodes 1404, one or more
nodes 140B, one or more nodes 140C, one or more nodes 140D, and so on. Each node 140A
may offer the same services and/or perform the same type of data processing and/or other
operations. Each node 140A may also be located mn the same geographic region and/or n
different geographic regions. Thus, each node 140A may be redundant of other nodes 140A.
Similarly, each node 140B may be redundant of other nodes 1408, each node 140C may be
redundant of other nodes 140C, and each node 140D may be redundant of other nodes 140D,
Furthermore, nodes 140A may perform different services and/or operations than nodes 140B,
140C, and 140D; nodes 140B may perform different services and/or operations than nodes 140A,
140C, and 140D; nodes 140C may perform different services and/or operations than nodes 140A,
140B, and 140D; and nodes 140D may perform different services and/or operations than nodes

1404, 140B, and 140C. While four sets of nodes 140A-D are depicted wn FIG 1, this 18 not
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meant to be limiting. The core network 110 may include any number {eg., 1, 2, 3, 4, 5,6, 7,
etc.y of node sets.

[B023] Some or all of the nodes 140A-D may communicate with each other to
process a request onginating from a fust UE 102 and terminating at a second UE 102, For
example, a file transter request originating from a first UE 102 may 1mtially be transmiited to
node 140A-1. Node 140A-1 may process the request, generate a result, and transmit the result to
node 140B-2. Node 140B-2 may process the result, generate a second result, and transmit the
second result to node 140C-1. Node 140C-1 may process the second result, generate a third
result, and transnut the third result to node 140D-1. Node 140D-1 may process the third result,
generate a fourth result, and transmit the fourth result to a second UE 102 to complete the file
transfer request {or complete a first portion of the file transfer request). The path of the file
transfer request from the first UE 102 to the second UE 102 via nodes 140A-1, 140B-2, 140C-1,
and 140D-1 may be referred to herein as a service request path. In general, a service request
path may not include two or more redundant nodes {e.g., a single service request path from a first
UE 102 to a second UE 102 may not include both node 140A-1 and node 140A-2 in the path)
given that these nodes perform redundant services and/or operations.

[06024] In the example of an IMS, nodes 140A may be an SBC, nodes 140B may be a
CSCF, nodes 140C may be a BGCF, and nodes 140D may be an MGCF. However, this is not
meant to be himiting  The nodes 140A-D can be any component n any type of network or
system that includes redundant components and routes requests over various components {e.g., a
visitor location register {VLR), a serving general packet radio service (GPRS) support node
{SGSN), a mobility management entity {(MME), an access network, a network that provides an
interface between two different service providers, a network-enabled server or computing system
that includes various load balancers and/or firewalls, etc.), and the techniques described herein
can be applied to any such type of network or system to identify and resolve service or request
fatlures.

[06025] As dllustrated in FIG. 1, the FIS 130 may include several components, such as
a node data manager 131, a service request graph generator 132, a failed node identifier 133, and
a node faitover manager 134, In an embodiment, the node data manager 131 can communicate
with the various nodes 140A-D to obtain information. For example, the node data manager 131

can obtain node daia from the various nodes 140A-D, where the node data includes a node
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identifier of a respective node, types of requests processed by a respective node, specific requests
processed by a respective node (where the request includes a unique ID), a location of the
respective node, configuration information {e g., identifyimg with which nodes the respective
node commumicates), and/or the like. The node data manager 131 can forward the node data to
the service request graph generator 132 for generating a service request graph, as described mn
greater detail below. The node data manager 131 can obtain the node data by submutting
requests to the various nodes 140A-D or by receiving the node data in response to the various
nodes 140-D transmitting the data without being prompted to do so.

[6026] As another example, the node data manager 131 can periodically request
service-specific KPls from each of the various nodes 140A-D. In response, the nodes 140A-D
can transmit, to the node data manager 131, KP1 values for one or more KPIs associated with one
or more services offered by the respective node 140A-D.  As an dlustrative example, if a node
140A-1 offers a file transfer service and an SMS service and monitors three different KPlIs
related to the file transfer service and two different KPis related to the SMS service, then the
node 140A-1 may transmit KPI values for each of the three different KPIs related to the file
transfer service and may transmit KPI values for each of the two different KPIs related to the
SMS service. Alternatively, some or all of the nodes 140A-D can proactively transmut KPIL
values to the node data manager 131 without having the node data manager 131 request such
values. The node data manager 131 can provide the KPI values to the failed node identifier 133

(6027 The service request graph generator 132 15 configured to generate a service
request graph.  The service request graph may include one or more paths, where each path
corresponds to a particular service. The service request graph may include multiple paths for the
same service. For example, a first path for a first service may pass through node 140A-1, node
140B-1, and node 140C-1, and a second path for the first service may pass through node 140A-2,
node 140B-2, and node 140C-2. Examples paths are depicted in FIGS. 4A-4B and are described
in greater detail below,

[0028] The service request graph generator 132 can generate the service request
eraph using the node data obtained by the node data manager 131, For example, the node data
may indicate that specific requests were processed by the various nodes 140A-D. Fach request
mav include or be associated with a unique ID. Thus, the service request graph generator 132

can analyze the node data to identify which nodes processed a first request and/or in what order
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the nodes processed the first request, generating a path for a service associated with the first
request and including the path in the service request graph. The service request graph generator
132 can repeat these operations for different requests associated with different services to form
the service request graph. As another example, the node data may indicate services offered by
each node 140A-D and the nodes 140A-D with which each node communicates. The service
request graph generator 132 can analyze the node data to identity a first service offered by a first
node 140A-D3, a second node 140A-D that the first node 140A-D communicates with and that
offers the first service, a third node 140A-D that the second node 140A-D communicates with
and that offers the first service, and so on to generate a path. The service request graph generator
132 can then repeat these operations for different services and nodes 140A-D to form the service
request graph.

[6029] The failed node identifier 133 can use the KPI values obtained by the node
data manager 131 to identify a service on a node 140A-D that may have experienced a fallure or
outage. For example, the FIS 130 or another system (not shown) may store threshold values for
various service-specific KPIs. These threshold values may represent the boundary defining
normal operation and irregular operation, where uregular operation may indicate that a fatlure or
outage 15 occurring or is about to occur. Thus, if a KPI value for a first KPI of a first service
exceeds (or does not exceed} a threshold value for the first KPI of the first service, then the first
service on the node 140A-D from which the KPI value was obtained may be experiencing {or
will be experiencing) a failure or outage. As an illustrative example, a first KPI for a voice call
service may be dropped call rate. The threshold value for the dropped call rate may be 0.1%. If
the dropped call rate value for the voice call service offered by node 140A-1 1s above 0.1% (e.g,,
0.2%), then the voice call service on the node 140A-1 may be experiencing {or will be
experiencing) a fatlure or outage. Simdarly, a first KPI for file transfer service may be a data
transfer rate. The threshold value for the data transfer rate may be 500kb/s. If the data transfer
rate value for the file transfer service offered by node 140-1 is below 500kb/s {e.g., 450kb/s),
then the file transfer service on the node 140A-1 may be experiencing {or will be experiencing} a
fatlure or outage.

[6030] Thus, the failed node identifier 133 can iterate through the obtained KPI
values for a particular service, comparing each KPI value with a corresponding threshold value.

If the failed node identifier 133 wdentifies a first KPI value that exceeds (or does not exceed) a
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corresponding threshold value, then the failed node identifier 133 can transmit an mstruction o
the node fatlover manager 134 to initiate failover operations for the service associated with the
first KPI value and that is running on the node 140A-D from which the first KPI value is
obtamed. Optionally, the failed node 1dentifier 133 can use the service request graph to identify
nodes 140A-D that offer a particular service {e.g., the nodes 140A-D mcluded in the paths
associated with the particular service), and therefore to identify which KPI values to evaluate.

[6031] The node fatlover manager 134, in response to the mstruction, can transmit an
mstroction to the node 140A-D from which the first KPI value 15 obtained that causes the node
140A-D to forward any received requests corresponding to the service associated with the first
KPI value to a redundant node 140A-D. The node faitlover manager 134 can identify a redundant
node 140A-1> using the service request graph. In some embodiments, the node failover manager
134 selects the redundant node 140A-D with the best KPI value (eg., lowest KPI value if &
lower KPI value is more desirable, highest KPI value if a higher KPI value is more desirable,
etc., where the node failover manager 134 compares redundant nodes 140A-D based on KPI
values of the KPI corresponding to the first KPI value} as the node to receive re-routed requests.
As an illustrative example, the failed node identifier 133 may mstruct the node fatlover manager
134 to nstiate failover operations for a first service running on node 140B-1. Nodes 140B-1 and
140B-2 may be redundant nodes. Thus, the node failover manager 134 may instruct node 140B-
1 to forward any requests that are recetved and that are associated with the first service to the
node 140B-2. The node 140B-2 may then process any requests associated with the first service
in place of the node 140B-1. However, the node 140B-1 may still continue to process requests
associated with services other than the first service. Thus, the node 140B-1 15 removed from
service only with respect to the first service.

[06032] After instructing the node failover manager 134 to initiate the failover
operations, the node data manager 131 may obtain a new set of KPI values and the failed node
identifier 133 may compare the new set of KPI values with the corresponding threshold values.
If the failed node identifier 133 identifies no further KPI values that exceed (or do not exceed)
the corresponding threshold values, then FIS 130 has successfully identified the service on the
node 140A-D that 15 causing (or is about to cause) a service outage. The FIS 130 or a separate
system (not shown) can then analyze the 1dentified service on the node 140A-D to diagnose and

resolve the issue {e.g., by rolling back an applied update, by re~-configuring the node 140A-D to

10
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be compatible with the update, etc.). Alternatively, a technician can be alerted (e.g., via a text
message, an electronic mail alert, via a user interface generated by the FIS 130 or anocther
system, etc.} as to the service on the node 140A-D that is causing the service outage and the
technician can diagnose and resolve the issue.

[0033] However, if the failed node identifier 133 wdentifies a second KPI value that
exceeds {or does not exceed) a corresponding threshold value, then this may indicate that the
mitial node 140A-D 1dentified as causing a service outage may not have been the root cause of
the service outage because at least one KPI value associated with the service being evaluated by
the failed node identifier 133 still exceeds (or does not exceed) a corresponding threshold value.
In other words, the failed node identifier 133 determines that the failed node identifier 133 has
not yet isolated the node 140A-D causing a service outage. In some embodiments, the failed
node identifier 133 can nstruct the node failover manager 134 to reverse the failover operations
previously tmitiated {e.g., nstruct the node fatlover manager 134 to instruct the node 140A-D
that was mutially mstructed to re-route requests to no longer re-route requests to a redundant
node 140A-D). The failed node tdentifier 133 can then nstruct the node fatlover manager 134 to
iutiate fatlover operations for the service associated with the second KPI value and that is
running on the node 140A-D from which the second KPI value 1s obtained. Alternatively, before
mstructing the node faitlover manager 134 to inmtiate the failover operations, the failed node
identifier 133 can compare the first KPI value to the second KPI value (if the first and second
KPI values correspond to the same KPI), compare the first KPI value to a corresponding KPI
value obtained from the node 140A-D from which the second KPI value is obtamned (if the first
and second KP1 values corresponding to different KPIs), and/or compare the second KPI value to
a corresponding KPI value obtained from the node 140A-D from which the first KPI value 1s
obtained (if the first and second KPI values corresponding to different KPIs). Based on the
comparison, the faled node identifier 133 can identify the node 140A-D that has the worse KPI
value (e.g., e.g., a KPI value that is further from an acceptable KP value as represented by the
corresponding threshold value} and nstruct the node farlover manager 134 to failover the node
140A-D that has the worse KPI value.

[6034] In other embodiments, the failed node 1dentifier 133 compares KP1 values of
the node 140A-D that was failed over and the node 140A-D from which the second KPI value 13

obtained before instructing the node failover manager 134 to review the imtial fatlover
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operations. The failed node identifier 133 may perform the comparison first because the
comparison may result in the failed node identifier 133 determining that the node 140A-D
mitially failed over should remain failed over. Thus, the failed node identifier 133 can perform
the comparison first to potentially reduce the number of operations performed by the node
fatlover manager 134,

[6035] In an embodiment, the failed node wdentifier 133 operates a failover timer to
differentiate between a service outage caused by a first 1ssue and a service outage caused by a
second 1ssue. For example, a first node 140A-D that offers a first service may be the cause of 3
first service outage. At a later time, before or after the issue caused by the first node 140A-D i
resolved, a second node 140A-D that also offers the first service may be the cause of a second
service outage. In such a situation, 1t may be desirable to failover both the first and second nodes
140A-D so that the outage issues caused by the two nodes 140A-D can be resolved. Thus, the
failed node identifier 133 can start a failover timer when nstructing the node failover manager
134 to failover a first node 140A-D that offers a first service. If the failed node identifier 133
then identifies a second node 140A-D that offers the first service to failover {e.g., after iterating
through a new set of KP1 values), then the failed node wdentifier 133 can first compare the value
of the failover timer to a threshold healing time. If the value of the failover timer equals or
exceeds the threshold healing time, then this may indicate that the issue potentially caused by the
second node 140A-D may be a second service outage different than the service outage
potentially caused by the first node 140A-D (e.g., rather than an indication that the first node
140A-D 1s not the cause of a service outage and that the second node 140A-D may be the cause
of the service outage). Thus, the failed node identifier 133 can instruct the node fadover
manager 134 to failover the second node 140A-D and not istruct the node failover manager 134
1o reverse the failover of the first node 140A-D. However, if the value of the failover tumer does
not exceed the threshold healing time, then this may indicate that the second node 140A-D and
not the first node 140A-D may be the cause of the same service outage. Thus, the failed node
identifier 133 can instruct the node failover manager 134 to reverse the failover of the first node
140A-D and/or instruct the node failover manager 134 to failover the second node 140A-D (e.g,,
if the KPI value of the second node 140A-D 1s worse than the KPI value of the first node 140A-
D).
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[6036] The number of times the failled node identifier 133 iterates through the
obtamed KPI values before setthing on a node 140A-D to fatlover can be user-defined and can be
any integer {e.g., 1, 2, 3, 4, 5, etc.}). For example, if the failed node identifier 133 s configured
to tterate through the obtained KPI values 3 times, then the failed node identifier 133 can tterate
through the obtained KPI values a first time. If a KPI value exceeds (or does not exceed) a
threshold value, then the failed node identifier 133 can instruct the node failover manager 134 to
failover the corresponding first node 140A-13, obtain a first new set of KPI values from the node
data manager 131, and iterate through the obtained KPI values a second time. If a KPI value n
the first new set exceeds (or does not exceed) a threshold value, then the failed node wdentifier
133 can mstruct the node fatlover manager 134 to reverse the fatlover of the first node 140A-D
and/or instruct the node failover manager 134 to failover a second node 140A-D corresponding
to the KPI value 1 the first new set, obtain a second new st of KPI values from the node data
manager 131, and iterate through the obtained KPI values a thurd time. If a KPI value in the
second new set exceeds {or does not exceed) a threshold value, then the failed node identifier
133 can instruct the node failover manager 134 to reverse the failover of the node 140A-D
previously failed over and/or instruct the node failover manager 134 to failover a third node
140A-D corresponding to the KPI value in the second new set. The iteration process would then
be completed, and one of the first, second, or third nodes 140A-D would be failed over
Furthermore, if during any of the iterations the failed node wdentifier 133 does not wdentify a KPI
value that exceeds {or does not exceed) a threshold value, then the process would also be
completed (even if the 3 iterations are not yet complete).

(60371 The failed node identifier 133 and/or node faidover manager 134 can
independently perform the above-described operations for each service offered 1o the core
network 110 given that the services are different, are offered by different sets of nodes 140A-D,
and/or may be associated with different KPIs. Thus, the failed node identifier 133 and/or node
fatlover manager 134 can repeat the above-described operations for each service offered n the
core network 110 (e g., perform the operations for a first service, then perform the operations
again for a second service, then perform the operations again for a third service, and so on). This
can result, for example, in a first service on a first node 140A-D being failed over, a second
service on a second node 140A-D being fasled over, a third service on the first node 140A-D

being failed over, a fourth service on a third node 140A-D being failed over, and so on.
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[6038] The FIS 130 may be a single computing device or may mchude multiple
distinct computing devices, such as computer servers, logically or physically grouped together to
collectively operate as a server system. The components of the FIS 130 can each be
mplemented in application-specific hardware (e.g., a server computing device with one or more
ASICs) such that no software 1s necessary, or as a combination of hardware and software. In
addition, the modules and components of the FIS 130 can be combined on one server computing
device or separated individually or into groups on several server computing devices. In some
embodiments, the FIS 130 may include additional or fewer components than illostrated n

FIG 1.

Example Block Phagram for Generating a Service Request Graph

[6039] FIG. 2 1s a block diagram of the micro-level node failover environment 100 of
FIG. 1 illustrating the operations performed by the components of the micro-level node fatlover
environment 100 to generate a service request graph, according to one embodiment.  As
Hhustrated 0 FIG. 2, the node data manager 131 can obtain node data from nodes 140A at (1A),
from nodes 140B at (1B), from nodes 140C at {1C), and from nodes 140D at (1D). The node
data manager 131 can obtain the node data by requesting the node data or by receiving a
transmission from the nodes 140A-D that is not triggered by a request from the node data
manager 131, As described herein, the node data can include a node identifier of a respective
node, types of requests processed by a respective node, specific requests processed by a
respective node {where the request includes a unique 1), a location of the respective node,
configuration nformation {e.g., identifying with which nodes the respective node
commuricates), and/or the like. The node data manager 131 can then transmut the node data to
the service request graph generator 132 at (2).

[6844] The service request graph generator 132 can generate a service request graph
at (3). For example, the service request graph generator 132 can generate the service request
graph using the node data. As described herein, the service request graph can include one or
more paths, where each path corresponds to a particular service.

[6041] After the service request graph is generated, the service request graph
generator 132 transmits the generated service request graph to the node fatlover manager 134 at

{4). The node failover manager 134 can use the service request graph to identify redundant
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nodes 140A-D to which certain requests should be re-routed. For example, a redundant node
140A-13 may be a node that offers the same service and/or performs the same operations as a
subject node 140A-D. The redundant node 140A-D may be a node 140A-D that receives
requests from a node 140A-D that 1s redundant of a node 140A-D from which the subject node
140A-D recetves requests. Optionally, the service request graph generator 132 can transmut the

service request graph to the failed node identifier 133.

Example Block Dhaeram for Isolatine 3 Node Causing a Service Quiage

[6042] FIGS 3A-3B are a block diagram of the nucro-level node falover
environment 100 of FIG. 1 illustrating the operations performed by the components of the micro-
level node failover environment 100 to 1solate a node causing a service outage, according to one
embodiment. As illustrated m FIG. 34, the node data manager 131 can obtain KPI values from
nodes 140A at (1A), from podes 140B at (1B), from nodes 140C at (1), and from nodes 140D
at {1D)}. The node data manager 131 can obtain the KPI values by requesting the KPI values or
by receiving a transmission from the nodes 140A-D that is not triggered by a request from the
node data manager 131, The KPI values may correspond to different services. The node data
manager 131 can then transmit the KPI values to the failed node dentifier 133 at (2).

[6043] The failed node identifier 133 can, for each node 140A-D associated with a
service, compare a first KPI value of the respective node and corresponding to the service with a
threshold value at (3). Based on the comparison (e.g., based on identifying a first KPI value that
exceeds {or does not exceed) the threshold value), the failed node identifier 133 identifies a
service on a node to fallover at (4}, The faded node 1dentifier 133 can then transmit to the node
falover manager 134 an identification of a service on a node to failover at (5). The node
failover manager 134 can then mitiate failover operations at {6) by instructing the identified node
to re-route requests received that correspond with the service to a redundant node.

[0044] As ilustrated in FIG 3B, the node data manager 131 can obtain new KPI
values from nodes 140A at (7A), from nodes 140B at (7B}, from nodes 140C at (7C), and from
nodes 140D at (7D}, The new KPI values may be those generated by the nodes 140A-D after the
node failover manager 134 has nitiated the failover operations and a service on a node identified

as potentially causing a service outage has been taken out of service {e.g., by causing requests to
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be re~-routed to a redundant node). The node data manager 131 can then transmit the new KPI
values to the failed node identifier 133 at (8).

[B045] The failed node identifier 133 can, for each node 140A-D associated with a
service, compare a first new KPI value of the respective node and corresponding to the service
with a threshold value at (9). Based on the comparison (e.g., based on wdentifying a first new
KPI value that exceeds {or does not exceed) the threshold value), the failed node identifier 133
identifies a service on a second node to failover at (10}. For example, even though a first node
was failed over as illustrated m FIG. 3A, the fatlover may not have resolved the service outage.
Thus, the node mutially failed over may not actually be the node that caused the service outage.
Instead, the second node may be the cause of the service outage. Accordingly, the failed node
identifier 133 can transmit an instruction to the node fatlover manager 134 to reverse the
previous fatlover operation at (11} (e.g., mstruct the node fallover manager 134 to mstruct the
node that was failed over to no longer re-route requests corresponding to the service). In
response, the node failover manager 134 can reverse the previous failover operation at (12},

[6046] Furthermore, the fatled node identifier 133 can transmit to the node failover
manager 134 an identification of the service on the second node to fadover at (13). In respouse,
the node fatlover manager 134 can then initiate fatlover operations at {14) by instructing the

second node to re-route requests received that correspond with the service to a redundant node.

Example Service Request Graph

[6047] FIGS. 4A-4B are block diagrams depicting example service request paths for
a service 400 that form a portion of a service request graph generated by the FIS 130, according
to one embodiment. As illustrated in FIG. 4A, a first service request path for service 400
includes, i order, UE 102A, node 140A-1, node 140B-1, node 140C-1, node 140D-1, and UE
102B. A second service request path for service 400 mcludes, 1o order, UE 102A, node 140A-2,
node 140B-2, node 140C-2, node 140D-2, and UE 102B. In an embodiment, nodes 140A-1 and
140A-2 may be redundant nodes, node 140B-1 and 140B-2 may be redundant nodes, nodes
140C-1 and 140(-2 may be redundant nodes, and nodes 140D-1 and 140D-2 may be redundant
nodes.

(004 8] After performing the operations described herein, the failed node identifier

133 may determine that node 140B-1 1s causing a service outage in service 400 and may instruct

16



WO 2020/005566 PCT/US2019/037106

the node failover manager 134 to failover the node 140B-1. In response, the node failover
manager 134 may mstruct the node 140B-1 to re-route requests received that correspond to the
service 400 to redundant node 140B-2. Accordingly, as illustrated in FIG. 4B, a failover path for
service 400 includes, in order, UE 102A, node 140A-1, node 140B-2 {instead of node 140B-1),
node 140C-1, node 140D-1, and UE 102B. In other embodiments, not shown, the failover path
may include node 140C-2 mstead of node 140C-1 and/or node 140D-2 mstead of 140D-1. The
node 140B-2 may determine whether to route the request to node 140C-1 or node 140C-2 based
on the respective loads of gach node 140C-1, 140C-2 {e.g., the node 140B-2 may route the
request to the node 140C-1, 140C-2 that 1s using fewer computing resources, has more capacity
to process requests, or otherwise has a highter load). Likewise, the node 140C-1 and/or the node
140C-2 may perform the same determination in determining whether to route the request to node

140D-1 or node 140D-2.

Example KPI values and Threshold Values

[6049] FIG. 5 illustrates example tables 500 and 550 depicting KPI values and
corresponding threshold values for various services 502, 504, and 506 offered by nodes 140A-1
and 140B-1, according to one embodiment. As illustrated in FIG. 5, the table 500 depicts KPI
values and corresponding threshold values (eg., also referred to herein as “failover trigger
values”} for the services 502, 504, and 506 offered by node 140A-1. The table 550 depicts KPL
values and corresponding failover trigger values for the services 502, 504, and 506 offered by
node 140B-1.

[B050] For example, one or more KPI values may be associated with each service
502, 504, 506 offered by the node 140A-1, and one or more KPI values may be associated with
each service 502, 504, 506 offered by the node 140B-1. As an illustrative example, five KP1
values KPlia-soz, KPl.asoz, KPIs.as02, KPla-a-sen, and KPs.as02 correspond with five threshold
values TGra-soz, TGr-a-s02, TGa-a-s02, TGa-ao502, and TGs-ams02, respectively. Sinularly, five KPI
values KPlig-s02, KPP .50z, KPipsoz, KPlapsor, and KPlss.s02 correspond with five threshold
values TGissor, TGesso, TGewse, TGawser, and TGsssez, respectively.  The failed node
identifier 133 may start with the service 502 and the KPIL: and tterate through each combination
of KPLi and TGr corresponding to the service 502 and the nodes 140A-1, node 140B-1, and so

on. If any KPL: exceeds {or does not exceed} a corresponding TGi, then the failed node
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identifier 133 can nstruct the node fatlover manager 134 to mitiate failover operations directed
at the associated node 140A-1, node 140B-1, ete. The failed node identifier 133 can then obtan
new KPI values and repeat these operations. Once the failed node identifier 133 has finished
evaluating the KPL and TG combinations, then the failed node identifier can start with the
service 502 and the KP: and iterate through each combmation of KPL and TGo corresponding
to the service 502 and the nodes 140A-1, node 140B-1, and so on in a manner as described
above. Once the failed node identifier 133 has fimished evaluating the KPLy and TG
combinations, then the failed node identifier can finish evaluating the remaining KP! and TG
combinations corresponding to the service 502, Once the failed node dentifier 133 has finished
evaluating all KPI and TG combinations corresponding to the service 502, then the failed node
identifier 133 has finished evaluating all nodes that may have contributed to a service 502
outage.

[0051] Before, during, or after evaluating all KPI and TG combinations
corresponding to the service 502, the failed node identifier 133 can start with the service 504 and
the KPh and tterate through each combmation of KPL and TG corresponding to the service 504
and node 140A-1, node 140B-1, and so on and/or start with the service 506 and the KPP and
iterate through each combination of KPI: and T(n corresponding to the service 506 and node
140A-1, node 140B-1, and so on.  As described herein, the failed node identifier 133 evaluates
the KPI and TG combimations corresponding to one service independently of the evaluation of
the KPI and TG combinations corresponding to another service. Thus, any instructions that the
failed node identifier 133 generates as a result of comparing KPIs and TGs for service 502 may
not affect what instructions the failed node identifier 133 generates as a result of comparing KPls
and TGs for service 304 or service 506,

[0052] While FIG. 5 dllustrates each node 140A-1 and 140B-1 as offering the same
three services 502, 504, and 506, this is not meant to be himiting. Each of nodes 140A-1 and
140B-1 can offer the same or different services and any number of services {e.g., 1, 2, 3, 4, 5,
etc.). Smularly, while FIG. 5 illustrates each node 140A-1 and 140B-1 as monitoring the same
five KPIs for service 502, the same five KPIs for service 504, and the same five KPIs for service
506, this 13 not meant to be limiting. Fach of nodes 140A-1 and 140B-1 can monttor the same or

different KPls for each service and any number of KPIs {e.g., 1, 2,3, 4, 5, etc.).
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Example Failover Operation Routine

[BO53] FI(z. 6 15 a flow diagram depicting a failover operation routine 600
Hhustratively implemented by a FIS, according to one embodiment. As an example, the FIS 130
of FIG. 1 can be configured to execute the failover operation routine 600. In an embodiment, the
FIS 130 executes the faitlover operation routine 600 with respect to a particular service. The
failover operation 600 begins at block 602.

[0054] At block 604, a failover counter (FC) 15 set to 0. The FC may be used to
determine whether a previous failover operation should be reversed, as described in greater detail
below.

[B055] At block 606, variable 7 1s set to an initial setting, such as 1. The variable 7
may 1dentify a node that 1s being evaluated by the FIS 130,

[8056] At block 608, variable 7 1s set to an intial setting, such as 1. The variable j
may 1dentify a KPI that is being evaluated by the FIS 130,

[B0S7] At block 610, KPI j of node 7 1s compared with a corresponding fallover
trigger value. For example, the KPI j may correspond to the service for which the FIS 130
executes the falover operation routine 600,

[0058] At block 612, a determunation s made as to whether a trigger condition is
present. A trigger condition may be present if the KPI ;j exceeds (or does not exceed) the
corresponding failover trigger value. If a tngger condition 18 present, the failover operation
routine 600 proceeds to block 614, Otherwise, if a trigger condition is not present, the failover
operation routine 600 proceeds to block 616.

[8059] At block 614, a determination 13 made as to whether the FC 15 0. If the FC 15
0, this may indicate that no other node has been failed over or a sufficient amount of time has
passed since the last node was failed over such that the network may have healed in the interim.
If the FC 1s 0, the failover operation routine 600 proceeds to block 618, Otherwise, if the FC 13
not 0, the failover operation routine 600 proceeds to block 620,

[0060] At block 610, a determination s made as to whether all node i KPIs have been
compared with corresponding fatlover trigger values. If all node / KPIs have been compared
with corresponding fatlover trigger values, then the failover operation routine 600 proceeds to

block 622. Otherwise, if all node 7 KPIs have not been compared with corresponding failover
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trigger values, then the fallover operation routine 600 proceeds to block 624 so that the next KPI
and faillover trigger value combination can be compared.

[B061] At block 618, node 7 1s instructed to failover. For example, node / may be the
node corresponding to the KPI valoe that exceeded {or did not exceed) the corresponding
failover trigger value. The faitlover instruction may direct node 7 to redirect requests
corresponding to the service being evaluated by the FIS 130 to a redundant node.  After
mstructing node 7 to failover, the failover operation routine 600 proceeds to block 626

[0062] At block 620, a previous failover operation 1s reversed. For example, a node
mitially identified as causing an outage in the service may not actually be the node that caused
the outage. Rather, node i may be the node that is causing the outage. Thus, the node previously
faited over can be instructed 1o no longer re-route requests corresponding to the service (e.g., the
node previously failed over is put back into service) After undoing the previous faiover
operation, the failover operation routine 600 proceeds to block 628.

[B063] At block 622, a determunation 13 made as to whether all nodes that offer the
service have been compared or evaluated. For example, all nodes have been compared or
evaluated if all KPIs monitored by the node that correspond with the service have had thewr
values compared with corresponding faitlover trigger values. If all nodes that offer the service
have been compared or evaluated, the faillover operation routine 600 proceeds to block 638 and
ends. Otherwise, if all nodes that offer the service have not been compared or evaluated, the
fatlover operation routine 600 proceeds to block 630 so that the next node can be evaluated or
compared.

[0064] At block 624, the variable j is incremented by an appropriate amount, here 1.
The failover operation routine 600 then reverts back to block 610 so that the next KPI can be
compared with a corresponding failover trigger value.

[0065] At block 626, a falover timer 15 reset.  The failover tumer may be reset each
time a node s failed over. Thus, the value of the failover timer may represent the time that has
passed since the last node was failed over. 1If a sufficient amount of time has passed since the
last node was failed over {e.g., represented by the healing time), then this may mdicate that
enough time has passed to allow the network to heal and that any future trigger conditions may

indicate a new outage has occurred in the service. After resetting the failover timer, the failover
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operation routing 600 proceeds to block 632 so that the FC can be incremented, thereby
indicating that a node has been failed over.

[B066] At block 628, a node with the worst KPI value 1s instructed to failover. For
example, trigger conditions may be present for at least two different nodes. Thus, the fatlover
operation routine 600 can determine which of the nodes has the worst KPI value and failover that
node.  The worst KPI value may be the node that has a KPI value that is farthest from a
corresponding failover trigger value. In some embodiments, the fatlover operation routine 600
performs block 628 prior to optionally performing block 620, Thus, if the node previously failed
over has the worst KPI, then no further operations may be needed (e.g, the previous fatlover
operation would not need to be undone). After instructing the node with the worst KPI value to
fatlover, the failover operation routine 600 proceeds to block 626.

[6067] At block 630, the variable 7 1s incremented by an appropriate amount, here 1.
The failover operation routine 600 then reverts back to block 608 so that the KPIs of the next
node can compared with corresponding failover trigger values.

[6068] At block 632, the FC s incremented by an appropriate amount, here 1. The
failover operation routine 600 then reverts back to block 616 so that the FIS 130 can determine
whether additional KPIs and/or nodes need to be evaluated.

[6069] At block 634, a deternunation can be made as to whether the fallover timer
value exceeds the healing time. The fatlover operation routine 600 can continuously perform
block 634 concurrently and simultaneously with the other blocks 602 through 630 of the failover
operation routine 600, If the failover timer value exceeds the healing time, this may indicate that
a sufficient amount of time has passed to allow the network to heal after a node has been failed
over. Thus, if the failover timer value exceeds the healing time, the fatlover operation routine
600 proceeds to block 636 and sets FC to equal 0. Accordingly, the failover operation routine
600 may proceed from block 614 to 618 even if a node has been previously failed over,

(6070 The FIS 130 can perform the failover operation routine 600 as described

herein for any number of services and/or any number of nodes.

Termunology

[6071] AH of the methods and tasks described herein may be performed and fully

automated by a computer system. The computer system may, mn some cases, include multiple
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distinet computers or computing devices {e.g., physical servers, workstations, storage arrays,
cloud computing resources, etc.) that communicate and interoperate over a network to perform
the described functions. Each such computing device typically includes a processor {or multiple
processors) that executes program instructions or modules stored i a memory or other non-
transitory computer-readable storage mediom or device {e.g., solid state storage devices, disk
drives, etc.). The various functions disclosed herein may be embodied in such program
mstructions, or may be implemented in application-specific circuitry (e.g., ASICs or FPGAs) of
the computer system. Where the computer system includes multiple computing devices, these
devices may, but need not, be co-located. The results of the disclosed methods and tasks may be
persistenily stored by transfornung physical storage devices, such as sohid state memory chips or
magnetic disks, into a different state. In some embodiments, the computer system may be a
cloud-based computing system whose processing resources are shared by multiple distinet
business entities or other users.

[6072] Depending on the embodiment, certain acts, events, or functions of any of the
processes or algorithms described herein can be performed in a different sequence, can be added,
merged, or left out altogether (e.g., not all described operations or events are necessary for the
practice of the algorithm) Moreover, in certain embodiments, operations or events can be
performed concurrently, e.g., through multi-threaded processing, interrupt processing, or
multiple processors or processor cores or on other parallel architectures, rather than sequentially.

[0073] The various illustrative logical blocks, modules, routines, and algorithm steps
described m connection with the embodiments disclosed herein can be implemented as electronic
hardware {(e.g., ASICs or FPGA devices), computer software that runs on computer hardware, or
combinations of both. Moreover, the various tllustrative logical blocks and modules described in
connection with the embodiments disclosed herein can be implemented or performed by a
machine, such as a processor device, a digital signal processor (DSP), an application specific
mtegrated circuit {ASIC), a field programmable gate array (FPGA) or other programmable logic
device, discrete gate or transistor logic, discrete hardware components, or any combination
thereof designed to perform the functions described herein. A processor device can be a
microprocessor, but in the alternative, the processor device can be a controller, microcontrolier,
or state machine, combinations of the same, or the hike. A processor device can include

electrical circuitry configured to process computer-executable instructions.  In another
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embodiment, a processor device includes an FPGA or other programmable device that performs
logic operations without processing computer-executable mstructions. A processor device can
also be implemented as a combination of computing devices, e.g., a combination of a DSP and a
microprocessor, a plurality of microprocessors, one or more miCroprocessors in conjunction with
a DSP core, or any other such configuration. Although described herein primarily with respect
to digital technology, a processor device may also include primanly analog components. For
example, some or all of the rendering techniques described herein may be implemented 1n analog
circuitry or mixed analog and digital circuitry. A computing environment can include any type
of computer system, inclading, but not himited to, a computer system based on a microprocessor,
a mainframe computer, a digital signal processor, a portable computing device, a device
controller, or a computational engine within an appliance, to name a few.

[6074] The elements of a method, process, routine, or algorithm described m
connection with the embodiments disclosed herein can be embodied directly in hardware, n a
software module executed by a processor device, or in a combination of the two. A software
module can reside in RAM memory, flash memory, ROM memory, EPROM memory, EEPROM
memory, registers, hard disk, a removable disk, a CD-ROM, or any other form of a non-
transitory computer-readable storage medium. An exemplary storage medium can be coupled to
the processor device such that the processor device can read information from, and write
mformation to, the storage medium. In the alternative, the storage medium can be integral to the
processor device. The processor device and the storage medium can reside in an ASIC. The
ASIC can reside in a user termunal. In the alternative, the processor device and the storage
medium can reside as discrete components in a user terminal.

1] i1

[6075] Conditional language used herein, such as, among others, "can," "could,"
"might," "may.," “e.g..” and the like, unless specifically stated otherwise, or otherwise understood
within the context as used, 1s generally intended to convey that certain embodiments include,
while other embodiments do not include, certain features, elements or steps. Thus, such
conditional language is not generally intended to imply that features, elements or steps are inany
way required for one or more embodiments or that one or more embodiments necessarily include
logic for deciding, with or without other input or prompting, whether these features, elements or
steps are included or are to be performed wn any particular embodiment.  The terms

“comprising,” “including,” “having,” and the like are synonymous and are used mclusively,
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an open-ended fashion, and do not exclude additional elements, features, acts, operations, and so
forth. Also, the term “or” 1s used 1n its inclusive sense (and not 1n s exclusive sense)} so that
when used, for example, to connect a list of elements, the term “or” means one, some, or all of
the elements in the hist.

[8076] Disjunctive language such as the phrase “at least one of X, Y, or Z.” unless
specifically stated otherwise, 15 otherwise understood with the context as used in general to
present that an item, term, etc., may be etther X, Y, or Z, or anv combination thereof {e.g., X, Y,
or Z}. Thus, such disjunctive language s not generally intended to, and should not, imply that
certain embodiments require at least one of X at least one of Y, and at least one of 7 to each be
present.

[B077] While the above detailed description has shown, described, and pointed out
novel features as apphied to various embodiments, it can be understood that various omissions,
substitutions, and changes in the form and details of the devices or algorithms illustrated can be
made without departing from the spirit of the disclosure.  As can be recognized, certain
embodiments described heremn can be embodied within a form that does not provide all of the
features and benefits set forth herein, as some features can be used or practiced separately from
others. The scope of certain embodiments disclosed herein 1s indicated by the appended claims
rather than by the foregoing description. All changes which come within the meaning and range
of equuvalency of the claims are to be embraced within their scope.

(607 8] Examples of the embodiments of the present disclosure can be described in
view of the following clauses:

(0079 Clause 1. A computer implemented method comprising. obtaining one or
more key performance indicator {(KPI) values associated with one or more nodes in a core
network that offer a first service, wherein the one or more KPI values are associated with the
first service; comparing a first KPI value 1n the one or more KPI values with a first threshold
value; determining that the first KPT exceeds the first threshold value; deternining that the first
KPI value corresponds with a first node in the one or more nodes; instructing the first node to re-
route requests corresponding to the first service to a second node in the one or more nodes that 13
redundant to the first node; obtaimung one or more second KPI values associated with the one or
more nodes after the first node is instructed to re-route the requests; determining that a second

KPI value in the one or more second KPI values exceeds a second threshold value, determining
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that the second KPI value corresponds with a third node 1 the one or more nodes; mstructing the
first node to no longer re-route the requests corresponding to the first service; and instructing the
third node to re-route second requests corresponding to the first service to a fourth node in the
one or more nodes that is redundant to the third node.

[0080] Clause 2. The computer implemented method of Clause 1, further comprising:
resetting a fatlover timer after instructing the first node to re-route the requests corresponding to

the first service; and determining

o0

in response to determining that the second KPI value exceeds
the second threshold value, that a value of the faidover timer does not exceed a threshold healing
time.

[6081] Clause 3. The computer implemented method of Clause 1, determining that
the second KPI value deviates from the second threshold value by an amount greater than an
amount by which the first KPI value deviates from the first threshold value.

[6082] (Clause 4. The computer implemented method of Clause 1, wherein the third
node further offers a second service, and wheremn the third node does not re-route third requests
corresponding to the second service.

[6083] Clause 5. The computer implemented method of Clause 1, wherein the first
node and the second node perform the same operations.

[6084] Clause 6. The computer implemented method of Clause 1, wherein the first
service is one of a file transfer service, a voice call service, a call waiting service, a conference
call service, a video chat service, or a short message service {SMS).

[B085] Clause 7. The computer implemented method of Clause 1, wherein the first
node comprises one of a session border controller (8BC), a call session control function (CSCF),
a breakout gateway control function (BGCF), or a media gateway controller function {(MGCF).

[6086] Clause 8 Non transitory, computer-readable storage media comprising
computer executable instructions, wherein the computer-executable instructions, when executed
by a computer system, cause the computer systermn to. obtain one or more key performance
indicator (KPI) values associated with one or more nodes 1n a core network that offer a first
service, wherein the one or more KPI values are associated with the first service; compare a first
KPI value 1in the one or more KPI values with a first threshold value; determine that the first KPI

value exceeds the first threshold value; determine that the first KPI value corresponds with a first
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node n the one or more nodes; and mstruct the first node to re-route requests corresponding to
the first service to a second node i the one or more nodes that 1s redundant to the first node.

[6087] Clause 9. The non transitory, computer-readable storage media of Clause 8,
wheremn the computer-executable instructions further cause the computer system to. obtain,
response to instructing the first node to re-route the requests, one or more second KPI values
associated with the one or more nodes, wherein the one or more second KPI values are obtained
at a time after a time that the one or more KPI values are obtained; determine that a second KPIL
value in the one or more second KPI values exceeds a second threshold value; and determine that
the second KPI value corresponds with a thurd node in the one or more nodes.

[6088] (Clause 10. The non transitory, computer-readable storage media of Clause 9,
wheremn the computer-executable mnstructions further cause the computer system to: reset a
falover timer after instructing the first node to re-route the requests corresponding to the first
service, determine, in response to determining that the second KPI value exceeds the second
threshold value, that a value of the fatlover timer exceeds a threshold healing time; and instruct
the third node to re-route second requests corresponding to the first service to a fourth node m
the one or more nodes that 1s redundant to the third node.

[6089] Clause 11. The non transitory, computer-readable storage media of Clause 9,
wheremn the computer-executable instructions further cause the computer system to: reset a
fatlover timer after 1ostructing the first node to re-route the requests corresponding to the first
service; determine, in response to determining that the second KPI value exceeds the second
threshold value, that a value of the failover timer does not exceed a threshold healing time;
determine that the second KPI value deviates from the second threshold valee by an amount
greater than an amount by which the first KPI value deviates from the first threshold value;
mstruct the first node to no longer re-route the requests corresponding to the first service; and
mstruct the third node to re-route second requests corresponding to the first service to a fourth
node in the one or more nodes that 1s redundant to the third node.

[6090] Clause 12. The non transitory, computer-readable storage media of Clause 9,
wheremn the computer-executable mnstructions further cause the computer system to: reset a
falover timer after instructing the first node to re-route the requests corresponding to the first
service, determine, in response to determining that the second KPI value exceeds the second

threshold value, that a value of the failover timer does not exceed a threshold healing time; and
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determine that the first KPI value deviates from the second threshold value by an amount greater
than an amount by which the second KPI value deviates from the first threshold value.

[8091] Clause 13. The non transitory, computer-readable storage media of Clause 8,
wherem the f{irst node further offers a second service, and wheremn the first node does not re-
route second requests corresponding to the second service.

[8092] Clause 14. The non transitory, computer-readable storage media of Clause 8,
wherein the first node and the second node perform the same operations.

[0093] Clause 15 The non transitory, computer-readable storage media of Clause 8§,
wherein the first service 1s one of a file transfer service, a voice call service, a call waiting
service, a conference call service, a video chat service, or a short message service (SMS}).

[0094] Clause 16. The non transitory, computer-readable storage media of Clause 8§,
wherein the first node comprises one of a session border controller (SBC), a call session control
function {{'SCF), a breakout gateway control function (BGCF), or a media gateway controller
function (MGCT).

[B095] Clause 17. A core network comprising: one or more nodes that each offer a
first service; and a failover and isolation server {(FIS) comprising a processor in communication
with the one or more nodes and configured with specific computer-executable mstructions to:
obtain one or more key performance indicator (KPI) values associated with the one or more
nodes, wherein the one or more KPI values are associated with the first service; compare a first
KPI value in the one or more KPI values with a first threshold value; determine that the first KPI
value exceeds the first threshold value; determine that the first KPI value corresponds with a first
node i the one or more nodes; and mitiate a failover operation with respect to the first node such
that the first node redirects requests corresponding to the first service to a second node in the one
or more nodes that 1s redundant to the first node.

[8096] (Clause 18 The core network of Clause 17, wherein the FIS is further
configured with specific computer-executable instructions to: obtain, in response to instructing
the first node to re-route the requests, one or more second KPI values associated with the one or
more nodes, wherein the one or more second KPI values are obtained at a time after a time that
the one or more KPI values are obtained; determine that a second KPI value in the one or more
second KPI values exceeds a second threshold value; and determine that the second KPI value

corresponds with a third node 1 the one or more nodes.
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[6097] Clause 19 The core network of Clause 18, wherein the FIS 1s further
configured with specific computer-executable instructions to: reset a failover timer after
mstructing the first node to re-route the requests corresponding to the first service; determine, in
response to determining that the second KPI value exceeds the second threshold value, that a
value of the failover timer exceeds a threshold healing time; and inttiate a failover operation with
respect to the third node such that the third node redirects second requests corresponding to the
first service to a fourth node in the one or more nodes that 1s redundant to the third node.

[0098] Clause 20. The core network of Clause 18, wherein the FIS is further
configured with specific computer-executable instructions to: reset a failover timer after
mstructing the first node to re-route the requests corresponding to the first service; determine, in
response to determining that the second KPI value exceeds the second threshold value, that a
value of the failover timer does not exceed a threshold healing time; determine that the second
KPI value deviates from the second threshold value by an amount greater than an amount by
which the first KPI value deviates from the first threshold value; reverse the fatlover operation
mitiated with respect to the first node such that the first node no longer redirects the requests
corresponding to the first service; and mitiate a failover operation with respect to the third node
such that the third node redirects second requests corresponding to the first service to a fourth

node in the one or more nodes that is redundant to the third node.
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CLAIMS
WHAT IS CLAIMED IS
L. A computer-implemented method comprising:

obtaining one or more key performance mdicator {KPI} values associated with
one or more nodes 1 a core network that offer a first service, wherein the one or more
KFPI values are associated with the first service;

comparing a first KPI value in the one or more KPI values with a first threshold
value;

deternuning that the first KPI exceeds the first threshold value;

determining that the first KP1 value corresponds with a first node in the one or
more nodes; and

mstructing the first node to re-route requests corresponding to the first service to a
second node in the one or more nodes that is redundant to the first node.
2. The computer-tmplemented method of Claim 1, further comprising:

obtaining one or more second KPI values associated with the one or more nodes
after the first node 18 instructed to re-route the requests;

determining that a second KPI value in the one or more second KPI values
exceeds a second threshold value;

determining that the second KPI value corresponds with a third node in the one or
more nodes;

instructing the first node to no longer re-route the requesis corresponding to the
first service; and

mstructing the third node to re-route second requests corresponding to the first
service to a fourth node in the one or more nodes that is redundant to the third node.
3. The computer-tmplemented method of Claim 2, further comprising:

resetting a fatlover timer after instructing the first node to re-route the requests
corresponding to the first service; and

determining, in response to determining that the second KPI value exceeds the
second threshold value, that a value of the failover timer does not exceed a threshold

healing time.
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4. The computer-implemented method of Claim 2, determining that the second KPI
value deviates from the second threshold value by an amount greater than an amount by which
the first KPI value deviates from the first threshold value.

5. The computer-implemented method of Claim 2, wherein the third node further
offers a second service, and wherein the third node does not re-route third requests
corresponding to the second service.

6. The computer-implemented method of Claim 1, wherein the first node and the
second node perform the same operations.

7. The computer-implemented method of Claim 1, wheremn the first service 1s one of
a file transtfer service, a voice call service, a call waiting service, a conference call service, a
video chat service, or a short message service (SMS).

8. A core network comprising:

one or more nodes that each offer a first service; and
a failover and isolation server (FIS) comprising a processor in communication
with the one or more nodes and configured with specific computer-executable
mstructions to:
obtain one or more key performance indicator (KPI) values associated
with the one or more nodes, wherein the one or more KPI values are associated
with the first service;
compare a first KPI value in the one or more KPI values with a first
threshold value;
determine that the first KP{ value exceeds the first threshold value;
determine that the first KPI value corresponds with a first node in the one
or more nodes; and
wmitiate a fatlover operation with respect to the first node such that the first
node redirects requests corresponding to the first service to a second node in the
one or more nodes that 1s redundant to the first node.

9. The core network of Claim 8, wherein the FIS 1s further configured with specific

computer-executable instructions to:
obtain, in response to instructing the first node to re-route the requests, one or

more second KPI values associated with the one or more nodes, wherein the one or more
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second KPI values are obtained at a time after a time that the one or more KPI values are
obtained;

determine that a second KPI value in the one or more second KP1 values exceeds
a second threshold value; and

determine that the second KPI value corresponds with a third node in the one or
more nodes.
10. The core network of Claim 9, wherein the FIS 1s further configured with specific

computer-executable instructions to:

reset a falover timer after instructing the first node to re-route the requests
corresponding to the first service;

determine, in response to deternmining that the second KPI value exceeds the
second threshold value, that a value of the fatlover timer exceeds a threshold healing
time; and

initiate a failover operation with respect to the third node such that the third node
redirects second requests corresponding to the first service to a fourth node in the one or
more nodes that is redundant to the third node.
1t The core network of Claim 9, wherein the FIS 1s further configured with specific

computer-executable instructions to:

reset a failover timer after instructing the first node to re-route the requests
corresponding to the first service;

determine, in response to determining that the second KPI value exceeds the
second threshold value, that a value of the failover timer does not exceed a threshold
healing time;

determine that the second KPI value deviates from the second threshold value by
an amount greater than an amount by which the first KPI value deviates from the first
threshold value;

reverse the fatlover operation mitiated with respect to the first node such that the
first node no longer redirects the requests corresponding to the first service; and

mitiate a failover operation with respect to the third node such that the third node
redirects second requests corresponding to the first service to a fourth node in the one or

more nodes that 15 redundant to the third node.
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12, The core network of Claim 9, wherein the FIS 1s further configured with specific
computer-executable 1nstructions to:
reset a failover timer afiter instructing the first node to re-route the requests
corresponding to the first service;
determine, in response to determining that the second KPI value exceeds the
second threshold value, that a value of the failover timer does not exceed a threshold
healing time;
determine that the first KPI value deviates from the second threshold value by an
amount greater than an amount by which the second KPI value deviates from the first
threshold value.
13. The core network of Claim &, wherein the first node further offers a second service,
and wherein the first node does not re-route second requests corresponding to the second service.
14. The core network of Claim 8, wherein the first node and the second node perform the
same operations.
15. The core network of Claim 8, wherein the first service i3 one of a file transfer service,
a voice call service, a call waiting service, a conference call service, a video chat service, or a

short message service {(SMS).
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