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METHOD AND SYSTEM FOR ANALYZING AND ADDRESSING ALARMS
FROM NETWORK INTRUSION DETECTION SYSTEMS

TECHNICAL FIELD OF THE INVENTION

This invention relates generally to intrusion
detection and more particularly to a method and system
for analyzing and addressing alarms from network

intrusion detection systems.

BACKGROUND OF THE INVENTION

Network Intrusion Detection Systems ("NIDS") are
typically designed to monitor network activity in real-
time to spot suspicious or known malicious activity and
to report these findings to the appropriate personnel.
By keeping watch on all activity, NIDS have the potential
to warn about computer intrusions relatively quickly and
allow administrators time to protect or contain
intrusions, or allow the NIDS to react and stop the
attack automatically. In the security industry, a NIDS
may either be a passive observer of the traffic or an
active network component that reacts to block attacks in
real-time.

Because many NIDS are passive observers of the
network traffic, they often lack certain knowledge of the
attacking and defending host that makes it impossible to
determine if an attack is successful or unsuccessful.
Much 1like an eavesdropper overhearing a conversation
between two strangers, NIDS very often lack knowledge of
the context of the attack and, therefore, "alarm" on
network activity that may not be hostile or relevant.

Some sgystems attempt to address this problem by
building a static map of the network they are monitoring.

This knowledge 1is wusually built by scanning all the
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systems on the network and saving the result to a
database for later retrieval. This system is inadequate
for most networks because the topology, types, and
locations of network devices constantly change and
requires the administrator to maintain a static database.
Additionally, the stress of constantly scanning and
keeping the network databases up to date is very
intensive and may often slow down or cause network

services to stop functioning.

SUMMARY OF THE INVENTION

According to one embodiment of the invention, a
method for analyzing and addressing alarms from network
intrusion detection systems includes receiving an alarm
indicating an attack on a target host may have occurred,
automatically accessing the target host in response to
the alarm, and identifying the presence of the attack on
the target host.

Some embodiments of the invention provide numerous
technical advantages. Other embodiments may realize
some, none, or all of these advantages. For example,
according to one embodiment, the false alarm rate of
network intrusion detecticn systems ("NIDS") is
gsubstantially reduced or eliminated, which leads to a
lower requirement of personnel monitoring of NIDS to
respond to every alarm. A lower false alarm rate is
facilitated even though knowledge of the entire protected
network is not required. Because Kknowledge of the
network is not required, hosts may be dynamically added
to the network.

According to another embodiment, critical attacks on

a network are escalated and costly intrusions are
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remediated. By actively investigating an attack on the
actual targeted host, computer forensic evidence is
collected, automated recovery from network attacks may be
accomplished via clean-up of compromised hosts. In
addition, the ability to perform a random or schedule
scan of target hosts for successful attacks enhances
gecurity by double-checking the already deployed security
technologies.

Other advantages may be readily ascertainable by
those skilled in the art from the following figures,

description, and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present
invention and the advantages thereof, reference is now
made to the following description taken in conjunction
with the accompanying drawings, wherein 1like reference
numbers represent like parts, and which:

FIGURE 1 1is & schematic diagram illustrating a
system for reducing the false alarm rate of network
intrusion detection systems (NIDS) and for analyzing and
addressing alarms from NIDS by wutilizing a passive
analysis tool and an active analysis tool according to
one embodiment of the invention;

FIGURE 2 is a block diagram illustrating wvarious
functional components of the passive analysis tool of
FIGURE 1 according to the one embodiment of the
invention;

FIGURE 3 1is a flowchart illustrating a method for
reducing the false alarm rate of network intrusion
detection systems according to one embodiment of the

invention;
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FIGURE 4 is a flowchart illustrating a method that
may be used in conjunction with the method of FIGURE 3
according to one embodiment of the invention;

FIGURE 5 is a block diagram illustrating various
functional components of the active analysis tool of
FIGURE 1 according to the one embodiment of the
invention; and

FIGURE 6 is a flowchart illustrating a method for
analyzing and addressing alarms from network intrusion
detection systems according to one embodiment of the

invention.

DETAILED DESCRIPTION OF EXAMPLE EMBODIMENTS OF THE INVENTION

Embodiments of the invention are best understood by
referring to FIGURES 1 through 6 of the drawings, like
numerals being used for like and corresponding parts of
the various drawings.

FIGURE 1 1is a schematic diagram illustrating a
system 100 for reducing the false alarm rate of a network
intrusion detection system ("NIDS") 108 and for analyzing
and addressing alarms from NIDS 108 by utilizing a
passive analysis tool 110 and an active analysis tool 111
according to one embodiment of the present invention. In
the illustrated embodiment, NIDS 108 is coupled to a link
106 that communicatively couples an unprotected network
102 with a protected network 104. System 100 also
includes a network administrator 112 that utilizes
passive analysis tool 110 and active analysis tool 111,
as described in more detail below.

Unprotected network 102 may be any suitable network
external to protected network 104. Examples of

unprotected network 102 are the Internet, an Extranet,
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and a local area network. Protected network 104 may be
any suitable network, such as a local area network, wide
area network, virtual private network, or any other
suitable network desired to be secure from unprotected
network 102. Link 106 couples unprotected network 102 to
protected network 104 and may be any suitable
communications 1link or channel. In one embodiment,
communications link 106 is operable to transmit data in
"packets" between unprotected network 102 and protected
network 104; however, communications link 106 may be
operable to transmit data in other suitable forms.

In one embodiment, NIDS 108 is any suitable network-
based intrusion detection system operable to analyze data
packets transmitted over communications link 106 in order
to detect any potential attacks on protected network 104.
NIDS 108 may be any suitable combinaticn of hardware,
firmware, and/or software. Typically, NIDS 108 includes
one or more sensors having the ability to monitor any
suitable type of network having any suitable data link
protocol. In a particular embodiment, the sensors
associated with NIDS 108 are operable to examine data

packets on an IP ("Internet Protocol") network using any

suitable protocol, such as TCP ("Transmission Control
Protocol"), UDP ("User Datagram Protocol"), and ICMP
("Internet Contrcl Message Protocol"). Upon detection of

a possible attack on protected network 104, NIDS 108 is
operable to generate an alarm indicating that an attack
on protected network 104 may have occurred and may block
the attack outright. This alarm is then transmitted to
passive analysis tool 110 for analysis as described

below.
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According to the teachings of one embodiment of the
present invention, passive analysis tool 110 receives an
alarm from NIDS 108 and, using the information associated
with the alarm, determines if an attack is real or a
false alarm. Passive analysis tool 110 significantly
lowers the false alarm rate £for network intrusion
detection systems, such as NIDS 108, in the network
environment and lowers the requirement of persomnel, such
as network administrator 112, monitoring these systems to
respond to every alarm. Details of passive analysis tocl
110 are described in greater detail below in conjunction
with FIGURES 2 through 4. Although illustrated in FIGURE
1 as being separate from NIDS 108, passive analysis tool
110 may be integral with NIDS 108 such that separate
hardware 1is not reguired. In any event, NIDS 108 and
passive analysis tool 110 work in conjunction with one
another to analyze, reduce, or escalate alarms depending
on the detected severity and accuracy of the attack. One
technical advantage 1is that some embodiments of the
invention may eliminate alarms targeted at the wrong
operating system, vendor, application, or network
hardware.

According to the teachings of another embodiment of
the present invention, active analysis tool 111 receives
a confirmed alarm from passive analysis tool 110 and
automatically logs on to a target host 120 to investigate
the detected attack and actively determine whether or not
the attack was successful on target host 120. In
addition, active analysis tool 111 may respond to the
attacks by collecting zrelevant forensic evidence and
initiating any suitable remedial measure. The process of

actively investigating the attack on target host 120
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assures a high degree of accuracy in a short response
time. Forensic information may be copied from target
host 120 to preserve its integrity against tampering,
thereby allowing network administrator 112 or other
suitable personnel to quickly analyze target host 120 and
determine what changes were made after the attack
happened and to use this information for later
prosecution of the attacker. Details of active analysis
tool 111 are described in greater detail below in
conjunction with FIGURES 5 and 6. Although illustrated
in FIGURE 1 as being separate from NIDS 108, active
analysis tool 111 may be integral with NIDS 108 such that
separate hardware is not required.

Network administrator 112 may be any suitable
personnel that utilizes passive analysis tool 110 and
active analysis tool 111 in order to monitor potential
attacks on protected network 104 and respond thereto, if
appropriate. Network administrator 112 typically has
passive analysis tool 110 and active analysis tool 111
residing on his or her computer in order to receive
filtered alarms from passive analysis tcol, as denoted by
reference numeral 114, and to receive information on
investigated alarms, as denoted by reference numeral 115.

FIGURE 2 is a block diagram illustrating various
functional components of passive analysis tool 110 in
accordance with one embodiment of the present invention.
The present invention contemplates more, less, or
different components than those shown in FIGURE 2. These
components may be pieces of software associated with
passive analysis tool 110 that may be executed by a
processor. In the illustrated embodiment, passive

analysis tool 110 includes an alarm input layer 202, an

-10-
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alarm interpretation layer 204, a target cache look-up
206, an operating system ("0S") fingerprinting mechanism
208, a port fingerprinting mechanism 210 and an alarm
output layer 212. The general functions of each of these
components are now described before a more detailed
description of some functions of passive analysis tool
110 is undertaken in conjunction with FIGURES 3 and 4.

Alarm input layer 202 is generally responsible for
accepting the alarm from NIDS 108 and passing it to other
system components for analysis. In one embodiment, alarm
input layer 202 accepts the alarm from NIDS 108 and
determines if the alarm format is wvalid. If the alarm
format is invalid, then the alarm is disregarded. If the
alarm format is valid, then the alarm is sent to alarm
interpretation layer 204. Alarm input layer 202 is
preferably designed to be NIDS vendor independent so that
it may accept alarms from rmultiple NIDS sources
concurrently with no modification.

Generally, alarm interpretation layer 204 receives
the alarm from alarm input layer 202 and performs an
analysis on the alarm. In one embodiment, alarm
interpretation layer 204 determines whether the alarm is
from a supported NIDS vendor. If the alarm is not from a
supported NIDS vendor, an alert 1is generated and the
alarm is disregarded. If the alarm is from a supported
NIDS vendor, then alarm interpretation layer 204 is
responsible for determining the NIDS vendor alarm type,
relevant operating system type being attacked (e.g.,
Microsoft Windows, Sun Solaris, Linux, UNIX, etc..), the
source address, target network address, the alarm
severity, the alarm description, and any other suitable

parameters associated with the alarm. Some of this

-11-
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information is used by passive analysis tool 110 to test
if the alarm is real or false, as described in more
detail below in conjunction with FIGURES 3 and 4.

Target cache look-up 206 indicates that a look-up is
performed by passive analysis tecol 110 in order to
determine if the wvulnerability of target host 120 has
already been checked for the particular attack indicated
by the alarm. The look-up may be performed in any
suitable storage location, such as a local state table or
database.

0S fingerprinting mechanism 208 performs a passive
analysis of target host 120 to determine the operating
system type of target host 120. Briefly, in one example,
passive analysis tool 110 sends Internet Protocol ("IP")
packets at target host 120 with special combinations of
protocol flags, options, and other suitable information
in the header in order to ascertain the operating system
vendor and version number. Operating system
fingerprinting is well known in the industry and, hence,
is not described in detail herein. An advantage of this
type of OS fingerprinting is that it requires no internal
access to target host 120 other than remote network
connectivity. 08 fingerprinting mechanism 208 may build
an operating system type within seconds of execution and
stores this information in a suitable storage location
for later retrieval and use.

Port fingerprinting mechanism 210 functions to
identify a target port address stored in a suitable
storage location when a host 1s added or deleted
dynamically. Port fingerprinting mechanism 210 works in
conjunction with O0S fingerprinting mechanism 208 to

determine, for example, if an attacked port on a

-12-




WO 03/098413 PCT/US03/15546

10

15

20

25

30

10

particular target host is active or inactive. This
allows passive analysis tool 110 to quickly determine an
attack could work. For example, an attack against TCP
port 80 on a particular target host may be proven to have
failed by checking the target host to see if port 80 is
active.

Alarm output layer 212 is responsible for taking the
analyzed data from passive analysis tool 110 and either
escalating or de-escalating the alarm. In other words,
alarm output layer 212 functions to report a valid alarm;
i.e., that a particular target host is vulnerable to an
attack. A wvalid alarm may be reported in any suitable
manner, such as through the use of a graphical user
interface or a log file, storing in a database, or any
other suitable output. As described in further detail
below, a confirmed alarm may be utilized by active
analysis tool 111 to determine whether an attack on the
target host worked or failed.

Additional description of details of functions of
passive analysis tool 110, according to one embodiment of
the invention, are described below in conjunction with
FIGURES 3 and 4.

FIGURE 3 is a flowchart illustrating an example
method for reducing the false alarm rate of network
intrusion detection systems according to one embodiment
of the present invention. The example method begins at
step 300 where an alarm is received from NIDS 108 by
passive analysis tool 110. Passive analysis tool 110
identifies the target address from the alarm at step 302.
Passive analysis tool 110 then accesses a system cache at

step 304 in order to determine if the identified target

13-
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host, such as target host 120, has already been checked
for that particular attack type.

Accordingly, at decisiocnal step 306, it is
determined whether the target address has been found in
the system cache. If the target address is found, then
at decisional step 308, it 1is determined whether the
cache entry time is still wvalid. In other words, if
target host 120 was checked for a particular type of
attack within a recent time period, then this information
is stored temporarily in the system cache. Although any
suitable time period may be used to store this
information, in one embodiment, the information is stored
for no more than one hour. If the cache entry time is
still valid, then the method continues at step 310 where
the 08 fingerprint of target host 120 is received by
passive analysis tool 110.

Referring back to decisional steps 306 and 308, if
the target address is not found in the system cache or if
the cache entry time is invalid for the target address
that is found in the system cache, then the operating
gystem fingerprint of target host 120 is obtained by
passive analysis tool 110 using any suitable O0S
fingerprinting technique, as denoted by step 312. The
operating system fingerprint is then stored in the system
cache at step 314. The method then continues at step 310
where the operating system fingerprint of target host 120
is received.

The attack type and the operating system type of
target host 120 are compared at step 316 by passive
analysis tool 110. At decisional step 318, it is
determined whether the operating system type of target

host 120 matches the attack type. If there is a match,

-14-
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then a confirmed alarm is reported by step 320. If there
ig no match, then a false alarm is indicated, as denoted
by step 322. For example, if the attack type is for a
Windows system and the operating system fingerprint shows
a Windows host, then the alarm is confirmed. However, if
the attack type is for a Windows system and the operating
system fingerprint shows a UNIX host, then this indicates
a false alarm. This then ends the example method
outlined in FIGURE 3.

Although the method cutlined in FIGURE 3 is
described with reference to passive analysis tool 110
comparing an operating system type with an attack type,
other suitable characteristics of the operating system
may be compared to relevant characteristics of the attack
type in order to determine if the alarm is real or false.

Thus, in one embodiment, passive analysis tool 110
screens out potential false alarms while not reguiring
knowledge of the entire protected network 104. Alarm
inputs are received from a deployed NIDS, such as NIDS
108, and analyzed to determine if an attack is real or a
falge alarm. This is accomplished even though agents are
not required to be installed on each computing device of
the protected network 104.

FIGURE 4 is a flowchart illustrating an example
method that may be used in conjunction with the example
method outlined in FIGURE 3 in accordance with an
embodiment of the present invention. The example method
outlined in FIGURE 4 addresses the dynamic addition of
hosts to protected network 104 in order that prior
knowledge of the network is not required. The example
method in FIGURE 4 begins at step 400 where a dynamic

host configuration protocol ("DHCP") server 122 (FIGURE

-15-
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1) is monitored Dby passive analysis tool 110. The
present invention contemplates any suitable dynamic
configuration protoccl server being monitored by passive
analysis tool 110. At step 402, lease activity is
detected by passive analysis tool 110. A "lease" as used
herein means that a host has been given a network address
for a given period of time. At decisional step 404 it is
determined whether a lease issue is detected or a lease
expire is detected.

If a lease expire is detected by passive analysis
tool 110, then the system cache is accessed, as denoted
by step 406. At decisional step 408, it is determined
whether the target address associated with the lease
expire is found in the system cache. If the target
address is found in the system cache, then the entry is
purged, at step 410, from the system cache. Passive
analysis tool 110 then continues to monitor DHCP gerver
122. If a target address is not found in the system
cache, then the lease expire is disregarded, as denoted
by step 412. Passive analysis tool 110 continues to
monitor DHCP server 122.

Referring back to decisional step 404, if a lease
issue has been detected, then the system cache is
accessed, as denoted by step 414. At decisional step
416, it is determined whether the target address
agsociated with the lease issue is found in the system
cache. If the target address is found, then the entry is
purged, at step 418. If the target address is not found
in the system cache, then the method continues at step
420, as described below.

At step 420, the operating system fingerprint of a

target host 1is obtained at step 420. The operating

-16-
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system fingerprint is stored in the system cache, as
denoted by step 422 for a particular time period.
Passive analysis tool 110 then continues to monitor DHCP
server 122.

The method outlined in FIGURE 4 saves considerable
time and money and is more accurate than prior systems in
which prior knowledge of the network is required.
Passive analysis tool 110 may store entries for a user
defined length of time that reduces the number of time
operating system fingerprints need to be accomplished,
which increases the efficiency of the network intrusion
detection system. Another technical advantage is that
resources are conserved and the impact on the protected
network is low because target system profiles are built
only when needed, effectively serving as a "just-in-time"
vulnerability analysis.

FIGURE 5 is a block diagram illustrating various
functional components of active analysis tool 111 in
accordance with one embediment of the present invention.
The present invention contemplates more, less, or
different components than those shown in FIGURE 5. These
components may be pieces of software associated with
active analysis tool 111 that may be executed by a
pProcessor. In the illustrated embodiment, active
analysis tool 111 includes an alarm input layer 500, an
alarm interpretation layer 502, an alarm investigation
layer 504, an active analysis layer 506, an alarm
response layer 508, and an alarm output layer 510, The
general functions of each of these components are now
described before a more detailed description of a
function of active analysis tool 111 is undertaken in

conjunction with FIGURE 6.

17-
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Alarm input layer 500 is generally responsible for
accepting the alarm from NIDS 108 and passing it to other
system components for analysis. In one embodiment, the
functionality of alarm dinput layer 500 may be
accomplished by alarm input layer 202 of passive analysis
tool 110, In either case, alarm input layer 202 accepts
the alarm from NIDS 108 and determines that the alarm
format is wvalid. If the alarm format is invalid, then
the alarm ie disregarded. If the alarm format is valid,
then the alarm is sent to alarm interpretation layer 502.
Alarm input layer 500 is preferably designed to be NIDS
vendor independent so that it may accept alarms from
multiple NIDS sources concurrently with no modification.

Generally, alarm interpretation layer 502 receives
the alarm from alarm input layer 500 and performs an
analysis on the alarm. Again, in one embodiment, the
functionality associated with alarm interpretation layer
502 may be accomplished by alarm interpretation layer 204
of passive analysis tool 110. In either case, alarm
interpretation layer 502 determines whether the alarm is
from a supported NIDS vendor. If the alarm is not from a
gupported NIDS vendor, an alert is generated and the
alarm 1s disregarded. If the alarm is from a supported
NIDS wvendor, then alarm interpretation layer 502 is
responsible for determining the NIDS vendor alarm type,
relevant operating system type being attacked, the source
address, the target network address, the alarm severity,
the alarm description, and any other suitable parameters
associated with the alarm. Some of this information is
used by active analysis tool 111 in order to log onto
target host 120 in addition to determine what pieces of

information to analyze on target host 120. For example,

18-
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an attack type commonly has files that are affected if it
is a successful attack (i.e., web log files for web-based
attacks) . This is described in more detail below in
conjunction with FIGURE 6.

Alarm investigation layer 504 indicates that a
lookup is performed by active analysis tool 111 in order
to determine if target host 120 has already been
investigated for the particular attack indicated by the
alarm within a particular time period. The lockup may be
performed in any suitable storage location, such as a
local state table or database.

Active analysis layer 506 performs an active
analysis of target host 120 to determine whether or not
the attack actually worked. Briefly, in one embodiment,
active analysis tool 111 logs onto target host 120 by
using an authenticated connection based on the operating
system type of target host 120. The authenticated
connection may take any suitable form; however, some
examples are as follows: Microsoft SMB or CIFS protocol
for Microsoft Windows systems, secure shell (SSH)
encrypted login for UNIX systems, Telnet unencrypted
login for UNIX systems, and user defined authentication
methods. The use of native authentication means that no
remote agent 1s needed on target host 120s of protected
network 104. This makes deployment of active analysis
tool 111 very fast and requires only that network
administrator 112 provide top level login privileges and
credentials to active analysis tool 111 instead of
spending time deploying remote agents throughout
protected network 104.

Active analysis layer 506, once logged on to target

host 120, analyzes and collects information regarding the

-19-
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attack to determine whether or not the attack worked.
For example, active analysis layer 506 may facilitate the
analyzing of audit trails, system binaries, system
directories, registry keys, configuration files, or other
suitable analysis to determine whether or not the attack
worked. The pieces of information on target host 120
that are analyzed are based upon the type of alarm
detected. In one embodiment, it is a matter of mapping
the detected type of attack to the relevant traces left
by the attacker to determine if the attack worked. The
determination of whether or not the attack worked is
stored in a suitable storage location.

Alarm response layer 508 collects information on
successfully executed attacks and determines what actions
to take as a result of the successful attack. The
actions may take any suitable form and may be configured
by network administrator 112. For example, actions may
include <collecting logs, disabling wusers, blocking
attacking hosts, disabling computer services, or any
other suitable wuser defined action. Collecting
information is copied from target host 120 and stored in
a suitable storage location to preserve their integrity
against tampering. Alarm response layer 508 may also
initiate cleanup actions on target host 120 to remove the
attacker and related exploited components. The
information may also be used to build an attacker profile
that can be taken and used to search other hosts on
protected network 104 for possible compromise that use
similar attack methods.

Alarm output layer 510, 1in one embodiment, is
responsible for taking the information from the

investigation of target host 120 and sending it to an
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output stream. The output stream may be any suitable
output, such as a log file, a graphical user interface, a
native NIDS device, a memory, or any other suitable user
defined output.

Additional description of details of functions of
active analysis tool 111, according to one embodiment of
the invention, are described below in ceonjunction with
FIGURE 6.

FIGURE 6 is a flowchart illustrating a method for
analyzing and addressing alarms from network intrusion
detection systems according tc one embodiment of the
present invention. The example method starts at step 600
where a confirmed alarm is received from passive analysis
tool 110 or other suitable source. Active analysis tool
111 identifies target host 120 at step 602. Active
analysis tool 111 then accesses a system cache at step
604 in order to determine if target host 120 has already
been investigated for that particular attack type.

Accordingly, at decisional step 606, it is
determined whether investigation data has been found for
target host 120. If investigation data is found in the
system cache, then, at decisional step 608, it is
determined whether a cache entry time for the
investigation data is still valid. In other words, if a
particular target host was already investigated for the
particular type of attack within a recent time period,
then this investigation data is stored temporarily in the
system cache. Although any suitable time period may be
used, in one embodiment, the information is stored for no
more than one hour. If a cache entry time is still
valid, then the method continues at step 610 where the

investigation data is accessed by active analysis tool
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111. And at step 612, the investigation data is reported
to network administrator 112 or other suitable perscnnel.

Referring back to decisional step 606, if the
investigation data was not found in the system cache or
if the cache entry time is invalid for a particular
target host that is found in the system cache, then
target host 120 is accessed, at step 614, by active
analysis tool 111. The accessing of target host 120 is
accomplished as described above in conjunction with
active analysis layer 506 in FIGURE 5. Once target host
120 is accessed, the presence of the attack on target
host 120 is identified at step 616. At decision step
618, it is determined whether the attack was successful.
Determining whether or not the attack was successful is
accomplished by active analysis layer 506 (FIGURE 5). As
described above, a set of rules determines what steps
should be taken on target host 120 to verify if the
attack worked or failed based on the alarm type. This
may include the analysis of audit trails, system
binaries, system directories, registry keys,
configuration files, or any other suitable user defined
checks. It may also include checking for suspicious
files, directories, users, processés, or other irregular
activity. If it is determined at step €18 that the
attack 1is not successful, the investigation data 1is
stored in the system cache 620. The investigation data
ig then reported at step 612 to network administrator 112
or the suitable personnel.

If it is determined at step 618 that the attack is
succeasful, then forensic information regarding the
attack is collected at step 622 and stored at step 624.

Ag described above, this forensic information may be
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copied from target host 120 to preserve its integrity
against tampering to allow network administrator 112 or
other suitabie pcrsonnel to analyze target host 120 and
determine what changes were made after the compromise
happened and to use to collect information for later
prosecution of the attacker. AL step 626, remedial
measures are initiated by active analysis tool 111, As
described above, this may include collecting logs,
disabling users, blocking an attacking host, disabling
computer services, or any other suitable user defined
action. This then ends the example method that is
outlined in FIGURE 6.

Thus, in one embodiment, active analysis tool 111
investigates attacks on a target host in order to
determine whether the attack worked or failed, collects
forensic information regarding the attack, and
potentially initiates remedial measures. This 1is done
even though agents are not required to be installed on
each computing device of protected network 104.

Although embodiments of the invention are described
with some examples, various modifications may be
suggested to one skilled in the art. The present
invention intends to encompass those modifications as
they fall within the scope of the claims.

Throughout this specification and the claims which
folloew, unless the context requires otherwise, the word
"comprise™, and variaticns such as "comprises" and
"comprising”™, will be understeood to imply the inclusion
of a stated integer or step or group of integers cr steps
but not the exclusion of any other integer or step or

group of integers or steps.
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The reference to any prior art in this specification
is not, and should not be taken as, an acknowledgement or
any form of suggestion that the prior art forms part of

the common general knowledge in Australia.
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WHAT IS CLAIMED IS:

1. A method for analyzing and addressing alarms
from network intrusion detection systems, comprising:

receiving from network intrusion detection systems
an alarm at an analysis tool located outside a protected
network, the alarm indicating an attack on a target host
inside the protected network may have occurred;

automatically accessing the target host in response
to the alarm by logging on to the target host from
outside the protected network using an authenticated
connection based on an operating system type of the
target host: and

automatically identifying the presence of the attack

on the target host.

2. The method of Claim 1, further comprising:

automatically accessing a storage location in
response to the alarm;

determining whether investigation data for the
target host already exists in the storage location;

if the investigation data exists and the
investigation data is still wvalid, then accessing the
investigation data; and

if the investigation data does not exist or if the
investigation data exists but is invalid, then:

identifying whether the attack was successful; and

identifying an audit trail of the attack on the

target host.
3. The method of Claim 1 or 2, further comprising

automatically identifying whether the attack was

successful.
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4. The method of Claim 2 or 3, further comprising
storing whether the attack was successful in storage

location for a time period.

5. The method of Claim 3, wherein automatically
identifying whether the attack was successful comprises
automatically identifying an audit trail of the attack on

the target host.

6. The method of any of Claims 2 to 5 wherein the
audit trail is selected from the group consisting of a
modification of one or more registry keys,‘an entry in an
access log file, a modification of a configuration file,
a modification of a system directory, a modification of a
system binary, a suspicious system process, and a

suspicious file.

7. The method of any of Claims 2 to 6, further
comprising storing the audit trail in a, or the, storage
location if the attack was successful.

8. The method of any of Claims 2 to 7, further
comprising initiating a remedial measure if the attack

was successful.

5. The method of Claim 8, wherein the remedial
measure is selected from the group consisting of blocking
an attacking host, disabling a target host, disabling a

computer service, and alerting a network administrator.
10. The method of any preceding claim, further

comprising receiving top level login privileges in order

to access the target host.
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11. The method of any preceding claim, further
comprising:

before automatically accessing the target host,
automatically accessing a storage location;

determining whether investigation data for the
target host already exists in the storage location; and

if the investigation data exists, then determining
whether the investigation data is still valid; and

if the investigation data does not exist, then

continuing with the automatically accessing step.

12. The method of any preceding claim, further
comprising determining whether the target host is

vulnerable to the attack.

13. The method of Claim 12, wherein determining
whether the target host is wvulnerable to the attack
comprises:

identifying characteristics of the alarm, including
at least an attack type and a target address of the
target host;

querying the target host for an operating system
fingerprint;

receiving the operating system fingerprint that
includes the operating system type from the target host;

comparing the attack type to the operating system
type; and

indicating whether the target host is vulnerable to

the attack based on the comparison.
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14. The method of any of Claims 2 to 13, further
comprising:

after receiving the alarm, determining whether a
format for the alarm is valid; and

if the format is not wvalid, then disregarding the
alarm;

otherwise if the format is wvalid, then continuing

the method with the automatically accessing step.
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15. The method of any preceding claim comprising:

monitoring a dynamic configuration protocol server;

detecting that a lease issue has occurred for a new
target host;

accessing the storage location;

determining whether an operating system fingerprint
for the new target host already exists in the storage
location; and

if the operating system fingerprint for the new
target host does not exist, then:

gquerying the new target host for the operating
system fingerprint;

receiving the operating system fingerprint from the
new target host; and

storing the operating system fingerprint of the new
target host in the storage location for a time period;
and

if the operating system fingerprint for the new
target host does exist, then:

purging the existing operating system fingerprint
for the new target host from the storage location:

querying the new target host £for a new operating
system fingerprint;

receiving the new operating system fingerprint from
the new target host; and

storing the new operating system fingerprint of the
new target host in the storage location for a time

period.
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16. The method of any preceding claim, further
comprising:

monitoring a dynamic configuration protocol server;

detecting that a lease expire has occurred for an
existing target host; accessing the storage location;

determining whether an operating system fingerprint
for the existing target host already exists in the
storage location; and

if the operating system fingerprint for the existing
target host does exist, then purging the existing
operating system fingerprint for the existing target host

from the storage location.
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17. B system for analyzing and addressing alarms
from network intrusion detection systems, comprising:

means for receiving from network intrusion detection
systems an alarm at an analysis tool located outside a
protected network, the alarm indicating an attack on a
target host inside the protected network may have
occurred;

means for automatically accessing the target host in
response to the alarm, the means for accessing comprising
means for logging on to the target host from outside the
protected network by using an authenticated connection
based on an operating system type of the target host; and

means for automatically identifying the presence of

the attack on the target host.

18. A system according to Claim 17, further
comprising:

a network intrusion detection system (NIDS)} operable
te transmit an alarm indicating an attack on a target
host may have occurred;

and wherein the means for receiving, means for
accessing and means for identifying comprises a software
program located ocutside a protected network and embodied

in a computer readable medium.

19. The system of Claim 17 or 18, further
comprising means for automatically identifying whether

the attack was successful.
20. The system of Claim 18, further comprising

means for storing whether the attack was successful for a

time period.
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21. The system of Claim 19 or 20, wherein means for
identifying whether the attach was successful comprises
means for automatically identifying an audit trail of the

attack on the target host.

22. The system of Claim 21, wherein the audit trail
is selected from the group consisting of a modification
of one or more registry keys, an entry in an access log
file, a modification of a configuration file, a
modification of a system directory, a modification of a
system binary, a suspicicus system process, and a

suspicious file.

23. The system of Claim 21 or 22, further
comprising means for storing the audit trail if the

attack was successful.

24. The system of any of Claims 19 to 23, further
comprising means for initiating a remedial measure if the

attack was successful.

25. The system of Claim 24, wherein the remedial
measure is selected from the group consisting of blocking
an attacking host, disabling a target host, disabling a

computer service, and alerting a network administrator.

26. The system of any of Claims 17 to 25, further
comprising means for receiving top level login privileges

in order to access the target host.

27. The system of any of Claims 17 to 26, further
comprising:
means for automatically accessing a storage location

before accessing the target host;
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means for determining whether investigation data of
the target host already exists in the storage location:
and

if the investigation data exists, then means for
determining whether the investigation data is still

valid.

28. A method for analyzing and addressing alarms
from network intrusion detection systems substantially as

herein described.
29. A system for analyzing and addressing alarms

from network intrusion detection systems substantially as

herein described.
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