
(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2005/0067485 A1 

US 2005OO67485A1 

Caron (43) Pub. Date: Mar. 31, 2005 

(54) APPARATUS AND METHOD OF Aug. 7, 2002 (CA)............................................. 2394742 
IDENTIFYING THE USER THEREOF BY 
MEANS OF A WARIABLE IDENTIFICATION Publication Classification 
CODE 

(51) Int. Cl." ....................................................... G06K 5/00 
(76) Inventor: Michel Caron, St-Ferreol-les-Neiges (52) U.S. Cl. ... ... 235/380; 340/5.1; 705/65 

(CA) 

Correspondence Address: (57) ABSTRACT 
Michael Caron 

9 

Esties Equinox Int’l Inc The invention relates to an apparatus (1) and a method (100) ote-de-Liesse 
Suite 224 which form universal identification means for a user party. 
Montreal, QC H4N2R1 (CA) The identification of the user can be made with respect to 

one of Several Second parties. The inventive apparatus 
consists of: a data input device (4, 5, 7, 8, 9, 11, 12, 13 and 

(21) Appl. No.: 10/500,797 15), a device for selecting the second party (4, 5, 7, 8, 9, 12, 
(22) PCT Filed: Jan. 16, 2003 13, 15) from a plurality of second parties in relation to which 

said user party can be identified, a data output device (2, 15) 
(86) PCT No.: PCT/CA03/00049 and a data processing device (14) comprising a storage 

device and an algorithm (60, 70) allowing to generate a 
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use by the user party and to disclose the code using the data 
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FIGURE 1 
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FIGURE 2 
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FIGURE 3 
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FIGURE 4 
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FIGURE 5 
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FIGURE 6 
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61 
Beginning of a use 

Obtaining the identification of the adherent organization for 
the Current use by means of a data input device. 

Obtaining the personal identification number (PIN) of the 
user by means of a data input device. 

62 

63. 

64 Comparing the entered PIN with the PIN 
memorized before the Current use 

Obtained NP E memorized NP 65 

Calculating a variable identification code (VIC) specific to the 
66 current use by using the PIN entered in (63), a reference 

code and a validation code characteristic of the organizations 
to modify a combination extracted from a table of combinations 
integrated into the apparatus. 

67 Revealing the specific variable identification code (VIC) 
by means of the data Output device. 

52 

Terminating the use and 
turning off the apparatus. 

If the PIN is not the memorized one, 
displaying erroneous PIN, return to step 
(63), shutting down the apparatus after 
three unsuccessful attempts. 
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FIGURE 7 
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61 
Beginning of a use. 

62 Obtaining the identification of the adherent organization for 
the current use, by means of a data input device. 

71 Obtaining from a data input device, a biometric 
data characteristic of the user. 

72 Comparing the biomertic data with 
a memorized reference data. 

Obtained data different 
from the memorized data, Obtained data F memorized data. 73 
displaying non-confirmed 
identity, returning to (71). 

74 

Calculating a variable identification code (VIC) specific 
75 to the Current use by using a reference code and a 

validation Code characteristic of the organization to modify 
a Combination extracted from a table of Combinations 
integrated into the apparatus. 

67 Revealing the specific variable identification code (VIC) 
by means of a data Output device. 

Terminating the use and 52 
turning off the apparatus. 
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FIGURE 8 

Opening of a file with an adherent organization. 
81 

2 o Recording of a personal identification number (PIN) in the file. 
8 o Recording of a reference code characteristic of the organization in the file. 
83 o Recording of a validation code characteristic of the organization in the file. 

Creation of a file into an identification apparatus. 
84 o Attribution of an identification character for this organization into the apparatus. 
84.1--o Recording of a personal identification number (PIN) into the apparatus. 
85 o Recording of the reference and validation codes characteristic of the 

organization into the apparatus. 

Generation of a variable identification code (VIC). 
o Selecting an adherent organization with the apparatus. 
o Entering a PIN into the apparatus. 
o Obtaining a variable identification code (VIC) from the apparatus. 

Communicating the variable identification code (VIC) to the 
adherent organization to allow the latter to verify an identity. 
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FIGURE 9 90 

M 
Opening of a file with an adherent organization. 

o Recording of a reference code characteristic of the organization in the file. 
o Recording of a validation code characteristic of the organization in the file. 

Creation of a file into an identification apparatus. 
e Attribution of an identification character for this organization into the apparatus. 
o Recording of a biometric data of the user (fingerprint, voiceprint,eyeprint etc.) 
into the apparatus. 

o Recording of the reference and validation codes characteristic of the 
organization into the apparatus. 

Generation of a variable identification code (VIC). 
o Selecting an adherent organization with the apparatus. 
oEntering the biometric data into the apparatus. 
o Obtaining a variable identification code (VIC) from the apparatus. 

Communicating the variable identification code (VIC) to the 
adherent organization to allow the latter to verify an identity. 
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FIGURE 10 

101 Turning on of the identification apparatus. / 

86 Selecting an adherent organization. 

102. Validating the selection of the adherent organization. 

Input of the personal identification Entering a biometric data 
number (PIN) of the user. of the user (fingerprint, 

100 

103 w : voiceprint etc.) by means 
104 St. Stating each digit of the PIN. of the reader of the apparatus. 

92 

88 Obtaining a variable identification code (VIC) 
calculated by the apparatus. 

89 Communicating the variable identification 
Code (VIC) to the adherent organization. 

Analyzing the variable identification code (VIC) to verify the identity of the 
105 user by calculating the VC using an algorithm identical to the one of 

the apparatus or by comparing the VC to a list of predetermined codes. 

106 Valide VIC 107 Erroneous VIC 

108-Accepted identification. 109 Rejected identification. 
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FIGURE 11 

110 

111 Official data of the payment card and transaction 
details provided to an adherent organization 

112 Adherent organization verifies if the data is valid 

113 114 

89 

117 Authorized transaction Cancelled transaction 118 

par eas a / 
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APPARATUS AND METHOD OF DENTIFYING 
THE USER THEREOF BY MEANS OF A WARIABLE 

IDENTIFICATION CODE 

FIELD OF THE INVENTION 

0001. The present invention relates to the sector of appa 
ratuses and methods allowing a user party to formally 
become identified with a Second party among a plurality of 
Second parties. More specifically, the invention offers a 
universal process of identification and an electronic appa 
ratus allowing a dedicated end-user to formally become 
identified with one out of many Second parties. 

BACKGROUND OF THE INVENTION 

0002 Identity theft has long been a problem to society 
and while ID (IDentification) cards were created to alleviate 
this problem it had become obvious that they were some 
what less than perfect in protecting the end-user as evi 
denced by the massive increase in credit card theft and 
forgery that led to considerable losses for the international 
financial System. In order to be ahead of the fraudors, 
financial institutions responded to the problem by introduc 
ing the ATM (Automatic Teller Machine) or debit card 
which required the end-user to enter a Personal Identifica 
tion Number (PIN) prior to any transaction. On the surface 
this appeared to be a brilliant Solution but in time it became 
obvious that it had drawbacks as well and fraudors have 
found ways to get around it for a few years now. It is 
important for everyone's both physical and financial health 
to have recourse to more effective means to arrest this 
Scourge. In addition, it has been recognized of the need of 
Such an effective identification means not only to signifi 
cantly reduce the amount of frauds related to debit and credit 
cards but also to allow other adherent organizations Such as 
government agencies, employers, etc. to formally identify 
their end-users, clients or employees even though, and 
especially, if the latter are remotely located. 
0003) Existing patent applications (U.S. Pat. No. 5,317, 
636, WO9964956, U.S. Pat. No. 4,849,613, U.S. Pat. No. 
5,130,519, U.S. Pat. No. 6,247,129, U.S. Pat. No. 6,163,771, 
U.S. Pat. No. 4,697,072, U.S. Pat. No. 5,311,594, U.S. Pat. 
No. 5,485,519) that were filed and/or issued for methods 
concerning the authentication of the client having a payment 
card in the context of commercial transactions. All these 
methods and apparatuses, although inventive, lack certain 
characteristics that would allow them to fill all their needs 
toward the identification of the card holder. 

0004. Apparatuses and methods known to date are made 
to identify the holder of a payment card but it is well known 
that it is often necessary for a perSon to become identified 
with many organizations in different situations than a com 
mercial transaction using either a credit or a debit card. 
0005 Software already exists on the market for the 
Supply of a unique number code during credit card Internet 
transactions or the accessing of high Security databases. Also 
available on the market is a Small portable apparatus, which 
constantly displays a different code on its Screen at regular 
interval Such as 30, 45 or 60 second intervals. This code is 
generated by means of an algorithm integrated into the 
microprocessor of the apparatus. A computer Server having 
the same algorithm can verify the authenticity of the perSon 
by requiring Submission of the code at any time during a 

Mar. 31, 2005 

communication. Most of the time the transmission of the 
code is made as connection to the Server takes place. The 
drawback to this System is that apparatus is usable in relation 
with only one site and is not totally Safe Since the code is 
constantly visible on the Screen and anyone carrying the 
apparatus could use it as if he is the legitimate holder. 
0006 Various innovations were proposed for the inclu 
Sion of a random number generator inside the credit card or 
ATM card itself but the problem of unauthorized visual 
access to the code as above described Still remain; a perSon 
not being the card holder could make transactions with a 
Stolen card Since the code is usually transmitted via an 
electronic chip readable through a reader. Additionally, the 
installation cost of a System required for chip card readers to 
locations which would best serve the most end-users would 
appear to be prohibitively expensive. These methods are 
useless in World regions not having Such readers. Further 
more, Internet transactions are impossible with Such meth 
ods unless they are made using computers equipped with 
Such chip card reader. 
0007 Yet another problem with the above-mentioned 
innovations is the introduction of the “time variable' in the 
algorithm which generates the unique code. For a transac 
tion to be easy and rapid the transmission of the code must 
be made in real-time. AS it is, communication of the details 
of commercial transactions are not done in real-time. This is 
particularly true for any payment card type transaction made 
abroad. There are also many proposed Solutions that include 
details Such as the total amount of the money transaction into 
the algorithm or encrypt the transaction number Such that it 
could not be intercepted during the transmission. All this 
introduces delay of the treatment of the transaction: if the 
number Sent for identification includes variables Such as the 
actual time, the total amount, etc., the receiving financial 
institution needs to decode the number before authorizing 
the transaction. AS the quantity of Simultaneous transactions 
is usually large, only a few tenths of a Second delay makes 
the treatment more complex and expensive than simply 
validating the current PIN. 
0008. The technologies taught in current patents also 
have the disadvantage of being uSable with only one insti 
tution at a time. This inevitably significantly increases the 
cost of implementation of these processes. 
0009. In conclusion, the existing solutions contain sev 
eral limitations, disadvantages and inconveniences which 
effectively prevent them from meeting the frequent needs of 
identification of each end-user, and the requirements from 
the adherent organizations. Notably, these Solutions do not 
offer to Simultaneously serve Several organizations of dif 
ferent nature. Further than failing to make practical and 
market acceptable monetary transactions with credit cards 
safer, they prove themselves unable to allow identification of 
an end-user within Several Sectors of economic activities or 
lines of business. 

OBJECTS OF THE INVENTION 

0010. An object of the present invention is to provide a 
device and a method of identification that overcomes the 
limits and drawbacks mentioned above. 

0011) A second object of the present invention is that 
Several institutions could use the same apparatus to signifi 
cantly reduce the implementation costs associated therewith. 
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0012 Another object of the present invention is that a 
Same apparatus can provide all variable identification codes 
(VIC) for the user to become formally identified with several 
adherent organizations during transactions there with. 
0013 Another object of the present invention is that the 
method does not require the installation of new terminals 
and functions with the already existing ones. 

SUMMARY OF THE INVENTION 

0.014. According to a first aspect of the invention, there is 
provided an apparatus for providing a unique transaction 
number and different for each use from its holder, compris 
ing a card having keys and a display; an electronic circuit 
integrated into the card; and a program embedded into the 
electronic circuit enabling reception of a code entered by the 
holder using the keys of the card and display the unique 
transaction number on the display. 
0.015. It is to be noted that the apparatus can be a chip 
card that connects to a terminal which includes the necessary 
keys and display, the terminal being at the transaction or 
identification location. 

0016. According to a second aspect of the invention, a 
universal identification apparatus allowing a user party to 
formally become identified with a Second party is proposed, 
said universal identification apparatus comprising: a) a data 
entry device; b) a selection device for Selection of the Second 
party among a plurality of Second parties Said user party can 
become identified with; c) a data output device, and; d) a 
data processing device comprising a memorization device 
and an algorithm, and allowing generate a variable identi 
fication code (VIC) Specific to a given use by the user party 
and to reveal it by means of Said data output device. 
0.017. According to a third aspect of the invention, a 
universal identification method allowing a user party to 
formally become identified with a second party by means of 
an identification apparatus is proposed, said method com 
prising: a) to Select a Second party among a plurality of 
Second parties recorded within the apparatus Said user party 
may become identified with; b) to enter a data characteristic 
of the user party into the apparatus; c) to obtain a variable 
identification code (VIC) specific to the current use calcu 
lated by the apparatus; d) to communicate said variable 
identification code (VIC) to the second party; and e) to 
analyze Said variable identification code communicated to 
the Second party with the aim of Verifying an identity of the 
user party. 

0.018. According to a fourth aspect of the invention, a 
universal identification method allowing a user party to 
formally become identified with a second party by means of 
an identification apparatus is proposed, said method com 
prising: a) to open a file with said Second party, including to 
record into said file a personal identification number (PIN) 
characteristic of the user party and to obtain from the Second 
party at least one data characteristic of Said Second party; b) 
to record within said apparatus the PIN characteristic of the 
user party and at least one Said data characteristic of the 
Second party, recorded into said file; c) to use the apparatus 
to obtain a variable identification code (VIC) allowing the 
Second party to verify the identity of the user party, includ 
ing to Select a Second party among a plurality of potential 
Second parties for which a file is opened and data charac 
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teristic thereof are recorded within the apparatus and to enter 
a PIN into the apparatus; and d) to communicate Said 
variable identification code to the Second party. 
0019. According to a fifth aspect of the invention, a 
universal identification method allowing a user party to 
formally become identified with a second party by means of 
an identification apparatus is proposed, Said method com 
prising: a) to open a file with said Second party, including to 
obtain at least one data characteristic of Said Second party; 
b) to record within Said apparatus at least one said data 
characteristic of the Second party, recorded into said file; c) 
to record within Said apparatus a biometric data character 
istic of the user party; d) to use the apparatus to obtain a 
variable identification code (VIC) allowing the second party 
to verify the identity of the user party, including to Select a 
Second party among a plurality of potential Second parties 
for which a file is opened and data characteristic thereof are 
recorded within the apparatus and to enter a biometric data 
into the apparatus; and, e) to communicate said variable 
identification code (VIC) to the second party. 
0020. The proposed identification method relies on the 
Supplying to a Second party (further below called: adherent 
organization), of a variable identification code (VIC) of 
more or less five characters from the which is unique and 
different for each use thereof by the user or first party 
(further below called: holder) of the apparatus. As this VIC 
is valid for a single use only, any interception of this data is 
of no concern Since a brand new VIC will be required for a 
further use to be validly carried out. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0021 With regard to the drawings which illustrate the 
embodiment of the invention. 

0022 FIG. 1 represents the front view (in plan) of the 
apparatus (1) in accordance with the present invention; 
0023 FIG. 2 represents a front view of the apparatus (1) 
integrating a fingerprint reader (11), according to an alter 
nate embodiment of the present invention; 

0024 FIG.3 represents a front view of the apparatus (1) 
integrating keys (12) allowing for the Selection of an adher 
ent organization, according to an alternate embodiment of 
the present invention; 

0025 FIG. 4 represents a front view of the apparatus (1) 
integrating a numerical keypad (13) and keys (12) allowing 
for the Selection of an adherent organization, according to an 
alternate embodiment of the present invention; 
0026 FIG. 5 represents a front view of the apparatus (1) 
integrating a transducer (15) Serving as a microphone or 
Speaker for the use of input and output of data, according to 
an alternate embodiment of the present invention. 
0027 FIG. 6 represents a functional diagram of the 
microprocessor (14) integrated into the apparatuses (1) of 
FIGS. 1, 3 and 4, according to an alternate embodiment of 
the present invention. 

0028 FIG. 7 represents a functional diagram of the 
microprocessor (14) integrated into the apparatuses (1) of 
FIGS. 2 and 5, according to an alternate embodiment of the 
present invention. 
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0029 FIG. 8 represents a block diagram of the method 
used by the holder for the operation of the apparatuses (1) of 
FIGS. 1, 3 and 4, according to an alternate embodiment of 
the present invention. 
0030 FIG. 9 represents a block diagram of the method 
used by the holder for the operation of the apparatuses (1) 
FIGS. 2 and 5, according to an alternate embodiment of the 
present invention. 
0.031 FIG. 10 represents a flow diagram of the general 
method used for all models (FIGS. 1, 2, 3, 4, and 5) of the 
apparatus (1) during the identification of the holder, accord 
ing to an alternate embodiment of the present invention. 
0.032 FIG. 11 represents a flow diagram of the opera 
tions of an identification process in accordance with an 
alternate embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
ILLUSTRATED EMBODIMENTS 

0033. The similar elements of the various figures of the 
attached illustrations are identified by the same reference 
numbers. 

0034. We are now going to describe in detail the preferred 
embodiments of the apparatus and the method of the present 
invention by referring to the annexed drawings. 
0035) Referring to FIG. 1, we see that the apparatus (1) 
consists of a case (1) the size of a traditional ID card but 
slightly thicker which includes a microprocessor (14), an 
energy Source which can be a battery or a Solar energy 
collector. The case can be rectangular in shape as Seen in 
FIG. 1 or have any other shape. 
0036) The case includes a display screen (2), figures (3) 
1, 2, 3, 4, 5, 6, 7, 8, 9, 0 printed around the screen (2) and 
five keys (4, 5, 6, 7, 8) which are as follows: A key (6) 
bearing the inscription “power being used to activate the 
apparatus (1); A key (7) bearing the inscription “enter” used 
for validation and the recording of data; A key (8) bearing 
the inscription “clear” used for the cancellation of the last 
validated data; Akey (5) bearing an arrow icon used to move 
the cursor (9) to the right of the screen (2); Akey (4) bearing 
an arrow icon used to move the cursor (9) to the left of the 
Screen (2); 
0037. The drawing in FIG. 2 represents another model of 
the apparatus (1). In this model the identification of the 
holder is not made by entering a PIN but rather by the 
reading of a fingerprint. For that purpose a mini fingerprint 
reader (11) is integrated on the Surface of the apparatus (1). 
The microprocessor (14) records the digitized fingerprint of 
its holder during the initial activation of the apparatus (1). 
Afterwards, the identification of the holder is made by 
comparing (72) the digitized fingerprint of the finger that is 
placed on the mini reader (11) to the one in the memory of 
the microprocessor (14) of the apparatus (1). If they are 
identical, then the apparatus displays (67, 75) the VIC (10) 
for the desired file. 

0038. The drawing in FIG.3 represents a model of the 
apparatus (1) which is comparable to that of FIG. 1. The 
difference being with the integration of a Supplementary 
keypad (12) which allows to directly choose a file from 
among those which were activated beforehand by hitting on 
the appropriate key (12). 
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0039 The drawing in FIG. 4 represents an apparatus (1) 
which does not contain a Secured keypad (4, 5) but instead, 
a standard numerical keypad (13). This apparatus (1) is also 
provided with a keypad (12) allowing to directly choose the 
file from the ones which were activated beforehand by 
hitting the appropriate key (12). 
0040. The drawing in FIG. 5 represents an apparatus (1) 
with a transducer (15) Serving as a microphone or speaker, 
hence for the input and output of data. It is activated by 
hitting the key (16). The apparatus (1) will be in data input 
mode when the talk key (16) is pressed down, the input of 
data is made verbally by the user. The output of data is also 
made verbally via the speaker when the key (16) is not being 
pressed down. 
0041 FIG. 6 represents a functional diagram of the 
apparatuses (1) working on the identification of the holder 
through the use of a PIN (FIGS. 1, 3, 4). The apparatus (1) 
is turned on by hitting (51) the “power” key (6) to begin a 
use (61). The holder chooses the adherent organization (62) 
then enters his PIN (63). The microprocessor (14) compares 
(64) the PIN entered with the PIN in the memory (14). If the 
PIN entered is different from the memorized PIN (68) then 
the apparatus (1) requests reentry (63) of the PIN. After three 
unsuccessful attempts, the apparatus (1) Shuts down. In 
order to reactivate the apparatus (1) the holder has to enter 
a special code Supplied by the adherent organization. If the 
entered PIN is identical (65) to the memorized PIN then the 
microprocessor (14) generates a variable identification code 
(VIC) (10) specific to the current use by using the entered 
PIN (63), a reference code (82) and a validation code (83) 
characteristic of the adherent organization to modify a 
combination extracted from a table of combinations inte 
grated into the apparatus (1). The variable identification 
code (VIC) (10) is revealed (67) by means of the data output 
device (2). The end user hits (52) the “power” key (6) to 
terminate use and turn off (69) the apparatus (1). 
0042 FIG. 7 represents a functional diagram of the 
apparatuses (1) working on the identification of the holder 
by the supply of biometric data (FIGS. 2 and 5). The 
apparatus (1) is turned on by hitting (51) the “power” key (6 
or 16) to begin a use (61). The holder chooses the adherent 
organization (62) then provides a biometric data (71). The 
microprocessor (14) compares the data with the one in 
memory (14). If the entered biometric data (71) is different 
from that the memorized one (74) then the apparatus (1) 
requests reentry (71) of the biometric data. After three 
unsuccessful attempts, the apparatus (1) Shuts down. In 
order to reactivate the apparatus (1) the holder has to enter 
a special code Supplied by the adherent organization. If the 
entered biometric data is identical (73) to the memorized 
one, the microprocessor (14) then generates (75) a variable 
identification code (VIC)(10) specific to the current use by 
using a reference code (82) and a validation code (83) 
characteristic of the adherent organization to modify a 
combination extracted from a table of combinations inte 
grated into the apparatus (1). The variable identification 
code (VIC) (10) is revealed (67) by means of the data output 
device (2, 15). The end user hits (52) the “power” key (6) to 
terminate the use and turn off (69) the apparatus (1). FIG. 8 
represents a block diagram illustrating the Steps needed to 
open a file (80) up to the transmission (89) of a variable 
identification code (VIC) (10) for apparatuses (1) (FIGS. 1, 
3 and 4) identifying the holder by the supplying (63) of a 
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PIN. To open a file with an adherent organization, the holder 
of the apparatus (1) registers (81) a personal identification 
number (PIN) with the organization. The organization issues 
a reference code (82) and a validation code (83) character 
istic of this organization for this end-user. The holder of the 
apparatus (1) then activates a file in his apparatus (1) for this 
organization. He gives (84) it an identification character then 
records (84.1) his corresponding personal identification 
number (PIN). He records (85) in his apparatus (1) the 
reference code (82) and the validation code (83) character 
istic of the organization. To obtain a variable identification 
code (VIC) (10) the holder must select (86) with his appa 
ratus (1) an adherent organization, enter his PIN (87). In this 
way he obtains (88) from his apparatus (1) a variable 
identification code (VIC) (10). He then communicates (89) 
this variable identification code (VIC) (10) to the adherent 
organization to allow the latter to Verify his identity. 
0.043 FIG. 9 represents a block diagram illustrating the 
steps needed to open a file (90) up to the transmission (89) 
of a variable identification code (VIC) (10) for apparatuses 
(1) (FIGS. 2 and 5) identifying the holder by the Supplying 
(71) of biometric data. To open a file with an adherent 
organization, this organization issues a reference code (82) 
and a validation code (83) characteristic of this organization 
for this end-user. The holder activates a file in his apparatus 
(1) for this organization by giving (84) it an identification 
character. Then he records (91) a biometric data. Next, he 
records (85) the reference code (82) and the validation code 
(83) characteristic of this organization in his apparatus (1). 
In order to obtain a variable identification code (VIC)(10) 
the holder must, by means of his apparatus (1), select (86) 
an adherent organization, enter (92) a biometric data. In this 
way he obtains (88) from his apparatus (1) a variable 
identification code (VIC) (10). He then communicates (89) 
this variable identification code (VIC) (10) to the adherent 
organization to allow the latter to Verify his identity. 
0044 FIG. 10 represents a flow diagram of the general 
flow (100) of an identification process. The holder must first 
turn on (101) his apparatus (1), select (86) and validate (102) 
an adherent organization using the data input device (4, 5, 7, 
8, 11, 12, 13, 15). According to the model of apparatus (1) 
he holds, he must (FIGS. 1,3 and 4) enter (103) and validate 
(104) his PIN, or for the apparatuses of FIGS. 2 and 5 enter 
(92) a biometric data by means of the appropriate device (11 
and 15). After validation (65 or 73), the apparatus (1) 
provides (88) a variable identification code (VIC) (10). The 
user communicates (89) this VIC (10) to the adherent 
organization. The latter analyzes (105) the VIC, if the 
provided (89) VIC (10) is valid (106) the identification of the 
holder by the adherent organization is then validated (108). 
If the transmitted (89) VIC (10) is erroneous (107) the 
adherent organization then rejects the identification of the 
holder. 

004.5 FIG. 11 is a simplified schematic demonstrating a 
procedure of authorization according to the present inven 
tion for a commercial transaction with a payment card. The 
holder of the apparatus (1) brings the intended purchase to 
the cashier. Having decided to pay the purchase price with 
his payment card, he offers it to the cashier. The cashier 
enters the necessary details into the cash register Such as the 
purchase amount then Swipes as usual the card through the 
magnetic card reader to establish the communication (111). 
The communication takes place with current protocols. The 
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adherent organization verifies (112) the validity of this 
information and when validated (113) the transaction can 
continue, otherwise (114) the transaction is cancelled (116). 
Once this step is over, the financial institution that issued the 
payment card asks (115) the variable identification code 
(VIC) (10) from the holder. The holder, by means of his 
apparatus (1) gets (115) a variable identification code (VIC) 
(10) and transmits (89) this (VIC) (10) to the adherent 
organization which validates (105) it. If it is erroneous (107), 
the transaction is cancelled (118). If the transmitted (89) VIC 
(10) is valid (106) then the transaction is authorized. 
0046) The apparatus (1) and the method (100) are dedi 
cated to the identification of its holder in the course of 
approaches undertaken with organizations that has adhered 
to this Service. The identification is made by means of a code 
called “variable identification code (VIC (10)”. This code is 
unique and different for each use. It is valid for a single 
transaction then replaced by another VIC (10) for a subse 
quent use. The variable identification code (VIC) (10) is 
supplied by the apparatus (1) and revealed (67) to its holder 
by means of the data output device (2, 15). The same 
apparatus (1) serves to identify its holder in various situa 
tions of everyday life Such as interactions with his employer, 
the government, transactions using a payment card (credit or 
debit) or transaction with any other adherent organization. 
Accordingly, the apparatus (1) processes several files that 
could be allocated (84) to different organizations by its 
holder. 

0047 The apparatus (1) has a data output device (2,15) 
and a data input device (4, 5, 7, 8, 9, 11, 12, 13, 15) offering 
its holder a completely Safe use. To get a variable identifi 
cation code(VIC) (10), the holder identifies himself by 
entering (103, 104) a personal identification number (PIN) 
or a biometric (FIGS. 2, 5) data (92) which can be a 
fingerprint, Voiceprint, etc. according to the model being 
used. 

0048. The apparatus (1) works in cooperation with other 
ID cards of the holder Such as Social insurance, credit and 
ATM cards as well as driver license, passport, etc. Depend 
ing on the degree of Security required by any given adherent 
organization, the variable identification code (VIC) (10) is 
requested either on a regular or occasional basis. 

0049. The apparatus (1) issues to its holder a different 
variable identification code (VIC) (10) for each use thereof 
regardless of the Selected organization. 

0050. The variable identification code (VIC) (10) pro 
vided by the apparatus (1) is passed on (89) by the holder to 
the adherent organization manually by existing transmission 
technologies which serve PIN users such as retail terminals, 
ATMs and computer Stations. This is the reason that made uS 
to propose a VIC (10) of approximately five characters such 
that it has the format of PINs already in use. 
0051) The holder of the apparatus (1) identifies (92, 103, 
104) himself in order to use his apparatus (1). Depending on 
which model (FIGS. 1, 2 and 5) of apparatus (1) is being 
used, this identification is made by entering a personal 
identification number (PIN) (103, 104) or by Supplying a 
biometric data (92). In the case of the latter method, the 
holder records (91) the biometric data into the apparatus (1) 
at the first activation of the apparatus (1). This biometric data 
is stored in the memory of the microprocessor (14) of the 
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apparatus (1). Only a positive match of actual biometric data 
to that which is in the memory of the microprocessor (14) 
will permit the issuing of a variable identification code(VIC) 
(10). This process precludes the danger of identity infringe 
ment by abuse of the privacy and security of the holder that 
could occur through the Supplying to and the possession of 
biometric data by Several organizations. With the proposed 
method (100), the biometric data is supplied and kept 
exclusively within the apparatus (1) of the holder; the 
transmission of a good variable identification code(VIC) 
(10) formally identifies the holder since it is required to 
supply the biometric data to obtain the good VIC (10). Other 
models (FIGS. 1, 3, 4) of the apparatus (1) require entry of 
a personal identification number (PIN) (87) into the appa 
ratus (1) via the data input device (4, 5, 7, 8, 9, 13) for their 
Sc. 

0.052 Another model (FIG. 4) has a standard numerical 
keypad (13) allowing the input of the PIN (87) and other 
numerical data. The models listed here are not restrictive. 

0053. The apparatus (1) works by means of a micropro 
cessor (14) which acts as an administrator of files and issuer 
of VIC (10) by means of an algorithm. The role of the 
apparatus (1) is to provide for a different variable identifi 
cation code (VIC) (10) for each request made by the card 
holder. From an algorithm common to all the apparatuses 
(1), the calculation (66,75) to provide this unique VIC (10) 
is made by taking into account two numerical data (85) 
Specific to each of the files and for each of the card holders: 
a reference code (82) and a validation code (83). Each of 
these codes (82,83) is supplied by the adherent organization. 
A third data, being the PIN, chosen by the holder and 
registered (81) with the adherent organization also has a role 
to play within the algorithm for the Supplying of the good 
VIC (10). For models (FIGS. 2 and 5) working with a 
biometric data, the algorithm takes into account only both 
specific numerical data (82,83) supplied by the adherent 
organization to generate the variable identification codes 
(VIC) (10). 
0.054 According to the preferred method, there is pro 
Vided the general functioning of the algorithm, there exists 
in all apparatuses a basic table consisting of 10 rows. Each 
of these rows consists of a 12-figure code. This basic table 
is present 5 times in apparatuses able to handle 5 files and 
15 times for apparatuses able to handle 15 files etc. Each of 
the files works independently of the other files. 

0.055 According to the preferred method, the adherent 
organization Supplies a reference code, which also is a 
12-figure code. It also Supplies a 2-figure validation code. 
The holder of the apparatus (1) records these two data into 
his apparatus (1) by means of the data input device. Once 
this information is recorded, the algorithm completes the 
following operations: Independently, each one of the 10 
rows of the basic table containing a 12-digit code will add 
up to the 12-digit reference code Supplied by the adherent 
organization. This operation is repeated a number of times 
equals to the value of the validation code. If the validation 
code is 14, then each of the 10 12-digit codes of the basic 
table adds up 14 times to the reference code. After each of 
these additions, if the result is a 13-digit number, the first 
digit that is always “1” is eliminated to keep only the last 12 
digits. The goal of this operation is to completely modify the 
basic table, which becomes a modified table, the latter being 
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used to generate the variable identification codes(VIC) (10). 
An apparatus (1) having 11 active files has after this opera 
tion 11 completely different tables for the selection of the 
variable identification codes(VIC) (10) of each of the files. 
0056 From this point, the way to choose the figures that 
make the VIC (10) is identical for each file and for each 
apparatus. The only exception is for the apparatuses (1) 
functioning with a PIN for the identification of its card 
holder. For these apparatuses, an additional mathematical 
operation is made using the PIN to modify the variable 
identification code (10). This is this modified VIC (10) that 
is revealed through the data output device. 
0057 According to the privileged method, the selection 
of the first VIC (10) for a specific file uses the first row of 
the modified table. The second selection uses the second 
row, etc. up to the tenth Selection that uses the tenth row. For 
the eleventh selection we come back to the first row, but just 
before the selection occurs, the modified table is modified 
again. AS for the first modification, the 12-digit codes 
contained within the 10 rows are added again to the refer 
ence code that is also a 12-digit number. This way, each row 
of a modified table is used only once for the selection of a 
variable identification code (VIC) (10) and is modified again 
prior to its Subsequent use. 
0058 Alternate embodiments of the algorithm could 
include “time' variable elements generated by an electronic 
clock device integrated with the microprocessor (14). These 
“time' variable elements could be either the time and/or the 
date. Other variable elements could be added Such as the 
total amount of a purchase or a geographical situation 
without the scope of this invention. 
0059. The adherent organizations having in their own 
computer System the same algorithm and knowing the three 
Specific data as detailed in the present description, could 
generate the VIC (10) of each of their clients and authorize 
(108) the transaction after having validated (106) the vari 
able identification code (VIC) (10) supplied (88) by the 
apparatus (1) of their client and transmitted (89) by him to 
them. Accordingly, they perform the same calculation (105) 
than that performed by the apparatus (1) for the client. The 
adherent organization, in order not to increase the processing 
time, could even generate (105) a certain number of variable 
identification codes (VIC) (10) in advance. The adherent 
organization knowing the clients holding apparatuses (1) 
functioning with biometric data (FIGS. 2, 5) takes only into 
account, for these clients only, the two specific numerical 
data (82,83) that they transmitted themselves to the clients 
for the generation of the corresponding VICS (10). 
0060 According to the preferred embodiment, the adher 
ent organization can, based on the desired level of Security, 
work with a Series of any number of waiting variable 
identification codes (VIC) (10) generated in advance. A 
financial institution could have a 10-VIC waiting list for 
each of their clients. This allows the organization to validate 
a VIC (10) that is not necessarily the next one on the list to 
be normally provided. This could happen, among others, 
when a client asks for a VIC (10) before settling a transac 
tion and decides at the last moment not make the transaction. 
Hence this VIC (10) never gets to the financial institution 
and, when the same client makes a Subsequent transaction 
with the payment card, his apparatus (1) provides him with 
a different VIC (10) and transmit the same to his financial 
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institution. The financial institution that receives the Second 
VIC (10) may authorize this transaction since they have the 
next 10 VICs (10) of their client in memory. According to its 
internal rules, the organization may decide to eliminate the 
first VIC (10) on its waiting list or to keep it for a certain 
period of time to make sure that this VIC (10) had not been 
used for a transaction the organization had not been notified 
of in real time. This way of working out things gives only 10 
possibilities out of 10,000 to find the good VIC (10). 
0061. On the other hand, an employer such an adminis 
trator of an international airport that controls the access to 
high Security rooms may decide to accept only the next VIC 
(10) of its employee. If the latter transmits a VIC (10) other 
than the next one on the list will have his Security access to 
the desired room blocked. To get his Security acceSS reset he 
needs to get in touch with his employer to prove his identity. 
Each adherent organization may therefore adapt this System 
to its own needs. 

0062) The consumer manually transmits.(89) this VIC 
(10) using the keypads already present at many locations, 
Such as terminals at retailers, ATMs, telephones with key 
pads and the numerous computer Stations available in our 
day-to-day life. 
0063). Since the VIC (10) is manually transmitted, this 
new method is Suitable to conventional transactions using 
credit or debit cards with no need of implementing new 
generation terminals as well as to transactions made over 
Internet and the ones made over the phone. As seen above, 
this method can be used for transactions made with a 
government organization, an employer as well as with 
Internet websites to get access to Secured pages, etc. How 
does the secured keypad (4, 5, 6, 7, 8) (FIGS. 1, 2 et 3). As 
opposed to the existing approaches, the keypad (4, 5, 6, 7, 
8) used to record (84.1, 85) the essential data (reference code 
(82), validation code (83) provided by the adherent organi 
zation, PIN etc.) inside the apparatus (1) is not numerical. 
This secured keypad (4, 5, 6, 7, 8) is another innovation of 
this apparatus (1). It includes mainly two keys identified by 
arrows (4, 5). These keys (arrows) (4, 5) are used to scroll 
a cursor (9) appearing on the Screen (2) of the apparatus (1). 
A key (arrow)(4) for displacing the cursor (9) to the left and 
another key (arrow) (5) for displacing it to the right. 
0.064 Obviously, there are other keys on the apparatus 
(1). These other keys are respectively: “power”(6) to acti 
vate of the apparatus (1), “ENTER”(7) to validate and record 
an entry and “CLEAR”(8) to cancel the last entry. Lets look 
at how the keys (4, 5) of the apparatus (1) make the 
transaction much safer. 

0065. A user has already activated a file in his apparatus 
(1). He is with a retailer and wants to carry out a transaction. 
He turns on the apparatus (1) by hitting (51) the “power”(6) 
key. Then the inscription “file No.” appears on the screen (2) 
with a cursor (9) under the character (3) 1. Since the user has 
only one activated file (adherent organization) in his appa 
ratus (1), he immediately presses down the “ENTER”(7) key 
to confirm that he wants to get a variable identification code 
(VIC) (10) for the file No. 1. Then the inscription “PIN” and 
a cursor (9) appear on the Screen (2) of the apparatus (1). 
This cursor (9) is located under or above one of the char 
acters (3) printed around the screen (2): "1 2 3 4 5 6 789 
0"(3). For maximum security the cursor(9) never appears 
under or above the same character (3). It may appear under 
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the character 1 and the next time reappear, in a random 
fashion, under the character 5 or above the character 8 etc. 
0066 For the purpose of our example, the PIN of the user 
is 6384. The cursor (9) appeared under the character (3)2. 
Since the first digit of the PIN is 6, the user hits four times 
the right arrow(5) to move the cursor (9) above the character 
(3) 6. Then he hits the “ENTER”(7) key to validate and 
record this first digit. 
0067. The cursor (9) momentarily disappears from the 
Screen (2) and reappears under or above another character 
(3), this character (3) being randomly Selected again. At the 
Same time, a Symbol Such as this one: “*” appears on the 
screen (2) to indicate that the first digit of the PIN has been 
selected. Obviously this symbol “*” will appear twice to 
indicate that the first two digits of the PIN have been 
Selected, and So on. Resuming to our example, this time the 
cursor(9) reappears above the character 9. The user then hits 
six times on the left arrow (4) to move the cursor(9) under 
the character(3)3. Since the second digit of his PIN is really 
the 3, he hits the “ENTER”(7) key to validate and record this 
digit. The same process Starts over for the Selection of the 
third and fourth digits of his PIN. In the case he would have 
made an error by hitting the “ENTER”(7) key too rapidly, he 
could have hit the “CLEAR'(8) key to cancel the last entry, 
make the correction and resume. The cursor is located at the 
top of the screen(2) for the characters (3) 1, 2, 3, 4, 5 and at 
the bottom of the screen (2) for the characters (3) 6, 7, 8, 9, 
O. 

0068. With this new way of operating, a fraudor, even 
being on the lookout for it, and located nearby the user 
cannot see the user hitting the keys to enter his PIN. All the 
fraudor can see is the user hitting on the arrows (4, 5) to 
move a cursor (9) that never reappears under or above the 
same character (3) to start a new selection, hence a trans 
action with increased Security. 
0069. Although the present invention has been described 
with a certain degree of particularity, it is to be understood 
that the disclosure has been made by way of example only 
and that the present invention is not limited to the features 
of the embodiments described and illustrated herein, but 
includes all variations and modifications within the Scope 
and Spirit of the invention as hereinafter claimed. 

1-34. (canceled). 
35. A universal identification device for providing a user 

first party with a variable identification code required for a 
transaction with a predetermined Service provider Second 
party to be validated, Said device comprising: 

a Second party Selection unit for Selecting Said predeter 
mined Second party from a plurality of Second parties, 

a data input unit for receiving a user identification code 
from Said first party; 

a data processing unit connected to Said Second party 
Selection unit and Said data input unit, Said data pro 
cessing unit processing Said user identification code 
and Said predetermined Second party to generate Said 
Variable identification code required for Said transac 
tion to be validated; and 

a data output unit connected to Said data processing unit 
for receiving Said variable identification code there 
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from, Said data output unit providing Said variable 
identification code to Said first party. 

36. The device of claim 35, wherein said data processing 
unit includes a memory member having at least one Second 
party key code corresponding to Said predetermined Second 
party Stored therein, Said data processing unit processing 
Said user identification code and Said at least one Second 
party key code to generate Said variable identification code 
required for Said transaction to be validated. 

37. The device of claim 36, wherein said data processing 
unit processes Said user identification code and Said at least 
one Second party key code through an algorithm to generate 
Said variable identification code required for Said transaction 
to be validated. 

38. The device of claim 37, wherein said second party 
Selection unit includes a Selection keypad, Said Selection 
keypad having a plurality of party keys, each of Said 
plurality of party keys being assigned to a respective Said 
plurality of Second parties. 

39. The device of claim 36, including a keypad, said 
keypad being connected to at least one of Said Second party 
Selection unit and Said data input unit. 

40. The device of claim 39, wherein said keypad includes 
at least one Selection key, at least one validation key and at 
least one deletion key. 

41. The device of claim 40, wherein said data output unit 
includes a visual display. 

42. The device of claim 41, wherein said visual display is 
connected to Said Second party Selection unit, Said at least 
one Selection key allowing Said Visual display to Succes 
Sively display Said plurality of Second parties, Said at least 
one validation key allowing Selection of Said Second party 
being displayed. 

43. The device of claim 41, wherein said visual display is 
connected to Said keypad So as to allow Said first party to 
enter a Sequence of Selected characters via Said at least one 
Selection key and without using character-identified keys, 
Said Visual display preventing display of Said Sequence of 
Selected characters. 

44. The device of claim 41, wherein said visual display 
includes a plurality of printed characters thereon and a 
displaceable cursor to Successively face Said plurality of 
printed characters, Said Visual display being connected to 
Said keypad for cooperation therewith. 

45. The device of claim 44, wherein said at least one 
Selection key is a Selection Scrolling key, Said Selection 
Scrolling key displacing Said cursor for Selection of Succes 
Sive figures corresponding to respective Said plurality of 
printed characters, each said Successive figures being 
Selected by Said user party using Said at least one validation 
key when Said cursor Successively faces respective Said 
plurality of printed characters, Said Successive figures form 
ing data to be entered within Said device. 

46. The device of claim 45, wherein said cursor is 
randomly positioned after Selection of respective Said plu 
rality of printed characters using Said at least one validation 
key. 

47. The device of claim 36, wherein said data input unit 
includes a microphone. 

48. The device of claim 47, wherein said microphone is 
connected to Said data output unit So as to be usable as a 
Speaker when connected thereto. 

49. The device of claim 47, wherein said microphone is 
connected to Said Second party Selection unit So as to allow 
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Said first party to Verbally Select Said predetermined Second 
party from Said plurality of Second parties. 

50. The device of claim 36, wherein said data input unit 
includes a biometric data reader. 

51. The device of claim 50, wherein said biometric data 
reader includes a fingerprint reader. 

52. The device of claim 50, wherein said biometric data 
reader includes a microphone So as to allow Voice recogni 
tion for Voiceprint input. 

53. The device of claim 36, wherein said memory member 
has first and Second Second party key codes corresponding 
to each of Said plurality of Second parties Stored therein, Said 
data processing unit processing Said user identification code 
and Said first and Second Second party key codes correspond 
ing to Said predetermined Second party to generate Said 
variable identification code required for Said transaction to 
be validated. 

54. The device of claim 53, wherein said first and second 
Second party key codes are Stored in Said memory member 
by Said first party at registration of corresponding Said 
plurality of Second parties. 

55. The device of claim 37, wherein said memory member 
includes a reference user code Stored therein, Said algorithm 
including: 

a) obtaining data of Said predetermined Second party from 
Said Second party Selection unit; 

b) obtaining data of said user identification code from Said 
data input unit, 

c) comparing Said user identification code with said 
reference user code, returning to step b) when said user 
identification code is different than Said reference user 
code, and resuming when Said user identification code 
is identical to Said reference user code; 

d) calculating said variable identification code using at 
least Said at least one Second party key code; and 

e) providing said variable identification code to said data 
output unit. 

56. The device of claim 55, wherein said memory member 
includes a predetermined combination table data Stored 
therein, Said algorithm calculating Said variable identifica 
tion code using at least Said at least one Second party key 
code to modify one of a Successive combination of Said 
predetermined combination table data. 

57. The device of claim 55, wherein said memory member 
includes a predetermined combination table data Stored 
therein, Said algorithm calculating Said variable identifica 
tion code using Said at least one Second party key code and 
at least part of Said user identification code to modify one of 
a Successive combination of Said predetermined combina 
tion table data. 

58. The device of claim 55, wherein said algorithm turns 
Said device off after a predetermined amount of Successive 
returning to said step b) when Successive said user identi 
fication codes are different from Said reference user code. 

59. The device of claim 35, wherein said data output unit 
is connectable to a terminal So as to communicate Said 
variable identification code thereto. 

60. The device of claim 59, wherein said device is a chip 
card having a chip therein connectable to the terminal, Said 
data output unit connecting to Said chip for communication 
of Said variable identification code to the terminal. 
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61. A method for providing a user first party with a 
variable identification code using a universal identification 
device, Said variable identification code being required for a 
transaction with a predetermined Service provider Second 
party to be validated, Said method comprising: 

a) Selecting said predetermined second party from a 
plurality of Second parties registered within Said 
device; 

b) receiving a user identification code from Said first 
party, 

c) processing said user identification code and said pre 
determined Second party to generate Said variable iden 
tification code required for Said transaction to be vali 
dated; and 

d) providing said variable identification code to Said first 
party. 

62. The method of claim 61, wherein said device includes 
at least one Second party key code corresponding to Said 
predetermined Second party Stored therein, Said processing 
Step c) including processing said user identification code and 
Said at least one Second party key code to generate Said 
variable identification code required for Said transaction to 
be validated. 

63. The method of claim 62, wherein said device includes 
a reference user code stored therein, said processing Step c) 
including: 

c1) comparing said user identification code with said 
reference user code; 

c2) returning to said receiving step b) when said user 
identification code is different than Said reference user 
code; 

c3) generating said variable identification code required 
for Said transaction to be validated when Said user 
identification code is identical to Said reference user 
code. 

64. The method of claim 63, wherein said device is turned 
off after a predetermined amount of Successive returning to 
said receiving step b) when Successive said user identifica 
tion codes are different from Said reference user code. 

65. The method of claim 63, wherein said reference user 
code is a biometric data of Said first party. 

66. The method of claim 63, wherein said reference user 
code is known to Said device only So as to remain confi 
dential thereto without being communicated to Said plurality 
of Second parties or to a third party. 

67. The method of claim 62, wherein said method further 
includes, before said Selecting step a), the step of: 

registering Said plurality of Second parties within Said 
device. 

68. The method of claim 67, wherein said registering step 
includes: 

Storing at least one Second party key code for respective 
each Said plurality of Second parties within Said device. 
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69. The method of claim 68, wherein said processing step 
c) includes: 

processing Said user identification code and Said at least 
one Second party key code through an algorithm to 
generate Said variable identification code required for 
Said transaction to be validated. 

70. The method of claim 69, wherein said storing step 
includes: 

Storing two Second party key codes for respective each 
Said plurality of Second parties within Said device. 

71. The method of claim 69, wherein said device includes 
a reference user code Stored therein, Said algorithm includ 
Ing: 

c1) obtaining data of said predetermined Second party and 
Said user identification code; 

c2) comparing said user identification code with said 
reference user code, returning to said receiving step b) 
when Said user identification code is different than Said 
reference user code, and resuming when Said user 
identification code is identical to Said reference user 
code; and 

c3) calculating said variable identification code using at 
least Said at least one Second party key code. 

72. The method of claim 71, wherein said device includes 
a predetermined combination table data Stored therein, Said 
algorithm calculating Said variable identification code using 
at least Said at least one Second party key code to modify one 
of a Successive combination of Said predetermined combi 
nation table data. 

73. The method of claim 71, wherein said device includes 
a predetermined combination table data Stored therein, Said 
algorithm calculating Said variable identification code using 
Said at least one Second party key code and at least part of 
Said user identification code to modify one of a Successive 
combination of Said predetermined combination table data. 

74. The method of claim 61, further including: 
e) communicating said variable identification code to said 

predetermined Second party; 
f) analyzing said communicated variable identification 

code to Verify identity of Said first party So as to 
validate the transaction. 

75. The method of claim 74, wherein said analyzing step 
f) includes comparing said communicated variable identifi 
cation code to a list of predetermined codes. 

76. The method of claim 74, wherein said device includes 
at least one Second party key code corresponding to Said 
predetermined Second party Stored therein, Said processing 
Step c) including processing said user identification code and 
Said at least one Second party key code to generate Said 
variable identification code, and said analyzing step f) 
including calculating at least one identification code through 
an algorithm using at least part of Said user identification 
code and Said at least one Second party key code. 
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