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ing of the payment card by a card reader. In particular, the payment card may include
a controller or a processor configured to count a number of times the payment card is
read by other card readers. The payment card may implement card security measures
based on the number of reads detected by the read sensor. The payment card may fur-

ther include a magnetic stripe emulator configured to emulate signal patterns of a
l magnetic stripe when the magnetic stripe is read by a card reader. The controller may
disable the magnetic stripe emulator when the number of reads detected by the read
sensor exceeds a predetermined number.
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ANTI-SKIMMING PAYMENT CARD

Geoffrey W. Chatterton
Anupam Pahuja

CROSS-REFERENCE TO RELATED APPLICATION
[0001] This application is a continuation of and claims priority to U.S. Patent Application
No. 14/566,479, filed December 10, 2014, which is incorporated herein by reference in its

entirety.

BACKGROUND

Field of the Invention
[0002] The present invention generally relates to a payment card, and in particular, to a

payment card with anti-skimming functions and features.

Related Art

[0003] Payment cards, such as credit cards or debit cards, have been used widely by
consumers to make payments at various merchants. During a payment process at a merchant,
the merchant typically reads a customer’s payment card by swiping the payment card at a
card reader. The card reader reads the magnetic stripe on the payment card to receive
information about the payment card. Card skimming is the fraudulent practice of obtaining
the card information of a payment card by swiping the payment card at an illegitimate card
reader without the card owner’s consent or authorization. Card skimming typically occurs in
the absence of the customer, such as when a merchant takes the payment card away from the
customer to process payment. The merchant or an employee of the merchant may first swipe
the payment card at a legitimate card reader to process the legitimate payment authorized by
the customer and then perform an additional swipe at an illegitimate card reader to skim the
card information from the payment card. The skimmed card information may then be
collected and used for fraudulent transactions in the future. Thus, there is a need for a device,

system, and method that prevents such card skimming practices.
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BRIEF DESCRIPTION OF THE FIGURES

[0004] Fig. 1 is a block diagram of a networked system suitable for implementing an anti-

skimming payment card according to an embodiment.
[0005] Fig. 2A is a schematic diagram of a payment card according to one embodiment.
[0006] Fig. 2B is a functional block diagram of a payment card according to one

embodiment.

[0007] Fig. 3 is a flowchart showing a process for implementing an anti-skimming payment
card according to one embodiment. |
[0008] Fig. 4 is a block diagram of a computer system suitable for implementing one or more
components in Fig. 1 according to one embodiment.

[0009] Embodiments of the present disclosure and their advantages are best understood by ;
referring to the detailed description that follows. It should be appreciated that like reference
numerals are used to identify like elements illustrated in one or more of the figures, wherein

showings therein are for purposes of illustrating embodiments of the present disclosure and

not for purposes of limiting the same.

DETAILED DESCRIPTION

[0010] According to an embodiment, a payment card may include a read sensor configured to
detect a reading of the payment card by a card reader. In particular, the payment card rﬁay
include a controller or a processor configured to count a number of times the payment card is
read by card readers. The payment card may implement card security measures based on the
number of reads detected by the read sensor.

[0011] In an embodiment, the payment card may include a magnetic stripe emulator
configured to emulate signal patterns of a magnetic stripe of a typical payment card when the
magnetic stripe is read by a card reader. The payment card’s controller may be configured to
control the magnetic stripe emulator to emulate one or more other payment cards based on a
user’s selection. The controller may disable the magnetic stripe emulator when the number
of reads detected by the read sensor exceeds a predetermined number. The number of reads
may vary depending on different factors, such as time, location, merchant, etc. In an
embodiment, the controller may select a different payment card for the magnetic stripe
emulator to emulate based on the number of reads detected by the read sensor.

[0012] In an embodiment, the payment card may include an authentication device, such as a
fingerprint scanner or an input device for the user to input passwords or PINs. The controller

may require user authentication, such as scan fingerprint or input PIN, to activate or enable
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the payment card. The controller may require re-authentication based on the number of reads
detected by the read sensor. For example, each successful authentication may allow one
swipe or one reading. After one swipe or one reading, the controller may disable the payment
card and may require another user authentication before enabling the payment card again,
which can be from user entry of authentication information or a detection that the card is back
in the user’s possession, such as based on location of the card relative to the user and/or the
user device..

[0013] In an embodiment, the payment card may include a display, such as an electrophoretic
ink display or an LED display, configured to display card information to the user. The
controller may control the display to present card information, such as the status of the
payment card (enabled or disabled), the payment account or payment card which the
magnetic stripe emulator is emulating, the number of reads, and the like. The display also
may provide information or instructions to users on how to use the card. For example, when
the payment card is disabled, the display for present information to the user on why the
payment card is disabled and how to enable the payment card again, e.g., by fingerprint
scanning.

[0014] In an embodiment, the payment card may include a communication device, such as a
Bluetooth communication module, Bluetooth Low Energy (BLE) module, Near-Field
Communication (NFC) module, or other wireless communication modules. The payment
card may communicate wirelessly with a user device, such as user’s mobile device. Thus, the
payment card may be controlled or set up via the user device. Notifications from the
payment card may be displayed at the user device. Further, various functions of the payment
card may be implemented via the user device.

[0015] In an embodiment, the controller may implement security settings based on a number
of reads detected at the read sensor. For example, the controller may disable or enable the
payment card based on the number of reads detected. In another example, the controller may
select different payment card profiles to emulate based on the number of reads detected. In
still another example, the controller may notify the user, the related bank, the payment
network, and/or the payment service provider regarding the number of reads or any violation
on read limits. In yet another example, the controller may implement different levels of user
authentication based on the number of reads. Thus, by detecting the number of reads, various
security measures may be implemented to prevent fraudulent card skimming activities.

[0016] Fig. 1 is a block diagram of a networked system 100 suitable for implementing anti-

skimming payment cards according to an embodiment. Networked system 100 may comprise
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or implement a plurality of servers and/or software components that operate to perform

various payment transactions or processes. Exemplary servers may include, for example,

stand-alone and enterprise-class servers operating a server OS such as a MICROSOFT® OS,
a UNIX® OS, a LINUX® OS, or other suitable server-based OS. It can be appreciated that
the servers illustrated in Fig. 1 may be deployed in other ways and that the operations
performed and/or the services provided by such servers may be combined or separated for a
given implementation and may be performed by a greater number or fewer number of
servers. One or more servers may be operated and/or maintained by the same or different
entities.

[0017] System 100 may include a user device 110, a merchant device 140, an issuer host 168,
an acquirer host 165, and a payment network 172 in communication over a network 160.
System 100 also may include a payment card 10 associated with the user 105. In one
embodiment, the payment card 10 may be connected wirelessly to the user device 110. A ;
user 105, such as a consumer, utilizes payment card 10 to perform payment transactions at
the merchant. The merchant may scan or swipe the payment card 10 using a card scanner or
card reader to initiate a payment transaction. Although only one merchant device is shown, a
plurality of merchant devices may be utilized if the user is purchasing products or services
from multiple merchants.

[0018] User device 110, merchant device 140, and payment card 10 may each include one or
more processors, memories, and other appropriate components for executing instructions
such as program code and/or data stored on one or more computer readable mediums to
implement the various applications, data, and steps described herein. For example, such
instructions may be stored in one or more computer readable media such as memories or data
storage devices internal and/or external to various components of system 100, and/or
accessible over network 160. Network 160 may be implemented as a single network or a
combination of multiple networks. For example, in various embodiments, network 160 may
include the Internet or one or more intranets, landline networks, wireless networks, and/or
other appropriate types of networks.

[0019] User device 110 may be implemented using any appropriate hardware and software
configured for wired and/or wireless communication over network 160. For example, in one
embodiment, user device 110 may be implemented as a personal computer (PC), a smart
phone, wearable device, laptop computer, and/or other types of computing devices capable of

transmitting and/or receiving data, such as an iPad™ from Apple™.
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[0020] User device 110 may include one or more browser applications 115 which may be
used, for example, to provide a convenient interface to permit user 105 to browse information
available over network 160. For example, in one embodiment, browser application 115 may
be implemented as a web browser configured to view information available over the Internet,
such as a user account for setting up a shopping list and/or merchant sites for viewing and
purchasing products and services. User device 110 may also include one or more toolbar
applications 120 which may be used, for example, to provide client-side processing for
performing desired tasks in response to operations selected by user 105. In one embodiment,
toolbar application 120 may display a user interface in connection with browser application
115.

[0021] User device 110 may further include other applications 125 as may be desired in
particular embodiments to provide desired features to user device 110. For example, other
applications 125 may include security applications for implementing client-side security
features, programmatic client applications for interfacing with appropriate application
programming interfaces (APIs) over network 160, or other types of applications.

[0022] Applications 125 may also include email, texting, voice and IM applications that
allow user 105 to send and receive emails, calls, and texts through network 160, as well as
applications that enable the user to communicate, transfer information, make payments, and
otherwise communicate and receive information about card swipes as discussed herein. User
device 110 includes one or more user identifiers 130 which may be implemented, for
example, as operating system registry entries, cookies associated with browser application
115, identifiers associated with hardware of user device 110, or other appropriate identifiers,
such as used for payment/user/device authentication. In one embodiment, user identifier 130
may be used by a payment service provider to associate user 105 with a particular account
maintained by the payment provider. A communications application 122, with associated
interfaces, enables user device 110 to communicate within system 100. User device 110 may
include a short range wireless communication device, such as a Bluetooth device, a Bluetooth
Low Energy (BLE) module, a Near-Field Communication (NFC), WiFi communication
module, and the like. For example, user device 110 may communicate with the payment card
10 wirelessly.

[0023] Payment network 172 may be operated by payment card service providers or card
associations, such as VISA, MASTERCARD, AMERICAN EXPRESS. The payment card
service providers may provide services, standards, rules, and/or policies for issuing various

payment cards. A network of communication devices, servers, and the like also may be
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established to communicate payment related information among the different parties of a
payment transaction.

[0024] Issuer host 168 may be a server operated by an issuing bank or issuing organization of
payment cards. The issuing banks may enter into agreements with various merchants to
accept payments made using the payment cards. The issuing bank may issue a payment card
to a user after a card account has been established by the user at the issuing bank. The user
then may use the payment card to make payments at various merchants who agreed to accept
the payment card.

[0025] Acquirer host 165 may be a server operated by an acquiring bank. An acquiring bank
is a financial institution that accepts payments on behalf of merchants. For example, a
merchant may establish an account at an acquiring bank to receive payments made via
various payment cards. When a user presents a payment card as payment to the merchant, the
merchant may submit the transaction to the acquiring bank. The acquiring bank may verify
the payment card number, the transaction type and the amount with the issuing bank and
reserve that amount of the user’s credit limit for the merchant. An authorization will generate
an approval code, which the merchant stores with the transaction.

[0026] Merchant device 140 may be maintained, for example, by a merchant or seller

offering various products and/or services. The merchant may have a physical point-of-sale

" (POS) store front. Merchant device 140 may be used for POS or online purchases and

transactions. Generally, merchant device 140 may be maintained by anyone or any entity that
receives money, which includes charities as well as banks, retailers, Automatic Teller
Machines (ATM), or provides services and/or items to a user.

[0027] Merchant device 140 may include a database 145 identifying available products
(including digital goods) and/or services (e.g., collectively referred to as items) which may be
made available for viewing and purchase by user 105. Accordingly, merchant device 140
also may include a marketplace application 150 which may be configured to serve
information over network 160 to browser 115 of user device 110. In one embodiment, user
105 may interact with marketplace application 150 through browser applications over
network 160 in order to view various products, food items, or services identified in database
145.

[0028] Merchant device 140 also may include a checkout application 155 which may be
configured to facilitate the purchase by user 105 of goods or services online or at a physical
POS or store front. Checkout application 155 may be configured to accept payment

information from or on behalf of user 105 through a payment service provider, such as
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PayPal Inc, over network 160. For example, checkout application 155 may receive and
process a payment confirmation from the payment service provider server, as well as transmit
transaction information to the payment provider and receive information from the payment
provider (e.g., a transaction ID). Checkout application 155 may be configured to receive 5
payment via a plurality of payment methods including cash, credit cards, debit cards, checks,
money orders, or the like.

[0029] Merchant device 140 may also include a card reader 158 configured to read a payment
card. The card reader 158 may include a magnetic stripe reader configured to read a ?3
magnetic stripe of a payment card as the payment card is swiped through the card reader 138.
For example, the magnetic stripe reader may include a magnetic head configured to sense the
polarity of various magnetic bars passing through the magnetic stripe reader to capture the
code embedded in the payment card. As such, the merchant device 140 may accept various
types of payment cards from customers as a form of payment at the merchant.

[0030] Fig. 2A is a schematic diagram of a payment card 10 according to one embodiment.
The payment card 10 may have a size and a shape similar to conventional payment cards,
such as ATM cards, credit cards, debit cards, etc. For example, the payment card 10 may
have the size and shape conforming to the ISO/IEC 7810 ID-1 standard at approximately
85.60 x 53.98 mm with a thickness of about 0.76-0.85 mm and has rounded corners with a
radius of 2.88-3.48 mm. The payment card 10 may include a display 210 at a front side and
configured to display information related to the payment card 10 to the user 105. The display
210 may be an electrophoretic ink display or an LED display configured to be embedded and
accommodated within the payment card 10. In an embodiment, the display 210 may be a
touch screen configured to receive user input. In an embodiment,‘ the display 210 may be an
LED indicator configured to emit different colors of light, or a series of LEDs configured to
indicate the number of times the payment card 10 has been read. In other embodiments, the
display 210 may be excluded.

[0031] The payment card 10 may include a fingerprint scanner 230 at the front side. The
fingerprint scanner 230 may be configured to scan a user’s fingerprint to authenticate the
user. The fingerprint scanner 230 may include one or more of an optical type sensor,
capacitive type sensor, and ultrasonic type sensor. In an erﬁbodiment, an input device, such
as touch screen, buttons, and the like, may be provided to receive the user 105°s input for user
authentication. For example, the user 105 may enter a password, a PIN, a key, and the like to

access or enable the payment card 10. In other embodiments, the fingerprint scanner 230
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may be excluded or replaced/included with other authentication means, such as a PIN or
password entry means (e.g., keypad, PIN pad, microphone, retina scanner, €tc.).

[0032] A battery 220, if needed, may be embedded in the payment card 10, as shown in a
dashed line area. The battery 220 is conﬁgureyd to provide electric power to the various
components in the payment card 10, such as the display 210, the fingerprint scanner 230, etc.
The battery 220 may be a rechargeable battery. In an embodiment, the battery 220 may be
charged wirelessly by at a wireless charging station or charging pad. For example, the
battery 220 may be charged while the payment card 10 is placed on a charging pad or
charging station via inductive charging without being plugged in.

[0033] A magnetic stripe emulator 240 and a read sensor 260 also may be provided in the
payment card 10. The read sensor 260 is configured to detect a reading of the payment card
240 by a card reader. The read sensor 260 may include a magnetic field sensor, such as a
Hall-effect sensor or a solenoid. As such, the read sensor 260 may detect a presence and
movement of a magnetic head of a card reader when the payment card 10 is swiped at the
card reader.

[0034] The magnetic stripe emulator 240 is configured to emulate the magnetic stripe of
conventional payment card when the payment card 10 is swiped and read by a card reader. In
particular, the magnetic stripe emulator 240 may include a solenoid configured to emit a
sequence of magnetic signal mimicking the magnetic signal of a magnetic stripe when the
payment card 10 is swiped through a card reader. A current generator may be used to
generate and feed pulses of currents through the solenoid to generate particular patterns of
magnetic signals. For example, a sequence of electrical current pulses may be fed through
the solenoid of the magnetic stripe emulator 240 to generate a particular sequence of
magnetic signals. By varying the sequence of current pulses, the magnetic stripe emulator
240 may emulate the magnetic stripes of different payment cards. In an embodiment, the
magnetic stripe emulator 240 and the read sensor 260 may be implemented as one unit. In
another embodiment, the magnetic stripe emulator 240 may be implemented as a separate
unit.

[0035] Fig. 2B is a functional block diagram of a payment card according to one
embodiment. The payment card 10 further may include a controller 270. The controller 270
may include one or more of a microprocessor and an integrated circuit, such as an
Application Specific Integrated Circuit (ASIC). The controller 270 may be provided on a

printed circuit board embedded in the payment card 10. The controller 270 may include
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memories and processors configured to store and execute programs and applications to

control the operations of various components of the payment card 10.
[0036] The payment card 10 also may include a communication device 250. The

communication device 250 may include one or more of a Bluetooth communication module,

a Bluetooth Low Energy (BLE) module, a Near-Field Communication (NFC) module, a WiFi

communication module, and the like. As such, the payment card 10 may communicate with

user device 110 or other devices via the communication device 250.

[0037] In some embodiments, the payment card 10 may be a simple payment card with one
or more fixed or preset card numbers and including the read sensor 260. For example, the
simple payment card may have one card number or have two card numbers that are selectable
by the user 105. The simple payment card may have the read sensor 260 and a conventional
magnetic stripe. The controller 270 may provide indication to the user 105, such as by an ;
LED light (red or green), that additional swipes have been performed on the payment card.
[0038] Fig. 3 is a flowchart showing a process for implementing an anti-skimming payment
card according to one embodiment. At step 302, the user 105 may set up a payment account
through the payment card 10, at the user device 110, or at a payment service provider via the
user device 110. The payment account may include the user 105°s information, such as
name, address, contact information, funding sources, financial information, social security
number, user name, password, and/or other personal information. The user 105 may enter the
information through the payment card 10 or the user device 110. In an embodiment, the user
105 may download a payment application at the user device 110 to manage the payment
account,

[0039] At step 304, the payment card 10 may receive payment card profiles. The user 105
may have one or more payment card accounts from different banks, such as various credit
card accounts, debit card accounts, and the like. Each payment card profile may include the
payment card number, the expiration date, the name on the payment card, the card security
code, name of the payment network, such as VISA, MASTERCARD, AMERICAN
EXPRESS, and the like, billing address, billing zip code, and other information. As noted
above, the user 105 may have more than one payment card. Each payment card may have a
payment card profile. The user 105 may select payment cards that the user 105 wishes to be
incorporated into the payment card 10 to be emulated by the payment card 10.

[0040] The user 105 may enter the payment card profiles through the payment card 10 or the
user device 110. For example, the user 105 may enter the payment card profiles by operating

a touch screen or input device at the payment card 10. In another example, the user 105 may
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enter the payment card profiles at the user device 110 and the user device 110 may upload the
payment card profiles to the payment card 10 via wired or wireless communication, such as
Bluetooth or BLE communication. In still another example, the user device 110 may include
a camera or scanner that may capture an image of the payment cards. The user device 110
may analyze the image to extract the payment card information from the image of the
payment cards by optical character recognition technique. As such, the user 105 need not
type or input the payment card information manually. This may provide additional
convenience to the user 105.

[0041] Each payment card profile also may include settings on how a payment card should be
used or emulated by the payment card 10 for payment transactions. For example, the user
105 may designate certain payment cards for use at certain merchants. In another example,
the user 105 may designate certain payment cards for use at certain time, day, location,
country, situation, merchant, and the like.

[0042] In an embodiment, the user 105 may set a payment card profile as the default or
primary payment card profile which the payment card 10 would emulate by default for
payment transactions unless the user 105 indicates otherwise. The user 105 also may set one
or more secondary payment card profiles when the default or primary payment card profile is
not activated or is not accepted for a payment transaction.

[0043] In an embodiment, the user 105 may set limits on the number of reads or swipes for
the payment card 10. The limits on the number of reads may be designated for different
locations, such as different countries, cities, or merchant stores, different times, such as
seasons, weekends, week days, and time. In an embodiment, the limits on the number of
reads may be designated for different connection statuses of the payment card 10. For
example, the payment card 10 may be allowed unlimited number of swipes when the
payment card 10 is connected to the user device 110 via BLE, indicating that the payment
card 10 is in the presence of the user 105. The payment card 10 may be limited to one swipe
when the payment card 10 is disconnected from the user device 110, indicating that the
payment card 10 has departed from the presence of the user 105. This may prevent others
from skimming the payment card 10 with additional swipes when the payment card 10 is not
in the user 105’s presence.

[0044] In an embodiment, the user 105 may set the security measures that may be
implemented when the payment card 10 exceeds the swiping limit. For example, the
payment card 10 may be disabled or rendered unreadable when the swiping limit is reached.

The payment card 10 may require user authentication to be enabled. In another example, the

-10-

|
i
i
i
»
;



10

15

20

25

30

WO 2016/094581 PCT/US2015/064834

payment card 10 may allow the above-limit swipe, but may notify the user 105 with regard to
the additional swipe later. The payment card 10 may send a request to the user device to
approve an additional swipe over the swiping limit. In an embodiment, the payment card 10
may switch to another payment card profile when the swipe limit is exceeded. For example,
the payment card 10 may use a payment card profile that has better security safeguards for
the above-limit swipe to protect the user 105 from potential fraudulent charges.

[0045] After the user 105 has uploaded the payment card profiles into the payment card 10
and designated various payment settings for the payment card 10, the payment card 10 is
ready to be used for payment transactions. At step 306, the payment card 10 may receive
instructions for payment. When the user 1035 is ready to use the payment card 10 to make a
payment, the user 105 may take the payment card 10 out and may swipe the payment card 10
at a merchant’s card reader. In an embodiment, the user 105 may provide the payment card
10 to an employee of the merchant, such as at a restaurant, and the employee may leave with
the payment card 10 to process payment.

[0046] Before swiping the card, the user 105 may select a payment card profile to use for the
payment transaction. For example, the user 105 may select one payment card profile from a
plurality of credit cards and debit cards that previously were uploaded into the payment card
10. The user 105 also may designate security measures before providing the payment card 10
to others for payment. For example, the user 105 may set a swipe limit on the payment card
10 for the specific current payment transaction. In an embodiment, the payment card
selection and the security settings may have been set previously by the user 105. For
example, based on the location of the user 105 detected by the user device 110 and/or the
connection status of the payment card 10, the payment card 10 may automatically select a
particular payment card to use and the security settings for the payment transaction.

[0047] At step 308, the payment card 10 may select the payment card profile to emulate. The
controller 270 may receive the payment card profile selection via an input device, such as a
touch screen, at the payment card 10 or via the communication device 250 from the user
device 110. The controller 270 may then retrieve the selected payment card profile. The
controller 270 may generate a set of current signals to emulate the selected payment card
based on the payment card’s number, expiration date, name, service code, and the like. The
controller 270 also may check the security settings related to the selected payment card
profile to determine whether additional security requirements are needed before using the
payment card profile. For example, the selected payment card profile may require user

authentication, such as fingerprint scanning or PIN entry, before the selected payment card
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can be emulated or used at payment card 10. In another example, the selected payment card
profile may have a swipe limit on how many times the payment card can be read or swiped.
[0048] The controller 270 may control the display 210 to display the name, logo, or picture

of the currently selected payment card profile to show the user 105 which payment card is

currently being used for payment at the payment card 10. The controller 270 also may
display additional information, such as a swipe limit, security requirements for using the card,
and the like. After a payment card profile is properly selected and the selected payment card ;
is activated to be used through the payment card 10, the payment card 10 may detect and ‘
count the number of reads or swipes at step 310. The read sensor 260 at the payment card 10
may detect or sense a presence and movement of a magnetic head of a card reader when the
payment card 10 is swiped and read at the card reader. The read sensor 260 may generate

and send a signal to the controller 270 each time the read sensor 260 detects the magnetic

head of the card reader. The controller 270 may count the number of times the payment card
10 is read or swiped by card readers.

[0049] At step 312, the payment card 10 may implement security measures based on the
number reads detected by the read sensor 260. If the number of reads detected is less than the |
limit, the payment card 10 may emulate the selected payment card when swiped. For
example, when the read sensor 260 detects that the payment card 10 is in the process of being
swiped by a card reader, the controller 270 may control the magnetic stripe emulator 240 to
emulate the magnetic stripe of the selected payment card by emitting a similar magnetic ‘
signal when the payment card 10 passes through the card reader. As such, the card reader
may receive the magnetic signal embedded with the card information of the selected payment
card, such as card number, name, expiration date, security code, and the like. The card reader
may relay the card information to the payment network for payment processing.

[0050] If the number of reads detected by the read sensor 260 is equal to or exceeded the
limit, the controller 270 may implement security measures as designated by the user. In an
embodiment, the controller 270 may disable the magnetic strip emulator 240, such that the
payment card 10 can no longer be used for payment. Thus, even if the payment card 10 is
swiped at a card reader, no signal is emitted to the card reader. The controller 270 also may
control the display 210 to indicate that the payment card 10 is temporarily disabled and
provide instructions on how to enable it. For example, the display 210 may display a
message: “Payment card disabled. Please return to card owner who may activate the payment
card.” Thus, the payment card 10 may be returned to the user 105 and the user 105 may re-

enable the payment card 10 by entering a PIN or by fingerprint scanning. In another
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embodiment, the payment card 10 may be re-enabled upon detection that the card is back in
the user’s possession, such as co-located with the user device (e.g., smart phone or other
wearable), in communication with the user device, etc.

[0051] In an embodiment, the payment card 10 may allow the additional swipe exceeding the
limit. The payment card 10 may later notify the user 105 of the additional swipe at the user
device 110 when the payment card 10 is brought back to the user 105 and the payment card
10 is again connected to the user device 110. For example, a message: “The payment card
was swiped three times, which is two times above the limit” may be displayed to the user 105
at the user device 110. As such, the user 105 may be notified to take necessary measures. In
an embodiment, the payment card 10 may record the time, date, and location of each swipe to
establish a swipe history. As such, when there is a security breach in a payment card account,
the user 105 may back track to find out where the card skimming activity may have occurred.
In another embodiment, when the swipe limit has been reached or exceeded, the user may be
notified, such as through the user’s device, and be allowed to authorize additional swipe(s),
such as by returning an authorization through text, email, or the like. This can include
entering a password or PIN into the user device.

[0052] In an embodiment, the payment card 10 may have different security settings for
different locations and/or different connection status. In particular, the payment card 10 may
have different security settings based on a combination of other user devices connected to the
payment card 10. For example, the payment card 10 may allow unlimited number of swipes
if the payment card 10 is connected to two or more of the user 105°s devices, such as mobile
devices and/or wearable devices. The payment card 10 may allow unlimited number of
swipes after user authentication at the payment card 10, such as by fingerprint scanning or
PIN entry, when the payment card 10 is connected to a user device. The payment card 10
may allow only one swipe after the payment card 10 is disconnected from the user device 110
indicating that the payment card 10 has departed from the user 105’s presence.

[0053] In an embodiment, the payment card 10 may detect location or receive location
information from the user device 110 and may implement security settings based on the
location information. For example, the payment card 10 may allow unlimited swipes when
the user 110 is at a merchant trusted by the user 110 or a merchant that the user 110
frequently visits. The payment card 10 may require user authentication for each swipe when
the user 110 is in a new location,

[0054] In an embodiment, the payment card 10 may select a payment card profile to use

based on the number of swipes detected by the read sensor 260. For example, the payment
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card 10 may allow one swipe with the primary payment card, which provides the user 110
with more reward benefits. The primary payment card may have lower security protection.
As such, for subsequent swipes, the payment card 10 may switch to a secondary payment
card which provides more security protection, but has lower reward benefits.

[0055] In an embodiment, the payment card 10 may detect the type of card reader based on
the pattern of magnetic signals detected at the read sensor 260. For example, if the read
sensor 260 detects a relative fast movement or passing of a magnetic head of a card reader,
the controller 270 may determine that the payment card 10 is being swiped at a typical POS
card reader. If the read sensor 260 detects a slow and steady movement of a magnetic head
of a card reader and the read sensor 260 is read two times in opposite directions, the
controller 270 may determine that the payment card 10 is being used at an automated
machine, such as an ATM machine. Thus, the controller 270 may adjust the read count
accordingly. For example, two reads at an ATM machine may be counted as one reading,
even though payment card 10 passes the card reader twice, once for being inserted into the
machine and once for exiting the machine after the transaction.

[0056] In an embodiment, the payment card 10 may detect the pattern of swiping motion to
learn the user 110°s swiping signature. As such, the controller 270 may determine whether
the payment card 10 is swiped by the user 110 or by others. The controller 270 may
implement security measures based on the swiping motion detected by the read sensor 260.
For example, the controller 270 may allow a higher swiping limit without user authentication
when the swiping motion resembles that of the user 110. The controller 270 may have a
lower swiping limit and may require user authentication when the swiping motion does not
resemble that of the user 110.

[0057] In an embodiment, the payment card 10 may generate and embed security information
in the sighals generated at the magnetic stripe emulator 240 based on the number of swipes
detected. For example, when the payment card 10 has exceeded the limit number of swipes,
the payment card 10 may add a flap or a security code in the emulated magnetic stripe signal
to indicate to the merchant, the issuer/acquirer bank, the payment network and/or a payment
service provider that the payment transaction has an elevated risk of being compromised.
Thus, the related financial or payment service providers may take additional pre-caution in
processing such transactions.

[0058] In an embodiment, the payment card 10 may delay magnetic emulator 240 to emulate
a magnetic stripe after each scan or each swipe. This may prevent the fraudulent practice in

which false ATM fronts are installed over real units. When a false front is installed at an
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ATM machine, the payment card may be scanned by the false front before entering the real
ATM machine. Thus, by adding some delay, such as a 10 second delay, between magnetic
stripe emulations, the payment card 10 may prevent the false front from reading the payment
card. Although the false front may read the payment card, the ATM would not be able to,
and the user may be alerted to the potential for theft of the payment card and thus avoid
giving up their PIN, because the real ATM machine would reject and return the card as
unreadable.

[0059] In an embodiment, the payment card 10 may include a conventional magnetic stripe, a
magnetic stripe masking device, and the read sensor 260. When a skimming event is
detected, the payment card 10 may be locked out for certain period of time during which the
magnetic stripe masking device may generate noise to mask the signals of the conventional
magnetic stripe when read by a card reader.

[0060] Fig. 4 is a block diagram of a computer system 400 suitable for implementing one or
more embodiments of the present disclosure. In various implementations, the user device
may comprise a personal computing device (e.g., smart phone, a computing tablet, a personal
computer, laptop, PDA, Bluetooth device, key FOB, badge, etc.) capable of communicating
with the network. The merchant and/or payment provider may utilize a network computing
device (e.g., a network server) capable of communicating with the network. It should be
appreciated that each of the devices utilized by users, merchants, and payment providers may
be implemented as computer system 400 in a manner as follows.

[0061] Computer system 400 includes a bus 402 or other communication mechanism for
communicating information data, signals, and information between various components of
computer system 400. Components include an input/output (I/O) component 404 that
processes a user action, such as selecting keys from a keypad/keyboard, selecting one or more
buttons or links, etc., and sends a corresponding signal to bus 402. 1/0 component 404 may
also include an output component, such as a display 411 and a cursor control 413 (such as a
keyboard, keypad, mouse, etc.). An optional audio input/output component 405 may also be
included to allow a user to use voice for inputting information by converting audio signals.
Audio I/O component 405 may allow the user to hear audio. A transceiver or network
interface 406 transmits and receives signals between computer system 400 and other devices,
such as another user device, a merchant device, or a payment provider server via network
160. In one embodiment, the transmission is wireless, although other transmission mediums
and methods may also be suitable. A processor 412, which can be a micro-controller, digital

signal processor (DSP), or other processing component, processes these various signals, such
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as for display on computer system 400 or transmission to other devices via a communication
link 418. Processor 412 may also control transmission of information, such as cookies or IP
addresses, to other devices. » )

[0062] Components of computer system 400 also include a system memory component 414
(e.g., RAM), a static storage component 416 (e.g., ROM), and/or a disk drive 417. Computer
system 400 performs specific operations by processor 412 and other components by
executing one or more sequences of instructions contained in system memory component
414, Logic may be encoded in a computer readable medium, which may refer to any medium
that participates in providing instructions to processor 412 for execution. Such a medium
may take many forms, including but not limited to, non-volatile media, volatile media, and
transmission media. In various implementations, non-volatile media includes optical or
magnetic disks, volatile media includes dynamic memory, such as system memory
component 414, and transmission media includes coaxial cables, copper wire, and fiber
optics, including wires that comprise bus 402. In one embodiment, the logic is encoded in
non-transitory computer readable medium. In one example, transmission media may take the
form of acoustic or light waves, such as those generated during radio wave, optical, and
infrared data communications.

[0063] Some common forms of computer readable media includes, for example, floppy disk,
flexible disk, hard disk, magnetic tape, any other magnetic medium, CD-ROM, any other
optical medium, punch cards, paper tape, any other physical medium with patterns of holes,
RAM, PROM, EEPROM, FLASH-EEPROM, any other memory chip or cartridge, or any
other medium from which a computer is adapted to read.

[0064] In various embodiments of the present disclosure, execution of instruction sequences
to practice the present disclosure may be performed by computer system 400. Ih various
other embodiments of the present disclosure, a plurality of computer systems 400 coupled by
communication link 418 to the network (e.g., such as a LAN, WLAN, PTSN, and/or various
other wired or wireless networks, including telecommunications, mobile, and cellular phone
networks) may perform instruction sequences to practice the present disclosure in
coordination with one another.

[0065] Where applicable, various embodiments provided by the present disclosure may be
implemented using hardware, software, or combinations of hardware and software. Also,
where applicable, the various hardware components and/or software components set forth
herein may be combined into composite components comprising software, hardware, and/or

both without departing from the spirit of the present disclosure. Where applicable, the
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various hardware components and/or software components set forth herein may be separated
into sub-components comprising software, hardware, or both without departing from the
scope of the present disclosure. In addition, where applicable, it is contemplated that
software components may be implemented as hardware components and vice-versa.

[0066] Software, in accordance with the present disclosure, such as program code and/or
data, may be stored on one or more computer readable mediums. It is also contemplated that
software identified herein may be implemented using one or more general purpose or specific
purpose computers and/or computer systems, networked and/or otherwise. Where applicable,
the ordering of various steps described herein may be changed, combined into composite
steps, and/or separated into sub-steps to provide features described herein.

[0067] The foregoing disclosure is not intended to limit the present disclosure to the precise
forms or particular fields of use disclosed. As such, it is contemplated that various alternate
embodiments and/or modifications to the present disclosure, whether explicitly described or
implied herein, are possible in light of the disclosure. Having thus described embodiments of
the present disclosure, persons of ordinary skiil in the art will recognize that changes may be

made in form and detail without departing from the scope of the present disclosure. Thus, the

present disclosure is limited only by the claims.
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WHAT IS CLAIMED IS:
1. A payment card comprising:
a read sensor configured to detect a reading of the payment card by a card

reader; and

a controller configured to: :
count a number of readings detected by the read sensor; and

implement security settings based on the number of readings.

2. The payment card of claim 1, wherein the read sensor comprises a magnetic
field sensor configured to detect a presence or a movement of a magnetic head of the

card reader when the payment card is read at the card reader.

3. The payment card of claim 2, wherein the magnetic field sensor of the read

sensor comprises one or more of a solenoid and a Hall effect sensor.

4, The payment card of claim 1 further comprising an indicator configured to

indicate information related to the number of attempted readings of the payment card.

5. The payment card of claim 1 further comprising a communication device

configured to communicate information related to the number of readings of the

payment card to a user device of a user of the payment card.

6. The payment card of claim 5, wherein the controller is configured to set a first

limit on the number of readings for the payment card when the payment card is

communicatively connected to the user device of the user and set a second limit on
the number of readings for the payment card when the payment card is disconnected
from the user device of the user, wherein the first limit is greater than the second

limit.

7. The payment card of claim 1 further comprising a magnetic stripe emulator

configured to emulate a magnetic stripe of another payment card.

8. The payment card of claim 7, wherein the magnetic stripe emulator comprises

a solenoid configured to emit a sequence of magnetic signals mimicking magnetic
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signals of the magnetic stripe of the another payment card when the payment card is

read by the card reader.
9. The payment card of claim 7, wherein the controller is further configured to
delay the magnetic stripe emulator from emitting a sequence of magnetic signals

based on the number of readings detected by the read sensor. A

10.  The payment card of claim 7, wherein the controller is configured to

selectively enable and disable the magnetic stripe emulator based on the number of

readings detected by the read sensor.

|
'
}
!

11.  The payment card of claim 7, wherein the controller is configured to require
user authentication when the number of readings detected by the read sensor exceeds

a limit.

12.  The payment card of claim 7,
wherein the magnetic stripe emulator is configured to emulate a plurality of
other payment cards, and
wherein the controller is configured to select one of the plurality of other
payment cards to emulate based on the number of readings detected by the read

sensor.

13.  The payment card of claim 12, wherein the controller is configured to select a

payment card with greater security protection when the number of readings increases. |

14.  The payment card of claim 1,
wherein the read sensor is configured to detect a swiping pattern of a user, and
wherein the controller is configured to set a swiping limit based on a swiping

pattern detected by the read sensor.

15.  The payment card of claim 2,
wherein the controller is configured to determine that the payment card is
inserted into and read by a machine based on a bi-directional movement of the

payment card relative to the magnetic head of the card reader in the machine, and
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wherein the controller is configured to count a double passing of the payment

card as one reading.

16.  The payment card of claim 1 further comprising:

a magnetic stripe configured to present the card reader with information of the
payment card when read by the card reader; and

a magnetic stripe masking device configured to mask the information

presented by the magnetic stripe when the number of readings exceeds a limit.

17.  The payment card of claim 16 wherein the controller is further configured to
delay a subsequent reading of the payment card by masking or obfuscating a magnetic

signature of the magnetic stripe.

18. A method comprising:

detecting, by a read sensor of a payment card, a reading of the payment by a
card reader;

counting, by a controller of the payment card, a number of readings detected
by the read sensor; and

implementing, by the controller of the payment card, security settings based '

on the number of readings.

19.  The method of claim 18 further comprising:

storing, by the controller of the payment card, a payment card profile of
another payment card; and )

emulating, by a magnetic stripe emulator of the payment card, a magnetic

stripe of the another payment card.

20.  The method of claim 18 further comprising disabling the magnetic stripe

emulator when the number of readings detected by the read sensor exceeds a limit.
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