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Hub Device Core Network 

Receive requests for authentication 
information from machine devices 

Respond to each request with authentication 
information that includes corresponding 
temporary identifier and distinct key 

asSociation, each Corresponding temporary 
identifier being related to permanent identifier 

associated with hub device 

124 

Receive Corresponding temporary identifier 
and distinct key association from each 

machine device 

128 Authenticate each machine device to provide 
each machine device, in parallel with the other 
machine devices, access to access networks 

Fig. 2 
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Hub Device COre NetWOrk 

Receive requests for authentication 142 
information from machine devices 

144 Respond to each request with authentication 
information that includes corresponding 
temporary identifier and distinct key 

association, each corresponding temporary 
identifier being related to permanent identifier 

asSociated with hub device 

146 Receive corresponding temporary identifier 
and distinct key association from each 

machine device 

148 Authenticate each machine device to provide 
each machine device, in parallel with the other 
machine devices, access to acCeSS networks 

150 Store temporary record for each active 
machine device in VLR, such that each record 
is associated with permanent identifier of hub 

device 
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Receive corresponding temporary identifier 
and distinct key association from each 

machine device 

168 Authenticate each machine device to provide 
each machine device, in parallel with the other 
machine devices, access to access networks 

170 ASSOciate each record of HLR database of 
records of plurality of temporary identifiers 
related to shared permanent identifier with 
Corresponding machine device identifier to 
enable tracking of each machine device 
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AUTHENTCATION IN A WIRELESS 
TELECOMMUNICATIONS NETWORK 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application is a U.S. Nationalization of International 
Application Number PCT/GB2011/051718, filed on Sep. 14, 
2011, which claims priority to United Kingdom Patent Appli 
cation No. 1015322.9, filed on Sep. 14, 2010, the entireties of 
which are incorporated herein by reference. 

FIELD OF THE INVENTION 

The invention relates to a method for authenticating large 
numbers of devices to a wireless telecommunications net 
work. 

BACKGROUND TO THE INVENTION 

As a consequence of the decreasing costs of wireless tele 
communications apparatus, tighter safety and climate regu 
lation and vigorous market competition, an ever increasing 
number of devices (“machines”) are being provided with 
wireless telecommunications apparatus to facilitate addi 
tional information services. A particular driving factor in this 
trend has been the provision of wireless services to so-called 
machine to machine (M2M) solutions. 
The term “M2M has been used to describe applications in 

Such diverse fields as: tracking and tracing; payment; remote 
maintenance; automotive and electronic toll; metering; and 
consumer devices. The augmentation of M2M to allow wire 
less communications between devices (often referred to as 
mobile M2M) makes new services possible in some cases 
(within the automotive industry, for instance) and in others 
extends existing M2M services (within the field of smart 
metering). 

With mobile M2M, machines numbering in the order of 
millions and located anywhere within mobile network cover 
age, can be simultaneously monitored to provide real-time 
information that an individual or enterprise can analyze and 
act upon. 

It is predicted that large numbers of “machines' will 
require access to wide-area mobile networks (such as the 
GSM, GPRS and/or 3G cellular networks). Each of these 
machines may only require authentication very occasionally 
but may have all the basic equipment to allow connection to at 
least one access network when that is required. However, just 
requiring that each device be allowed to authenticate itself to 
the network from time to time, may undermine the benefits of 
certain mobile M2M services (particularly those services that 
are predicated on a low cost machine/service). 

Consider the implications of providing all such devices 
with a separate, provisioned SIM card. For each SIM card, the 
network operator must create a corresponding Subscription 
and “provision' the SIM with a valid MSISDN corresponding 
to that subscription (i.e. a telephone number), both for the 
reservation of the MSISDN (regulators such as the ITU assign 
ranges of MSISDN numbers to operating companies) and 
overheads in registering the selected number for use with a 
given access network. 
Where that SIM appears no longer (or never to have been) 

used for a predetermined period, the network operators typi 
cally note this fact and initiate a “quarantine' process for 
returning the telephone number to the set of available num 
bers. Of course, this quarantining process has an associated 
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2 
cost: so too does reassigning that MSISDN number as ulti 
mately will happen when it is confirmed unused after the 
quarantine period expires. 
As the reader will readily appreciate, the provisioning of 

SIMs that are infrequently or never used represents a distinct 
inconvenience to the network operator. While this inconve 
nience is significant when considering the conventional pro 
vision of mobile telephones and data card/modems with 
SIMs, SIM-enablement of “machines' present additional 
problems simply by virtue of the number of these devices and 
their typical (low and sporadic) frequency ofuse. M2Mappli 
cations are expected to increase significantly the number of 
unused or infrequently used SIMs and to cause a conse 
quently greater level of disruption to the network operator 
who wishes to enable such devices. All the additional costs in 
terms of provisioning, quarantining (or keeping minimally 
active) etc of Such machines can be relatively expensive and 
when compared with the potential market for the mobile 
M2M service may be found incompatible with low cost ser 
vices. 

Alternatively devices could have a “soft SIM'' (a SIM 
module in software or firmware) instead, but this has major 
security issues, and there is still significant cost to the network 
operator (requiring heavy usage of the core network compo 
nents in particular the home location register (HLR) and the 
authentication centre (AuC)) and arranging provisioning/cre 
ating Subscriptions. 

In a further alternative, it would be possible for devices to 
have some other form of authentication technology. However 
Such a solution would require major network re-design, and 
could potentially prevents connection onto existing 3G and 
GSM networks. 

It is therefore an object of the invention to obviate or at least 
mitigate the aforementioned problems. 

In accordance with one aspect of the present invention, 
there is provided a system for facilitating authentication over 
a wireless access network, the system comprising: 

a hub device having an authentication storage means, 
which is operable to provide authentication information dur 
ing an authentication process; 

at least one machine device being operable to connect to 
the wireless access network and having a communication 
interface with the hub device, through which a request for 
authentication information is made; and 

a core network, which is operable to authenticate each 
machine device and provide said machine devices with par 
allel access to one or more access networks in accordance 
with authentication information obtained from the hub 
device. 

It is preferred that a plurality of machine devices are pro 
vided with parallel access and the authentication information 
obtained from the hub device for each machine device 
includes a corresponding temporary identifier (such as the 
TMSI for UTRAN or GUTI for LTE) and a distinct key 
association (e.g. in LTE. K. ASME), each corresponding 
temporary identifier being related to a permanent identifier 
(e.g. an IMSI) associated with the hub device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a better understanding of the present invention, refer 
ence will now be made, by way of example only, to the 
accompanying drawings in which: 

FIG. 1 illustrates the operation of the present invention. 
FIG. 2 illustrates a method of the present invention accord 

ing to one embodiment. 
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FIG.3 illustrates a method of the present invention accord 
ing to one embodiment. 

FIG. 4 illustrates a method of the present invention accord 
ing to one embodiment. 

FIG. 5 illustrates a method of the present invention accord 
ing to one embodiment. 

DETAILED DESCRIPTION 

Rather than provide each machine with its own SIM and 
tolerate the level of signalling that that would entail, the 
invention facilitates authentication of multiple devices using 
the same (U)SIM. 

Typically, as shown in FIG. 1, the devices 100 are joined to 
a SIM-containing device 102 (referred to hereafter as the 
“hub’ device) via a variety of short-range connections (USB, 
WLAN, ZigBee (R), NFC etc.) and/or long-range connections 
and secure channels. 
When each device 100 needs to authenticate to a wide-area 

mobile network (or heterogeneous access network) it for 
wards a challenge to the (U)SIM 104 and receives back a RES 
and key material (Kc or CKIK). 

Multiple devices can thus be connected substantially 
simultaneously, each with a distinct TMSI (or in LTE, GUTI) 
and key association (in LTE. K. ASME) but all related to the 
underlying IMSI, and billed against the same Subscription. 

To facilitate this behaviour in a cellular telecommunica 
tions access network (such as a GSM network, 3G network or 
LTE network), some changes to the HLR 106 and other parts 
of the core network 108 are required. In a first instance, the 
HLR must track multiple devices at once, and single out a 
“master” device (for example, the hub device) to receive 
incoming calls, SMS etc. In an alternative, the HLR may only 
track the “master device, on the assumption that the other 
devices never need to be routed to (i.e. they have data-only 
connections and there is no incoming traffic accepted). 
A number of mechanisms are available to indicate to the 

HLR which device is the “master, examples include: a spe 
cial flag in the IMSI (dedicated bit) which indicates when 
connecting or doing location-updates with the master, or use 
of the IMEI which is presented at connection or location 
update (with a separate record indicating which device is the 
master). 

Further core network changes are necessitated by the 
invention: 
The visitor location register (VLR) 110, associated with a 

mobile switching centre (MSC) currently maintains only one 
record per IMSI, with associated TMSI and Kc (or CKIIK for 
UMTS). To support the above, the VLR must maintain mul 
tiple records i.e. same IMSI may have multiple TMSIs at 
once, and the VLR must associate each TMSI with corre 
sponding IMEI. 
The HLR may maintain multiple records per IMSI, and 

associate each record with IMEI so it can track each device's 
location. This requires IMEI to be reported to HLR along with 
IMSI during Location Updates. This can be done using tech 
niques such as the Automatic Device Detection facility 
Standardised in 3GPP Release 6 

Alternatively, the HLR only tracks the location of one 
device (e.g. “master device for incoming calls, SMS etc.). 
Location Updates with the “master device conveniently 
report a base IMSI (say IMSI 0) and other devices report an 
offset IMSI, say IMSI 0+1. The HLR then need only track 
updates reporting IMSI 0. 

FIG. 2 illustrates one embodiment 120 of a method for 
facilitating authentication of machine devices over one or 
more wireless access networks via a hub device having an 
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4 
authentication storage means. At step 122, the hub device 
receives requests for authentication information from a plu 
rality of machine devices. At step 124, the hub device 
responds to each request with authentication information that 
includes a corresponding temporary identifier and a distinct 
key association, each corresponding temporary identifier 
being related to a permanent identifier associated with the hub 
device. At step 126, the core network associated with the one 
or more wireless access networks receives the corresponding 
temporary identifier and distinct key association from each 
machine device. At step 128, the core network authenticates 
each machine device to provide each machine device, in 
parallel with the other machine devices, access to access the 
one or more access networks. 

FIG.3 illustrates another embodiment 140 of a method for 
facilitating authentication of machine devices over one or 
more wireless access networks via a hub device having an 
authentication storage means. Steps 142-148 are identical to 
steps 122-128 of method 120. However, method 140 includes 
an additional step 150. At step 150, the core network stores in 
the VLR a temporary record for each active machine device 
Such that each record is associated with the permanent iden 
tifier of the hub device. 

FIG. 4 illustrates another embodiment 160 of a method for 
facilitating authentication of machine devices over one or 
more wireless access networks via a hub device having an 
authentication storage means. Steps 162-168 are identical to 
steps 122-128 of method 120. However, method 160 includes 
an additional step 170. At step 170, the core network associ 
ates each record of an HLR database of records of a plurality 
oftemporary identifiers related to the shared permanent iden 
tifier with a corresponding machine device identifier to enable 
tracking of each machine device. 

FIG. 5 illustrates another embodiment 180 of a method for 
facilitating authentication of machine devices over one or 
more wireless access networks via a hub device having an 
authentication storage means. Steps 182-188 are identical to 
steps 122-128 of method 120. However, method 180 includes 
an additional step 190. At step 190, the core network deter 
mines, by the HLR, a master device to which incoming com 
munications for the machine devices are to be directed. 
A number of implementations may be considered: 
In a first embodiment, consider a vast array of sensors in a 

building or on a campus. With the present invention, a single 
SIM-holding device, to which sensors are locally connected, 
may be used to perform authentication on behalf of each 
sensor. Sensors have a low bandwidth radio (just to confirm 
that they are “OK” or “alert” every so often). The SIM 
holding device is preferably portable (e.g. a security guard 
carrying a mobile phone); devices only temporarily in range. 

In another embodiment, sensors are installed on parcels, 
delivery crates etc. travelling away from a depot, then back 
again, or between depots. They connect to the SIM-holding 
device when in depot. 

In a third embodiment, consider a home energy system 
with multiple devices reporting usage, adapting usage, send 
ing alarms etc. In this case the SIM-holding device is the 
home owner's mobile phone; and the owner is only around in 
the evening. 

The invention claimed is: 
1. A system for facilitating authentication of machine 

devices over a wireless access network, the system compris 
ing: 

a hub device having an authentication storage means oper 
able to provide authentication information during an 
authentication process; 
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a plurality of machine devices each operable to connect to 
a wireless access network and each having a communi 
cation interface with the hub device, through which 
requests for authentication information are made to the 
hub device; and 5 

a core network operable to authenticate each machine 
device; 

wherein, during the authentication process, the hub device 
is operable to respond to each request with authentica 
tion information that includes a corresponding tempo 
rary identifier and a distinct key association, each corre 
sponding temporary identifier being related to a 
permanent identifier associated with the hub device, 

wherein the authentication information provided to the 
machine devices enables said machine devices to be 
concurrently authenticated with the core network so as 
to allow the machine devices to concurrently access the 
wireless access network, 

wherein the core network includes a home location register 
operable to maintain a database of records of the tem 
porary identifiers corresponding to the authenticated 
machine devices so as to associate each temporary iden 
tifier with the permanent identifier of the hub device and 
to associate each record with the corresponding machine 
device identifier to enable tracking of the location of 
each machine device, the home location register also 
being operable to identify a master device as represen 
tative of the plurality of machine devices associated with 
the hub device by incorporating a flag in the permanent 
identifier or the temporary identifiers, or by using a base 
as the permanent identifier and offsets from the base as 
the temporary identifiers, and 

wherein the core network includes a visitor location regis 
ter for storing temporary records corresponding to the 
machine devices that are authenticated with the core 
network, wherein the visited location register is config 
ured to store a record for each authenticated machine 
device, such that each temporary record is related to the 
permanent identifier of the hub device. 

2. The system as claimed in claim 1, wherein the requests 
for authentication information are challenges to the authen 
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tication storage means and wherein the authentication infor 
mation obtained from the hub device includes key material. 

3. The system as claimed in claim 1, wherein the a home 
location register is operable to redirect to the master device all 

45 

incoming communications directed to any of the machine 
devices, the master device being the hub or one of the 
machine devices. 

4. The system as recited in claim 1, wherein the permanent so 
identifier associated with the hub device is an International 
Mobile Subscriber Identity (IMSI). 

5. The system as recited in claim 1, wherein the authenti 
cation storage means comprises a Subscriber Identity Module 
(SIM). 

6 
6. The system as recited in claim 1, wherein the base is an 

International Mobile Subscriber Identity (IMSI) and the tem 
porary identifiers are offset from the IMSI. 

7. A method for facilitating concurrent authentication of 
machine devices via a hub device having an authentication 
Storage means, the method comprising: 

at the hub device, 
receiving requests for authentication information from 

each of a plurality of machine devices; and 
responding to each request with authentication informa 

tion that includes a corresponding temporary identi 
fier and a distinct key association, each corresponding 
temporary identifier being related to a permanent 
identifier associated with the hub device: 

in each of the machine devices, 
receiving the corresponding temporary identifier and 

distinct key association from the hub device; and 
sending the corresponding temporary identifier and dis 

tinct key association to a core network associated with 
a wireless access network; and 

in the core network, 
receiving the corresponding temporary identifier and 

distinct key association from each machine device, 
authenticating each machine device to provide said 

machine devices with concurrent access to the wire 
less access network; 

maintaining a home location register that includes 
records of the temporary identifiers corresponding to 
the authenticated machine devices so as to associate 
each temporary identifier with the permanent identi 
fier of the hub device and to associate each record with 
the corresponding machine device identifier to enable 
tracking of the location of each machine device, the 
home location register being operable to identify a 
master device as representative of the plurality of 
machine devices associated with the hub device by 
incorporating a flag in the permanent identifier or the 
temporary identifiers, or by using a base as the per 
manent identifier and offsets from the base as the 
temporary identifiers; and 

storing a temporary record for each authenticated 
machine device in a visitor location register, such that 
each temporary record is related to the permanent 
identifier of the hub device. 

8. The method as recited in claim 7, further comprising 
redirecting to the master device all incoming communica 
tions directed to any of the machine devices, the master 
device being the hub or one of the machine devices. 

9. The method as recited in claim 7, wherein the permanent 
identifier associated with the hub device is an International 
Mobile Subscriber Identity (IMSI). 

10. The method as recited in claim 7, wherein the base is an 
International Mobile Subscriber Identity (IMSI) and the tem 
porary identifiers are offset from the IMSI. 


