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DISTRIBUTED ACCESS CONTROL ACROSS THE NETWORK FIREWALLS

FIELD OF INVENTION

[0001) The present subject matter relates to network firewalls and, particularly but not

exclusively, to distributed access control across the network firewalls.
BACKGROUND

[0002] Recent enhancements in computing and communication capabilities of various
computing systems have made it easy for the computing systems to interact with each other over
various communication networks. Further, the World Wide Web has enabled the computing
systems to interact with each other across the globe. Such wide-spread reach and easy exchange
of data has led to security concerns and privacy issues. In order to protect the computing systems
from receiving or sending unauthorized content, variety of protection techniques has been

implemented.

[0003] One such protection technique includes deploying firewalls. The firewalls are
typically configured to regulate what content is allowed into and out of a computing system or a
network. The firewall may be installed in many different places on the network, for example, at
an entry or exit point in the network, i.e., on a dedicated computing system, such as a router
through which the network, such as a user network connects to another network, such as a
service provider network. Additionally, the firewall may be installed on an individual computing

system to regulate communication for that computing system.

[0004] Generally, the firewalls are configured to permit authorized content and block
unauthorized content from entering and leaving the network based on various access rules, for
example, IP (Internet protocol) address-based rules, content-based rules, and application-based
rules. However, such monitoring and regulation of the unauthorized content may consume a
considerable amount of resources, for example, bandwidth of the network, and may adversely
affect the performance of the network. For instance, data received at the user network typically
includes the unauthorized content as well as the authorized content. The unauthorized content
may consume a large part of bandwidth available for the network connection, thus affecting

network speed and the overall performance of the user network.

SUBSTITUTE SHEET (RULE 26)
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SUMMARY

[0005] This summary is provided to introduce concepts related to distribution of access
control across network firewalls. This summary is not intended to identify essential features of
the claimed subject matter nor is it directed to use in determining or limiting the scope of the

claimed subject matter.

[0006] In an embodiment, a method includes identifying access rules at a user network.
The access rules are implementable at a service provider network firewall for filtering data
directed to the user network. Further, the access rules are provided to the service provider
network firewall for filtering the data directed to the user network. In one implementation, the

access rules are provided using a distributed access control protocol.

[0007] In another embodiment, a method includes receiving access rules from a user
network. The access rules are implemented at the service provider network firewall for filtering
the data directed to the user network. In one implementation, the access rules are received using

a distributed access control protocol.

[0008] In yet another embodiment, a user network access control (UNAC) system is
described. The UNAC system includes a processor and a memory coupled to the processor. The
memory includes a user network access rule configuration (UNARC) module configured to
identify access rules implementable at a service provider network firewall for filtering data
directed to a user network. The UNAC system further includes a user network interaction

module configured to provide the access rules to the service provider network firewall.

[0009] In accordance with another embodiment, a service provider access control
(SPAC) system is described. The SPAC system includes a processor and a memory coupled to
the processor. The memory includes a service provider interaction module configured to receive
access rules. The SPAC system further includes a service provider network access control
module configured to filter unauthorized data from data directed to a user network based on the

access rules.

[0010] In accordance with yet another embodiment of the present subject matter, a
computer readable medium having embodied thereon a computer program for executing a

method is described. The computer readable medium perform acts including identifying an
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access rule at a user network. The access rule is implementable at a service provider network
firewall for filtering data directed to the user network. Further, access rule may be provided to
the service provider network firewall for implementing the access rule at a service provider

network corresponding to the service provider network firewall.

[0011] In accordance with another embodiment of the present subject matter, a computer
readable medium having embodied thereon a computer program for executing a method is
described. The computer readable medium perform acts including receiving an access rule from
a user network firewall. Further, the access rule is implemented at a service provider network
firewall for filtering data directed towards a user network corresponding to the user network

firewall.
BRIEF DESCRIPTION OF THE FIGURES

[0012] The detailed description is described with reference to the accompanying figures.
In the figures, the left-most digit(s) of a reference number identifies the figure in which the
reference number first appears. The same numbers are used throughout the figures to reference
like features and components. Some embodiments of system and/or methods in accordance with
embodiments of the present subject matter are now described, by way of example only, and with

reference to the accompanying figures, in which:

[0013] Figure 1 illustrates an exemplary network implementation of access control

distribution across network firewalls, according to an embodiment of the present invention;

[0014] Figure 2 illustrates exemplary components of a user network access control
system in communication with a service provider access control system, in accordance with an

embodiment of the present subject matter;

[0015] Figures 3a, 3b, 3c, and 3d show exemplary packet formats for a distributed access
control protocol for implementing access control distribution across the network firewalls,

according to an embodiment of the present subject matter;

[0016] Figure 4 illustrates communication across network firewalls for implementing
access control distribution across the network firewalls, in accordance with an embodiment of

the present subject matter;
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[0017] Figure 5 illustrates a method for distributing access rules by a user network

firewall, in accordance with an embodiment of the present subject matter; and

[0018] Figure 6 illustrates a method for configuring a service provider network firewall

to implement access control, according to an embodiment of the present subject matter.

[0019] It should be appreciated by those skilled in the art that any block diagrams herein
represent conceptual views of illustrative systems embodying the principles of the present
subject matter. Similarly, it will be appreciated that any flow charts, flow diagrams, state
transition diagrams, pseudo code, and the like represent various processes which may be
substantially represented in computer readable medium and so executed by a computer or

processor, whether or not such computer or processor is explicitly shown.
DESCRIPTION OF EMBODIMENTS

[0020] The present subject matter relates to methods and systems for providing access
control at, at least, one service provider (SP) network firewall. The network firewalls may be
hardware device, software program running on a secure host computing system, or a

combination thereof

[0021] A firewall is typically deployed in a network to permit authorized data and block
unauthorized data from entering and leaving the network. The authorized data may be
understood as the data identified by a network administrator as being necessary and safe for the
network, for instance, data from a client site, data having only text document, and data from one
or more recognized IP addresses. The unauthorized data may be understood as the data identified
by a network administrator as being unnecessary and harmful for the network, for instance, data
from a social networking site, spam mails, data having audio or video content, and data from one
or more IP addresses recognized as being unsafe for the network. Based on certain parameters,
data may be allowed to pass through the firewall to its destination or may be blocked by the
firewall. These parameters may be based on a variety of data characteristics and are regulated
based on access rules, for example, IP address based rules, content based rules, and application

based rules. The access rules may be defined, for example, by a network administrator.

[0022] The IP address based rules may include rules for blocking data coming from or

going to any particular IP addresses or website. For example, data coming from or going to any



WO 2012/163587 PCT/EP2012/056977

particular website may be blocked based on, say, IP address, and Media Access Control (MAC)
address. The content based rules may include rules for blocking any data based on the content of
the data. For example, the firewall may be configured to block data having content, such as audio
files, video files, and executable files or content having one or more specified words, such as
mail, job, music, and movie. The application based rules may include rules for blocking data
coming from or going to any particular type of website. For example, data coming from or going
to job portals, social networking websites, blogs, music download websites, and e-mail access

websites.

[0023] Firewalls are usually deployed at an edge, i.e., an entry/exit point in a network so
that the data transmitted between one network and another network can be monitored and
accordingly, entry and exit of the data can be controlled. For example, a firewall may be
deployed in a user network to monitor data received from a service provider (SP) network, which
is connected to a public network. The user network may be understood as a network used or
operated by an entity, such as an enterprise, a company, an institution or an individual for
enabling internet access for user devices, such as computing devices connected to the user
network. The user network may deploy the firewall to filter data coming from the SP network.
For example, the user network set up by an enterprise may be configured to block data pertaining
to job portals or social networking sites or adult sites or porn sites. Similarly, the user network
set up by individuals in a residential complex may be configured to block data having content

inappropriate for children or data associated with gaming sites.

[0024] The SP network may be understood as a network implemented by a service
provider which provides access to public network, such as the Inteet, ISDN, PSTN, and other
content services. The entity thus receives and transmits data from public network, such as the
Internet, using the SP network. The SP network typically accesses the Internet via a high speed
trunk network, such as a fiber optic network, and provides the access to the Internet to the user
network via network connections of smaller bandwidth. The SP network may deploy the firewall
to monitor data coming from the public network, or the Internet and block malicious data from
being transmitted to or from the user network. However, the SP network typically permits all or
most data traffic into the user network, leaving it to the user network to block the unauthorized
data using the firewalls. Transmitting all the data to the user network consumes a considerable

amount of resources, for example, access bandwidth from the SP network to the user network,
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and may adversely affect the performance of the user network. For example, the user network
may have a network connection of 100 Mbps bandwidth for exchanging data with the SP
network. Now, if at some point of time the SP network receives 100 megabytes (Mb) of data
from the Internet and transmits the data to the user network, the bandwidth of the user network
would be fully consumed for around one second. However, if out of the 100 Mb data, 30 Mb of
data include content that is unauthorized according to the access rules applied at the user network
firewall, the user network firewall will block the 30 Mb of data from entering the user network.
For example, malicious entities may attempt to flood the user network by regularly transmitting
unauthorized data. Thus, 30% bandwidth of the network connection could be said to be
unutilized for the user network, thus affecting performance of the network. Thus, while the cost
is paid for the entire bandwidth of the network connection, the complete bandwidth remains

underutilized resulting in additional costs.

[0025] Additionally, in case of large networks and upgraded network topologies, the
number of access rules is large to accommodate for various threats to the performance of the
network and data security. With increasing complexity of network topologies and stringent

requirements for access control, configuring rules in a firewall has become difficult.

[0026] According to an embodiment of the present subject matter, systems and methods
for distributing access control across network firewalls, for example, across the user network
firewall, deployed at user network, and at least one SP network firewall, deployed at SP network
corresponding to the user network, are described. In one embodiment, to implement access
control distribution across such networks, one or more access rules are identified and transmitted
to the SP network firewall. The one or more access rules include access rules that can be
deployed at the SP network firewall to regulate user network access at the service provider’s end.
The SP network may use the access rules to filter data entering or leaving the user network, thus
reducing load on the user network firewall. Sharing the access rules with the SP network firewall
also results in proper utilization of user network’s bandwidth. Additionally, filtering data at the
service provider’s end may also provide an additional layer of safety for the user network.
Further, the number of access rules shared between the user network and the SP network may
vary based factors, such as requirements of the user network or a contract between the user

network and the SP network. For example, in one scenario the user network may transmit only
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few access rules to the SP network, in another scenario, the user network may transmit

substantially all the access rules to the SP network.

[0027] In one implementation, the distribution of access control is initiated at the user
network firewall, for example, during booting of the user network firewall. The user network
firewall is configured to transfer the access rules to the SP network firewall. For example, the
access rules may include Internet protocol (IP) addresses, port addresses, and access control
content, based on which the incoming data may be blocked at the SP network firewall. In one
implementation, the user network firewall may initially send a registration request to the SP
network firewall. On acceptance of the registration request, i.e., upon successful authentication
of the user network firewall, the user network firewall sends the access rules to the SP network

firewall.

[0028] Upon receipt of the access rules from the user network firewall, the SP network
firewall applies the received access rules for the authorized user network. For example, the SP
network firewall may add the received access rules to the access rules already existing at the SP
network firewall’s end. Alternatively, the SP network firewall may create a new set of access
rules based on the access rules received from the user network firewall. Further, the user network
firewall may also prompt updates in previously transferred access rules to the SP network
firewall. For example, the user network firewall may provide a few more IP addresses to update
an existing list of IP addresses according to which data pertaining to a job portal is to be blocked.
Based on the updated or new set of access rules, the SP network firewall blocks all the

unauthorized data at the SP network, thus reducing data traffic on the user network.

[0029] In one implementation, the access rules may be exchanged between the user
network firewall and the SP network firewall using a data transmission protocol, for instance, a
distributed access control protocol (DACP). In an implementation, a DACP header may be
configured and appended with a header of the data packets exchanged as a part of transfer of the
access rules to the SP network firewall. The DACP header may include, for example, an
authentication key, source IP address, command types, and version of the DACP used for

transmission of the data packets.

[0030] Distribution of access rules between the user network firewall and the SP network

firewall, thus introduces an advanced level of data filtering at the SP network firewall, as the data
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entering the user network is now filtered at the SP network firewall. Additionally, data may also
be filtered at the user network firewall based on any access rule that has not been shared with the
SP network firewall. Further, as the unauthorized data directed to the user network is blocked at
the SP network, the resources, such as bandwidth at the user network are optimally utilized.
Also, the SP network firewall is generally a high performance firewall having advanced
capabilities. Thus, the distribution of the access rules allows the user network firewall to utilize
the capabilities of the high performance SP network firewall. Hence, a low performance low cost
variant of a firewall can be deployed as the user network firewall in the user network. In one
implementation, the SP network firewall may be provided for filtering the unauthorized data

directed to the user network, as an additional service by charging fees such as registration fees.

[0031] Although the present subject matter has been described in relation to
communication between two networks, such as a user network and a SP network, it will be
understood that the access rules distribution may also be used in multiple level networks, such

that a lower level network shares its access rules with a higher level network.

[0032] It should be noted that the description and figures merely illustrate the principles
of the present subject matter. It will thus be appreciated that those skilled in the art will be able to
devise various arrangements that, although not explicitly described or shown herein, embody the
principles of the present subject matter and are included within its spirit and scope. Furthermore,
all examples recited herein are principally intended expressly to be only for pedagogical
purposes to aid the reader in understanding the principles of the present subject matter and the
concepts contributed by the inventor(s) to furthering the art, and are to be construed as being
without limitation to such specifically recited examples and conditions. Moreover, all statements
herein reciting principles, aspects, and embodiments of the present subject matter, as well as

specific examples thereof, are intended to encompass equivalents thereof.

[0033] It will also be appreciated by those skilled in the art that the words during, while,
and when as used herein are not exact terms that mean an action takes place instantly upon an
initiating action but that there may be some small but reasonable delay, such as a propagation

delay, between the initial action and the reaction that is initiated by the initial action.

[0034] Fig. 1 illustrates an exemplary network environment 100 for implementing access

control distribution across network firewalls, according to an embodiment of the present subject
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matter. The network 100 includes one or more user devices 102-1, 102-2,..., 102-n, hereinafter
referred to as the user device(s) 102, connected to a user network 104. The user network 104
may be a wireless network, wired network or a combination thereof. The user network 104 can
be implemented as one of the different types of networks, such as intranet, local area network
(LAN), wide area network (WAN), the Internet. The user network 104 may either be a dedicated
network or a shared network, which represents an association of the different types of networks
that use a variety of protocols, for example, Hypertext Transfer Protocol (HTTP), Transmission
Control Protocol/Internet Protocol (TCP/IP), and Wireless Application Protocol (WAP), to
communicate with each other. In one embodiment, the user network 104 may be understood as
an enterprise network operated by an entity, such as a company or an institution for providing
internet access to user devices 102 connected to the user network 104. In another embodiment,
the user network 104 may be a network operated by, say, one or more individuals living in a

residential complex.

[0035] The user devices 102 include, but are not limited to, computing devices such as
mainframe computers, workstations, personal computers, desktop computers, minicomputers,
servers, multiprocessor systems, and laptops; cellular communication devices such as a personal
digital assistants, smart phones, mobile phones; and the like. The user devices 102 connect to the
user network 104 to access or receive data from the Internet or other computing systems
connected to the Internet. For the purpose, the user network 104 is connected to a service
provider (SP) network 106. The SP network 106 1s in turn connected to an Internet cloud (not
shown in Figure), such as the World Wide Web. The SP network 106 may be defined as a
network set up by a service provider for providing internet access to the user network 104. The
SP network 106 typically connects to the Internet cloud, for accessing the Internet, via a high
speed network, such as a fiber optic network. The SP network 106 in turn provides the user
network 104 access to the Internet via transmission lines of smaller bandwidth, such as copper
wires. The user network 104 thus receives and transmits data from the Internet using the SP

network 106.

[0036] Thus, when the user devices 102 need to access the Internet, the user devices 102
connect to the user network 104. The user network 104 in turn connects to the SP network 106 to
provide interet access to the user devices 102. The user devices 102 may thus send data, in the

form of data packets, to any other computing device over the Internet through the user network
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104 and the SP network 106. Similarly, when any other computing system needs to send any data
to the user devices 102, the data is first received by the SP network 106 that routes the data to the
user network 104 in the form of data packets. The user network 104 then routes the data packets
to the user devices 102. However, before routing the data packets, the SP network 106 and the
user network 104 scan the data packets to filter out and block unauthorized data and allow only

authorized data to enter or leave the user network 104.

[0037] The unauthorized data may be understood as the data identified, for example, by a
network administrator as being unnecessary and harmful for the network, for instance, data from
a social networking site, data having audio or video content, any executable file, data from one
or more IP addresses recognized as being harmful for the network, and the like. The authorized
data may be understood as the data identified as being necessary and safe for the network, for
instance, data from a client site, data having only text document, and data from one or more

recognized IP addresses.

[0038] In one embodiment, each of the user network 104 and the SP network 106
includes one or more access control systems (not shown in Figure) having firewalls for
regulating incoming and outgoing data to block the unauthorized data from entering or leaving
the networks 104 and 106. For instance, the user network 104 includes a user network access
control (UNAC) system 108 having a user network firewall 110 configured to prevent any
unauthorized data from reaching the user devices 102. Similarly, the SP network 106 includes a
service provider access control (SPAC) system 112 having a SP network firewall 114 configured
to filter the unauthorized data across the SP network 106 to prevent any unauthorized data from
reaching the user network 104. The access control systems 108, 112 may be, for example, a
network device, such as a router or a gateway; a secure hosting computing system; or a network
management server hosting the firewalls. Further, the firewalls 110, 114 may be implemented as
stateful firewalls, stateful firewalls with application-level filters, stateless firewalls, network
layer firewalls, application-proxy firewalls, and so on. However, it would be obvious that the
present invention is not limited to use with any one specific type of firewall or access control

system any can be extended to any type of firewall and access control system.

[0039] Each of the firewalls 110, 114 is configured to block the unauthorized data based

on one or more access rules, for example, IP address based rules, content based rules, and
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application based rules. The IP address based rules may include rules for blocking data coming
from or going to any particular IP addresses or website. For example, data coming from or going
to any particular website may be blocked based on, say, IP address, and Media Access Control
(MAC) address. The content based rules may include rules for blocking any data based on
content of the data. For example, the firewalls 110, 114 may be configured to block data having
content, such as audio files, video files, and executable files or content having one or more
specified words, such as mail, job, music, and movie. The application based rules may include
rules for blocking data relating to any particular type of website. For example, data coming from
or going to job portals, social networking websites, blogs, music download websites, and e-mail
access websites. Further, the access rules may be defined, for example, by a system

administrator.

[0040] In one implementation, the access rules are distributed across the SP network
firewall 114 and the user network firewall 110 such that the SP network firewall 114 blocks
some of the unauthorized data from entering the user network 104. For the purpose, one or more
access rules are identified and transmitted by the user network firewall 110 to the SP network
firewall 114. The one or more access rules include access rules that can be deployed at the SP

network firewall 114 for regulating access to the user network 104 at the service provider’s end.

[0041] In one implementation, the access rules for the user network firewall 110 are
defined either as shared access rules or non-shared access rules. The shared access rules may be
defined as the access rules that can be transferred and deployed at the SP network firewall 114 to
block unauthorized data from entering or leaving the user network 104. In one implementation,
the shared access rules may include rules to block data from untrustworthy sources. As
mentioned previously, the SP network firewall 114 may generally be a high performance firewall
with advanced capabilities. Accordingly, by distributing the shared access rules, the user network
firewall 110 can utilize the capabilities of the high performance SP network firewall 114 to block
sources that pose a high threat to the security of the user network 104. At the same time, access
rules that are not very critical may be non-shared access rules that are configured locally using
the user network firewall 110. In one embodiment, the shared access rules and the non-shared
access rules may be selected based on firewall services subscribed by the user network 104. For
instance, on subscribing a firewall services with low service charges, the user network firewall

110 may be allowed to provide only a limited number of access rules to the SP network firewall
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for implementation at the SP network 106. The user network firewall 110 in such a case may

provide only a few access rules to the SP network firewall 114.

[0042] For example, the shared access rules may include a list of IP addresses and port
addresses from which the user network 104 will not accept incoming data. The non-shared
access rules may include access rules that are deployed at the user network firewall 110 to block
unauthorized data from accessing the user devices 102. For example, the non-shared access rules
may include a list of IP addresses and port addresses according to which the incoming data may
be blocked for the user devices 102 having the IP addresses and/or port addresses. Additionally,
the non-shared access rules may include access rules that the network administrator does not
want to share with the service provider in order to maintain secrecy, for example, the user
network 104 may not want the service provider to know that data from a particular organization,

say, a bank 1s not trusted and disallowed by the user network 104.

[0043] For distributing the access control across the network firewalls 110, 114, the user
network firewall 110 includes a user network interaction module 116 configured to facilitate
interaction, such as exchange of access rules between the user network firewall 110 and the SP
network firewall 114. The user network interaction module 116, hereinafter referred to as the
UNI module 116 is configured to transfer the access rules, in the form of data packets, to the SP
network firewall 114. In one embodiment, the user network firewall 110 may use a data
transmission protocol, for instance, a distributed access control protocol (DACP) for transmitting
the access rules to the SP network firewall 114. The DACP may be implemented, for example, as
a transmission control protocol (TCP) based protocol to regulate the exchange of the access rules
and other information between the user network 104 and the SP network 106. In one
implementation, a DACP header can be configured and appended with the header on the data
packets, which are transmitted as a part of transfer of the shared access rules to the SP network
firewall 114. The DACP header can include, for example, an authentication key, source IP
address, command types, and version of the DACP used for transmission of the data packets. The

DACEP is further explained with reference to figure 3.

[0044] Further, the SP network firewall 114 includes a SP interaction module 118 similar
to the UNI module 116. The SP interaction module 118 1s configured to facilitate interaction,

such as exchange of access rules between the user network firewall 110 and the SP network
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firewall 114. On receiving the access rules, the SP network firewall 114 adds the access rules to
already existing access rules configured with the SP network firewall 114. Additionally or
alternatively, the SP network firewall 114 may create a new set of access rules based on the
access rules received from the user network firewall 110. Based on the updated or new set of
access rules, the SP network firewall 114 starts regulating the data packets entering the user
network 104 and blocks all the unauthorized data at the SP network 106, thus reducing data

traffic on the user network 104.

[0045] Blocking the unauthorized data at the SP network 106 prevents unwanted and
harmful data from entering the user network 104, improving the bandwidth utilization and in turn
the network performance at the user network’s end. Further, distributing the access rules to the
SP network firewall 114 helps in utilizing data filtering capacity of the SP network firewall 114
as SP network firewalls are typically advanced and high processing firewalls capable of
regulating large amount of data in lesser time as compared to user network firewalls.
Additionally or alternatively, blocking the unauthorized data for the user network 104 may be

provided as a chargeable service thus benefiting a service provider of the SP network 106.

[0046] Figure 2 illustrates exemplary components of the UNAC system 108 and the
SPAC system 112, in accordance with an embodiment of the present subject matter. Examples of
the UNAC system 108 and the SPAC system 112 include, but are not limited to, network
devices, such as routers or gateways; secure host computing devices, such as mainframe
computers, workstations, personal computers, desktop computers, minicomputers, servers,

multiprocessor systems, and laptops hosting firewalls.

[0047] The UNAC system 108 includes one or more UNAC processor(s) 202, UNAC I/O
interface(s) 204, and an UNAC memory 206, whereas the SPAC system 112 includes one or
more SPAC processor(s) 208, SPAC I/O interface(s) 210, and a SPAC memory 212. Each of the
processors 202, 208 can be a single processing unit or a number of units, all of which could also
include multiple computing units. Each of the processors 202, 208 may be implemented as one
or more microprocessors, microcomputers, microcontrollers, digital signal processors, central
processing units, state machines, logic circuitries, and/or any devices that manipulate signals

based on operational instructions. Among other capabilities, the processors 202, 208 are



WO 2012/163587 PCT/EP2012/056977

14

configured to fetch and execute computer-readable instructions and data stored in the memory

206, 212, respectively.

[0048] Functions of the various elements shown in the figures, including any functional
blocks labeled as “processor(s)”, may be provided through the use of dedicated hardware as well
as hardware capable of executing software in association with appropriate softiware. When
provided by a processor, the functions may be provided by a single dedicated processor, by a
single shared processor, or by a plurality of individual processors, some of which may be shared.
Moreover, explicit use of the term “processor” should not be construed to refer exclusively to
hardware capable of executing software, and may implicitly include, without limitation, digital
signal processor (DSP) hardware, network processor, application specific integrated circuit
(ASIC), field programmable gate array (FPGA), read only memory (ROM) for storing software,
random access memory (RAM), and non volatile storage. Other hardware, conventional and/or

custom, may also be included.

[0049] The I/O interfaces 204, 210 may include a variety of software and hardware
interfaces, for example, interface for peripheral device(s), such as a keyboard, a mouse, an
external memory, and a printer. Further, the I/O interfaces 204, 210 may enable the UNAC
system 108 and the SPAC system 112 to communicate with other computing devices, such as a

personal computer, a laptop, and the like.

[0050] The memory 206, 212 may include any computer-readable medium known in the
art including, for example, volatile memory such as static random access memory (SRAM) and
dynamic random access memory (DRAM), and/or non-volatile memory, such as read only
memory (ROM), erasable programmable ROM, flash memories, hard disks, optical disks, and

magnetic tapes.

[0051] In one implementation, the UNAC memory 206 includes UNAC module(s) 214
and UNAC data 216. The UNAC module(s) 214 include routines, programs, objects,
components, data structures, etc., which perform particular tasks or implement particular abstract
data types. The UNAC module(s) 214 further include the user network firewall 110, a user
network access rule configuration (UNARC) module 218, and other UNAC module(s) 220. The
other UNAC module(s) 220 may include programs or coded instructions that supplement

applications and functions of the UNAC system 108.
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[0052] On the other hand, the UNAC data 216, amongst other things, serves as a
repository for storing data processed, received, and generated by one or more of the module(s)
214. The UNAC data 216 includes, for example, user network access rule data 222, and other
UNAC data 224. The other UNAC data 224 includes data generated as a result of the execution
of one or more modules in the other UNAC module(s) 220.

[0053] Further, the SPAC memory 212 includes SPAC module(s) 226 and SPAC data
228. The SPAC module(s) 226 include routines, programs, objects, components, data structures,
etc., which perform particular tasks or implement particular abstract data types. The SPAC
module(s) 226 further include the SP network firewall 114, a SP access rule configuration
(SPARC) module 230, and other SPAC module(s) 232. The other SPAC module(s) 232 may
include programs or coded instructions that supplement applications and functions of the SPAC
system 112. Additionally, although the SPARC module 230 has been shown external to the SP
network firewall 114, however, it will be understood that the SPARC module 230 may be
integral to the SP network firewall 114.

[0054] On the other hand, the SPAC data 228, amongst other things, serves as a
repository for storing data processed, received, and generated by one or more of the module(s)
226. The SPAC data 228 includes, for example, SP access rule data 234, and other SPAC data
236. The other SPAC data 236 includes data generated as a result of the execution of one or
more modules in the other SPAC module(s) 232.

[0055] As described previously, the user network firewall 110 is configured to identify
and provide one or more access rules to the SP network firewall 114 such that based on the one
or more access rules the SP network firewall 114 blocks unauthorized data from entering the user
network 104. For the purpose, the UNARC module 218 may be configured to access an access
rules list and identify the access rules that can be shared with the SP network firewall 114. In one
implementation, the access rules may be identified and selected based on inputs received from a
network administrator. The access rules may then be saved in the user network access rule data
222. Although the UNARC module 218 has been shown external to the user network firewall
110, however, it will be understood that the UNARC module 218 may be integral to the user

network firewall 110.
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[0056] In one implementation, the access rules may be defined either as the shared access
rules or the non-shared access rules such that based on the shared access rules the SP network
firewall 114 blocks unauthorized data from entering the user network 104. For the purpose, the
UNARC module 218 is configured to access the user network access rule data 222 and define the
access rules as shared access rules that can be transmitted to the SP network firewall 114 for
blocking the unauthorized data from entering the user network 104. The UNARC module 218
may then save the shared access rules in shared access rules data 238 provided in the user
network access rule data 222. In one implementation, the shared access rules data 238 may be
used for implementing the shared access rules at the user network firewall 110 when the SP
network firewall 114 is unable to perform the required filtering. Further, the remaining access
rules may be defined as the non-shared access rules and saved in non-shared access rules data

240 provided in the user network access rule data 222.

[0057] Once defined, the shared access rules may then be distributed by the user network
firewall 110 to the SP network firewall 114, for example, during booting of the user network
firewall 110. For instance, each time the user network firewall 110 is booted, the UNI module
116 may obtain a list of the shared access rules from the shared access rules data 238 and provide
the shared access rules to the SP network firewall 114. The shared access rules may be
communicated to the SP network firewall 114 through various techniques. As previously
described, the shared access rules may be transmitted using a data transmission protocol, for
instance, the DACP. The DACP is further explained with reference to figure 3. In various other
embodiments, the access rules may be provided using other transmission mediums such as

emails or portable storage device.

[0058] The UNI module 116 initially establishes a connection with the SP interaction
module 118, for example, by using a handshake mechanism. The UNI module 116 may then
send a registration request to the SP interaction module 118 to seek permission for transferring
the shared access rules to the SP network firewall 114. The SP interaction module 118 may then
allow or reject the registration request from the UNI module 116 and send a registration reply to
the UNI module 116. If the registration request is accepted, the UNI module 116 may send the
shared access rules, for example, in the form of data packets. Further, the UNI module 116 may
also transmit an authentication key, such as a hash value, along with or before the shared access

rules, to enable authenticated exchange of data between the user network firewall 110 and the SP
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network firewall 114. Additionally or alternatively, the shared access rules may be encrypted at
the user network firewall 110, say, by the UNI module 116 before such access rules are provided
to the SP network firewall 114. The encryption ensures secure transmission of the shared access

rules.

[0059] The SP interaction module 118, on receiving the shared access rules, decrypts the
shared access rules and adds them to the already existing access rules saved in the SP access
rules data 234. In one implementation, the SP access rules data 234 includes one or more access
rules data 242-1, 242-2, 242-3,..., 242-n, hereinafter referred to as the access rules data 242, for
saving access rules corresponding to one or more user networks connected to the SP network
106. For example, the access rules data 242-1 may be provided to save the access rules
corresponding to the user network 104. Additionally or alternatively, the SP network firewall
114 may also create a new set of SP access rules data 234 based on the access rules received
from the user network firewall 110. The access rules data 242 may then be used by the SP
network firewall 114 to regulate data traffic entering or leaving the user network 104, for

example, by blocking the unauthorized data entering the user network 104.

[0060] In operation, when some data packets directed towards the user device 102 are
received by the SP network 106 through the Intemet cloud, the data packets are analyzed by the
SP network firewall 114 to ascertain whether the data packets contain any unauthorized data. For
the purpose, the SPARC module 230 accesses the access rules data 242 to obtain the shared
access rules for the user network 104. The shared access rules may then be provided to a SP
access control module 244 of the SP network firewall 114 for filtering unauthorized data from
the data packets. The SP access control module 244 then analyzes the data packets and identifies
the unauthorized data based on the shared access rules. For example, if the data packets include
data from a social networking website and the shared access rules contain a rule for blocking
data from social networking websites then the SP access control module 244 identifies the data
as unauthorized data. The unauthorized data is then filtered out from the data packets and filtered

data packets are routed to the user network 104.

[0061] The filtered data packets are received by the user network 104 and routed to the
user network firewall 110. The user network firewall 110 analyzes the filtered data packets to

ascertain whether the data packets contain any unauthorized data. For the purpose, the UNARC
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module 218 accesses the non-shared access rules data 240 to obtain the non-shared access rules
for the user network 104. The non-shared access rules may be provided to a user network access
control module 246, provided in the user network firewall 110, for filtering unauthorized data
from the filtered data packets. The user network access control module 246 analyzes the filtered
data packets and identifies the unauthorized data based on the non-shared access rules. For
example, if the data packets include data from a particular banking site and the non-shared access
rules contain a rule for blocking data from the particular banking site then the user network
access control module 246 identifies the data as unauthorized data. The unauthorized data is
filtered out from the filtered data packets and re-filtered data packets are routed to the user

devices 102.

[0062] Figures 3a, 3b, 3¢, and 3d show exemplary packet formats for sending shared
access rules according to the DACP for implementing access control distribution across the user
network firewall 110 and the SP network firewall 114, according to an embodiment of the
present subject matter. As described previously, the user network firewall 110 and the SP
network firewall 114 use the DACP for transmitting the shared access rules to the SP network
firewall 114. For the purpose of explanation, and not as a limitation, the DACP is implemented
as a transmission control protocol (TCP) based protocol. It would be obvious to a person skilled
in the art that the DACP may also be implemented as other data transmission protocols, such as

user datagram protocol.

[0063] Figure 3a illustrates a data packet 300 with the shared access rules appended
according to the DACP. The data packet 300 includes an IP header 302 having the IP address of
the computing device to which the data packet is to be transmitted; a TCP header 304, and a
DACP header 306 having data, such as commands and shared access rules from a source

network firewall, sending the data packet 300, for a destination network firewall.

[0064] Figure 3b illustrates packet formats for the DACP header 306, according to an
embodiment. In one implementation, the DACP header 306 includes three parameters: a first
parameter referred to as commands 308, a second parameter referred to as versions 310, and a
third parameter referred to as a reserve 312. The commands 308 include commands from the
source network firewall, say, the user network firewall 110 for the destination network firewall,

say, the SP network firewall 114. Examples of the commands 308 include, but are not limited to,
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command for registration, and command for updating the access rules. The command for
registration may be defined as registration request sent by the user network firewall 110 to the SP
network firewall 114 to seek permission for transferring the shared access rules to the SP
network firewall 114. The command for updating access rules may be defined as the command
sent by the user network firewall 110 to the SP network firewall 114 for updating the shared

access rules for the user network 104.

[0065] Figure 3c illustrates packet formats for the DACP header 306 when the command
for registration is included in the commands 308. The command for registration is hereinafter
referred to as a registration command 314. The DACP header 306, in such a case, includes the
registration command 314, the versions 310, the reserved 312, a source IP address 316, an
authentication key 318, keep-alive intervals 320, and number of keep alive intervals 322. The
registration command 314, as previously described, includes a registration request from the user
network firewall 110 seeking permission for transferring the shared access rules to the SP
network firewall 114. The source IP address 316 includes IP address of the network firewall
sending the data packet 300, i.e., the user network firewall 110. The authentication key 318
includes, for example, a hash value for enabling authorized exchange of data between the user
network 104 and the SP network 106. The authentication key 318 may be used by the SP
network firewall 114 to authenticate the shared access rules sent by the user network firewall
110. Further, the hash value may be generated using pre-existing parameters available with the
user network 104 and the service provider network 106. For example, the hash value may be
generated using the source IP address and a pre-shared key using any known hashing algorithm.
Additionally or alternatively, the authentication key may be an encrypted key. The keep-alive
intervals 320 include handshake data sent by the source network firewall for verifying whether
the destination firewall is active and ready for filtering data. The handshake data may include,
for example, the time intervals at which the user network firewall 110 and the SP network
firewall 114 need to perform a keep-alive check. The number of keep alive intervals 322 includes
data related to number of times the keep-alive check is performed before declaring the

connection broken.

[0066] Figure 3d illustrates packet formats for the DACP header 306 when the command
sent in the commands 308 is the command for updating access rules. The command for updating

access rules is hereinafter referred to as an update command 324. The DACP header 306, in such
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a case, includes the update command 324, the versions 310, the reserved 312, the source IP
address 316, and the authentication key 318. In addition, the DACP header 306 also includes
total number of entries 326, and one or more update blocks 328. The update command 324, as
previously described, pertains to a command sent by the user network firewall 110 to the SP
network firewall 114 for either updating the shared access rules or creating new access rules for
the user network 104. Based on the update command 324 the SP network firewall 114 updates
the access rules data 242 corresponding to the user network 104. The total number of entries 326
may include the total number of shared access rules sent by the user network firewall 110 in the
present data packet, 1.e., the data packet 300. Providing the total number of entries 326 helps the
SP network firewall 114 to estimate the total number of shared access rules being sent in the data
packet 300. The update block 328 includes data related to the shared access rules transmitted by
the user network firewall 110 along with the data packet 300. For example, the update block 328

includes data related to a first shared access rule sent in the data packet 300.

[0067] In one implementation, the update block 328 includes an entry number 330, an IP
protocol 332, a source IP address 334, a destination IP address 336, a source port 338, and a
destination port 340. The entry number 330 corresponds to the entry number of the shared access
rule in the list of shared access rules sent with the data packet 300. For example, entry number
330 for the update header 328-1 would be 1, similarly entry number 330 for the update header
328-n would be ‘n’. The source IP address 334 includes IP address from which incoming data 1s
to be filtered by the SP network firewall 114. The destination IP address 336 includes IP address
of the destination computing device, for instance, destination address 336 would include IP
address of the user devices 102 for which the data coming from the source IP address 334 is to
be blocked. The source port 338 includes port address of computing devices corresponding to the
source IP address 334 from which the incoming data is to be blocked. The destination port 340
includes destination port address of the user devices 102 for which the data coming from the

source IP address 334 1s to be blocked.

[0068] Figure 4 illustrates communication between the user network firewall 110 and the
SP network firewall 114 for implementing access control distribution across the network
firewalls 110 and 114, in accordance with an embodiment of the present subject matter.
According to the embodiment depicted in the figure, the user network firewall 110

communicates with the SP network firewall 114 using the DACP.



WO 2012/163587 PCT/EP2012/056977

21

[0069] The user network firewall 110 initially establishes a connection with the SP
network firewall 114 by using a handshake mechanism. For instance, the UNI module 116 of the
user network firewall 110 sends a TCP synchronization command 402, to the SP interaction
module 118 of the SP network firewall 114 for establishing connection between both the network
firewalls 110 and 114. The synchronization command may include, for example, details such as
IP address of the user network firewall 110. The SP network firewall 114 replies to the TCP
synchronization command 402 by sending a synchronization acknowledgement 404 to the user
network firewall 110. The synchronization acknowledgement 404 helps the user network firewall
110 to ascertain that the TCP synchronization command 402 has been received and approved by
the SP network firewall 114 and the SP network firewall 114 is now ready to interact with the
user network firewall 110. The user network firewall 110 in turn sends an acknowledgement 406
to the SP network firewall 114 to acknowledge the receipt of the synchronization
acknowledgement 404. The acknowledgement 406 also affirms the SP network firewall 114 that

the user network firewall 110 is also ready for the interaction.

[0070] The user network firewall 110 then sends a registration request 408 to the SP
network firewall 114, for example, in the form of the registration command 314. The SP network
firewall 114 may thereupon send a registration reply 410 to the UNI module 116. The
registration reply 410 indicates whether the registration request 408 has been accepted or
rejected by the SP network firewall 114. The user network firewall 110 acknowledges the receipt
of the registration reply 410 by sending the acknowledgement 406, to the SP network firewall
114, once again. Once registered, the user network firewall 110 may send the shared access rules

to the SP network firewall 114 using for example, the data packet 300.

[0071] In one implementation, the user network firewall 110 regularly sends a keep-alive
signal 412 to perform a keep-alive check for verifying whether the destination firewall is active
and ready for filtering data. The keep-alive signal 412 may be sent, for example, at the keep-
alive intervals 320 exchanged using the data packet 300 while sending the registration command
314. The SP network firewall 114 in turn sends a keep-alive reply 414 to indicate to the user
network firewall 110 that the SP network firewall 114 is active and ready for filtering data. In
case the SP network firewall 114 does not send the keep-alive reply 414, the user network
firewall 110 assumes that the SP network firewall 114 is inactive. The user network firewall 110

in such a case starts filtering the data based on the shared access rules also. Additionally, the user
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network firewall 110 may resend the TCP synchronization command 402 to the SP network
firewall 114 to get an update when the SP network firewall 114 gets activated again. On being
reactivated, the SP network firewall may reset the connection using the synchronization

acknowledgement 404.

[0072] Further, whenever the user network firewall 110 needs to send the shared access
rules to the SP network firewall 114 or update the already sent shared access rules, the user
network firewall 110 sends an update request 416 to the SP network firewall 110. For example,
the user network firewall 114 sends the update request 416 using the update command 324 for
updating the access rules data 242 corresponding to the user network 104. In one
implementation, the update request 416 may include all or few of the shared access rules that the
user network 104 needs the SP network firewall 114 to apply for the user network firewall 114.
The SP network firewall 114 then sends an update request reply 418 to acknowledge the receipt
of the update request 416. In one implementation, the user network firewall 110 may skip the
next scheduled keep-alive check as the update request reply 418 ensures that the SP network
firewall 114 1s active and is accepting the shared access rules. The user network firewall 110

may then regularly perform the keep-alive check with the SP network firewall.

[0073] Figure 5 illustrates exemplary method 500 for distributing shared access rules by
a user network firewall, while Figure 6 illustrates methods 600 for configuring a service provider
network firewall to implement access control based on the shared access rules, according to an
embodiment of the present subject matter. Although the methods 500 and 600 as described in
Figure 5 and Figure 6 are described for distributing access control using the DACP, it will be
understood that access control may be distributed using other transmission mechanisms without

deviating from the scope of the present subject matter.

[0074] The order in which the methods 500 and 600 are described is not intended to be
construed as a limitation, and any number of the described method blocks can be combined in
any order to implement the methods, or alternative methods. Additionally, individual blocks may
be deleted from the methods without departing from the spirit and scope of the subject matter
described herein. Furthermore, the methods can be implemented in any suitable hardware,

software, firmware, or combination thereof.
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[0075] A person skilled in the art will readily recognize that steps of the methods 500 and
600 can be performed by programmed computers. Herein, some embodiments are also intended
to cover program storage devices, for example, digital data storage media, which are machine or
computer readable and encode machine-executable or computer-executable programs of
instructions, wherein said instructions perform some or all of the steps of the described methods.
The program storage devices may be, for example, digital memories, magnetic storage media,
such as a magnetic disks and magnetic tapes, hard drives, or optically readable digital data
storage media. The embodiments are also intended to cover both communication network and

communication devices configured to perform said steps of the exemplary methods.

[0076] Referring to Figure 5 illustrating the method 500, at block 502, access rules are
identified for filtering data entering a user network, such as the user network 104. A user
network firewall, for example, the user network firewall 110 of the user network 104 identifies
one or more access rules from a plurality of access rules. As described previously, the identified
access rules may be shared access rules that are shared with a service provider network, for
example, the SP network 106 for filtering data entering or leaving the user network 104. Further,
one or more access rules from the access rules may also be identified and implemented at the
user network firewall 110. In one implementation, the UNARC module 218 of the user network

firewall 110 identifies the access rules.

[0077] At block 504, a registration request for providing the access rules is sent to a
service provider network firewall, for example, the SP network firewall 114. For example, the
user network firewall 110 may send the registration request 408 seeking permission for
transferring the access rules to the SP network firewall 114. In one implementation, the user
network firewall 110 may use a distributed access control protocol to send the registration
request 408, for example, along with the registration command 314. In one embodiment,
registration process may be performed before identification of the access rules as defined at the
block 502. For example, a registration request may be sent initially as soon as the user network
firewall 110 boots up. The user network firewall 110 can register with SP network firewall 114
and maintain an open connection which can be used to share information, such as the shared

access rules whenever required.
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[0078] At block 506, a determination is made to ascertain whether the registration
request 408 has been accepted by the SP network firewall 114. For example, the user network
firewall 110 checks the registration reply 410 to determine whether the SP network firewall 114
has accepted the registration request 408. If the user network firewall 110 determines that the
registration request 408 is denied, which is the 'No' path from the block 506, it implements the
access rules at the user network firewall 110 at block 508. In one implementation, the user
network firewall 110 applies the access rules to block unauthorized data entering or leaving the
user network 104. It will be appreciated that upon the registration request 408 being denied, the
shared access rules as well as the unshared access rules are implemented at the user network

firewall 110.

[0079] In case it is determined that the registration request is accepted by the SP network
firewall 114, which is the 'Yes' path from the block 506, the access rules, such as the shared
access rules, are provided to the SP network firewall at the block 510. For example, the user
network firewall 110 may send the access rules using a distributed access control protocol in the
form of the data packet 300. In another implementation, the access rules may be provided using
other transmission mediums such as emails or portable storage device. Further, the user network
firewall 110 may also encrypt the access rules before sending the access rules to the SP network
firewall 114. Also, the shared access rules may be implemented at the user network firewall 110
until an acknowledgement is received from the SP network firewall 114. Implementing the
shared access rules at the user network firewall 110 ensures network safety in case there is some
delay between transfer of the shared access rules by the user network firewall 110 and its receipt
and acknowledgement by the SP network firewall 114. Thus, access rules can be provided to a
service provider network firewall for filtering unauthorized data from data entering or leaving a

user network subscribed with the service provider network.

[0080] Referring to Figure 6 illustrating the method 600, at block 602, a user network
firewall is registered, with a service provider network firewall. For example, the SP network
firewall 114 may register the user network firewall 110 on receiving a registration request 408
from the user network firewall 110. For the purpose, the SP network firewall 110 may first check
user network account details to verify whether the user network 104 has paid a service fees.
Additionally the SP network firewall 110 may also check the current load handled by the SP

network firewall 110 to ascertain if it can handle the services requested by the user network
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firewall 110. The SP network firewall 110 may then authenticate the user network (104) based
on the verification. Additionally, the SP network firewall 114 may also use the authentication

keys, such as a hash value to register the user network firewall 110.

[0081] At block 604, access rules, for example the shared access rules, are received from
the user network firewall 110. The access rules may be received from the user network firewall
110 by the SP network firewall 114, on successful authentication of the user network firewall
110 by the SP network firewall 114. In one implementation, the access rules may be received
using a transmission protocol, for example, the DACP in the form of data packets. The data
packets may be received by the SP interaction module 118 of the SP network firewall 114. In one
implementation, the data packets received by the SP interaction module 118 may be encrypted
such that the SP interaction module 118 decrypts the data packets to obtain the access rules. In
another implementation, the access rules may be received using other transmission mediums

such as emails or portable storage device.

[0082] At block 606, access rules data corresponding to the user network firewall 110 is
updated based on the access rules received from the user network firewall 110. For example, the
SP network firewall 114 receives the access rules from user network firewall 110 and adds them
to the already existing access rules saved in the access rules data 242 corresponding to the user
network firewall 110. Further, the SP network firewall 114 may also create a new set of access

rules data 242 based on the access rules received from the user network firewall 110.

[0083] At block 608, the access rules are implemented for a user network corresponding
to the user network firewall 110 sending the access rules. For example, the SP network firewall
114 applies the access rules to regulate data traffic entering or leaving the user network 104. In
one implementation, the access rules are provided to an access control module, for example, the
SP access control module 244 of the SP network firewall 114 for filtering unauthorized data
from the data packets directed towards the user network 104. The SP access control module 244
then analyzes the data packets and identifies the unauthorized data based on the access rules and

blocks the unauthorized data entering the user network 104.

[0084] Thus a service provider network firewall can be configured to implement access
control rules for filtering data entering or leaving a user network firewall subscribed with the

service provider network firewall. Implementing the access rules at the service provider network
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firewall helps in improving bandwidth utilization of the user network firewall. It further helps the
service provider in improving its services by providing extra services to the user network at same
or some additional charges. Additionally, implementing the access rules at the service provider
network firewall ensures improved safety for the user network as the service provider network
firewall is usually technically advanced and configured to handle more load in lesser time as

compared to the user network firewall.

[0085] Although implementations for distributing access control across network firewalls
have been described in language specific to structural features and/or methods, it is to be
understood that the appended claims are not necessarily limited to the specific features or
methods described. Rather, the specific features and methods are disclosed as exemplary

implementations for access control distribution.
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CLAIMS

A method comprising:

identifying, at a user network (104), at least one access rule, wherein the access rule
is implementable at a service provider network firewall (114) for filtering data directed to
the user network (104); and

providing the at least one access rule to the service provider network firewall (114)
for implementing the at least one access rule at a service provider network (106).
The method as claimed in claim 1, further comprises registering the user network (104)
with the service provider network firewall (114).
The method as claimed in claim 1, wherein the providing the at least one access rule
comprises transmitting an authentication key to the service provider network firewall
(114).
The method as claimed in claim 3, wherein the authentication key is a hash value, and
wherein the hash value is generated using pre-existing parameters available with the user
network (104) and the service provider network (106).
The method as claimed in claim 1, wherein the providing the at least one access rule
comprises encrypting the at least one access rule.
The method as claimed in claim 1, wherein the providing the at least one access rule
comprises transmitting the at least one access rule using a distributed access control
protocol.
The method as claimed in claim 1, wherein the identifying further comprises ascertaining
one or more access rules implementable at a user network firewall (110).
A method comprising:

recetving at least one access rule from a user network firewall (110); and

implementing the at least one access rule at a service provider network firewall
(114) for filtering data directed to a user network (104).
The method as claimed in claim 8, further comprises:

receiving a registration request from the user network firewall (110); and

registering the user network firewall (110) to permit transmission of the at least one
access rule.

The method as claimed in claim 9, wherein the registering comprises:
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analyzing user network account details to verify payment of service fees by the user
network (104),
authenticating the user network (104) based on the analysis.
11. The method as claimed in claim 8, wherein the receiving the at least one access rule
comprises:
receiving, using a distributed access control protocol, at least one encrypted data
packet having the at least one access rule and
decrypting the encrypted data packets to obtain the at least one access rule.
12. A user network access control (UNAC) system (108) comprising;
a processor (202); and
a memory (206) coupled to the processor (202), the memory (206) comprising:

a user network access rule configuration (UNARC) module (218)
configured to identify at least one access rule implementable at a service provider
network firewall (114) for filtering data intended for a user network (104); and

a user network interaction module (116) configured to provide the at least
one access rule to the service provider network firewall (114).

13.  The UNAC system (108) as claimed in claim 12, wherein the user network interaction
module (116) is configured to provide the at least one access rule based on a distributed
access control protocol.

14. The UNAC system (108) as claimed in claim 12, wherein the UNARC module (218) is
further configured to:

receive a plurality of access rules; and

analyze the plurality of access rules to identify at least one access rule
implementable at the service provider network firewall (114) and one or more access
rules implementable at the user network firewall (110).

15.  The UNAC system (108) as claimed in claim 12, wherein the at least one access rule
includes at least one of Internet protocol address based rules, content based rules, and
application based rules.

16. A service provider access control (SPAC) system (112) comprising;

a processor (208); and

a memory (212) coupled to the processor (208), the memory (212) comprising:
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a service provider interaction module (118) configured to receive at least
one access rule; and

a service provider network access control module (244) configured to filter
unauthorized data from data directed to a user network (104) based on the at least
one access rule.

17.  The SPAC system (112) as claimed in claim 16, wherein the service provider interaction
module (118) 1s further configured to update access rules data corresponding to the user
network (104) based on the at least one access rule.

18. A computer-readable medium having embodied thereon a computer program for
executing a method comprising:

identifying, at a user network (104), at least one access rule implementable at a
service provider network firewall (114) for filtering data directed to the user network
(104); and

providing the at least one access rule to the service provider network firewall (114)
for implementing the at least one access rule at a service provider network (106).

19. The computer readable medium as claimed in claim 18, wherein the providing the at least
one access rule comprises transmitting, by a user network firewall (110), the at least one
access rule using a distributed access control protocol.

20. A computer-readable medium having embodied thereon a computer program for
executing a method comprising:

recetving at least one access rule from a user network firewall (110); and

implementing the at least one access rule at a service provider network firewall

(114) for filtering data directed to a user network (104).
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