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(57) Abstract: In a method of operating an electronic sys-
tem (1) a first device (3) of the electronic system (1) sends a
message to a second device (6) of the electronic system (1).
The second device (6) receives the message, generates a first
value utilizing a first function based on at least parts of the
history of atleast parts of messages previously received at
the second device (6), and stores the first value in a memory
(8) of the second device (6). The first value is compared 5
witha second value generated at the first device (3), where-
inthe second value utilizes a second function based on at
least parts of the history of atleast parts of messages previ-
ously sent from the first device (3) to the second device (6).
The first and second values are evaluated, and a signal is
generated if the evaluating of the first and second values in-
dicates that the historyofthe messages previously received at
the second device (6) differs from the 10 historyofmessages
previously sent from the first device (3).
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Electronic system and method of operating an electronic system

FIELD OF THE INVENTION
The invention relates to an electronic system and to a method of operating an

electronic system.

BACKGROUND OF THE INVENTION

Such an electronic system is, for instance, a smart card. In general, a smart card
is any pocket-sized card with an embedded integrated circuit that comprises a microcontroller
which can process information. Smart cards can be categorized in accordance with different
criteria. Particularly, smart cards can be categorized as memory-chip cards that comprise a
relatively simple logic and as processor-chip cards that comprise, for instance, an operation
system. Particularly processor-chip cards can receive an input signal which is processed, by
way of an integrated circuit application, and deliver an output signal. Generally, smart cards
can be contactless or contact smart cards, or can be a combination of both.

Smart cards may include a chip on their fronts. The chip may be made from gold
and has a size of approximately 1 cm by 1 cm. The contact smart card may communicate
with a reader. When inserted into the reader, electrical connectors of the reader contact the
chip for reading information from and writing information back to the smart card. Since
normally the smart card does not include a battery, energy is supplied to the contact chip card
by the reader. Contact smart cards are, for instance, standardized by ISO/IEC 7816 or
ISO/IEC 7810.

In a contactless smart card, the integrated circuit communicates with the reader in
a contactless manner, for instance through Radio-frequency identification (RFID).
Contactless smart cards are, for instance, standardized by ISO/IEC 14443 or ISO 15693.
Contactless smart cards are also known as transponders which may or may not include an
active energy source, such as a battery. Transponders not having a battery are also known as
passive transponders and transponders comprising a battery are known as active
transponders.

International application for patent No. 94/20929 discloses a smart card that
comprises an electronic data memory, an interface means connected to the data memory, to
allow access to a reader, and a data display operable to display information indicative of the

contents of the data memory.
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Smart cards may be used, inter alia, as banking cards, transportation ticketing,
loyalty cards, or e-passports. Because of this, a relatively high security level against
fraudulent tampering of the card must be assured. While the microcontroller of the smart
card usually provides a secure environment, the integration of a display into the smart card
and particularly information exchange between the microcontroller and a display driver
configured to drive the display potentially increases the danger of fraud and tampering of the

smart card.

OBJECT AND SUMMARY OF THE INVENTION

It is an object of the present invention to provide a method of operating an
electronic system, such as a smart card, which method allows an improved secure operation
between two devices within the electronic system.

Another object of the present invention is to provide an electronic system, such as
a smart card, whose security level against fraudulent misuse is increased.

The object is achieved in accordance with the invention by means of a method of
operating an electronic system, comprising the steps of:

sending a message from a first device of an electronic system to a second device
of the electronic system;

receiving the message at the second device;

generating, at the second device, a first value utilizing a first function based on at
least parts of the history of at least parts of messages previously received at the second device
and storing the first value in a memory of the second device;

comparing the first value with a second value generated at the first device, the
second value utilizing a second function based on at least parts of the history of at least parts
of messages previously sent from the first device to the second device;

evaluating the first and second values; and

generating a signal if the evaluating of the first and second values indicates that
the history of the messages previously received at the second device differs form the history
of messages previously sent from the first device.

The object is also achieved in accordance with the invention by means of an
electronic system, comprising first and second devices and a memory embedded in the
second device; wherein the first device is configured to send a message to the second device;
the second device is configured to generate a first value utilizing a first function based on at
least parts of the history of at least parts of messages previously received at the second device

and to store the first value in its memory; the first device is configured to generate a second
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value utilizing a second function based on at least parts of the history of at least parts of
messages previously sent from the first device; and the electronic system is configured to
evaluate the first and second values and to generate a signal if the evaluating of the first and
second values indicates that the history of the messages previously received at the second
device differs form the history of messages previously sent from the first device.

The inventive electronic system comprises the first and second devices of which
the first device sends the message to the second device. The first device may particularly be
a so-called secure device, such as a secure microcontroller. A secure device in this context is
a device which includes measurements against unauthorized access or tampering. This may
be achieved, for instance, by a secure architecture of the first device. If the first device is
such a secure device, it can be assumed at least with a relatively high degree of certainty that
the message leaving the first device is un-tampered.

The second device may also be a microcontroller and is configured to receive the
message from the first device. The second device may further be configured to perform an
action based on the received message and to store the message in its memory. The memory
may particularly be a non volatile memory and/or may be embedded into the second device.
Embedding the memory into the second device may be achieved by forming the second
device into a single integrated circuit which comprises the memory, but not the first device.
The advantage of a non volatile memory is its capability not to loose its content when no
power is available for the memory.

The second device may not be a secure device and, since the first and second
devices may not be included into a single integrated circuit, communication between the first
and second devices may be un-secure, resulting in an unauthorized alteration of the message
received by the second device.

In order to detect such an alteration of the message, the second device generates
the first value utilizing the first function. The first function is based on at least parts of the
history of at least parts of messages previously received at the second device. The second
device further stores the first value in its memory. The first value thus includes information
about the history of messages received at the second device particularly up to the currently
received message. The first device is configured to generate the second value that utilizes the
second function which is based on at least parts of the history of at least parts of messages
previously sent from the first device. The second value may be stored in a memory of the
first device. Thus, the second value includes information about the history of messages sent
from the first device particularly up to the currently sent message. Since the second device

should receive the same messages as the first device sent to the second device, the first and
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second values should correlate. In other words, if the inventive electronic system detects in
response to evaluating the first and second values that the history of the messages previously
received at the second device differs form the history of messages previously sent from the
first device, one of the messages may have been tampered and the electronic systems
generates the signal.

The first and second functions may be identical, such that the first and second
values are identical if the history of previously sent and previously received messages are
identical. Then, only the first and second values need to be compared for their evaluating and
the signal is generated if the first and second values differ.

In one embodiment, the first function is also based on at least parts of the
message received at the second device and the second function is also based on at least parts
of the message sent from the first device. Then, it can also be detected if the current message
was altered.

In addition, the message may be stored in the memory of the second device
before or after it performs its action. The evaluating of the first and second values may be
executed by the first or by the second device. Thus, the inventive method my comprise
sending the first value to the first device and evaluating the first and second values at the first
device; or sending the second value to the second device and evaluating the first and second
values at the second device.

The first device may, as mentioned above, be a secure microcontroller and
generally a main device of the electronic system. The second device may be a peripheral
device, such as a display driver or a display controller operatively coupled to a display of the
electronic system, a keyboard controller and/or a fingerprint sensor controller. If the second
device is a display controller or driver, then the message may include display information to
be displayed by the display.

In one embodiment of the inventive electronic system, the electronic system is a
smart card which comprises a smart card controller as the first device; a communication
interface operatively coupled to the smart card controller, wherein the communication
interface is configured to communicate with a reader; a display; and a display driver as the
second device operatively coupled to the display. The smart card may, for instance, be
configured to execute a plurality of write cycles during a communication with the reader and
the message includes display information of the one of the write cycles, particularly the last
write cycle of the plurality of write cycles to be displayed on the display. The information to
be displayed may be calculated by the chip card controller with or without information of the

reader. The information to be displayed may also be initiated by the reader. The memory of
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the second device may be a non volatile memory and the display driver may be formed by a
single integrated circuit including the memory, but not the smart card controller or the
communication interface. The smart card controller may be formed as a single integrated
circuit comprising a smart card memory and potentially the communication interface or at
least parts of the communication interface. The smart card may be a contact smart card
configured to communicate with a reader in a contactbound manner, a contactless smart card
configured to communicate with a reader in a contactless manner, or a combination of both.
There are many ways to manipulate a smart card, generally an electronic system.
For instance, the internal communication flow between different parts of the smart card can
be altered utilizing, for instance, laser light, or the process of the smart card controller can be
aborted before a current communication with, for instance, a reader has been completed. In
both cases, the smart card may be tampered such that it displays manipulated display content
for the purpose of, for instance, committing fraud. In response to the generated signal,
information about having detected that the history of the messages previously received at the
second device differs form the history of messages previously sent from the first device may
be displayed, the electronic system may be reset, information about having detected that the
history of the messages previously received at the second device differs from the history of
messages previously sent from the first device may be conveyed and/or a communication of
the electronic system with a third device external to the electronic system may be aborted.
The third device may be the reader such that the latter can be used, for instance, to trigger
different actions, for example, ask for additional security, such as identification of the user of

the smart card, or trigger replacement of the smart card.

BRIEF DESCRIPTION OF THE DRAWINGS
The invention will be described in greater detail hereinafter, by way of non-
limiting examples, with reference to the embodiments shown in the drawings.
Fig. 1 is a smart card comprising a smart card controller and a display driver; and
Figs. 2 to 4 are charts illustrating different embodiments of communication

procedures between the smart card controller and the display driver.

DESCRIPTION OF EMBODIMENTS

Fig. 1 shows a smart card 1 as an example of an electronic system which is
comprised of first and second devices communicating with each other. The smart card 1
comprises a substrate 2 made, for instance, from plastic, a smart card controller 3 as an

example of a first device, a smart card memory 4 operatively coupled to the smart card
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controller 3, a communication interface 5 operatively coupled to the smart card controller 3, a
display driver 6 as an example of a second device operatively coupled to the smart card
controller 3, and a display 7 driven by the display driver 6. The smart card memory 4, which
may be an EEPROM, the smart card controller 3, and at least parts of the communication
interface 5 may be integrated into a single integrated circuit.

For the exemplary embodiment, the smart card 1 is intended to communicate with
a reader 9 utilizing the communication interface 5. Particularly, the smart card 1 may be a
contact smart card, a contactless smart cart, or a combination of both.

If the smart cart 1 is designed to communicate with the reader 9 in contactbound
manner, then its communication interface 5 is a contactbound interface. Then, the smart card
1 may be inserted into the reader 9 for communication, and a communication interface of the
reader 9 contacts the communication interface 5 of the smart card 1. Additionally, electric
energy for the smart card 1 may be delivered to the smart card 1 from the reader 1 via the
communication interfaces.

If the smart cart 1 is designed to communicate with the reader 9 contactlessly,
then its communication interface 5 is a contactless interface comprising, for instance, an
antenna. Then, the smart card 1 may communicate with the reader 9 through Radio-
frequency identification or be powered by the field emitted by the reader 9 as it is per se
known in the art.

Additionally, as illustrated in Fig. 1, the smart card 1 may comprise a
rechargeable or a non-rechargeable battery 10 particularly powering the display driver 6
when the smart card 1 is not operatively coupled to the reader 9.

For the exemplary embodiment, the smart card controller 3 controls this
communication when communicating with the reader 9. The communication comprises a
plurality of write cycles during which the smart card controller 3 writes data on the smart
card memory 4.

Furthermore, the smart card 1 is configured to display display information on the
display 7. In order to display the display information, the smart card controller 3 sends a
message to the display driver 6 which drives the display 7 to show the display information of
the message. The message received by the display driver 6 may be tampered. In order to
detect an altered message, the smart card 1 implements the following security mechanism
which is illustrated in Fig. 2.

The smart card controller 3 sends a message m to the display driver 6. This is
indicated in Fig. 2 by an arrow 11. The message m comprises display information to be

displayed by the display 7. The display driver 6 drives the display 7 such that the display 7
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displays the display information of message m. Before, after or simultaneously to driving the
display 7, the display driver 6 stores the message m in its memory 8.

Furthermore, the display driver 6 stores a history of received messages in its
memory 8. For the exemplary embodiment, this Aistory is calculated from an old history

(history.iq) and the message m, for instance, by a collision resistant one-way-function:

history = f(m, historyia)

The old history is also stored in the memory 8 and reflects the history of
previously received messages at the display driver 6 before receiving the message m (The old
history can be replaced by the new history). Consequently, the current history always
includes all display information displayed so far.

For the exemplary embodiment, the display driver 6 sends the history (= f{m,
history,iq)) to the smart card controller 3. This is indicated in Fig. 2 by an arrow 12. The
smart card controller 3 then validates the history of the driver display 6 by comparing the
history calculated by the display driver 6 with a history of messages it sent to the display
driver 6. By this, the smart card controller 3 checks, whether there have been wrong values
received by the display driver 6, induced, for instance, by an attack.

If, for instance, an attacker simulates the smart card controller 3 and causes the
display driver 6 to display another display information of a simulated message, the driver
display 6 calculates a new history, comprising the simulated message. Since also the
following histories depend on this simulated history, the smart card controller 3 will detect
the attack during a later communication with the display driver 6 when comparing its
calculated history with the history calculated by the display driver and the smart card
controller 3 can react appropriately.

The communication between the smart card controller 3 and the display driver 6
can be secured, for example, by a MAC or an encryption of the communication.

Therefore, basically the history, or at least a function of the history, of messages
having been received by the display driver 6 or having been displayed by the display 7 so far
is stored in the memory 8 of the display driver 6. This history is utilized for the detection of
tamper attacks. By this, the smart card controller 3 can control if the display driver 6 has had
a wrong value since their last communication, even with a switch off of the power supply in
between, if the memory 8 is non volatile.

For the exemplary embodiment, the smart card controller 3 generates a signal if

its calculated history differs from the calculated history received from the display driver 6. In
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response to the signal, the smart card 1 may initiate an appropriate action, such as a complete
or a temporary service denial of the smart card 1.

If a complete service denial is initiated, then the smart card 1 stops working in
response to the generated signal.

If a temporary service denial is initiated, then basically the smart card 1 does not
perform the desired action.

The smart card 1 may also continue operation, but communicates the attack to a
backend system via the reader 9. The backend system can then decide on the follow-up, for
instance replacing the smart card 1 by another smart card, or demanding additional security
measures.

To allow the latter two reactions, it is needed for the smart card 1 to synchronize
the history of the driver display 6 and the history of the smart card controller 3. In terms of
security, this may be achieved by resetting the history stored in the memory 8 of the display
driver 6 utilizing a non-secured command, since the history at the smart card controller 3
cannot be reset through the interface connecting the smart card controller 3 and the display
driver 3.

It is also not necessary to transfer the complete history. It is also possible to
transfer a result of a function on this history.

Fig. 3 illustrates an alternative embodiment of the communication between the
smart card controller 3 and the display driver 6. The smart card controller 3 sends the
message m to the display driver 6, as indicated by the arrow 11. The display driver 6 drives
the display 7 such that the display 7 displays the display information of message m. Before,
after or simultancously to driving the display 7, the display driver 6 stores the message m in
its memory 8. Furthermore, the display driver 6 stores the history of received messages in its
memory 8. For the exemplary embodiment, this Zistory is also calculated from the old

history (history,i;) and the message m by, for instance a collision resistant one-way-function:

history = f(m, historyia)

The smart card controller 3 also sends its own history (historyconsoiier) to the
display driver 3. This is indicated in Fig. 3 by an arrow 13. Then, the display driver 3
validates the history of the smart card controller 3 (historyconsroner) by comparing the history
calculated by the display driver 6 with a history calculated by the smart card controller 3. By
this, the display driver 6 checks, whether is has received wrong values induced, for instance,

by an attack. It is also not necessary to transfer the complete history. It is also possible to
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transfer a result of a function on this history.

Fig. 4 illustrates a further alternative embodiment of the communication between
the smart card controller 3 and the display driver 6. The smart card controller 3 sends the
message m to the display driver 6, as indicated by the arrow 11. The display driver 6 drives
the display 7 such that the display 7 displays the display information of message m. Before,
after or simultancously to driving the display 7, the display driver 6 stores the message m in
its memory 8. Furthermore, the display driver 6 stores the history of received messages in its
memory 8. For this exemplary embodiment however, the display driver 3 calculates the
history based on the message m,; directly received before the current message m. This

history may be calculated, for instance, by a collision resistant one-way-function:

history = f(mo, history,)

From this kistory, the display driver 6 calculates a function f{m, history), which
includes information about the currently received message m. Directly before the display
driver 6 sends the value of the function f{m, history), it calculates the history from the
message mi,iz and history, which are already stored in its memory 8. The advantage of this
embodiment is that direct attacks on the message in the memory § after the history’s
calculation would be detected. The transmission of the history is indicated by an arrow 14 in
Fig. 4.

If the driver display 6 replies after each message received form the smart card
controller 3 directly with the Zistory, the second use of the function can be neglected. That
means, that the actual message m does not influence the actual history, but an attack on this
message m would be detected during a later communication. Thus, the display driver 6 does
not transmit the value of the function f{m, history) to the smart card controller 3, but only the
history = f(mo1a, history,i).

Finally, it should be noted that the aforementioned embodiments illustrate rather
than limit the invention, and that those skilled in the art will be capable of designing many
alternative embodiments without departing from the scope of the invention as defined by the
appended claims. In the claims, any reference signs placed in parentheses shall not be
construed as limiting the claims. The word "comprising" and "comprises”, and the like, does
not exclude the presence of elements or steps other than those listed in any claim or the
specification as a whole. The singular reference of an element does not exclude the plural
reference of such elements and vice-versa. In a device claim enumerating several means,

several of these means may be embodied by one and the same item of software or hardware.
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The mere fact that certain measures are recited in mutually different dependent claims does

not indicate that a combination of these measures cannot be used to advantage.
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CLAIMS:

1. A method of operating an electronic system, comprising the steps of:

sending a message from a first device (3) of an electronic system (1) to a second
device (6) of the electronic system (1);

receiving the message at the second device (6);

generating, at the second device (6), a first value utilizing a first function based
on at least parts of the history of at least parts of messages previously received at the second
device (6) and storing the first value in a memory (8) of the second device (6);

comparing the first value with a second value generated at the first device (3), the
second value utilizing a second function based on at least parts of the history of at least parts
of messages previously sent from the first device (3) to the second device (6);

evaluating the first and second values; and

generating a signal if the evaluating of the first and second values indicates that
the history of the messages previously received at the second device (6) differs form the

history of messages previously sent from the first device (3).

2. The method of claim 1, wherein the first function is also based on at least parts of
the message received at the second device (6) and the second function is also based on at

least parts of the message sent from the first device (3).

3. The method of claim 1, comprising

sending the first value from the second device (6) to the first device (3) and
evaluating the first and second values at the first device (3); or

sending the second value from the first device (3) to the second device (6) and

evaluating the first and second values at the second device (6).

4, The method of claim 1, wherein

the memory (8) is a volatile memory;

the memory (8) is a non-volatile memory;

the second device (6) is formed by a single integrated circuit including the
memory (8) but not the first device (3);

the first device (3) is a first microcontroller;
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the second device (6) is a second microcontroller;
the second device is a display driver (6) or a display controller operatively
coupled to a display (7) and the message includes display information to be displayed by the
display (7);
the second device (6) is a keyboard controller; and/or

the second device (6) is a fingerprint sensor controller.

5. The method of claim 1, comprising, in response to the generated signal,

displaying information about having detected that the history of the messages
previously received at the second device (6) differs form the history of messages previously
sent from the first device (3); and/or

resetting the electronic system (1); and/or

conveying information about having detected that the history of the messages
previously received at the second device (6) differs form the history of messages previously
sent from the first device (3) and/or

aborting a communication of the electronic system (1) with a third device (9)

external to the electronic system (1).

6. The method of claim 1, wherein the electronic system is a smart card (1)
comprising

a smart card controller (3) as the first device;

a communication interface (5) operatively coupled to the smart card controller
(3), wherein the communication interface (5) is configured to communicate with a reader (9);

a display (7); and

a display driver (6) as the second device operatively coupled to the display (7);
the method particularly further comprising a plurality of write cycles during a communication
of the smart card (1) with the reader (9); wherein the message includes display information of

one of the write cycles of the plurality of write cycles to be displayed on the display (7).

7. An electronic system, comprising:

first and second devices (3, 6); the first device (3) being configured to send a
message to the second device (6); and

a memory (8) embedded in the second device (6);

wherein the second device (6) is configured to generate a first value utilizing a

first function based on at least parts of the history of at least parts of messages previously
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received at the second device (6) and to store the first value in its memory (8);

wherein the first device (3) is configured to generate a second value utilizing a
second function based on at least parts of the history of at least parts of messages previously
sent from the first device (3); and

wherein the electronic system (1) is configured to evaluate the first and second
values and to generate a signal if the evaluating of the first and second values indicates that
the history of the messages previously received at the second device (6) differs from the

history of messages previously sent from the first device (3).

8. The electronic system of claim 7, wherein the first function is based on the
messages received at the second device (6) and the second function is based on the messages

sent from the first device (3).

9. The electronic system of claim 7, wherein

the second device (6) is configured to send the first value to the first device (3)
and the first device (3) is configured to evaluate the first and second values; or

the first device (3) is configured to send the second value to the second device (6)

and the second device (6) is configured to evaluate the first and second values.

10. The electronic system of claim 7, wherein

the memory (8) is a volatile memory;

the memory (8) is a non-volatile memory;

the second device (6) is formed by a single integrated circuit including the
memory (8) but not the first device (3);

the first device (3) is a first microcontroller;

the second device (6) is a second microcontroller;

the second device is a display driver (6) or a display controller operatively
coupled to a display (7) and the message includes display information to be displayed by the
display (7);

the second device (6) is a keyboard controller; and/or

the second device (6) is a fingerprint sensor controller.

11. The electronic system of claim 7, configured, in response to the generated signal,
to display information about having detected a difference between the first and

second history functions; and/or
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to reset the electronic system (1); and/or
to convey information about having detected a difference between the first and
second history functions; and/or
to abort a communication of the electronic system (1) with a third device (9)

external to the electronic system (1).

12. The electronic system of claim 7, wherein the electronic system is a smart card
(1) comprising

a smart card controller (3) as the first device;

a communication interface (5) operatively coupled to the smart card controller
(3), wherein the communication interface (5) is configured to communicate with a reader (9);

a display (7); and

a display driver (6) as the second device operatively coupled to the display (7);
wherein the smart card (1) is particularly configured to execute a plurality of write cycles
during a communication with the reader (9) and wherein the message includes display
information of one of the write cycles of the plurality of write cycles to be displayed on the
display (7).
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