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ABSTRACT

A system and method for detecting network intrusion by
using a network processor are provided. The intrusion detec
tion system includes: a first intrusion detector, configured to
use a first network processor to perform intrusion detection on
layer 3 and layer 4 of a protocol field among information
included in a packet header of a packet transmitted to the
intrusion detection system, and when no intrusion is detected,
classify the packets according to stream and transmit the
classified packets to a second intrusion detector; and a second
intrusion detector, configured to use a second network pro
cessor to perform intrusion detection through deep packet
inspection (DPI) for the packet payload of the packets trans
mitted from the first intrusion detector. Thereby, intrusion
detection for high-speed packets can be performed in a net
work environment.

See application file for complete search history.

15 Claims, 3 Drawing Sheets
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2
advantages of the present invention can be realized by the

TWO-STAGE INTRUSION DETECTION
SYSTEM FOR HIGH-SPEED PACKET
PROCESSING USING NETWORK
PROCESSOR AND METHOD THEREOF

means as claimed and combinations thereof.

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims priority to Korean Patent Applica
tion No. 10-2011-0135926 filed on Dec. 15, 2011, which is

10

incorporated herein by reference in its entirety.
BACKGROUND OF THE INVENTION

1. Field of the Invention

Exemplary embodiments of the present invention relate to
a system and a method for detecting network intrusion using
a network processor. In particular, exemplary embodiments
of the present invention relate to a technology for performing
intrusion detection by dividing processing of a packet header
and a packet payload of a packet, input through a network,
into two stages to perform high-speed packet processing.
2. Description of Related Art
When transmitting and receiving data through a network,
an intrusion detection system for monitoring network traffic
has been used so as to intercept network intrusion operations,
Such as Denial of Service attacks (DoS attacks), port scans,
computer crack attempts, and the like, into a predetermined
device that is connected to a network.

The intrusion detection system reads all of the packets to be
received and searches for dubious patterns. That is, for
example, when a very large number of TCP connection
requests find a pattern whereby connection attempts using
various ports are made, it is possible to detect that port scan
ning is being attempted by a third party.
However, when a high-speed packet transmitted through a
network is processed, packets may be leaked. Therefore, the
related art has a problem in that intrusion detection for traffic
including all packets is not performed. Further, in order to
overcome this problem, a method for distributing network
traffic (KR Patent Application No. 10-2009-0076612: Intru
sion detection system and method for cooperative multi
server and intrusion detection control system and method)
has been proposed. However, this distribution method may
not decrease the amount of traffic to be processed.

15

In accordance with an embodiment of the present inven
tion, an intrusion detection system includes: a first intrusion
detector, configured to use a first network processor to per
form intrusion detection on layer 3 and layer 4 of a protocol
field, among information included in a packet header of a
packet transmitted to the intrusion detection system, and
when no intrusion is detected, classify the packets according
to stream and transmit the classified packets to a second
intrusion detector; and a second intrusion detector, config
ured to use a second network processor to perform intrusion
detection through deep packet inspection (DPI) for the packet
payload of the packets transmitted from the first intrusion
detector.

In accordance with another embodiment of the present
invention, an intrusion detection method of an intrusion

detection system includes: a first intrusion detector and a
second intrusion detector, the intrusion detection method

25
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including: performing intrusion detection on layer 3 and layer
4 of a protocol field among information included in a packet
header of a packet transmitted to the intrusion detection sys
tem by allowing the first intrusion detector to use a first
network processor, classifying the packets according to
stream by the first intrusion detector, and transmitting the
classified packets to the second intrusion detector when no
intrusion is detected as a result of performing the intrusion
detection; and performing intrusion detection through deep
packet inspection (DPI) for a packet payload of the packet
transmitted from the first intrusion detector by allowing the
second intrusion detector to use a second network processor.
BRIEF DESCRIPTION OF THE DRAWINGS

35

FIG. 1 illustrates a configuration for performing intrusion
detection according to an embodiment of the present inven
tion;
40

FIG. 2 is a diagram illustrating an intrusion detection sys
tem according to an embodiment of the present invention; and
FIG. 3 is a flow chart illustrating an intrusion detection
method according to an embodiment of the present invention.
DESCRIPTION OF SPECIFIC EMBODIMENTS

45

Exemplary embodiments of the present invention will be
described below in more detail with reference to the accom

panying drawings. The present invention may, however, be

SUMMARY OF THE INVENTION

embodied in different forms, and should not be construed as

An embodiment of the present invention is directed to a
two-stage intrusion detection system and method for per
forming intrusion detection using network processing after a
packet is divided into a packet header and a packet payload for
high-speed packet processing.
In addition, the embodiment of the present invention per
forms intrusion detection in parallel through a plurality of
network processors in the case in which intrusion detection is
performed on a packet payload, which imposes a large load.
Therefore, the embodiment of the present invention is
directed to a system that is capable of detecting network
intrusion without leakage of packets in a high-speed network

50

55

tion.

60

environment such as a backbone.

Other objects and advantages of the present invention can
be understood by the following description, and will become
apparent with reference to the embodiments of the present

being limited to the embodiments set forth herein. Rather,
these embodiments are provided so that this disclosure will be
thorough and complete, and will fully convey the scope of the
present invention to those skilled in the art. Throughout the
disclosure, like reference numerals refer to like parts through
out the various figures and embodiments of the present inven

65

The drawings are not necessarily to scale, and in some
instances, proportions may have been exaggerated in order to
clearly illustrate features of the embodiments. When a first
layer is referred to as being “on” a second layer or “on” a
substrate, it not only refers to the case where the first layer is
formed directly on the second layer or the substrate, but also
to the case where a third layer exists between the first layer
and the second layer or the substrate.
FIG. 1 illustrates a schematic configuration for performing

invention. Also, it is obvious to those skilled in the art to

intrusion detection in accordance with an embodiment of the

which the present invention pertains that the objects and

present invention.
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The embodiment of the present invention includes a first
intrusion detector 102 and a second intrusion detector 104 for

dividing a transmitted packet into a packet header and a
packet payload for high-speed packet 101 processing, thereby
performing two-stage intrusion detection.
An intrusion detection system may transmit and receive
data including a packet through a network interface. In addi
tion, the network may include an intranet network, an interne
network, or the like, wherein the network interface may sup
port wired and wireless network connection.
Therefore, when the high speed packet 101 is transmitted
to the intrusion detection system through the network, the
intrusion detection system first performs intrusion detection
on the packet header of the transmitted packet using the first
intrusion detector 102, classifies (103) the packet according

10
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to stream when no intrusion is detected, and transmits the

classified packet to the second intrusion detector 104.
Next, the second intrusion detector 104 performs intrusion
detection on the packet payload of the transmitted packet.
In addition, data on intrusive packets and non-intrusive
packets can be collected by storing an intrusion detection
result 105 for the packet header of the first intrusion detector
102 and an intrusion detection result 107 for the packet pay

store information on the flow of normal network traffic.

In addition, the first intrusion detector 201 detects layer 4
DDoS and layer 7 DDoS for the source IP of the stream
generated according to the 5-tuple, thereby again performing

load of the second intrusion detector 104 in an intrusion

detection result collector 106, and the collected data may be
used for Subsequent intrusion detection.
That is, as illustrated in FIG. 1, the process is performed by
dividing the header and the payload of the received packet,
thereby efficiently performing the intrusion detection opera
tion. The detailed configuration for performing the intrusion
detection operation will be described with reference to FIG.

intrusion detection.
25

and the destination IP.

In addition, in accordance with the embodiment of the

30

FIG. 2 is a diagram illustrating an intrusion detection sys
tem in accordance with an embodiment of the present inven
35

In accordance with the embodiment of the present inven
tion, an intrusion detection system may include a first intru
sion detector 201 and a second intrusion detector 202.

The first intrusion detector may include a first network
processor 204 and a packet header intrusion condition 205.
The first network processor 204 is a processor that includes
hardware for processing a packet transmitted through a net

40

work. In addition, in accordance with the embodiment of the

present invention, the intrusion detection system may
include, as a first network processor, a network processor for
performing high-speed processing on the packet header using

45

Equation 1

(X+Y)mod n=PORT No

Equation 2

That is, the second intrusion detector performs intrusion
nation IP different from each other in bidirectional commu

50
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to the second intrusion detector 202.

In addition, in accordance with the embodiment of the

present invention, the first intrusion detector 201 analyzes the
packet header to inspect whether there is an intrusion pattern
in layer 3 and layer 4 of a protocol field, thereby performing
intrusion detection for the packet header.
Therefore, the packet header intrusion condition 205 may
store information on the intrusion pattern.
The layer described in the detailed description of the
embodiment of the present invention may mean a layer
according to an open system interconnection (OSI) model 7

Os-YaS10

detection at all times in the case of the same client and server

intrusion condition 205 stored in the first intrusion detector.

That is, the first intrusion detector 201 may perform intru
sion detection on the packet header of the transmitted packet
to the intrusion detection system by using the first network
processor 204, and, when no intrusion is detected, classify the
packet according to stream and transmit the classified packet

present invention, classification may be performed according
to the stream by adding the final position of the source IP
address of the stream generated according to the 2-tuple to the
final position of the destination IP and performing a modular
operation thereon. That is, the operation may be performed
through Equation 1 and Equation 2 (X, which is the final
position value of the Source IP has a positive integer value
between 0 and 255, and Y, which is the final position value of
the destination IP has a positive integer value between 0 and
255. In addition, n represents the number of second intrusion
detectors).

by removing elements that make the source IP and the desti

a micro code.

For the packet header of the packet received in the intrusion
detection system, the first intrusion detector 201 may perform
an operation for detecting intrusion through the packet header

Further, as a result of intrusion detection for the stream,

when no intrusion is detected, the packet may be again gen
erated and classified as a 2-tuple, which includes the source IP

2.
tion.

4
layer. That is, for example, layer 3 may mean a third layer
according to the OSI model 7 layer, and layer 4 may mean a
fourth layer according to the OSI model 7 layer.
Further, the first intrusion detector 201 may generate
streams according to 5-tuple based on the packet header infor
mation of the packet to again perform intrusion detection for
each of the generated streams when the intrusion detection for
the packet header based on layer 3 and layer 4 is completed,
and may again generate streams according to 2-tuple based on
the packet header information of the packet to perform clas
sification according to stream when no intrusion is detected
for each of the generated streams.
In accordance with the embodiment of the present inven
tion, the first intrusion detector 201 may generate a stream
according to the 5-tuple, which includes a source IP, a desti
nation IP, a source port, a destination port, and a protocol, and
may detect a stream that differs from normal network traffic
based on the generated stream.
Therefore, the packet header intrusion condition 205 may

60

nication by the above operation, thereby improving the effi
ciency of intrusion detection.
In addition, the second intrusion detector 202 may perform
intrusion detection on the packet payload of the transmitted
packet in the first intrusion detector using a second network
processor 206.
In accordance with the embodiment of the present inven
tion, the second network processor may be a network proces
sor that can perform deep packet inspection (DPI).
Further, the second intrusion detector may store a payload
intrusion condition 207 to provide information that is neces
sary for deep packet inspection to the second network pro
cessor 206.

In addition, in accordance with the embodiment of the
65

present invention, the intrusion detection system may include
a plurality of second intrusion detectors 202 and 203 con
nected in parallel. Therefore, the first intrusion detector 201
may transfer the classified packet to different second intru
sion detectors according to the classification, and may per
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That is, the classified packets are managed within the net
work processor for each stream, and abnormal network traffic

5
form intrusion detection on the packet payload by allowing
the plurality of second intrusion detectors to use different
network processors, that is, the second network processors
206 included in each of the second intrusion detection sys

is detected.

temS.

That is, the packet payload, which entails a considerable
amount of processing burden, is processed in parallel, thereby
performing high-speed packet processing.
Further, the second intrusion detector 204 performs deep
packet inspection (DPI) on the packet payload of the packet

10

that was classified and transmitted in the first intrusion detec

tor 203, thereby performing intrusion detection.
Further, the intrusion detection system in accordance with
the embodiment of the present invention includes the plural
ity of microprocessors 206, wherein the first intrusion detec
tor 203 uses a network processor for performing high-speed
processing through the micro code, among the plurality of
network processors, and the second intrusion detector 204
uses the network processor for applying deep packet inspec
tion (DPI), such that the first intrusion detector uses an effi
cient network processor So as to perform intrusion detection
on the header of the packet and the second intrusion detector
uses an efficient network processor for performing intrusion
detection on the payload of the packet.
FIG. 3 is a flow chart illustrating an intrusion detection
method in accordance with an embodiment of the present

15
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In accordance with the embodiment of the present inven
system may perform the operation on the intrusion detection
through the processes illustrated in FIG. 3.
That is, the high-speed packet is first received in the intru
sion detection system (S301).
The reception may be performed through the network
interface of the intrusion detection system, and the network
may include an internet network, an intranet network, or the
like, and the packet may be received through a wired or

30

35

Next, as the determination result (S305), when the result
corresponds to the second detection condition, the detection
result is transmitted to the intrusion detection result collector
40

system analyzes the packet header of the received packet
(S302).
Next, the first intrusion detector determines whether the

packet corresponds to a first detection condition (S303).
In accordance with the embodiment of the present inven
tion, the first detection condition may include a condition
whereby the packet header of the received packet is analyzed
to inspect, whether there is an intrusion pattern in the protocol
field of layer 3 and layer 4.
Next, as the determination result (S303), when the result
corresponds to the first detection condition, the detection

45

Next, the first intrusion detector determines whether the

packet corresponds to the second detection condition (S305).

of the intrusion detection system (S309), and the stream cor
responding to the second detection condition drops (S310).
On the other hand, as the determination result (S305),
when the result does not correspond to the second detection
condition, the packets are transmitted to the second intrusion
detector (S306).
Further, the packet may be again generated and classified
as the 2-tuple, which includes the source IP and the destina
tion IP.

50

result is transmitted to the intrusion detection result collector

of the intrusion detection system (S307), and the packet cor
responding to the first detection condition drops (S308).
That is, the second intrusion detector may reduce the bur
den of performing processing for intrusion detection by drop
ping the packet.
On the other hand, as the determination result (S303),
when the result does not correspond to the first detection
condition, the packets are classified for each stream (S304).
That is, in accordance with the embodiment of the present
invention, the first intrusion detector may generate and clas
Sify packets according to a 5-tuple, which includes a source
IP, a destination IP, a source port, a destination port, and a
protocol.

threshold for the number of allowable packets for the source
IP. The second detection condition may perform detection on
the DDoS of the layer 4 and the layer 7. The number of
packets on which the layer 4 DDoS detection is performed
may be based on a single protocol accessing the Source IP
within a unit time. That is, for example, high numbers of
packets for the same protocols, such as SYN, ICMP, and UDP
of TCP, can be detected. Layer 7 DDoS is based on TCP
based communication, and may be detected based on the
number of Sessions connected in a predetermined time. That
is, the first intrusion detector counts a session as having been
established when SYN, SYN-ACK, and ACK for the packets
are transmitted, and reduces the number of sessions by one
when FIN is transmitted. Thereby, when the number of ses
sions for the destination IP is measured, and an excessive
number of Sessions is maintained, it may be determined as
layer 7 DDoS. The threshold for the session may be deter
mined according to the process capacity of the web server
installed in the source IP.

wireless network.

Next, the first intrusion detector of the intrusion detection

traffic for each stream.

Therefore, the second detection condition includes a

invention.

tion, the first intrusion detector of the intrusion detection

In accordance with the embodiment of the present inven
tion, the first intrusion detector may set up the second detec
tion condition, for detecting a stream that differs from normal
network traffic based on the stream generated according to the
5-tuple.
Therefore, the first intrusion detector may determine the
second detection condition for detecting the layer 4 DDoS
and the layer 7 DDoS for the source IP of the stream generated
according to the 5-tuple.
Further, the second detection condition may include a
threshold for representing the amount of normal network

That is, when the intrusion for each of the generated
streams is not detected, the streams may be again generated
according to the 2-tuple based on the packet header informa
tion of the packet to perform classification according to the
stream, and the packet may be transmitted to the second
intrusion detector.

55
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Therefore, when the processes performed in the first intru
sion detector illustrated in FIG. 3 are completed, the second
intrusion detector may perform intrusion detection on the
payload of the packet. Further, intrusion detection of the
second intrusion detector may include intrusion detection by
performing deep packet inspection (DPI).
In addition, in accordance with the embodiment of the

65

present invention, when the intrusion detection system
includes a plurality of second intrusion detectors, the packets
classified according to the 2-tuple may be transmitted to
different second intrusion detectors according to the classifi
cation, and when the intrusion detection system includes the
plurality of network processors, the plurality of second intru

US 8,732,833 B2
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sion detectors may perform intrusion detection on the packet
payload using different network processors.
Further, when the intrusion detection system includes the
plurality of second intrusion detectors, as illustrated in FIG.2,
the classification is performed according to the streams by
adding a final position of the source IP address of the stream
generated according to the 2-tuple to a final position of the
destination IP and performing a modular operation thereon,
thereby improving the efficiency of intrusion detection.
In addition, in accordance with the embodiment of the

present invention, in the performing of the intrusion detection
on the packet header through the first intrusion detector, the
intrusion detection is performed on the packet header using
the network processor, which performs high-speed process
ing using a micro code, among the plurality of network pro
cessors included in the intrusion detection system, and in the
performing of the intrusion detection on the packet payload
through the second intrusion detector, intrusion detection is
performed on the packet payload using a network processor
that applies deep packet inspection, among the plurality of
network processors included in the intrusion detection sys
tem, thereby improving the intrusion detection speed.
According to the intrusion detection system and method of
the present invention, intrusion detection is performed in a
network processor having different characteristics by divid
ing the packet into the packet header and the packet payload
for processing the high-speed packet in a network environ

5

a micro code, and
10

15

25

30

system including a first intrusion detector and a second intru
sion detector, the intrusion detection method comprising:
performing intrusion detection on layer 3 and layer 4 of a
protocol field, among information included in a packet
header of a packet transmitted to the intrusion detection
system, by allowing the first intrusion detector to use a
first network processor,
classifying the packets according to stream by the first
intrusion detector and transmitting the classified packets
to the second intrusion detector when no intrusion is

detected as a result of performing the intrusion detec
35

tion; and

performing intrusion detection through deep packet
inspection (DPI) for a packet payload of the packet
transmitted from the first intrusion detector by allowing
40

45

sion detector,

wherein the first intrusion detector generates the streams
according to a 5-tuple based on packet header informa
tion of the packets to again perform the intrusion detec
tion on each of the generated streams when the intrusion
detector for the packet header is completed, and again
generates the streams according to the 2-tuple based on
the packet header information of the packets to perform
the classification according to stream when no intrusion
is detected in each of the generated Streams.
2. The intrusion detection system of claim 1, wherein the
first intrusion detector drops the transmitted packets so as, not
to perform the deep packet inspection of the second intrusion
detector when an intrusion is detected in, a protocol field of
layer 3 and layer 4 of the packet header.
3. The intrusion detection system of claim 1, further com
prising: a plurality of second intrusion detectors connected in
parallel, wherein the first intrusion detector transmits the,
packets to different second intrusion detectors in correspon
dence with classification of the packets according to stream so
as to perform the deep packet inspection in parallel.

6. The intrusion detection system of claim 1, wherein the
first intrusion detector detects layer 4 DDoS and layer 7
DDoS for a source IP of the stream generated according to the
5-tuple to again perform the intrusion detection.
7. The intrusion detection system of claim 1, wherein the
first intrusion detector adds a final position of the source IP
address of the streams generated according to the 2-tuple to a
final position of the destination IP and then performs a modu
lar operation thereon to perform the classification according
to stream and transmit classified packets to the second intru
sion detector.
8. An intrusion detection method of an intrusion detection

What is claimed is:

1. An intrusion detection system, comprising:
a first intrusion detector, configured to use a first network
processor to perform intrusion detection on layer 3 and
layer 4 of a protocol field, among information included
in a packet header of packets transmitted to the intrusion
detection system, and when no intrusion is detected,
classify the packets according to stream and transmit the
classified packets to a second intrusion detector, and
a second intrusion detector, configured to use a second
network processor to perform intrusion detection
through deep packet inspection (DPI) for the packet
payload of the packets transmitted from the first intru

the second network processor comprises a network proces
Sor applying deep packet inspection for a packet pay
load.

ment such as a backbone.

While the present invention has been described with refer
ence to specific embodiments, it will be apparent to those
skilled in the art that various changes and modifications may
be made without departing from the spirit and scope of the
invention as defined in the following claims.

8
4. The intrusion detection system of claim 3, wherein the
plurality of second intrusion detectors each comprise a sec
ond network processor for performing the intrusion detection
through the deep packet inspection.
5. The intrusion detection system of claim 1, wherein the
first network processor comprises a network processor per
forming, high-speed processing on the packet header through

the second intrusion detector to use a second network
processor,

wherein the first intrusion detector generates the streams
according to a 5-tuple based on packet header informa
tion of the packets to again perform the intrusion detec
tion on each of the generated streams when the intrusion
detector for the packet header is completed, and again
generates the streams according to the 2-tuple based on
the packet header information of the packets to perform
the classification according to stream when no intrusion
is detected in each of the generated Streams.

50

9. The intrusion detection method of claim 8, wherein the

55

transmitting the packets to the second intrusion detector com
prises dropping the transmitted packets so as not to perform
the deep packet inspection of the second intrusion detector,
when an intrusion is detected in a protocol field of layer 3 and
layer 4 of the packet header.
10. The intrusion detection method of claim8, wherein the

60
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transmitting the packets to the second intrusion detector com
prises transmitting, by the first intrusion detector, the packets
to any one of the plurality of second intrusion detectors
included in the intrusion detection system in correspondence
with the classification of the packets according to stream, and
the performing of the intrusion detection through the deep
packet inspection comprises performing, by the plural
ity of second intrusion detectors, intrusion detection in
parallel through deep packet inspection.
11. The intrusion detection method of claim8, wherein the

performing the intrusion detection through the deep packet

US 8,732,833 B2
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packet header of the packet transmitted to the intrusion
detection system by using the first network processor
performing a high-speed processing through a micro

inspection comprises using, by the plurality of second intru
Sion detectors, a second network processor included in each
of the second intrusion detectors to perform the intrusion
detection in parallel through the deep packet inspection.
12. The intrusion detection method of claim 8, wherein the
transmitting the packets to the second intrusion detector.com
prises:
generating, by the first intrusion detector, the streams
according to a 5-tuple based on packet header informa

tion of the packets and again performing the intrusion
detection on each of the generated streams generated
according to the 5-tuple, when the intrusion detection for
the packet header is completed;
again generating, by the first intrusion detector, the streams
according to the 2-tuple based on the packet header
information of the packets, when no intrusion for each of
the generated streams is detected; and
classifying, by the first intrusion detector, the packets
according to each of the generated streams according to
the 2-tuple to transmit the classified packets to the sec

code; and
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the performing the intrusion detection through the deep
packet inspection comprises:
using, by the second intrusion detector, the second network
processor applying the deep packet inspection to per
form the intrusion detection through the deep packet
inspection on the packet payload of the packets trans
mitted from the first intrusion detector.

14. The intrusion detection method of claim 12, wherein
the again performing the intrusion detection on each of the
15

ond intrusion detector.

13. The intrusion detection method of claim 8, wherein the
performing the intrusion detection on the protocol field com
prises:
performing the intrusion detection on the protocol field o f 25
layer 3 and layer 4 among information included in the

generated streams generated according to 5-tuple comprises
again performing the intrusion detection by detecting layer 4
DDoS and layer 7 DDoS for a source IP of the streams
generated according to the 5-tuple.

15. The intrusion detection method of claim 12, wherein
the transmitting the packets to the second intrusion detector
comprises adding a final position of a source IP address of the
streams generated according to the 2-tuple to a final position
of a destination IP and then performing a modular operation
thereon to perform the classification according to stream and
transmit the classified packets to the second intrusion detec
tor.
ck

ck

ck

ck

ci:

