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OFFLOADINGRUNNING ANEEDED EDGE 
APPLICATION TO ANEIGHBORING 
BASESTATION IN A MOBILE DATA 

NETWORK 

BACKGROUND 

1. Technical Field 
This disclosure generally relates to mobile data systems, 

and more specifically relates to breakout out of data at the 
edge of a mobile data network in a way that is transparent to 
existing equipment in the mobile data network So one or more 
mobile network services may be performed by edge applica 
tions at the edge of the mobile data network in response to the 
broken-out data. 

2. Background Art 
Mobile phones have evolved into “smart phones' that 

allow a user not only to make a call, but also to access data, 
such as e-mails, the internet, etc. Mobile phone networks have 
evolved as well to provide the data services that new mobile 
devices require. For example, 3G networks cover most of the 
United States, and allow users high-speed wireless data 
access on their mobile devices. In addition, phones are not the 
only devices that can access mobile data networks. Many 
mobile phone companies provide equipment and services that 
allow a Subscriber to plug a mobile access card into a Univer 
sal Serial Bus (USB) port on a laptop computer, and provide 
wireless internet to the laptop computer through the mobile 
data network. In addition, some newer mobile phones allow 
the mobile phone to function as a wireless hotspot, which 
Supports connecting several laptop computers or other wire 
less devices to the mobile phone, which in turn provides data 
services via the mobile data network. As time marches on, the 
amount of data served on mobile data networks will continue 
to rise exponentially. 

Mobile data networks include very expensive hardware 
and Software, so upgrading the capability of existing net 
works is not an easy thing to do. It is not economically 
feasible for a mobile network provider to simply replace all 
older equipment with new equipment due to the expense of 
replacing the equipment. For example, the next generation 
wireless network in the United States is the 4G network. 
Many mobile data network providers are still struggling to get 
their entire system upgraded to provide 3G data services. 
Immediately upgrading to 4G equipment is not an economi 
cally viable option for most mobile data network providers. In 
many locations, portions of the mobile data network are con 
nected together by point to point microwave links. These 
microwave links have limited bandwidth. To significantly 
boost the throughput of these links requires the microwave 
links to be replaced with fiber optic cable but this option is 
very costly. 

BRIEF SUMMARY 

Mobile network services are performed in a mobile data 
network in a way that is transparent to most of the existing 
equipment in the mobile data network. The mobile data net 
work includes a radio access network and a core network. A 
breakout component in the radio access network breaks out 
data coming from a basestation connected to user equipment, 
and hosts edge applications that perform one or more mobile 
network services at the edge of the mobile data network based 
on the broken out data. When a breakout component is not 
running a needed edge application, and the needed edge 
application is running in a neighboring basestation, the brea 
kout component can route the request for the needed edge 
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2 
application to the neighboring basestation via the overlay 
network. The neighboring basestation processes the request 
using the needed edge application, then returns the data to the 
original basestation via the overlay network. The original 
basestation thus maintains the subscriber session with the 
user equipment while offloading the work of the needed 
application to a neighboring basestation. 
The foregoing and other features and advantages will be 

apparent from the following more particular description, as 
illustrated in the accompanying drawings. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWING(S) 

The disclosure will be described in conjunction with the 
appended drawings, where like designations denote like ele 
ments, and: 

FIG. 1 is a block diagram of a prior art mobile data net 
work; 

FIG. 2 is a block diagram of a mobile data network that 
includes first, second and third service mechanisms that all 
communicate via an overlay network; 

FIG. 3 is a block diagram of one possible implementation 
for parts of the mobile data network shown in FIG. 2 to 
illustrate the overlay network; 

FIG. 4 is a block diagram of the MIOP(a)NodeB shown in 
FIG. 2, which includes a first service mechanism; 

FIG. 5 is a block diagram of the MIOP(a)RNC shown in 
FIG. 2, which includes a second service mechanism; 

FIG. 6 is a block diagram of the MIOP(aCore shown in 
FIG. 2, which includes a third service mechanism; 

FIG. 7 is a block diagram of a management mechanism 
coupled to the overlay network that manages the functions of 
MIOP(a)NodeB, MIOP(a)RNC, and MIOP(aCore; 

FIG. 8 is a flow diagram of a method performed by 
MIOP(a)NodeB shown in FIGS. 2 and 4: 

FIG. 9 is a block diagram showing breakout criteria 
MIOP(a)RNC may use in making a decision of whether or not 
to break out data; 

FIG. 10 is a flow diagram of a method for the 
MIOP(a)NodeB and MIOP(a)RNC to determine when to 
break out data; 

FIG. 11 is a flow diagram of a method for the first service 
mechanism in MIOP(a)NodeB to selectively break out data 
when break out for a specified subscriber session has been 
authorized; 

FIG. 12 is a flow diagram of a method for determining 
when to run MIOP services for a specified subscriber session; 

FIGS. 13-15 are flow diagrams that each show communi 
cations between MIOP components when MIOP services are 
running; and 

FIG. 16 is a flow diagram of a method for managing and 
adjusting the MIOP components; 

FIG. 17 is a block diagram of one specific implementation 
for MIOP(a)NodeB and MIOP(a)RNC; 

FIGS. 18 and 19 show a flow diagram of a first method for 
the specific implementation shown in FIG. 17: 

FIG. 20 is a flow diagram of a second method for the 
specific implementation shown in FIG. 17: 

FIG. 21 is a flow diagram of a third method for the specific 
implementation shown in FIG. 17: 

FIG. 22 is a flow diagram of a method for the specific 
implementation shown in FIG. 17 to process a data request 
that results in a cache miss at MIOP(a)NodeB; 

FIG. 23 is a flow diagram of a method for the specific 
implementation shown in FIG. 17 to process a data request 
that results in a cache hit at MIOP(a)NodeB; 
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FIG. 24 is a block diagram of one specific hardware archi 
tecture for MIOP(a)NodeB; 

FIG. 25 is a block diagram of the system controller shown 
in FIG. 24; 

FIG. 26 is a block diagram of the service processor shown 
in FIG. 24; 

FIG.27 is a block diagram of the security subsystem shown 
in FIG. 24; 

FIG. 28 is a block diagram of the telco breakout system 
shown in FIG. 24; 

FIG. 29 is a block diagram of the edge application mecha 
nism 2530 shown in FIG. 25 that performs multiple services 
at the edge of a mobile data network based on data broken out 
at the edge of the mobile data network; 

FIG. 30 is a block diagram showing hosting of edge appli 
cations at the edge of the mobile data network; 

FIG. 31 is a flow diagram of a method for the edge appli 
cation serving mechanism in FIG. 30: 

FIG. 32 is a flow diagram of a method for a vendor to send 
an edge application to a mobile data network; 

FIG. 33 is a flow diagram of a method for a mobile data 
network to handle an edge application once received; 

FIG. 34 is a block diagram of an encrypted edge applica 
tion image that has been digitally signed; 

FIG. 35 is a flow diagram of a method for validating and 
starting an edge application; 

FIG. 36 is a block diagram of one suitable implementation 
of an edge application registry; 

FIG. 37 is a flow diagram of a method for running an edge 
application; 

FIG. 38 is a flow diagram of a method for monitoring an 
edge application as it runs; 

FIG. 39 is a flow diagram of a method for communicating 
between the breakout Subsystem and an edge application; 

FIG. 40 is a flow diagram of a method for directly commu 
nicating between the breakout Subsystem and an edge appli 
cation using a data filter and API hook; 

FIG. 41 is a flow diagram of a method for shutting down an 
edge application; 

FIG. 42 is a block diagram of a table of sample edge 
application services that could be called by an edge applica 
tion; 

FIG. 43 is a block diagram showing features of the 
MIOP(a)NodeBand MIOP(a)RNC that support transferring a 
session for user equipment to a neighboring basestation when 
the neighboring basestation is running a needed edge appli 
cation; 

FIG. 44 is a block diagram illustrating one possible imple 
mentation for the neighboring node edge application registry 
shown in FIG. 43: 

FIG. 45 is a flow diagram of a method for the MIOP 
Dynamic Edge Application Registry (MDEAR) shown in 
FIG. 43 to create entries in the registry and to communicate 
information regarding running edge applications to neighbor 
ing MIOP(a)NodeBs: 

FIG. 46 is a flow diagram of a method for the MDEAR in 
FIG. 43 to register edge applications running on 
MIOP(a)NodeBs: 

FIG. 47 is a flow diagram of a method for the MDEAR in 
FIG. 43 to unregister edge applications running on 
MIOP(a)NodeBs: 

FIG. 48 is a flow diagram of a method for monitoring all 
registered edge applications and unregistering unresponsive 
edge applications; 

FIG. 49 is a sample implementation for the neighboring 
edge application registry shown in FIG. 44 that includes 
neighboring MIOP(a)NodeBs that are in the active set; 
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FIG.50 is a flow diagram of a method for a MIOP(a)NodeB 

to provide access to a needed edge application; 
FIG. 51 is a flow diagram shown one suitable step per 

formed at marker A in FIG.50; 
FIG.52 is a flow diagram showing suitable steps performed 

at marker A in FIG. 50: 
FIG. 53 is a sample implementation for the neighboring 

edge application registry shown in FIG. 44 that includes 
neighboring MIOP(a)NodeBs that are in the active set as well 
as neighboring MIOP(a)NodeBs that are not in the active set; 

FIG. 54 is a flow diagram showing suitable steps performed 
at marker A in FIG. 50: 

FIG.55 is a flow diagram showing suitable steps performed 
at marker A in FIG.50; and 

FIG. 56 is a block diagram illustrating offloading work to a 
neighboring basestation that is running a requested edge 
application. 

DETAILED DESCRIPTION 

The claims and disclosure herein provide mechanisms and 
methods for a breakout component in a radio access network 
to break out data coming from a basestation. When a breakout 
component is not running a needed edge application, and the 
needed edge application is running in a neighboring basesta 
tion, the breakout component can route the request for the 
needed edge application to the neighboring basestation via 
the overlay network. The neighboring basestation processes 
the request using the needed edge application, then returns the 
data to the original basestation via the overlay network. The 
original basestation thus maintains the Subscriber session 
with the user equipment while offloading the work of the 
needed application to a neighboring basestation. 

Referring to FIG. 1, a prior art mobile data network 100 is 
shown. Mobile data network 100 is representative of known 
3G networks. The mobile data network 100 preferably 
includes a radio access network (RAN), a core network, and 
an external network, as shown in FIG. 1. The radio access 
network includes the tower 120, basestation 122 with its 
corresponding NodeB 130, and a radio interface on a radio 
network controller (RNC) 140. The core network includes a 
network interface on the radio network controller 140, the 
serving node 150, gateway node 160 and operator service 
network 170 (as part of the mobile data network). The exter 
nal network includes any suitable network. One suitable 
example for an external network is the internet 180, as shown 
in the specific example in FIG. 1. 

In mobile data network 100, user equipment 110 commu 
nicates via radio waves to a tower 120. User equipment 110 
may include any device capable of connecting to a mobile 
data network, including a mobile phone, a tablet computer, a 
mobile access card coupled to a laptop computer, etc. The 
tower 120 communicates via network connection to a bases 
tation 122. Each basestation 122 includes a NodeB 130, 
which communicates with the tower 120 and the radio net 
work controller 140. Note there is a fan-out that is not repre 
sented in FIG. 1. Typically there are tens of thousands of 
towers 120. Each tower 120 typically has a corresponding 
base station 122 with a NodeB 130 that communicates with 
the tower. However, network communications with the tens of 
thousands of base stations 130 are performed by hundreds of 
radio network controllers 140. Thus, each radio network con 
troller 140 can service many NodeBs 130 in basestations 122. 
There may also be other items in the network between the 
basestation 130 and the radio network controller 140 that are 
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not shown in FIG.1. Such as concentrators (points of concen 
tration) or RAN aggregators that Support communications 
with many basestations. 

The radio network controller 140 communicates with the 
serving node 150. In a typical 3G network, the serving node 
150 is an SGSN, which is short for Service GPRS Support 
Node, where GPRS stands for general packet radio service. 
The serving node 150 mediates access to network resources 
on behalf of mobile subscribers and implements the packet 
scheduling policy between different classes of quality of ser 
vice. It is also responsible for establishing the Packet Data 
Protocol (PDP) context with the gateway node 160 for a given 
subscriber session. The serving node 150 is responsible for 
the delivery of data packets from and to the basestations 
within its geographical service area. The tasks of the serving 
node 150 include packet routing and transfer, mobility man 
agement (attach/detach and location management), logical 
link management, and authentication and charging functions. 
The serving node 150 stores location information and user 
profiles of all subscribers registered with the serving node 
150. Functions the serving node 150 typically performs 
include GPRS tunneling protocol (GTP) tunneling of pack 
ets, performing mobility management as user equipment 
moves from one basestation to the next, and billing user data. 

In a typical 3G network, the gateway node 160 is a GGSN, 
which is short for gateway GPRS support node. The gateway 
node 160 is responsible for the interworking between the core 
network and external networks. From the viewpoint of the 
external networks 180, gateway node 160 is a router to a 
sub-network, because the gateway node 160 “hides the core 
network infrastructure from the external network. When the 
gateway node 160 receives data from an external network 
(such as internet 180) addressed to a specific subscriber, it 
forwards the data to the serving node 150 serving the sub 
scriber. For inactive Subscribers paging is initiated. The gate 
way node 160 also handles routing packets originated from 
the user equipment 110 to the appropriate external network. 
As anchor point the gateway node 160 supports the mobility 
of the user equipment 110. In essence, the gateway node 160 
maintains routing necessary to tunnel the network packets to 
the serving node 150 that services a particular user equipment 
110. 
The gateway node 160 converts the packets coming from 

the serving node 150 into the appropriate packet data protocol 
(PDP) format (e.g., IP or X.25) and sends them out on the 
corresponding external network. In the other direction, PDP 
addresses of incoming data packets from the external network 
180 are converted to the address of the subscriber's user 
equipment 110. The readdressed packets are sent to the 
responsible serving node 150. For this purpose, the gateway 
node 160 stores the current serving node address of the sub 
scriber and his or her profile. The gateway node 160 is respon 
sible for IP address assignment and is the default router for the 
subscriber's user equipment 110. The gateway node 160 also 
performs authentication, charging and Subscriber policy 
functions. One example of a subscriber policy function is 
“fair use” bandwidth limiting and blocking of particular traf 
fic types such as peer to peer traffic. Another example of a 
subscriber policy function is degradation to a 2G service level 
for a prepaid subscriber when the prepaid balance is zero. 
A next hop router located in the operator service network 

(OSN) 170 receives messages from the gateway node 160, 
and routes the traffic either to the operator service network 
170 or via an internet service provider (ISP) towards the 
internet 180. The operator service network 170 typically 
includes business logic that determines how the subscriber 
can use the mobile data network 100. The business logic that 
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6 
provides services to subscribers may be referred to as a 
“walled garden', which refers to a closed or exclusive set of 
services provided for Subscribers, including a carrier's con 
trol over applications, content and media on user equipment. 

Devices using mobile data networks often need to access 
an external network, such as the internet 180. As shown in 
FIG. 1, when a subscriber enters a request for data from the 
internet, that request is passed from the user equipment 110 to 
tower 120, to NodeB 130 in basestation 122, to radio network 
controller 140, to serving node 150, to gateway node 160, to 
operator service network 170, and to internet 180. When the 
requested data is delivered, the data traverses the entire net 
work from the internet 180 to the user equipment 110. The 
capabilities of known mobile data networks 100 are taxed by 
the ever-increasing Volume of data being exchanged between 
user equipment 110 and the internet 180 because all data 
between the two have to traverse the entire network. 
Some efforts have been made to offload internet traffic to 

reduce the backhaul on the mobile data network. For 
example, Some mobile data networks include a node called a 
HomeNodeB that is part of the radio access network. Many 
homes have access to high-speed Internet, such as Direct 
Subscriber Line (DSL), cable television, wireless, etc. For 
example, in a home with a DSL connection, the HomeNodeB 
takes advantage of the DSL connection by routing Internet 
traffic to and from the user equipment directly to the DSL 
connection, instead of routing the Internet traffic through the 
mobile data network. While this may be an effective way to 
offload Internet traffic to reduce backhaul, the HomeNodeB 
architecture makes it difficult to provide many mobile net 
work services such as lawful interception, mobility, and 
charging consistently with the 3G or 4G mobile data network. 

Referring to FIG. 2, a mobile data network 200 includes 
mechanisms that provide various services for the mobile data 
network in a way that is transparent to most of the existing 
equipment in the mobile data network. FIG. 2 shows user 
equipment 110, tower 120, NodeB 130, radio network con 
troller 140, serving node 150, gateway node 160, operator 
service node 170, and internet 180, the same as shown in FIG. 
1. The additions to the mobile data network 200 when com 
pared with the prior art mobile data network 100 in FIG. 1 
include the addition of three components that may provide 
mobile network services in the mobile data network, along 
with a network management mechanism to manage the three 
components. The mobile network services are performed by 
what is called hereina Mobile Internet Optimization Platform 
(MIOP), and the mobile network services performed by the 
Mobile Internet Optimization Platform are referred to herein 
as MIOP services. The three MIOP components that provide 
these mobile network services are shown in FIG. 2 as 
MIOP(a)NodeB 210, MIOP(a)RNC 220 and MIOP(aCore 
230. A network management system shown as MIOP(a)NMS 
240 manages the overall Solution by: 1) managing the func 
tion of the three MIOP components 210, 220 and 230; 2) 
determining which MIOP(a)NodeBs in the system aggregate 
to which MIOP(a)RNCs via the overlay network for perfor 
mance, fault and configuration management; and 3) monitor 
ing performance of the MIOP(a)NodeBs to dynamically 
change and configure the mobile network services. The 
MIOP(a)NodeB 210, MIOP(a)RNC 220, MIOP(aCore 230, 
MIOP(a)NMS 240, and the overlay network 250, and any 
subset of these, and are referred to herein as MIOP compo 
nentS. 

The mobile network services provided by MIOP(a)NodeB 
210, MIOP(a)RNC 220, and MIOP(aCore 230 include any 
Suitable services on the mobile data network, Such as data 
optimizations, RAN-aware services, subscriber-aware ser 
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vices, edge-based application serving, edge-based analytics, 
etc. All mobile network services performed by all of 
MIOP(a)NodeB 210, MIOP(a)RNC 220, and MIOP(aCore 
230 are included in the term MIOP services as used herein. In 
addition to the services being offer in the MIOP components 
MIOP(a)NodeB 210, MIOP(a)RNC 220, and MIOP(aCore 
230, the various MIOP services could also be provided in a 
cloud based manner. 
MIOP(a)NodeB210 includes a first service mechanism and 

is referred to as the "edge” based portion of the MIOP solu 
tion. MIOP(a)NodeB210 resides in the radio access network 
and has the ability to intercept all traffic to and from the 
NodeB 130. MIOP(a)NodeB 210 preferably resides in the 
base station 222 shown by the dotted box in FIG. 2. Thus, all 
data to and from the NodeB 130 to and from the radio network 
controller 140 is routed through MIOP(a)NodeB 210. 
MIOP(a)NodeB performs what is referred to herein as brea 
kout of data on the intercepted data stream. MIOP(a)NodeB 
monitors the signaling traffic between NodeB and RNC and 
on connection setup intercepts in particular the setup of the 
transport layer (allocation of the UDP Port, IP address or 
AAL2 channel). For registered sessions the breakout mecha 
nism 410 will be configured in a way that all traffic belonging 
to this UDP Port, IP address to AAL2 channel will be for 
warded to an data offload function. MIOP(a)NodeB210 thus 
performs breakout of data by defining a previously-existing 
path in the radio access network for non-broken out data, by 
defining a new second data path that did not previously exist 
in the radio access network for broken out data, identifying 
data received from a corresponding NodeB as data to be 
broken out, sending the data to be broken out on the second 
data path, and forwarding other data that is not broken out on 
the first data path. The signaling received by MIOP(a)NodeB 
210 from NodeB 130 is forwarded to RNC 140 on the existing 
network connection to RNC 140, even though the data traffic 
is broken out. Thus, RNC 140 sees the signaling traffic and 
knows the subscriber session is active, but does not see the 
user data that is broken out by MIOP(a)NodeB 210. 
MIOP(a)NodeB thus performs two distinct functions depend 
ing on the monitored data packets: 1) forward the data packets 
to RNC 140 for signaling traffic and user data that is not 
broken out (including voice calls); and 2) re-route the data 
packets for user data that is broken out. 
Once MIOP(a)NodeB 210 breaks out user data it can per 

form any suitable service based on the traffic type of the 
broken out data. Because the services performed by 
MIOP(a)NodeB 210 are performed in the radio access net 
work (e.g., at the basestation 222), the MIOP(a)NodeB 210 
can service the user equipment 110 much more quickly than 
can the radio network controller 140. In addition, by having a 
MIOP(a)NodeB 210 that is dedicated to a particular NodeB 
130, one MIOP(a)NodeB only needs to service those sub 
scribers that are currently connected via a single NodeB. The 
radio network controller, in contrast, which typically services 
dozens or even hundreds of basestations, must service all the 
Subscribers accessing all basestations it controls from a 
remote location. As a result, MIOP(a)NodeB is in a much 
better position to provide services that will improve the qual 
ity of service and experience for subscribers than is the radio 
network controller. 

Breaking out data in the radio access network by 
MIOP(a)NodeB 210 allows for many different types of ser 
vices to be performed in the radio access network. These 
services may include optimizations that are similar to opti 
mizations provided by known industry solutions between 
radio network controllers and the serving node. However, 
moving these optimizations to the edge of the mobile data 
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network will not only greatly improve the quality of service 
for subscribers, but will also provide a foundation for apply 
ing new types of services at the edge of the mobile data 
network, such as terminating machine-to-machine (MTM) 
traffic at the edge (e.g., in the basestation), hosting applica 
tions at the edge, and performing analytics at the edge. 
MIOP(a)RNC 220 includes a second service mechanism in 

mobile data network 200. MIOP(a)RNC 220 monitors all 
communication between the radio network controller 140 and 
serving node 150. The monitored communications are all 
communications to and from the radio network controller and 
the rest of the core network. MIOP(a)RNC 220 may provide 
one or more services for the mobile data network. 
MIOP(a)RNC 220 preferably makes the decision of whether 
or not to allow breakout of data. If MIOP(a)RNC 220 decides 
to breakout data for a given Subscriber session, it may send a 
message to MIOP(a)NodeB 210 authorizing breakout by 
MIOP(a)NodeB 210, or may decide to breakout the data at 
MIOP(a)RNC 220, depending on the configured breakout 
decision criteria and selected radio channel. Because mes 
sages to and from the core network establishing the PDP 
context for a given Subscriber session are monitored by 
MIOP(a)RNC 220, the decision of whether or not to breakout 
data resides in the MIOP(a)RNC 220. 
MIOP(aCore 230 includes a third service mechanism in 

the mobile data network 200. MIOP(a)Core 230 may include 
all the same services as MIOP(a)RNC 220, or any suitable 
subset of those services. If the decision is made not to provide 
services at MIOP(a)NodeB 210 or MIOP(a)RNC 220, these 
same services plus more Sophisticated services can be per 
formed at MIOP(aCore 230. Thus, mobile data network 200 
provides flexibility by allowing a decision to be made of 
where to perform which services. Because MIOP(a)NodeB 
210, MIOP(a)RNC 220 and MIOP(aCore 230 preferably 
include some of the same services, the services between 
components may interact (e.g., MIOP(a)NodeB and 
MIOP(aCore may interact to optimize TCP traffic between 
them), or the services may be distributed across the mobile 
data network (e.g., MIOP(a)NodeB performs breakout and 
provides services for high-speed traffic, MIOP(a)RNC per 
forms breakout and provides services for low-speed traffic, 
and MIOP(aCore provides services for non-broken out traf 
fic). The MIOP system architecture thus provides a very 
powerful and flexible solution, allowing dynamic configuring 
and reconfiguring on the fly of which services are performed 
by the MIOP components and where. In addition, these ser 
vices may be implemented taking advantage of existing infra 
structure in a mobile data network. 
MIOP(a)NMS 240 is a network management system that 

monitors and controls the functions of MIOP(a)NodeB 210, 
MIOP(a)RNC 220, and MIOP(aCore 230. MIOP(a)NMS 240 
preferably includes MIOP internal real-time or near real-time 
performance data monitoring to determine if historical or 
additional regional dynamic changes are needed to improve 
services on the mobile data network 200. MIOP(a)NMS 240 
provides a user interface that allows a system administrator to 
operate and to configure how the MIOP components 210, 220 
and 230 function. 
The overlay network 250 allows MIOP(a)NodeB 210, 

MIOP(a)RNC 220, MIOP(aCore 230, and MIOP(a)NMS 240 
to communicate with each other. The overlay network 250 is 
preferably a virtual private network primarily on an existing 
physical network in the mobile data network. Thus, while 
overlay network 250 is shown in FIG. 2 separate from other 
physical network connections, this representation in FIG. 2 is 
a logical representation. 
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FIG. 3 shows one suitable implementation of a physical 
network and the overlay network in a sample mobile data 
system. The existing physical network in the mobile data 
network before the addition of the MIOP(a)NodeB 210, 
MIOP(a)RNC 220, and MIOP(a)Core 230 is shown by the 
solid lines with arrows. This specific example in FIG. 3 
includes many NodeBs, shown in FIG. 1 as 130A, 130B, 
130C, ..., 130N. Some of the NodeBs have a corresponding 
MIOP(a)NodeB. FIG.3 illustrates that MIOP(a)NodeBs (such 
as 210A and 210N) can be placed in a basestation with its 
corresponding NodeB, or can be placed upstream in the net 
work after a point of concentration (such as 210A after POC3 
310). FIG.3 also illustrates that a single MIOP(a)NodeB such 
as MIOP(a)NodeB1210A can service two different NodeBs, 
such as NodeB1130A and NodeB2 130B. Part of the overlay 
network is shown by the dotted lines between 
MIOP(a)NodeB1 210A and second point of concentration 
POC2320, between MIOP(a)NodeB3 210C and POC3 315, 
between MIOP(a)NodeBN210N and POC3315, and between 
POC3 315 and POC2320. Note the overlay network in the 
radio access network portion is a virtual private network that 
is implemented on the existing physical network connections. 
The overlay network allows the MIOP(a)NodeBs 210A, 210C 
and 210N to communicate with each other directly, which 
makes some services possible in the mobile data network 200 
that were previously impossible. FIG. 3 shows 
MIOP(a)NodeB1 210A connected to a second point of con 
centration POC2 320. The broken arrows coming in from 
above at POC2 320 represent connections to other NodeBs, 
and could also include connections to other MIOP(a)NodeBs. 
Similarly, POC2320 is connected to a third point of concen 
tration POC1 330, with possibly other NodeBs or 
MIOP(a)NodeBs connected to POC1. The RNC 140 is shown 
connected to POC1330, and to a first router RT1 340 in the 
core network. The router RT1 340 is also connected to the 
SGSN 150. While not shown in FIG. 3 for the sake of sim 
plicity, it is understood that SGSN in FIG. 3 is also connected 
to the upstream core components shown in FIG. 2, including 
GGSN 160, OSN 170 and internet 180. 
As shown in FIG. 3, the overlay network from the NodeBs 

to POC1 330 is a virtual private network implemented on 
existing physical network connections. However, the overlay 
network requires a second router RT2 350, which is con 
nected via a physical network connection 360 to POC1330, 
and is connected via physical network connection 370 to 
MIOP(a)RNC 220. This second router RT2 350 may be a 
separate router, or may be a router implemented within 
MIOP(a)RNC 220. MIOP(a)RNC 220 is also connected to 
router RT1340 via a physical network connection 380, and is 
also connected to MIOP(aCore 230. Physical connection 380 
in FIG. 3 is shown in a line with short dots because it is not 
part of the pre-existing physical network before adding the 
MIOP components (arrows with solid lines) and is not part of 
the overlay network (arrows with long dots). Note the con 
nection from MIOP(a)RNC 220 to MIOP(aCore 230 is via 
existing physical networks in the core network. 
We can see from the configuration of the physical network 

and overlay network in FIG. 3 that minimal changes are 
needed to the existing mobile data network to install the 
MIOP components. The most that must be added is one new 
router 350 and three new physical network connections 360, 
370 and 380. Once the new router 350 and new physical 
network connections 360, 370 and 380 are installed, the 
router 350 and MIOP components are appropriately config 
ured, and the existing equipment in the mobile data network 
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10 
is configured to Support the overlay network, the operation of 
the MIOP components is completely transparent to existing 
network equipment. 
As can be seen in FIG. 3, data on the overlay network is 

defined on existing physical networks from the NodeBs to 
POC1. From POC1 the overlay network is on connection360 
to RT2 350, and on connection 370 to MIOP(a)RNC 220. 
Thus, when MIOP(a)NodeB 210 in FIG. 2 needs to send a 
message to MIOP(a)RNC 220, the message is sent by sending 
packets via a virtual private network on the physical network 
connections to POC1, then to RT2350, then to MIOP(a)RNC 
220. Virtual private networks are well-known in the art, so 
they are not discussed in more detail here. 

Referring to FIG. 4, MIOP(a)NodeB 210 preferably 
includes a breakout mechanism 410, an edge service mecha 
nism 430, and an overlay network mechanism 440. The brea 
kout mechanism 410 determines breakout preconditions 420 
that, when satisfied, allow breakout to occur at this edge 
location. Breakout mechanism 410 in MIOP(a)NodeB 210 
communicates with the breakout mechanism 510 in 
MIOP(a)RNC 220 shown in FIG. 5 to reach a breakout deci 
Sion. The breakout mechanism 410, after receiving a message 
from MIOP(a)RNC 220 authorizing breakout on connection 
setup intercepts in particular the setup of the transport layer 
(allocation of the UDP Port, IP address or AAL2 channel). 
For authorized sessions the breakout mechanism 410 will be 
configured in away that all traffic belonging to this UDP Port, 
IP address to AAL2 channel will be forwarded to a data 
offload function. Fortraffic that should not be broken out, the 
breakout mechanism 410 sends the data on the original data 
path in the radio access network. In essence, MIOP(a)NodeB 
210 intercepts all communications to and from the basesta 
tion 130, and can perform services “at the edge', meaning at 
the edge of the radio access network that is close to the user 
equipment 110. By performing services at the edge, the Ser 
vices to subscribers may be increased or optimizes without 
requiring hardware changes to existing equipment in the 
mobile data network. 
The breakout mechanism 410 preferably includes breakout 

preconditions 420 that specify one or more criterion that must 
be satisfied before breakout of data is allowed. One suitable 
example of breakout preconditions is the speed of the chan 
nel. In one possible implementation, only high-speed chan 
nels will be broken out at MIOP(a)NodeB210. Thus, breakout 
preconditions 420 could specify that subscribers on high 
speed channels may be broken out, while subscribers on 
low-speed channels are not broken out at MIOP(a)NodeB 
210. When the breakout preconditions 420 are satisfied, the 
MIOP(a)NodeB 210 registers the subscriber session with 
MIOP(a)RNC 220. This is shown in method 800 in FIG. 8. 
MIOP(a)NodeB 210 intercepts and monitors network traffic 
to and from NodeB (basestation) (step 810). When the traffic 
does not satisfy the breakout preconditions (step 820-NO), 
method 800 returns to step 810. When the traffic satisfies the 
breakout conditions (step 820=YES), MIOP(a)NodeB 210 
sends a message to MIOP(a)RNC 220 on the overlay network 
250 to register the subscriber session for breakout (step 830). 
With the subscriber session registered with MIOP(a)RNC 
220, the MIOP(a)RNC 220 will determine whether or not to 
breakout data for the subscriber session, and where the brea 
kout is done, as explained in more detail below. 

Referring back to FIG. 4, MIOP(a)NodeB 210 also 
includes an edge service mechanism 430. The edge service 
mechanism 430 provides one or more services for the mobile 
data network 200. The edge service mechanism 430 may 
include any suitable service for the mobile data network 
including without limitation caching of data, data or video 
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compression techniques, push-based services, charging, 
application serving, analytics, security, data filtering, new 
revenue-producing services, etc. The edge service mecha 
nism is the first of three service mechanisms in the MIOP 
components. While the breakout mechanism 410 and edge 
service mechanism 430 are shown as separate entities in FIG. 
4, the first service mechanism could include both breakout 
mechanism 410 and edge service mechanism 430. 
MIOP(a)NodeB 210 also includes an overlay network 

mechanism 440. The overlay network mechanism 440 pro 
vides a connection to the overlay network 250 in FIG. 2, 
thereby allowing MIOP(a)NodeB 210 to communicate with 
MIOP(a)RNC 220, MIOP(aCore 230, and MIOP(a)NMS 
240. As stated above, the overlay network 250 is preferably a 
virtual private network primarily on an existing physical net 
work in the mobile data network 200. 

Referring to FIG. 5, MIOP(a)RNC 220 preferably includes 
a breakout mechanism 510, an RNC service mechanism 540, 
an overlay network mechanism 550, and business intelli 
gence 560. Breakout mechanism 510 includes breakout cri 
teria 520 that specifies one or more criterion that, when sat 
isfied, allows breakout of data. Subscriber registration 
mechanism 530 receives messages from MIOP(a)NodeB210, 
and registers subscriber sessions for which the breakout pre 
conditions 420 in MIOP(a)NodeB210 are satisfied. When the 
breakout mechanism 510 determines the breakout criteria 
520 is satisfied, the breakout mechanism 510 will then deter 
mine where the breakout should occur. When the breakout 
can occurat MIOP(a)NodeB210, the MIOP(a)RNC 220 sends 
a message to MIOP(a)NodeB210 on the overlay network 250 
authorizing breakout at MIOP(a)NodeB210. When the brea 
kout should occur at MIOP(a)RNC 220, the breakout mecha 
nism 510 in MIOP(a)RNC 220 performs the breakout as well 
for the traffic remaining then). This is shown in more detail in 
method 1000 in FIG. 10. MIOP(a)RNC monitors network 
traffic between the radio network controller 140 and the serv 
ing node 150 (step 1010). When the traffic does not satisfy the 
breakout criteria (step 1020-NO), method 1000 loops back to 
step 1010. When the network traffic satisfies the breakout 
criteria (step 1020=YES), the breakout mechanism 510 deter 
mines whether the subscriber session is registered for break 
out (step 1030). A subscriber session is registered for break 
out when the MIOP(a)NodeB 210 determined the traffic 
satisfied the breakout preconditions and registered the sub 
scriber session for breakout, as shown in FIG.8. Returning to 
FIG. 10, when the subscriber is registered for breakout (step 
1030=YES), MIOP(a)RNC 220 sends a message via the over 
lay network 250 to MIOP(a)NodeB210 authorizing breakout 
of traffic for the subscriber session (step 1040). 
MIOP(a)NodeB 210 may then breakout traffic for the sub 
scriber session (step 1050). When the subscriber is not regis 
tered for breakout (step 1030-NO), method 1000 checks to 
see if MIOP(a)RNC is going to do breakout (step 1060). If not 
(step 1060-NO), method 1000 is done. When MIOP(a)RNC 
is going to do breakout (step 1060=YES), the traffic is then 
broken out at MIOP(a)RNC (step 1070). 

In one specific example, the breakout preconditions 
specify only high-speed channels are broken out at 
MIOP(a)NodeB 210, and when the breakout preconditions 
are satisfied, the subscriber session is registered for breakout, 
as shown in FIG. 8. FIG. 10 illustrates that even when the 
breakout preconditions are not satisfied, breakout can still be 
performed at MIOP(a)RNC 220. Thus, even if the subscriber 
session is on a low-speed channel, if all the other breakout 
criteria are satisfied, breakout of the low-speed channel may 
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12 
be performed at MIOP(a)RNC 220. The mobile data network 
200 thus provides great flexibility in determining when to do 
breakout and where. 

Referring back to FIG. 5, the RNC service mechanism 540 
provides one or more services for the mobile data network. 
RNC service mechanism 540 is the second of three service 
mechanisms in the MIOP components. The RNC service 
mechanism 540 may include any suitable service for the 
mobile data network, including without limitation caching of 
data, data or video compression techniques, push-based ser 
Vices, charging, application serving, analytics, security, data 
filtering, new revenue-producing services, etc. 

While the breakout mechanism 510 and RNC Service 
mechanism 540 are shown as separate entities in FIG. 5, the 
second service mechanism could include both breakout 
mechanism 510 and RNC service mechanism 540. The over 
lay network mechanism 550 is similar to the overlay network 
mechanism 440 in FIG. 4, providing a logical network con 
nection to the other MIOP components on the overlay net 
work 250 in FIG. 2. MIOP(a)RNC 220 also includes business 
intelligence 560, which includes: 

1) historical subscriber information received from the 
mobile data network over time, such as mobility and 
location, Volumes, traffic types, equipment used, etc. 

2) network awareness, including NodeB load states, Ser 
vice area code, channel type, number of times channel 
type switching occurred for a PDP session, serving cell 
ID, how many cells and their IDs are in the active set, 
PDP context type, PDP sessions per subscriber, session 
duration, data consumption, list of Uniform Resource 
Locators (URLs) browsed for user classification, top 
URL browsed, first time or repeat user, entry point? 
referral URLs for a given site, session tracking, etc. 

3) association of flow control procedures between NodeB 
and RNC to subscribers. 

The business intelligence 560 may be instrumented by the 
RNC service mechanism 540 to determine when and what 
types of MIOP services to perform for a given subscriber. For 
example, services for a Subscriber on a mobile phone may 
differ when compared to services for a subscriber using a 
laptop computer to access the mobile data network. In another 
example, voice over internet protocol (VOIP) session could 
have the data broken out. 

Referring to FIG. 6, the MIOP(aCore 230 includes a core 
service mechanism 610 and an overlay network mechanism 
620. Core service mechanism 610 provides one or more ser 
vices for the mobile data network. Core service mechanism 
610 is the third of three service mechanisms in the MIOP 
components. The core service mechanism 610 may include 
any suitable service for the mobile data network, including 
without limitation caching of data, data or video compression 
techniques, push-based services, charging, application serv 
ing, analytics, security, data filtering, new revenue-producing 
services, etc. In one specific implementation, the 
MIOP(a)Core 230 is an optional component, because all 
needed services could be performed at MIOP(a)NodeB 210 
and MIOP(a)RNC 220. In an alternative implementation, 
MIOP(aCore 230 performs some services, while 
MIOP(a)RNC performs others or none. The overlay network 
mechanism 620 is similar to the overlay network mechanisms 
440 in FIG. 4 and 550 in FIG. 5, providing a logical network 
connection to the other MIOP components on the overlay 
network 250 in FIG. 2. 

Referring to FIG. 7, the MIOP(a)NMS 240 is a network 
management system that monitors and manages performance 
of the mobile data network 200, and controls the function of 
MIOP(a)NodeB 210, MIOP(a)RNC 220, and MIOP(aCore 
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230. MIOP(a)NMS 240 preferably includes a network moni 
toring mechanism 710, a performance management mecha 
nism 720, a security management mechanism 730, and a 
configuration management mechanism 740. The network 
monitoring mechanism 710 monitors network conditions, 
such as alarms, in the mobile data network 200. The perfor 
mance management mechanism 720 can enable, disable or 
refine certain services by Supporting the execution of services 
in real-time or near real-time, such as services that gather 
information to assess customer satisfaction. The security 
management mechanism 730 manages security issues in the 
mobile data network, Such as intrusion detection or additional 
data privacy. The configuration management mechanism 740 
controls and manages the configuration of MIOP(a)NodeB 
210, MIOP(a)RNC 220, and MIOP(aCore 230 in a way that 
allows them to dynamically adapt to any suitable criteria, 
including data received from the network monitoring mecha 
nism, time of day, information received from business intel 
ligence 560, etc. 

FIG.9 shows sample breakout criteria 520 shown in FIG.5 
and used in step 1020 in FIG. 10. Suitable breakout criteria 
520 includes access point name, user equipment identifier, 
user equipment type, quality of service, SubscriberID, mobile 
country code, and mobile network code. For example, brea 
kout criteria 520 could specify to perform MIOP services for 
the operator's subscribers, and not to perform MIOP services 
for roamers. In another example, the breakout criteria 520 
could specify to break out only video requests. A static brea 
kout decision will be performed during PDP Context Activa 
tion. Based on IP flows (e.g. shallow packet inspection of the 
IP5 tuple) only specific IP flows maybe identified and broken 
out dynamically within that PDP subscriber session (e.g., 
VOIP traffic), as discussed in more detail below with respect 
to FIG. 11. Breakout criteria 520 expressly extends to any 
Suitable criteria for making the breakout decision. 

Referring again to FIG. 10, when the traffic satisfies the 
breakout criteria (step 1020 YES), and the subscriber ses 
sion is registered for breakout (step 1030=YES), 
MIOP(a)RNC sends a message to MIOP(a)NodeB authoriz 
ing breakout of traffic for this subscriber session (step 1040). 
In response, MIOP(a)NodeB begins decrypting the bearer, 
examining the signaling and user IP traffic tunneled through 
it and may breakout the traffic for this subscriber session (step 
1050). Note, however, MIOP(a)NodeB may still decide not to 
breakout all traffic based on other criteria, such as type of IP 
request the destination of the traffic or the ISO Layer 7 Appli 
cation of the decrypted user traffic. Determination of the 
Application may be performed simply by inspection of the IP 
5-tuple or optionally via inspection at layer 7 using Deep 
Packet Inspection (DPI) techniques. This is shown in the 
specific example in FIG. 11. Method 1050 in FIG. 11 is one 
suitable implementation of step 1050 in FIG. 10. 
MIOP(a)NodeB monitors IP requests from the subscriber 
(step 1110). When the user traffic IP request matches a speci 
fied type criteria (step 1120 YES), the IP session is broken 
out for the subscriber (step 1130). When the IP request does 
not match a specified criteria type (step 1120-NO), no brea 
kout is performed. For example, let's assume that IP requests 
to access video over the RTP layer 7 Application Protocol are 
broken out so the video data may be cached in 
MIOP(a)NodeB 210, but other requests, such as Google 
searches, are not. The MIOP(a)NodeB monitors the IP 
requests from the subscriber (step 1110), and when the sub 
scriber session IP request carries RTP traffic is for a video file 
(step 1120YES), the IP session is broken out (step 1130). 
Otherwise, the IP session is not broken out at MIOP(a)NodeB. 
This is one simple example to illustrate additional flexibility 
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14 
and intelligence within MIOP(a)NodeB that may determine 
whether or not to perform breakout for a given subscriber 
session at the MIOP(a)NodeB after being authorized by 
MIOP(a)RNC to perform breakout for that subscriber session. 
Any suitable criteria could be used to determine what to 
breakout and when at MIOP(a)NodeB once MIOP(a)NodeB 
has been authorized for breakout in step 1040 in FIG. 10. 

Referring to FIG. 12, method 1200 shows a method for 
determining when to run MIOP services. The Packet Data 
Protocol (PDP) activation context for a subscriber is moni 
tored (step 1210). A PDP activation context is established 
when user equipment 110 connects to tower 120 and the 
subscriber runs an application that triggers the PDP activation 
procedure. The core network will determine the subscriber, 
and perhaps corresponding user equipment. When MIOP ser 
vices are allowed (step 1220=YES), services for this sub 
scriber session are run (step 1230) upon the arrival of data 
from the subscriber. When MIOP services are not allowed 
(step 1220-NO), no MIOP services are run. In one simple 
example, MIOP services in the mobile data network are 
allowed for authorized subscribers, but are not allowed for 
subscribers from a different wireless company that are roam 
1ng. 
MIOP services may require communicating between 

MIOP components on the overlay network. Referring to FIG. 
13, a method 1300 shows communications by 
MIOP(a)NodeB when MIOP services are running (step 
1310). When the edge service mechanism requires commu 
nication with MIOP(a)RNC (step 1320=YES), 
MIOP(a)NodeB exchanges messages with MIOP(a)RNC over 
the overlay network (step 1330). When the edge service 
mechanism requires communication with MIOP(a)Core (step 
1340=YES), MIOP(a)NodeB exchanges messages with 
MIOP(aCore over the overlay network (step 1350). The over 
lay network thus allows the various MIOP components to 
communicate with each other when MIOP services are run 
n1ng. 

FIG. 14 shows a method 1400 that shows communications 
by MIOP(a)RNC when MIOP services are running (step 
1410). When the RNC service mechanism requires commu 
nication with MIOP(a)NodeB (step 1420=YES), 
MIOP(a)RNC exchanges messages with MIOP(a)NodeB over 
the overlay network (step 1430). When the RNC service 
mechanism requires communication with MIOP(a)Core (step 
1440-YES), MIOP(a)RNC exchanges messages with 
MIOP(aCore over the overlay network (step 1450). 

FIG. 15 shows a method 1500 that shows communications 
by MIOP(a)Core when MIOP services are running (step 
1510). When the core service mechanism requires communi 
cation with MIOP(a)NodeB (step 1520=YES), MIOP(aCore 
exchanges messages with MIOP(a)NodeB over the overlay 
network (step 1530) relayed via MIOP(a)RNC. When the core 
service mechanism requires communication with 
MIOP(a)RNC (step 1540=YES), MIOP(aCore exchanges 
messages with MIOP(a)RNC over the overlay network (step 
1550). 
FIG.16 shows a method 1600 that is preferably performed 

by MIOP(a)NMS 240 in FIGS. 2 and 7. The performance and 
efficiency of the MIOP components that perform MIOP ser 
vices are monitored (step 1610). The MIOP components that 
perform MIOP services may include MIOP(a)NodeB 210, 
MIOP(a)RNC 220, and MIOP(aCore 230, assuming all of 
these components are present in the mobile data network 200. 
When performance may be improved (step 1620=YES), the 
performance of the MIOP components is adjusted (if imple 
mented and applicable) by sending one or more network 
messages via the overlay network (step 1630). Note also a 
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human operator could also manually reconfigure the MIOP 
components to be more efficient. 

Referring to FIG. 17, implementations for MIOP(a)NodeB 
210 and MIOP(a)RNC 220 are shown by way of example. 
Other implementations are possible within the scope of the 
disclosure and claims herein. User equipment 110 is con 
nected to NodeB 130. Note the antenna 120 shown in FIG. 2 
is not shown in FIG. 17, but is understood to be present to 
enable the communication between user equipment 110 and 
NodeB 130. MIOP(a)NodeB 210 includes an edge cache 
mechanism 1730, which is one suitable example of edge 
service mechanism 430 in FIG. 4. MIOP(a)NodeB 210 
includes an interface referred to herein as IuB Data Offload 
Gateway (IuB DOGW) 1710. This gateway 1710 implements 
the breakout mechanism 410 according to one or more speci 
fied breakout preconditions 420 shown in FIG. 4. IuBDOGW 
1710 includes a switching application 1740, an offload data 
handler 1750, and an RNC channel handler 1760. The switch 
ing application 1740 is responsible for monitoring data pack 
ets received from NodeB 130, forwarding the broken outdata 
packets to the offload data handler according to its configu 
ration, and relaying the non-broken out data packets and 
control system flows to the RNC 140 via the original connec 
tions in the RAN. While switching application 1740 is shown 
as two separate boxes in FIG. 17, this is done to visually 
indicate the switching application 1740 performs switching 
on two different interfaces, the network interface and overlay 
network interface, but the switching application 1740 is pref 
erably a single entity. 
When a breakout decision is made and MIOP(a)RNC 220 

sends a message to MIOP(a)NodeB210 authorizing breakout 
(see step 1040 in FIG. 10), when MIOP(a)NodeB decides to 
breakout specified user data, the specified user data received 
by the switching application 1740 from NodeB 130 is broken 
out, which means the switching application 1740 routes the 
specified user data to the offload data handler 1750 so the 
broken out data is routed to the data path defined for breakout 
data. The offload data handler 1750 may send the data to the 
edge cache mechanism 1730 for processing, which can route 
the data directly to MIOP(a)RNC 220 via the overlay network, 
as shown by the path with arrows going from NodeB 130 to 
MIOP(a)RNC 220. 

User data that is not broken out and signaling traffic is 
routed directly back by the switching application 1740 to 
RNC. In this manner, non-broken out data and signaling 
traffic passes through the IuB DOGW 1710 to RNC 140, 
while broken out data is routed by the IuB DOGW 1710 to a 
different destination. Note that edge cache mechanism 1730 
may send messages to MIOP(a)RNC 220 as shown in FIG. 17. 
but the broken out messages themselves are not sent to 
MIOP(a)RNC 220. 
MIOP(a)RNC 220 includes an interface referred to herein 

as IuPS data offload gateway (IuPS DOGW) 1770. IuPS DO 
GW 1770 forwards all signaling and non-broken out data 
traffic from RNC 140 to SGSN 150 via the GTP tunnel. IuPS 
DOGW 1770 includes the breakout mechanism 510, breakout 
criteria 520 and subscriber registration mechanism 530 
shown in FIG.5 and discussed above with reference to FIG.5. 
IuPS DOGW 1770 may exchange messages with IuBDOGW 
1710 via the overlay network to perform any needed service 
in MIOP(a)NodeB 210 or MIOP(a)RNC 220. For the specific 
implementation shown in FIG. 17, while the IuPS DOGW 
1770 in MIOP(a)RNC 220 does not include an offload data 
handler, the IuPS DOGW 1770 could include an offload data 
handler and Switching application similar to those shown in 
MIOP(a)NodeB 210 when MIOP(a)RNC 220 also needs to 
perform breakout of data. 
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The IuPS DOGW 1770 includes an RNC channel handler 

1780. The RNC channel handlers 1760 in MIOP(a)NodeB 
210 and 1780 in MIOP(a)RNC 220 monitor data traffic to and 
from RNC 140 related to a broken out subscriber session and 
provide a keep-alive channel maintenance mechanism. 

Specific methods are shown in FIGS. 18-21 that illustrate 
how the specific implementation in FIG. 17 could be used. 
FIGS. 18 and 19 show a method 1800 for setting up breakout 
of data. The UE sends a connection request to the RNC (step 
1810). The RNC sets up a radio link via NodeB (step 1815). 
The RNC then sets up a network connection with NodeB (step 
1820). The UE and SGSN then communicate for the attach 
and authentication procedure (step 1825). IuB DOGW 
detects the leading message in the attach and authentication 
procedure, and registers the subscriber session with IuPS 
DOGW when preconditions are fulfilled (e.g. UE is capable 
to carry high speed traffic) (step 1830). During the attach and 
authentication procedure, IuPS DOGW monitors the security 
context sent from SGSN to RNC (step 1835). IuPS DOGW 
then sends keys to IuB DOGW (step 1840). These keys are 
needed to decipher (decrypt) the upcoming signaling and 
uplink user data and to cipher (encrypt) the downlink user 
data. UE then requests PDP context activation to SGSN (step 
1845). In response, SGSN sets up a network tunnel to RNC 
(step 1850). IuPS DOGW monitors network tunnel setup 
from SGSN to RNC and makes a decision breakout-YES 
(step 1855). IuPS DOGW sends a message to IuB DOGW 
indicating breakout YES (step 1860). Continuing on FIG. 
19, SGSN sends an RAB assignment request to UE (step 
1865). IuPS DOGW detects the RAB assignment request 
from SGSN to UE and replaces the SGSN transport address 
with IuPS DOGW transport address (step 1870). IuPS 
DOGW sends a message to MIOP(aCore indicating 
breakout-YES (step 1875). RNC communicates with NodeB 
and UE to (re) configure signaling and data radio bearer (step 
1880). RNC acknowledges to SGSN when RAB assignment 
is complete (step 1885). SGSN accepts PDP context activa 
tion by sending a message to UE (step 1890). UE and SGSN 
may then exchange data for the PDP context (step 1895). 

Referring to FIG. 20, a method 2000 begins by establishing 
a PDP context (step 2010). Method 1800 in FIGS. 18 and 19 
include the detailed steps for establishing a PDP context. 
When breakout-YES, RAB assignment requests from SGSN 
to RNC are monitored by IuPS DOGW (step 2020). IuPS 
DOGW modifies any RAB assignment requests from SGSN 
to RNC to replace the SGSN transport address in the RAB 
assignment request with the IuPS DOGW transport address 
(step 2030) in case of matching breakout criteria during PDP 
context activation procedure. The Switching application on 
IuBDOGW is configured upon the RAN transport layer setup 
to identify based on IP addresses and ports the broken out 
traffic and forwards this traffic to the Offload data handler 
1765, and forwards non-broken out traffic and control system 
data flows to the RNC (step 2040). 

Referring to FIG. 21, a method 2100 begins when NodeB 
sends data towards RNC (step 2110). The switching applica 
tion in IuB DOGW redirects the broken out traffic to the edge 
service mechanism (step 2120). Such as edge cache mecha 
nism 1730 in FIG. 17. The switching application also for 
wards non-broken out data and signaling data to the RNC 
(step 2130) via the original RAN connections. The RNC can 
still receive data for non-broken out traffic from 
MIOP(a)NodeB when breakout-YES (step 2140). The RNC 
then sends non-broken out traffic from MIOP(a)NodeB from 
UE when breakout-YES to IuPS DOGW transport address 
specified in RAB assignment request (step 2150). 
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A simple example is now provided for the specific imple 
mentation in FIG. 17 to show how data can be cached and 
delivered by MIOP(a)NodeB 210. Referring to FIG. 22. 
method 2200 represents steps performed in the implementa 
tion in FIG. 17 for a cache miss. UE sends a data request to 
NodeB (step 2210). NodeB sends the data request to IuB 
DOGW (step 2215). We assume the requested data meets the 
offload criteria at MIOP(a)NodeB (step 2220), which means 
MIOP(a)NodeB has been authorized to perform breakout and 
has determined this requested data should be broken out. IuB 
DOGW sends the data request to the edge cache mechanism 
(step 2225). We assume the data is not present in the edge 
cache mechanism, so due to the cache miss, the edge cache 
mechanism sends the data request back to IuB DOGW (step 
2230). IuB DOGW then forwards the data request to 
MIOP(a)RNC via the overlay network (step 2235). In the 
worst case the content is not cached on MIOP(a)RNC or 
MIOP(aCore, MIOP(a)RNC routes the data request to via the 
overlay network to the MIOP(a)Core, which passes the data 
request up the line to the internet, which delivers the 
requested data to MIOP(a)Core, which delivers the requested 
data via the overlay network to MIOP(a)RNC (step 2240). 
IuPS DOGW then sends the requested data to IuB DOGW 
(step 22.45). IuB DOGW then sends the requested data to the 
edge cache mechanism (step 2250). The edge cache mecha 
nism caches the requested data (step 2255). The edge cache 
mechanism sends the requested data to IuB DOGW (step 
2260). The offload data handler in IuB DOGW sends the 
requested data to NodeB (step 2265). NodeB then sends the 
requested data to UE (step 2270). At this point, method 2200 
is done. 
Method 2300 in FIG. 23 shows the steps performed for a 

cache hit in the specific implementation in FIG. 17. The UE 
sends the data request to NodeB (step 2310). NodeB sends the 
data request to IuB DOGW (step 2320). The requested data 
meets the offload criteria at MIOP(a)NodeB (step 2330). IuB 
DOGW sends the data request to the edge cache mechanism 
(step 2340). Due to a cache hit, the edge cache mechanism 
sends the requested data from the cache to IuB DOGW (step 
2350). The offload data handler in IuB DOGW sends the 
requested data to NodeB (step 23.60). Node B then sends the 
requested data to UE (step 2370). Method 2300 shows a great 
advantage in caching data at MIOP(a)NodeB. With data 
cached at MIOP(a)NodeB, the data may be delivered to the 
user equipment without any backhaul on the core network. 
The result is reduced network congestion in the core network 
while improving quality of service to the subscriber. 

The methods shown in FIGS. 18-23 provide detailed steps 
for the specific implementation in FIG. 17. Other implemen 
tations may have detailed steps that are different than those 
shown in FIGS. 18-23. These are shown by way of example, 
and are not limiting of the disclosure and claims herein. 
The architecture of the MIOP system allows services to be 

layered or nested. For example, the MIOP system could deter 
mine to do breakout of high-speed channels at 
MIOP(a)NodeB, and to do breakout of low-speed channels at 
MIOP(a)RNC. In anotherexample, MIOP(a)NodeB may have 
a cache, MIOP(a)RNC may also have a cache, and 
MIOP(aCore may also have a cache. If there is a cache miss 
at MIOP(a)NodeB, the cache in MIOP(a)RNC could be 
checked, followed by checking the cache in MIOP(aCore. 
Thus, decisions can be dynamically made according to vary 
ing conditions of what data to cache and where. 

To support the MIOP services that are possible with the 
mobile data network 200 shown in FIG. 2, the preferred 
configuration of MIOP(a)NodeB 210 is a combination of 
hardware and software. The preferred configuration of 
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MIOP(a)RNC 220 is also a combination of hardware and 
software. The preferred configuration of MIOP(aCore 230 is 
Software only, and can be run on any suitable hardware in the 
core network. The referred configuration of MIOP(a)NMS 
240 is software only, and can also be run on any Suitable 
hardware in the core network. 

In the most preferred implementation, the various func 
tions of MIOP(a)NodeB 210, MIOP(a)RNC 220, 
MIOP(aCore 230, and MIOP(a)NMS 240 are performed in a 
manner that is nearly transparent to existing equipment in the 
mobile data network. Thus, the components in prior art 
mobile data network 100 that are also shown in the mobile 
data network 200 in FIG. 2 have no knowledge of the exist 
ence of the various MIOP components, with the exception of 
existing routers that may need to be updated with routing 
entries corresponding to the MIOP components. The MIOP 
services are provided by the MIOP components in a way that 
requires no changes to hardware and only minor changes to 
Software (i.e., new router entries) in any existing equipment in 
the mobile data network, thereby making the operation of the 
MIOP components transparent to the existing equipment 
once the MIOP components are installed and configured. The 
result is a system for upgrading existing mobile data networks 
as shown in FIG. 1 in a way that does not require extensive 
hardware or software changes to the existing equipment. The 
MIOP services herein can thus be performed without requir 
ing significant capital expenditures to replace or reprogram 
existing equipment. 

Referring to FIG. 24, one suitable hardware architecture 
for MIOP(a)NodeB 2410 is shown. MIOP(a)NodeB 2410 is 
one specific implementation for MIOP(a)NodeB 210 shown 
in FIGS. 2, 4 and 17. MIOP(a)NodeB 2410 is one suitable 
example of a breakout component that may be incorporated 
into an existing mobile data network. The specific architec 
ture was developed based on a balance between needed func 
tion and cost. The hardware components shown in FIG. 24 
may be common off-the-shelf components. They are inter 
connected and programmed in a way to provided needed 
function while keeping the cost low by using off-the-shelf 
components. The hardware components shown in FIG. 24 
include a system controller 2412, a service processor 2420, a 
security subsystem 2430, and a telco breakout subsystem 
2450. In one suitable implementation for MIOP(a)NodeB 
2410 shown in FIG. 24, the system controller 2412 is an x86 
system. The service processor 2420 is an IBM Integrated 
Management Module version 2 (IMMv2). The security sub 
system 2430 includes an ATMEL processor and a non-vola 
tile memory such as a battery-backed RAM for holding keys. 
The telco breakout system 2450 performs the breakout func 
tions for MIOP(a)NodeB 2410. In this specific implementa 
tion, the x86 and IMMv2 are both on a motherboard that 
includes a Peripheral Component Interconnect Express 
(PCIe) slot. A riser card plugged into the PCIe slot on the 
motherboard includes the security subsystem 2430, along 
with two PCIe slots for the telco breakout system 2450. The 
telco breakout system 2450 may include a telco card and a 
breakout card that performs breakout as described in detail 
above with respect to FIG. 17. 
One suitable x86 processor that could serve as system 

controller 2412 is the Intel Xeon E3-1220 processor. One 
suitable service processor 2420 is an IBM Renassas SH7757, 
but other known service processors could be used. One suit 
able processor for the security subsystem 2430 is an ATMEL 
processor UC3L064, and one suitable non-volatile memory 
for the security subsystem 2430 is a DS3645 battery-backed 
RAM from Maxim. One suitable processor for the telco brea 
kout subsystem 2450 is the Cavium Octeon II CN63XX. 
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Various functions of the MIOP(a)NodeB 2410 shown in 
FIG. 24 are divided amongst the different components. Refer 
ring to FIG. 25, the system controller 2412 implements an 
appliance mechanism 2510, a platform services mechanism 
2520, and an edge application serving mechanism 2530. The 
appliance mechanism 2510 provides an interface to 
MIOP(a)NodeB that hides the underlying hardware and soft 
ware architecture by providing an interface that allows con 
figuring and using MIOP(a)NodeB without knowing the 
details of the underlying hardware and software. The plat 
form services mechanism 2520 provides messaging Support 
between the components in MIOP(a)NodeB, allows manag 
ing the configuration of the hardware and Software in 
MIOP(a)NodeB, and monitors the health of the components 
in MIOP(a)NodeB. The edge application serving mechanism 
2530 allows software applications to run within 
MIOP(a)NodeB that perform one or more mobile network 
services at the edge of the mobile data network in response to 
broken-out data received from user equipment or sent to user 
equipment. In the most preferred implementation, the data 
broken out and operated on by MIOP(a)NodeB is Internet 
Protocol (IP) data requests received from the user equipment 
and IP data sent to the user equipment. The edge application 
service mechanism 2530 may serve both applications pro 
vided by the provider of the mobile data network, and may 
also serve third party applications as well. The edge applica 
tion serving mechanism 2530 provides a plurality of mobile 
network services to user equipment at the edge of the mobile 
data network in a way that is mostly transparent to existing 
equipment in the mobile data network. 

Referring to FIG. 26, the service processor 2420 includes a 
thermal monitor/control mechanism 2610, a hardware moni 
tor 2620, a fail-to-wire control mechanism 2630, a key 
mechanism 2640, a system controller monitor/reset mecha 
nism 2650, and a display/indicator mechanism 2660. The 
thermal monitor/control mechanism 2610 monitors tempera 
tures and activates controls to address thermal conditions. For 
example, the thermal monitor 2610 monitors temperature 
within the MIOP(a)NodeB enclosure, and activates one or 
more fans within the enclosure when the temperature exceeds 
some threshold. In addition, the thermal monitor/control 
mechanism 2610 may also monitor temperature in the bases 
tation external to the MIOP(a)NodeB enclosure, and may 
control environmental systems that heat and cool the bases 
tation itself external to the MIOP(a)NodeB enclosure. The 
hardware monitor 2620 monitors hardware for errors. 
Examples of hardware that could be monitored with hardware 
monitor 2620 include CPUs, memory, power supplies, etc. 
The hardware monitor 2620 could monitor any of the hard 
ware within MIOP(a)NodeB 2410. 

The fail-to-wire control mechanism 2630 is used to switch 
a fail-to-wire switch to a first operational state when 
MIOP(a)NodeB is fully functional that causes data between 
the upstream computer system and the downstream computer 
system to be processed by MIOP(a)NodeB 2410, and to a 
second failed State that causes data to be passed directly 
between the upstream computer system and the downstream 
computer system without being processed by MIOP(a)NodeB 
2410. The key mechanism 2640 provides an interface for 
accessing the security subsystem 2430. The system controller 
monitor/reset mechanism 2650 monitors the state of the sys 
tem controller 2412, and resets the system controller 2412 
when needed. The display/indicator mechanism 2660 acti 
Vates a display and indicators on the front panel of the 
MIOP(a)NodeB to provide a visual indication of the status of 
MIOP(a)NodeB. 
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Referring to FIG. 27, the security subsystem 2430 includes 

a key storage 2702 that is a non-volatile storage for keys. Such 
as a battery-backed RAM. The security subsystem 2430 fur 
ther includes a key mechanism 2710 and a tamper detection 
mechanism 2720. Key mechanism 2710 stores keys to the 
non-volatile key storage 2702 and retrieves keys from the 
non-volatile key storage 2702. Any suitable keys could be 
stored in the key storage 2702. The security subsystem 2430 
controls access to the keys stored in key storage 2702 using 
key mechanism 2710. The tamper detection mechanism 2720 
detects physical tampering of MIOP(a)NodeB, and performs 
functions to protect sensitive information within 
MIOP(a)NodeB when physical tampering is detected. The 
enclosure for MIOP(a)NodeB includes tamper switches that 
are triggered if an unauthorized person tries to open the box. 
In response, the tamper detection mechanism may take any 
Suitable action, including actions to protect sensitive infor 
mation, such as not allowing MIOP(a)NodeB to boot the next 
time, erasing keys in key storage 2702, and actions to Sound 
an alarm that the tampering has occurred. 

Referring to FIG. 28, the telco breakout system 2450 
includes a telco card 2802, a breakout mechanism 2810, and 
an overlay network mechanism 2820. Telco card 2802 is any 
Suitable card for handling network communications in the 
radio access network. Breakout mechanism 2810 is one spe 
cific implementation for breakout mechanism 410 shown in 
FIG. 4. Breakout mechanism 2810 performs the breakout 
functions as described in detail above. The breakout mecha 
nism 2810 interrupts the connection between the NodeBand 
the next upstream component in the radio access network, 
such as the RNC, as shown in FIG. 2. Non-broken out data 
from the upstream component is simply passed through 
MIOP(a)NodeB to the NodeB. Non-broken outdata from the 
NodeB is simply passed through MIOP(a)NodeB to the 
upstream component. Note the path for non-broken outdata is 
the traditional path for data in the mobile data network before 
the MIOP components were added. Broken-out data is inter 
cepted by MIOP(a)NodeB, and may be appropriate processed 
at MIOP(a)NodeB, or may be routed to an upstream compo 
nent via a different data path, such as to MIOP(a)RNC via the 
overlay network. The telco breakout system 2450 includes an 
overlay network mechanism 2820 that allows 
MIOP(a)NodeB 2410 to communicate via the overlay net 
work. For example, MIOP(a)NodeB 2410 could use overlay 
network mechanism 2820 to communicate with 
MIOP(a)RNC 220 or to communicate with other 
MIOP(a)NodeBs. 
The edge application mechanism 2530 may provide many 

different mobile network services. Examples of some of these 
services are shown in FIG. 29. This specific implementation 
for edge application mechanism 2530 includes an edge cach 
ing mechanism 2910, a push-based service mechanism 2920, 
a third party edge application serving mechanism 2930, an 
analytics mechanism 2940, a filtering mechanism 2950, a 
revenue-producing service mechanism 2960, and a charging 
mechanism 2970. The edge caching mechanism 2910 is one 
suitable implementation of edge cache mechanism 1730 
shown in FIG. 17, and includes the functions described above 
with respect to FIG. 17. The push-based service mechanism 
2920 provides support for any suitable push-based service, 
whether currently known or developed in the future. 
Examples of known push-based services include without 
limitation incoming text messages, incoming e-mail, instant 
messaging, peer-to-peer file transfers, etc. 
The third party edge application serving mechanism 2930 

allows running third party applications that provide mobile 
network services at the edge of the mobile data network. The 
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capability provided by the third party edge application serv 
ing mechanism 2930 opens up new ways to generate revenue 
in the mobile data network. The operator of the mobile data 
network may generate revenue both from third parties that 
offeredge applications and from Subscribers who purchase or 
use edge applications. Third party applications for user equip 
ment has become a very profitable business. By also provid 
ing third party applications that can run at the edge of the 
mobile data network, the experience of the user can be 
enhanced. For example, face recognition Software is very 
compute-intensive. If the user were to download an applica 
tion to the user equipment to perform face recognition in 
digital photographs, the performance of the user equipment 
could suffer. Instead, the user could subscribe to or purchase 
a third party application that runs at the edge of the mobile 
data network (executed by the third party edge application 
serving mechanism 2930) that performs face recognition. 
This would allow a subscriber to upload a photo and have the 
hardware resources in MIOP(a)NodeB perform the face rec 
ognition instead of performing the face recognition on the 
user equipment. We see from this simple example it is pos 
sible to perform a large number of different functions at the 
edge of the mobile data network that were previously per 
formed in the user equipment or upstream in the mobile data 
network. By providing applications at the edge of the mobile 
data network, the quality of service for Subscribers increases. 
The analytics mechanism 2940 performs analysis of bro 

ken-out data. The results of the analysis may be used for any 
Suitable purpose or in any Suitable way. For example, the 
analytics mechanism 2940 could analyze IP traffic on 
MIOP(a)NodeB, and use the results of the analysis to more 
intelligently cache IP data by edge caching mechanism 2910. 
In addition, the analytics mechanism 2940 makes other rev 
enue-producing services possible. For example, the analytics 
mechanism 2940 could track IP traffic and provide advertise 
ments targeted to user equipment in a particular geographic 
area served by the basestation. Because data is being broken 
out at MIOP(a)NodeB, the analytics mechanism 2940 may 
perform any Suitable analysis on the broken out data for any 
Suitable purpose. 
The filtering mechanism 2950 allows filtering content 

delivered to the user equipment by MIOP(a)NodeB. For 
example, the filtering mechanism 2950 could block access to 
adult websites by minors. This could be done, for example, 
via an application on the user equipment or via a third party 
edge application that would inform MIOP(a)NodeB of access 
restrictions, which the filtering mechanism 2950 could 
enforce. The filtering mechanism 2950 could also filter data 
delivered to the user equipment based on preferences speci 
fied by the user. For example, if the subscriberis an economist 
and wants news feeds regarding economic issues, and does 
not want to read news stories relating to elections or politics, 
the subscriber could specify to exclude all stories that include 
the word “election” or “politics” in the headline. Of course, 
many other types of filtering could be performed by the fil 
tering mechanism 2950. The filtering mechanism 2950 pref 
erably performs any Suitable data filtering function or func 
tions, whether currently known or developed in the future. 

The revenue-producing service mechanism 2960 provides 
new opportunities for the provider of the mobile data network 
to generate revenue based on the various functions 
MIOP(a)NodeB provides. An example was given above 
where the analytics mechanism 2940 can perform analysis of 
data broken out by MIOP(a)NodeB, and this analysis could be 
provided by the revenue-producing service mechanism 2960 
to interested parties for a price, thereby providing a new way 
to generate revenue in the mobile data network. Revenue 
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producing service mechanism 2960 broadly encompasses 
any way to generate revenue in the mobile data network based 
on the specific services provided by any of the MIOP com 
ponents. 
The charging mechanism 2970 provides a way for 

MIOP(a)NodeB to inform the upstream components in the 
mobile data network when the subscriber accesses data that 
should incur a charge. Because data may be provided to the 
subscriber directly by MIOP(a)NodeB without that data flow 
ing through the normal channels in the mobile data network, 
the charging mechanism 2970 provides a way for 
MIOP(a)NodeB to charge the subscriberfor services provided 
by MIOP(a)NodeB of which the core network is not aware. 
The charging mechanism 2970 tracks the activity of the user 
that should incur a charge, then informs a charging applica 
tion in the core network that is responsible for charging the 
subscriber of the charges that should be billed. 
The hardware architecture of MIOP(a)NodeB shown in 

FIGS. 24-29 allows MIOP(a)NodeB to function in a way that 
is mostly transparent to existing equipment in the mobile data 
network. For example, if an IP request from user equipment 
may be satisfied from data held in a cache by edge caching 
mechanism 2910, the data may be delivered directly to the 
user equipment by MIOP(a)NodeB without traversing the 
entire mobile data network to reach the Internet to retrieve the 
needed data. This can greatly improve the quality of service 
for Subscribers by performing so many useful functions at the 
edge of the mobile data network. The core network will have 
no idea that MIOP(a)NodeB handled the data request, which 
means the backhaul on the mobile data network is signifi 
cantly reduced. The MIOP components disclosed herein thus 
provide a way to significantly improve performance in a 
mobile data network by adding the MIOP components to an 
existing mobile data network without affecting most of the 
functions that already existed in the mobile data network. The 
MIOP breakout capability provides a way to significantly 
improve performance (though caching and other processing) 
as well as the ability to provide new functions at the edge (e.g., 
face recognition, gaming) without a requiring any equipment 
changes on the existing mobile data network. 
One specific implementation for the system controller 

2412 in FIG. 24 is shown in FIG. 30. The system controller 
2412 includes platform services 3010 that execute an edge 
application serving mechanism 3020. The edge application 
serving mechanism 3020 is a mechanism that serves not only 
edge applications provided by the mobile data network, but 
third party edge applications as well. Thus, the edge applica 
tion serving mechanism 3020 in FIG. 30 may include all the 
functionality of the edge application mechanism 2530 and 
third party edge application serving mechanism 2930 shown 
in FIG. 29. The edge application serving mechanism 3020 
maintains an edge application registry 3030 and a set of edge 
application services 3040. The edge application registry 3030 
specifies edge applications that have been installed on 
MIOP(a)NodeB, along with metadata describing the access 
rights, types of data, filters on data, rules of operation for the 
edge application, and other parameters that define upon 
which broken out data the edge application may operate. The 
edge application services 3040 are a set of services that an 
edge application may call to provide services to the edge 
application, as illustrated by the arrow in FIG.30 between the 
edge applications 3050 and the edge application services 
3040. The edge application services 3040 are essentially a 
library of functions supported by the system controller 2412 
(and hence, by MIOP(a)NodeB). Each of the edge applica 
tions 3050 is preferably run in a suitable virtual machine, such 
as a kernel-based virtual machine (KVM), which is well 
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known in the art. By running each edge application 3050 in its 
own KVM, this assures an edge application may not access 
any unauthorized information in the MIOP(a)NodeB outside 
the KVM, and may not access other edge applications in their 
Own KVMS. 

Referring to FIG. 31, a method 3100 shows steps for the 
edge application serving mechanism 3020 to serve an edge 
application. The edge application is delivered to a 
MIOP(a)NodeB (step 3110). The edge application serving 
mechanism in the MIOP(a)NodeB hosts the edge application 
(step 3120). The edge application serving mechanism acts in 
concert with the breakout mechanism to provide access to 
broken out contexts to the edge application (step 3130). The 
edge application provides services based on broken out con 
texts (step 3140). Method 3100 is then done. 

Referring to FIG. 32, a method 3200 shows one suitable 
implementation for a portion of step 3110 in FIG. 31 that 
involves the operator of the mobile data network receiving the 
edge application from a vendor. A vendor packages the edge 
application into a suitable image (step 3210). One suitable 
type of image is a KVM image that will cause the edge 
application to run in its own kernel-based virtual machine 
(KVM). The vendor then sends the edge application to the 
operator of the mobile data network for deployment at the 
edge of the mobile data network (i.e., in MIOP(a)NodeBs) 
(step 3220). Method 3200 is then done. 

Referring to FIG. 33, a method 3300 shows one suitable 
implementation for another portion of step 3110 in FIG. 31 
that involves distributing the edge application to 
MIOP(a)NodeBs in the mobile data network. The operator of 
the mobile data network receives the edge application image 
(such as a KVM image) from the vendor (step 3310). Meta 
data that specifies breakout data accessible to the edge appli 
cation is then embedded in the image (step 3320). The meta 
data may include permissions, revision/target protocol levels, 
references to allowable PDP context information, filters, or 
other mechanisms to allow the breakout mechanism to pass 
only the desired and allowed elements of the broken out 
stream to the edge application. The metadata could addition 
ally include other suitable information, including version 
information, Vendor information, dependencies the edge 
application may have (versions, other edge applications, etc.), 
description of what services the edge application provides, 
necessary connections to other systems within the mobile 
data network, etc. For example, for a face recognition edge 
application, the metadata in step 3320 could specify the edge 
application has permission to operate on any still image data 
files, such as jpg, .gif, pdf, etc. For a video processing edge 
application, the metadata in step 3320 could specify the edge 
application has permission to operate on any video files. Such 
as mov files. The examples above are not limiting. The dis 
closure and claims herein extend to any information in the 
metadata that specifies or identifies data or contexts the edge 
application may process. After embedding the metadata in 
step 3320, the image is encrypted (step 3330) and digitally 
signed (step 3340). The signed image is then sent to one or 
more MIOP(a)NodeBs in the mobile data network (step 
3350). 

FIG. 34 shows an encrypted, digitally signed edge appli 
cation image 3400. The edge application 3420 and metadata 
3430 are packaged together, then encrypted to generate the 
encrypted edge application image 3410. The encrypted edge 
application image 3410 is then signed with a digital signature 
3440. The result is a package 3400 that is signed and 
encrypted that includes the edge application and metadata 
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that includes permission and other information which speci 
fies or identifies data or contexts the edge application has 
permission to process. 

Referring to FIG. 35, method 3500 shows steps that are 
performed by the edge application serving mechanism 3020 
in FIG. 30 once the package 3400 shown in FIG. 34 is 
received by a MIOP(a)NodeB (step 3510). The digital signa 
ture is checked to make Sure the image package is valid (step 
3520). When the image is not valid (step 3520-NO), an error 
message is sent (step 3530). For example, the MIOP(a)NodeB 
could send an error message to MIOP(a)NMS indicating the 
image it received is invalid. When the image is valid (step 
3520=YES), the image is decrypted (step 3540). When instal 
lation is needed (step 3550=YES), the edge application is 
installed in the MIOP(a)NodeB (step 3560). Installing the 
edge application in the MIOP(a)NodeB in step 3560 includes 
writing an entry in the edge application registry 3030 in FIG. 
30 for the edge application. When MIOP(a)NodeB boots, all 
applications that have an entry in the edge application registry 
3030 are examined, and every edge application that is enabled 
(e.g., via a flag in the registry) will be started. Edge applica 
tions are started in accordance with access controls, perfor 
mance/temperature concerns, location/time (e.g., some edge 
applications may only be enabled during morning and after 
noon commute, others (like movie cache) may only be on 
during evening hours. An example of a Suitable edge appli 
cation registry 3030 is shown in FIG. 36 to include the name 
of the edge application, the location (or path) for the edge 
application, and permissions for the edge application. In the 
example in FIG. 36, there is an entry 3610 that specifies an 
edge application called Betal has a location defined by path 1 
and has permission to operate on digital image files. Entry 
3620 specifies an edge application called Omega2 has a loca 
tion defined by path.6 and has permission to operate on video 
files. These entries are shown by way of example. The edge 
application registry may include any suitable information 
pertaining to the edge application that may be needed for the 
edge application serving mechanism to serve the edge appli 
cation on MIOP(a)NodeB. Note the permissions in the edge 
application registry are preferably derived from the metadata 
(see 3430 in FIG. 34) that was sent in the package that 
included the edge application. 

Referring back to FIG. 35, installation of the edge appli 
cation is needed (step 3550=YES) when the edge application 
has not yet been installed on the MIOP(a)NodeB, which 
means the MIOP(a)NodeB does not have an entry in its edge 
application registry for the edge application. Installation is 
not needed (step 3550-NO) when the edge application is an 
update to an edge application that was previously installed. In 
that case, the edge application is updated (step 3570). Note 
that updating the edge application in step 3570 could include 
updating permissions for the edge application in the edge 
application registry. Thus, if an edge application has an 
update that expands its capability to a new file type, the new 
permission information will be written to the permissions 
portion of the entry in the edge application registry that cor 
responds to that edge application. Once the edge application 
is installed in step 3560 or updated in step 3570, the edge 
application is started (step 3580). Method 3500 is then done. 
Method 3700 shown in FIG.37 is one suitable implemen 

tation for step 3580 in FIG.35 of starting the edge application. 
First, the edge application is looked up in the edge application 
registry (step 3710). Then a check is made to make sure the 
edge application image is still valid (step 3720). This could 
include, for example, a re-check of the digital signature, and 
could also include other checks, such as checking to see if 
there is an update available for that edge application. If an 



US 9,001,733 B2 
25 

update is available, the update could be retrieved using 
method 3300 in FIG. 33. Yet another check would be to 
compute a checksum on the edge application and send the 
checksum to MIOP(a)NMS to verify the checksum is correct. 
Note the check in step 3720 is optional depending on the level 
of security needed. When the image is not valid (step 
3720-NO), an error message is sent (step 3730), and method 
3700 is done. For example, MIOP(a)NodeB could send a 
message in step 3730 to MIOP(a)NMS indicating the edge 
application image package is not valid. When the image is 
valid (step 3720 YES), a kernel-based virtual machine 
(KVM) is instantiated for the edge application (step 3740). 
Resources are allocated to the KVM (step 3750), and the edge 
application is then run in the KVM (step 3760). 

Referring to FIG.38, a method3800 could be implemented 
as part of hosting the edge application in step 3120 in FIG. 31. 
The edge application is started (step 3810), preferably using 
method 3700 in FIG. 37. The performance of the edge appli 
cation is monitored during runtime (step 3820). If there is no 
problem with the edge application (step 3830-NO), method 
3800 loops back to step 3820 and continues. When there is a 
problem with the edge application (step 3830=YES), action is 
taken to resolve the problem (step 3840). Many different 
actions could be taken within the scope of step 3840. For 
example, the edge application could be stopped and 
re-started. Additional resources could be allocated to the 
KVM for the application. Any suitable action that may help 
resolve a problem may be performed in step 3840. When the 
action taken in step 3840 resolves the problem (step 
3850=YES), method 3800 loops back to step 3820 and con 
tinues. When the action taken in step 3840 does not fix the 
problem (step 3850-NO), the edge application is shut down 
(step 3860), and the problem is reported (step 3870). In step 
3870, the problem could be reported to a problem log in 
MIOP(a)NodeB, or could be reported to an entity in the 
mobile data network, such as MIOP(a)NMS. Method 3800 is 
then done. 

Referring to FIG. 39, a method 3900 is one suitable imple 
mentation of step 3130 in FIG. 31 that provides access to 
broken out contexts to the edge application. A path is defined 
between the breakout System and the edge application (step 
3910). For example, a virtual local area network (VLAN) can 
be defined that allows the two to communicate. The edge 
application is notified of the defined path (step 3920). The 
breakout subsystem is notified of the defined path and the 
permissions for the edge application (step 3930). The edge 
application and breakout Subsystem send one or more test 
messages to Verify communications on the defined path (step 
3940). When the two are not able to communicate on the 
defined path (step 3940-NO), an error message is sent (step 
3950), such as MIOP(a)NodeB sending an error message to 
MIOP(a)NMS. When the two can successfully communicate 
on the defined path (step 3940=YES), the successful commu 
nication is logged (step 3960), and the edge application and 
breakout system then communicate directly for the edge 
application to provide services to broken out data or contexts 
(step 3970). Method 3900 is then done. 
A more detailed example of providing access to broken out 

contexts to the edge application in step 3130 and the edge 
application performing one or more services in step 3140 in 
FIG. 31 is shown in method 4000 in FIG. 40. Method 4000 is 
one suitable implementation for step 3970 in FIG. 39. We 
assume for this example the edge application metadata speci 
fies a data filter and an API hook (step 4010). The data filter is 
executable code that filters broken out data according to the 
edge application permissions (step 4020) so only data that 
satisfies the data filter is available to send to the edge appli 
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cation. The breakout subsystem then calls the API hook to 
transfer the filtered data to the edge application (step 4030). 
The edge application then performs one or more services 
based on the filtered data (step 4040). Method 4000 is then 
done. Of course, many other implementations of steps 3130 
and 3140 in FIG.31 are within the scope of the disclosure and 
claims herein. 

Referring to FIG. 41, a method 4100 shows one specific 
implementation for step 3860 in FIG. 38 to shut down the 
edge application. The edge application is notified to stop 
processing broken out contexts (step 4110). The edge appli 
cation is de-registered from Serving broken out contexts (step 
4120). De-registering the edge application could mean sim 
ply setting a bit in the edge application registry that Suspends 
the edge application from executing, or that Suspends the 
edge application from operating on any broken out data. 
De-registering the edge application could also mean deleting 
the entry in the edge application registry (e.g., 3030 in FIG. 
36) that corresponds to the edge application. Waita predeter 
mined period of time for the edge application to gracefully 
shut down (step 4130). Obviously, the predetermined period 
of time will depend on how long the edge application should 
take to gracefully shut down. If the edge application grace 
fully shuts down within the predetermined time period (step 
4140-NO), the resources used by the KVM for the edge 
application are then reclaimed (step 4170), and method 4100 
is done. If the edge application does not gracefully shut down 
within the predetermined time period (step 4140=YES), the 
edge application is forcefully shut down (step 4150), the 
MIOP(a)NMS is notified of the forceful shutdown (step 
4160), and the resources used by the KVM for the edge 
application are reclaimed (step 4170). Method 4100 is then 
done. 
As stated above with reference to FIG. 30, the edge appli 

cation serving mechanism 3020 includes edge application 
services 3040, which is a library of predefined functions that 
may be invoked by edge applications. Because each edge 
application runs in a restricted environment (virtual 
machine), the edge application will not have access to any 
thing outside the edge application except for those functions 
included in the edge application services 3040. Examples of 
suitable edge application services 3040 shown in FIG.30 are 
shown in more detail in FIG. 42. A simple network manage 
ment protocol (SNMP) service could be used for the edge 
application to raise fault management issues as traps to the 
edge application serving mechanism. These traps could be 
ignored, logged modified and sent to MIOP(a)NMS, or sent 
unmodified to MIOP(a)NMS. A network time protocol (NTP) 
service may be used to keep the clock in the KVM synchro 
nized. For example, using the NTP service, the edge applica 
tion could synchronize its clock with the clock on the system 
controller, or with a clock in on an NTP server deeper in the 
mobile data network. A command line interface (CLI) service 
could provide access to the CLI interface on MIOP(a)NodeB, 
which would allow the edge application to access the CLI for 
various operations. The CLI could be accessible, for example, 
via a secure shell (SSH) interface. 
A collector service allows gathering audit and diagnostic 

data from the edge application. For example, the edge appli 
cation may be informed via the collector service to make 
certain data or logs available, to collect the logged data via 
secure copy (SCP), or to send the logs or other data to 
MIOP(a)NMS for processing. A performance service allows 
gathering key performance indicators (KPIs) from the edge 
applications according to metadata, which may contain infor 
mation about metrics to gather and could also specify names, 
memory locations, file names, or other things of interest for 
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logging and data gathering. The performance service could 
use the collector service to gather performance data from the 
edge application, and to send the performance data to 
MIOP(a)NMS for further processing. The health/overload 
service provides health and overload monitoring of edge 
applications. For example, the health/overload service could 
include commands to query the edge application for health 
and overload information. The health/overload service could 
also provide a dedicated process in the edge application that 
monitors and reports health and overload information. The 
configuration services allows downloading the edge applica 
tion configuration from MIOP(a)NMS, and allows saving or 
restoring edge application configuration. Thus, configuration 
for an edge application could be transferred from 
MIOP(a)NMS to MIOP(a)NodeB, then from MIOP(a)NodeB 
to the edge application via secure copy (SCP). The external 
communication service allows edge applications to commu 
nicate with one or more other systems in the mobile data 
network. The details of the connection to the other system 
may be specified in the image metadata or as part of a stored 
configuration for the edge application received from 
MIOP(a)NMS. One example where communication with 
another system is needed is when the edge application is a 
caching edge application that caches data locally on the 
MIOP(a)NodeB, but may also choose to cache data deeper in 
the mobile data network, such as on MIOP(a)RNC. The exter 
nal communication services would be used by the caching 
edge application to communicate with a cache agent on 
MIOP(a)RNC. 
The edge applications referred to in FIGS. 30-42 may 

include edge applications developed and deployed by the 
operator of the mobile data network, and may also include 
third party applications as well. Providing the capability of 
running third party applications at the edge of a mobile data 
network opens up a whole new potential source of revenue for 
the network operator. One can readily see from the popularity 
of apps for mobile phones and tablet computers that the 
ability to host third-party apps at the edge of the mobile data 
network gives another source of revenue for both application 
providers and for the operator of the mobile data network as 
well. 
When user equipment requests access to an edge applica 

tion, the MIOP(a)NodeB receiving the request may not be 
running the requested edge application. In this case, the Ser 
Vice provided by the requested edge application could be 
requested deeper into the mobile data network. For example, 
if the edge application is not running on the MIOP(a)NodeB 
that received the request, the MIOP(a)NodeB could forward 
the request to the MIOP(a)RNC. If the MIOP(a)RNC is not 
able to perform the service of the requested edge application, 
the request could be forwarded still deeper into the mobile 
data network to the MIOP(aCore. However, when a 
MIOP(a)NodeB is not running the requested edge application, 
the architecture of the MIOP system allows additional func 
tionality described in detail below that may allow processing 
the request at the edge of the mobile data network instead of 
pushing the request deeper into the mobile data network. 

Referring to FIG.43, details are shown for MIOP(a)NodeB 
and MIOP(a)RNC that support dynamically transferring a 
Subscriber session when the user equipment requests an edge 
application that is not running on the current MIOP(a)NodeB 
servicing the user equipment. There are many 
MIOP(a)NodeBs 210, shown in FIG. 43 as 210X,..., 210Z, 
that are controlled and serviced by a single MIOP(a)RNC 220. 
It is understood that other MIOP(a)NodeBs, including 
MIOP(a)NodeBZ210Z, may include any or all of the features 
shown in MIOP(a)NodeBX 210X shown in FIG. 43. The 
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MIOP(a)NodeBX210X in FIG. 43 includes an active set 4310 
that lists neighboring MIOP(a)NodeBS 4312, shown in FIG. 
43 as MIOP(a)NodeB1, . . . , MIOP(a)NodeBN. The term 
“active set is well-known in the mobile data network art, and 
is used herein to mean a set of basestations and their corre 
sponding MIOP(a)NodeBs that have simultaneous radio com 
munication with selected user equipment. Active sets are 
often used to implement macro diversity in a mobile data 
network. In the mobile data network that includes the MIOP 
components, macro diversity that is normally done at the 
RNC in the prior art may be performed instead at the edge of 
the mobile data network by the MIOP(a)NodeBs communi 
cating via the overlay network 250. Because each 
MIOP(a)NodeB already tracks the active set when imple 
menting macro diversity, this information may be used when 
the current MIOP(a)NodeB is not executing a requested edge 
application, as discussed in detail below. Note the active set 
4310 changes over time as the location of the user equipment 
changes. Thus, at one point in time, the user equipment may 
have simultaneous radio access to three different basesta 
tions; at another time, the user equipment may have simulta 
neous access to two different basestations; and at yet another 
time, the user equipment may have access only to a single 
basestation. 
MIOP(a)NodeBX210X in FIG. 43 includes an edge appli 

cation registration/unregistration mechanism 4320, a neigh 
boring node edge application mechanism 4330, a neighbor 
ing node edge application registry 4340, and a user equipment 
(UE) session transfer mechanism 4345. The edge application 
registration/unregistration mechanism 4320 is used to regis 
ter and unregister edge applications on MIOP(a)NodeBX 
210X with a MIOP dynamic edge application registry 
(MDEAR) 4350 in MIOP(a)RNC 220. In one specific imple 
mentation, the edge application registration/unregistration 
mechanism 4320 sends a registration message to the registra 
tion mechanism 4360 in MDEAR 4350 to add an entry in 
MDEAR for a running edge application. In similar fashion, 
the edge application registration/unregistration mechanism 
4320 sends an unregistration message to the unregistration 
mechanism 4370 in MDEAR 4350 when an edge application 
is stopped to remove the edge application from MDEAR 
4350. In addition, MDEAR 4350 also includes a monitor 
mechanism 4380 that detects when running edge applications 
become unresponsive. Monitor mechanism 4.380 may func 
tion in any Suitable way. For example, the monitor mechanism 
could monitor a heartbeat signal that is sent out by each 
running edge application, and when a heartbeat signal stops, 
the corresponding edge application is unregistered from the 
MDEAR 4350. In another example, the edge applications 
could generate periodic interrupts to the monitor mechanism 
4380 to indicate they are still running. In yet another example, 
the monitor mechanism 4.380 could periodically query each 
running edge application. The disclosure and claims herein 
expressly extend to any Suitable way for the monitor mecha 
nism 4.380 to determine whether or not an edge application is 
responsive, i.e., is still running. 
The neighboring node edge application mechanism 4330 

determines which edge applications are running on each of 
the neighboring nodes. This is done using the information in 
the MDEAR 4350. Whether a node is a neighboring node or 
not is determined by the neighbor criteria 4390. For this 
specific implementation, a node is a neighboring node when 
the node is in the active set 4310. Thus, neighbor criteria 4390 
specifies those nodes in the active set 4310, i.e., those nodes 
that have simultaneous radio communication with the user 
equipment. Note the neighboring node edge application 
mechanism 4330 can receive the information regarding 
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which neighboring nodes are running which edge applica 
tions in any suitable way. For example, in one implementa 
tion, the MDEAR 4350 writes (pushes) the data regarding 
which edge applications are executing on neighboring nodes 
to the neighboring node edge application mechanism 4330 in 
each MIOP(a)NodeB 210, which then creates entries in its 
own neighboring node edge application registry 4340 to indi 
cate which neighboring nodes are running which edge appli 
cations. In a different implementation, the neighboring node 
edge application mechanism 4330 queries (pulls) the data 
regarding which edge applications are executing on neigh 
boring nodes from the MDEAR 4350. Regardless of the spe 
cific mechanisms used, the neighboring node edge applica 
tion mechanism 4330 determines from the MIDEAR 4350 
which edge applications are running on which neighboring 
nodes, and this information is stored in the neighboring node 
edge application registry 4340. 
When the current MIOP(a)NodeB is not executing an edge 

application that is requested by the user equipment, the UE 
session transfer mechanism 4345 determines from the neigh 
boring node edge application registry 4340 when a neighbor 
ing node is running the requested edge application, and trans 
fers the subscriber session to the neighboring node. Transfer 
of a Subscriber session to a neighboring node that also has 
radio communication with the user equipment may be done 
using known techniques in a mobile data network. Note, 
however, that transfer of a subscriber session in the prior artis 
done based on changing signal strength, and not based on 
whether a requested edge application is available on a neigh 
boring node. 
One Suitable implementation for the neighboring node 

edge application registry 4340 is shown in FIG. 44. Each 
entry in the registry 4340 specifies an ID for a 
MIOP(a)NodeB, and corresponding edge applications run 
ning on that MIOP(a)NodeB. Thus, for the specific example in 
FIG. 44, a node MIOP(a)NodeBD is running edge application 
A. . . . . edge application C, and a node MIOP(a)NodeBG is 
running edge application N,..., edge application Q. Note the 
different letters used to label the edge applications in FIG. 44 
is not meant to imply that different MIOP(a)NodeBs do not 
execute the same edge application. These are labels only. 
Each MIOP(a)NodeB in the mobile data network may execute 
any suitable set of edge applications, including edge applica 
tions executed by other MIOP(a)NodeBs and edge applica 
tions executed by no other MIOP(a)NodeB. 

Referring to FIG. 45, a method 4500 begins when a 
MIOP(a)NodeB registers each edge application it is currently 
running with the MDEAR in MIOP(a)RNC (step 4510). The 
MDEAR in MIOP(a)RNC creates an entry for the 
MIOP(a)NodeB that specifies each registered edge applica 
tion (step 4520). MDEAR in MIOP(a)RNC then communi 
cates information about the running edge applications to 
neighboring MIOP(a)NodeBs (step 4530). Method 4500 is 
then done. 

Referring to FIG. 46, a method 4600 represents steps pref 
erably performed by the MDEAR 4350 in MIOP(a)RNC. 
Method 4600 starts when a registration message is received 
from a MIOP(a)NodeB for a selected edge application (step 
4610). MDEAR then registers the selected edge application 
to the MIOP(a)NodeB (step 4620). When there is already an 
entry in the MDEAR 4350 for that MIOP(a)NodeB, the 
selected edge application is added to the entry. When there is 
not an entry in the MDEAR 4350 for the MIOP(a)NodeB, an 
entry for the MIOP(a)NodeB is created, and the selected edge 
application is added to the entry. 
When a MIOP(a)NodeB stops running an edge application, 

the edge application will be removed from the MDEAR 4350, 
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as shown in method 4700 in FIG. 47. When the MDEAR 4350 
receives an unregistration message from a MIOP(a)NodeB for 
a selected edge application (step 4710), the MDEAR unreg 
isters the selected edge application to the MIOP(a)NodeB 
(step 4720). This means the selected edge application is 
deleted from the entry in the MDEAR corresponding to the 
MIOP(a)NodeB. Unregistration is a mechanism to inform the 
MDEAR 4350 when a MIOP(a)NodeB stops running an edge 
application. 

Referring to FIG. 48, a method 4800 represents steps pref 
erably performed by the monitor mechanism 4380 in 
MIOP(a)RNC 220. All registered edge applications are moni 
tored (step 4810). Any suitable method for monitoring the 
edge applications may be used, as discussed above. An edge 
application is selected (step 4820). When the selected edge 
application is unresponsive (step 4830=YES), the selected 
edge application is unregistered (step 4840). This means the 
edge application is deleted from the entry in MDEAR for the 
MIOP(a)NodeB that was running the edge application. 
Method 4800 then loops back to step 4820 and continues. 
When the selected edge application is responsive (step 
4830-NO), method 4800 loops back to step 4820 and con 
tinues. Monitor mechanism 4380 thus monitors to make sure 
edge applications are responsive, and updates the MDEAR 
4350 when an unresponsive edge application is found. 
As stated above, in one specific implementation the neigh 

bor criteria 4390 specifies nodes in the active set 4310. The 
resulting neighboring node edge application registry 4910 is 
shown in FIG. 49 to include only MIOP(a)NodeBs in the 
active set 4920. Thus, we assume in FIG. 49 that all listed 
MIOP(a)NodeBs are in the active set 4312. Note the neigh 
boring node edge application registry 4910 shown in FIG. 49 
is one Suitable implementation for the neighboring node edge 
application registry 4340 shown in FIGS. 43 and 44. 

Referring to FIG. 50, a method 5000 begins when user 
equipment requests a specified edge application (step 5010). 
When the current MIOP(a)NodeB is running the specified 
edge application (step 5020=YES), the user equipment 
accesses the specified edge application in the current 
MIOP(a)NodeB (step 5030), and method 5000 is done. When 
the current MIOP(a)NodeB is not running the specified edge 
application (step 5020-NO), a check is made to see if a 
MIOP(a)NodeB in the active set is running the specified appli 
cation (step 5040). If so (step 5040=YES), the session for the 
user equipment is transferred to a basestation in the active set 
that is running the specified application (step 5060), and the 
user equipment accesses the specified edge application at the 
MIOP(a)NodeB in the new basestation (step 5070). Note the 
UE session transfer mechanism 4345 in FIG. 43 preferably 
performs the transfer in step 5060 using techniques known in 
the art. However, in the prior art, the transfer from one bas 
estation to another is done based on signal strength, not based 
on which basestations are executing a selected edge applica 
tion. 
When there is no MIOP(a)NodeB in the active set that is 

running the specified edge application (step 5040-NO), dif 
ferent actions may be taken. For example, referring to FIG. 
51, one possible action that could be taken when there is no 
MIOP(a)NodeB in the active set that is running the specified 
edge application (step 5040-NO) is to request the service 
provided by the edge application upstream in the mobile data 
network (step 5110). For example, a request could be made by 
MIOP(a)NodeB for MIOP(a)RNC to perform the functions of 
the requested edge application. Of course, performing Such 
functions at MIOP(a)RNC does not provide the same quality 
of service to the user equipment as when the service is pro 
vided by an edge application at MIOP(a)NodeB. The 
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MIOP(a)RNC, in turn, could forward this request to 
MIOP(aCore. Step 5110 allows a request for an edge appli 
cation to be satisfied instead by a MIOP(a) component 
upstream (deeper) in the mobile data network. 

Other possible actions are shown in method 5200 in FIG. 5 
52. When there is no MIOP(a)NodeB in the active set that is 
running the specified edge application (step 5040-NO), 
method 5200 determines whether a MIOP(a)NodeB in the 
active set is capable of running the specified edge application 
(step 52.10). If not (step 5210-NO), a request is made for the 
service provided by the edge application upstream in the 
mobile data network (step 5220). If a MIOP(a)NodeB in the 
active set is capable of running the specified edge application 
(step 5210=YES), the specified edge application is started on 
the MIOP(a)NodeB in the active set (step 5230), the UE 
session is transferred to the basestation in the active set that is 
running the specified application (step 5240), and the UE 
accesses the specified edge application at the MIOP(a)NodeB 
in the new basestation (step 5250). Method 5200 allows deter- 20 
mining whether the selected edge application may be run on 
a MIOP(a)NodeB in the active set, and if so, running the 
selected edge application on a different MIOP(a)NodeB and 
transferring the session for the UE to the MIOP(a)NodeB that 
is now running the selected edge application. 25 

Transferring user equipment to a different MIOP(a)NodeB 
in the active set only works when the user equipment has 
simultaneous radio contact with multiple basestations that 
have MIOP(a)NodeBs. In many areas of the country, espe 
cially rural areas, user equipment may only have radio com- 30 
munication with a single basestation at a time. In Such areas, 
the usefulness of transferring a user session to a different 
basestation in the active set is reduced due to the active set not 
including other basestations to which a user session could be 
transferred. However, the disclosure and claims herein pro- 35 
vide a solution for offloading the work of running an edge 
application when a needed application is not running on a 
current MIOP(a)NodeB without transferring the user session 
to a different basestation (or MIOP(a)NodeB) in the active set. 

First, the neighbor criteria 4390 shown in FIG. 43 is 40 
changed to specify not only nodes in the active set, but also 
nodes that are neighbors based on other criteria, regardless of 
whether they are in the active set or not. For example, the 
MIOP(a)RNC knows the physical location for all basesta 
tions. Neighbor criteria 4390 could thus be specified in geo- 45 
graphical terms. For example, the neighbor criteria could 
specify a five mile radius, with the result that all basestations 
within five miles of the current basestation will be considered 
“neighbors'. In addition, or in the alternative, the neighbor 
criteria 4390 could be specified in terms of network latency. 50 
The disclosure and claims herein expressly extend to any 
suitable way to define neighboring nodes. With the concept of 
neighbors expanded to include basestations that are not in the 
active set, the neighboring node edge application registry 
5310 could include both MIOP(a)NodeBs in the active set 55 
4920, as well as neighboring MIOP(a)NodeBs that are not in 
the active set 5330, as shown in FIG. 53. In FIG. 53 there are 
multiple nodes MIOP(a)NodeBD, ..., MIOP(a)NodeBG that 
are in the active set, and multiple nodes MIOP(a) 
NodeBL. . . . . MIOP(a)NodeBO that are neighboring nodes 60 
not in the active set. For a node that is not in the active set, 
transferring session for the user equipment to that node is not 
an option (as in step 5060 in FIG.50 or step 5240 in FIG. 52) 
because the node does not have radio communication with the 
user equipment. However, due to the communication ability 65 
provided by the overlay network, it is still possible for a 
MIOP(a)NodeB that is not currently running a requested edge 
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application to benefit from the requested edge application 
running on a neighboring node, as discussed in detail below. 

Referring to FIG. 54, a method 5400 represents steps that 
may be performed at marker A in FIG.50, when there is no 
MIOP(a)NodeB in the active set running the specified edge 
application (step 5040-NO). When there is no neighboring 
node that is not in the active set running the specified edge 
application (step 5410=NO), the service provided by the 
specified edge application could be requested from a compo 
nent upstream in the mobile data network (step 5420). When 
there is a neighboring node that is not in the active set running 
the specified edge application (step 5410=YES), the work for 
the specified edge application is offloaded to the neighboring 
MIOP(a)NodeB via the overlay network (step 5430). The 
specified edge application in the neighboring MIOP(a)NodeB 
then processes the request and routes data to the original 
MIOP(a)NodeB via the overlay network (step 5440). The 
original MIOP(a)NodeB then acts as a pass-through by pass 
ing data received from the neighboring MIOP(a)NodeB to the 
user equipment (step 5450). In this manner the original 
MIOP(a)NodeB maintains the subscriber session for the user 
equipment, but benefits from an edge application running on 
a neighboring node by offloading the work done by the edge 
application to the neighboring node. In one specific imple 
mentation of the system controller 2412 in FIG. 24, there is 
platform services code running in each MIOP(a)NodeB that 
handles the requests in a manner that neither the edge appli 
cation nor the MIOP(a)NodeBare aware that the breakout and 
edge application processing are actually occurring on two 
different MIOP(a)NodeB systems. 

Referring to FIG. 55, method 5500 represents steps that 
may be performed at marker A in FIG.50, when there is no 
MIOP(a)NodeB in the active set running the specified edge 
application (step 5040-NO). Method 5500 assumes no 
neighboring MIOP(a)NodeB not in the active set is currently 
running the specified edge application. Method 5500 could 
thus replace step 5420 in method 5400 in FIG. 54. When none 
of the neighboring MIOP(a)NodeBs that are not in the active 
set is capable of running the specified edge application (step 
5510-NO), the service provided by the edge application 
could be requested from a component upstream in the mobile 
data network (step 5420). When there is a neighboring 
MIOP(a)NodeB not in the active set that is capable of running 
the specified edge application (step 5510=YES), the specified 
edge application is started on the neighboring 
MIOP(a)NodeB not in the active set (step 5525). The work for 
the specified edge application is then offloaded to the neigh 
boring MIOP(a)NodeB via the overlay network (step 5430). 
The specified edge application in the neighboring 
MIOP(a)NodeB then processes the request and routes result 
ing data to the original MIOP(a)NodeB via the overlay net 
work (step 5440). The original MIOP(a)NodeB the acts as a 
pass-through and passes the data from the neighboring 
MIOP(a)NodeB to the user equipment (step 5450). In this 
manner the current MIOP(a)NodeB can benefit from an edge 
application running in a neighboring MIOP(a)NodeB even 
when the neighboring MIOP(a)NodeB is not in the active set. 
The offloading of work to a requested edge application in a 

neighboring MIOP(a)NodeB is shown in block diagram form 
in FIG. 56, which includes user equipment (UE) 110, an 
antenna 120, basestation K 222K that includes a NodeBK 
130K and a MIOP(a)NodeBK 210K, and a neighboring bas 
estation M 222M that includes a NodeBM 130M and a 
MIOP(a)NodeBM 210M. We assume for this example the UE 
110 communicates with the tower 120, requesting an edge 
application that is not currently running in MIOP(a)NodeBK 
210K. The MIOP(a)NodeBK 210K determines the requested 
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edge application is running on the neighboring basestation M 
222M, as shown at 5610, and offloads the work of the 
requested application to the neighboring basestation 222M by 
sending a request for the edge application via the overlay 
network 250. In response, the MIOP(a)NodeBM 210M routes 
the request to the requested edge application 5610, which 
performs the needed processing, and returns data to the 
MIOP(a)NodeBK 210K via the overlay network. The 
MIOP(a)NodeBK 210K then passes that data through the 
NodeBK 130K to the antenna 120 and to the user equipment 
110. In this manner, a MIOP(a)NodeB can benefit from an 
edge application running on a neighboring MIOP(a)NodeB 
even when the neighboring MIOP(a)NodeB is not in the active 
Set. 

While there are steps shown in FIGS. 51, 52,54 and 55 that 
could be performed at marker A in FIG.50, this is one par 
ticular implementation shown as an example, and the disclo 
Sure and claims herein are not limited to this one particular 
implementation. Many variations are possible within the 
scope of the disclosure and claims. For example, the order of 
preference could be reversed so the preferred method is to 
offload work to a neighboring MIOP(a)NodeB as shown in 
FIG. 54 or 55, while the subscriber session would only be 
transferred as shown in FIG.50 or 52 when certain conditions 
are satisfied (e.g., when there are more than two neighboring 
nodes in the active set and the UE is moving). The disclosure 
and claims herein expressly extend to any suitable combina 
tion and Subcombination of steps, whether expressly dis 
closed herein or not. 
The mobile data network disclosed herein includes MIOP 

components that provide a variety of different services that 
are not possible in prior art mobile data network 100. In the 
most preferred implementation, the MIOP components do 
not affect voice traffic in the mobile data network. In addition 
to performing optimizations that will enhance performance in 
the form of improved download speeds, lower latency for 
access, or improved quality of experience in viewing multi 
media on the mobile data network, the MIOP architecture 
also provides additional capabilities that may produce new 
revenue-generating activities for the carrier. For example, 
analytics may be performed on Subscriber sessions that allow 
targeting specific Subscribers with additional services from 
the carrier to generate additional revenue. For example, Sub 
scribers congregating for a live music event may be sent 
promotions on paid for media related to that event. In another 
example, Subscribers getting off a train may be sent a coupon 
promoting a particular shuttle company as they walk up the 
platform towards the street curb. Also, premium web content 
in the form of video or other multimedia may be served from 
local storage and the subscriber would pay for the additional 
content and quality of service. 

While the mobile data network in FIG. 2 and discussed 
herein is in the context of a 3G mobile data network, the 
disclosure and claims herein expressly extend to other net 
works as well, including Long Term Evolution (LTE) net 
works, flat RAN networks, and code division multiple access 
(CDMA) networks. 
As will be appreciated by one skilled in the art, aspects of 

the present invention may be embodied as a system, method 
or computer program product. Accordingly, aspects of the 
present invention may take the form of an entirely hardware 
embodiment, an entirely software embodiment (including 
firmware, resident software, micro-code, etc.) or an embodi 
ment combining software and hardware aspects that may all 
generally be referred to herein as a “circuit,” “module' or 
“system.” Furthermore, aspects of the present invention may 
take the form of a computer program product embodied in one 
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or more computer readable medium(s) having computer read 
able program code embodied thereon. 
Any combination of one or more computer readable medi 

um(s) may be utilized. The computer readable medium may 
be a computer readable signal medium or a computer read 
able storage medium. A computer readable storage medium 
may be, for example, but not limited to, an electronic, mag 
netic, optical, electromagnetic, infrared, or semiconductor 
system, apparatus, or device, or any Suitable combination of 
the foregoing. More specific examples (a non-exhaustive list) 
of the computer readable storage medium would include the 
following: an electrical connection having one or more wires, 
a portable computer diskette, a hard disk, a random access 
memory (RAM), a read-only memory (ROM), an erasable 
programmable read-only memory (EPROM or Flash 
memory), an optical fiber, a portable compact disc read-only 
memory (CD-ROM), an optical storage device, a magnetic 
storage device, or any suitable combination of the foregoing. 
In the context of this document, a computer readable storage 
medium may be any tangible medium that can contain, or 
store a program for use by or in connection with an instruction 
execution system, apparatus, or device. 
A computer readable signal medium may include a propa 

gated data signal with computer readable program code 
embodied therein, for example, in baseband or as part of a 
carrier wave. Such a propagated signal may take any of a 
variety of forms, including, but not limited to, electro-mag 
netic, optical, or any Suitable combination thereof. A com 
puter readable signal medium may be any computer readable 
medium that is not a computer readable storage medium and 
that can communicate, propagate, or transport a program for 
use by or in connection with an instruction execution system, 
apparatus, or device. 

Program code embodied on a computer readable medium 
may be transmitted using any appropriate medium, including 
but not limited to wireless, wireline, optical fiber cable, RF, 
etc., or any suitable combination of the foregoing. 
Computer program code for carrying out operations for 

aspects of the present invention may be written in any com 
bination of one or more programming languages, including 
an object oriented programming language such as Java, 
Smalltalk, C++ or the like and conventional procedural pro 
gramming languages, such as the 'C' programming lan 
guage, Streams Processing language, or similar program 
ming languages. The program code may execute entirely on 
the user's computer, partly on the users computer, as a stand 
alone software package, partly on the user's computer and 
partly on a remote computer or entirely on the remote com 
puter or server. In the latter scenario, the remote computer 
may be connected to the user's computer through any type of 
network, including a local area network (LAN) or a wide area 
network (WAN), or the connection may be made to an exter 
nal computer (for example, through the Internet using an 
Internet Service Provider). 

Aspects of the present invention are described herein with 
reference to flowchart illustrations and/or block diagrams of 
methods, apparatus (systems) and computer program prod 
ucts according to embodiments of the invention. It will be 
understood that each block of the flowchart illustrations and/ 
or block diagrams, and combinations of blocks in the flow 
chart illustrations and/or block diagrams, can be imple 
mented by computer program instructions. These computer 
program instructions may be provided to a processor of a 
general purpose computer, special purpose computer, or other 
programmable data processing apparatus to produce a 
machine, such that the instructions, which execute via the 
processor of the computer or other programmable data pro 
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cessing apparatus, create means for implementing the func 
tions/acts specified in the flowchart and/or block diagram 
block or blocks. 

These computer program instructions may also be stored in 
a computer readable medium that can direct a computer, other 
programmable data processing apparatus, or other devices to 
function in a particular manner, Such that the instructions 
stored in the computer readable medium produce an article of 
manufacture including instructions which implement the 
function/act specified in the flowchart and/or block diagram 
block or blocks. 

The computer program instructions may also be loaded 
onto a computer, other programmable data processing appa 
ratus, or other devices to cause a series of operational steps to 
be performed on the computer, other programmable appara 
tus or other devices to produce a computer implemented 
process Such that the instructions which execute on the com 
puter or other programmable apparatus provide processes for 
implementing the functions/acts specified in the flowchart 
and/or block diagram block or blocks. 
The methods disclosed herein may be performed as part of 

providing a web-based service. Such a service could include, 
for example, offering the method to online users in exchange 
for payment. 
The disclosure and claims are directed to services per 

formed in a mobile data network in a way that is transparent 
to most of the existing equipment in the mobile data network. 
The mobile data network includes a radio access network and 
a core network. When a breakout component is not running a 
needed edge application, and the needed edge application is 
running in a neighboring basestation, the breakout compo 
nent can route the request for the needed edge application to 
the neighboring basestation via the overlay network. The 
neighboring basestation processes the request using the 
needed edge application, then returns the data to the original 
basestation via the overlay network. The original basestation 
thus maintains the Subscriber session with the user equipment 
while offloading the work of the needed application to a 
neighboring basestation. 
One skilled in the art will appreciate that many variations 

are possible within the scope of the claims. Thus, while the 
disclosure is particularly shown and described above, it will 
be understood by those skilled in the art that these and other 
changes in form and details may be made therein without 
departing from the spirit and scope of the claims. 
The invention claimed is: 
1. A mobile data network comprising: 
a plurality of basestations, each basestation communicat 

ing with a corresponding antenna that transmits and 
receives radio signals to and from user equipment, 
wherein the plurality of basestations are part of a radio 
access network that communicates with a core network 
in the mobile data network, each basestation compris 
ing: 
a breakout component that defines an existing first data 

path in the radio access network for non-broken out 
data, defines a second data path for broken out data, 
identifies first data corresponding to first user equip 
ment received from a corresponding basestation as 
data to be broken out, sends the first data on the second 
data path, and forwards other data that is not broken 
out on the first data path, wherein the breakout com 
ponent provides a first service with respect to internet 
protocol (IP) data sent to the first user equipment in 
response to an IP data request in the first data from the 
first user equipment by determining when the break 
out component is not hosting an edge application 
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requested by the first user equipment, and in response, 
identifying a neighboring breakout component that is 
running the requested edge application, and offload 
ing work to the requested edge application in the 
neighboring breakout component via an overlay net 
work that interconnects the breakout component to 
the neighboring breakout component while the brea 
kout component maintains a session for the user 
equipment, wherein the breakout component registers 
all edge applications running on the breakout compo 
nent with an edge application registry in the core 
network, wherein the breakout component deter 
mines edge applications running on neighboring 
breakout components from the edge application reg 
istry in the core network, and from the edge applica 
tions running on the neighboring breakout compo 
nents, identifies the neighboring breakout component 
that is running the requested edge application. 

2. The mobile data network of claim 1 wherein the 
requested edge application comprises a third party edge 
application. 

3. The mobile data network of claim 1 further comprising 
a monitor mechanism in the core network that monitors each 
edge application in the edge application registry and unreg 
isters from the edge application registry any edge application 
that becomes unresponsive. 

4. The mobile data network of claim 1 wherein the neigh 
boring breakout component is a breakout component that 
services a basestation that does not have radio communica 
tion with the first user equipment. 

5. The mobile data network of claim 1 wherein if no neigh 
boring breakout component is running the requested edge 
application, requesting a service provided by the requested 
edge application from a component upstream in the mobile 
data network. 

6. The mobile data network of claim 1 wherein if no neigh 
boring breakout component is running the requested edge 
application, determining when the neighboring breakout 
component can run the requested edge application, starting 
the requested edge application on the neighboring breakout 
component, and offloading the work to the requested edge 
application in the neighboring breakout component via the 
overlay network while the breakout component maintains a 
session for the user equipment. 

7. The mobile data network of claim 6 wherein if no neigh 
boring breakout component is running the requested edge 
application and no neighboring breakout component can run 
the requested edge application, requesting a service provided 
by the requested edge application from a component 
upstream in the mobile data network. 

8. A mobile data network comprising: 
a plurality of basestations, each basestation communicat 

ing with a corresponding antenna that transmits and 
receives radio signals to and from user equipment, 
wherein the plurality of basestations are part of a radio 
access network that communicates with a core network 
in the mobile data network, each basestation compris 
ing: 

a breakout component connected to a NodeB in the bases 
tation and connected to an upstream computer system, 
the breakout component comprising: 
a system controller that controls function of the breakout 

component; 
a service processor that monitors the breakout compo 

nent and provides control functions for the breakout 
component; 
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a security Subsystem that provides secure access to keys 
stored in a non-volatile memory; and 

a telco breakout system that defines an existing first data 
path in the radio access network for non-broken out 
data, defines a second data path for broken out data, 
identifies first data corresponding to first user equip 
ment received from a corresponding basestation as 
data to be broken out, sends the first data on the second 
data path, and forwards other data that is not broken 
out on the first data path, wherein the breakout com 
ponent provides a first service with respect to internet 
protocol (IP) data sent to the first user equipment in 
response to an IP data request in the first data from the 
first user equipment by performing the steps of 
registering all edge applications running on the brea 

kout component with an edge application registry 
in the core network; 

determining edge applications running on neighbor 
ing breakout components from the edge application 
registry in the core network that do not have radio 
communication with the first user equipment; 

determining when the breakout component is not 
hosting an edge application requested by the first 
user equipment, and in response, identifying a 
neighboring breakout component that is running 
the requested edge application, and offloading 
work to the requested edge application in the neigh 
boring breakout component via an overlay network 
that interconnects the breakout component to the 
neighboring breakout component while the break 
out component maintains a session for the user 
equipment; 

when no neighboring breakout component is running 
the requested edge application, determining when 
the neighboring breakout component can run the 
requested edge application, starting the requested 
edge application on the neighboring breakoutcom 
ponent, and offloading the work to the requested 
edge application in the neighboring breakoutcom 
ponent via the overlay network while the breakout 
component maintains the session for the user 
equipment; and 

when no neighboring breakout component is running 
the requested edge application, and no neighboring 
breakout component can run the requested edge 
application, requesting a service provided by the 
requested edge application from a component 
upstream in the mobile data network. 

9. A method for processing data packets in a mobile data 
network that includes a radio access network coupled to a 
core network, the method comprising the steps of 

a plurality of antennas sending and receiving network mes 
Sages between user equipment and a plurality of bases 
tations in the radio access network, each basestation 
communicating with a corresponding one of the plural 
ity of antennas; 

a breakout component in the one of the plurality of bases 
tations connected to first user equipment that performs 
the steps of: 
defining an existing first data path in the radio access 

network for non-broken out data; 
defining a second data path for broken out data; 
identifying first data received from a corresponding bas 

estation as data to be broken out; 
sending the first data on the second data path; 
forwarding other data that is not broken out on the first 

data path; and 
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38 
providing a first service with respect to internet protocol 

(IP) data sent to the first user equipment in response to 
an IP data request in the first data from the first user 
equipment by determining when the breakout compo 
nent is not hosting an edge application requested by 
the first user equipment, and in response, identifying 
a neighboring breakout component that is running the 
requested edge application, and offloading work to 
the requested edge application in the neighboring 
breakout component via an overlay network that 
interconnects the breakout component to the neigh 
boring breakout component while the breakout com 
ponent maintains a session for the user equipment; 

registering all edge applications running on the breakout 
component with an edge application registry in the core 
network; 

determining edge applications running on the neighboring 
breakout components from the edge application registry 
in the core network; and 

identifying the neighboring breakout component that is 
running the requested edge application. 

10. The method of claim 9 wherein the requested edge 
application comprises a third party edge application. 

11. The method of claim 9 further comprising the steps of: 
monitoring each edge application in the edge application 

registry; and 
unregistering from the edge application registry any edge 

application that becomes unresponsive. 
12. The method of claim 9 wherein the neighboring brea 

kout component is a breakout component that services a 
basestation that does not have radio communication with the 
first user equipment. 

13. The method of claim 9 further comprising the step of: 
when no neighboring breakout component is running the 

requested edge application, requesting a service pro 
vided by the requested edge application from a compo 
nent upstream in the mobile data network. 

14. The method of claim 9 further comprising the steps of: 
when no neighboring breakout component is running the 

requested edge application, determining when the 
neighboring breakout component can run the requested 
edge application; 

starting the requested edge application on the neighboring 
breakout component; and 

offloading work to the requested edge application in the 
neighboring breakout component via the overlay net 
work while the breakout component maintains a session 
for the user equipment. 

15. The method of claim 14 further comprising the step of: 
when no neighboring breakout component is running the 

requested edge application and no neighboring breakout 
component can run the requested edge application, 
requesting a service provided by the requested edge 
application from a component upstream in the mobile 
data network. 

16. A method for processing data packets in a mobile data 
network that includes a radio access network coupled to a 
core network, the method comprising the steps of 

a plurality of antennas sending and receiving network mes 
Sages between user equipment and a plurality of bases 
tations in the radio access network, each basestation 
communicating with a corresponding one of the plural 
ity of antennas; 

providing a breakout component in one of the plurality of 
basestations, the breakout component comprising: 
a system controller that controls function of the breakout 

component; 
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a service processor that monitors the breakout compo- neighboring breakout component that is running 
nent and provides control functions for the breakout the requested edge application, and offloading 
component; work to the requested edge application in the 

a security subsystem that provides secure access to keys neighboring breakout component via an overlay 
stored in a non-volatile memory; and 5 network that interconnects the breakout compo 

a telco breakout system that performs the steps of: nent to the neighboring breakout component 
defining an existing first data path in the radio access 

network for non-broken out data; 
defining a second data path for broken out data; 
identifying first data received from first user equip- 10 

ment as data to be broken out; 

while the breakout component maintains a ses 
sion for the user equipment; 

when no neighboring breakout component is run 
ning the requested edge application, determining 

sending the first data on the second data path; when the neighboring breakout component can 
forwarding other data that is not broken out on the first run the requested edge application, starting the 

data path; requested edge application on the neighboring 
breakout component, and offloading work to the 
requested edge application in the neighboring 
breakout component via the overlay network 
while the breakout component maintains a ses 
sion for the user equipment; and 

when no neighboring breakout component is run 
ning the requested edge application, and no 
neighboring breakout component can run the 
requested edge application, requesting a service 
provided by the requested edge application from 
a component upstream in the mobile data net 
work. 

providing a first service with respect to internet pro- 15 
tocol (IP) data sent to the first user equipment in 
response to an IP data request in the first data from 
the first user equipment by performing the steps of: 
registering all edge applications running on the 

breakout component with an edge application 20 
registry in the core network; 

determining edge applications running on neigh 
boring breakout components from the edge 
application registry in the core network; 

determining when the breakout component is not 25 
hosting an edge application requested by the first 
user equipment, and in response, identifying a ck ck ck ck c 


