Office de la Propriete Canadian
Intellectuelle Intellectual Property
du Canada Office

Un organisme An agency of
d'Industrie Canada Industry Canada

CA 2815569 C 2016/03/01

(11)(21) 2 815 569

(12 BREVET CANADIEN
CANADIAN PATENT
(13) C

(86) Date de depot PCT/PCT Filing Date: 2011/10/24

(87) Date publication PCT/PCT Publication Date: 2012/05/03
(45) Date de delivrance/lssue Date: 2016/03/01

(85) Entree phase nationale/National Entry: 2013/04/23

(86) N° demande PCT/PCT Application No.: CA 2011/001174
(87) N° publication PCT/PCT Publication No.: 2012/055013
(30) Prioritée/Priority: 2010/10/25 (US61/406,386)

(51) Cl.Int./Int.Cl. HO4W 4/12 (2009.01)

(72) Inventeurs/Inventors:
HUNG, MICHAEL HIN KAI, CA;
VIRANI BARKET, CA

(73) Propriéetaire/Owner:
BLACKBERRY LIMITED, CA

(74) Agent: INTEGRAL IP

(54) Titre : SYSTEME ET PROCEDE POUR ACTIVER DES APPLICATIONS PERMETTANT DE COMMUNIQUER AU MOYEN D'UN

SYSTEME D'HOMOLOGUE A HOMOLOGUE (P2P)

(54) Title: SYSTEM AND METHOD FOR ENABLING APPLICATIONS TO COMMUNICATE USING A PEER-TO-PEER (P2P) SYSTEM

4/\

™ To Local Te App
. Apps Service

Application Platform |
34 ____ﬁbr‘———* ‘ 5
N[ Cortact i Application Gateway | o
| Sslector | h }
7 - —
747 ——— 7
4 | ' | +
! — ey
2 i - 76
E‘ § . 1 Contaci-lo-App Mapping Lﬂ,f |
To Admin ’ < i Cecmmunication | e “T:Ji -
Server \ g | g Module 1 !._ S h_,,*'
, g 544 . i L e . 1 r,ao
| S [ Local App List ;”‘_’H’/‘]
7;_7— — 72 /-: - ‘
wd P2P Access Module

e e | if!.%rmlssfm]
/ ’ i;:‘; :t; u&dsge Control |
30 ‘ "

(57) Abrege/Abstract:
A method and system are provided for enabling applications

device. The method comprises providing an interface between an application and a peer-to-peer (P2P) platform on the mobi
device; obtaining data from the application; using the P2P platform to include the data from the application in a P2P message; anr
sending the P2P message to another mobile device to enable a complementary application on the other mobile device to utilize tr

data from the application.

C an a dg http:vopic.ge.ca - Ottawa-Hull K1A 0C9 - atp.//cipo.ge.ca OPIC

OPIC - C]

1

Tg P2F Piatform

on a mobile device to utillize a peer-to-peer platform on the mobi

®© QO ® D

e A
oo NN S [ ] [
AN s %as Sy R l'"._.,’.'.
R RN
ST -g;;\-;?:l:
4

PO 191




w0 2012/055013 A1 |[HIL ! HYD OO0 RO R AR A

CA 02815569 2013-04-23

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization

International Bureau

(43) International Publication Date
3 May 2012 (03.05.2012)

(10) International Publication Number

WO 2012/055013 Al

(51)

(21)

(22)

(25)

(26)
(30)

(71)

(72)
(75)

(74)

International Patent Classification:
HO4W 4/12 (2009.01)

International Application Number:
PCT/CA2011/001174

International Filing Date:
24 October 2011 (24.10.2011)

Filing Language: English
Publication Language: English
Priority Data:

61/406,386 25 October 2010 (25.10.2010) US

Applicant (for all designated States except US). RE-
SEARCH IN MOTION LIMITED [CA/CA]; 295
Phillip Street, Waterloo, Ontario N2L 3W8 (CA).

Inventors; and

Inventors/Applicants (for US only): VIRANI, Barket
[PK/CA]; Extension 15138, 4701 Tahoe Blvd., Missis-
sauga, Ontario L4W 0B5 (CA). HUNG, Michael Hin
Kai [CA/CA]; Extension 14529, 4701 Tahoe Blvd., Mis-
sissauga, Ontario L4W 0B5 (CA).

Agents: SLANEY, Brett J. ct al.; Blake, Cassels & Gray-
don LLP, Suite 4000, Commerce Court West, 199 Bay
Street, Toronto, Ontario M5SL 1A9 (CA).

(81) Designated States (unless otherwise indicated, for every

(84)

kind of national protection available): AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,
KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,
ME., MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
NO, NZ, OM, PE, PG, PH, PL, PT, QA, RO, RS, RU,
RW, SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ,
TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA,
/M, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available). ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZVW), Eurasian (AM, AZ, BY, KG, KZ, MD,
RU, TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ,
DE, DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT,
LT, LU, LV, MC, MK, MT, NL, NO, PL, PT, RO, RS,
SE, SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CI, CM,
GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Published:

with international search report (Art. 21(3))

(54) Title: SYSTEM AND METHOD FOR ENABLING APPLICATIONS TO COMMUNICATE USING A PEER-TO-PEER
(P2P) SYSTEM

<> To Local w0 App
AppS Service
Application Platform <
4. <
Contact Application Gateway
P Selector ) ,
74 -

66

% - 76
“8 L. Contact-to-App Mapping ,/’
To Admin \ = | N Comﬁ;nudm::atlon S L -
Server / g oguie Permissions g
O sl .- 80
< 64 U Local App List ‘:—JZ’/
0" 727"
68 P2P Access Module i
N
FIG. 5 N
o Invite Update P%g‘:‘:‘f’;{?n | To P2P Platform
M Mg .
30 >9 g Msa | 7

(57) Abstract: A method and system are provided for enabling applications on a mobile device to utilize a peer-to-peer platform
on the mobile device. The method comprises providing an interface between an application and a peer-to-peer (P2P) platform on
the mobile device; obtaining data from the application; using the P2P platform to include the data from the application in a P2P
message; and sending the P2P message to another mobile device to enable a complementary application on the other mobile de-
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SYSTEM AND METHOD FOR ENABLING APPLICATIONS TO COMMUNICATE USING A
| PEER-TO-PEER (P2P) SYSTEM

TECHNICAL FIELD

10001] The following relates to systems and methods for enabling applications to
communicate using a P2P system.

BACKGROUND

{0002] Many applications that can be installed on an electronic communication device
involve interactions with other devices. Such applications include, without limitation, multi-
player gaming, social media applications, mobile commerce applications, online auctions, file

sharing applications, music sharing applications, location based applications, etc.

[0003] Typically, the types of applications discussed above are developed such that a
central server is used to store a repository of data that is used by the respective applications
and, often, to download and install the applications themselves.

[0004] Such a central server can be seen as burdensome due to the additional
administrative overhead, additional network infrastructure and sometimes the need for

additional protocols to enable devices to communicate with each other via the server.

SUMMARY

[00035] In one aspect, there is provided a method of operating a mobile device, the methoad
comprising: providing an application platform operable to interface between at least one
application and a peer-to-peer messaging service on the mobile device and to enable the
application to ekchange data with other mobile devices using the peer-to-peer messaging

service; generating a first peer-to-peer message comprising a first update associated with the
application platform on the mobile device; addressing the first peer-to-peer message to at least

one contact having a corresponding application platform on a corresponding mobile device; and

sending the first peer-to-peer message to the at least one contact to enable the corresponding
application platform to be updated.

[0006] In another aspect, there is provided a computer readable storage medium

comprising computer executable instructions for operating a mobile device, the computer
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executable instructions comprising instructions for: providing an application platform
operable to interface between at least one application and a peer-to-peer messaging service
on the mobile device and to enable the application to exchange data with other mobile
devices using the peer-to-peer messaging service; generating a first peer-to-peer message
comprising a first update associated with the application platform on the mobile device;
addressing the first peer-to-peer message to at least one contact having a corresponding
application platform on a corresponding mobile device; and sending the first peer-to-peer
message to the at least one contact to enable the corresponding application platform to be
updated.

[0007] In yet another aspect, there is provided a mobile device comprising a processor
and memory, the memory comprising computer executable instructions that when executed
by the processor operate the processor for: providing an application platform operable to
interface between at least one application and a peer-to-peer messaging service on the
mobile device and to enable the application to exchange data with other mobile devices
using the peer-to-peer messaging service, generating a first peer-to-peer message
comprising a first update associated with the application platform on the mobile device;
addressing the first peer-to-peer message to at least one contact having a corresponding
application platform on a corresponding mobile device; and sending the first peer-to-peer
message to the at least one contact to enable the corresponding application platform to be
updated.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Embodiments will now be described by way of example only with reference to
the appended drawings wherein:

[0009] FIG. 1 is a block diagram of an example wireless communication system utilizing

a peer-to-peer (P2P) system.

[0010] FIG. 2 is a block diagram of an example communication of a one-to-many
(1:many) P2P message via the P2P system of FIG. 1.

[0011] FIG. 3 is a block diagram showing further detail of a portion of the communication
system shown in FIG. 1.

[0012] FIG. 4 is a block diagram illustrating an example P2P message.

-9 .-
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[0013] FIG. 5 is a block diagram illustrating further detail of the application platform
shown in FIG. 3.

[0014] FIG. 6 is a block diagram illustrating one example configuration for the wireless

infrastructure and P2P system shown in FIG. 1.
[0015] FIG. 7 is a block diagram of an example configuration for a mobile device.

[0016] FIG. 8 is a flow chart illustrating an example set of computer executable
instructions for enabling an application to be developed and distributed for use on the
application platform.

[0017] FIG. 9 is a flow chart illustrating an example set of computer executable
instructions for obtaining a temporary application identifier (1D) for running an application in a
test mode.

[0018] FIG. 10 is a flow chart illustrating an example set of computer executable
instructions for downloading and installing a new application for use on the application
platform.

[0019] FIG. 11 is a flow chart illustrating an example set of computer executable
instructions for generating and sending an application platform data update to other mobile
devices.

[0020] FIG. 12 is a flow chart illustrating an example set of computer executable

instructions for enabling the generation of application invite messages.

[0021] FIG. 13 is a flow chart illustrating an example set of computer executable
instructions for utilizing a contact selector module.

[0022] FIG. 14 is a flow chart illustrating an example set of computer executable
instructions for generating the invite message.

[0023] FIG. 15 is a screen shot of an example user interface (Ul) for sending an

invitation to join an application.

[0024] FIG. 16 is a screen shot of an example Ul for sending an invitation to download
an application.

22376693.1
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[0025] FIG. 17 is a flow chart illustrating an example set of computer executable
Instructions for updating and applying new permission settings.

[0026] FIG. 18 is a flow chart illustrating an example set of computer executable

instructions for controlling an application from an administrator server.

[0027] FIG. 19 is a flow chart illustrating an example set of computer executable

instructions for hiding use of an application on the application platform.
[0028] FIG. 20 is a screen shot of an example Ul for a contact selector tool.

DETAILED DESCRIPTION OF THE DRAWINGS

[0029] It has been recognized that network efficient applications can be developed and
deployed on electronic communication devices, particularly mobile devices, by enabling such
applications to utilize a P2P platform on the device. An application platform is described
below, which can interface with the P2P platform on the device to provide access to
contacts, user profiles, and P2P messaging capabilities that already exist in the P2P
platform. In this way, various applications can be developed on a platform that enables the
applications to communicate in a P2P manner without requiring a dedicated central server to
maintain both the applications and application specific data.

[0030] Turning to FIG. 1, an example communication system 8 is shown. The
communication system 8 in this example, at least in part, enables mobile devices, commonly
referred to by numeral 10 (or using humeral 10 as a prefix - e.g. mobile device A, also
denoted by 10A and mobile device B, also denoted by 10B), to communicate via a peer-to-
peer (P2P) system 16 via a wireless network 12. It will be appreciated that two mobile
devices 10A, 10B shown in FIG. 1 are for illustrative purposes only and many other mobile
devices 10 (not shown) may also be capable of communicating with or within the
communication system 8. The P2P system 16 is, in this example, a component of a wireless
infrastructure 14 associated with the wireless network 12. The wireless infrastructure 14 in
this example comprises, in addition to the P2P system 16, an application distribution service
22 that enables mobile devices 10 to download and install applications, and an
administration (admin) server 18, which provides administrative access to an administrator
(admin) 20, e.g. for controlling various aspects of the communication system 8 and the

mobile devices 10, for example, by way IT policies, control messages, and the like.

22376693.1
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[0031] In addition to the application distribution service 22 which, in this example, is a
component of the wireless infrastructure 14, a trusted third party application service 24 may
also be accessible to the mobile devices 10 in order to download and install applications
developed by 3™ party developers 26. It can be appreciated that, as shown in FIG. 1, the 3™
party developers 26 may also be permitted by the wireless infrastructure 14 to develop and
deploy new applications to the application distribution service 22. It can also be appreciated
that, although not shown, other 3™ party services may also be capable of developing
applications that can be downloaded and installed on the mobile devices 10 and may be
verified or otherwise approved for use by the wireless infrastructure 14 and/or mobile device

10.

[0032] In the example shown in FIG. 1, the mobile device 10A may communicate with
the admin server 18 and vice versa via the P2P system 16, in order to register applications
and to enable the admin server 18 to control applications on the mobile device 10A, as will
be explained in greater detail below. The mobile device 10A may also communicate with the
application distribution service 22 and vice versa via the P2P system 16, in order to
download an application to be installed thereon. The mobile device 10A may also
communicate with the mobile device 10B and vice versa via the P2P system 16, in order to
perform P2P messaging as will be explained in greater detail below. The 3™ party
application service 24 in this example may be accessed via the wireless network 12 (e.g.
using a browser). As noted above, it has been found that by leveraging a P2P platform on
the mobile devices 10, an application platform can be used to enable various applications to
exchange data and otherwise utilize the P2P system 16 as a transport mechanism to
exchange data between devices 10. For example, the mobile devices 10 may have an
existing instant messaging (IM) system that operates using a P2P protocol and this protocol
can be made available to other applications which may include, without limitation, multi-

player gaming, social media applications, mobile commerce applications, online auctions, file
sharing applications, music sharing applications, location based applications etc. By using a

P2P system 16 rather than a central server, the applications can perform in a more efficient
manner.

[0033] For example, as shown in FIG. 2, the P2P system 16 can be operable to enable a
single P2P message 30 to be sent to multiple recipients by addressing the P2P message 30
to multiple corresponding P2P addresses, and having the P2P system 16 multicast the

message 30 to those recipients. In the example shown in FIG. 2 a multicast approach

-5 .
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enables the sender (mobile device 10A) to only require one message 30 in order to send the
same data to multiple recipients (mobile devices 10B, 10C, and 10D for example). As such,
the P2P system 16 not only eliminates the need for a central server and repository to
maintain application data, each mobile device 10 can manage such application data for its
own sphere of contacts in an efficient manner, in particular by taking advantage of the
multicast abilities of the P2P system 16. In other words, each mobile device 10 can be
provided with a platform to share information and data with a finite number of other
“contacts” whereby collectively, the platforms of all mobile devices 10 provide the capabilities
of a central server without requiring the inherent additional network overhead.

[0034] Turning now to FIG. 3, an example configuration is shown for enabling
applications 36 on each of mobile devices 10A and 10B to access a respective P2P platform
32. In this example, the P2P platform 32 comprises a P2P messaging component or module
38, which enables P2P messages 30 to be sent to corresponding P2P platforms 32 of other
mobile devices 10. In this example, the P2P platform 32 is normally utilized by a P2P
application 31, e.g. an IM application. The P2P platform 32 also comprises or otherwise has
access to a contact list 42 comprising one or more contacts that correspond to other users of
a P2P application (e.g. an IM application). The contacts in the contact list 42 are often
commonly referred to as “buddies’, in particular in IM environments. The P2P platform 32
also comprises user profile data 40 which may include, for example, avatars,
status/presence information, a current status message, location, barcode,

preferences/options, etc.

[0035] An application platform 34 interfaces with the P2P platform 32 (e.g. via one or
more application programming interfaces (APIs)) to enable one or more applications 36 to
have access to P2P messaging 38, contact list 42, and user profiles 40 managed and used

by the P2P platform 32. For example, the P2P platform 32 may be utilized and/or provided
by an IM application with the P2P messaging 38 and P2P messages 30 normally providing

IM capabilities for communicating with the contacts in the contact list 42. The application
platform 34 would then leverage the existing capabilities of the IM platform to use an IM
messaging protocol as a transport mechanism for application data. As will be explained in
greater detail below, this enables mobile devices 10 to obtain information regarding their
contacts with respect to applications 36 on the application platform 34, for example to
determine who has what applications. By having the application platforms 34 continually

22376693.1



CA 02815569 2013-04-23

update each other via their respective P2P platforms 32, such information and other

“platform data” can be immediately available to the applications 36, even upon installation.

[0036] In order to provide some control over the distribution of applications 36 amongst
mobile devices 10, e.g. to prevent malicious code from spreading, the application platform
34 may be required to register applications 36 that are downloaded with the admin server
18. As shown In FIG. 3, a register request message 44 can be sent to the admin server 18
by the application platform 34 via the P2P platform 32. The admin server 18 in this example
stores a list 48 or other repository of registered applications and associated unique
identifiers (IDs) to enable the registration to occur. As will be explained in greater detall
below, by assigning a unique ID to each application, upon installing an application 36, the
application platform 34 can use the P2P system 16 to provide an application |ID for the
application whereupon the admin server 18 can verify its credentials and match the ID with
those in its list 48. Similarly, the admin server 18 can use the P2P system 16 to send
application control messages 46 down to the mobile devices 10 in order to control the
applications 36, e.g. to terminate a troublesome application, suspend operation during fixes,
apply upgrades, etc. The registration and control messages 44, 46 may therefore typically
be considered as being in the same format as the P2P messages 30 and are only shown

with different reference numerals for ease of explanation.

[0037] A P2P message 30 is shown in greater detall in FIG. 4, and has a format that is
particularly suitable for a PIN-to-PIN based system. In a typical P2P protocol 84 (see also
FIG. 6), each P2P message 30 has associated therewith a source corresponding to the
mobile device 10 which has sent the P2P message 30 and includes a destination identifying
the one or more intended recipients. Each P2P message 30 in this example comprises a
body 52, which contains the content for the P2P message 30 (e.g. text or other data), and a
header 50, which contains various fields used for transmitting and processing each P2P
message 30. In this example, the header 50 includes a message type field 54 to specify the
type of transmission (e.g. chat, registration, block, presence, etc.), a source field 56 to
specify the device address for the sender, a destination field 58 to specify the device
address(es) for the one or more intended recipients, an ID field 60 to identify the application
36, 31, and a timestamp field 62 to indicate the time (and if desired, the date) at which the

P2P message 30 was sent by the designated sender.

22376693.1
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[0038] It can be appreciated that in this example, the 1D field 60 can be used to specify
the application ID to identify an application 36 on the application platform 34, as well as the
P2P application 31. Where the P2P platform 32 provides, for example, an IM system, the
message type field 54 can also be used to designate an IM communication, and the ID field
60 would then correspond to a conversation ID, i.e. a conversation thread the message 30
corresponds to (e.g. such that each message 30 is identified by the conversation in which it
was sent). However, it can be appreciated that the |D field 60 can also be structured to
Indicate both that an IM application (e.g. P2P application 31) is being used and what
conversation it relates to. Therefore, the header fields 54-62 can be used to identify the
application, system or platform that is utilizing the P2P message 30 as well as to what device
or devices the P2P message 30 is to be sent. In this way, theP2P message 30 and P2P
platform 32 can be leveraged to allow other applications installed on the mobile device 10 to

operate in a “serveriess” manner.

[0039] It will be appreciated that other information or attributes may be included in the
P2P message 30, such as a subject field (not shown) to enable a subject for part or all of a
conversation (in an IM embodiment) to be transported with the P2P message 30 (e.g. to
create new subjects, modify subjects, notify others of subjects, etc.), or application details
field (not shown) to provide application-specific information such as the version and
capabilities of the application.

[0040] FIG. 5 illustrates further detail for the application platform 34. The application
platform 34 in this example comprises a communication module 64 that is operable to
enable the applications 36 to interface with the P2P platform 32. The communication
module 64 can communicate with the applications 36 and application distribution service 22
via an application gateway 66, can communicate with the P2P platform 32 via a P2P access
module 68, and can communicate with the admin server 18 via an admin module 70. It can

be appreciated that if the application platform 34 communicates with the admin server 18 via
the P2P system 16, the admin module 70 would also communicate via the P2P platform 32.
As such, the configuration shown in FIG. 5, including the particular separation of modules, is
for illustrative purposes only. The communication module 64 has access to platform data
72. The platform data 72 in this example includes contact-to-application mappings 76, which
Indicates which contacts have what applications 36; permissions data 78, which indicate
both permissions associated with the user of the mobile device 10 on which the application

platform 34 resides, and permissions associated with contacts in the contact list 42; and a

-8 -
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local application list 80, which indicates which application(s) the application platform 34 is
currently supporting, in order to enable the application platform 34 to update other

application platforms 34 associated with the contacts in the contact list 42.

[0041] Various message types can be sent as P2P messages 30. As shown by way of
example in FIG. §, these may include invite messages, update messages, and permission
control messages (which may also be considered a type of update message). Details of
these various message types wiil be provided below.

[0042] In order to protect the platform data 72 and data associated with the contact list
42 from being exposed to the applications 36 supported by the application platform 34 (e.g.
PIN numbers), a contact selector 74 can be provided. The contact selector 74 can be
provided by the application platform 34 to the applications 36 when an application 36
requires selection of one or more contacts (e.g. to prepare an invitation to join, etc.). In this
way, the capabilities and data provided by the P2P platform 32 which enable the application
platform 34 to operate can be kept transparent to the applications 36 and users thereof in
order to avoid compromising the P2P platform 32 and in turn the P2P system 16 and
wireless infrastructure 14. Further details of the contactor selector 74 will be provided later.

[0043] Turning now to FIG. 6, a configuration is shown that is suitable for a user of
mobile device A, hereafter referred to as mobile device 10A, to conduct a P2P
communication (e.g. instant messaging, application on application platform 34, etc.) with
buddies included in their contact list 42. It can be seen in FIG. 6 that the P2P system 16 is
iIncorporated into the wireless infrastructure 14 of the wireless network 12. The P2P system
16 can utilize any suitable P2P protocol 84 operated by a P2P router 82, in this example as
part of the wireless Infrastructure 14. It can be appreciated however that a stand-alone P2P
configuration (i.e. that does not rely on the wireless infrastructure 14 - not shown) may
equally apply the principles herein. The example configuration shown in FIG. 6 is
particularly suitable for implementing a PIN-based messaging system. As can be seen, the
P2P messaging router 82 may also enable mobile devices 10 to communicate with desktop
computers 86 thus facilitating, for example, communications such as instant messaging (IM)
between mobile applications and desktop applications on the desktop computer 86.

[0044] In the embodiment illustrated in FIG. 6, a P2P-based messaging system such as
a PIN-based messaging system can be implemented using a router-based communication
Infrastructure, such as one that provides email, SMS, voice, Internet and other

-9-
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communications. Particularly suitable for hosting the P2P messaging router 82, is a wireless
router or server used in systems such as those that provide push-based communication
services. In FIG. 6, the wireless infrastructure 14 facilitates P2P communications such as
instant messaging between mobile device 10A and mobile devices for User B, User C and
User D, denoted by 10B, 10C and 10D respectively using the P2P messaging router 82. It
will be appreciated that the number of users participating in the example shown in FIG. 6 is
for illustrative purposes only. P2P messaging, such as IM, is provided by an associated
application stored on each mobile device 10A — 10D which can be initiated, for example, by
highlighting and selecting an icon from a display as is well known in the art. The P2P
messaging router 82 routes messages between the mobile devices 10A-10D according to

the P2P protocol 84. For example, the P2P protocol may define a particular way in which to
conduct IM or other types of messaging.

[0045] In general, in a P2P protocol 84, the sender of the P2P message 30 knows the
address of the intended recipient, €.g. a PIN. This may be established when the two devices
request to add each other to their respective contact or buddy lists. It can be seen in the
example shown in FIG. 6 that mobile device 10A can communicate directly with any of the
mobile devices 10B-10D through the P2P messaging router 82 as indicated by the short-
dashed line without requiring a dedicated server for facilitating communications. In other
words, the P2P messaging router 82 enables the mobile devices 10 to communicate with

each other directly over the wireless infrastructure 14 in accordance with the P2P protocol
84.

[0046] When conducting a P2P session according to the embodiment shown in FIG. 6,
the mobile devices 10A-10D can communicate directly with the wireless infrastructure 14 in
a client based exchange where, as noted above, an intermediate server is not required. A

P2P message 30 sent by one mobile device 10 is received by the wireless infrastructure 14,

which obtains the address for the intended recipient from information associated with the
message 30 (e.g. a data log) or from the message 30 itself. Upon obtaining the recipient’s
address according to the P2P protocol 84, the wireless infrastructure 14 then routes the
message 30 to the recipient associated with the mobile device 10 having such address. The
wireless infrastructure 14 typically also provides a delivery confirmation to the original
sender, which may or may not be displayed to the user. The destination device can also
provide such delivery information. The wireless infrastructure 14 should be capable of

routing messages 30 reliably and hold onto the messages 30 until they are successfully
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delivered. Alternatively, if delivery cannot be made after a certain timeout period, the
wireless infrastructure 14 may provide a response indicating a failed delivery. The wireless

infrastructure 14 may choose to expire a message 30 if a certain waiting period lapses.

[0047] Referring now to FIG 7, shown therein is a block diagram of an example
embodiment of a mobile device 10. The mobile device 10 comprises a number of
components such as a main processor 102 that controls the overall operation of the mobile
device 10. Communication functions, including data and voice communications, are
performed through a communication subsystem 104. The communication subsystem 104
receives messages from and sends messages to a wireless network 12. In this example
embodiment of the mobile device 10, the communication subsystem 104 is configured In
accordance with the Global System for Mobile Communication (GSM) and General Packet
Radio Services (GPRS) standards. The GSM/GPRS wireless network is used worldwide and
it Is expected that these standards will be superseded eventually by 3G and 4G networks
such as Enhanced Data-rates for Global Evolution (EDGE), Universal Mobile
Telecommunications System (UMTS) and High-Speed Downlink Packet Access (HSDPA),
Long Term Evolution (LTE), Worldwide Interoperability for Microwave Access (Wi-Max), etc.
New standards are still being defined, but it is believed that they will have similarities to the
network behaviour described herein, and it will also be understood by persons skilled in the
art that the embodiments described herein are intended to use any other suitable standards
that are developed in the future. The wireless link connecting the communication subsystem
104 with the wireless network 12 represents one or more different Radio Frequency (RF)
channels, operating according to defined protocols specified for GSM/GPRS
communications. With newer network protocols, these channels are capable of supporting
both circuit switched voice communications and packet switched data communications.

[0048] The main processor 102 also interacts with additional subsystems such as a
Random Access Memory (RAM) 106, a flash memory 108, a display 110, an auxiliary

iInput/output (I/0) subsystem 112, a data port 114, a keyboard 116, a speaker 118, a
microphone 120, GPS receiver 121, short-range communications 122 and other device
subsystems 124.

[0049] Some of the subsystems of the mobile device 10 perform communication-related
functions, whereas other subsystems may provide “resident” or on-device functions. By way
of example, the display 110 and the keyboard 116 may be used for both communication-
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related functions, such as entering a text message for transmission over the network 12, and

device-resident functions such as a calculator or task list.

[0050] The mobile device 10 can send and receive communication signals over the
wireless network 12 after required network registration or activation procedures have been
completed. Network access is associated with a subscriber or user of the mobile device 10.
To identify a subscriber, the mobile device 10 may use a subscriber module. Examples of
such subscriber modules include a Subscriber ldentity Module (SIM) developed for GSM
networks, a Removable User Identity Module (RUIM) developed for CDMA networks and a
Universal Subscriber Identity Module (USIM) developed for 3G networks such as UMTS. In
the example shown, a SIM/RUIM/USIM 126 is to be inserted into a SIM/RUIM/USIM
interface 128 in order to communicate with a network. The SIM/RUIM/USIM component 126
iS one type of a conventional “smart card” that can be used to identify a subscriber of the
mobile device 10 and to personalize the mobile device 10, among other things. Without the
component 126, the mobile device 10 may not be fully operational for communication with
the wireless network 12. By inserting the SIM/RUIM/USIM 126 into the SIM/RUIM/USIM
interface 128, a subscriber can access all subscribed services. Services may include: web
browsing and messaging such as e-mail, voice mail, SMS, and MMS. More advanced
services may include: point of sale, field service and sales force automation. The
SIM/RUIM/USIM 126 includes a processor and memory for storing information. Once the
SIM/RUIM/USIM 126 is inserted into the SIM/RUIM/USIM interface 128, it is coupled to the
main processor 102. In order to identify the subscriber, the SIM/RUIM/USIM 126 can
include some user parameters such as an International Mobile Subscriber Identity (IMSI). An
advantage of using the SIM/RUIM/USIM 126 is that a subscriber is not necessarily bound by
any single physical mobile device. The SIM/RUIM/USIM 126 may store additional subscriber

information for a mobile device as well, including datebook (or calendar) information and

recent call information. Alternatively, user identification information can also be programmed

into the flash memory 108.

[0051] The mobile device 10 is typically a battery-powered device and includes a battery
interface 132 for receiving one or more batteries 130 (typically rechargeable). In at least
some embodiments, the battery 130 can be a smart battery with an embedded
microprocessor. The battery interface 132 is coupled to a regulator (not shown), which
assists the battery 130 in providing power V+ to the mobile device 10. Although current
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technology makes use of a battery, future technologies such as micro fuel cells may provide
the power to the mobile device 10.

[0052] The mobile device 10 also includes an operating system 134 and software
components 136 to 146 which are described in more detail below. The operating system 134
and the software components 136 to 146 that are executed by the main processor 102 are
typically stored in a persistent store such as the flash memory 108, which may alternatively
be a read-only memory (ROM) or similar storage element (not shown). Those skilled in the
art will appreciate that portions of the operating system 134 and the software components
136 to 146, such as specific device applications, or parts thereof, may be temporarily loaded
into a volatile store such as the RAM 106. Other software components can also be included,

as is well known to those skilled in the art.

[0053] The subset of software applications 136 that control basic device operations,
including data and voice communication applications, may be installed on the mobile device
10 during its manufacture. Other software applications include a message application 138
that can be any suitable software program that allows a user of the mobile device 10 to send
and receive electronic messages. Various alternatives exist for the message application 138
as is well known to those skilled in the art. Messages that have been sent or received by the
user are typically stored in the flash memory 108 of the mobile device 10 or some other
suitable storage element in the mobile device 10. In at least some embodiments, some of
the sent and received messages may be stored remotely from the mobile device 10 such as
in a data store of an associated host system that the mobile device 10 communicates with.

[0054] The software applications can further comprise a device state module 140, a
Personal Information Manager (PIM) 142, and other suitable modules (not shown). The

device state module 140 provides persistence, i.e. the device state module 140 ensures that
important device data is stored in persistent memory, such as the flash memory 108, so that

the data is not lost when the mobile device 10 is turned off or loses power.

[0055] The PIM 142 includes functionality for organizing and managing data items of
Interest to the user, such as, but not limited to, e-mail, contacts, calendar events, voice
mails, appointments, and task items. A PIM application has the ability to send and receive
data items via the wireless network 12. PIM data items may be seamlessly integrated,
synchronized, and updated via the wireless network 12 with the mobile device subscriber’s
corresponding data items stored and/or associated with a host computer system. This
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functionality creates a mirrored host computer on the mobile device 10 with respect to such
items. This can be particularly advantageous when the host computer system is the mobile
device subscriber’s office computer system.

[0056] The mobile device 10 may also comprise a connect module 144, and an IT policy
module 146. The connect module 144 implements the communication protocols that are
required for the mobile device 10 to communicate with the wireless infrastructure and any

host system, such as an enterprise system, that the mobile device 10 is authorized to
interface with.

[0057] The connect module 144 includes a set of APIs that can be integrated with the
mobile device 10 to allow the mobile device 10 to use any number of services associated
with the enterprise system. The connect module 144 allows the mobile device 10 to establish
an end-to-end secure, authenticated communication pipe with a host system (not shown). A
subset of applications for which access is provided by the connect module 144 can be used
to pass IT policy commands from the host system to the mobile device 10. This can be done
In a wireless or wired manner. These instructions can then be passed to the IT policy module
146 to modify the configuration of the device 10. Alternatively, in some cases, the IT policy

update can also be done over a wired connection.

[0058] The IT policy module 146 receives IT policy data that encodes the IT policy. The
I'T policy module 146 then ensures that the IT policy data is authenticated by the mobile
device 100. The IT policy data can then be stored in the flash memory 106 in its native form.
After the IT policy data is stored, a global notification can be sent by the IT policy module
146 to all of the applications residing on the mobile device 10. Applications for which the IT

policy may be applicable then respond by reading the IT policy data to look for IT policy rules
that are applicable.

[0059] Other types of software applications or components 139 can also be installed on

the mobile device 10. These software applications 139 can be pre-installed applications (i.e.
other than message application 138) or third party applications, which are added after the

manufacture of the mobile device 10. Examples of third party applications include games,
calculators, utilities, etc.

[0060] The additional applications 139 can be loaded onto the mobile device 10 through
at least one of the wireless network 12, the auxiliary 1/0 subsystem 112, the data port 114,
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the short-range communications subsystem 122, or any other suitable device subsystem
124. This flexibility in application installation increases the functionality of the mobile device
10 and may provide enhanced on-device functions, communication-related functions, or

both. For example, secure communication applications may enable electronic commerce
functions and other such financial transactions to be performed using the mobile device 10.

[0061] The data port 114 enables a subscriber to set preferences through an external
device or software application and extends the capabilities of the mobile device 10 by
providing for information or software downloads to the mobile device 10 other than through a
wireless communication network. The alternate download path may, for example, be used to
load an encryption key onto the mobile device 10 through a direct and thus reliable and
trusted connection to provide secure device communication.

[0062] The data port 114 can be any suitable port that enables data communication
between the mobile device 10 and another computing device. The data port 114 can be a
serial or a parallel port. In some instances, the data port 114 can be a USB port that includes
data lines for data transfer and a supply line that can provide a charging current to charge
the battery 130 of the mobile device 10.

[0063] The short-range communications subsystem 122 provides for communication
between the mobile device 10 and different systems or devices, without the use of the
wireless network 12. For example, the subsystem 122 may include an infrared device and
associated circuits and components for short-range communication. Examples of short-
range communication standards include standards developed by the Infrared Data
Association (IrDA), Bluetooth, and the 802.11 family of standards developed by IEEE.

[0064] In use, a received signal such as a text message, an e-mail message, or web

page download may be processed by the communication subsystem 104 and input to the
main processor 102. The main processor 102 may then process the received signal for
output to the display 110 or alternatively to the auxiliary I/O subsystem 112. A subscriber
may also compose data items, such as e-mail messages, for example, using the keyboard
116 in conjunction with the display 110 and possibly the auxiliary /O subsystem 112. The
auxiliary subsystem 112 may comprise devices such as: a touch screen, mouse, track ball,
Infrared fingerprint detector, or a roller wheel with dynamic button pressing capability. The
keyboard 116 is an alphanumeric keyboard and/or telephone-type keypad. However, other
types of keyboards may also be used, such as a virtual or “soft” keyboard rendered as
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images on a touch screen. A composed item may be transmitted over the wireless network

12 through the communication subsystem 104.

[0065] For voice communications, the overall operation of the mobile device 10 in this
example is substantially similar, except that the received signals are output to the speaker
118, and signals for transmission are generated by the microphone 120. Alternative voice or
audio I/O subsystems, such as a voice message recording subsystem, can also be
implemented on the mobile device 10. Although voice or audio signal output is accomplished
primarily through the speaker 118, the display 110 can also be used to provide additional
information such as the identity of a calling party, duration of a voice call, or other voice call

related information.

[0066] It will be appreciated that any module or component exemplified herein that
executes instructions may include or otherwise have access to computer readable media
such as storage media, computer storage media, or data storage devices (removable and/or
non-removable) such as, for example, magnetic disks, optical disks, or tape. Computer
storage media may include volatile and non-volatile, removable and non-removable media
implemented in any method or technology for storage of information, such as computer
readable instructions, data structures, program modules, or other data. Examples of
computer storage media include RAM, ROM, EEPROM, flash memory or other memory
technology, CD-ROM, digital versatile disks (DVD) or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, or any
other medium which can be used to store the desired information and which can be
accessed by an application, module, or both. Any such computer storage media may be part
of the mobile device 10, any component of or related to the wireless infrastructure 14, etc.,
or accessible or connectable thereto. Any application or module herein described may be

implemented using computer readable/executable instructions that may be stored or
otherwise held by such computer readable media.

[0067] Turning now to FIG. 8, example computer executable instructions are shown that
may be executed by the parties indicated for developing, registering and deploying a new
application 36 to operate on the application platform 34. At 200, the admin server 18
provides a software development kit (SDK) and access to APls and other data that enables
development of a P2P compatible application 36 to be used on the application platform 34.
It can be appreciated that the SDK and APIs can also or instead be provided by the
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application distribution service 22 or any other suitable entity. At 202, a developer 26
obtains the SDK and APIs, e.g. by purchasing a license therefor, and develops the P2P
application 36 at 204. As shown in FIG. 8, a subroutine A may be included in the
development stage at 204. FIG. 9 illustrates the subroutine A, which enables the developer
26 to obtain a temporary application ID at 222. This allows the developer 26 to temporarily
run the application 36 using the wireless infrastructure 14 in order to test or perform other
tasks associated with the development process. As will be discussed later, the subroutine A
may also be invoked by the P2P platform 32 or admin server 18 if an application 36 that has
been downloaded does not have a registered application ID. Use of the application 36 may
then be permitted at 224, e.g. for testing, and the temporary ID would expire at 226, e.g.
after a predetermined number of days or months. The temp 1D may be issued and obtained
from the admin server 18 and the admin server 18 can stored the temp ID and track the
expiry date so that the temp ID goes out of service at the appropriate time or after a

particular number of uses, number of users, etc.

[0068] Returning to FIG. 8, once the application 36 has been developed, the developer
26 may then initiate a registration process with the admin server 18 at 206. The registration
process enables the admin server 18 to verify the integrity of the application 36, scan the
application 36 for malicious code or viruses, and perform any other validation or verification
procedures required by the wireless infrastructure 14 and P2P system 16. The registration
process also enables the admin server 18 to control the generation of application IDs to
ensure that they are unique. Moreover, by keeping track of application IDs in the list 48, the
admin server 18 can enable application platforms 34 to register newly downloaded copies of
the application 36. The application 36 is verified and registered at 208 and a new unique
application ID is assigned and recorded in the list 48 at 210. The unique application ID is
then also released to the developer 26 at 212 to enable the developer 26 to include or
provide an indication of the application ID in the download. The developer 26 thus obtains
the application ID at 214 and provides the application 36 and its unique ID to the application
distribution service 22 at 216. The application distribution service 22 then obtains the
application 36 and unique |D at 218 and makes them available for distribution (e.g. download
through a service or browser) at 220. It can be appreciated that the developer 26 may also
or instead provide the application 36 and unique ID to a trusted 3" party application service
24 or other entity.
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[0069] Once the application 36 becomes available (e.g. via the application distribution
service 22), it may be downloaded by a mobile device 10, e.g. mobile device A as shown In
FIG. 10. In the example shown in FIG. 10, the new application 36 is downloaded anad
installed at 228 while being provided for download by the application distribution service 22
at 230. Once downloaded and installed, the mobile device 10 may then launch the new
application 36 at 232, e.g. upon detection selection of an icon displayed by the mobile device
10. The mobile device 10 then verifies if the application is valid at 234. This may be done
by having the application platform 34 and/or the P2P platform 32 verify the application
details it has from the download with the admin server at 236. The application platform 34
may also use the P2P platform 32 to obtain information to verify that the application 36 is
valid for use with the P2P system 16. This may be done by the P2P platform 32 obtaining
application details from the application distribution service 22. For example, the application
platform 34 may check a hashcode to ensure that the application has not be tampered with.
If the application is not valid at 238, e.g. the application is not recognized by the application
distribution service 22 (or is not yet released for common use - e.g. beta testing phase, etc.),
a temp ID may be issued by initiating subroutine A described above and shown in FIG. 9. |f
the application 36 is valid at 238, the unique ID is provided by the admin server 18 at 242
and obtained by the application platform 34 via the P2P platform 32 at 240.

[0070] Downloading a new application 36 may be considered an event which changes or
updates the platform data 72 and thus triggers an update to be sent by the application
platform 34 to other application platforms 34 for those contacts in the contact list 42. It can
be appreciated that, using the P2P platform 32, the application platform 34 can determine
the version of the P2P platform 32 running on the contacts’ mobile devices 10 as well as
whether or not they have an application platform 34 installed. This enables the application
platform 34 to minimize the number of P2P messages 30 and thus the traffic in the wireless

infrastructure 14. As shown in FIG. 10, upon installing and registering a new application 36,

routines B and C may be initiated.

[0071] Routine B is shown in FIG. 11, however it can be appreciated that other events
may trigger the operations shown therein. In this example, the event that triggers a platform
data synchronization at 244 is the addition of the new application 36 in FIG. 10. Other

events that can trigger the operations beginning at 244 include, without limitation:
uninstalling an existing application 36, back-up restore operation, addition or removal of a

contact, permission updates, device switch (i.e. migration to new mobile device 10), etc. By
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continually updating other application platforms 34 within the mobile device’'s sphere of
contacts, the platform data 72 can be kept up-to-date to allow, among other things, the user
to quickly (and perhaps automatically) see who in their contact list 42 has the same
application 36 that they just downloaded. This enables that user to immediately invite others

to join, for example, a multi-player game, a group (file sharing, music sharing, etc.),
participate in mobile commerce (e.g. fund transfer), etc. Conversely by knowing which of the
contacts in the contact list 42 do not have the application 36 just downloaded, the user can
also determine who may wish to have that application 36 and can initiate an invitation to
download the application 36 as will be explained in greater detail below.

[0072] Upon detecting an event which triggers a synchronization of the platform data 72
at 244, the application platform 34 then determines one or more of the current contact list 42,
list of applications 80, and permissions 78 at 246. This allows the application platform 34 to
identify what needs to be updated. It can be appreciated that each change to the platform
data 72, contact list 42, or user profiles 40 may trigger an update as shown in FIG. 11, or
multiple updates can be included in the same message. For example, certain changes may
immediately trigger updates whereas others may be cached until a higher priority update is
detected in order to minimize the number of P2P messages 30 being sent. A P2P message
30 comprising updated platform data 72 is then generated at 248. |f such data is availabie,
the application platform 34 may then determine at 250, which of the contacts in the contact
list 42 have an application platform 34 and thus need to be updated. The P2P message 30
IS then addressed to the appropriate contacts at 252 and the update Is sent to the contacts
at 254 to enable their application platforms 34 to synchronize their platform data 72. By
utilizing the P2P system 16, only one P2P message 30 needs to be sent and can be
multicast to the set of recipients as shown in FIG. 2. The other mobile devices 10 would

thus receive the update at 256 and apply the one or more changes to the platform data 72
(which would pertain to the contact that provides the update) at 258.

[0073] In addition to triggering an update by invoking routine B, which initiates the set of
instructions shown in FIG. 11, by installing a new application 36 as shown in FIG. 10, the
application platform 34 can also initiate routine C in order to enable the user of the mobile
device 10 to prepare invites, since the P2P platform 32 and/or application platform 34 should
already known which of their contacts already has the same application 36 that has just
been installed. It can be appreciated that an invite can also be initiated manually by the

user, which causes the application platform 34 to detect a request at 260 to invite a contact
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to a particular application 36. An invite procedure that may be initiated through routine C or
through detecting a user input at 260 is shown In FIG. 12. As shown in FIG. 12, upon

determining that a new application 36 has been installed, or detecting an invite request, the
application platform 34 can use the platform data 72 to determine contacts in the contact list

42 that have the same application 36 at 262. This information may then be used to enable
the user to choose whether to invite those contacts that also have the application 36 to join
in the application 36 or to invite those contacts that do not have the application 36 to
download it at 264. If the user selects to invite one or more contacts to join the application
36 at 266, the contacts with the application 36 are displayed, e.g. as shown in FIG. 15.

[0074] It can be appreciated that in some circumstances, e.g. when triggered by routine
C, the application platform 34 can be operable to automatically perform operations 262 and
268 to enable the user to iImmediately determine which if any of those contacts they wish to
invite to join. In either case, upon displaying those contacts who already have the
application 36 at 268, the application platform 34 then enables the user to select one or
more contacts at 270. For example, as shown in FIG. 15, a filtered list 302 of those contacts
with the application 36 can be displayed with checkboxes. A filter button 304 can also be
provided to enable the user to instead change to a filtered list 306 of contacts without the
application as shown In FIG. 16, which indicates this in the filter button 308. The application
platform 34 then determines at 272 if an invite is to be sent (e.q. if the user has confirmed
their selections). If not, the process ends at 274. If an invite is to be sent, the application
platform 34 then generates an invite to join at 276 and enables the invite to be sent at 278.
It can be appreciated that the filtered lists 302, 306 shown in FIGS. 15 and 16 may be
automatically chosen based on a selection detected at 266 (e.g. from a menu or other Ul
providing such an option). In other embodiments, a contact selector Ul 370 shown in FIG.
20 may be invoked at 264 to enable the user to utilize a filter tool 372 to select either

contacts with the application 374 or contacts not having the application 376, which effectively
determines what type of invite to send. In the example shown in FIG. 20, a list of contacts
378 Is displayed (according to the filtered selection or all contacts if no filtering is selected).
Each contact in the list 378 has a checkbox 390 to enable the user to select specific
contacts. A Show selected contacts only checkbox 382 may also be provided to further
reduce the list 378 based on which contacts have been checked. A done button 384 is then

- used to confirm the selections.
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[0075] Returning to FIG. 12, if the user has selected to send an invite to download to
one or more contacts that do not have the application 36, the contacts without the
application 36 may displayed at 280 (e.g. as shown in FIG. 16 or FIG. 20). The application
platform 34 may then enable selection of one or more of these contacts at 282. Operations
272,274, 276, and 278 may then be repeated, however, the invite would provide the contact
with an invite to download the application 36 rather than join in its activities.

[0076] It can be appreciated that if the application platform 34 is enabling the invite to be
initiated from within the application 36, to protect the platform data 72, the application
platform 34 can utilize the contact selector Ul 370 of FIG. 20, as shown in FIG. 13. The
contact selector 74 is loaded at 288 and provided to or within the application 36 at 290 to
enable the Ul 370 to be presented to the user, e.g. as shown in FIG 20. The selections
detected from the contact selector Ul 370 would then be provided to the P2P platform 32 in
generating the invite at 276. In this way, the application 36 does not need to know any
information other than that the particular contacts exist in the contact list 42 and that they
either have or do not have that particular application 36. In other words, the contact list data
provided by the contact selector can include limited information associated with each of the
contacts, such as by restricting such information to a contact identifier (e.g., name), and an
Indication that the contact has one or more applications on their corresponding mobile

device.

[0077] Further detail of one example process to generate the invite is shown in FIG. 14.
At 294, the application ID for the particular application 36 is determined (e.g. by the
application platform 34). The application ID is then added to the ID field 60 in the P2P
message 30 that is to transport the invite at 296. The appropriate invite text is then added to
the P2P message 30 at 298. For example, if an invite to join is being sent, the body 52 of

the message 30 may include a message such as: “User A invites you to play game X”. For
an invite to download, the message may indicate: “User A invites you to download game X”.

It be appreciated that since each application 36 comprises a unique ID in the ID field 60, no
link or executable file needs to be sent with an invite to download, thus reducing bandwidth
In the wireless infrastructure 14. Using the application ID, the recipient application platform

34 can generate its own link or selection mechanism to then initiate a download by

contacting the application distribution service 22.
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[0078] In addition to continually updating each other’s application platforms 34, users
may also wish to Impose various permissions. For example, a user may wish to block
notifications or invites for particular applications and/or from particular contacts. FIG. 17
illustrates an example process for updating a permission to prohibit communications for a
particular application. In the example shown in FIG. 17, it is assumed that Mobile Device A
has downloaded and installed an application at 310, and this information is provided as an
update to their contacts at 312. Having received this information at 314, Mobile Device B
may initiate various invites or begin sending notifications or other data, depending on the
nature of the application 36. Several dashed lines are shown in FIG. 17 to illustrate that in
this example, the communications from Mobile Device B are frequent and thus undesirable
in this case. The communications are received by Mobile Device A at 318.

[0079] At some point, typically after at least one notification or other communication has
been received in connection with the application 36, Mobile Device A detects, for example,
the inttiation of a permissions Ul (not shown) to enable permissions to be modified at 320. In
this example, Mobile Device A determines at 322 that a request to block notifications from
contact B (e.g. for all applications 36 or just that particular application 36). The application
plattorm 34 for Mobile Device A may then determine whether or not the user wishes to have
all notifications in all applications 36 applied to Mobile Device B. If so, a block request is
prepared at 326 for all applications 36. If not, a block request is prepared at 328 for that
particular application. It can be appreciated that the block request may be considered an
event that triggers the operations in FIG. 11 and/or may otherwise utilize one or more of
these operations in preparing a P2P message 30 to update Mobile Device B regarding a
change In permissions. |t can be appreciated that, although the example in FIG. 17
lllustrates a block request being prepared for a particular contact, similar block requests can
also be prepared that are applied to multiple contacts. For example, a user may wish to

block all notifications from all contacts for a particular application, in which case the block

request would be sent to each contact in the contact list 34 and applied accordingly.

[0080] The block request that has been prepared at either 326 or 328 is then sent as an
update, using a P2P message 30 at 330. It can be seen that rather than have Mobile Device
A continually drop messages 30 received from Mobile Device B for that application 36, by

using the application platforms 34, the messages 30 originating from Mobile Device B for the
application 36 can be stopped at the source. As such, Mobile Device B receives the update
- at 332 and detects a block request therein at 334. The application platform 34 at Mobile
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Device B updates its permissions 78 at 336 and thereafter blocks contact B from seeing that
application for user A. By simply removing user A from the list of those contacts for B that
have the application 36, user A’s intentions do not need to be explained, contact B would
simply not be able to send messages for that application 36. It can be appreciated that other
mechanisms can be used to convey to contact B that they are blocked from communicating
with user A for the application or applications 36. For example, a notification may be
displayed to contact B when they attempt to invite or otherwise communicate with user A.

[0081] In addition to enabling users to specify permissions for communicating with their
contacts, the admin server 18 can also exercise control over the applications 36 via the P2P
system 16. FIG. 18 illustrates an example process, wherein the admin server 18 receives a
request or otherwise determines at 340 that there is a need to control a particular application
36. For example, the admin server 18 may discover that the application has corrupt or
malicious code that they wish to stop from spreading. In addition to disabling or
unregistering the associated application ID to prevent further copies from being registered,
the P2P system 16 can be used to push down control messages to the application platforms
34 to control the existing downloads. The admin server 18 would determine the application
ID for that application 36 at 342 and prepare the application control message at 344. The
control message is then sent to the P2P platforms 32 at 346, which can pass the control
message to the application platform 34 or other entity such as the IT policy module 146. The
mobile devices 10 having application platforms 34 then receive the control message at 350
and apply the control message at 352 which would initiate an action such as an uninstall,
temporary disablement, upgrade, etc. In this example, the mobile device 10 issues an
acknowledgement of the outcome of applying the control message at 354, which is received
and logged by the admin server 18 at 348.

[0082] It can be appreciated that the admin server 18 can determine which mobile

devices 10 to send the control message to in various ways. For example, the admin server
18 can have the P2P system 16 determine which mobile devices 10 have an application
platform 34 and, if available, which have that application 36. If this is not known, each
mobile device 10 associated with the P2P system 16 can be pinged or simply given the
control message and if it is applicable (i.e. that device has the application 36), it would be
applied or dropped.
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[0083] In some embodiments, in order to reduce the burden on the admin server 18, i.e.
to avoid the admin server 18 having to maintain any list or otherwise have to acquire this
information, the P2P system 16 may be used to determine when a control message is
required to be sent. For example, the P2P network transport layer can be operable to block
any P2P messages 30 which indicate a particular ID in the ID field 60. A block list can be
maintained, which can be updated, for example, by receiving requests to block certain
applications. In such cases, when the P2P system 16 detects a blocked ID in the ID field 60,
it can send a termination command to the associated mobile device 10 via the admin server
18.

[0084] Various permissions can be applied not only to block incoming messages 30 for a
particular application, but also to hide the existence of a particular application 36 from a
user's contacts. FIG. 19 illustrates an example process for hiding an application 36. At 356,
the application platform 34 detects a request to hide a particular application 36 and at 358
the application platform 34 updates the platform data 72 to block inclusion of the presence of
that application 36 from being included in platform data synchronizations. Alternatively, or in
addition (if required) as shown in dashed lines, the application platform 34 can prepare and
send an update at 360 to other application platforms to indicate that the application 36
should be hidden to those contacts. This may be required, for example, if the application 36
was previously visible to the contacts. In this case, the update sent at 360 can cause the
application platforms 34 to immediately remove this information (or otherwise suppress it) to
effectively hide this information across the contact list 42.

[0085] Therefore, a method and system are provided for enabling applications on a
mobile device to utilize a peer-to-peer platform on the mobile device. The method comprises
providing an interface between an application and a peer-to-peer (P2P) platform on the

mobile device; obtaining data from the application; using the P2P platform to include the
data from the application in a P2P message; and sending the P2P message to another

mobile device to enable a complementary application on the other mobile device to utilize
the data from the application. The system may provide a computer readable storage
medium or memory in a mobile device with instructions for performing the above method.

[0086] Although the above has been described with reference to certain specific
embodiments, various modifications thereof will be apparent to those skilled in the art
without departing from the scope of the claims appended hereto.
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Claims:

1. A method of operating a mobile device, the method comprising:

providing an application platform operable to interface between at least one application
and a peer-to-peer messaging service on the mobile device and to enable the at least one
application to exbhange data with other mobile devices using the peer-to-peer messaging
service using data available to the mobile device via the peer-to-peer messaging service;

detecting a first update associated with the application platform;

accessing the peer-to-peer messaging service via the application platform;

using access to the peer-to-peer messaging service to generate a first peer-to-peer
message comprising the first update;

using the data available to the rﬁobile device via the peer-to-peer messaging service to
determine at Ieést one contact having a corresponding application platform on a corresponding
mobile device;

addressing the first peer-to-peer message to the at least one contact; and

sending the first peer-to-peer message to the corresponding mobile device to enable the
corresponding application platform to be updated, the corresponding application platform on the
corresponding mobile device also operable to interface with a corresponding peer-to-peer '
messaging service on the corresponding mobile device.

2. The method of claim 1, further comprising:

receiving a second peer-to-peer message from one of the at least one contact, the
second peer-to-peer message comprising a second update associated with the corresponding
application platform on the corresponding mobile device; and

updating data associated with the application platform on the mobile device according to
the second update.

3. The method of claim 1 or claim 2, wherein the first update is initiated after detecting any
one or more of an addition of a new application, uninstalling an existing application, a back-up

restoration operation, an addition or removal of a contact, a permission update, and a device
switch.

_ - 25 -
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4. The method of any one of claims 1 to 3, wherein the first update is initiated after
detecting addition of a new application, the method further comprising sending an invite to one

or more of the at least one contact pertaining to the new application.

5. The method of claim 4, wherein the invite is to communicate via the new application, the

method further comprising determining one or more of the at least one contact having the new
application.

6. The method of claim 4, wherein the invite is to download the new application, the

method further comprising enabling selection of at least one contact not having the new
application.

/. The method of any one of claims 1 to 6, wherein the first update comprises a request to

block the at least one contact from communicating with the mobile device using one or more of
the at least one application.

8. The method of claim 7, wherein the request to block enables the corresponding

application platform to block peer-to-peer messages associated with the one or more of the at
least one application.

9. The method of claim 7, wherein the request to block enables the corresponding

application platform to hide presence of the one or more of the at least one application on the
mobile device from the at least one contact.

10.  The method of any one of claims 1 to 9, further comprising accessing contact list data

from a peer-to-peer application associated with the peer-to-peer messaging service to enable
the first peer-to-peer message to be addressed.

11. The method of claim 10, wherein the contact list data comprises limited information
associated with each of the at least one contact.

12. The method of claim 11, wherein the contact list data is restricted to a contact identifier

and an indication that the contact has one or more applications on the corresponding mobile
device.
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13.  The method of any one of claims 1 to 12, wherein each of the at least one application

has an associated application identifier, the application identifier enabling the application
platform to identify applications supported thereby.

14, A computer readable storage medium comprising computer executable instructions for
operating a mobile device, the computer executable instructions comprising instructions for:

providing an application platform operable to interface between at least one application
and a peer-to-peer messaging service on the mobile device and to enable the at least one
application to exchange data with other mobile devices using the peer-to-peer messaging
service using data available to the mobile device via the peer-to-peer messaging service;

detecting a first update associated with the application platform;

accessing the peer-to-peer messaging service via the application platform;

using access to the peer-to-peer messaging service to generate a first peer-to-peer
message comprising the first update;

using the data available to the mobile device via the peer-to-peer messaging service to
determine at least one contact having a corresponding application platform on a corresponding
mobile device;

addressing the first peer-to-peer message to the at least one contact; and

sending the first peer-to-peer message to the corresponding mobile device to enable the
corresponding épplication platform to be updated, the corresponding application platform on the
corresponding mobile device also operable to interface with a coresponding peer-to-peer

messaging service on the corresponding mobile device.

15.  The computer readable medium of claim 14, further comprising instructions for:
receiving a second peer-to-peer message from one of the at least one contact, the
second peer-to-peer message comprising a second update associated with the corresponding

application platform on the corresponding mobile device; and

updating data associated with the application platform on the mobile device according to
the second update.

16.  The computer readable medium of claim 14 or claim 15, wherein the first update is

initiated after detecting any one or more of an addition of a new application, uninstalling an
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existing application, a back-up restoration operation, an addition or removal of a contact, a
permission update, and a device switch.

17.  The computer readable medium of any one of claims 14 to 16, wherein the first update is
initiated after detecting addition of a new application, the method further comprising sending an

invite to one or more of the at least one contact pertaining to the new application.

18. The computer readable medium of claim 17, wherein the invite is to communicate via the

new application, the method further comprising determining one or more of the at least one
contact having the new application.

19. The computer readable medium of claim 17, wherein the invite is to download the new

application, the method further comprising enabling selection of at least one contact not having
the new application.

20.  The computer readable medium of any one of claims 14 to 19, wherein the first update
comprises a request to block the at least one contact from communicating with the mobile

device using one or more of the at least one application.

21. The computer readable medium of claim 20, wherein the request to block enables the

corresponding application platform to block peer-to-peer messages associated with the one or
more of the at least one application.

22.  The computer readable medium of claim 20, wherein the request to block enables the
corresponding application platform to hide presence of the one or more of the at least one
application on the mobile device from the at least one contact.

23. The computer readable medium of any one of claims 14 to 22, further comprising
instructions for accessing contact list data from a peer-to-peer application associated with the

peer-to-peer messaging service to enable the first peer-to-peer message to be addressed.

24.  The computer readable medium of claim 23, wherein the contact list data comprises

limited information associated with each of the at least one contact.
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25.  The computer readable medium of claim 24, wherein the contact list data is restricted to

a contact identifier and an indication that the contact has one or more applications on the
corresponding mobile device.

26.  The computer readable medium of any one of claims 14 to 25, wherein each of the at

least one application has an associated application identifier, the application identifier enabling
the application platform to identify applications supported thereby.

27. A mobile device comprising a processor and memory, the memory comprising computer

executable instructions that when executed by the processor operate the processor for:

providing an application platform operable to interface between at least one application
and a peer-to-peer messaging service on the mobile device and to enable the at least one
application to exchange data with other mobile devices using the peer-to-peer messaging
service using data available to the maobile device via the peer-to-peer messaging service;

detecting a first update associated with the application platform;

accessing the peer-to-peer messaging service via the application platform;

using access to the peer-to-peer messaging service to generate a first peer-to-peer
message comprising the first update;

using the data available to the mobile device via the peer-to-peer messaging service to
determine at least one contact having a corresponding application platform on a corresponding
mobile device;

addressing the first peer-to-peer message to the at least one contact; and

sending the first peer-to-peer message to the corresponding mobile device to enable the

corresponding application platform to be updated, the corresponding application platform on the
corresponding mobile device also operable to interface with a corresponding peer-to-peer
messaging service on the corresponding mobile device.

28.  The mobile device of claim 27, further comprising instructions for:

receiving a second peer-to-peef message from one of the at least one contact, the
second peer-to-peer message comprising a second update associated with the corresponding
application platform on the corresponding mobile device; and

updating data associated with the application platform on the mobile device according to
the second update.
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29. The mobile device of claim 27 or claim 28, wherein the first update is initiated after

detecting any one or more of an addition of a new application, uninstalling an existing

~ application, a back-up restoration operation, an addition or removal of a contact, a permission
update, and a device switch.

30. The mobile device of any one of claims 27 to 29, wherein the first update is initiated after

detecting addition of a new application, the method further comprising sending an invite to one

or more of the at least one contact pertaining to the new application.

31. The mobile device of claim 30, wherein the invite is to communicate via the new

application, the method further comprising determining one or more of the at least one contact
having the new application.

32. The mobile device of claim 30, wherein the invite is to download the new application, the

method further comprising enabling selection of at least one contact not having the new
application.

33. The mobile device of any one of claims 27 to 32, wherein the first update comprises a

request to block the at least one contact from communicating with the mobile device using one
or more of the at least one application.

34. The mobile device of claim 33, wherein the request to block enables the corresponding

application platform to block peer-to-peer messages associated with the one or more of the at
least one application.

35. The mobile device of claim 33, wherein the request to block enables the corresponding

application platform to hide presence of the one or more of the at least one application on the
mobile device from the at least one contact.

36. The mobile device of any one of claims 27 to 35, further comprising instructions for
accessing contact list data from a peer-to-peer application associated with the peer-to-peer

messaging service to enable the first peer-to-peer message to be addressed.
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37.  The mobile device of claim 36, wherein the contact list data comprises limited

information associated with each of the at least one contact.

38. The mobile device of claim 37, wherein the contact list data is restricted to a contact

identifier and an indication that the contact has one or more applications on the corresponding
mobile device.

39. The mobile device of any one of claims 27 to 38, wherein each of the at least one
application has an associated application identifier, the application identifier enabling the
application platform to identify applications supported thereby.

40. A method of operating a peer-to-peer messaging service using a peer-to-peer
messaging server, the method comprising the peer-to-peer messaging server:

enabling an application platform on a mobile device to interface between at least one
application on the mobile device and the peer-to-peer messaging service to enable the at least
one application to exchange data with other mobile devices using the peer-to-peer messaging
service using data available to the mobile device via the peer-to-peer messaging service;

providing access to the peer-to-peer messaging service via the application platform to
enable the application platform to generate a first peer-to-peer message comprising a first
update detected by the mobile device, the first update being associated with the application
platform;

providing access to the data available to the mobile device via the peer-to-peer

messaging service to enable at least one contact having a corresponding application platform
on a corresponding mobile device to be determined; and

enabling the first peer-to-peer message addressed to the at least one contact to be sent
to the corresponding mobile device to enable the corresponding application platform to be
updated, the corresponding application platform on the corresponding mobile device also
operable to interface with a corresponding peer-to-peer messaging service on the
corresponding mobile device.

41.  The method of claim 40, further comprising:
enabling a second peer-to-peer message sent from one of the at least one contact to be
received by the mobile device, the second peer-to-peer message comprising a second update

associated with the corresponding application platform on the corresponding mobile device to
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enable data associated with the application platform on the mobile device to be updated
according to the second update.

42. The method of claim 40 or clai‘m 41, wherein the first update is initiated after detecting
any one or more of an addition of a new application, uninstalling an existing application, a back-

up restoration operation, an addition or removal of a contact, a permission update, and a device
switch.

43.  The method of any one of claims 40 to 42, wherein the first update is initiated after

detecting addition of a new application, the method further comprising sending an invite to one

or more of the at least one contact pertaining to the new application.

44 The method of claim 43, wherein the invite is to communicate via the new application,

the method further comprising enabling the mobile device to determine one or more of the at

least one contact having the new application.

45. The method of any one of claims 40 to 44, wherein the first update comprises a request

to block the at least one contact from communicating with the mobile device using one or more
of the at least one application.

46. The method of claim 45, wherein the request to bliock enables the corresponding

application platform to block peer-to-peer messages associated with the one or more of the at
least one applicétion.

47. The method of claim 46, wherein the request to block enables the corresponding

application platform to hide presence of the one or more of the at least one application on the
mobile device from the at least one contact.

48. The method of any one of claims 40 to 47, further comprising enabling a contact list data
from a peer—to-beer application associated with the peer-to-peer messaging service to be

accessed by the mobile device to enable the first peer-to-peer message to be addressed.

49. The method of claim 48, wherein the contact list data comprises limited information
associated with each of the at least one contact.
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50. The method of claim 49, wherein the contact list data is restricted to a contact identifier

and an indication that the contact has one or more applications on the corresponding mobile
device.

51.  The method of any one of claims 40 to 50, wherein each of the at least one application
has an associated application identifier, the application identifier enabling the application
platform to identify applications supported thereby.

52. A compther readable storage medium comprising computer executable instructions for

operating a peer-to-peer messaging service using a peer-to-peer messaging server, the

computer executable instructions comprising instructions for the peer-to-peer messaging server.

enabling an application platform on a mobile device to interface between at least one
application on the mobile device and the peer-to-peer messaging service to enable the at least
one application to exchange data with other mobile devices using the peer-to-peer messaging
service using data available to the mabile device via the peer-to-peer messaging service;

providing access to the peer-to-peer messaging service via the application platform to
enable the application platform to generate a first peer-to-peer message comprising a first
update detected by the mobile device, the first update being associated with the application
platform;

providing access to the data available to the mobile device via the peer-to-peer
messaging service to enable at least one contact having a corresponding application platform
on a corresponding mobile device to be determined; and

enabling the first peer-to-peer message addressed to the at least one contact to be sent
to the corresponding mobile device to enable the corresponding application platform to be
updated, the corresponding application platform on the corresponding mobile device also
operable to interface with a corresponding peer-to-peer messaging service on the

corresponding mobile device.

53.  The computer readable storage medium of claim 52, further comprising instructions for:
enabling a second peer-to-peer message sent from one of the at least one contact to be
received by the mobile device, the second peer-to-peer message comprising a second update

associated with the corresponding application platform on the corresponding mobile device to
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enable data associated with the application platform on the mobile device to be updated
according to the second update.

54.  The computer readable storage medium of claim 52 or claim 53, wherein the first update

IS initiated after detecting any one or more of an addition of a new application, uninstalling an

existing application, a back-up restoration operation, an addition or removal of a contact, a
permission update, and a device switch.

S9. The computer readable storage medium of any one of claims 52 to 54, wherein the first
update is initiated after detecting addition of a new application, the method further comprising

sending an invite to one or more of the at least one contact pertaining to the new application.

56.  The computer readable storage medium of claim 55, wherein the invite is to
communicate via the new application, and further comprising instructions for enabling the

mobile device to determine one or more of the at least one contact having the new application.

57.  The computer readable storage medium of any one of claims 52 to 56, wherein the first

update comprises a requestﬁ to block the at least one contact from communicating with the

mobile device using one or more of the at least one application.

58. The computer readable storage medium of claim 57, wherein the request to biock

enables the corresponding application platform to block peer-to-peer messages associated with
the one or more of the at least one application.

59. The computer readable storage medium of claim 57, wherein the request to block
enables the corresponding application platform to hide presence of the one or more of the at

least one application on the mobile device from the at least one contact.

60. The computer readable storage medium of any one of claims 52 to 59, further
comprising instructions for enabling a contact list data from a peer-to-peer application
associated with the peer-to-peer messaging service to be accessed by the mobile device to

enable the first peer-to-peer message to be addressed.
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61. The computer readable storage medium of claim 60, wherein the contact list data

comprises limited information associated with each of the at least one contact.

62. The computer readable storage medium of claim 61, wherein the contact list data is

restricted to a contact identifier and an indication that the contact-has one or more applications

on the corresponding mobile device.

63. The computer readable storage medium of any one of claims 52 to 62, wherein each of
the at least one application has an associated application identifier, the application identifier
enabling the application platform to identify applications supported thereby.

64. A peer—td—-peer messaging server comprising a processor, memory, and a peer-to-peer
messaging service, the memory comprising computer executable instructions that when

executed by the processor operate the processor for performing the method of any one of
claims 40 to 51.
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