
(

(51) International Patent Classification: Buffalo, UB Commons, 520 Lee Entrance, Suite 109, Buf¬
A61B 5/04 (2006.01) G06F 15/00 (2006.01) falo, NY 14228-2567 (US).
A61B 5/05 (2006.01)

(74) Agent: CUTAIA, Alfonzo, I. et al.; Hodgson Russ LLP,
(21) International Application Number: The Guaranty Building, 140 Pearl Street, Suite 100, Buffalo,

PCT/US20 19/05973 5 NY 14202-4040 (US).

(22) International Filing Date: (81) Designated States (unless otherwise indicated, for every
04 November 2019 (04. 11.2019) kind of national protection av ailable) . AE, AG, AL, AM,

AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
(25) Filing Language: English

CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
(26) Publication Language: English DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,

HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
(30) Priority Data: KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME,

62/755,445 03 November 2018 (03. 11.2018) US MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
(71) Applicant: THE RESEARCH FOUNDATION FOR OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,

THE STATE UNIVERSITY OF NEW YORK [US/US]; SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
Technology Transfer, University At Buffalo, UB Com¬ TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
mons, 520 Lee Entrance, Suite 109, Buffalo, NY (84) Designated States (unless otherwise indicated, for every
14228-2567 (US). kind of regional protection available) . ARIPO (BW, GH,

(72) Inventors: XU, Wenyao; 224 Londonderry Lane, Get- GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
zville, NY 14068 (US). LI, Zhengxiong; University At UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,

TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,

(54) Title: SYSTEMS AND METHODS FOR IDENTIFYING ELECTRONIC DEVICES

Fig. 1

(57) Abstract: A system for detecting an electronic device includes a transmitter configured to transmit a probe signal and a coherent
receiver configured to receive a response signal, wherein the receiver is synchronized to the transmitter. A processor is configured to
extract a feature vector of a nonlinear response of the response signal and detect an electronic device based on the feature vector.

[Continued on next page]





SYSTEMS AND METHODS FOR IDENTIFYING ELECTRONIC DEVICES

Cross-Reference to Related Applications

[0001] This application claims priority to U.S. Provisional Application No. 62/755,445,

filed on November 4, 2018, the disclosure of which is incorporated herein by reference.

Field of the Disclosure

[0002] The present disclosure relates to detection and recognition of electronic devices.

Background of the Disclosure

[0003] Hidden electronic devices (“e-devices”) bring both security and privacy threats in

our daily life. For instance, explosion tragedies continuously occur due to the ineffective

detection of remote-controlled disguised bombs, which can be triggered by electronic initiators.

Apart from these life-threatening hazards, e-devices (e.g., smartphones, cameras, etc.) can also

be used for eavesdropping, cheating in private zones, or accessing other areas that restrict

electronics. The fact that these e-devices can be sealed in parcels or boxes, hidden within

clothing, and disguised in appearance increases the risk that they can easily pass undetected

through security check points.

[0004] An entry security check is the current method for defending against malicious,

hidden e-devices, and utilizes an X-ray machine at safety-critical sites (e.g., airports and embassy

offices). Unfortunately, their expensive cost and poor portability make it an infeasible solution

against the proliferation and the deployment of portable e-devices. Moreover, the radiation

emitted from X-rays is harmful to workers and persons passing through the checkpoints. Other

scanning methods based on metal scanners can only detect the existence of e-devices rather than

recognize specific types directly. Conventional computer vision methods cannot be applied

because the camera utilized in computer visions systems cannot see through containers or bodies.

Thermal imaging also fails because it only can detect the temperature of the hidden e-device,

which can be easily interfered with by other heat sources. As a result, how to recognize hidden e-

devices in a cost-efficient, user-friendly and non-invasive manner remains an unsolved challenge

for public security and privacy.



[0005] Recently, there has been a rising trend of applying radio-frequency signals, such

as millimeter wave (mmWave), in sensing and tracking applications, because mmWave can

penetrate obstacles and “image” hidden objects due to its highly-directional beamforming and

strong reflection properties on objects. For example, the possibility of sensing human occurrence

and vitals through WiFi signals has been studied. A 60 GHz mmWave imager was developed for

object detection and classification. A mmWave instrument for precision object tracking, called

mTrack, was developed. However, existing works mainly target detection and tracking of

humans or other non-electronic objects. The capability of accurately recognizing hidden

electronic devices through mmWave sensing is unknown.

Brief Summary of the Disclosure

[0006] The present disclosure describes systems and methods to facilitate recognition of

hidden e-devices. The disclosure is illustrated using an exemplary system called E-Eye. Its

features are (1) cost-efficient: the cost of the solution is affordable in daily life for large scale

deployment; (2) portable: it is easy to use in the inspection of different containers (e.g., delivery

boxes, luggage, or even the human body) and various environments (e.g., postal offices, airports,

factories, etc.); (3) non-invasive: it can avoid the obtrusive (even illegal) opening of containers in

real practice which sacrifices efficiency and may cause privacy issues.

[0007] The presently disclosed techniques utilize the nonlinear response effect from

electronic circuits when probed by a mmWave signal. The intrinsic uniqueness of a circuit’s

hardware characteristics (e.g, a circuit’s components and circuit layout) generates a nonlinear

response distinct from other circuits, which can serve as the identity of a device and/or brand.

This way, we enable a novel sensing modality for noninvasive and cost-effective hidden e-

devices recognition based on the mmWave field. To illustrate the technology, a exemplary,

portable ( 11.8 cm x 4.5 cm x 1.8 cm) and light-weight (45.4 g) 24 GHz mmWave probe device

was designed and built. The exemplary device was used to probe using the mmWave and capture

the returned nonlinear responses. We addressed the challenges in noise-isolation and coherence

to achieve high-quality signal with low complexity and cost (less than US $100). Systems of

some embodiments may utilize a smartphone or similar device, and the signal may be transferred

to the smartphone for processing. A wavelet-based analysis module may be used, which module

takes into consideration the unavoidable variance in the signal’s scaling and magnitude in

practical usage. A fine-tuned support vector machine (SVM) classifier was developed for robust



recognition under various conditions. In the experiment, 46 e-devices were employed and the

comprehensive results show that the exemplary E-Eye was able to accurately recognize each e-

device brand under different scenarios.

[0008] The present disclosure provides systems·and methods for recognizing hidden e-

devices by exploring the nonlinear response effect of mmWave of e-devices. It was found that

the circuit inside an e-device acts as a passive signal modulator which reflects back radio

frequency (RF) signals with intrinsic identity information. E-Eye was developed, providing an

end-to-end system to facilitate the low-cost, non-invasive and robust hidden electronics

recognition. Sensing hardware of the exemplary system was prototyped and a recognition

algorithm was implemented for efficient and effective classification. E-Eye was evaluated under

different sensing time efficiencies, sensing distances, and device orientations; E-Eye achieved

more than 99% recognition rate. Moreover, a field study and a threat model study were deployed

for evaluating the robustness of E-Eye under the impact of ambient environment, alien device,

combined e-devices, and various cover materials. In both studies, the system obtained over 97%

accuracy.

Description of the Drawings

[0009] For a fuller understanding of the nature and objects of the disclosure, reference

should be made to the following detailed description taken in conjunction with the

accompanying drawings, in which:

[0010] Figure 1 : Examples of hidden electronics in different malicious applications. The

disclosed E-Eye system can detect and recognize hidden electronic devices under different

circumstances in real world.

[0011] Figure 2 : Is a diagram illustrating an e-device generating a nonlinear response

signature under a radiofrequency (RF) beam. The response is determined by intrinsic physical

characteristics of the e-device.

[0012] Figure 3 : Six different e-devices present different nonlinear responses (the

spectrums in the white box are distinct in frequency and amplitude) when forced by the same

mmWave probe. The main circuit board of each e-device is displayed on the left.



[0013] Figure 4A: The detected nonlinear response from cardboard and a Nexus 5 . The

cardboard’s nonlinear responses are negligible when compared to Nexus 5’s, indicating the

feasibility of hidden e-device recognition.

[0014] Figure 4B: Shows differences in the two responses of Figure 4A (cardboard and

Nexus 5) in spectrum.

[0015] Figure 5 : A system overview for an exemplary embodiment of the disclosed E-

Eye technology used to non-invasively recognize an e-device hidden in a container. The depicted

system comprises a mmWave sensing module in a front-end and an e-device recognition module

in a back-end.

[0016] Figure 6 : A hardware schematic for an embodiment of a cost-effective and

portable 24 GHz mmWave probe according to an embodiment of the present disclosure.

[0017] Figure 7 : A flowchart of e-device recognition module, including three parts signal

preprocessing and demodulation, wavelet-based nonlinear response analysis and feature

extraction and fine-tuning recognition.

[0018] Figure 8 : A Nexus 5 smartphone is sensed within a USPS box at 20 cm distance

using the portable 24 GHz mmWave probe. The raw sensing signal was preprocessed and

demodulated to extract the nonlinear response (a) The baseband signal parsed from the audio

signal (b) The preprocessed reference signal (c) The nonlinear response signal after the signal

demodulation (d) The spectrum for the nonlinear response signal.

[0019] Figure 9 : The first level wavelet decomposition result of Nexus 5 nonlinear

response, where (a) and (b) represent its low and high frequency information respectively.

(a) The approximation and detail parts of the Nexus 5 nonlinear response signal (b) The

spectrum for the approximation and detail parts of the Nexus 5 nonlinear response signal.

[0020] Figure 10: A design of 24 GHz mmWave front-end probe includes two parts, i.e.,

(a) a radio-frequency Tx/Rx board and (b) a down-frequency baseband board. E-Eye probe

integration is shown in (c).

[0021] Figure 11: Commodity electronic devices included in a study.



[0022] Figure 12: A setup used to evaluate a system of the present disclosure: (a) in a

controlled lab environment, (b) in an open hall at the first floor of the building, and (c) at the

entrance of an outdoor public parking lot.

[0023] Figure 13: The overall performance of the evaluated E-Eye embodiment with two

different classification configurations.

[0024] Figure 14: Recognition performance with seven different screening times.

[0025] Figure 15: Measurement accuracy under different sensing distances.

[0026] Figure 16: E-Eye recognition performance in different experiment setups.

[0027] Figure 17: The alien device detection under six different alien device numbers.

[0028] Figure 18: Detection accuracy under six different human interventions.

[0029] Figure 19: Detection accuracy with six different cover materials.

[0030] Figure 20: Detection of combined e-devices.

[0031] Figure 2 1: Program 1 for fine-tune recognition according to an embodiment of the

present disclosure.

[0032] Figure 22: A diagram of a system according to another embodiment of the present

disclosure.

[0033] Figure 23 : A chart of a method according to another embodiment of the present

disclosure.

Detailed Description of the Disclosure

[0034] With reference to Figure 22, in a first aspect, the present disclosure may be

embodied as a system 10 for detecting an electronic device (e-device 90). The e-device 90 may

be hidden, for example, contained in or covered by an object 95. The system 10 includes a

transmitter 20 configured to transmit a probe signal. The probe signal may be a frequency-

modulated, continuous-wave signal. For example, the transmitter 20 may be a continuous-wave

transmitter. The frequency may be modified with a sawtooth pattern (as described below), but



other patterns may be used. For example, the system may include a waveform generator (for

example, a sawtooth voltage generator (SVG)) and the waveform generator may drive a voltage-

controlled oscillator (VCO) so as to generate a frequency-modulated probe signal (see, e.g.,

Figure 6). The VCO may generate the probe signal at a center frequency, f c (which may be, or

may be derived from, a reference signal).

[0035] The system 10 includes a receiver 30 configured to receive a response signal. The

receiver 30 and transmitter 20 are synchronized such that they are coherent. For example, the

transmitter and receiver may be synchronized using a reference signal. The response signal may

be, or may include, the probe signal as modulated by the ambient environment. For example,

where an e-device is present in the ambient environment, the response signal may be, or may

include, the probe signal as modulated by the e-device (further described below). The response

signal may be a reflected signal (e.g, the probe signal reflected back to the receiver of the

system).

[0036] The system 10 includes a processor 40. The processor may be, for example, a

smartphone or other portable device, or make up a part of such a device. In other embodiments,

the processor is, or makes up a part of a computer. The processor may be a general purposed

processor, field-programmable gate array (FPGA), application-specific integrated circuit (ASIC),

or any other such processing device. The processor 40 is configured to extract a feature vector of

a nonlinear response of the response signal. For example, the processor may locate each cycle of

the response signal using a falling edge and/or adjacent rising edge of a reference signal (e.g, a

clock signal), demodulate the response signal using the cycle location, and remove a baseband

signal from the demodulated response signal to extract the nonlinear response.

[0037] The processor may be configured to analyze the nonlinear response using a

wavelet-based analysis, such as, for example, a wavelet transform (further described below). For

example, the wavelet-based analysis may include removing a DC component of the nonlinear

response and decomposing the nonlinear response using a wavelet transform to obtain an

approximation signal and a detail signal. The processor may be further configured to extract one

or more time domain features and/or one or more frequency domain features of the

approximation signal and the detail signal as a feature vector. The features of the feature vector

may be pre-determined set of features, for example, as described below.



[0038] The processor 40 is further configured to detect an electronic device based on the

feature vector. For example, the processor may be configured to include a classifier. An

exemplary classifier is a support vector machine (SVM), though other classifiers may be used.

The classifier may be trained to recognize one or more e-devices (e.g trained to recognize

feature vectors as being associated with corresponding e-devices). The processor may be further

configured to recognize the electronic device. Detecting and recognizing may be the same step.

For example, detecting may include recognizing an e-device such that not recognizing an e-

device in a response signal is treated as not detecting an e-device. Other techniques may be used,

such as the treatment of “alien” devices described herein.

[0039] In another aspect, the present disclosure may be embodied as a method 100 for

detecting an electronic device. The method 100 includes transmitting 103 a probe signal at a

center frequency, f c . The probe signal may be a frequency-modulated continuous-wave signal. A

coherent response signal is received 106. The response signal has a baseband portion and a

response portion. A feature vector of a nonlinear response of the response signal is extracted 109,

and an electronic device is detected 112 based on the feature vector. Detecting 112 the electronic

device may include recognizing the electronic device.

[0040] A nonlinear response may be extracted 115 from the response signal.

Extracting 115 the nonlinear response may include, for example, locating 118 each cycle of the

response signal. The cycles may be located using, for example, a falling edge and/or a rising

edge (e.g., an adjacent rising edge) of a reference signal. The response signal may be

demodulated 121 at the center frequency using the cycle location(s).

[0041] The method 100 may include analyzing 124 the nonlinear response using a

wavelet-based analysis. For example, a DC component of the nonlinear response may be

removed 127. The nonlinear response may then be decomposed 130 using a wavelet transform.

The nonlinear response may be decomposed 130 to an approximation signal and a detail signal.

[0042] One or more time domain features and/or one or more frequency domain features

of the approximation signal and the detail signal may be extracted 133 as a feature vector. The

feature vector may be classified 136 so as to recognize the electronic device. For example, the

feature vector may be classified using a support vector machine (SVM).



[0043] Embodiments of the presently-disclosed methods and systems may recognize the

electronics hidden behind different cover materials (e.g., paper, plastic, sweater, leather, wood,

brick, and so on) and in different body positions (e.g., orientations). Embodiments of the

presently-disclosed methods and systems may recognize a category and/or a brand of electronic

device(s). Recognition of electronic devices may occur at distances ranging from 1 cm to

20 meters, though other distances may be possible depending on the selected parameters (for

example, probe signal frequency).

[0044] The present disclosure is further described and illustrated using certain exemplary

embodiments, including, for example, mmWave and 24 GHz center frequency. These

embodiments are intended to be non-limiting.

MMWAVE NONLINEAR EFFECT: NEW CONCEPT AND PRELIMINARIES

Concept: Radio-Frequency Response of E-devices

[0045] There are usually two following forms of radio frequency (RF) response when

probing with a continuous wave (CW) having a transmit frequency, / , towards a target.

[0046] Linear Effects: The main carrier frequency of the received signal is the same as

that of the transmitted signal. The phase change in the linearly demodulated signals is related to

the geometrical information, such as object distance, shape, and size. However, these linear

effects do not reflect the material properties, and it would be beneficial to use other information

in the application of e-device detection and recognition.

[0047] Nonlinear Effects: Besides the main carrier frequency, the received signal wave

is also modulated with a set of the sub-carrier frequencies with more side lobes in the spectrum.

These sub-carrier frequencies are generated due to the nonlinear properties of the target (e.g,

material reflection efficiency). In the remaining part of this section, we provide an in-depth

analysis of non-linear effects in recognizing electronics.

[0048] Nonlinear Effects from E-device: As shown in Figure 2, when an e-device

enters an RF beam field, chips, connectors, and metal traces of printed circuit board (PCB) of the

e-device can be viewed as an array of antennas in the resolution of mmWave. These antennas

with inductance (L), capacitance (C), and resistance (R), act as a passive processor and

manipulate the transmitted mmWave signals of the RF beam. More specifically, antennas can



conduct and transform the mmWave signal to a high-frequency current along the conductors

between the electronic components within the e-device. The components (e.g., a diodes, etc.) or

parasitic parameters (e.g., a parasitic circuit) on the PCB modulate the response signal and

generate nonlinear distortion, formulated as Equation (1):

where z(t) is the response signal, ) is the nonlinear modulation function of the PCB,

a(t) is the complex power-series for the nonlinear system, stands for convolution computing,

and hf(t ') is the ideal bandpass filter function for the carrier bandwidth. Once the modulated

response signal radiates from the e-device, it may be captured by a probe receive (Rx) antenna.

The nonlinear response of the e-device contains rich information of its physical characteristic

and holds the potential to serve as the device’s identity.

A Preliminary Study: mmWave Nonlinear Effects from Electronic Circuits

[0049] Carrier Frequency Selection: Selecting a transmit frequency (and consequently

a receive frequency) requires common trade-offs associated with longer versus shorter

wavelengths for radar, which include availability of components (e.g, amplifiers and filters),

realization of an acceptable gain for the antennas to achieve a sufficient signal-to-noise ratio

(SNR) and exploitation of the radar cross-section (RCS) associated with a particular set of

targets.

[0050] If it is assumed, as a very rough approximation, that the length of a typical trace

along a PCB is l = 3 mm on high-frequency, high-speed circuits (illustrated in Figure 3), and the

effective dielectric constant of the board is close to = 4, the traces along the board become

half-wave resonant dipoles ( at a frequency of GHz, where

c is the propagation speed of a radar wave in air. Thus, it is reasonable to expect that, for

nonlinear effect, the radar will transmit frequencies in or near the super high frequency (SHF)

band, ranging from 3 GHz to 30 GHz. Considering the technology for 24 GHz radar is

significantly mature and 24 GHz is unrestricted in the industrial scientific medical (ISM) band,

24 GHz was used as the transmit frequency in non-limiting exemplary systems of the present

disclosure. Such frequencies are loosely known as “mmWave.”



[0051] Owing to different product design goals and the circuit IP protection, the circuits

in different e-device brands are different. Thus, the amplitude, frequency, and phase of the

nonlinear responses are different among different e-devices. Therefore, it is possible to design a

mmWave probe to cause e-devices to radiate the nonlinear response signature that reflects their

unique properties, which can be used for recognition.

[0052] Proof-of-concept: Six different e-device types from four different representative

device categories were stimulated with an experimental embodiment of the presently-disclosed

mmWave probe. The probe was fixed at a distance of 20 cm from the devices. In Figure 3, the

main circuit board of each e-device is shown on the left side of each chart. These circuit boards

were different from each other in various aspects, including size, components, and/or layout. In

Figure 3, the x-axis is the sensing range, the y-axis is the frequency of the received (response)

signal, and the shade bar represents the amplitude of the signal. The varied sub-carrier

frequencies can be clearly observed, and their nonlinear responses were significantly distinct at

the frequency, amplitude, and phase, which matches the concept described above. Given the

large amount of electric units integrated on a circuit board, parasitic variations have sufficient

space to serve as powerful resources for device recognition.

[0053] A Study on Package Effects: In real-world applications, electronics can be

placed inside containers and/or covered by different materials. As a result, we investigated

whether hidden materials will generate nonlinear responses or have a nonlinear effect. Figure

4(a) shows that within the area of the nonlinear response, there is little demodulated signal

amplitude for cardboard (less than 0.016 V, ambient noise and thermal noise actually), while for

a Nexus 5 e-device, the demodulated nonlinear response signal is quite visible (more than

0.212 V, 13. 5x larger than cardboard’s) (more detailed analysis about the nonlinear response

below). Figure 4(b) shows that their signal spectrums are significantly different, which proves

the feasibility of unobtrusive hidden e-device recognition.

E-EYE: HIDDEN E-DEVICE RECOGNITION SYSTEM

[0054] The present disclosure may be embodied as E-Eye, a portable, non-invasive and

robust system to facilitate recognition of the hidden e-devices. Typically, we consider the real

world practice where an inspector conducts an on-site inspection of an object for forbidden e-

devices that may be contained within it. An end-to-end overview of a non-limiting system is

shown in Figure 5 .



[0055] E-Eye Hardware: A mmWave probe using a smartphone is designed to remotely

and robustly acquire an e-device’s non-linear response for recognition. Specifically, the probe

transmits a continuous wave signal and processes/demodulates the response signal. Resulting

data is sent to the processor (e.g., the smartphone) for recognition. The data may be small, for

example, on the order of kilobyte (KB)-size data.

[0056] E-Eye Software: Once the data is received by the processor, the processor (e.g.,

an e-device recognition module) first performs preprocessing and/or demodulation to filter

interference and noise. Then, the effective features are extracted from the nonlinear responses

via wavelet-based analysis. A fine-tuned classification algorithm is used to recognize the e-

device type based on the extracted features. Result can then be displayed to the inspector using,

for example, the display of the smartphone.

A PORTABLE AND COST-EFFECTIVE MMWAVE PROBE DESIGN

[0057] In this section, the hardware design of the exemplary E-Eye embodiment is

described. The exemplary system is capable of transmitting a 24 GHz carrier signal and

receiving the returned nonlinear responses.

Hardware Architecture

[0058] A schematic of the exemplary mmWave probe is shown in Figure 6 . It comprises

a radio frequency (RF) board and a baseband board. The RF board includes a pair of array

antennas (i.e., Tx and Rx), a voltage controlled oscillator (VCO), a pair of low noise amplifiers

(LNA), and a six-port structure. The baseband board contains baseband amplifiers (BA) and an

on-board sawtooth voltage generator (SVG).

[0059] Six-port Structure. A six-port circuit is a simple structure, as a quadrature mixer,

to down-convert RF signals into baseband, avoiding the use of expensive integrated mixer chips.

The six-port structure includes three quadrature couplers and one rat-race coupler. Ports 1 and 2

of the six-port structure are inputs for a local oscillator (LO) drive and the RF signal,

respectively. Four Schottky diodes are connected at ports 3, 4, 5, and 6 . Ports 3 are 4 are for the

I-channel differential baseband signal, and ports 5 and 6 are for the Q-channel differential

baseband signal.



[0060] Coherence. Coherence is used for the mmWave probe to obtain the effective

information of the e-device. Rather than sharing synchronous clocks at the signal generation and

acquisition stages, which increases the complexity and cost of the system, in the exemplary E-

Eye embodiment, the coherence property of the mmWave probe is obtained by simultaneously

sampling the reference signal and the baseband signal (further described below, under the

heading “Signal Demodulation”). In order to control the VCO, the reference signal is phase-

locked to the sawtooth voltage signal. In the synchronization procedure, the phase of each beat-

signal period is aligned in the digital domain after sampling the reference signal and the

baseband signal. Thus, in this method, synchronous clocks shared between generation and

acquisition stages are not required, which simplifies the hardware design.

System Integration Design

[0061] System Parameters Consideration. Performance of the mmWave probe may

depend primarily on three factors: detection range, range resolution, and the

maximum non-ambiguous wireless signal velocity, v where c is the speed of the

light, f s is the sampling frequency on the baseband board and f c is the center frequency, which is

24 GHz. A larger detection range R requires a longer frequency ramp repetition period T and

smaller transmitted bandwidth B . A higher range resolution AR requires a wider bandwidth B . A

faster non-ambiguous wireless signal velocity vmax requires a shorter T. Thus, there exists a

trade-off between the bandwidth and the frequency ramp repetition period in the E-Eye system

design.

[0062] System Integration. The Federal Communications Commission (FCC) in the

United States proposed that new flexible service among the 24 GHz band is roughly in the

24-24.45 GHz band. Also, the wider bandwidth of the probe means more cost for the probe

hardware. Thus, in the E-Eye embodiment, the bandwidth of the transmitted signal (B) was

450 MHz with a center frequency (f c) of 24 GHz, and the transmitted average power was around

8 dBm. The frequency ramp repetition period (T) was 6.45 ms. The sampling frequency on the

baseband board f s ) was 192 KHz. In addition, an operational-amplifier-based SVG was

employed to generate the sawtooth voltage to tune the free running VCO. The frequency of the

sawtooth signal and the reference signal was 155 Hz.



E-DEVICE RECOGNITION

[0063] E-Eye uses the nonlinear response reflected from the e-device and extracts

features from it to determine an identity. Preprocessing and demodulation may be used to extract

the effective nonlinear response y(t). Then, considering that y(t) is irregular and asymmetric,

wavelet decomposition can be employed to obtain statistical features representing internal

characteristics of the e-device. In the end, a fine-tuning classifier was used for identification of

the e-device.

Nonlinear Response Preprocessing and Demodulation

[0064] Signal Preprocessing. As depicted in Figure 7, the data sensed by the mmWave

probe was forwarded through the audio channel as two-channel signals. After parsing the audio

signal, we get the baseband signal and the reference signal respectively. The reference signal is

usually mixed with high frequencies from ambient noise and thermal noise. Thereby, we

employed a filter to remove these components. However, filtering the reference signal of

synchronous clock shape can be difficult, and was performed by smoothing the shape and

preserving the sharp edge at the same time. In a particular, non-limiting embodiment, a

combined Savizky-Golay and median filter was applied. A Savitzky-Golay filter mainly fits

successive sub-sets of adjacent data points with a low-degree polynomial by the method of linear

least squares. Although it is more effective at preserving the sharp edge for the pertinent high

frequency components in the signal, it is less effective in noise filtering. Thus, the median filter

was combined as it runs through the signal entry by entry, replacing each entry with the median

of neighboring entries to remove the high frequency noise. Other processing techniques will be

apparent in light of the present disclosure and are within the present scope.

[0065] Signal Demodulation. As shown in Figure 8(a), it was observed that the reference

signal of the experimental embodiment had an edge effect on the baseband signal, making some

parts distorted. Therefore, the reference signal was utilized to extract the effective parts in the

baseband signal. First, a cycle was defined as the interval wave between the falling and rising

edges of two adjacent pulses in the reference signal (see Figure 8(b)). Specifically, the falling

and rising edges detection method was used to locate each cycle. With the cycle information, we

demodulated and extracted the effective parts in the baseband signal based on the synchronized

time. As a result, we obtained the effective nonlinear response signal having N consecutive

cycles in Figure 8(c). Intuitively, a signal with more cycles will contain more unique physical



characteristics of the e-device and thereby achieve better recognition accuracy. However, it also

increases the computational overhead. To balance this trade-off, N = 5 was empirically chosen

and the corresponding original baseband signal had the length within 0.013 s (the performance of

E-Eye with different N setups is further investigated below, under the heading, “Screening Time

Efficiency”).

Wavelet-based Nonlinear Response Analysis and Feature Extraction

[0066] Given the nonlinear response signal, it can be difficult to classify them directly

using the similarity distance because nonlinear responses have a large variation in magnitudes as

well as frequencies, which led to irregularity and asymmetry. Therefore, a wavelet-based

analysis was utilized which is resilient to variations in scale and magnitude.

[0067] Wavelet-basedNonlinear Response Analysis. Wavelet transform (WT) is an

effective multi-resolution analysis tool for signal decomposition. The WT approach can

overcome the shortcoming of Fourier analysis, which only works in the frequency domain, not in

the time domain. The signal can be decomposed into many groups of coefficients in different

scales with WT through different scaled versions. After removing the DC component, y(t)

becomes a signal with zero-mean and some variance and satisfies the following condition:

which indicates y(t) is a waveform. WT uses

wavelet function that satisfies the condition of

dynamic scaling and shifting, where a and b are the scale and translation parameters

accordingly. In order to get high and low-frequency signal properties separately, the wavelet-

based analysis is achieved as Equation (2):

where Fw (a , b) and Fw (a, b) are the coefficients.

[0068] For the inverse transform to exist, the analyzing wavelet should satisfy the

admissibility condition, given in the following:

are the Fourier transform of



respectively. Also, and are constants for corresponding wavelets. Subsequently, we get

the approximation signal as shown in Figure 9(a) and the detail signal in Figure 9(b). Finally, for

comprehensive characterization of the nonlinear response, we also get the spectral approximation

and detail signals by Fast Fourier Transform (FFT) for further feature extraction.

[0069] Spatial-temporal Domain Feature Extraction. As mentioned above, it was found

that the nonlinear response contains the unique identity of the device. As a result, the internal

traits in the nonlinear response signal were exploited by extracting extract thirteen scalar features

in spatial-temporal domains. The feature names and descriptions are listed in Table 1 and 2 .

These features represent the nonlinear response signal shape from different aspects. For example,

skewness is a scale of symmetry to judge if a distribution looks the same to the left and right of

the center point, kurtosis is to estimate whether the data are heavy-tailed or light-tailed relative to

a normal distribution and flatness describes the degree to which they approximate the Euclidean

space of the same dimensionality (marked with * in Tables 1 and 2). Thus, in total, a feature

vector containing these 26 features from the approximation and detail parts is formed. It should

be noted that more features or fewer features may be derived and/or used and such is within the

scope of the present disclosure.

Table 1: List of Time Domain Features

Name Description

Table 2 : List of Frequency Domain Features

Name Description

Mean Value



Fine-tuning Recognition

[0070] Electronics recognition can be treated as a classification problem. The exemplary

E-Eye system uses supervised learning to classify e-device types, beginning with a training phase

followed by testing, as illustrated in Program 1 (Figure 21). However, it is possible that some

e-devices (known as alien devices) are not included in the database, and may spoof the check or

cause false alarms. Therefore, to overcome this problem, a Classifier and a Decision maker were

implemented to output a final recognition result.

[0071] During the training of the Classifier, traces of nonlinear response signals from

each e-device type were collected. For m e-device types in the database (namely, m pre-

registered classes), n x m feature vectors were used to train the classifier altogether. In the E-

Eye example, a support vector machine (SVM) was employed. The Gaussian radial basis

function was selected as the kernel function to map the original data to a higher dimensional

space. During the testing phase, E-Eye collected a trace, extracted a feature vector, and input to

the SVM model. The SVM model generated the probability set of classifying the test trace into

each pre-trained class.

[0072] In the Decision maker, a maximum probability was defined as the classification

score. To distinguish an alien device, a threshold was applied—e.g., if the classification score

was less than the threshold, the trace would be declared as an alien device with a second manual

check; if not, the predicted type with the maximum probability would be regarded as the

recognition result. In the experiments using E-Eye , the threshold was empirically selected as 0.9.



SYSTEM PROTOTYPE AND EVALUATION

E-Eye System Implementation and Integration

[0073] A prototype of the exemplary mmWave probe is shown in Figure 10. A flexible

RF board was based on a 0.245 mm (0.0096 in) thick substrate Rogers RT/duroid 5880

(Figure 10(a)). A rigid baseband board was fabricated on an FR4 substrate, which included the

SVG and the baseband amplifiers (Figure 10(b)). The Microprocessor Control Unit (MCU) was

MSP430F2610, a widely-used, ultra-low-power controller unit. Baseband signals were fed to a

3.5 mm audio jack directly supported by an embedded MCU inner driver, which has two

channels for the reference signal and baseband signal without the extra need of the analog-to-

digital converter or expensive communication chips. In this way, the board could be easily

connected to the audio interface of a smartphone or a tablet for signal processing.

[0074] The mmWave probe was 11.8 cm (4.65 in) x 4.5 cm (4.65 in) 1.5 cm (0.59 in)

and weighed only 45.4 g, which is lightweight for ease of adoption in security inspections.

Moreover, it cost within 100 U.S. dollars. Figure 10(c) illustrates the integrated hardware (both

baseband board and RF board) used for the exemplary mmWave probe. It typically has an 8 dBm

transmit power with a 3.7-5 V supply voltage and a 350 mA maximum operating current under

the 1.2 W DC power consumption. The carrier frequency used the exemplary probe was 24 GHz.

To enhance directivity, a pair of 4x4 antenna arrays were used, offering an antenna directivity of

19.8 dBi. The received RF gain and baseband gain were 34 dB and 26 dB, respectively.

Table 3 : E-devices employed during experiments.



Evaluation

[0075] Experiment Preparation: As shown in Table 3, 46 common e-devices were

selected and labeled into 39 classes (four duplicate Nexus 5 and three duplicate Uno R3 were

collected). The e-devices were also grouped into seven categories based on their function for

ease of description. The corresponding circuit sizes ranged from 0.42 in (diagonal) to 13.3 in

(diagonal). Without loss of generality, two common containers were employed to conceal the

e-devices: a USPS package box (“Boxl”) and an Amazon package box (“Box2”).

[0076] Data Collection: During the experiment, the mmWave probe was placed 20 cm

from the container (see Figure 12). Its initial position was recorded as 0° orientation in the

horizontal plane. In every test trial, an e-device was concealed in one particular box and switched

on (if possible). 10 seconds of sensing data was collected with 44.1 K sampling rate. Under the

heading “Signal Demodulation” (above), we defined one trace as the subsegment in the sensing

data with the length of 0.013 s (13 ms), which contains N = 5 consecutive cycles. 100 traces

were randomly extracted for each device with regard to one container.

[0077] Data Partition: Unless specified, each time, 70 out of 100 traces were randomly

selected from each device as the training set and used the remaining traces were used for testing.

Thus, 3220 traces were used for training and 1380 traces were used for testing. Specifically, a

lO-fold cross validation method was employed in classification. It is worth mentioning that other

types of cross validation experiments were conducted (below, under “Field Study” and “Threat

Model Study”) to examine system performance under real-world environments.

[0078] Evaluation Metrics: Accuracy, precision, and recall were used as the

performance metrics for evaluation. Equal Error Rate (EER) and Receiver Operating

Characteristic (ROC) metrics were also used. The lower the EER, the better the system

performance.



PERFORMANCE EVALUATION

[0079] We evaluated the performance of E-Eye from three aspects:

• A control study validated the system under the ideal environmental condition,

which proved the legitimacy of the present system design.

· A field study considered the variation of system parameters in practical usage and

provided insights into how to achieve the best performance.

• A threat study exploited the vulnerability of the system from the attacker’s

perspective by examining more extreme conditions.

These three strategies serve different roles, which are complementary to each other.

E-Eye Control Study

[0080] Recognition Performance. We evaluated the ability of E-Eye to recognize the

different e-devices in the optimal lab environment. First, we exploited the overall performance

based on the training and testing data sensed from Boxl and Box2 respectively (denoted as

Scheme 1 and Scheme2). Then, we further applied the testing data from Box2 upon the training

data from Boxl to study the system’s universality (denoted as Scheme3). For each scheme, we

made a comparison between two commonly used classifiers, SVM and KNN, to determine which

classifier was more suitable.

[0081] The ROC results are shown in Figure 13. SVM achieved the EER of 0.0044,

0.0045, and 0.01 11 respectively in three schemes. Correspondingly, KNN achieved the EER of

0.0647, 0.0669, and 0.0848 respectively. Both classifiers had excellent performance, which

implies that the feature vector effectively reflects the unique nonlinear response characteristics

in each e-device. The comparatively low EER in scheme3 indicates that our trained classifier

does not have the over-fitting issue and can adapt to various usage scenarios.

[0082] Moreover, we conducted the McNemar test to determine if there is a significant

difference in two classifiers. The McNemar test is a frequently used test for matched-pair data,

with a significance level of = 0.05. kinder the null hypothesis, the two classifiers have no

significant difference. If the null hypothesis is rejected, the p value is below 0.05. In our test, the



p value maintained around 0.01, which is less than 0.05 and thereby rejects the null hypothesis.

Based on the above analysis, we proved that SVM has the better classifier and we employed

SVM in the following evaluation unless otherwise specified. The scope of the present disclosure

should not be limited to such an embodiment, and any appropriate classifier may be used. In

conclusion, our results demonstrate that a hidden e-device can be precisely recognized by E-Eye.

[0083] Screening Time Efficiency. In public security, e-device screening tasks are

challenging due to the limited time budgeted for efficiency. As a result, we are interested in

analyzing the performance of E-Eye with regard to different time budgets. Specifically,

considering that 2.5 ms audio segment usually represents one cycle, we manually selected seven

different time settings between 2.5 ms to 100 ms. For each time setting, we followed the same

methodology described below, under the heading “Evaluation” and re-prepared the training and

testing set. Figure 14 shows the performance results. For the lowest budget of 2.5 ms, E-Eye

only obtained 95.25% precision, 94.95% recall, and 95.47% accuracy. These results were

because the contained one cycle cannot comprehensively represent the characteristics of the e-

device. After increasing the time, the performance gradually increased. Generally, we found a

turning point at 13 ms where the performance saturates afterwards (reaching 99.61% precision,

99.41% recall and 99.68% accuracy at 100 ms). This observation can guide us to the proper

screening time setting to guarantee recognition accuracy without sacrificing screening efficiency.

[0084] Impact of Sensing Distance and Device Orientation. In practical scenarios, an

inspector should be able to walk around with E-Eye according to different container shapes and

inspection environments to accelerate inspection progress. Such a convenient practice, however,

will lead to the changing distance and orientation between the hidden e-device and the mmWave

probe. Therefore, we investigated whether these aspects will affect system performance.

Specifically, we measured the different device orientations (from 0° to 315°) at different

distances (from 2 cm to 100 cm). The results are shown in Figure 15. The average recognition

accuracy over 46 devices remained high when the sensing distance varied within 80 cm (above

99.5%). As for the orientation, although the reflected signal slightly changes due to the different

probe angles for each e-device, the inter-device distinguishability among 46 devices is

significant such that each device can be correctly recognized. Thereby, E-Eye can facilitate

portable and convenient public screening in real practice.



Field Study

[0085] Robustness to Ambient Environment. The ambient environment can introduce

random noise or even interfere with the probe hardware operation. We considered common

noises in daily life in terms of human factors and ambient factors. Typically, we selected four

conditions where (1) five people were walking around the mmWave probe within 2 meters

range; (2) the humidity of the testing location was controlled at 70%; (3) the environment

temperature was 0°C (32°F); (4) there was a working ventilation around. Moreover, we used the

result of the optimal lab environment as the comparison target (humidity was 30% and the

temperature was 20°C (68°F)). Again, we evaluated the above four conditions using 46 e-devices

with Schemel. Figure 16 shows that their performances can achieve up to 99.6% precision,

99.3% recall, and 99.6% accuracy. In conclusion, E-Eye presents a strong tolerance to different

ambient environments.

[0086] Impact of Alien Devices. As discussed under “Fine-tuning Recognition” above, it

is highly likely that E-Eye needs to classify the traces of the alien devices. In this section, we

designed an experiment to explore the ability of E-Eye to detect alien devices. In detail, we

randomly included 9 out of 39 classes in the database as the training set as aforementioned (note

that these data were never used for testing). Consequently, the remaining 30 classes were all

regarded as the alien ones. Afterwards, we gradually increased the amount of alien devices from

5 to 30 and verify whether our specifically designed Program 1 could successfully identity

them. For each amount, we reported the average performance. As shown in Figure 17, the results

remain stable in detection accuracy (99.1%-100%) showing no tendency to decrease in

performance. In this way, we proved the effectiveness of fine-tuning the algorithm and the good

scalability of E-Eye when used in real practice. Under these circumstances, the inspector can use

the second check (e.g., manual inspection) for further security verification.

Threat Model Study

[0087] Human Body Intervention. Due to the advanced IC technology, e-devices are

getting smaller in size such that they can be easily hidden upon the human body to bypass the

security check. Therefore, we assumed the attacker hides the device in different body positions,

as listed in Figure 18. We specifically considered the devices in groups 3 and 4 as they are

pervasive and can be used in multiple malicious activities (see Table 3). We recruited five

participants carrying the device and we used E-Eye to scan them at target areas keeping an



approximate distance of 50 cm. The reported average accuracy was higher than 97.7%, which

implies that our system is resistant to human intervention.

[0088] Impact of Cover Materials. We considered the scenario where the attacker

intentionally hides the e-device in other materials to pass through screening. Particularly, we

collected seven different daily-achievable materials as shown in Figure 19. We placed the e-

device inside each of them and evaluated the recognition accuracy for all 46 e-devices. The

performance is reported in the figure, where we can see that the overall accuracy for each was

above 98%. Certain materials slightly affected the performance to some extent. This was because

the exemplary E-Eye embodiment utilized a high frequency signal and therefore, had small

wavelength and limited penetration ability. As a result, it was prone to the scattering reflection

upon some specific materials. But in general, E-Eye still provided reliable performance in device

recognition.

[0089] Impact of Combined E-devices. In another scenario, the attacker may know the

benign devices registered in the database and try to physically stack the malicious device with

the benign one to confuse the system. To explore whether E-Eye can still regard it as the alien

device, we continued with the setup described under “Impact of Alien Devices” above. We

randomly selected two devices (labeled as No. 1, No.2) from the nine benign classes and three

(labeled as No. 3, No.4, No. 5) from the remaining 30 alien classes. As shown in Figure 20, we

enumerated all six combinations of the benign and alien devices and physically taped them

together. For the sake of generality, we report the average and standard deviation of accuracy.

From the results, we can observe that the average recognition accuracy was higher than 98%.

This is owing to the fact that the equivalent circuit changes if we combine two devices together

along with the nonlinear response.

[0090] Impact of E-device Status. Considering the fact that many detection methods rely

on the operation status of the hidden device, we simulated a scenario where the attacker wants to

spoof the inspector by switching off the device or removing the battery. Thus, we repeated the

experiment by shutting down all e-devices when collecting the data (as described above). We

still used the previously trained model where the devices were switched on. We applied the new

30 traces for each device for this test. Table 4 illustrates the precision, recall, and accuracy for

schemes 1 and 2, which are 99%. For Scheme3, the accuracy was 98.75% which is in coherence



with the results above. The high accuracy proves that E-Eye is not sensitive to the hidden

device’s operation status.

Table 4: System performance with the e-device
status OFF at 50 cm sensing distance.

DISCUSSION

[0091] Health Hazards: Compared to other security screening techniques (e.g.,

Terahertz and X-ray imaging systems), E-Eye has a much smaller radiation factor, i.e., a 1.2 W

power consumption and an 8 dBm radio transmission power. Considering that typical public

WiFi spots have about 20 to 30 dBm of output power, E-Eye is a considerably safe screening

tool, even for cardiac device patients.

[0092] Metal Intervention: Metal has a stronger reflection on EM wave compared to

other materials. We realize that a metal case shields a large portion of RF signals. By deploying

an additional metal hidden material (e.g., an e-device inside a metal box), it is difficult for E-Eye

to recognize the covered e-device. This limitation can be solved by detecting the existence of

metal.

[0093] Manual Check: We notice that mechanical motion in the electronic device and

other intruders can affect the sensing performance. However, it is safe to assume that the security

checker controls the environment thoroughly. If an unusual behavior happens, they initiate a

manual check.

[0094] Database Storage: In this pioneering work, we have established 39 classes of an

e-device database. Particularly, each feature vector has 26 dimensions data of size 0.2 KB

around. Thus, the template for each device seizes 14 KB size data in the experiment setup.

Therefore, it is practical to maintain a vast amount of templates on the mobile platform or the

server (e.g, 1,000 e-device types only require 13.67 MB physical storage).



[0095] Multiple E-devices: Nowadays, it is normal for more than one e-device to be

concealed in a container. Therefore, it can bring huge convenience if E-Eye can automatically

recognize each type when multiple devices are present. This problem can be further solved by

employing the existing blind source separation and independent component analysis approaches

in the speech processing domain.

RELATED WORK

Hidden E-device Detection

[0096] Currently, there are three main methods to detect hidden e-devices:

• X-ray Imaging: The X-ray baggage scanner operates based on the different X-

radiation absorption rates of the penetrated objects and can accordingly produce

the shape image of the objects. The typical cost of such a scanner can reach US

$50,000. Besides the undesired privacy concerns raised by the image of personal

belongings, x-radiation also has harmful effects on human.

• Terahertz Imaging: Terahertz (THz) imaging is also exploited in package

screening by analyzing object transmissions or reflections of the THz

electromagnetic wave. However, its optical image causes privacy issues and its

resolution is too low for hidden e-devices recognition. The current THz imaging

systems have very low portability and extremely high cost (around US $25,000).

• Electromagnetic Emission Sensing: Studies find that e-devices transmit

unintentional electromagnetic (UEM) radiations when they are switched on.

Many previous works detect the existence of e-devices by analyzing their UEM

waves. However, this technology is restricted and cannot be applied when the

electronic device is powered off.

[0097] Therefore, we summarize that the current hidden e-devices recognition methods

are either bulky, expensive, or conditionally restrained, which cannot be directly applied in

regular and large-scale public security check. Other alternative handheld scanners can only

provide the existence detection rather than accurately recognize the device type.



mmWave Sensing

[0098] mmWave radars have been studied in a variety of domains based on the detection

of an object’s inherent movements (e.g., cardiorespiratory measurements and gesture sensing) in

the last decade. For example, an existing 60 GHz mmWave radar gesture sensing system was

able to detect various hand motions for a human-computer interface. In another device, a 94 GHz

mmWave radar was deployed to extract features of cardiorespiratory movements based on the

reflected mmWave signals. These mmWave sensing applications mainly relied on Doppler

motion of the objects and cannot be applied to sense a target under clothing or obstacles (e.g.,

packages and luggage). Although there are some recent applications to explore “through-wall”

and “through-obstacle” sensing via mmWave, these techniques can only be applied for targets

with specific mmWave-absorption characteristics. According to the literature, E-Eye is the first

mmWave sensing application to explore nonlinear effects for hidden electronics recognition.

FURTHER DESCRIPTION

[0099] In the following, various further examples of systems and methods of the present

disclosure are described.

[0100] Example 1 . A system for detecting and recognizing one or more electronic device,

comprising: a continuous-wave transmitter configured to transmit a probe signal; a receiver

configured to receive a response signal; wherein the receiver is synchronized to the transmitter

( i.e., coherent); and a processor configured to: demodulate and extract a feature vector of a

nonlinear response component of the response signal; and analyze the feature vector to detect an

electronic device.

[0101] Example 2 . The system of Example 1, wherein the probe signal is a frequency-

modulated continuous-wave signal.

[0102] Example 3 . The system of Example 1, further comprising a voltage-controlled

oscillator (VCO) and a sawtooth voltage generator configured to drive the VCO with a sawtooth

signal synchronized to a reference signal, wherein the VCO generates the probe signal at a center

frequency f c .

[0103] Example 4 . The system of Example 1, wherein the transmitter and receiver are

synchronized using a reference signal.



[0104] Example 5 . The system of Example 4, wherein the processor is configured to

demodulate and extract the nonlinear response component by: locating each cycle of the

response signal using a falling edge and adjacent rising edge of the reference signal;

demodulating the response signal using the cycle location; and extracting the nonlinear response

component from the demodulated response signal by removing a baseband signal from the

demodulated response signal.

[0105] Example 6 . The system of Example 5, wherein the processor is configured to

extract the nonlinear response component using a wavelet-based analysis.

[0106] Example 7 . The system of Example 6, wherein the wavelet-based analysis

comprises: removing a DC component of the nonlinear response signal; decomposing the

nonlinear response signal using a wavelet transform to obtain an approximation signal and a

detail signal; and extracting time domain features and frequency domain features of the

approximation signal and detail signal as a feature vector.

[0107] Example 8 . The system of Example 1, wherein the processor includes a classifier

to analyze the feature vector and detect an electronic device.

[0108] Example 9 . The system of Example 8, wherein the classifier is a support vector

machine.

[0109] Example 10. A method for detecting electronics, comprising: transmitting a

frequency-modulated continuous-wave probe signal at a center frequency, / c ; receiving a

coherent response signal, comprising a baseband portion and a response portion; demodulating

the response signal at the center frequency; removing a baseband signal from the demodulated

response signal to obtain a nonlinear response component; processing the nonlinear response

component to obtain a vector comprising a plurality of pre-determined features; and analyzing

the feature vector to detect an electronic device.

[0110] Example 11 . The method of Example 10, wherein demodulating the response

signal comprises: locating each cycle of the response signal using a falling edge and adjacent

rising edge of the reference signal; demodulating the response signal using the cycle location.

[0111] Example 12. The method of Example 11, wherein processing the nonlinear

response component comprises: extracting the nonlinear response component from the



demodulated response signal by removing a DC component of the nonlinear response

component; decomposing the nonlinear response component using a wavelet transform to obtain

an approximation signal and a detail signal; and extracting pre-determined time domain features

and pre-determined frequency domain features of the approximation signal and detail signal as a

feature vector.

[0112] Example 13. The system of Example 10, wherein the system can recognize the

electronics hidden behind different cover materials (e.g paper, plastic, sweater, leather, wood,

brick and so on) and in different body positions.

[0113] Example 14. The system of Example 10, wherein the system can recognize a

category and brand of electronics device(s).

[0114] Example 15. The system of Example 10, wherein the system can recognize

electronics devices at a distance from 1 cm to 20 meters.

[0115] Example 16. A system for detecting an electronic device, comprising: a

transmitter configured to transmit a probe signal; a coherent receiver configured to receive a

response signal, wherein the receiver is synchronized to the transmitter; and a processor

configured to: extract a feature vector of a nonlinear response of the response signal; and detect

an electronic device based on the feature vector.

[0116] Example 17. The system of Example 16, wherein the probe signal is a frequency-

modulated, continuous-wave signal.

[0117] Example 18. The system of any one of Examples 16-17, wherein detecting an

electronic device includes recognizing the electronic device.

[0118] Example 19. The system of any one of Examples 16-18, further comprising a

voltage-controlled oscillator (VCO) and a sawtooth voltage generator configured to drive the

VCO with a sawtooth signal synchronized to a reference signal, wherein the VCO generates the

probe signal at a center frequency f c .

[0119] Example 20. The system of any one of Examples 16-19, wherein the transmitter

and receiver are synchronized using a reference signal.



[0120] Example 21. The system of any one of Examples 16-20, wherein the processor is

configured to extract the nonlinear response from the response signal by: locating each cycle of

the response signal using a falling edge and/or adjacent rising edge of the reference signal;

demodulating the response signal using the cycle location; and removing a baseband signal from

the demodulated response signal to extract the nonlinear response from the demodulated

response signal.

[0121] Example 22. The system of Example 21, wherein the processor is configured to

analyze the nonlinear response using a wavelet-based analysis.

[0122] Example 23. The system of Example 22, wherein the wavelet-based analysis

comprises: removing a DC component of the nonlinear response; and decomposing the nonlinear

response using a wavelet transform to obtain an approximation signal and a detail signal.

[0123] Example 24. The system of Example 23, wherein the processor is further

configured to extract one or more time domain features and/or one or more frequency domain

features of the approximation signal and the detail signal as a feature vector.

[0124] Example 25. The system of any one of Examples 16-24, wherein the processor is

further configured to include a classifier to recognize the electronic device based on the feature.

[0125] Example 26. The system of Example 25, wherein the classifier is a support vector

machine.

[0126] Example 27. A method for detecting an electronic device, comprising:

transmitting a probe signal at a center frequency, / c ; receiving a coherent response signal;

extracting a feature vector of a nonlinear response of the response signal; and detecting an

electronic device based on the feature vector.

[0127] Example 28. The method of Example 27, wherein the probe signal is a frequency-

modulated continuous-wave signal.

[0128] Example 29. The method of any one of Examples 27-28, wherein detecting an

electronic device includes recognizing the electronic device.

[0129] Example 30. The method of any one of Examples 27-29, further comprising

extracting the nonlinear response from the response signal.



[0130] Example 31. The method of Example 30, wherein extracting the nonlinear

response comprises: locating each cycle of the response signal using a falling edge and/or

adjacent rising edge of the reference signal; demodulating the response signal using the cycle

location; and removing a baseband signal from the demodulated response signal to extract the

nonlinear response from the demodulated response signal.

[0131] Example 32. The method of any one of Examples 27-31, further comprising

analyzing the nonlinear response using a wavelet-based analysis.

[0132] Example 33. The method of Example 32, wherein the analyzing the nonlinear

response further comprises: removing a DC component of the nonlinear response; and

decomposing the nonlinear response using a wavelet transform to obtain an approximation signal

and a detail signal.

[0133] Example 34. The method of Example 33, further comprising extracting one or

more time domain features and/or one or more frequency domain features of the approximation

signal and the detail signal as a feature vector.

[0134] Example 35. The method of any one of Examples 27-34, further comprising

classifying the feature vector to recognize the electronic device.

[0135] Example 36. The method of Example 35, wherein the feature vector is classified

using a support vector machine.

[0136] Although the present disclosure has been described with respect to one or more

particular embodiments, it will be understood that other embodiments of the present disclosure

may be made without departing from the spirit and scope of the present disclosure.



What is claimed is:

1 . A system for detecting an electronic device, comprising:

a transmitter configured to transmit a probe signal;

a receiver configured to receive a response signal, wherein the receiver is synchronized to the

transmitter; and

a processor configured to:

extract a feature vector of a nonlinear response of the response signal; and

detect an electronic device based on the feature vector.

2 . The system of claim 1, wherein the probe signal is a frequency -modulated, continuous-wave

signal.

3 . The system of claim 1, wherein detecting an electronic device includes recognizing the

electronic device.

4 . The system of claim 1, further comprising a voltage-controlled oscillator (VCO) and a

sawtooth voltage generator configured to drive the VCO with a sawtooth signal synchronized to

a reference signal, wherein the VCO generates the probe signal at a center frequency f c .

5 . The system of claim 1, wherein the transmitter and receiver are synchronized using a reference

signal.

6 . The system of claim 1, wherein the processor is configured to extract the nonlinear response

from the response signal by:

locating each cycle of the response signal using a falling edge and/or adjacent rising edge of

the reference signal;

demodulating the response signal using the cycle location; and

removing a baseband signal from the demodulated response signal to extract the nonlinear

response from the demodulated response signal.

7 . The system of claim 6, wherein the processor is configured to analyze the nonlinear response

using a wavelet-based analysis.



8 . The system of claim 7, wherein the wavelet-based analysis comprises:

removing a DC component of the nonlinear response; and

decomposing the nonlinear response using a wavelet transform to obtain an approximation

signal and a detail signal.

9 . The system of claim 8, wherein the processor is further configured to extract one or more time

domain features and/or one or more frequency domain features of the approximation signal and

the detail signal as a feature vector.

10. The system of claim 1, wherein the processor is further configured to include a classifier to

recognize the electronic device based on the feature.

11 . The system of claim 10, wherein the classifier is a support vector machine.

12. A method for detecting an electronic device, comprising:

transmitting a probe signal at a center frequency, / c ;

receiving a coherent response signal;

extracting a feature vector of a nonlinear response of the response signal; and

detecting an electronic device based on the feature vector.

13. The method of claim 12, wherein the probe signal is a frequency-modulated continuous-wave

signal.

14. The method of claim 12, wherein detecting an electronic device includes recognizing the

electronic device.

15. The method of claim 12, further comprising extracting the nonlinear response from the

response signal.

16. The method of claim 15, wherein extracting the nonlinear response comprises:

locating each cycle of the response signal using a falling edge and/or adjacent rising edge of

the reference signal;

demodulating the response signal using the cycle location; and

removing a baseband signal from the demodulated response signal to extract the nonlinear

response from the demodulated response signal.



17. The method of claim 12, further comprising analyzing the nonlinear response using a

wavelet-based analysis.

18. The method of claim 17, wherein the analyzing the nonlinear response further comprises:

removing a DC component of the nonlinear response; and

decomposing the nonlinear response using a wavelet transform to obtain an approximation

signal and a detail signal.

19. The method of claim 18, further comprising extracting one or more time domain features

and/or one or more frequency domain features of the approximation signal and the detail signal

as a feature vector.

20. The method of claim 12, further comprising classifying the feature vector to recognize the

electronic device.

21. The method of claim 20, wherein the feature vector is classified using a support vector

machine.
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