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o (57) Abstract: A method of encrypting data is provided. The method includes dividing data in packet units into N data blocks;
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Description

METHOD AND APPARATUS FOR ENCRYPTING DATA

Technical Field

Methods and apparatuses consistent with the present invention relate to encrypting
data, and more particularly, to encrypting data in a digital transmission content
protection (DTCP) standard .

Background Art

The DTCP standard was developed as a protocol for audio/video (AV) data
transmission protection between devices connected in accordance with the Institute of
Electrical and Electronics Engineers (IEEE) 1394 standard, and has been extended for
protection of AV data transmitted by universal serial bus (USB), media oriented
systems transport (MOST), Bluetooth, or Internet protocol (IP). The original purpose
of the DTCP standard was to transmit compressed AV data. However, the DTCP
standard can also be used for transmitting all types of data regardless of their content
format. Algorithms used for encrypting data in accordance with the DTCP standard
include M6 and a cipher block chaining (CBC) mode of the advanced encryption
standard (AES) using a 128-bit key. The CBC mode of AES is a more stable
algorithm.

Currently, demands for communication of non-compressed AV data through a
wireless communication system having a transmission rate of several gigabits per
second (Gbps) by using a tens of gigahertz (GHz) band have increased, and thus
related technologies are being actively developed. The DTCP standard can also be
applied to the above-described data communication technologies. In this case, the size
of the transmission data is large, requiring a high-speed encryption algorithm.

FIG. 1 is a diagram illustrating a related art encryption algorithm in a CBC mode of
the AES, showing encryption and decryption processes.

In the encryption process, data is divided into 128-bit data blocks P1 through Pn, and
AES encryption is performed respectively on the data blocks P1 through Pn.

The data block P1 is added to an initial value (IV) and then encrypted using an
encryption key Ek, to generate encrypted data C1. The data block P2 is added to the
encrypted data C1 and the result is encrypted using the encryption key Ek to generate
encrypted data C2 is generated. In the same manner, encrypted data C1 through Cn is
generated using the data blocks P1 through Pn.

The decryption process is the inverse process of the encryption process.

In the decryption process, the encrypted data C1 is decrypted using a decryption key
Dk and the result is added to an initial value IV to obtain the data block P1. The
encrypted data C2 is decrypted using the decryption key Dk and the result is added to



WO 2008/069473 PCT/KR2007/005844

[9]

[10]
[11]

[12]

[13]

[14]

[15]
[16]

[17]

[18]

[19]

the encrypted data C1 to obtain the data block P2. In the same manner, the data blocks
P1 through Pn are obtained.

As described above, the related art encryption algorithm using the CBC mode of the
AES requires more time for encryption and decryption. Additionally, each encryption
or decryption is affected by the previous encryption or decryption result.

To solve the above-mentioned problem, a counter mode of the AES can be used.

FIG. 2 is a diagram illustrating a related art encryption algorithm in a counter mode
of the AES, showing encryption and decryption processes.

In the encryption process, data is divided into 128-bit data blocks P1 through Pm, a
number of counters t1 through tm corresponding to the number of the data blocks P1
through Pm are generated, and AES encryption is performed on the data blocks P1
through Pm using the counters t1 through tm.

In this case, the counters t1 through tm are predetermined values regardless of the
data blocks P1 through Pm. In general, counters t2 through tm are set by adding 1 to
the previous counter. For example, a counter t2 is set by adding 1 to an initial counter
t1, and a counter t3 is set by adding 1 to the counter t2.

The counters t1 through tm are encrypted using an encryption key Ek and then an
exclusive OR operation is performed on the encrypted counters tl through tm and the
data blocks P1 through Pm, respectively. Thus, encrypted data C1 through Cm are
generated.

The decryption process is the inverse process of the encryption process.

In the decryption process, the counter tl is encrypted using the encryption key Ek
and then an exclusive OR operation is performed on the encrypted counter t1 and the
encrypted data C1. Thus, the original data block P1 is obtained. Data blocks P2
through Pn may be obtained in the same manner as the data block P1.

The encryption algorithm in the counter mode of the AES does not rely on a previous
AES encryption result, enabling parallel encryption and decryption and increasing
encryption speed.

However, the counter mode of the AES is not included in the DTCP standard, and
has weaknesses. The counters in the counter mode of the AES can be predicted in
advance, and a third party can recreate original data from encrypted data if a plurality
of data blocks are encrypted using the same encryption key and the same counter.
Disclosure of Invention
Technical Solution

Exemplary embodiments of the present invention overcome the above disadvantages
and other disadvantages not described above. Also, the present invention is not

required to overcome the disadvantages described above, and an exemplary
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embodiment of the present invention may not overcome any of the problems described
above.

The present invention provides a method and apparatus for encrypting data quickly
and reliably in accordance with a DTCP standard.
Advantageous Effects

The exemplary embodiments of the present invention allow fast and stable data
encryption by dividing data in packet units into N data blocks, generating an initial
counter value using a random number used for generating an encryption key for
encrypting the data blocks, generating N counter values by increasing the initial value
by a predetermined value N times, encrypting the N counter values using the
encryption key, and performing an exclusive OR operation on the encrypted counter
values and the data blocks.
Description of Drawings

The above and other aspects of the present invention will become more apparent by
describing in detail exemplary embodiments thereof with reference to the attached
drawings in which:

FIG. 1 is a diagram illustrating a related art encryption algorithm in a CBC mode of
the AES;

FIG. 2 is a diagram illustrating a related art encryption algorithm in a counter mode
of the AES;

FIG. 3 is a diagram of an apparatus for encrypting data, according to an exemplary
embodiment of the present invention;

FIG. 4 is a diagram showing the structure of a packet in accordance with a DTCP /
IEEE 1394 standard;

FIG. 5 is a diagram showing the structure of a packet in accordance with a DTCP / IP
standard; and

FIG. 6 is a flowchart illustrating a method of encrypting data, according to an
exemplary embodiment of the present invention.
Best Mode

According to an aspect of the present invention, there is provided a method of
encrypting data, the method including dividing data in packet units into N data blocks;
generating an initial counter value using a random number used for generating an
encryption key for encrypting the data blocks; generating N counter values by
increasing the initial value by a predetermined value N times and encrypting the N
counter values using the encryption key; and performing an exclusive OR operation on
the N encrypted counter values and the N data blocks.

Each of the counter values may include a bit for representing the random number, a
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bit for representing a transferred data block number, and a bit for representing a
counter.

Each of the counter values may include a bit for representing the random number, a
bit for representing an additional random number which is different from the random
number, and a bit for representing a counter.

The method may further include generating a packet formed of a predetermined
number of data blocks from among the N data blocks on which an exclusive OR
operation is performed with the N encrypted counter values, and each of the counter
values may include a bit for representing the random number, and a bit for representing
partial information of the packet.

Each of the counter values may further include a bit for representing a counter.

The method may further include generating a packet formed of a predetermined
number of data blocks from among the N data blocks on which an exclusive OR
operation is performed with the N encrypted counter values, and each of the counter
values may include a bit for representing the random number, a bit for representing a
number of the packet, and a bit for representing a counter.

The method may further include generating a packet formed of a predetermined
number of data blocks from among the N data blocks on which an exclusive OR
operation is performed with the N encrypted counter values, and the initial counter
value may be changed for each packet.

The initial counter value may be increased by a predetermined value for each packet.

The method may further include generating the encryption key, and the generating of
the encryption key may include generating the encryption key based on copy control
information of the data, the random number, and an exchange key shared by ap-
paratuses for encrypting and decrypting data.

The random number may be periodically changed, and may be periodically increased
by a predetermined value.

Each data block may be 128 bits, each counter value may be 128 bits, and the
random number may be equal to or greater than 64 bits.

The packet may include a region which represents the random number, and may
include a region which represents whether the random number is an odd number or an
even number in order to represent whether the random number has changed.

According to another aspect of the present invention, there is provided an apparatus
for encrypting data, the apparatus including a data division unit which divides data in
packet units into N data blocks; a random number generation unit which generates a
random number used for generating an encryption key for encrypting the data blocks; a
counter generation unit which generates an initial counter value using the random

number and generates N counter values by increasing the initial value by a pre-
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determined value N times; an encryption unit which encrypts the N counter values
using the encryption key; and an operation unit which performs an exclusive OR
operation on the N encrypted counter values and the N data blocks.

The apparatus may further include a packet generation unit which generates a packet
formed of a predetermined number of data blocks from among the N data blocks on
which an exclusive OR operation is performed with the N encrypted counter values.

The apparatus may further include an encryption key generation unit which generates
the encryption key, wherein the encryption key generation unit generates the
encryption key based on copy control information of the data, the random number, and
an exchange key shared by apparatuses for encrypting and decrypting data.

According to another aspect of the present invention, there is provided a computer
readable recording medium having recorded thereon a computer program for executing
a method of encrypting data, the method including dividing data in packet units into N
data blocks; generating an initial counter value using a random number used for
generating an encryption key for encrypting the data blocks; generating N counter
values by increasing the initial value by a predetermined value N times and encrypting
the N counter values using the encryption key; and performing an exclusive OR
operation on the N encrypted counter values and the N data blocks.

Mode for Invention

The present invention will now be described in detail by explaining exemplary em-
bodiments of the invention with reference to the attached drawings.

FIG. 3 is a diagram of an apparatus for encrypting data, according to an exemplary
embodiment of the present invention.

Referring to FIG. 3, the apparatus includes a data division unit 310, a random
number generation unit 320, a counter generation unit 330, an encryption unit 340, and
an operation unit 350.

The data division unit 310 divides data in packet units into N data blocks. N is a
natural number equal to or greater than 2.

In this case, the data may be divided into 128-bit data blocks according to the current
exemplary embodiment, but the present invention is not limited thereto. The data may
also be divided into different sized data blocks.

The random number generation unit 320 generates a random number to be used to
generate an encryption key for encrypting the data blocks.

The random number may be periodically increased by a predetermined value, for
example, 1. In this case, a plurality of data blocks may be encrypted using the same
encryption key generated using the same random number.

Preferably, the apparatus for encrypting data according to an exemplary embodiment

of the present invention may further include an encryption key generation unit (not
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shown) which generates an encryption key. The encryption unit 340 encrypts a counter
value using the encryption key generated by the encryption key generation unit.

The encryption key generation unit generates the encryption key based on copy
control information of the data, the random number, and an exchange key shared by
the apparatus for encrypting data according to an exemplary embodiment of the present
invention and an apparatus for decrypting data which decrypts the data encrypted by
the apparatus for encrypting data.

The encryption key generation unit periodically and randomly generates the
exchange key, and the random number generation unit also periodically and randomly
generates the random number.

In this case, the cycle for generating the random number is shorter than the cycle for
generating the exchange key. That is, the random number is generated more frequently
than the exchange key.

Based on the exchange key and the random number generated as described above
and the copy control information of the data, the encryption key may be generated
using a function shared by the apparatuses for encrypting and decrypting data, as in

Mathematical Formula 1.

Kc = 1-AES(Ksx, F[EMI], N¢) where:
FLEMI] {

FIEMI]=C; when EMI = Mode A

FIEMI]=C}, when EMI = Mode B

FIEMI]=C. when EMI = Mode C

> (1)

J-AES represents the function shared by the apparatuses for encrypting and
decrypting data, Kx represents the exchange key, EMI (encryption mode indicator)
represents the copy control information of the data, and Nc represents the random
number.

In this case, f[ ] is an operator which converts each EMI into an appropriate constant.
For example, f[ ] may convert a 2-bit EMI into a 96-bit constant.

Additionally, the EMI may have a plurality of modes. For example, ‘copy-never’,
‘copy-one-generation’, and ‘no-more-copy’ may be set respectively to Modes A, B and
C.

An encryption key Kc is changed in accordance with the mode of EMI, and changes
of the exchange key Kx and the random number Nc.

When the encryption key is generated by the apparatus for encrypting data as

described above, the apparatus for decrypting data also has to have the encryption key
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in order to decrypt the data encrypted using the encryption key.

A method of generating the encryption key, performed by the apparatus for
decrypting data, will now be described.

The apparatus for encrypting data periodically and randomly generates the exchange
key, encrypts the exchange key using an authentication key shared by the apparatuses
for encrypting and decrypting data, and transfers the encrypted exchange key to the
apparatus for decrypting data.

The apparatus for decrypting data decrypts the encrypted exchange key using the au-
thentication key and extracts the exchange key.

Then, the apparatus for encrypting data periodically and randomly generates the
random number and transfers the random number to the apparatus for decrypting data.
However, under certain circumstances, the random number is not separately transferred
but is recorded in a header of a packet when the apparatus for encrypting data transfers
data in the form of a packet to the apparatus for decrypting data. When the packet is
transferred, the EMI, which is the copy control information of the data, is recorded and
transferred in the packet.

FIG. 4 is a diagram showing the structure of a packet in accordance with a DTCP /
IEEE 1394 standard.

FIG. 4 shows an EMI region 410 and an Odd/Even region 420. The EMI region 410
represents an EMI, which is copy control information of data in a header of the packet,
and the Odd/Even region 420 represents whether a random number is an odd number
or an even number in order to represent whether the random number has changed.

The above-described packet does not have a region which represents the random
number itself, and it is assumed that a counter value is increased by a predetermined
value in a counter mode. For example, if the counter value increases by 1, odd and
even numbers are represented alternately in the Odd/Even region 420.

FIG. 5 is a diagram showing the structure of a packet in accordance with a DTCP / IP
standard

Referring to FIG. 5, a header of the packet includes an extended encryption mode
indicator (E-EMI) region 510 which represents an EMI, which is copy control in-
formation of data, and a random number region 520 which represents a random
number.

Here, the EMI region 410 illustrated in FIG. 4 is 2 bits, while the E-EMI region 1il-
lustrated in FIG. 5 is 4 bits and may include more modes than the EMI region 410 il-
lustrated in FIG. 4.

The random number region 520 represents the random number Nc generated by the
random number generation unit 320 illustrated in FIG. 3. The random number Nc¢c may
be 64 bits as in FIG. 5.
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Referring back to FIG. 3, the apparatus for decrypting data uses the exchange key,
the random number, and the copy control information of the data generated as
described above to generate an encryption key which is identical to the encryption key
of the apparatus for encrypting data and is also used for decrypting the encrypted data.

The counter generation unit 330 generates an initial counter value using the random
number generated by the random number generation unit 320, and generates N counter
values by increasing the initial counter value by a predetermined value N times.

According to an exemplary embodiment of the present invention, the random number
used for generating the encryption key is reused for generating the counter value. Ac-
cordingly, a fewer number of operations are required in comparison with the case when
a random number for generating an encryption key and a random number for
generating a counter value are generated separately.

The detailed operation of the counter generation unit 330 will be described later with
reference to Mathematical Formulae 2 through 6.

The encryption unit 340 encrypts the N counter values into encryption keys.

The operation unit 350 encrypts each of the data blocks by performing an exclusive
OR operation on the encrypted counter values and the data blocks.

The operation of the counter generation unit 330 will now be described.

First, the counter generation unit 330 generates the initial counter value which may

be formed as in Mathematical Formula 2.

N |count

Here, Nc represents the random number, and count represents a counter.

For example, if the initial counter value is 128 bits, it may be formed of a 64-bit
random number and a 64-bit counter. In this case, the counter may be disposed in front
of the random number.

The counter count may start at 0 but is not limited thereto.

The counter values are determined by increasing the counter of Mathematical
Formula 2 by the predetermined value. For example, if the counter is 4 bits and the
counter of the initial counter value is 0000, the counter may be changed and increased
by 1 to 0001, 0010, 0011 and so on. However, if the counter is increased to 1111, the
next value of the counter 1111 is 0000 again.

The counters may repeat the same values after they return again to 0000 as in the
above-described example.

In the encryption algorithm using the counter mode of the AES, a third party can

recreate original data from encrypted data if a plurality of data blocks are encrypted
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using the same encryption key and the same counter.

Accordingly, if the random number is not changed and only the counter is changed,
the same counter value may be reused while the encryption key is not changed.
Therefore, the counter generation unit 330 needs to generate the counter values by
changing composition forms of the counter values such that the same encryption keys
do not have the same counter value.

Examples of the counter values generated by changing values in order to prevent the
counter generation unit 330 from reusing the same counter value will now be
described.

First, the counter generation unit 330 may generate the counter value to include a bit
for representing a random number Nc, a bit for representing a number of transferred
data blocks datablockno, and a bit for representing the counter count as in
Mathematical Formula 3.

In this case, if the random number Nc is changed, datablockno is recalculated from
when the random number Nc is changed. Accordingly, datablockno of a first data

block after the random number Nc is changed is set to 0.

N |datablock, |count
......... (3)

For example, the counter value may include a bit for representing a 64-bit random

o

number, a bit for representing a 32-bit transferred data block number, and a bit for rep-
resenting a 32-bit counter.

In this case, datablockno of a counter for encrypting a data block after 100 data
blocks are transferred is 101. Thus, each data block has a different value of
datablockno, and the same counter value is not used for the same encryption keys
when the data is encrypted.

If the data is formed in packets, datablockno is represented in a header of the packet,
transferred to the apparatus for decrypting data, and used for calculating the counter
value required for decrypting the packet.

Preferably, but not necessarily, the apparatus for encrypting data according to an
exemplary embodiment of the present invention may further include a packet
generating unit (not shown) which generates a packet including a predetermined
number of data blocks. In this case, each data block is included in the packet after an
exclusive OR operation is performed on the data block and the counter value encrypted
using the encryption key.

Also, the counter generation unit 330 may generate the counter value to include a bit
for representing the random number Nc, a bit for representing an additional random

number Nc2 which is different from the random number Nc, and a bit for representing
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the counter count as in Mathematical Formula 4.
Here, if the additional random number Nc¢2 is identical to the random number Nc, the
additional random number Nc2 is changed. If the random number Nc is changed, the

additional random number Nc2 may not be changed.

N |N ,|count

C
For example, the counter value may include a bit for representing a 64-bit random

number, a bit for representing a 32-bit additional random number, and a bit for rep-
resenting a 32-bit counter.

In this case, the random number generation unit 320 has to generate the additional
random number Nc2 as well as the random number Nc for generating the encryption
key. Accordingly, more operation is required than in the case when only one random
number Nc is generated. However, since two random numbers Nc and Nc2 are used,
the operation is more stable than when only one random number Nc is used.

If the data is formed in packets, the additional random number Nc2 is represented in
the header of the packet, transferred to the apparatus for decrypting data, and used for
calculating the counter value required for decrypting the packet.

Alternatively, the counter generation unit 330 may generate the counter value to
include a bit for the random number Nc, a bit for representing a packet number
packetno, and a bit for representing the counter count as in Mathematical Formula 5.

N _|packet, |count
......... (5)

For example, the counter value may include a bit for representing a 64-bit random

number, a bit for representing a 32-bit packet number, and a bit for representing a
32-bit counter.

In this case, the packet number packetno of the counter value to be used for
encrypting a data block included in a first packet is 1 and the packet number packetno
of the counter value to be used for encrypting a data block included in a second packet
is 2.

In this case, if the random number Nc is changed, packetno is recalculated from
when the random number Nc is changed. Accordingly, packetno of a first packet after
the random number Nc is changed is set to 1.

Thus, the same counter value is not used for the same encryption keys when the data
is encrypted.

If the data is formed in packets, packetno is represented in the header of the packet,
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transferred to the apparatus for decrypting data, and used for calculating the counter
value required for decrypting the packet.

Also, the counter generation unit 330 may generate the counter value to include a bit
for the random number Nc and a bit for representing partial information datapart of a

packet as in Mathematical Formula 6.

N |data

part
For example, the counter value may include a bit for representing a 64-bit random

number, and a bit for representing 64-bit partial information of the packet.

The partial information of the packet can be used as the counter value because in-
formation of each packet has randomness and the counter value can be kept different
from other counter values using the randomness.

Also, a counter may be further included in the counter value of Mathematical
Formula 6. For example, the counter value may include a bit for representing a 64-bit
random number, a bit for representing 32-bit partial information of the packet, and a bit
for representing a 32-bit counter.

Furthermore, the counter generation unit 330 may determine the initial counter value
to be changed for each packet.

That is, the random number Nc of the initial counter value of Mathematical Formula
2 is changed for each packet.

In this case, whenever the random number Nc is changed, the encryption key is
newly generated. Accordingly, additional operation for generating the random number
Nc and the encryption key is required for each packet.

The random number Nc may be changed by adding a predetermined value for each
packet.

Examples of counter values are not limited to Mathematical Formulae 2 through 6.

FIG. 6 is a flowchart illustrating a method of encrypting data, according to an
exemplary embodiment of the present invention.

In operation 610, data in packet units is divided into N data blocks.

In operation 620, an initial counter value is generated using a random number used
for generating an encryption key for encrypting the data blocks.

In operation 630, N counter values are generated by increasing the initial value by a
predetermined value N times, and the N counter values are encrypted using the

encryption key.
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[125]

[126]

[127]

[128]

In operation 640, an exclusive OR operation is performed on the encrypted counter
values and the data blocks.

The exemplary embodiments of the present invention can be written as computer
programs and can be implemented in general-use digital computers that execute the
programs using a computer readable recording medium. Examples of the computer
readable recording medium include magnetic storage media (e.g. ROM, floppy disks,
hard disks, etc.), and optical recording media (e.g. CD-ROMs, or DVDs).

The exemplary embodiments of the present invention allow fast and stable data
encryption by dividing data in packet units into N data blocks, generating an initial
counter value using a random number used for generating an encryption key for
encrypting the data blocks, generating N counter values by increasing the initial value
by a predetermined value N times, encrypting the N counter values using the
encryption key, and performing an exclusive OR operation on the encrypted counter
values and the data blocks.

While the present invention has been particularly shown and described with reference
to exemplary embodiments thereof, it will be understood by those of ordinary skill in
the art that various changes in form and detail may be made therein without departing
from the spirit and scope of the invention as defined by the appended claims. The
exemplary embodiments should be considered in a descriptive sense only, and not for
purposes of limitation. Therefore, the scope of the invention is defined not by the
detailed description of the invention but by the appended claims, and all differences

within the scope will be construed as being included in the present invention.
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Claims

1. A method of encrypting data, the method comprising:

dividing data in packet units into N data blocks;

generating an initial counter value using a random number used for generating an
encryption key for encrypting the data blocks;

generating N counter values by increasing the initial counter value by a pre-
determined value N times and encrypting the N counter values using the
encryption key; and

performing an exclusive OR operation on the N encrypted counter values and the
N data blocks.

2. The method of claim 1, wherein each of the N counter values comprises a bit
representing the random number, a bit representing a transferred data block
number, and a bit representing a counter.

3. The method of claim 1, wherein each of the N counter values comprises a bit
representing the random number, a bit representing an additional random number
which is different from the random number, and a bit representing a counter.

4. The method of claim 1, further comprising generating a packet formed of a
plurality of data blocks from among the N data blocks on which the exclusive
OR operation is performed with the N encrypted counter values, wherein each of
the N counter values comprises a bit representing the random number, and a bit
representing partial information of the packet.

5. The method of claim 4, wherein each of the N counter values further
comprises a bit representing a counter.

6. The method of claim 1, further comprising generating a packet formed of a
plurality of data blocks from among the N data blocks on which the exclusive
OR operation is performed with the N encrypted counter values, wherein each of
the N counter values comprises a bit representing the random number, a bit rep-
resenting a number of the packet, and a bit representing a counter.

7. The method of claim 1, further comprising generating a packet formed of a
plurality of data blocks from among the N data blocks on which the exclusive
OR operation is performed with the N encrypted counter values, wherein the
initial counter value is changed for each packet.

8. The method of claim 7, wherein the initial counter value is increased by a pre-
determined value for each packet.

9. The method of claim 1, further comprising generating the encryption key
based on copy control information of the data, the random number, and an

exchange key shared by apparatuses for encrypting and decrypting data.
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[10]
[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

10. The method of claim 1, wherein the random number is periodically changed.
11. The method of claim 1, wherein the random number is periodically increased
by a predetermined value.

12. The method of claim 1, wherein each data block is 128 bits, each counter
value is 128 bits, and the random number is equal to or greater than 64 bits.

13. The method of claim 7, wherein the packet comprises a region which
represents the random number.

14. The method of claim 7, wherein the packet comprises a region which
represents whether the random number is an odd number or an even number in
order to represent whether the random number has changed.

15. An apparatus for encrypting data, the apparatus comprising:

a data division unit which divides data in packet units into N data blocks;

a random number generation unit which generates a random number used for
generating an encryption key for encrypting the data blocks;

a counter generation unit which generates an initial counter value using the
random number and generates N counter values by increasing the initial counter
value by a predetermined value N times;

an encryption unit which encrypts the N counter values using the encryption key;
and

an operation unit which performs an exclusive OR operation on the N encrypted
counter values and the N data blocks.

16. The apparatus of claim 15, wherein each of the N counter values comprises a
bit representing the random number, a bit representing a transferred data block
number, and a bit representing a counter.

17. The apparatus of claim 15, wherein each of the N counter values comprises a
bit representing the random number, a bit representing an additional random
number which is different from the random number, and a bit representing a
counter.

18. The apparatus of claim 15, further comprising a packet generation unit which
generates a packet formed of a plurality of data blocks from among the N data
blocks on which the exclusive OR operation is performed with the N encrypted
counter values.

19. The apparatus of claim 18, wherein each of the N counter values comprises a
bit representing the random number, and a bit representing partial information of
the packet.

20. The apparatus of claim 19, wherein each of the N counter values further
comprises a bit representing a counter.

21. The apparatus of claim 18, wherein each of the N counter values comprises a
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[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

bit representing the random number, a bit representing a number of the packet,
and a bit representing a counter.

22. The apparatus of claim 18, wherein the counter generation unit determines
the initial counter value to be changed for each packet.

23. The apparatus of claim 22, wherein the counter generation unit determines
the initial counter value to be increased by a predetermined value for each
packet.

24. The apparatus of claim 15, further comprising an encryption key generation
unit which generates the encryption key based on copy control information of the
data, the random number, and an exchange key shared by apparatuses for
encrypting and decrypting data.

25. The apparatus of claim 15, wherein the random number generation unit pe-
riodically changes the random number.

26. The apparatus of claim 15, wherein the random number generation unit pe-
riodically increases the random number by a predetermined value.

27. The apparatus of claim 15, wherein each data block is 128 bits, each counter
value is 128 bits, and the random number is equal to or greater than 64 bits.

28. The apparatus of claim 18, wherein the packet comprises a region which
represents the random number.

29. The apparatus of claim 18, wherein the packet comprises a region which
represents whether the random number is an odd number or an even number in
order to represent whether the random number has changed.

30. A computer readable recording medium having recorded thereon a computer
program for executing a method of encrypting data, the computer program
comprising:

dividing data in packet units into N data blocks;

generating an initial counter value using a random number used for generating an
encryption key for encrypting the data blocks;

generating N counter values by increasing the initial counter value by a pre-
determined value N times and encrypting the N counter values using the
encryption key; and

performing an exclusive OR operation on the N encrypted counter values and the
N data blocks.
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FIG. 2
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FIG. 6
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