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(57) ABSTRACT 

A method is used in using spatial diversity with Secrets. A 
spatially diverse presentation is presented. A reaction of a 
user to the spatially diverse presentation is received and ana 
lyzed. The analysis is used as a basis for helping to determine 
whether the user has knowledge of a secret. 
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USING SPATAL DIVERSITY WITH SECRETS 

BACKGROUND 

1. Field of the Invention 
The present invention relates to using spatial diversity with 

SecretS. 

2. Description of Related Art 
Spatial audio is sound processed to give the listener the 

impression of a sound Source within a multi-dimensional 
environment. Spatial audio presents a more realistic experi 
ence when listening to recorded Sound compared to conven 
tional stereo because stereo only varies across one axis, usu 
ally the X (horizontal) axis. Spatial audio may vary across two 
or more axes (e.g., x, y and/or Z). 
The principle of spatial audio is simple: if the sound waves 

arriving at a listener's eardrums are identical to those of a real 
audio source at a particular position, the listener will perceive 
that Sound as coming from a source at that particular position. 
Because people only have two ears, only two channels of 
Sound are needed to create this effect, and the spatial Sound 
can be presented, for example, over ordinary two-channel 
headphones. 

Stereopsis is the process by which the visual perception of 
depth is obtained by viewing two slightly different projec 
tions of an image. Stereoscopic systems provide the sensation 
of a three-dimensional (“3D or "3-D) image by presenting 
a first two-dimensional image to the right eye of the viewer 
and a second, slightly different two-dimensional image to the 
left eye of the viewer. The first and second images can be 
taken from two points of view that are approximately the 
spacing between the viewer's right and left eyes. The view 
er's visual perception then perceives the horizontal disparity 
between the first image presented to the right eye and the 
second image presented to the left eye as a 3D image. (In at 
least some cases, to achieve the full 3D effect, specialized 
Stereoscopic eyeglasses that can control delivery of the 
images to each eye must be worn.) Thus, the isolated images 
observed by each eye are able to “trick’ the brain, which 
perceives the dual images as a single image with 3D qualities. 

FIGS. 4-6 illustrate an example configuration of a 3D dis 
play. FIG. 4 shows a layout of pixels of a liquid crystal device 
(a liquid crystal display (LCD)) of a standard type. An LCD is 
used in a color display and configured of pixels of red, green 
and blue represented by R, G and B, respectively. With ref 
erence to the figure, the pixels are arranged in columns Colo 
to Col5 formed of red, green and blue pixels arranged verti 
cally. Of the pixels, the leftmost column Colo displays the 
leftmost strip of an image displayed by the liquid crystal 
device and the right-hand column Col1 displays the next 
column of the image, . . . . and so on. 

FIG. 5 shows a display used to provide a 3D stereoscopic 
representation. With reference to the figure, the 3D display 
includes a liquid crystal display device 101 (including a 
polarization plate) acting as a spatial optical modulator 
adjusting light from a backlight 102 in accordance with con 
tent of an image to be displayed. A parallactic optical system 
cooperates with liquid crystal display device 101 to form a 
viewing window. FIG.5 shows a configuration of a 3D, auto 
matic, stereoscopic display of a front parallax barrier type 
having a parallax barrier 103 as a parallactic optical system. 
Parallax barrier 103 includes a plurality of slits extending 
Vertically and laterally equally spaced and also arranged in 
parallel. Each slit is located at a center of a pair of columns of 
pixels of a color and that of pixels of a different color. For 
example in FIG. 5 a slit 104 is located at a center of a blue 
pixel column 105 and a green pixel column 106. 
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2 
To ensure that right and left viewing windows are properly 

arranged, right and left image data are Supplied by the method 
shown in FIG. 6 to liquid crystal display device 101 of the 
FIG. 5 type. In FIG. 6, color image data of a leftmost strip of 
a left image is displayed by a red, green and blue pixel column 
Colo LEFT. Likewise, color data of a leftmost strip of a view 
for the right eye is displayed by a pixel column Col ORIGHT. 
The FIG. 6 arrangement ensures that right and left views 
image data are sent to appropriate right and left viewing 
windows. This arrangement also ensures that three pixel col 
ors R, G, B are all used to display each view strip. 
Thus in the FIG. 6 layout, as compared with the FIG. 4 

layout, the leftmost columns red and blue pixels display a left 
views image data while the same column's green pixel dis 
plays a right views image data. In the right-hand column, red 
and blue pixels display the right views image data while a 
green pixel displays the left view’s image data. Thus if a 
liquid crystal display device of a standard type shown in 
FIGS. 4-6 is used, it is necessary to “exchange' a green 
component between RGB pixel columns to interlace right and 
left views image data. It is a matter of course that for some 
display settings, red or green component may be exchanged. 
The use of portable electronic devices and telecommuni 

cation devices has increased rapidly in recent years, and many 
Such devices are equipped with 3D displays, and also motion 
sensors. In an object instrumented by a motion or position 
sensor (also referred to as detector), the sensor may be used to 
convert movements of a user carrying the object into move 
ments of a point in a plane. Such an object can thus be 
designated generically by the term “pointer'. The user nor 
mally holds the pointer in his hand, although other modes of 
carriage may easily be envisaged depending on the applica 
tions. The movements of the pointer in space comprise rota 
tions and translations. They can be measured by sensors of 
various types: image sensors can measure rotations and trans 
lations at one and the same time by comparison of successive 
images and geometric transformations; a magnetometer, an 
accelerometer or a single-axis gyrometer can measure a rota 
tion about said axis; a combination of magnetometers, accel 
erometers and/or of gyrometers can measure the translations 
and rotations about several axes; a combination of sensors of 
the previous types improve measurement accuracy, redun 
dancy allowing determination of confidence intervals; the 
combination can comprise one or more cameras and several 
magnetometric, accelerometric and/or gyrometric sensors. 
Another rotation sensor, insensitive to accelerations, may be 
a brightness sensor. If it is a photoelectric cell, it is known that 
the amount of light received by said cell is proportional to its 
light receiving area and to the cosine of the angle of inclina 
tion of the rays with its normal. The light source may be the 
Sun, or some other quasi-pointlike Source, bulb type, situated 
far enough away for its emission rays to be considered paral 
lel to one another over the whole of the volume of the gestural 
experience. 
More and more smartphones (such as Apple's iPhone) are 

incorporating motion and position sensors such as acceler 
ometers for step counters, user interface control, and Switch 
ing between portrait and landscape modes. 
A large number of services such as email, shopping, bank 

ing, unified communications, legal, or investing services 
require Subscribers of the services to enter a user name (also 
called userID) and/or a password to access said services. This 
process is called authentication. Typically, entry of the user 
name and/or password is performed using a user interface of 
a client device. Such as a Smartphone with web capabilities. 

SUMMARY OF THE INVENTION 

A method is used in using spatial diversity with secrets. A 
spatially diverse presentation is presented. A reaction of a 
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user to the spatially diverse presentation is received and ana 
lyzed. The analysis is used as a basis for helping to determine 
whether the user has knowledge of a secret. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Features and advantages of the present invention will 
become more apparent from the following detailed descrip 
tion of exemplary embodiments thereof taken in conjunction 
with the accompanying drawings in which: 

FIGS. 1-2 illustrate an example device that may be used 
with an embodiment of the technique described herein; 

FIG. 3 is a block diagram of aspects of the example device 
of FIGS. 1-2; and 

FIGS. 4-6 are illustrations of one or more prior art tech 
niques. 

DESCRIPTION OF EMBODIMENT(S) 

Described below is a technique for use in using spatial 
diversity with secrets. In at least one embodiment, the tech 
nique may be used to allow a user to prove knowledge of a 
piece of information, e.g., a visual scene, a sound, or specific 
orientation or gesture of a device, and this piece of informa 
tion can be used as a component of a secret password. In at 
least one embodiment, viewing angle restrictions in accor 
dance with the technique can be used to help defeat at least 
Some forms of shoulder Surfing attacks. 

Referring to FIG. 1, illustrated is a device that may be used 
in accordance with an embodiment of the current technique. 
As shown, device 110 can be a mobile or handheld electronic 
device. Device 110 can take any of various forms in various 
embodiments of the current technique, provided that the 
device 110 performs the functions required of the device 110 
for using spatial diversity with secrets. The device 110 can be 
implemented in a package having any of a wide variety of 
shapes and form factors. For example, in Some embodiments 
the device 110 can be, or be incorporated within, a telecom 
munications device such as a cellular telephone, or a cellular 
telephone with specialized embedded hardware adapted to 
interact with the cellular telephone's circuitry, such as a SIM 
card. At least one embodiment of the device 110 includes a 
microprocessor with on-board memory and a power source, 
and, as described below, a display or screen 120 and an audio 
system 115. Embodiments may optionally include a keypad 
or buttons for key entry, PIN entry, entry of authentication 
information requests, or for other entry or interaction with the 
device 120. Other sizes, shapes, and implementations are 
possible without departing from the spirit of the invention. 

Device 110 may be tilted, rotated, swiveled, turned, or 
otherwise moved relative to one or more of axes 135, 145, 
155, as described further below. In at least one embodiment, 
screen 120 defines axes 135,145, wherein axis 135 is parallel 
to the screen's horizontal direction and axis 145 is parallel to 
the screen's vertical direction. In one or more embodiments, 
at least one of axes 135, 145 passes through a midpoint of 
screen 120. In at least one embodiment, audio system 115 
defines axes 135, 155, wherein system 115 has a speaker 
system and axis 135 is parallel to the horizontal direction of 
the face of the speaker system and axis 145 is parallel to the 
vertical direction of the face of the speaker system. In one or 
more embodiments, at least one of axes 135, 145 passes 
through a midpoint of the speaker system. 

With respect to passwords or secrets from visual and 
audible spatial diversity, small form factor 3-dimensional 
displays such as screen 120 allow the user to perceive a 
three-dimensional image being displayed without having to 
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4 
use goggles. Such a display relies on optics in the display 
itself in order to achieve the desired effect. Optics in the 
display allow the user to perceive a different image based on 
viewing angle. Based on calibrating the phone's display and 
the user holding it at the correct distance and orientation, the 
user's left and right eyes can be shown different images. 
The underlying LCD display is divided up into a number of 

discrete sectors. In a simple application enabling different 
images to be shown to two different viewing angles, the 
display is divided into two sectors. Optics integrated into the 
front of the display act as a lens focusing the light emitted by 
each sector to a particular viewing angle; in this case to each 
of the user's eyes. Software carefully constructs two images 
so that the user's visual processing converges the two images 
to make one stereoscopic 3-D picture. 

For user convenience for example, some displays use more 
than two sectors. So that multiple viewing positions are pos 
sible, more sectors are made available. The user still must take 
care to align the display in the correctorientation, but because 
one of several orientations may be selected by the user at any 
time, the device can Support stereoscopic display both, for 
example, while being held in the users hand, and also while 
sitting in a car cradle. This approach can also allow 3-D 
displays simultaneously to two different users. 

With respect to this technology and security, by combining 
user perceptible differences made possible by the viewing 
angle distinction, with the accelerometers present on the 
phone, the phone can detect which viewing angle is currently 
being displayed to the user. This means that the viewing angle 
and phone orientation can be combined to be a component of 
a password. In at least one example described in more detail 
below, the user and phone engage in a challenge-response 
protocol: the user is required to identify a correct image out of 
a collection of images displayed to different viewing angles. 

In general, this technology can be used to provide ways that 
the user can prove knowledge of a simple piece of informa 
tion: either a visual scene, a Sound, or specific orientation. 
These simple pieces of information can be a component of a 
secret password. Moreover, the viewing angle restrictions can 
defeat Some forms of shoulder Surfing attacks. 

Using the same physical underlying display, viewing angle 
differences lead to different images. Accordingly, part of a 
user-selected image can be displayed, and the phone uses its 
motion or position detectors (e.g., accelerometers) to deter 
mine its current orientation and Verifies that the correct image 
is being seen by the user. In an alternative embodiment, if the 
accelerometers are not relied upon, the image may also dis 
play a short (e.g., three digit) number that the user may enter 
into the phone's keypad. Depending on the embodiment, a 
user may be expected to select a series of images instead of 
just one image, and repeat this process until a required or 
desired security level is achieved. 

With respect to audible spatial diversity, systems are avail 
able that cause a listener to perceive that a particular sound is 
coming from a localized area, such as from behind the lis 
tener, even if no speaker is physically present in that area. 
Devices using enhanced versions of this technology have 
been has been improved to the point that in a given room, a 
particular listener may be able to hear one audio track while 
another listener in the same room hears something com 
pletely different, all from the same speaker system. 

In a case in which this technology is incorporated into a 
mobile phone, the individual sound drivers are small and 
focused, and may include high precision focused drivers that 
can target particular Sounds based on the user's hearing angle. 
This can be used as a different or additional factor in collect 
ing a user's password. In this case, the user's password may 
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include a certain orientation of the phone, wherein only in that 
orientation is the correct password (e.g., one-time password 
or a simple favorite phrase) spoken. In this case, the phone can 
use its accelerometers to automatically detect its current ori 
entation. 
Where supported by the underlying display or audio tech 

nology, an embodiment may use a flowing gesture that the 
user performs with the phone in order to perceive the image or 
one-time password in its entirety. For example, the Sound 
playback technology may be configured to focus its audible 
energy not at one fixed point in space, but at a point being 
rotated or translated in space. The user may record aparticular 
gesture and the Sound playback would reach the users ears 
continuously as the user performs the slow gesture. Where 
Supported by the underlying technology, the same approach 
may be taken with viewing angle wherein a continuous ori 
entation is required to demonstrate knowledge of the pass 
word, instead of a fixed selection among a set of possible 
orientations. The other images presented are mock images 
associated with incorrect one-time passwords, so that the user 
tilts the phone until the user sees the correct (favorite) image, 
and then selects either automatically using the accelerom 
eters, or by inputting a displayed one-time password. For 
example, with a phone with a display that can simultaneously 
show 16 different images at 16 different respective viewing 
angles, the user selects a favorite image at System setup time, 
and then at runtime, the favorite image is randomly assigned 
to one of the 16 different viewing angles. In the example, 
correctly identifying a particular viewing angle proves 
knowledge of a small piece of information. 
A user is ordinarily limited to perceiving at most two 

viewing angle-specific images at once, and this limitation can 
be used in special security situations. For example, an appli 
cation may have a feature in which input from multiple users 
is required in order to achieve a particular result. In an 
example, Alice has lost her phone and is therefore unable to 
login. Her friend Bob has his phone, and he is willing to vouch 
for Alice as being legitimate. The phone may be placed on a 
table, or in Bob's hands, and two different images may be 
shown simultaneously: one password for Bob, and another 
password for Alice. The images may be shown quickly 
enough that Alice could not reasonably see her viewing angle 
as well as Bob’s. The two of them may then enter the dis 
played one-time passwords into the correct consuming appli 
cation so that Bob can vouch for Alice. This type of approach 
may be applied any time a system needs two users to authen 
ticate simultaneously. 

With respect to improvements over conventional practice, 
when the phone's internal accelerometers are used to detect 
orientation, the user does not need to type any digits and can 
merely hold the phone in the correct orientation, so there is 
nothing extra to type. Moreover, a visual scene can be easier 
to remember, especially if it is user-selectable at enrollment 
time. A user can be expected instantly to recognize the user's 
pets or family members from a series of photographs, so there 
is nothing extra to remember. 

With respect to ease of use, the user does not need to type 
anything extra, or remember strings of random digits. In the 
case of audible spatial diversity, the user need not look at the 
screen to authenticate, so the user's eyes may remain involved 
in another task Such as driving. 

With respect to security, where the technique is imple 
mented within essentially a challenge-response protocol, it 
may be repeated until Sufficient assurance is provided. In the 
case of a phone that can display 16 images simultaneously to 
different respective viewing angles and the user enrolls five 
favorite images, in each round, the phone may display one of 
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6 
the favorite images along with 15 random unenrolled images, 
from which the user selects the favorite image. In Such a case, 
a random-guessing attacker thus has a 1 in 16 chance of 
correctly selecting the image. By repeating this process four 
times, a random-guessing attacker has only a 1 in 4,096 
chance of success. To reach a threshold of 1 in 10,000 aphone 
can either do an additional image-recognition round or have 
the user input a 1-digit PIN. 

In another advantage, the use of spatial diversity helps 
resist shoulder-Surfing by making it more difficult for a 
nearby attacker to see or hear what the user can see or hear. 

Referring now also to FIG. 2, shown is a diagram of an 
example implementation using audio system 115 and/or 
screen 120, where plane 125 is defined by axis 135 together 
either with axis 155 when the technique uses audio system 
115 or with axis 145 when the technique uses screen 120. The 
user can tilt device 110 relative to one or more of axis 135, 
145,155. 

Device 130 has motion/position detector 130 which, for 
example, may be, include, or be included in one or more 
magnetometric, accelerometric and/or gyrometric sensors. 
System 115 or screen 120 can simultaneously present respec 
tive images I1, I2, I3 (each of which may be or include one or 
more sound signals or visual images or videos) at respective 
angles A1, A2, A3 to respective positions P1, P2, P3. A user 
starting at a fixed position, e.g., at angle 0 relative to plane 125 
so that device 110 is viewed from the side, can perceive such 
images in sequence by rotating device 110 around axis 135. 
For example, if the user rotates device 110 by angle A1, the 
user can perceive I1. 

Referring now also to FIG. 3, FIG. 3 illustrates further 
aspects of the example implementation, in which spatial 
diversity encoding logic 155 derives spatially diverse presen 
tation data 170 from a secret 165, and output driver logic 150 
uses data 170 to drive system 115 and/or screen 120. Detector 
130 produces motion/position information 160. Analysis 
logic 175 derives a result 180 (e.g., an authentication result) 
from secret 165, data 170, and information 160. Information 
160 may describe, for example, the current orientation of 
device 110 or plane 125 relative to the ground or to a plane 
that is at right angles to the direction of the force of gravity, 
and/or the current orientation or position of device 110 or 
plane 125 relative to a previous position or orientation of 
device 110 or plane 125, and/or a current acceleration or 
vector of motion of device 110. 

In an example, Screen 120 is used, the user starts out at 
viewing angle 0, secret 165 may be the text “dog”, and logic 
175 may require the user to signal that the user knows this 
secret 165. Logic 155 may derive data 170 that specifies an 
image of a catas image I1, an image of a bird as image I2, and 
animage of adogas image I3. Based on information 160 logic 
175 may record a current orientation of plane 125 and then 
may determine whether plane 125 is rotated subsequently by 
angle A3 and stopped, in which case logic 175 determines that 
the user has rotated device 110 to the correct image, and result 
180 indicates authentication success. 

In a variation of the example, system 115 is used instead of 
screen 120, and logic 155 may derive data 170 that specifies 
a meowing Sound as image I1, a chirping Sound as image I2. 
and a barking Sound as image I3. Based on information 160 
logic 175 may record a current orientation of plane 125 and 
then may determine whether plane 125 is rotated subse 
quently by angle A3 and stopped, in which case logic 175 
determines that the user has rotated device 110 to the correct 
image, and result 180 indicates authentication Success. 

In another variation of the example, secret 165 may be the 
text "dog, cat, bird”, and based on information 160 logic 175 
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may determine whether plane 125 is rotated subsequently 
forward by angle A3 (for viewing I3), backward by angle 
A3-A1 (for viewing I1), and forward by angle A2-A1 (for 
viewing I2) and stopped, in which case logic 175 determines 
that the user has rotated device 110 to the correct images in the 
correct order, and result 180 indicates authentication success. 

In other examples and/or implementations, secret 165 may 
include one or more images, Sounds, words, PINs, and/or 
alphanumeric strings, logic 155 may take into account infor 
mation 160 in producing data 170 (e.g., to take into account 
current orientation to avoid causing the user to make uncom 
fortable rotations), system 115 and screen 120 may be used 
together (e.g., to require use of both eyes and ears to authen 
ticate), logic 175 may require a key press or other mechanism 
to indicate selection of an image, and/or logic 175 may 
require the user to rotate around more than one of axes 135, 
145, 155 in a particular gesture or movement to authenticate. 
A spatially diverse presentation may also be derived from 

or used with a challenge in a challenge-response protocol 
process. For example, device 110 may use the spatially 
diverse presentation to issue a challenge to the user in order to 
determine whether the user is authorized to performan action 
in connection with device 110. The user then provides a 
response to device 110 by tilting and/or rotating device 110 as 
described above. If the response provided by the user matches 
the response expected by device 110, the user is allowed to 
perform the action. 

In an example, the user may be given a challenge in the 
form of a small challenge number displayed within the user's 
“favorite scene in the spatially diverse presentation. The 
response may then result from the user doing some basic 
arithmetic such as adding the challenge number to the user's 
“secret number, and then inputting the Sum via keypad or by 
tilting and/or rotating device 110 as described above. 

Embodiments may implement the technique herein using 
code executed by a processor. For example, an embodiment 
may implement the techniques herein using code which is 
executed by a processor of the device on any one of a com 
puter-readable medium having any one of a variety of differ 
ent forms including Volatile and nonvolatile, removable and 
non-removable media implemented in any method or tech 
nology for storage of information Such as computer readable 
instructions, data structures, program modules or other data. 
Computer storage media includes, but is not limited to, RAM, 
ROM, EEPROM, flash memory or other memory technology, 
CD-ROM, DVD or other optical storage, magnetic cassettes, 
magnetic tape, magnetic disk storage or other magnetic Stor 
age devices, or any other medium which can be used to store 
the desired information and which can be accessed by a 
processor. 

While the invention has been disclosed in connection with 
preferred embodiments shown and described in detail, their 
modifications and improvements thereon will become readily 
apparent to those skilled in the art. Accordingly, the spirit and 
scope of the present invention should be limited only by the 
following claims. 
What is claimed is: 
1. A computer-implemented method, comprising: 
presenting, by a device, a spatially diverse presentation 

comprising images at different viewing angles, wherein 
the images comprise an image based on a secret at a 
Viewing angle; 
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8 
receiving a reaction of a user to the spatially diverse pre 

sentation, wherein the reaction comprises information 
relating to the movement of the device by the user 
between a starting position and a viewing position; 

performing an analysis of the reaction of the user to the 
spatially diverse presentation, wherein the analysis 
determines an angle between the starting position and 
the viewing position; and 

based on the analysis, helping to determine whether the 
user has knowledge of the Secret. 

2. The method of claim 1, wherein the analysis may be used 
to allow a user to prove knowledge of a secret password. 

3. The method of claim 1, wherein the spatially diverse 
presentation is provided by a handheld electronic device. 

4. The method of claim 1, wherein the spatially diverse 
presentation is provided by a small form factor 3-dimensional 
display. 

5. The method of claim 1, wherein the spatially diverse 
presentation is used in a challenge-response protocol. 

6. The method of claim 1, wherein the spatially diverse 
presentation comprises simultaneously presenting different 
images at different respective angles. 

7. The method of claim 1, wherein the spatially diverse 
presentation is derived from a secret. 

8. The method of claim 1, wherein the analysis is based on 
detection of a change in position of at least a portion of a 
device displaying the spatially diverse presentation. 

9. A system, comprising: 
a processor and memory; 
the system configured to: 
present, by a device, a spatially diverse presentation com 

prising images at different viewing angles, wherein the 
images comprise an image based on a secretata viewing 
angle; 

receive a reaction of a user to the spatially diverse presen 
tation, wherein the reaction comprises information relat 
ing to the movement of the device by the user between a 
starting position and a viewing position; 

perform an analysis of the reaction of the user to the Spa 
tially diverse presentation, wherein the analysis deter 
mines an angle between the starting position and the 
viewing position; and 

based on the analysis, help to determine whether the user 
has knowledge of the secret. 

10. The system of claim 9, wherein the analysis may be 
used to allow a user to prove knowledge of a secret password. 

11. The system of claim 9, wherein the spatially diverse 
presentation is provided by a handheld electronic device. 

12. The system of claim 9, wherein the spatially diverse 
presentation is provided by a small form factor 3-dimensional 
display. 

13. The system of claim 9, wherein the spatially diverse 
presentation is used in a challenge-response protocol. 

14. The system of claim 9, wherein the spatially diverse 
presentation comprises simultaneously presenting different 
images at different respective angles. 

15. The system of claim 9, wherein the spatially diverse 
presentation is derived from a secret. 

16. The system of claim 9, wherein the analysis is based on 
detection of a change in position of at least a portion of a 
device displaying the spatially diverse presentation. 
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