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(57) Abstract: A system, apparatus, and method are described for a secure IoT wireless network configuration. For example, one
embodiment of an Internet of Things (IoT) hub comprises: a local wireless communication interface to establish local wireless con -
nections with one or more IoT devices and/or IoT extender hubs; a network router to establish network connections over the Internet
on behalf of the IoT devices and/or IoT extender hubs; an authentication module pre-configured with a passphrase and a hidden ser -
vice set identitier (SSID), the authentication module to receive a connection requests from the IoT devices and/or an IoT extender
hubs and to grant the connection requests when the IoT devices and/or IoT extender hubs use the pre-configured passphrase and hid -
den SSID; and a firewall of the IoT hub to block all outgoing and incoming connection requests other than those directed to desig-
nated servers of an IoT service with known host names.
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SysSTEM AND METHOD FOR AUTOMATIC WIRELESS NETWORK AUTHENTICATION IN
AN INTERNET OF THINGS (10T) SYSTEM

BACKGROUND
Field of the Invention

{0001} This invention relates generally to the field of computer systems. More
particularly, the invention relates 10 a system and method for automatic wireless
network authentication in an loT system.

Description of the Related Art

{0602} The “Internet of Things” refers 1o the interconnection of uniquely-identifiable
embedded devices within the Internet infrastruciure. Ultimately, loT is expected o
result in new, wide-ranging types of applications in which virtually any type of physical
thing may provide information about ifself or its surroundings and/or may be controlled
remaotely via client devices over the Internel.

f0003] When user get new Wiki-enabled device, such as an o1 device that
supporis Wiki, a process of regisiration between the new device and the user home
network needs 1o be executed. This process can be painful if the user does not
remermber the Wil credentials or if the device is out of the WiFi coverage area.
Furthermoare, if the device is within the coverage edge of the WiFi neiwork the
registration will fail because the low coverage condition will corrupt the process of
registration which will result in the access point rejecting the registration of the new
device. The problem is more complicated for users who have multiple WiFi networks
inside their home or business. in these circumstances, each network will require its
own registration process.

[0004] Finally, a user cannot establish the registration of the new device without
being inside the home or business that hosts the private network. Consequently, original
equipment manufacturers (OEMs) are unable to send a device 1o a user that is ready o
connect to their WiFi networks out of the box.

BRIEF DESCRIPTION OF THE DRAWINGS

{0005] A better understanding of the present invention can be obtained from the
following detailed description in conjunction with the following drawings, in which:
{0006} FIGS. 1A-B illustrates different embaodiments of an 1oT system architecture;
f0007] FiG. 2 illustrates an o7 device in accordance with one embodiment of the

invention;
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{0008] FIG. 3 lllusirates an 10T hub in accordance with one embodiment of the
invention;

[0009] FiG. 4A-B illustrate embodiments of the invention for controlling and
collecting data from loT devices, and generating notifications;

[0010] FiG. 5 lliustrates embodiments of the invention for coliecting data from 0T
devices and generating notifications from an loT hub and/or loT service;

{0011} FIG. 6 illusirates embodiments of the invention which implements improved
securily fechnigues such as encryption and digital signatures;

10012] FIG. 7 illustrates one embodiment of an architecture in which a subscriber
identity module (S1M) is used to store keys on loT devices;

{0013} FiG. 8A illustrates one embodiment in which [oT devices are registered using
barcodes or QR codes;

{0014} FIG. 8B illustrates one embodiment in which pairing is performed using
barcodes or QR codes;

[0015] FiG. ¢ iliustrates one embodiment of a method for programming a SIM using
an loT hub;

{0016} FiG. 10 lllustrates one embodiment of a method for registering an loT device
with an loT hub and loT service;

{0017] FIG. 11 lllustrates one embodiment of a method for encrypting data to be
fransmitied to an loT device;

[0018] FiG. 12 Hllustrates one embodiment of an architecture for collecting and
storing network credentials;

{0619} FiG. 13 illustrates one embodiment of an architeclure for registering a user
with a wirgless access point;

{0020] FiG. 14 illustrates one embodiment of a method for collecting and storing
network credentials;

{0621} FiG. 15 Hllustrates one embodiment of a method for registering a new device
using stored credentials;

{0622} FIGS. 16A-B illustrate different embodiments of the invention for encrypling
data between an loT service and an 10T device;

[0023] FiG. 17 illustrates embodiments of the invention for performing a secure key
exchange, generaling a common secret, and using the secretl (o generate a key stream;
f0024] FIG. 18 illustrates a packet structure in accordance with one embodiment of
the invention;

[0025] FiG. 19 illustrates technigues employed in one embodiment for writing and

2



WO 2017/120243 PCT/US2017/012199

reading data to/from an loT device without formally pairing with the loT device;
[0026] FiG. 20 lllustrates an exempilary set of command packets employed in one
embodiment of the invention;

[0027] FiG. 21 illustrates an exemplary sequence of transactions using command
packets;

f0028] FiG. 22 illustrates a method in accordance with one embodiment of the
invention;

[0029] FIGS. 23A-C illustrate a method for secure pairing in accordance with one
embodiment of the invention;

{0630} FIG. 24 illustrates one embodiment of a system for configuring an loT hub
with Wiki security data;

{0031} FIG. 25 illustrates a system architecture employed in one embodiment of the
invention;

[0032] FIG. 26 illustrates a method in accordance with one embodiment of the
invention;

{0033} FiG. 27 illustrates one embodiment of a master o7 hub comprising a WiFi
router, with authentication logic and a firewall; and

[0034] FiG. 28 illustrates a method in accordance with one embodiment of the

invention.

DETAILED DESCRIPTION
[0035] in the foliowing description, for the purposes of explanation, numerous
specific details are set forth in order 1o provide a thorough understanding of the
embodiments of the invention described below. [t will be apparent, however, 1o one
skilled in the art that the embodiments of the invention may be practiced without some
of these specific details. In other instances, well-known structures and devices are
showrn in block diagram form to avoid obscuring the underlying principles of the
embodiments of the invention.
[0038] OCne embodiment of the invention comprises an Internet of Things {loT)
platform which may be utilized by developers to design and build new loT devices and
applications. In particular, one embodiment includes a base hardware/software platform
for loT devices including a predefined networking protocol stack and an 0T hub through
which the loT devices are coupled o the internet. In addition, one embodiment includes
an loT service through which the loT hubs and connecled loT devices may be accessed
and managed as described below. in addition, one embodiment of the loT platform
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includes an loT app or Web agpplication (e.g., executed on a client device) 1o access and
configured the loT service, hub and connected devices. Existing online retailers and
other Website operators may leverage the loT platform described herein to readily
provide unigue loT functionality to existing user bases.

f0037] Figure 14 illustrates an overview of an architectural platform on which
embodiments of the invention may be implemented. In particular, the illustrated
embodiment includes a plurality of loT devices 101-105 communicatively coupled over
local communication channels 130 to a ceniral loT hub 110 which is itself
communicatively coupled to an o7 service 120 over the Internet 220. Each of the loT
devices 101-105 may initially be paired to the IoT hub 110 {(e.g., using the pairing
technigues described below) in order to enable each of the local communication
channels 130. In one embodiment, the loT service 120 includes an end user database
122 for maintaining user account information and data coliected from each user's loT
devices. For example, if the loT devices include sensors (8.9., temperature sensors,
accelerometers, heat sensors, motion detectore, etc), the database 122 may be
continually updated 1o store the data coliected by the loT devices 101-105. The data
stored in the database 122 may then be made accessible (o the end user via the loT
app or browser installed on the user's device 135 {or via a deskiop or other client
computer systermn) and to web clients (e.g., such as websites 130 subscribing to the foT
service 120).

{0038] The loT devices 101-105 may be equipped with various types of sensors {o
coliect information about themselves and their surroundings and provide the collectad
information {o the loT service 120, user devices 135 and/or external Websites 130 via
the loT hub 110. Some of the loT devices 101-105 may perform a specified function in
response to control commands sent through the ioT hub 110, Various specific
examples of information collected by the o7 devices 101-105 and control commands
are provided below. In one embodiment described below, the loT device 101 is a user
input device designed to record user selections and send the user selections to the loT
service 120 and/or Website.

{00391 In one embodiment, the [oT hub 110 includes a cellular radio 1o establish a
connection to the Internet 220 via a cellular service 115 such as a 4G {e.qg., Mobile
WIMAX, LTE) or 5G celiular data service, Alternatively, or in addition, the loT hub 110
may include a WiFi radio (o establish a Wik connection through a Wik access point or
router 116 which couples the loT hub 110 to the Internet (e.g., via an Internet Service
Provider providing Internet service to the end user). Of course, it should be noted that
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the underlying principles of the invention are not limited {o any particular type of
communication channel or protocol.

[0040] In one embodiment, the loT devices 101-105 are ultra low-power devices
capable of operating for exiended periods of time on batlery power (e.q., years). To
conserve power, the local communication channels 130 may be implemented using a
low-power wireless communication fechnology such as Bluetooth Low Energy (LE). In
this embodiment, each of the loT devices 101-105 and the loT hub 110 are equipped
with Bluetooth LE radios and protocol stacks.

{0041} As mentioned, in one embodiment, the loT platform includes an loT app or
Web application executed on user devices 135 o allow users to access and configure
the connected loT devices 101-105, loT hub 110, and/or 10T service 120. Inone
embodiment, the app or web application may be designed by the operator of a Website
130 to provide loT functionalily to its user base. As illustrated, the Websile may
mainiain a user database 131 containing account records relaled to each user.

{0042} Figure 1B illustrates additional connection options for a plurality of loT hubs
110-111, 190 In this embodiment a single user may have multiple hubs 110-111
installed onsite at a single user premises 180 {(e.g., the user's home or business). This
may be done, for example, to extend the wireless range needed 0 connect ali of the 10T
devices 101-105. As indicated, if a user has multiple hubs 110, 111 they may be
connecied via a local communication channel (e.g., Wifi, Ethernet, Power Line
Networking, etc). In one embodiment, each of the hubs 110-111 may establish a direct
connection o the o7 service 120 through a celiutar 115 or Wik 116 connection {not
explicitly shown in Figure 1B). Allernatively, or in addition, one of the loT hubs such as
loT hub 110 may act as a “master” hub which provides connectivily and/or local
services to all of the other loT hubs on the user premises 180, such as loT hub 111 (as
indicated by the dotted line connecting loT hub 110 and loT hub 111). For example, the
master o7 hub 110 may be the only loT hub to esiablish a direct connection to the loT
service 120. In one embodiment, only the “master” loT hub 110 is eguipped with a
celiutar communication interface to establish the connection to the loT service 120. As
such, all communication between the loT service 120 and the other loT hubs 111 will
flow through the master loT hub 110. In this role, the master loT hub 110 may be
provided with additional program code to perform filtering operations on the data
exchanged between the other loT hubs 111 and loT service 120 {e.g., servicing some
data requesis locally when possibie).
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{0043] Regardiess of how the loT hubs 110-111 are connected, in one embodiment,
the 10T service 120 will logically associate the hubs with the user and combine ali of the
attached loT devices 101-105 under a single comprehensive user inlerface, accessible
via a user device with the installed app 135 (and/or a browser-based inferface).

[0044] in this embodiment, the master loT hub 110 and one or more siave ol hubs
111 may connect over a local network which may be a Wiki network 116, an Ethernet
network, and/or a using power-line communications (PLC) networking (e.q., where all or
portions of the network are run through the user’s power lings). In addition, {o the loT
hubs 110-111, each of the loT devices 101-105 may be interconnected with the loT
hubs 110-111 using any type of local network channel such as WiFi, Ethernet, PLC, or
Biuetooth LE, {0 name a few.

{0045] Figure 1B also shows an IoT hub 120 installed at a second user premises
181. A virtually unlimited number of such loT hubs 190 may be installed and configured
to collect data from [oT devices 191-192 atl user premises around the world. In one
embodiment, the two user premises 180-181 may be configured for the same user. For
example, one user premises 180 may be the user's primary home and the other user
premises 181 may be the user's vacation home. In such a case, the Io7 service 120 will
logically associate the loT hubs 110-111, 180 with the user and combine all of the
attached o7 devices 101-105, 181-192 under a single comprehensive user interface,
accessible via a user device with the installed app 135 (and/or & browser-based
interface).

{0046} As illustrated in Figure 2, an exemplary embodiment of an loT device 101
includes a memory 210 for storing program code and data 201-203 and a low power
microcontroller 200 for executing the program code and processing the data. The
memory 210 may be a volatile memaory such as dynamic random access memaory
(DRAM) or may be a non-volatile memory such as Flash memory. in one embodiment,
a non-volatile memory may be used for persistent storage and a volatile memory may
be used for execution of the program code and daia at runtime. Moreover, the memory
210 may be integrated within the low power microconiroller 200 or may be coupled to
the low power microcontroller 200 via a bus or communication fabric. The underlying
principles of the invention are not limited to any particular implementation of the memory
210.

{0047] As illustrated, the program code may include application program code 203
defining an application-specific set of functions to be performed by the loT device 201
and library code 202 comprising a set of predefined building biocks which may be

6
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utilized by the application developer of the loT device 101, in one embodiment, the
library code 202 comprises a set of basic functions required to implement an (o7 device
such as a communication protocol stack 201 for enabling communication between each
toT device 101 and the o7 hub 110. As mentioned, in one embodiment, the
communication protocol stack 201 comprises a Bluetooth LE profoco! stack. In this
embodiment, Bluetooth LE radio and antenna 207 may be integrated within the low
power microconirolier 200. However, the underlying principles of the invention are not
limited to any particular communication protocol.

{0048} The particular embodiment shown in Figure 2 also includes a plurality of
input devices or sensors 210 to receive user input and provide the user input 1o the low
power microcontrolier, which processes the user input in accordance with the
application code 203 and library code 202. in one embodiment, each of the input
devices include an LED 209 o provide feedback to the end user.

{0049} in addition, the illustrated embodiment includes a batiery 208 for supplying
power to the low power microcontroller. In one embodiment, a non-chargeable coin cell
battery is used. However, in an alternate embodiment, an integrated rechargeable
battery may be used {e.g., rechargeable by connecting the loT device to an AC power
supply (not shown)).

{0050] A speaker 205 is alse provided for generating audio. In one embodiment, the
low power microcontrolier 299 includes audio decoding logic for decoding a compressed
audio stream {e.qg., such as an MPEG-4/Advanced Audic Coding (AAC) stream) fo
generate audio on the speaker 205. Allernatively, the low power microcontroller 200
and/or the application code/data 203 may include digitally sampled snippets of audio to
provide verbal feedback to the end user as the user enters selections via the input
devices 210.

f0051] in one embodiment, one or more other/alternate VO devices or sensors 250
may be included on the IoT device 101 based on the particular application for which the
loT device 101 is designed. For example, an environmental sensor may be included to
measure lemperature, pressure, humidity, elc. A securily sensor and/or door lock
opener may be included if the loT device is used as a securily device. Of course, these
examples are provided merely for the purposes of illustration. The underlying principles
of the invention are not limited o any particular type of {07 device. In fact, given the
highly programmable nature of the low power microcontrolier 200 equipped with the
library code 202, an application developer may readily develop new application code
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203 and new VO devices 250 to interface with the low power microconiroller for virtually
any type of loT application.

[0052] In one embodiment, the low power microconiroller 200 also includes a secure
key store for storing encryption keys for encrypting communications and/or generating
signatures. Alternatively, the keys may be secured in a subscriber identify module
(SIM).

[0053] A wakeup receiver 207 is included in one embodiment 1o wake the loT device
from an ultra low power state in which it is consuming virtually no power. In one
embodiment, the wakeup receiver 207 is configured to cause the loT device 101 to exit
this low power state in response 10 a wakeup signal received from a wakeup transmitter
307 configured on the loT hub 110 as shown in Figure 3. In particular, in one
embodiment, the transmitter 307 and receiver 207 together form an electrical resonant
transformer circuit such as a Tesla coil. In operation, energy is transmitted via radio
frequency signals from the transmitter 307 to the receiver 207 when the hub 110 needs
to wake the loT device 101 from a very low power state. Because of the energy
transter, the loT device 101 may be configured 1o consume virtually no power when it is
in its low power state because it does not need to continually “listen” for a signal from
the hub (as is the case with network profocols which allow devices to be awakened via
a network signal}. Rather, the microcontroller 200 of the loT device 101 may be
configured o wake up afler being effectively powered down by using the energy
electrically iransmitted from the transmitter 307 o the receiver 207.

I0054] As illustrated in Figure 3, the loT hub 110 also includes a memory 317 for
storing program code and data 305 and hardware logic 301 such as a microconirolier
for executing the program code and processing the data. A wide area network (WAN)
interface 302 and antenna 310 couple the loT hub 110 to the cellular service 115,
Alternatively, as mentioned above, the loT hub 110 may also include a local network
interface (not shown) such as a WiFi interface (and WiFi antenna) or Ethernet interface
for establishing a local area network communication channel. In one embodiment, the
hardware logic 301 also includes a secure key store for storing encryption keys for
encrypting communications and generating/verifying signatures. Alternatively, the keys
may be secured in a subscriber identify moduie (SIM).

f0055] A local communication interface 303 and antenna 311 establishes local
communication channels with each of the loT devices 101-105. As mentioned above, in
one embodiment, the local communication interface 303/antenna 311 implemenis the

Biuetooth LE standard. However, the underlying principles of the invention are not
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limited to any particular protocols for establishing the local communication channels with
the loT devices 101-105. Although iltustrated as separate uniis in Figure 3, the WAN
interface 302 and/or focal communication interface 303 may be embedded within the
same chip as the hardware logic 301.

{0058] In one embodiment, the program code and data includes a communication
protoco! stack 308 which may include separate stacks for communicating over the local
communication interface 303 and the WAN interface 302. In addition, device pairing
program code and daia 306 may be stored in the memory {0 allow the loT hub to pair
with new loT devices. In one embodiment, each new loT device 101-105 is assigned a
unique code which is communicated o the loT hub 110 during the pairing process. For
example, the unigue code may be embedded in a barcode on the loT device and may
be read by the barcode reader 106 or may be communicaied over the local
communication channel 130. In an alternate embodiment, the unique D code is
embedded magnetically on the [oT device and the loT hub has a magnetic sensor such
as an radio frequency D (RFID) or near fisld communication {NFC) sensor 1o detect the
code when the loT device 101 is moved within a few inches of the loT hub 110.

{00571 In one embodiment, once the unigue 1D has been communicated, the loT
hub 110 may verify the unigue 1D by guerying a local database (not shown}, performing
a hash to verify that the code is acceptable, and/or communicating with the o1 service
120, user device 135 and/or Website 130 to validate the 1D code. Once validated, in
one embodiment, the loT hub 110 pairs the o1 device 101 and stores the pairing data
in memory 317 {which, as mentioned, may include non-volatile memory). Once pairing
is complete, the loT hub 110 may connect with the 10T device 101 1o perform the
various loT funchions described herein.

{0058] in one embodiment, the organization running the 1oT service 120 may
provide the loT hub 110 and a basic hardware/software platform o allow developers to
easily design new loT services. In particular, in addition to the loT hub 110, developers
may be provided with a software development kit (SDK} o updaie the program code
and data 305 executed within the hub 110. In addition, for loT devices 101, the SDK
may include an extensive set of library code 202 designed for the base loT hardware
(&.9., the low power microcontroller 200 and other components shown in Figure 2} o
facilitate the design of various different types of applications 101, in one embodiment,
the SDK includes a graphical design interface in which the developer needs only to
specify input and outputs for the loT device. All of the networking code, including the
communication stack 201 that allows the 10T device 101 to connect to the hub 110 and

9
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the service 120, is already in place for the developer. In addition, in one embodiment,
the SDK also includes a library code base 1o facilitate the design of apps for mobile
devices {(e.q., iPhone and Android devices).

{0059] In one embodiment, the loT hub 110 manages a continuous bi-directional
stream of data between the loT devices 101-105 and the loT service 120. In
circumstances where updates to/from the loT devices 101-105 are required in real time
{(e.g., where a user needs o view the current status of security devices or environmental
readings), the toT hub may maintain an open TCP socket to provide regular updates {0
the user device 135 and/or external Websites 130. The specific networking protocol
used to provide updates may be tweaked based on the needs of the underlying
application. For example, in some cases, where may not make sense {0 have a
continuous bi-directional stream, a simple request/response protocol may be used (o
gather information when needed.

{0060] in one embodiment, both the loT hub 110 and the loT devices 101-105 are
auiomatically upgradeable gver the network. In particular, when a new update is
available for the 10T hub 110 it may automatically download and install the update from
the loT service 120. It may first copy the updated code into a local memory, run and
verify the update before swapping out the older program code. Similarly, when updates
are available for each of the loT devices 101-105, they may initially be downloaded by
the 10T hub 110 and pushed out to each of the loT devices 101-105. Each loT device
101-105 may then apply the update in a similar manner as described above for the ioT
hub and report back the results of the update to the 0T hub 110. f the update is
successiul, then the toT hub 110 may delete the update from its memory and record the
latest version of code installed on each 10T device {(e.g., so that it may continue to check
for new updates for each loT device).

{0061} in one embodiment, the 107 hub 110 is powered via A/C power. In particular,
the 10T hub 110 may include a power unit 380 with a transformer for fransforming A/C
voliage supplied via an A/C power cord to a lower DC voltage.

{0062} Figure 44 illustrates one embodiment of the invention for performing
universal remote control operations using the loT system. In particular, in this
embodiment, a set of loT devices 101-103 are equipped with infrared {IR) and/or radio
frequency (RF) blasters 401-403, respectively, for transmitting remote control codes to
control various different types of electronics equipment including air
conditioners/heaters 430, ighting systems 431, and audiovisual equipment 432 (io
name just a few). In the embodiment shown in Figure 44, the loT devices 101-103 are

10
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also equipped with sensors 404-408, respectively, for detecting the operation of the
devices which they control, as described below.

{0063} For example, senscr 404 in loT device 101 may be a temperature and/or
humidity sensor for sensing the current temperature/humidity and responsively
controlling the air conditioner/heater 430 based on a current desired temperature. In
this embodiment, the air conditioner/heater 430 is one which is designed to be
controlled via a remote control device (fypically a remote conirol which itself has a
temperature sensor embedded therein). In one embodiment, the user provides the
desired termperature to the o7 hub 110 via an app or browser installed on a user device
135. Control logic 412 executed on the 10T hub 110 receives the current
temperature/humidity data from the sensor 404 and responsively fransmits commands
to the loT device 101 {o control the IR/BF blaster 401 in accordance with the desired
temperature/humidity. For example, if the temperature is below the desired
temperature, then the control logic 412 may transmit a command to the air
conditioner/heater via the 1R/RF blaster 401 to increase the temperature (e.g., either by
turning off the air conditioner or turning on the heater). The command may include the
necessary remote control code stored in a database 413 on the loT hub 110.
Alternatively, or in addition, the ioT service 421 may implement conirol logic 421 1o
control the electronics equipment 430-432 based on specified user preferences and
stored control codes 422.

{0064} loT device 102 in the illustrated example is used to control lighting 431, In
particular, sensor 405 in loT device 102 may photosensor or photodetector configured
to detect the current brightness of the light being produced by a light fixture 431 (or
other lighting apparatus). The user may specify a desired lighting level {including an
indication of ON or OFF} to the loT hub 110 via the user device 135. In response, the
contral togic 412 will transmit commands to the IR/RF vlaster 402 1o control the current
brightness level of the lights 431 (e.q., increasing the lighting if the current brightness is
too low or decreasing the lighting if the current brighiness is {oo high; or simply turning
the lights ON or OFF).

[0065] loT device 103 in the illustrated example is configured o control audiovisual
equipment 432 (e.qg., a television, A/V receiver, cable/satellite receiver, AppleTVM, efg).
Sensor 406 in o7 device 103 may be an audio sensor {e.g., a microphone and
associated logic) for detecting a current ambient volume level and/or a photosensor {0
detect whether a television is on or off based on the light generated by the television
{e.g., by measuring the light within a specified spectrum). Alternatively, sensor 406 may
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include a temperaiure sensor connected 10 the audiovisual equipment to detect whether
the audio equipment is on or off based on the detected temperature. Once again, in
response 1o user input via the user device 135, the control ogic 412 may transmil
commands fo the audiovisual equipment via the IR blaster 403 of the loT device 103,
{00686] it should be noted that the foregoing are merely illustrative examples of one
embodiment of the invention. The underlying principles of the invention are not limited
to any particular type of sensors or egquipment to be controlied by 0T devices.

{0067] in an embodiment in which the loT devices 101-103 are coupled o the loT
hub 110 via a Bluetocoth LE connection, the sensor data and commands are sent over
the Biuetooth LE channel. However, the underlying principles of the invention are not
limited to Blueiooth LE or any other communication standard.

f0068] in one embodiment, the control codes required to control each of the pieces
of electronics eguipment are siored in a database 413 on the loT hub 110 and/or a
dalabase 422 on the loT service 120. As illustrated in Figure 4B, the control codes
may be provided to the loT hub 110 from a master database of control codes 422 for
different pieces of equipment maintained on the o7 service 120. The end user may
specify the types of electronic (or other) eguipment to be controlied via the app or
browser executed on the user device 135 and, in response, a remote conirol code
learning module 481 on the loT hub may retrieve the required IR/RF codes from the
remote control code database 492 on the loT service 120 (e.g., identifying each piece of
electronic equipment with a unigue D),

{0069] in addition, in one embodiment, the loT hub 110 is equipped with an [R/RF
interface 490 to allow the remote conlrot code learning modute 491 {o “learn” new
remote control codes directly from the original remote control 495 provided with the
electronic equipment. For example, if control codes for the original remote control
provided with the air conditioner 430 is not included in the remote control database, the
user may interact with the ioT hub 110 via the app/orowser on the user device 135 1o
teach the loT hub 110 the various control codes generated by the original remote
control {8.g., increase temperature, decrease temperature, eic). Once the remote
control codes are learned they may be stored in the conirol code database 413 on the
toT hub 110 and/or sent back to the loT service 120 to be included in the central remole
control code database 492 {and subseguently used by other users with the same air
conditioner unit 430).

[0070] In one embodiment, each of the loT devices 101-103 have an exiremely

small form factor and may be affixed on or near their respective electronics equipment
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430-432 using double-sided tape, a small nail, a magnetic attachmeni, etc. For control
of a piece of equipment such as the air conditioner 430, it would be desirable to place
the loT device 101 sufficiently far away so thal the sensor 404 can accurately measure
the ambient temperature in the home {e.g., placing the loT device directly on the air
conditioner would result in a temperature measurement which would be oo low when
the air conditioner was running or too high when the heater was running). In contrast,
the o7 device 102 used for controliing lighting may be placed on or near the lighting
fixture 431 for the sensor 405 fo detect the current lighting level.

{0071} In addition o providing general control functions as described, one
embodiment of the [oT hub 110 and/or 10T service 120 transmits notifications 1o the end
user related to the curreni siatus of each piece of electronics eguipment. The
notifications, which may be text messages and/or app-specific notifications, may then
be displayed on the display of the user's mobile device 135. For example, if the user’s
air conditioner has been on for an extended period of time but the temperature has not
changed, the loT hub 110 and/or loT service 120 may send the user a notification that
the air conditioner is not functioning properly. If the user is not home (which may be
detected via motion sensors or based on the user's current detected location), and the
sensors 406 indicaie that audiovisual equipment 430 is on or sensors 405 indicate thai
the lights are on, then a notification may be sent to the user, asking if the user would
like to turn off the audiovisual equipment 432 and/or lights 431. The same type of
notification may be sent for any equipment type.

I0072] Once the user receives a notification, he/she may remotely control the
electronics equipment 430-432 via the app or browser on the user device 135. Inone
embodiment, the user device 135 is a touchscreen device and the app or browser
displays an image of a remote control with user-selectable buttons for controlling the
equipment 430-432. Upon receiving a notification, the user may open the graphical
remote control and turn off or adjust the various different pieces of equipment. H
connected via the loT service 120, the user’'s selections may be forwarded from the loT
service 120 to the loT hub 110 which will then control the equipment via the control logic
412. Alternatively, the user input may be sent directly to the [oT hub 110 from the user
device 135,

{0073] In one embodiment, the user may program the control logic 412 on the IoT
hub 110 to perform various automatic control functions with respect to the electronics
equipment 430-432. In addition to maintaining a desired temperature, brightness level,
and volume level as described above, the control logic 412 may automatically turn off
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the elecironics eqguipment if cerfain conditions are detected. For example, if the control
logic 412 detects that the user is not home and that the air conditioner is not functioning,
it may automnatically turn off the air conditioner. Similarly, if the user is not home, and
the sensors 406 indicate that audiovisual equipmeni 430 is on or sensors 405 indicate
that the lights are on, then the control logic 412 may automatically fransmit commands
via the IR/RF blasters 403 and 402, 1o twrn off the audicvisual equipment and lights,
respectively.

[0074] Figure 5 illustrales additional embodiments of loT devices 104-105 equipped
with sensors 503-504 for moenitoring slectronic equipment 530-531. In particular, the
loT device 104 of this embodiment includes a temperature sensor 503 which may be
placed on or near a stove 530 to detect when the stove has been lefi on. In one
embodiment, the loT device 104 transmits the current temperaiure measured by the
temperature sensor 503 1o the loT hub 110 and/or the IoT service 120. if the stove is
detected to be on for more than a threshold time period {e.g., based on the measured
temperature), then control ingic 512 may transmit a notification to the end user’s device
135 informing the user that the stove 530 is on. In addition, in one embodiment, the o7
device 104 may include a control module 501 to turn off the stove, either in response to
receiving an instruction from the user or automatically (if the control logic 512 is
programmed {0 do so by the user). In one embodiment, the control logic 501 comprises
a switch to cut off eleclricity or gas to the stove 530. However, in other embodiments,
the control logic 501 may be integrated within the stove iiself.

I0075] Figure 5 also llustrates an loT device 105 with a motion sensor 504 for
detecting the motion of certain types of electronics equipment such as a washer and/or
dryer. Anocther sensor that may be used is an audio sensor (e.g., microphone and logic)
for detecting an ambient volume level As with the other embodiments described
above, this emboediment may transmit notifications to the end user if certain specified
conditions are met {e.g., if motion is detected for an extended period of time, indicaling
that the washer/dryer are not turning off). Although not shown in Figure 5, IoT device
105 may also be equipped with a control module to turn off the washer/dryer 531 (e.q.,
by swilching off electric/gas), automatically, and/or in response to user input.

[00786] in one embodiment, a first loT device with control logic and a switch may be
configured to turn off all power in the user's home and a second IoT device with control
logic and a swilch may be configured to turn off ali gas in the user's home. o7 devices
with sensors may then be positioned on or near elecironic or gas-powered eguipment in

the user’s home. If the user is notified that a particular piece of equipment has been left
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on {e.g., the stove 530), the user may then send a command to turn off all electricity or
gas in the home o prevent damage. Alternatively, the control logic 512 in the IoT hub
110 and/or the loT service 120 may be configured to automatically turn off eleciricity or
gas in such situations.
0077 in one embodiment, the [oT hub 110 and loT service 120 communicate at
periedic intervals. if the loT service 120 detects that the connection to the loT hub 110
has been lost (e.g., by failing 1o receive a request or response from the 10T hub for a
specified duration), it will communicate this information to the end user’s device 135
{e.g., by sending a text message or app-specific notification).

EMBODIMENTS FOR IMPROVED SECURITY
{0078] In one embodiment, the low power microcontroller 200 of each loT device
101 and the low power logic/microcontrolier 301 of the 10T hub 110 include a secure key
store for storing encryption keys used by the embodiments described below (see, e.g.,
Figures 6-11 and associated ext). Allernalively, the keys may be secured in a
subscriber identify module (SIM) as discussed below.
{0679} Figure & illustrates a high level architecture which uses public key
infrastructure (PKI technigues and/or symmetric key exchange/encryption technigues
to encrypt communications between the loT Service 120, the loT hub 110 and the loT
devices 101-102.
{0080} Embodiments which use public/private key pairs will first be described,
followed by embodiments which use symmetric key exchange/encryption technigues. In
particular, in an embodiment which uses PKI, a unigue public/private kKey pair is
associated with each loT device 101-102, each loT hub 110 and the loT service 120. In
one embodiment, when g new loT hub 110 is sel up, its public key is provided to the ioT
service 120 and when a new loT device 101 is set up, it's public key is provided 1o both
the IoT hub 110 and the 10T service 120. Various technigues for securely exchanging
the public keys between devices are described below. In one embodiment, all public
keys are signed by a master key known to all of the receiving devices (i.e., a form of
certificate) so that any receiving device can verify the validity of the public keys by
validating the signatures. Thus, these certificates would be exchanged rather than
merely exchanging the raw public keys.
f0081] As illustrated, in one embodiment, each IoT device 101, 102 includes a
secure key storage 601, 603, respectively, for securily storing each device’s private key.
Security logic 602, 1304 then utilizes the securely stored private keys o perform the
encryption/decryption operations described herein. Similarly, the loT hub 110 includes
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a secure storage 611 for storing the o7 hub private key and the public keys of the loT
devices 101-102 and the loT service 120; as well as security logic 612 for using the
keys to perform encryption/decryption operations. Finally, the loT service 120 may
include a secure storage 621 for security storing its own private key, the public keys of
various loT devices and [oT hubs, and a security logic 613 for using the keys to
encrypt/decrypt communication with 10T hubs and devices. In one embodiment, when
the 10T hub 110 receives a public key certificate from an loT device it can verily it {e.g.,
by validating the signature using the master key as described above), and then extract
the public key from within it and store that public key in it's secure key store 611.
{0082} By way of example, in one embodiment, when the 0T service 120 needs to
transmit 8 command or data to an loT device 101 (e.g., a command to uniock adoor, a
request to read a sensor, data 1o be processed/displayed by the loT device, elc) the
securily logic 613 encrypts the data/command using the public key of the IoT device
101 to generale an encrypted loT device packel. In one embodiment, it then encrypts
the loT device packet using the public key of the loT hub 110 to generate an loT hub
packet and transmits the o1 hub packet to the o7 hub 110. In one embodiment, the
service 120 signs the encrypted message with if's private key or the master key
mentioned above so that the device 101 can verify it is receiving an unaltered message
from a trusted source. The device 101 may then validate the signature using the public
key corresponding o the private key and/or the master key. As mentioned above,
symmetric key exchange/encryption techniques may be used instead of public/private
key encryption. In these embodiments, rather than privately storing one key and
providing a corresponding public key to other devices, the devices may each be
provided with a copy of the same symmetric key to be used for encryplion and to
validate signatures. One example of a symmetric key algorithm is the Advanced
Encryplion Standard (AES), although the underlying principles of the invention are not
limited to any type of specific symmetric keys.

{0083] Using a symmeiric key implementation, each device 101 enlers into a secure
key exchange protocol to exchange a symmetric key with the loT hub 110, A secure
key provisioning protocol such as the Dynamic Symmetric Key Provisioning Protocol
(DSKPP)Y may be used to exchange the Keys over a secure communication channel
(see, e.g., Reqguest for Comments (RFC) 6063). However, the underlying principles of
the invention are not imited {0 any particular key provisioning protocol.

{0084] Once the symmelric keys have been exchanged, they may be used by each
device 101 and the loT hub 110 to encrypt communications. Similarly, the loT hub 110
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and loT service 120 may perform g secure symmelric key exchange and then use the
exchanged symmetric keys 1o encrypt communications. In one embodiment a new
symmetric key is exchanged pericdically between the devices 101 and the hub 110 and
between the hub 110 and the loT service 120. In one embodiment, a new symmeiric
key is exchanged with each new communication session belween the devices 101, the
hub 110, and the service 120 {8.¢., a new key is generated and securely exchanged for
each communication session). In one embodiment, if the securily module 612 in the loT
hub is trusted, the service 120 could negotiate a session key with the hub security
module 1312 and then the security module 612 would negotiate a session key with each
device 120. Messages from the service 120 would then be decrypled and verified in the
hub security module 612 before being re-encrypted for transmission o the device 101.
{0085] In one embodiment, to prevent a compromise on the hub security module
612 a one-time {(permanent) instaliation Key may be negotiated between the device 101
and service 120 at installation time. When sending a message 10 a device 101 the
service 120 could first encrypt/MAC with this device installation key, then encrypt/MAC
that with the hub’s session key. The hub 110 would then verity and exiract the
encrypted device blob and send that to the device.

{00886] in one embodiment of the invention, a counter mechanism is implemented to
prevent replay attacks. For example, each successive communication from the device
101 o the hub 110 (or vice versa) may be assigned a continually increasing counter
value. Both the hub 110 and device 101 will track this vaiue and verify that the value is
correct in each successive communication between the devices. The same technigues
may be implemented between the hub 110 and the service 120. Using a counter in this
marnner would make it more difficult to spoof the communication between each of the
devices {because the counter value would be incorrect). However, even without this a
shared installation key between the service and device would prevent network (hub)
wide altacks to all devices.

{0087} in one embodiment, when using public/privale key encryplion, the loT hub
110 uses its private key o decrypt the loT hub packet and generaie the encrypled loT
device packet, which it transmits o the associated loT device 101, The loT device 101
then uses iis private key o decrypt the 10T device packet to generate the
command/data originated from the o7 service 120. It may then process the data and/or
execute the command. Using symmetric encryption, each device would encrypt and
decrypt with the shared symmetric key. If either case, each fransmitting device may also
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sign the message with il's private key so that the receiving device can verify it's
authenticity.

{0088} A different set of keys may be used o encrypt communication from the loT
device 101 1o the loT hub 110 and to the loT service 120. For example, using a
public/private key arrangement, in one embodiment, the security logic 602 on the loT
device 101 uses the public key of the loT hub 110 1o encrypt data packets sent 1o the
0T hub 110. The security logic 612 on the loT hub 110 may then decrypt the dala
packeis using the loT hub’s private key. Similarly, the security logic 802 on the loT
device 101 and/or the security logic 612 on the loT hub 110 may encrypt data packets
sent to the loT service 120 using the public key of the loT service 120 (which may then
be decrypted by the security logic 613 on the o7 service 120 using the service’s privale
key). Using symmetric keys, the device 101 and hub 110 may share a symmelric key
while the hub and service 120 may share a different symmetric key.

{00849] While certain specific details are sel forth above in the description above, it
should be noted that the underlying principles of the invention may be implemented
using various different encryption techniques. For example, while some embodiments
discussed above use gsymmetric public/private key pairs, an alternate embodiment may
use symmetric keys securely exchanged between the various loT devices 101-102, o7
hubs 110, and the loT service 120. Moreover, in some embodiments, the
data/command itself is not encrypted, but a key is used to generate a signature over the
data/command {or other data structure). The recipient may then use its key {0 validate
the signature.

{0080} As illustrated in Figure 7, in one embodiment, the secure key storage on
each loT device 101 is implemented using a programmable subscriber identity module
(SIM) 701, In this embodiment, the {oT device 101 may initially be provided 1o the end
user with an un-programmed SIM card 701 seated within a SIM interface 700 on the loT
device 101. In order to program the SIM with a set of one or more encryption keys, the
user takes the programmabie SIM card 701 out of the SiM interface 500 and inserts i
into a SIM programming interface 702 on the loT hub 116, Programming logic 725 on
the loT hub then securely programs the SIM card 701 1o register/pair the loT device 101
with the IoT hub 110 and loT service 120. In one embodiment, a public/private Key pair
may be randomly generated by the programming logic 725 and the public key of the pair
may then be stored in the loT hub’s secure storage device 411 while the private key
may be slored within the programmable SIM 701. In addition, the programming logic
525 may siore the public keys of the IoT hub 110, the 10T service 120, and/or any other
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loT devices 101 on the SIM card 601 (1o be used by the security logic 1302 on the foT
device 101 10 encrypt cutgoing data). Once the SIM 701 is programmed, the new loT
device 101 may be provisioned with the loT Service 120 using the SIM as a secure
identifier (e.g., using existing techniques for registering a device using a SIM).
Following provisioning, both the loT hub 110 and the loT service 120 will securely store
a copy of the loT device’s public key 10 be used when encrypting communication with
the loT device 101.

{0691} The technigues described above with respect {o Figure 7 provide enormous
flexibility when providing new o7 devices to end users. Rather than requiring a user {0
directly register each SIM with a particular service provider upon sale/purchase (as is
currently done), the SiM may be programmed directly by the end user via the loT hub
110 and the results of the programming may be securely communicated 1o the loT
service 120. Consequently, new loT devices 101 may be sold to end users from online
or local retailers and later securely provisioned with the 107 service 120.

[0082] While the registration and encryption technigues are described above within
the specific context of a SIM (Subscriber Identity Module), the underlying principles of
the invention are not limited to a "SIM” device. Rather, the underlying principles of the
invention may be implemented using any type of device having secure storage for
storing a set of encryption keys. Moreover, while the embodiments above include a
removable SIM device, in one embodiment, the SIM device is not removable but the loT
device itself may be inserted within the programming interface 702 of the loT hub 110.
{00083} in one emodiment, rather than requiring the user o program the SIM (or
other device), the SIM is pre-programmed into the loT device 101, prior to distribution {o
the end user. In this embodiment, when the user sels up the IoT device 101, various
technigues described herein may be used 1o securely exchange encryption keys
between the ioT1 hub 110/1oT service 120 and the new loT device 101.

{0094] For example, as illustrated in Figure 8A each loT device 101 or SIM 401
may be packaged with a barcode or QR code 701 uniquely identifying the loT device
101 and/or SIM 701, In one embodiment, the barcode or QR code 801 comprises an
encoded representation of the public key for the loT device 101 or SiM 1001.
Alternatively, the barcode or QR code 801 may be used by the loT hub 110 and/or loT
service 120 to identify or generate the public key (e.g., used as a pointer to the public
key which is already stored in secure storage). The barcode or QR code 801 may be
printed on a separale card (as shown in Figure 8A) or may be prinied directly on the
loT device itself. Regardless of where the barcode is printed, in one embodiment, the
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loT hub 110 is equipped with a barcode reader 206 for reading the barcode and
providing the resulling data to the security logic 1012 on the loT hub 110 and/or the
security logic 1013 on the loT service 120. The securily logic 1012 on the loT hub 110
may then store the public key for the 10T device within its secure key storage 1011 and
the security logic 1013 on the loT service 120 may store the public key within its secure
storage 1021 {io be used for subsequent encrypted communication),

{0095] in one embodiment, the data contained in the barcode or QR code 801 may
also be capiured via a user device 135 {e.q., such as an iPhone or Android device) with
an installed loT app or browser-based applet designed by the o7 service provider.
Once captured, the barcode dala may be securely communicated to the loT service 120
over a secure connection {e.g., such as a secure sockels layer (SSL) connection). The
barcode data may also be provided from the client device 135 1o the loT hub 110 overa
secure local connection {(e.q., over a local WiFi or Bluetooth LE connection).

{00986} The security logic 1002 on the loT device 101 and the security logic 1012 on
the 10T hub 110 may be implemented using hardware, software, firmware or any
combination thereot. For example, in one embodiment, the security logic 1002, 1012 is
implemenied within the chips used for establishing the local communication channel
130 between the loT device 101 and the loT hub 110 (e.g., the Bluetooth LE chip if the
focal channel 130 is Blustooth LE). Regardiess of the specific location of the security
logic 1002, 1012, in one embodiment, the security logic 1002, 1012 is designed to
establish a secure execution environment for executing certain types of program code.
This may be implemented, for example, by using TrustZone technology {available on
some ARM processors) and/or Trusted Execution Technology (designed by Intel). Of
course, the underlying principles of the invention are not limited to any particular type of
secure execulion fechnology.

f0087] in cne embodiment, the barcode or QR code 701 may be used {o pair each
foT device 101 with the IoT hub 110. For example, rather than using the standard
wirgless pairing process currently used 1o pair Bluetooth LE devices, a pairing code
embedded within the barcode or GR code 701 may be provided to the o7 hub 110 1o
pair the ioT hub with the corresponding loT device.

{0048} Figure 8B illusirates one embodiment in which the barcode reader 206 on
the 10T hub 110 captures the barcode/QOR code 801 associated with the o7 device 101,
As mentioned, the barcode/QR code 801 may be printed directly on the o7 device 101
or may be printed on a separale card provided with the [oT device 101, In either case,
the barcode reader 206 reads the pairing code from the barcode/QR code 801 and
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provides the pairing code 1o the local communication moduie 880. In one embodiment,
the local communication module 880 is a Bluetooth LE chip and associated software,
although the underlying principles of the invention are not limited to any particular
protocol standard. Once the pairing code is received, it is stored in a secure siorage
containing pairing data 885 and the loT device 101 and [oT hub 110 are automatically
paired. Each time the loT hub is paired with a new {01 device in this manner, the
pairing data for that pairing is stored within the secure storage 685. In one embodiment,
once the local communication module 880 of the loT hub 110 receives the pairing code,
it may use the code as a key to encrypt communications over the local wireless channel
with the loT device 101.

{0099] Similarly, on the 10T device 101 side, the local communication module 890
stores pairing data within a local secure storage device 895 indicating the pairing with
the toT hub. The pairing data 895 may include the pre-programmed pairing code
identified in the barcode/QR code 801. The pairing data 895 may also include pairing
data received from the local communication module 880 on the ioT hub 110 required for
establishing a secure local communication channel {e.g., an additional key 1o encrypt
communication with the loT hub 110).

{00100] Thus, the barcode/QR code 801 may be used to perform local pairing in a far
more secure manner than current wireless pairing protocols because the pairing code is
not transmitted over the air. in addition, in one embodiment, the same barcode/QR
code 801 used for pairing may be used to identify encryption keys to build a secure
connection from the loT device 101 fo the loT hub 110 and from the [oT hub 110 to the
loT service 120.

[00101] A method for programming a SIM card in accordance with one embodiment
of the invention is lustrated in Figure 8. The method may be implemented within the
system architecture described above, but is not limited o any particular system
architecture.

[00102] At 901, a user receives a new loT device with a blank SIM card and, at 802,
the user inserts the blank SIM card into an ioT hub. At 803, the user programs the
blank SIM card with a set of one or more encryption keys. For exampie, as mentioned
above, in one embodiment, the IoT hub may randomiy generate a public/private key pair
and store the private key on the SIM card and the public key in its local secure storage.
in addition, at 904, at ieast the public key is transmitied 1o the 107 service so that it may
be used to identify the loT device and establish encrypted communication with the loT
device. As mentiocned above, in one embodiment, a programmabie device other than a
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“SIM” card may be used to perform the same functions as the SIM card in the method
shown in Figure 8.

[00103] A method for integrating a new loT device inlo a network is Hllustrated in
Figure 10. The method may be implemented within the system architecture described
above, but is not limited 10 any particular system architecture.

{00104] A1 1001, a user receives a new loT device to which an encryption key has
been pre-assigned. At 1002, the key is securely provided o the 1oT hub. As mentioned
above, in one embodiment, this involves reading a barcode associaied with the o7
device to identify the public key of a public/private key pair assigned to the device. The
barcode may be read directly by the loT hub or captured via a mobile device via an app
or bowser. In an aliernaie embodiment, a secure communication channel such as g
Biuetooth LE channel, a near field communication (NFC) channel or a secure Wiki
channel may be established between the ioT device and the loT hub to exchange the
key. Regardiess of how the key is transmifted, once received, it is stored in the secure
keystore of the 10T hub device. As mentioned above, various secure execution
technologies may be used on the loT hub fo store and protect the key such as Secure
Enclaves, Trusted Execution Technology (TXT), and/or Trustzone. in addition, at 1003,
the key is securely fransmitied to the loT service which stores the key in ifs own secure
keystore. It may then use the key to encrypt communication with the loT device. One
again, the exchange may be implemented using a certificate/signed key. Within the hub
110 it is particularly important to prevent modification/addition/ removal of the stored
keys.

[00105] A method for securely communicating commands/data to an loT device using
public/privale keys is illustrated in Figure 11. The method may be implemenied within
the system architecture described above, but is not limited to any particular system
architecture.

[00106] At 1101, the IoT service encrypts the data/commands using the 0T device
public key to create an loT device packet. It then encrypts the loT device packet using
0T hub's public key to create the loT hub packet {e.g., crealing an loT hub wrapper
around the [oT device packet). At 1102, the loT service transmits the loT hub packet {0
the foT hub. At 1103, the [oT hub decrypts the loT hub packei using the o7 hub’s
private key 1o generate the loT device packel. At 1104 it then transmits the loT device
packet {0 the loT device which, at 1105, decrypls the loT device packet using the loT
device private key 1o generale the data/commands. At 1108, the loT device processes
the data/commands.
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001071  In an embodiment which uses symmetric keys, a symmetric key exchange
may be negotiated between each of the devices (g.¢., sach device and the hub and
between the hub and the service). Once the key exchange is complete, each
transmitting device encrypts and/or signs each transmission using the symmetric key
before fransmitling data 10 the receiving device.

EMBODIMENTS FOR AUTOMATIC WIRELESS NETWORK AUTHENTICATION
[00108] In order fo connect the loT hub to a local wireless network such as a WiFi
network, the user must provide nefwork credentials such as a network securily key or
password. Other layers of authentication may also be required such as a user
ID/password combination. In one embodiment, once the loT hub successiully connects
to the local wireless network using the network credentials provided by the user, it
securely fransmits the network credentials 1o a secure storage location such as the loT
service 120. When a user subsequently receives a new loT device, the [oT device may
be configured o transmit a reguest for network credentials to the loT hub. in response,
the foT hub may forward the request to the 0T service 120 which may perform a lookup
in a credentials database using, for example, the identity of the o7 device, the user,
and/or the access point {o which connection is needed o identify the relevant nefwork
credentials, i the networl credeniials can be identified, they are transmitied back 1o the
0T device, which then uses the network credentials (o seamiessly connect to the local
wirgless network.
[00108] Figure 12 illustrates an exemplary system architeciure in which a credentials
management module 1210 on the loT hub 1202 implements the credential processing
techniques described herein. As illustrated, the user may provide network credentials
such as a network securily key or password 1o the 10T hub 1202 via a user device 135
{which may be a mobile smariphone device, wearable data processing device, laptop
computer, or deskiop computer). The user device 135 initially connects io the loT hub
1202 through a wired connection or a short range wireless connection such as BTLE
and the user provides the credentials via an app or browser configured to connect with
the loT hub 1202.
001101  In one embodiment, the network credentials comprise a security key such as
a Wi-Fi Protected Access (WPA) or Wi-Fi Protected Access Il (WPA2). In this
embpodiment, the network credentials may be in the form of a pre-shared key (PSK) for
WPA-Personal implementations or may rely on more advanced authentication
technigues such as those used by WPA-Enterprise (which may utilize a RADIUS
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authenticatlion server and various forms of the Exiensible Authentication Profocol
(EAPY).

{00111} Regardiess of the specific authentication/encryption techniques used, once
the user has provided the necessary network credentials, the loT hub 1202 uses the
credentials io establish a secure wireless connection o the Wiki access point/router
1200 which then provides connectivity to a cloud service 1220 over the Internet 1222
in one embodiment, the credentials management module 1210 on the loT hub 1210
establishes a connection with a credentials management module 1215 on the cloud
service 1220 {e.g., which may be the loT service 120 or an exiernal web site 130
described above).

[00112] In one embodiment, one or more of the key-based s technigues described
above may be employed 1o ensure that the connection between the credentials
management module 1210 on the o7 hub 1202 and the credentials management
module 1215 on the cloud service 1220 is secure {e.¢., using a symmetric or
asymmetric key 1o encrypt all network traffic). Once a secure connection has been
established, the credentials management module 1210 on the loT hub 1202 transmits a
copy of the network credentials to the credentials management module 1215 on the
cioud service, which stores a copy of the credentials in a secure credentials database
1230. The credentials database 1230 may include data uniguely identifying the loT hub
1202, data uniguely identifying the user account associated with the loT hub 1202,
and/or data uniquely identifying the Wiki access point/router 1200 {fo ensure that the
network credentials are associated with the correct user and Wiki access point/router).
[00113] As lllustrated in Figure 13, afier the nelwork credentials have been stored in
the credentials database 1230, when the user purchases a new loT device 1300, the
foT device will enable its local wireless interface (e.g., BTLE) and search for any
enabled devices within coverage (e.¢., the loT Hub 1202, other 10T devices, or the
user's mobile device). In the specific embodiment shown in Figure 13, the loT device
1300 has detected and connecied to an foT hub 1202. In one embodiment, once the
connection is established, a network registration module 1310 transmits a network
credentials request to the credentials management module 1210 on the loT hub 1202,
The credentials request may include data identifying the WiF1 access point/router 1200
to which the loT device 1300 would like {0 connect {e.g., the 351D, MAC address or
other data uniguely identifying the Wikl access point/router 1200) as well as data
uniguely identifying the loT device 1300.
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[00114] The credentials managemeni module 1210 then securely transmiis a
credentials management request 1o the credentials management module 1215 on the
cloud service 1220, which uses the data uniquely identifying the user, the loT device
1300, and/or the WiFi access point/router 1200 to perform a lookup in the credentials
database 1230. Once again, any of the key-based security technigues may be used o
ensure the connection between the 0T hub and cloud service is secure. if credentials
are locaied based on the data provided in the request, the credentials management
module 1215 securely transmiis the network credentials back o the credentials
management module 1210 on the o7 hub 1202, which then provides the network
credentials o the network registration module 1310 of the o7 device 1300, The loT
device 1300 then uses the nefwork credentials to automatically establish a secure
connection to the Wiki access point/router 1200, The end result is that the user is not
required to manually configure the new loT device 1300 {o connect with the WiFi access
point/router 1200. Rather, because the network credentials have already been
associated with the user's account on the cloud service 1220 they may be automatically
provided to the loT device 1300 which will then seamlessly connect {o the network.
[001158] As mentioned above, while Figure 13 illustrates the 0T device 1300
connecting through an loT hub 1202, the loT device 1300 may connect through another
toT device if the lot hub 1202 is not within range. The other loT device (which is
connected to the loT hub) may then couple the new ioT device 1o the credentials
management module 1210 on the o7 hub 1202, Similarly, it both the loT hub and
another loT are unavailable (e.q., out of range), the IoT device 1300 may be configured
to connect with the user’s mobile device 135, which may include a browser/app to
connect with the credentials management module 1215 on the cloud service (either
directly or through the loT hub 1202).

[00116] In one embodiment, the network registration module 1310 on the loT hub
1300 is configured to search first for an 10T hub 1202, then for another loT device, and
then for a user mobile device. It will then connect to the first one of the above devices
to offer a connection. The above connectlions may be formed using any type of local
communication protoco! including, but not limited o BTLE.

001171 In one embodiment, the network credentials may be stored locally in a secure
storage device accessible by the loT hub 1202 or contained within the loT hub 1202 (in
addition to or in lisu of storing the network credentials remotely on the cloud service
1220). Consequently, in this embodiment, the network credentials may be provided
without the need for a remote query to the cloud service 1220.
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[00118] The term “cloud service” and “loT cloud service” may refer to any service on
the Internet capable of storing and providing network credentials for 10T devices as
described herein (g.9., such as the loT service and exdernal services referenced above).
In one embodiment, the cloud service 1220 is owned and operafed by the same entity
that provides the loT hub and loT devices 1o the end user. In another embodiment, at
least some of the lo7 devices may be designed and sold by OEMs which coordinate
with the cloud service (e.g., via an agresd-upon business arrangement} to ensure that
the techniques described herein may be implemented using the cloud service 1220.
[06119] A method for collecting and storing network credentials in accordance with
one embodiment of the invention is illustraled in Figure 14. The method may be
implemenied within the contexi of the system architectures described above, but is not
limited to any particular architecture.

001207 At 1401, the user provides network credeniials fo the [oT hub. The
credentials may be provided, for example, through a network setup wizard executed
within a browser or app installed on the user's data processing device, which may
connect to the loT hub through a wired or local wireless connection {e.g., BTLE). Once
the network credentials are provided, at 1402 the loT hub establishes a secure
connection to the loT cloud service gver the Internet and, at 1403, securely fransmils
the network credentials to the lo7 cloud service. At 1404, the o7 Cloud Service stores
the network credentials in its database, associating the credentials with the user's
account on the loT cloud service and/or with the particular Wikl access point/router for
which the network credentials are being used.

[00121] Figure 15 illusirates a method in accordance with one embodiment of the
invention for seamlessly updating a new loT device using stored network credentials.
The method may be implemented within the context of the system architectures
described above, but is not imited to any particular architecture.

[00122] At 1501, the user receives a new loT device. The IoT device may have been
ordered from the loT cloud service and/or from an OEM who has a relationship with the
0T cloud service. In either case, the new o7 device is associated with the an account
of the user who received the new loT device.

[00123] AL 1502, when the new loT device is powered on, if initially searches for a
iocal loT hub. As mentioned, the search may be performed using a local wireless
protocol such as BTLE. If it cannot locate an loT hub {e.g., because it is out of range), it
may then search for ancther loT device and/or a mobile device of the end user (with an
app or browser installed thereon to enable a connection io the loT cloud service).
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[00124] At 1503 a determination is made as to whether the new o7 device has
detected the presence of an loT hub, ancther loT device, or the user's mobile device. #
an loT hub is delecied, then at 1504, the new ioT device connects to the loT hub and,
at 1505, the ioT hub reirieves the network credentials from the cloud service on behalf
of the new loT device and provides the credentials to the new loT device. At 1510, the
new loT device uses the network credentials to register with the wireless network.
[00125] if the new loT device detecied another ioT device, then at 1506 it connecis io
the other loT device and, at 1507, the loT device retrieves the network credentials from
the toT cloud service and provides them 10 the new o1 device. In one embodiment,
this may be accomplished through the loT hub (i.e., if the other device is connected fo
the loT hub). Once again, at 1510, the new 0T device uses the network credentials o
register with the wireless network.
[00128] If the new loT device detecis the user's mobile device, then at 1508, it
connects o the mobile device. In one embodiment, the connection is managed by an
app such as a connection wizard or browser-executable code on the user's mobile
device. At 1509, the ioT device retrieves the network credentials from the o7 cloud
service and provides them o the new o7 device. In one embodiment, this may be
accomplished through the [oT hub (i.e,, if the other device is connected to the loT hub).
At 1510, the new loT device uses the network credentials to register with the wireless
network.
001277  As meniioned, in one embodiment, the network regisiration module 1310
execuied on the new mobile device utilizes a connection priority scheme {o determine
the order of devices that it should search for when powered on. In one embodiment, it
will initially search for an ioT hub and, if one cannot be found, will search for other loT
devices. If none or available, it will then altempt to connect o the user's mobile device.
Alternatively, the new loT device may simply connect to the first device it locates and/or
may connect to the device for which it sees the highest signal strength {i.e., RSS!
value). Various other connection technigues may be programmed info the network
registration module 1310 while still complying with the underlying principles of the
invention.
APPARATUS AND METHOD FOR ESTABLISHING SECURE

COMMUNICATION CHANNELS IN AN INTERNET OF THINGS (I0T) SYSTEM
{00128] In one embodiment of the invention, encryplion and decryption of data is
periormed between the loT service 120 and each loT device 101, regardiess of the

intermediate devices used {0 support the communication channel (e.q., such as the
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user's mobile device 611 and/or the loT hub 110). One embodiment which
communicates via an o7 hub 110 is lustrated in Figure 164 and another embodiment
which does not require an loT hub is #ilustrated in Figure 16B.

[00129] Turning first 1o Figure 164, the loT service 120 includes an encryption
engine 1660 which manages a set of “service session keys” 1650 and each loT device
101 includes an encryplion engine 1661 which manages a set of "device session keys”
1651 for encrypting/decrypting communication between the loT device 101 and loT
service 120. The encryption engines may rely on different hardware modules when
performing the security/encryption techniques described herein including a hardware
security module 1630-1831 for (among other things) generating a session public/private
key pair and preventing access to the private session key of the pair and a key stream
generation moduie 1640-1641 for generating a key stream using a derived secrat. in
one embodiment, the service session keys 1650 and the device session keys 1651
comprise related public/private key pairs. For example, in one embodiment, the device
session keys 1651 on the 0T device 101 include a public key of the loT service 120 and
a private key of the loT device 101, As discussed in detail below, in one embodiment,
to establish a secure communication session, the public/private session key pairs, 1850
and 1651, are used by each encryption engine, 1860 and 1661, respectively, o
generate the same secret which is then used by the SKGMs 1640-1641 to generale a
key siream to encrypt and decrypl communication between the o1 service 120 and the
loT device 101, Additional details associated with generation and use of the secret in
accordance with one embodiment of the invention are provided below.

[00130] In Figure 184, once the secret has been generated using the keys 1650-
1651, the client will always send messages to the loT device 101 through the loT
service 120, as indicated by Clear transaction 1611, “Clear” as used herein is meant to
indicate that the underlying message is not encrypted using the encryplion technigues
described herein. However, as Hlusiraled, in one embodiment, a secure sockels layer
(5L channel or other secure channel {e.g., an Internet Protocol Security (IPSEC)
channel) is established between the client device 611 and loT service 120 to protect the
communication. The encryplion engine 1660 on the loT service 120 then encrypts the
message using the generated secret and transmiis the encrypted message o the ioT
hub 110 at 1602. Rather than using the secret {0 encrypt the message directly, in one
embodiment, the secret and a counter value are used {o generate a key stream, which
is used to encrypt each message packel. Detalls of this embodiment are described
below with respect to Figure 17.
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[00131] As illustrated, an 581 connection or other secure channel may be
established between the 07 service 120 and the loT hub 110. The loT hub 110 {which
does not have the ability to decrypt the message in one embodiment) transmits the
encrypted message to the loT device at 1803 (e.q., over a Bluetooth Low Energy
(BTLE) communication channel). The encryplion engine 1661 on the loT device 101
may then decrypt the message using the secret and process the message conients. In
an embodiment which uses the secret {0 generate a key siream, the encryplion engine
1661 may generate the key stream using the secret and a counter value and then use
the key stream for decryption of the message packet.

[00132] The message itself may comprise any form of communication between the
loT service 120 and loT device 101. For example, the message may comprise a
command packet instructing the loT device 101 to perform a particular function such as
taking a measurement and reporting the resull back to the client device 811 or may
include configuration data to configure the operation of the loT device 101,

[00133] if a response is required, the encryption engine 1661 on the loT device 101
uses the secret or a derived key stream 1o encrypt the response and transmits the
encrypted response (o the loT hub 110 at 1604, which forwards the response to the toT
service 120 at 1605. The encryption engine 1860 on the loT service 120 then decrypls
the response using the secret or a derived key stream and transmits the decrypled
response to the client device 611 at 1606 (e.g., over the SSL or other secure
communication channel).

[00134] Figure 168 illustrates an embodiment which does not require an loT hub.
Father, in this embodiment, communication between the o7 device 101 and loT service
120 occurs through the client device 611 (e.¢., as in the embodiments described above
with respect to Figures 6-88). In this embodiment, to transmit a message to the o7
device 101 the client device 611 tfransmits an unencrypted version of the message io
the loT service 120 al 1611, The encryption engine 1660 encrypts the message using
the secret or the derived key stream and transmits the encrypied message back {o the
client device 611 at 1612. The client device 611 then forwards the encrypted message
to the loT device 101 at 1613, and the encryplion engine 1661 decrypls the message
using the secret or the derived key siream. The loT device 101 may then process the
message as described herein. If a response is required, the encryption engine 1661
encrypis the response using the secret and transmits the encrypted response to the
client device 611 at 1614, which forwards the encrypted response o the loT service 120
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at 1815, The encryplion engine 1660 then decrypts the response and transmits the
decrypted response to the client device 611 at 1616.

[00135] Figure 17 illusirales a key exchange and key stream generation which may
initially be performed between the loT service 120 and the loT device 101, Inone
embodiment, this key exchange may be performed each time the loT service 120 and
foT device 101 establish a new communication session. Alternatively, the key
exchange may be performed and the exchanged session keys may be used for a
specified period of time {e.Q., a day, a week, etc). While no intermediate devices are
shown in Figure 17 for simplicity, communication may occur through the loT hub 110
and/or the client device 611.

[00136] In one embodiment, the encryplion engine 1660 of the loT service 120 sends
a command to the HSM 1830 {e.g., which may be such as a CloudHSM offered by
Amazon®) to generate a session public/private key pair. The HSM 1630 may
subsequently prevent access lo the private session key of the pair. Similarly, the
encryption engine on the 0T device 101 may transmit a command to the HSM 1631
{e.g., such as an AteccH508 HEM from Atmel Corporation®) which generates a session
public/private key pair and prevents access 1o the session private key of the pair. Of
course, the underlying principles of the invention are not limited to any specific type of
encryption engine or manufacturer.

001377  In one embodiment, the loT service 120 transmits ils session public key
generated using the HSM 1630 to the loT device 101 at 1701, The loT device uses its
HSM 1831 to generate its own session public/private key pair and, at 1702, fransmits its
public key of the pair to the loT service 120. In one embodiment, the encryption
engines 1660-1661 use an Elliptic curve Diffie—Helliman (ECDH) protocol, which is an
anonymous key agreement that allows two parties with an elliptic curve public-private
key pair, to establish a shared secrel. In one embodiment, using these techniques, at
1703, the encryption engine 1660 of the loT service 120 generates the secret using the
loT device session public key and iis own session private key. Similarly, at 1704, the
encryption engine 1661 of the loT device 101 independently gensrales the same secret
using the loT service 120 session public key and ils own session private key. More
specifically, in one embodiment, the encryption engine 1660 on the loT service 120
generates the secret according to the formula secref = loT device session pub key ~ loT
service session private key, where ™ means that the loT device session public key is
point-multiplied by the loT service session private key. The encryption engine 1661 on
the 10T device 101 generates the secret according to the formula secref = fo7 service
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session pub key " loT device session private key, where the IoT service session public
key is point multiplied by the IoT device session private Key. In the end, the loT service
120 and loT device 101 have both generated the same secret {0 be used o encrypt
communication as described below. In one embodiment, the encryption engines 1660-
1661 rely on a hardware module such as the KSGMs 1640-1641 respectively to perform
the above operations for generating the secret.

[00138] Once the secret has been delermined, it may be used by the encryption
engines 1660 and 1661 1o encrypt and decrypt data directly. Alternatively, in one
embodiment, the encryption engines 1660-1661 send commands to the KSGMs 1640-
1641 to generale a new key siream using the secrel to encrypt/decrypt each data
packet (i.e., a new key stream daia structure is generated for each packet). In
particular, one embodiment of the key stream generation module 1640-1641
implements a Galois/Counter Mode (GCM) in which a counter value is incremented for
each data packet and is used in combination with the secret to generaie the key stream.
Thus, fo transmil a data packet 1o the loT service 120, the encryption engine 1661 of
the loT device 101 uses the secret and the current counter value 1o cause the KSGMs
1640-1641 1o generate a new key stream and increment the counter value for
generating the next key stream. The newly-generated key siream is then used o
encrypt the data packet prior 1o transmission {o the loT service 120. inone
embodiment, the key stream is XORed with the data to generate the encrypted data
packel. In one embodiment, the loT device 101 transmits the counter value with the
encrypied data packet io the o7 service 120. The encryption engine 1660 on the loT
service then communicales with the KSGM 1640 which uses the received counter value
and the secret io generate the key stream {(which should be the same key stream
because the same secret and counter value are used) and uses the generated key
stream to decrypt the data packet.

[00139] In one embodiment, data packets fransmitled from the loT service 120 to the
loT device 101 are encrypted in the same manner. Specifically, a counter is
incremented for each data packet and used along with the secret to generale a new key
stream. The key stream is then used to encrypt the data (e.g., performing an XOR of
the data and the key stream)} and the encrypted data packet is transmitied with the
counter value o the loT device 101, The encryption engine 1661 on the o7 device 101
then communicates with the KSGM 1841 which uses the counter value and the secret
to generaie the same key stream which is used to decrypt the data packet. Thus, in this
embodiment, the encryplion engines 1660-1661 use their own counter values o
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generate a key siream o encrypt data and use the counter values received with the
encrypted data packets 1o generate a key stream o decrypt the data.

[00140] In one embodiment, each encryption engine 1660-16861 keeps track of the
last counter value if received from the other and includes sequencing logic o detect
whether a counter value is received out of sequence or if the same counter valug is
received more than once. if a counter value is received out of sequence, or if the same
counter value is received more than once, this may indicale that a replay attack is being
aftempted. In response, the encryption engines 1660-1661 may disconnect from the
communication channel and/or may generaie a security alert.

[00141] Figure 18 illusirates an exemplary encrypted data packet emploved in one
embodiment of the invention comprising a 4-byte counter value 1800, a variable-sized
encrypted data field 1801, and a 6-byte tag 1802. In one embodiment, the tag 1802
comprises a checksum value to validaie the decrypled data (once it has been
decrypied).

[00142] As mentioned, in one embodiment, the session public/private key pairs 1650-
1851 exchanged between the 0T service 120 and loT device 101 may be generated
periodically and/or in response 1o the iniliation of each new communication session.
{00143] One embodiment of the invention implements additional technigues for
authenticaling sessions between the 10T service 120 and 107 device 101, in particular,
in one embodiment, hierarchy of public/private key pairs is used including a master key
pair, a set of factory key pairs, and a set of loT service Key pairs, and a set of {07 device
key pairs. In one embodiment, the master key pair comprises a root of trust for all of the
other key pairs and is maintained in a single, highly secure location {(e.g., under the
control of the organization implementing the loT sysiems described herein). The master
private key may be used o generate signatures over (and thereby authenticate) various
other key pairs such as the factory key pairs. The signatures may then be verified using
the master public key. In one embodiment, each factory which manufactures loT
devices is assigned its own factory key pair which may then be used fo authenticate loT
service keys and o7 device keys. For example, in one embodiment, a factory private
key is used to generate a signature over ioT service public keys and loT device public
keys. These signature may then be verified using the corresponding factory public key.
Note that these loT service/device public keys are not the same as the “session”
public/private keys described above with respect to Figures 164A-B. The session
public/private keys described above are temporary (i.e., generated for a service/device
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session) while the [oT service/device key pairs are permanent {i.e., generaied at the

factary).

[00144] With the foregoing relationships between master keys, factory keys,

service/device keys in mind, one embodiment of the invention performs the following

operations 1o provide additional layers of authentication and security between the loT

service 120 and loT device 101

A In one embodiment, the loT service 120 inilially generates a message

containing the following:

1.

The loT service's unique 1D:

¢ The loT service’s serial number;

¢ a Timestamp;

¢ The ID of the factory Key used o sign this unique ID;

e g Class of the unique 1D (i.e., a service);

¢ |07 service's public key

¢ The signature over the unique 1D,

The Factory Certificate including:

+  Altimestamp

¢ The ID of the master key used 1o sign the certificate

e The factory public key

¢ The signature of the Factory Cerlificate

0T service session public key (as described above with respect to
Figures 16A-B)

loT service session public key signature {(e.9., signed with the loT
service's private key)

B. In one embodiment, the message is sent to the 10T device on the

negotiation channel (described below). The loT device parses the message and:

1.

Verifies the signature of the factory certificate {only if present in the
message payload)

Verifies the signature of the unigue 1D using the Key identified by
the unique ID

Verifies the lo7 service session public key signature using the loT
service's public key from the unique 1D

Saves the loT service's public key as well as the loT service's

session public key
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5. Generates the ioT device session key pair

C. The loT device then generates a message containing the following:
1. loT device's unigue 1D
e loT device serial number
¢ Timestamp
e |D of factory key used 10 sign this unique D
e Class of unique 1D (i.e., loT device)
e o7 device's public key
e Signaiure of unigue ID
2. 0T device's session public key
3. Signature of {loT device session public key + 10T service session
public key) signed with [oT device's key

D. This message is sent back to the o7 service. The o7 service parses the
message and:
1. Verifies the signature of the unique D using the factory public key
2. Verifies the signature of the session public keys using the ioT
device's public key
3. Saves the loT device's session public key

E. The loT service then generates a message containing a signature of (loT
device session public key + 10T service session public key) signed with the 10T service's

key.

F. The loT device parses the message and:
1. Verifies the signature of the session public keys using the ioT
service's public key
2. Generates the key stream from the loT device session private key
and the ioT service's session public key
3. The 107 device then sends a “messaging available” message.

G. The loT service then does the following:
1. Generates the key stream from the loT service session private key
and the loT device's session public key
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2. Creates a new message on the messaging channel which contains
the following:
+ (Generates and stores a random 2 byte value
e Set attribute message with the boomerang attribute id
{discussed below) and the random value
H. The loT device receives the message and:
1. Alttemipts to decrypt the message
2. Emits an Update with the same value on the indicated attribute Id

I The loT service recognizes the message payload containg a boomerang
attribute update and:

1. Sets its paired state fo true
2. Sends a pairing complete message on the negotiator channel
J. 0T device receives the message and sets his paired stale (o frue

[00145] While the above techniques are described with respect to an “loT service”
and an "loT device,” the underlying principles of the invention may be implemented o
establish a secure communication channel between any two devices including user
client devices, servers, and Internet services.

[00148] The above technigues are highly secure because the private keys are never
shared over the air (in contrast o current Bluetooth pairing techniques in which a secret
is fransmitted from one parly 1o the other). An attacker listening to the entire
conversation will only have the public keys, which are insufficient to generate the shared
secrel. These techniques also prevent a man-in-the-middie atiack by exchanging signed
public keys. In addition, because GCM and separale counters are used on each
device, any Kind of "replay altack” {where a man in the middle captures the data and
sends it again) is prevented. Some embodiments also prevent replay attacks by using

asymmeirical couniers.

TECHNIQUES FOR EXCHANGING DATA AND
COMMANDS WITHOUT FORMALLY PAIRING DEVICES
[001477 GATT is an acronym for the Generic Attribute Profile, and it defines the way
that two Bluetooth Low Energy (BTLE) devices transfer data back and forth. It makes
use of a generic dala protocol called the Altribute Protocol {ATT), which is used 1o store
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Services, Characterisiics and related data in a simple lookup table using 16-bit
Characteristic {Ds for each entry in the table. Note that while the “characteristics” are
sometimes referred o as “altribules.”

{00148] On Bluetooth devices, the most commonly used characteristic is the devices
“name” (having characteristic 1D 10752 (0x2A00)). For example, a Bluetooth device
may identify other Bluetooth devices within its vicinity by reading the “Name”
characteristic published by those other Bluetooth devices using GATT. Thus, Bluelooth
device have the inherent ability to exchange data without formally pairing/bonding the
devices (note that “paring” and “bonding” are sometimes used interchangeably; the
remainder of this discussion will use the term “pairing™).

[00149] One embodiment of the invention {akes advantage of this capabiiity to
communicate with BTLE-enabled 10T devices without formally pairing with these
devices. Pairing with each individual loT device would extremely inefficient because of
the amount of time required 1o pair with each device and because only one paired
connection may be established at a time.

{00150} Figure 19 illustrates one particular embodiment in which a Bluetooth (BT}
device 1910 establishes a network socket abstraction with a BT communication module
1901 of an loT device 101 without formally establishing a paired BT connection. The
BT device 1910 may be included in an loT hub 110 and/or 3 client device 611 such as
shown in Figure 16A. As illustraled, the BT communication module 1901 maintains a
data structure containing a list of characteristic |Ds, names associated with those
characteristic IDs and values for those characteristic 1Ds. The value for each
characteristic may be stored within a 20-byte buffer identified by the characteristic 1D in
accordance with the current BT standard. However, the underlying principles of the
invention are not iimited to any particular buffer size.

001517  In the example in Figure 18, the "Name” characteristic is a BT -defined
characleristic which is assigned a specific value of “loT Device 14.” One embodiment of
the invention specifies a first set of additional characteristics {o be used for negotiating a
secure communication channel with the BT device 1910 and a second set of additional
characteristics 10 be used for encrypied communication with the BT device 1810, In
particular, a “negotiation write” characteristic, identified by characteristic 1D <65532> in
the Hustrated example, may be used to transmil oulgoing negotiation messages and the
“negotiation read” characteristic, identified by characteristic 1D «85533> may be used to
receive incoming negotlialion messages. The “negotiation messages” may include
messages used by the BT device 1910 and the BT communication module 1801 1
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establish a secure communication channel as described herein. By way of example, in
Figure 17, the 0T device 101 may receive the 10T service session public key 1701 via
the "negotiation read” characterislic <65533>. The key 1701 may be transmilted from
the loT service 120 to a BTLE-enabled loT hub 110 or client device 611 which may then
use GATT to write the key 1701 to the negotiation read value buffer identified by
characteristic 1D <65533>. loT device application logic 1902 may then read the key
1701 from the value buffer identified by characteristic ID <65533> and process it as
described above (e.g., using it to generate a secret and using the secret io generaie a
key stream, eic).

[00152] Hf the key 1701 is greater than 20 bytes (the maximum buffer size in some
current implementations), then it may be wrilten in 20-byte portions. For example, the
first 20 bytes may be written by the BT communication module 1903 to characteristic ID
<65533> and read by the loT device application logic 1902, which may then write an
acknowledgement message 1o the negotiation write value buffer identified by
characteristic ID <85532>. Using GATT, the BT communication module 1803 may read
this acknowledgement from characteristic D <65532> and responsively write the next
20 bytes of the key 1701 to the negotiation read value buffer identified by characteristic
D <65533>. Inthis manner, a network socket abstraction defined by characteristic 1Ds
<65532> and <65533> is established for exchanging negotiation messages used to
establish a secure communication channel.

[00153] In one embodimeni, once the secure communication channel is established,
a second network socket abstraction is established using characteristic 1D <85534> (for
transmitting encrypted data packeis from loT device 101) and characteristic 1D «65533>
{for receiving encryplied data packets by loT device). That is, when BT communication
module 1803 has an encrypted data packet to transmit (e.g., such as encrypted
message 1603 in Figure 184), it starts writing the encrypled data packet, 20 bytes at a
time, using the message read value buffer identified by characteristic 1D <685533». The
0T device appilication logic 1802 will then read the encrypled dafa packet, 20 bytes at a
time, from the read value buffer, sending acknowledgement messages fo the BT
communication module 1903 as needed via the wrile value buffer identified by
characteristic 1D <B85532>.

[00154] In one embodiment, the commands of GET, SET, and UPDATE described
below are used 1o exchange data and commands between the two BT communication
modules 1901 and 1903. For example, the BT communication module 1903 may send
a packet identifying characteristic 1D «<85533> and containing the SET command to
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wriie into the value field/butfer identified by characteristic 1D «85533> which may then
be read by the IoT device application logic 1902, To retrieve data from the loT device
101, the BT communication module 1903 may transmit a GET command directed fo the
value field/buffer identified by characleristic 1D <65534». Inresponse o the GET
command, the BT communication module 1801 may transmit an UPDATE packet to the
BT communication module 1803 containing the data from the value field/buffer identified
by characteristic 1D «<65534>. In addition, UPDATE packels may be transmifted
auiomatically, in response to changes in a particular aitribute on the loT device 101,

For example, if the 10T device is associated with a lighting system and the user turns on
the lights, then an UPDATE packet may be sent {o reflect the change to the on/off
atiribute associated with the lighting application.

{00155] Figure 20 illustrates exemplary packet formats used for GET, SET, and
UPDATE in accordance with one embodiment of the invention. In one embodiment,
these packets are transmitied over the message write <65534> and message read
<B5533> channels following negotiation. In the GET packet 2001, a first 1-byte field
includes a value (0X10} which identifies the packet as a GET packel. A second 1-byte
field includes a request 1D, which uniquely identifies the current GET command (i.e.,
identifies the current transaction with which the GET command is associated). For
example, each instance of a GET command transmitled from a service or device may
be assigned g different request ID. This may be done, for exampile, by incrementing a
counter and using the counter value as the request 1D, However, the underlying
principles of the invention are not limited to any particular manner for setling the request
D,

[00156] A 2-byte atiribute 1D identifies the application-specific atiribule to which the
packet is directed. For example, if the GET command is being sent to loT device 101
iflustrated in Figure 18, the attribute 1D may be used to identify the particular
application-specific value being requesied. Relurning to the above example, the GET
command may be directed to an application-specific attribute 1D such as power status of
a lighting system, which comprises a value identifying whether the lights are powered
on or off (8.g., 1 = on, 0 = off). If the loT device 101 is a security apparatus associated
with a door, then the value field may identify the current status of the door (e.g., 1 =
opened, 0 = closed). In response to the GET command, a response may be
transmitting containing the current value identified by the attribute 1D,

[00157] The SET packet 2002 and UPDATE packet 2003 illusirated in Figure 20 also
include a first 1-byte field identifying the type of packet (i.e., SET and UPDATE), a
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second 1-byte field containing a request ID, and a 2-byte attribute D field identifying an
application-defined atiribute. In addition, the SET packet inciudes a 2-byte length value
identifying the length of data contained in an n-byte value data field. The value data
field may include a command to be executed on the loT device and/or configuration
data to configure the operation of the loT device in some manner {e.g., to set a desired
parameter, 1o power down the 10T device, eic). For example, if the loT device 101
conirols the speed of a fan, the value field may reflect the current fan speed.

[00158] The UPDATE packet 2003 may be fransmitted o provide an updaie of the
results of the SET command. The UPDATE packet 2003 includes a 2-byte length value
field to identify the length of the n-byte value dala field which may include data related
to the results of the SET command. in addition, a 1-byte update state field may identify
the current state of the variable being updated. For exampile, if the SET command
altempted to turn off a light controlled by the o7 device, the update state field may
indicate whether the light was successfully turned off.

[00158] Figure 21 illustrales an exemplary seguence of transactions between the loT
service 120 and an loT device 101 involving the SET and UPDATE commands.
Intermediary devices such as the o7 hub and the user's mobile device are not shown {o
avoid obscuring the underlying principles of the invention. At 2101, the SET command
2101 is transmitied form the loT service {o the loT device 101 and received by the BT
communication module 1901 which responsively updates the GATT value buffer
identified by the characteristic 1D at 2102, The SET command is read from the value
buffer by the low power microcontrolier (MCU) 200 at 2103 {(or by program code being
executed on the low power MCU such as loT device application logic 1902 shown in
Figure 19). Al 2104, the MCU 200 or program code performs an operation in response
to the SET command. For example, the SET command may include an attribute ID
specifying a new configuration parameter such as a new temperature or may include a
state value such as on/off (io cause the 10T device to enter into an “on” or a low power
state). Thus, at 2104, the new value is set in the loT device and an UPDATE command
is returned at 2105 and the actual value is updated in a GATT value field at 2106. iIn
some cases, the actual value will be equal to the desired value. In other cases, the
updated value may be different (i.e., because it may take time for the loT device 101 {o
update certain types of values). Finally, at 2107, the UPDATE command is transmitted
back to the o7 service 120 containing the actual value from the GATT value field.
[00180] Figure 22 illustrates a method for implementing a secure communication

channel between an loT service and an o1 device in accordance with one embodiment
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of the invention. The method may be implemented within the context of the nefwork
architectures described above but is not limited to any specific architecture.

[00161] AL 2201, the loT service creates an encrypted channel to communicate with
the loT hub using elliptic curve digital signature algorithm (ECDSA) certificates. At
2202, the loT service encrypts data/commands in loT device packets using the a
session secret {o create an encrypted device packel. As mentioned above, the session
secret may be independently generated by the loT device and the loT service. Al 2203,
the loT service fransmits the encrypled device packet to the loT hub gver the encrypted
channel. At 2204, without decrypting, the loT hub passes the encrypied devic packet 1o
the o7 device. At 22-5, the loT device uses the session secret 1o decrypt the encrypted
device packet. As mentioned, in one embodimenti this may be accomplished by using
the secret and a counter value (provided with the encrypted device packet) to generate
a key siream and then using the key siream 1o decrypt the packet. Al 2206, the loT
device then exiracts and processes the data and/or commands contained within the
device packel.

[00182] Thus, using the above technigues, bi-directional, secure network socket
abstractions may be eslablished between two BT-enabled devices without formally
pairing the BT devices using standard pairing technigues. While these fechnigues are
described above with respect to an o7 device 101 communicaling with an o7 service
120, the underlying principles of the invention may be implemented to negotiate and
establish a secure communication channel between any two BT-enabled devices.
[00183] Figures 23A-C illustrate a detailed method for pairing devices in accordance
with one embodiment of the invention. The method may be implemented within the
context of the system architeciures described above, but is not limited to any specific
system architectures.

[00164] At 2301, the o7 Service creates a packet containing serial number and
public key of the 10T Service. Al 2302, the loT Service signs the packet using the
factory private key. At 2303, the loT Service sends the packet over an encrypted
channel to the loT hub and at 2304 the loT hub forwards the packet to loT device over
an unencrypted channel. Al 2305, the loT device verifies the signature of packet and, at
23086, the loT device generates a packet containing the serial number and public key of
the loT Device. At 2307, the loT device signs the packet using the factary private key
and at 2308, the loT device sends the packet over the unencrypied channel to the loT
hub.
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[00185] At 2309, the 10T hub forwards the packet to the loT service over an
encrypted channel and at 2310, the 0T Service verifies the signature of the packet. At
2311, the loT Service generates a session key pair, and at 2312 the loT Service
generates a packet containing the session public key, The loT Service then signs the
packet with 10T Service private key at 2313 and, at 2314, the loT Service sends the
packet to the loT hub over the encrypted channel.
[00166] Turning to Figure 23B, the 10T hub forwards the packet to the loT device
over the unencrypted channel at 2315 and, at 2316, the loT device verifies the signature
of packel. Al 2317 the loT device generates session key pair (e.g., using the
technigues described above), and, at 2318, an loT device packet is generated
containing the loT device session public key. At 2319, the loT device signs the o7
device packet with loT device private key. At 2320, the loT device sends the packet to
the loT hub over the unencrypled channel and, at 2321, the loT hub forwards the packet
to the loT service over an encrypled channel.
[0O167] A1 2322, the loT service verifies the signature of the packet {e.g., using the
0T device public key) and, at 2323, the loT service uses the loT service private key and
the loT device public key 10 generale the session secret (as described in delail above).
Al 2324, the loT device uses the [oT device privaie key and 10T service public key to
generate the session secret {again, as described above} and, at 2325, the 10T device
generates a random number and encrypts it using the session secret. Al 2326, the loT
service sends the encrypied packet o [oT hub over the encrypted channel. At 2327,
the 10T hub forwards the encrypted packet to the loT device over the unencrypted
channel. Al 2328, the loT device decrypts the packet using the session secrst.
[00168] Turning to Figure 23C, the loT device re-encrypts the packet using the
session secret at 2329 and, af 2330, the loT device sends the encrypied packet io the
toT hub over the unencrypted channel. At 2331, the loT hub forwards the encrypled
packel 1o the 10T service over the encrypied channel. The loT service decrypts the
packet using the session secref at 2332, At 2333 the loT service verifies that the
random number maiches the random number it sent. The 10T service then sends a
packet indicating that pairing is complete al 2334 and all subsequent messages are
encrypted using the session secret at 2335.

APPARATUS AND METHOD FOR SHARING

WiF SECURITY DATA IN AN 0T SYSTEM
[00189] As mentioned, certain loT devices and loT hubs may be configured fo

establish communication channels over Wiki networks. When esiablishing such a
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connection over a secure Wikl network, a configuration must be performed to provide
the Wiki key to the loT device/hub. The embodiments of the invention described below
include techniques for connecting an loT hub to a secure WiFi channel by sharing
security data such as a Wiki key, thereby simplifying the configuration process.

[00170] As lllustrated in Figure 24, one embodiment of the invention is implemented
within the context of an o7 hub 110 designed to connect a plurality of loT devices 101-
103 1o an loT service 120 over the internet 220 (as in prior embodiments described
above). In one embodiment, the security technigues described above are used to
securely provide the loT hub 110 with a Wiki key and other data such as the SSID of for
a local WiFi router 116. In one embodiment, to configure the loT hub 110, an app on
the client device 135 temporarily performs the functions of an loT hub o
communicatively couple the loT hub 110 o the loT service. The loT hub 110 and loT
service 120 then establish a secure communication channel to provide the WIFi security
dala to the loT hub as described below.

[00171] In particular, Figure 28 illustrates how the 0T hub 110 and loT service 120
include the various security components described above for establishing a secure
communication channel, including encryption engines 1660-1661, secure key stores
1650-1651, KSGM modules 1640-1841, and HSM modules 1630-1631. These
components operale substantially as described above 1o securely connect the ol hub
110 o the loT service 120. In one embodiment, a client app 2505 {or other program
code) executed on the client device 135 includes huby/service connection logic 2503 for
establishing a communication channe! between the loT hub 110 and the loT service 120
and a security module 2502 for generaling and sharing a secret used o encrypt the
WiFi security data, as described below. in one embodiment, the client device 130 forms
a BTLE connection with the loT hub 110 and a WiFi or cellular data connection with the
foT service 120 to establish the connectlion between the o7 hub 110 and the loT
service 120.

[00172] As mentionad, in one embodiment, after the BTLE connection is formed
between the o7 hub 110 and the client device 135 and the WiFi/cellular connection is
formed belween the client device 135 and the 10T service 120, the loT service 120
authenticates with the loT hub using the ECDH key exchange techniques described
above. In this embodiment, the hub/service connection logic 2503 on the client device
135 performs the same or similar functions as the loT hub described above (e.g.,
forming a two way communication channel o pass the data traffic between the loT hub
110 and the loT service 120}.
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[00173] Inone embodiment, a security module 2502 of the client app 2505 generates
a secret to be used for encryption and sends it to the loT hub over the BTLE
communication channel. In one embodiment, the secret comprises a 32 byle random
number {e.g., generated in a similar manner as the keysiream described above). The
secret may be sent in the clear in this embodiment because an attacker will not have
access o the underlving data to use it on {e.g., the WiFi key and associated data).
[00174] The client app 2505 then retrieves the Wikt key and other Wik data (e.9.,
such as the 551D}, encrypis it using the secret, and sends it to the toT service 120. In
one embodiment, the client app 2505 requests this information directly from the user
{e.9., asking the user to enler the key via a GUI). In ancther embodiment, the client app
2505 retrieves it from a local secure storage following authentication by the end user.
The 107 service 120 cannct read the Wik key and other data becauss it does not have
the secret generated by the securily module 2502.

001757 In one embodiment, the loT service 120 then encrypls the (already
encrypted) key and other data and sends the twice-encrypted key/data to the loT hub
110 via the hub/service connection logic 2503. The client app 2505 of this embodiment
cannot read this traffic because only the o7 service 120 and the 10T hub 110 have the
session secret (see, e.g., Figures 16A-23C and associated text). Thus, upon receipt of
the twice-encrypted key and other data, the o1 hub 110 decrypis the twice-encrypted
key/data using the session secret {o generaie the encrypled key/data (the version
encrypied using the secret generaied by the securily module 2502),

[00176] In one embodiment, Wik data processing logic 2510 on the o7 hub then
uses the secret provided by the security module 2502 o decrypt the encrypted key and
other data, resulting in a fully-decrypted WiFi key and associated data. 1t may then use
the WiFi key and data {(e.g., the 351D of the WiFi router 116} o establish a secure
communication channel with the local WiFi router 118, it may then use this connection
to connect with the loT service 120.

001771 A method in accordance with one embodiment of the invention is Hustrated in
Figure 26. The method may be implemented within the context of the system
architectures described above, but is not limited to any particular archilectures.

[00178] AL 2601, the loT service creates an encrypted communication channel using
a session secret to communicate with the 0T hub via a client device. At 2602, the app
on the client device generates a secret 1o be used for encryplion and sends the secret
to the loT hub. At 2603, the app on the client device retrieves the WiFi key, encrypis it
using the secret, and sends it to the loT service. As mentioned, retrieving the Wiki key
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may involve the user manually entering the key or reading the key from a secure
storage on the client device.
[00179] Al 2604, the loT service encrypis the already-encrypted key to generate a
twice-encrypted key and sends it to the loT hub via the client device app. Al 2605, the
foT hub decrypts the twice-encrypted Key using the session secret used to form the
secure communication channel between the loT hub and the IoT service. The resulling
encrypied key is the version which was encrypled using the secret generated by the
app on the clieni device. At 2608, the ioT hub decrypis the encrypted key using the
secret provided by the app, resulting in an unencrypled key. Finally, at 2607, the loT
hub uses the unencrypled WiFi key o establish a secure WiFi connection, which it uses
to connect 1o the loT service.

SYSTEM AND METHOD FOR AUTOMATIC WIRELESS NETWORK

AUTHENTICATION IN AN INTERNET OF THINGS (I0T) SYSTEM
{00180] One embodiment of the invention implements techniques to securely and
auiomatically connect new loT devices and loT hubs fo a Wik router. This embodiment
will initially be described with respect to Figure 27 which includes a master loT hub
2716 which forms local wireless connections to one or more exiender loT hubs 2710-
2711 and/or toT devices 105. As used heresin, an “extender” loT hub is one which
extends the wireless range of the master 10T hub 2716 to connect loT devices 101-104
to the loT system (e.g., loT devices which are out of range of the master loT hub 2716).
For example, the [oT devices 101-104 may form BTLE connections with the loT
extender hubs 2710-2711 {using the various technigues described herein) and the
extender loT hubs 2710-2711 form WiFi connections fo the master loT hub 2716. As
iflustrated, the master loT hub 2716 may also form local wireless connections {(e.g.,
BTLE or Wikl connections) directly to certain loT devices 105 within range.
[00181]  In addition to performing all of the functions of an o7 hub, one embodiment
of the master [oT hub 2716 is also a WiFi router which connects the various loT devices
101-105 and 10T extender hubs 2710-2711 {o the loT service 120 over the Internet 220.
in one embodiment, the master loT hub 2716 includes an authentication module 2720
to authenticate the various o7 devices 101-105 and extender loT hubs 2710-2711 on
the local network. Specifically, in one embodiment, the authentication module 2720
uses a hidden service set identifier (351D) with a known common name which is pre-
programmed into the various 1o devices 101-105 and extender o7 hubs 2710-2711.
For example, an S81D such as “_afero” may be used by the authentication module 2720
and each loT device 101-104 and exiender loT hub 2710-2711 may be pre-
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programmed with this SS1D so that these hubs/devices may automatically connect with
the master o7 hub 2716, In addition, the authentication logic 2720 may require a
security passphrase such as WPAZ passphrase. In one embodiment, each ioT device
101-105 and extender loT hub 2710-2711 is also pre-programmed with this passphrase
to automatically connect o the master loT hub 2716 during user instaliation.

001827 In one embodiment, a firewall 2730 is implemented on the master loT hub
2716 1o prevent all incoming connection requests and oulgoing connection requesis
except those {0 a small set of servers within the loT service 120 {or other external
services) having known host names. In this embodiment, the io7 devices 101-105 may
use the loT service 120 through the master loT hub 2716 but are not permitted o
connect to any servers other than those programmed in the master foT hub 2716, In
this manner, the o7 devices 101-104 may be securely configured and connected to the
0T service 120 by an end user.

[00183] In addition, for an additional layer of securily, the authentication module 2720
or firewall 2730 may be programmed with a whitelist identifving all loT devices 101-105
and extender 10T hubs 2710-2711 which are permitted (o connect to the master o1 hub
2716. In one embodiment, the medium access control (MAC) address of each
authorized loT device 101-105 and extender loT hub 2710-2711 are included in the
whitelist. Only those loT devices and extender loT hubs which are on the whitelist are
permitted 1o connect through the master IoT hub 2716, The loT service 120 may
periodically update the whitelist as new loT devices 101-105 and extender loT hubs
2710-2711 are provided {o end users.

[00184] In one embodiment, an existing WiFi router may be configured to perform the
various functions described herein. For example, the firewall 2730 of a WiFi router may
be programmed to block all incoming and oulgoing connections other than those from
servers of the o7 service 120. In addition, the firewall 2730 may be configured o only
allow connections from o7 devices and loT exiender hubs with MAC addresses on a
whitelist (which, as described above, may be updaied periodically or dynamically from
the loT service 120). In addition, the WiFi router may be programmed with a hidden
SSID and passphrase pre-configured on the 10T devices 101-105 and loT extender
hubs 2710-2711.

[00185] A method in accordance with one embodiment of the invention is illustrated in
Figure 28. The method may be implemented on the system architecitures described

above but is not limited to any particular system architecture.
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[00186] At 2801, the master [oT hub is programmed with a hidden SSID and
passphrase. At 2802, one or more extender [oT hubs and/or 107 devices connect {o the
master 10T hub using the SSID and passphrase. At 2803, the firewall on the master loT
hub is programmed o block any incoming connection requests and outgoing connection
requests other than those for a specified set of servers (e.g., servers within the loT
service). At 2804, the loT hub is programmed with a whitelist of MAC addresses of loT
devices and/or extender loT hubs. Al 2805, an loT device and/or exiender loT hub
attempis to connect through the master loT hub. If the connection reguest is not
directed {0 an authorized server (e.q., within the 0T service), determined at 2807, then
the connection attempt is blocked at 2809. If the server is authorized, then at 2807, a
determination is made as to whether the MAC address of the loT device or extender ioT
hub is included in the whitelist. If not, then the connection is blocked at 2809. I so,
then the connection is established at 2808.

[00187] Embodiments of the invention may include various steps, which have been
described above. The steps may be embodied in machine-executable instructions
which may be used {0 cause a general-purpose or special-purpose processor 1o
perform the steps. Alternatively, these steps may be performed by specific hardware
components that contain hardwired logic for performing the steps, or by any
combination of programmed computer components and custom hardware components.
{00188] As described herein, instructions may refer to specific configurations of
hardware such as application specific integrated circuits (ASICs) configured to perform
certain operations or having a predetermined functionality or software instructions
stored in memory embodied in a non-transitory computer readable medium. Thus, the
techniques shown in the figures can be implemented using code and data stored and
executed on one or more glectronic devices {e.¢., an end station, a network element,
efc.}). Such electronic devices store and communicate {internally and/or with other
electronic devices over a network) code and daia using computer machine-readable
media, such as non-transitory computer machine-readable storage media {e.g.,
magnetic disks; optical disks; random access memory; read only memory; flash memory
devices; phase-change memory) and transitory compuier machine-readable
communication media {e.g., electrical, optical, acoustical or other form of propagaied
signals — such as carrier waves, infrared signals, digital signals, etc.}. In addition, such
slectronic devices typically include a set of one or more processers coupled 1o one or
more other components, such as one or more storage devices (non-transitory machine-
readable storage media), user input/ouiput devices (e.¢., a Keyboard, a touchscreen,
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and/or a display), and network connections. The coupling of the set of processors and
other components is typically through one or more busses and bridges {also lermed as
bus controliers). The storage device and signals carrying the network traffic
respectively represent one or more machine-readable storage media and machine-
readable communication media. Thus, the storage device of a given electronic device
typically stores code and/or data for execution on the set of one or more processors of
that electronic device. Of course, one or more parts of an embodiment of the invention
may be implemented using different combinations of software, firmware, and/or
hardware.

[00189] Throughout this detailed description, for the purposes of explanation,
numerous specific details were set forth in order to provide a thorough understanding of
the present invention. 1t will be apparent, however, to one skilled in the art that the
invention may be practiced without some of these specific details. In certain instances,
well known structures and funclions were not described in elaborate detall in order to
avoid obscuring the subject matier of the present invention. Accordingly, the scope and
spirit of the invention should be judged in terms of the claims which foliow.
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CLAIMS

What is claimed is:

1. An Internet of Things (IoT) hub comprising:

a first local wireless communication interface to establish first local wireless
connections with one or more loT devices and/or loT extender hubs using a first local
wireless communication protocol;

a network router o establish network connections over the Internet on behalf of
all or a subset of the loT devices and/or 10T extender hubs;

an authentication module o receive connection requests from the o7 devices
and/or an loT extender hubs and to grant the connection requesis when the loT devices
and/or loT extender hubs use proper authentication; and

a firewall of the 107 hub to block all outgoing and incoming connection requests
other than those directed to designated servers of an loT service with known host

flames.

2. The ioT hub as in claim 1 wherein the authentication module is further
configured to deny connection requests other than those from loT devices and/or loT
extender hubs having known medium access conirol (MAC) addresses.

3. The ioT hub as in claim 1 wherein the first local wireless communication

interface comprises a Wiki interface.

4. The loT hub as in claim 3 wherein the WiFi interface comprises an
802.11ac interface.

5. The ioT hub as in claim 1 wherein the firewall is to be updated over the

Internet to include new host names of designated servers of the loT service.

8. The loT hub as in claim 1 further comprising:
a second local wireless communicalion interface 1o establish second local
wireless connections with one or more other loT devices using a second local wireless

communication protocol.

7. The loT hub as in claim 6 wherein the second local wireless
communication interface comprises a Blueiocoth Low Energy (BTLE) interface.
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8. The loT hub as in claim 1 wherein the authentication module is pre-
configured with a passphrase and a hidden service set identifier (581D), the
authentication moduie to grant the connection requests o those ioT devices and/or loT
extender hubs which use the pre-configured passphrase and hidden SSID.

9. A method comprising:

establishing first local wireless connections between an loT hub and one or more
o devices and/or loT extender hubs using a first local wireless communication
protocol;

receiving connectlion reguests from the loT devices and/or an 10T extender hubs
use proper authentication;

granting the conneclion requests when the loT devices and/or loT extender hubs
use the pre-configured passphrase and hidden SSID, and responsively connecling the
loT devices and/or loT hubs o an loT service; and

blocking all cutgoing and incoming connection requests, other than those
directed 1o designated servers of the 0T service with known host names.

10.  The method as in claim 9 further comprising:
blocking all local wireless connection requesis other than those from loT devices
and/or loT extender hubs having known medium access control (MAC) addresses.

11, The method as in claim 10 wherein the first local wireless communication

protocol comprises a WiFi protocol.

12.  The method as in claim 11 wherein the WiFi protocol comprises an
802.11ac prolocol.

13. The method as in claim 8 further comprising:
updating the loT hub over the Internet to include new host names of designated
servers of the loT service.

4. The method as in claim 9 further comprising:
establishing second local wireless connections with one or more other loT

devices using a second local wireless communication protocol.
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15,  The method as in claim 14 wherein the second local wirgless
communication protocol comprises a Blustooth Low Energy (BTLE) protocol.

16.  The method as in claim 9 wherein the authentication module is pre-
configured with a passphrase and a hidden service set identifier (881D), and wherein
proper authentication comprises the [oT devices and/or loT extender hubs using the
pre-configured passphrase and hidden SSID.

7. A system comprising:

an loT service;

a plurality of 10T devices and/or loT extender hubs 1o attempt to connect with the
foT service over the internet;

an internet of Things (loT) hub comprising:

a first local wireless communication interface to establish first local
wireless connechions with one or more loT devices and/or loT extender hubs
using a first local wireless communication protocol;

a network router to establish network connections over the Internet on
behalf of all or a subset of the 10T devices and/or loT extender hubs;

an authentication module to receive connection requests from the loT
devices and/or an o1 extender hubs and to grani the connection requests when
the loT devices andior loT extender hubs use proper authentication; and

a firewall of the {oT hub to block all cutgoing and incoming connection
requests other than those directed to designated servers of an loT service with
known host names.

18.  The sysiem gs in claim 17 wherein the authentication module is further
configured o deny connection requests other than those from loT devices and/or loT
extender hubs having known medium access control (MAQC) addresses.

19.  The gsystem as in claim 17 wherein the first local wireless communication
interface comprises a Wikl interface.

20.  The sysiem as in claim 19 wherein the WiFi interface comprises an
802.11ac interface.
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21, The system as in claim 17 wherein the firewall is 1o be updated over the
Internet to include new host names of designated servers of the loT service.

22.  The system as in claim 17 further comprising:
a second iocal wireless communication interface to establish second local
wirgless connections with one or more other [o7 devices using a second local wircless

communication protocol.

23. The system as in claim 22 wherein the second local wireless
communication interface comprises a Bluetooth Low Energy (BTLE) interface.

24.  The sysiem as in claim 17 wherein the authentication moduie is pre-
configured with a passphrase and a hidden service sel identifier (8S1D), the
authentication module to grant the connection requests to those loT devices and/or loT
extender hubs which use the pre-configured passphrase and hidden S5ID.
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