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METHOD FOR ACCESSING A CSMA COMMUNICATION MEDIUM

TECHNICAL FIELD

The present invention relates to the field of communication networks, and more particularly
a method for access to a medium when interference is detected on this medium. The present
invention relates in particular to a method for adapting a device according to a Wi-Fi (wireless
fidelity) standard in the presence of interference caused by a device in accordance with an

LTE (long-term evolution) standard sharing the same frequency band as the Wi-Fi device.

PRIOR ART

IEEE 802.11 is a set of standards concerning local wireless networks. They are specified in
the IEEE (Institute of Electrical and Electronics Engineers) by a working group that bears the
same name. A subset of these standards is used as a basis by a body, the Wi-Fi Alliance, in
order to produce certification programmes ensuring a certain level of interoperability. An item
of equipment certified by the Wi-Fi Alliance can use the mark Wi-Fi. The terms “IEEE 802.11”
and “Wi-F1” will hereinafter be used indifferently to designate the same thing.

IEEE 802.11 (or Wi-Fi) defines protocols (or communication standards) for physical
transmission and access to a wireless medium, the medium typically being a channel of a
non-licensed frequency band, for example a so-called ISM (industrial, scientific and medical)
band. IEEE 802.11 is based on a method for access to the medium of the carrier sense
multiple access (CSMA) type with collision avoidance (CA). A CSMA/CA medium-access
method, and more generally a CSMA access method, is based on a founding principle that
equipment wishing to send a message over the medium must check whether the medium is
available before sending the message (the principle of “listen before talk’ (LBT)). In order to
limit and avoid collisions occurring when items of equipment send messages at the same
time over the medium, a so-called “back-off exponential” method is established. This method
(illustrated In Fig. 1) describes the method followed by a device using a medium-access
method of the ISM type in accordance with IEEE 802.11. Step 100 corresponds to a phase
of initialization of the process, taking place typically when the device must send a message,
that is to say a frame or data packet is to be sent over the medium, either immmediately after
a successful sending or after determination that the medium was busy at the instant of

sending of the message. Before being able to transmit this message, the device determines
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a value of a time counter, this value of the time counter being chosen randomly in a time
interval referred to as the “contention window” (Fc). Then, in following steps 120 and 160,
the device listens on the medium. If the medium is busy (step 160), the value of the time
counter is frozen, otherwise the value of the time counter is decremented. Possibly, the value
of the time counter is expressed in the form of a given number of time slots. At the expiry of
the time counter, the message is sent in a step 130. If an acknowledgement (ACQ) is
received (step 140) then the message is considered to be received, and the method ends
(step 150). If no acknowledgement is received (step 140), the message is not considered to
be received and must be re-sent (return to step 110). In this new implementation of step 110,
the device increases the size of the contention window (typically the size of the contention
window is doubled at each implementation of step 110, up to a predefined maximum value).
Then the device chooses a new time-counter value in this new time interval defined by the
contention window of increased size. Steps 110, 120, 130 and 140 are repeated until there
is correct transmission of the message. When a new message is sent, the method
recommences at step 100, the value of the contention window being reinitialized to its initial
value. It should be noted that, when the method is executed, when the size of the contention
window has reached its predefined maximum value, this predefined maximum value is
preserved for a certain number of attempts at transmission of the message before possibly
being reinitialized to its initial value by the device. It should also be noted that an additional
step 125 of the RTS-CTS (ready to send/clear to send) type may be performed in order to
reduce risks of collisions when a message is transmitted.
In this method, according to the IEEE 802.11 standard, the medium is considered to be busy
if:
- any signal with a power above a first power threshold denoted “CCA-ED” (clear channel
assessment-energy detection) is detected by the device, or
- asignal in accordance with an IEEE 802.11 standard with a power higher than a second
power threshold referred to as minimal sensitivity, denoted “CCA-SD’ (clear channel

assessment-signal detection) is detected by the device.

Typically a value of the first power threshold CCA-ED is -62 dBm and a value of the second
power threshold CCA-SD is -82 dBm.
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When a plurality of devices in accordance with the IEEE 802.11 standard are operating on
the same medium, this access method in general proves to be effective and equitable for
sharing the medium between the various devices, that is to say for equitable sharing of the
bandwidth available for the sending of messages by each device.

It is at the present time envisaged that devices in accordance with standards of the LTE type
(long-term evolution, the evolution of so-called “4G” mobile telephony standards) can use
the same ISM non-licensed frequency bands. Devices using these two standards—
[EEE 802.11 and LTE—must then share the same medium, which poses a problem of
equitable sharing of the medium between devices using different communication standards.
Some LTE standards use a medium-access method similar to the IEEE 802.11 standard.
Thus, though the so-called LTE-LAA (Licensed-Assisted Access for Unlicensed Spectrum)
standards, defined by the 3GPP (3rd Generation Partnership Project) organisation use a
medium-access method of the “listen before talk” (LBT) type, this is not the case with the
LTE-U (LTE in unlicensed spectrum) standard defined by the LTE-U forum.

Thus a device in accordance with the LTE-U standard defines functioning where a device
alternates between periods of continuous sendings and periods without sending (duty cycle).
During the sending period, the LTE-U device monopolizes access to the medium, without
the possibility of sharing of the medium access with another device such as an IEEE 802.11
device during this time.

Though the LTE-LAA standard does indeed introduce a medium-access method of the LBT
type, implementation of the LBT method is however different. Thus the standard defined by
3GPP known as “LTE-LAA cat3” uses a contention window of frozen or fixed size, rather
than variable as in the IEEE 802.11 standards. It corresponds to option B of the standard
defined by the ETSI (EN 301 893 v1.8.1-2015-03). Another use of this standard defined by
the 3GPP known as “LTE-LAA cat4” does indeed use a contention window of variable size
in a way similar to IEEE 802.11, but however the size of the contention window varies
according to a criterion other than the non-acknowledgement of a message transmitted and
its size is reinitialized to its initial value after it has reached its maximum value. It corresponds
to option A of the standard defined by the ETSI (EN 301 893 v1.8.1 - 2015-03). There again,
devices using a communication standard of the LTE-LAA (cat3 or cat4) type will have a
tendency to monopolize a bandwidth available on the medium to the detriment of devices

implementing IEEE 802.11 standards.
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The document WO 2013112983 proposes a method allowing the coexistence of different
radio communication technologies on the same frequency band, but this document is based
on a need for cooperation between the systems concerned. The prerequisite is particularly
constraining, requiring the solution to be deployed on both systems.

The documents US 20130343288 and US 20150215100 propose solutions for improving the
coexistence between the LTE and IEEE 802.11 systems, but these solutions are
implemented only on systems of the LTE type. These solutions do however favour LTE
communications and leave a Wi-Fi system without any defense in the face of an interfering
LTE system not using these solutions.

It is therefore desirable to propose a method for adapting a method for access to a medium
in accordance with a standard of the IEEE 802.11 type used by a first device when other

devices using a standard of the LTE type have access to the same medium.

DISCLOSURE OF THE INVENTION

To this end, a method is proposed for access to a wireless communication medium, the
access being of the “carrier sense multiple access” (CSMA) type, wherein a device, referred
to as the sending device, wishing to send a message over said medium checks whether said
medium is available before sending said message, the medium being busy when a signal
coming from another device and detected by said sending device has a power higher than a
predetermined power threshold.

The method comprises, when it is executed by a first device, the following steps: determining
a proportion of a first observation period during which the first device detects an interfering
signal with a power higher than said power threshold, the interfering signal being sent by a
second device accessing the medium, and, if said proportion is higher than a predefined
value, then modifying the value of the power threshold by lowering it.

Advantageously, lowering the value of the power threshold enables the device implementing
the adaptation method to be more sensitive to the signals detected on the medium. Thus a
device implementing the invention is more sensitive to the presence of signals on the
medium and will not attempt to send a message that would probably not have been correctly
received by the destination device.

According to a complementary embodiment of the invention, the method for access to the

communication medium using a contention window, with a size that may vary between an
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initial size and a maximum size greater than the initial size, for sending a message, each
message sent according to the medium-access method by a sending device comprising a
preamble, the interfering signal not corresponding to such a message comprising a
preamble, the method comprises the following subsequent steps: determining, during a
second observation period, a first cumulative duration during which the interfering signal is
detected on the medium with a power higher than the modified value of the power threshold,
determining, during the second observation period, a second cumulative duration during
which the size of the contention window is greater than its initial size, determining the type
of the interfering signal by comparison of the first cumulative duration and the second
cumulative duration.

Advantageously, the device can characterize the source of the interferences by comparison
of a first cumulative duration representing a time relating to interferences coming from
devices not in accordance with the medium-access method with a second cumulative
duration representing a time relating to interferences coming from devices implementing an
identical medium-access method.

According to a complementary embodiment of the invention, the method for access to the
communication medium comprising a step of acknowledgement of a sent message, the
method for access to the communication medium comprises the following subsequent steps:
determining a mean duration that elapses between a moment where the first device takes a
decision to send a message and a moment where said message is acknowledged, if the
value of the mean duration is greater than a predefined value, and, if the previously
determined interfering signal is of a first predetermined type, then modifying management of
the contention window used, so as to fix the size of the contention window or to reinitialize
the size of the contention window to its initial value when a predefined size is reached.
Advantageously, adapting the management of the contention window makes it possible to
establish management of this contention window similar to the medium-access method of
the device causing the interference and therefore to re-establish equilibrium in the sharing
of access to the medium.

According to a complementary embodiment of the invention, the method for access to the
communication medium further comprises the following steps: if the value of the mean
duration is greater than a predefined value and if the previously determined interfering signal

is not of said first type, then sending a message to a third device, the message comprising
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a request for information on the implementation of the method for access to the
communication medium by the second device and, from a message received in response to
said message comprising a request for information, determining whether the source of
interference uses the present method for access to a communication medium.

According to a complementary embodiment of the invention, the medium is a medium of the
radio type.

According to a complementary embodiment of the invention, the method for access to the
communication medium is in accordance with a communication standard of the IEEE 802.11
type as long as the power threshold or the management of the contention window is not
modified.

According to a complementary embodiment, the method for access to the communication
medium further comprises the following step, when the power threshold or the management
of the contention window is modified, of sending a message indicating that interference has
been detected on the medium, the message comprising the modified value of the power
threshold or an indication of the modification of the contention window, the sending of the
message taking place periodically or following the reception of a request.

The present invention also relates to a device comprising means for access to a wireless
communication medium, the access being of the “carrier sense multiple access” (CSMA)
type, in which a device, referred to as the sending device, wishing to send a message over
said medium, checks whether said medium is available before sending said message, the
medium being busy when a signal coming from another device and detected by said sending
device has a power higher than a predetermined power threshold. The device comprises
means for determining a proportion of an observation period during which the device detects
an interfering signal with a power higher than the power threshold, the interfering signal being
sent by another device accessing the medium, and means for modifying the value of the
power threshold by lowering it if this proportion is higher than a predefined value.

The present invention also relates to a computer program, comprising instructions for the
implementation, by a processor, of the method for access to the communication medium
according to the invention, when said computer program is executed by said processor.

The present invention also relates to storage means storing said computer program.
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BRIEF DESCRIPTION OF THE DRAWINGS
The features of the invention mentioned above, as well as others, will emerge more clearly
from a reading of the following description of an example embodiment, said description being

given in relation to the accompanying drawings, among which:

Fig. 1 is a schematic illustration of a known method for access to a medium in accordance
with the IEEE 802.11 standard;

Fig. 2 is a schematic representation of an example of a system implementing a method for
adaptation, according to an embodiment of the invention, to a source of interference included
in a method for access to a medium of the CSMA type, for example IEEE 802.11;

Fig. 3 is a schematic illustration of an example of hardware architecture of a device able to
implement the invention;

Fig. 4 is an illustration of a method, according to an embodiment of the invention, for

adaptation to a source of interference of a method for access to a medium of the IEEE 802.11

type.

DETAILED DISCLOSURE OF EMBODIMENTS

Fig. 2 is a schematic representation of an example of a system implementing the method for
adaptation, according to an embodiment of the invention, to a source of interference included
in a method for access to a medium of the CSMA type, for example IEEE 802.11. Devices
200 and 210 are able to implement a communication standard in accordance with an
IEEE 802.11 standard or Wi-Fi certified devices. These devices can therefore communicate,
that is to say send and receive messages, via a medium, this medium being a radio-
frequency band. This frequency band is typically a frequency band not requiring a license for
use thereof, for example a so-called ISM frequency band. The frequency band is possibly
divided into various channels, each channel being able to be used by the devices 200 and
210. The device 200 is typically a Wi-Fi access point (AP), for example a device comprising
routing functions and at least means for connection to another communication network, for
example an internet connection via an xDSL (digital subscriber line) access. The device 210
is typically a station (STA), that is to say an item of equipment able to connect via a Wi-Fi
connection to a Wi-Fi access point such as the device 200. According to a complementary

embodiment, the devices 200 and 210 are both Wi-Fi access points or both Wi-Fi stations,
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for example connected directly via a so-called ad hoc connection. A Wi-Fi network is spoken
of when a plurality of devices, such as the devices 200 and 210, are connected together by
Wi-Fi technology. A Wi-Fi (or IEEE 802.11) network comprises an access point (device 200)
and a plurality of stations such as the device 210, a given Wi-Fi network being identified by
an SSID (service set identifier) parameter.

A device 220 comprises at least one communication interface in accordance with an LTE or
4G standard. Possibly, this LTE standard allows the use of the unlicensed frequency band
used by the devices 200 and 210 for communicating in Wi-Fi. The device 220 is therefore a
source of interference (INT) for the Wi-Fi communications when it is sending in accordance
with the LTE standard on the same channel as the one that is used by the devices 200 and
210. In other words, the device 220 interferes with the communications between the devices
200 and 210 when it sends messages. The sending of a message means the sending by the
device 220 of a signal in accordance with the LTE standard over the common channel, this
so-called LTE signal interfering with the Wi-Fi communications between the items of
equipment 200 and 210.

Fig. 3 illustrates schematically an example of hardware architecture of a device 300. The
device 300 is the device 200 or the device 210 of Fig. 2. The device 300 comprises,
connected by a communication bus 320: a processor or CPU (central processing unit) 310;
a random access memory (RAM) 311; a read only memory (ROM) 312; a storage unit or a
storage medium reader, such as an SD (secure digital) card reader or a hard disk drive
(HDD) 313; and at least one network interface or radio module 314 enabling the device 300
to access a medium, for example of the radio-frequency type. The network interface 314
may be in accordance with IEEE 802.11 communication standards and thus enable the
device 300 to access a so-called ISM frequency band in order to connect to other devices
implementing this same standard. The network interface 314 can thus access various
predefined channels within a frequency band and exchange messages with other compatible
devices, that is to say send messages to another device and receive messages from this
other device.

The processor 310 is capable of executing instructions loaded into the RAM 311 from the
ROM 312, from a memory or storage medium, internal or external, 313, or from a
communication network via the network interface 314. When the device 300 is powered up,

the processor 310 is capable of reading instructions from the RAM 311 and executing them.
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These instructions form a computer program enabling the implementation or the execution,
by the processor 310, of all or some of the modules, methods and steps described in the
present document.

Thus all or some of the modules, methods and steps described in the present document may
be implemented in software form by the execution of a set of instructions by a programmable
machine, such as a DSP (digital signal processor) or a microcontroller. All or some of the
modules, methods and steps described hereinafter may also be implemented in hardware
form by a machine or a dedicated component, such as an FPGA (field-programmable gate
array) or an ASIC (application-specific integrated circuit).

Fig. 4 is an illustration of a method, according to one embodiment of the invention, for
adaptation to a source of interference of a method for access to a medium of the IEEE 802.11
type. The method is implemented by the device 300, which may be the device 200 or the
device 210 in Fig. 2, the devices 200 and 210 exchanging messages in accordance with
IEEE 802.11 over a medium, for example a first channel of a frequency band.

A first step 400 is a step of initialization of the adaptation method. The adaptation method
may be initiated in accordance with various criteria. According to one embodiment of the
invention, the method is initiated when the device 300 finds for example that its transmission
rate drops or that a transmission quality decreases. According to one embodiment of the
invention, the method is initiated periodically or after reception of a request coming from
another device, the request comprising information indicating that the adaptation method
must be initiated. According to one embodiment of the invention, the method is implemented
continuously by the device 300, that is to say the steps described below, particularly the
steps comprising parameter-evaluation phases, can be carried out continuously.

A step 405 is a phase of observation of the medium. This observation phase is implemented
during a first observation period Tobs1. Tobs1 IS typically around a few seconds. According to
one embodiment of the invention, as previously stated, this observation phase may be
implemented in isolation or periodically. According to an alternative embodiment of the
invention, the observation phase is implemented continuously over a sliding time window
with a duration equal to the first observation period Tobs1. During this observation phase, the
device 300 determines a duration Tep1. The duration Tep1 is a total duration counting for how
much time a signal not in conformity with IEEE 802.11 is detected on the medium during the

observation period Tobst. The |EEE 802.11 standard provides for a message sent in
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conformity with this standard to comprise a preamble. Thus each message sent in
accordance with the method for access to the medium by a sending device comprises a
preamble. A signal not comprising such a preamble is considered to be non-conforming. A
signal not conforming to IEEE 802.11 is considered to be detected if it has a power captured
by the device 300 higher than the first power threshold CCA-ED, that is to say typically -62
dBm. This total duration Tep1 corresponds to the total duration during which a signal other
than Wi-Fi (or IEEE 802.11) is detected on the medium during the observation phase, this
signal having a measured power higher than the power threshold CCA-ED.

The device 300 determines, during this same first observation period Toebs1, the total duration
Tew during which the size of the contention window of the device 300 is greater than its initial
size. The size of the contention window varies according to the principles of the IEEE 802.11
standard described above. This duration Tcw is determined thus:

- starting of a time counter at the time of the first increase in the size of the contention
window caused by the non-reception of an acknowledgement following a first sending
of a message,

- stoppage of the time counter when the size of the contention window is reinitialized to

its initial size.

The size of the contention window is reinitialized to its initial size after reception by the device
300 of an acknowledgement, signifying that the message sent was indeed received, or when
a predetermined number of retransmissions of the message has been reached.

Tcw is the total time measured by the time counter, a time counter that can be started and
stopped a plurality of times during the first observation period Tobs1. Tow corresponds to a
total time during the first observation period Tobst during which the device 300 is awaiting
acknowledgement of a resending of a message following a first sending of the non-
acknowledged message. One or more resendings may then take place. This situation may
in particular arise when interference disturbs the sending of the messages by the device 300.
In the presence of a device 300 implementing a standard according to IEEE 802.11
comprising technology of the RTS-CTS type described during step 125 in Fig. 1, it is then
highly probable that the interference is due to at least one interfering device not in conformity
with this |IEEE 802.11 standard and therefore possibly that this interfering device is in

accordance with a standard of the LTE type using the same medium.
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The device 300 determines an interference time Tint as being the sum of Tep1 and Tew:
TinT =Tep1 +Tew

It should be noted that the interference time value Tint may be greater than Tobs1 Since Tep1
and Tcw may overlap.

According to alternative embodiments of the invention, the device 300 may use Tint=Tep1 or
Tint=Tcw as the interference time value rather than the sum of the two parameters Tep1 and
Tew.

In a step 410, the device then determines a first ratio Rint between the interference time Tint
and the first observation period Tobs1:

RINT =TiNT /Tobs1

The device 300 determines whether this ratio RinT is greater than or equal to a predefined
value Rureshola1. If such is the case, the device 300 considers that interference is present on
the medium and that this interference is possibly of type LTE. According to one embodiment
of the invention, a first correction mechanism is implemented in a following step 415. If
RiNnT<Rthreshoidt, the device 300 recommences an observation step 405, possibly after a pause
time. Alternatively, the observation phase implemented during step 405 may be implemented
continuously, as well as the evaluation of the value Rint, the observation phase taking place
over a sliding time window of size Tobs1.

According to one embodiment of the invention, the device 300 sends a message comprising
at least one item of information indicating that interference has been detected on the channel.
This message may comprise the values of the various parameters calculated by the device
300. The device 300 may send this message to the devices with which it is in communication,
that is to say to the stations connected in the case where the device 300 is an access point,
or to the access point to which the device 300 is connected in the case where the device 300
Is a station. The message may also be sent following the reception of a message comprising
a request received from another device. A device receiving such a message comprising
information indicating the presence of interference on a channel may record this information
In association with said channel, possibly during a predefined period.

If RinT is greater than or equal to Riresholat, the device 300 attempts to change the

transmission channel in a step 415 in order to switch to a channel without interference.
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Depending on whether the device 300 is an access point 200 or a station 210, the channel-
change step 415 may be carried out differently.

If the device 300 is an access point, the device 300 may select a different channel among
various possible channels in the frequency band. The device 300 then uses known criteria
for selection of a new channel. According to one embodiment of the invention, the device
300 adds to the known selection criteria at least one criterion based on information received
from other devices indicating detection of interference according to the present method and
previously stored. If a new channel is selected, the device 300 sends a message to
connected stations, the message comprising information on the change of communication
channel and possibly a reason for this change. The device 300 for this purpose sends a
frame as described in the IEEE 802.11-2012 standard at Part 8.4.2.21, possibly
supplemented by a field comprising the reason for the change of channel. The change of
channel is next implemented by the access point after a predetermined period known to the
stations.

If the device 300 is a station, according to one embodiment of the invention, the device 300
seeks to connect to the access point using another channel if the access point offers this
possibility (plurality of channels available at the same time). According to another
embodiment of the invention, the device 300 seeks to connect to another access point using
another channel. Possibly, if the device 300 disconnects from an access point, a message
Is sent to this access point comprising information on the reason for the disconnection,
indicating for example a level of interference detected, the interference level being
determined for example according to the value of the ratio Rint. According to one
embodiment of the invention, the device 300 also indicates, at the time of connection to a
new access point, the reason for its connection, that is to say a channel with interference
has been detected. The device 300 for this purpose sends a frame, referred to as a
management frame, as described in the |EEE 802.11-2012 standard, part 8.3.3,
supplemented by a field indicating the cause for the change of channel. More particularly, a
frame referred to as an association frame, or a frame referred to as a deassociation frame,
defined in the |IEEE 802.11-2012 standard, Parts 8.3.3.4 and 8.3.3.5, may be sent, further
comprising information indicating the reason for the change of channel. According to one
embodiment of the invention, a plurality of elements are included in association with the

information indicating the reason for the change of channel, for example at least one of the
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parameters that gave rise to the taking of the decision to change channel (values of CCA-
ED, Teb1, Tew, Tint, Tobs1, Rinresholat, RiNT, €tC.). A device that receives such messages may
record the information received, for example in association with the channel concerned.

If it is not possible to change channel, or if the change of channel does not solve the
interference problem, then a step 420 of characterisation of the interference source is
implemented. Step 420 comprises a first action of modification by the device 300 of the value
used for the parameter CCA-ED, the modification consisting of a reduction of this value. The
parameter CCA-ED corresponds to a first power threshold. As described previously, the
device 300 wishing to transmit a message and detecting a signal with a power higher than
the value of the parameter CCA-ED on the channel deduces from this that the channel is
busy and defers the transmission of a message to be sent. Reducing the value of the
parameter CCA-ED makes it possible to prevent the device 300 sending a message while a
signal, with a power lower than the initial value of the parameter CCA-ED, that is to say
-62 dBm, is detected on the channel, knowing that very probably this signal will interfere
with the transmission of the message. According to one embodiment of the invention, the
new value of CCA-ED is chosen identical to the value of the minimum sensitivity CCA-SD,
that is to say -82dBm. The device 300, from step 420, therefore implements a
communication standard in accordance with |[EEE 802.11, while however modifying the
value of the parameter CCA-ED, normally fixed at -62 dBm, by a lower value, typically
-82 dBm. The device 300 may send a message comprising information indicating that it is
implementing the |IEEE 802.11 standard with a modified value of CCA-ED, the message
comprising this modified value. The device 300 may send this message periodically or
integrate this information in addition in a message sent regularly, for example a so-called
‘beacon” message if the device 300 is an access point.

Reducing the value of CCA-ED, for example to =82 dBm, advantageously enables the device
300 to cohabit better with a device of the LTE-U type, the device 300 not attempting to send
a message during the sending slots of the LTE-U device.

At the same time, during step 420, the device 300 determines a new value of a cumulative
duration Tep2, determined in a similar fashion to the cumulative duration Tep1, but using the
new value of CCA-ED modified for determination of the cumulative duration Tep2. According
to one embodiment of the invention, the value of the cumulative duration Tep2 is determined

over a second observation period Tobsz different from the first observation period Tobs1. During
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step 420, the device 300 determines the cumulative duration Tep2 during which a signal not
in conformity with an IEEE 802.11 standard is detected on the medium, this signal having a
power captured by the device 300 higher than the new modified power threshold CCA-ED,
that is to say possibly —82 dBm. This cumulative duration Tepz corresponds to the cumulative
duration during which a signal other than Wi-Fi (or IEEE 802.11) is detected on the medium
during the second observation period Tobsz, this signal having a measured power higher than
the new modified power threshold CCA-ED. The cumulative duration Tepz is a representation
of the time of occupation, during the observation period Tobs2, Of the medium by a device not
in conformity with an IEEE 802.11 standard, that is to say probably an LTE device operating
on the same channel as the one used by the device 300. During the second observation
period Tobs2, the device 300 also determines the change over time in the time periods during
which a signal not in conformity with an IEEE 802.11 standard is detected on the medium,
in addition to adding them together in order to determine Tep2. Several cases are possible:

- if the change over time during the observation period Tobs2 In the power of the signal
not in conformity with IEEE 802.11 is of the rectangular periodic type, with one period
characterized by a signal with a relatively strong power level and another period
characterized by a weak or even zero power level, then the device 300 can conclude
from this that the interfering device is probably of the LTE-U type;

- if the change over time during the observation period Tobs2 in the power of the signal
not in conformity with IEEE 802.11 is not of the rectangular periodic type, but the value
of the parameter Tep2 is higher than a predetermined threshold value Tthreshold2, then
the device 300 can conclude from this that the interfering device is probably of the LTE-
LAA (cat3 or cat4) type.

According to one embodiment of the invention, the device 300 implements methods
complementary to the analysis of the change over time in the power of the interfering signal
in order to determine the type of device giving rise to the interference.

For example, the device 300 sends a request to other devices, implementing the present
method, and with which it can get into communication in order to in return receive information
on possible interfering devices detected. If the device 300 is an access point, it can thus

send a request to connected stations or other access points close by.
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According to one embodiment of the invention, the device 300 sends a request to a first
server, the first server comprising a database comprising a list of devices present in the near
environment of the device 300, as well as of the type of radio technology that they use, or
may use. In other words, each device in the list is associated with a type of technology or
method of access to the medium (for example Wi-Fi, Wi-Fi modified in accordance with the
method of the present invention, LTE-U, LTE-LAA cat3, LTE-LAA cat4, etc.). Near
environment means for example within radio transmission or reception range of the device
300. The device 300 can thus in return receive a list of interfering devices. However, it may
be difficult to guarantee completeness or to keep such a list up to date, a Wi-Fi or LTE device
frequently being a device that is by nature mobile.

According to one embodiment of the invention, the device sends the message to the first
server with information concerning its geographical position, obtained via a positioning
module (for example GPS—global positioning system) included in the device 300. The
device 300 can thus deduce from its geographical location what type of LTE device is liable
to be in its vicinity (LTE-U is for example an LTE standard mainly present in the United
States).

According to one embodiment, the device 300 comprises a radio module in accordance with
an LTE standard and can via this radio module recover information on devices transmitting
in accordance with the LTE standard located in the vicinity of the device 300.

The device 300, once it has determined the probable type of interfering LTE device, can
send a message comprising this information. The message may for example be of the
beacon type and broadcast by the device 300. According to one embodiment, a reliability
indicator, of the probability type, is associated with this information, corresponding to a
degree of confidence that the device 300 gives to the determination of the type of interfering
device.

According to a complementary embodiment of the invention, the device 300 determines a
value of a cumulative duration Trat. Trat corresponds to a cumulative duration during the
second observation period Tobs2 during which a signal corresponding to an IEEE 802.11
standard sent by the device not belonging to the same IEEE 802.11 network as the device
300 is detected with a power greater than CCA-SD. The cumulative duration Trat therefore
corresponds to a cumulative duration during the second observation period Tobs2 during

which at least one device of another Wi-Fi network interferes with the device 300. A
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comparison of the values of the cumulative durations Tep2 and Trat enables the device 300
to determine whether the source of interference is mainly of the LTE type (the value of the
cumulative duration Tepz is higher than the value of the cumulative duration Trat) or mainly
of the IEEE 802.11 type (the value of the cumulative duration Trar is higher than the value
of the cumulative duration Tepz).

In a subsequent step 425, the device 300 determines whether complementary measures for
adapting the method of access to the medium must be implemented. The device 300
determines a mean period DELTA that elapses between the moment when the device 300
takes a decision to send a message (Fig. 1, step 100) and the moment when this message
is actually sent (Fig. 1, step 130, the message being considered to be actually sent when an
acknowledgement is received in return), this mean period DELTA being calculated for
example for all the messages sent during the second observation period Tobs2.
DELTA=Mean (Tack-Tx-Sum (Bn.Tsiot), with, for each message sent during the observation
period Tobs2:

- Tack represents a moment when an acknowledgement of the message sent is received
by the device 300 after sending thereof (step 130),

- Twrepresents a moment when the device 300 receives the message to be sent (step
100),

- Bn.Tsiet corresponds to the value of the time counter chosen randomly in the interval of
time known as the “contention window” for the nth sending of the message (n>0, there
is sending of the same message as long as there is no receipt of acknowledgement of
said message); this value can be represented by a number Bn of time slots multiplied
by a duration Tsiot Of a time slot defined in accordance with the IEEE 802.11 standard
used;

- Mean(x) is a function calculating a mean from a plurality of values of x; this mean may
be a mean weighted according to various criteria, for example whether quality of service
(QoS) criteria are used for sending messages,

- Sum (x) is a function calculating the sum of a plurality of values of x.

The device 300 compares this value DELTA with a predefined threshold DELTAthresholds and,
if the value of DELTA is higher than this predefined threshold DELT Athreshoias, the device 300

decides that corrective actions must be taken to compensate for the effect of the



. DKJ/EP 3391702 T3

interferences detected. These corrective actions are described in steps 430, 435, 440, 445,
Otherwise the device 300 passes to a step 450.

In step 430, if Tepz is greater than Trar, or more generally if the device 300 determines that
the main source of interference is a device of the LTE-LAA type, then the device 300
implements suitable corrective measures. In step 435, the device 300:

- modifies the size of the contention window used according to the IEEE 802.11
standard, deciding to freeze (or fix) this size at a predefined size, for example the initial
size of the contention window. This modification is particularly advantageous if the
interfering device is of the LTE-LAA cat3 type, the LTE standard also using a contention
window of fixed size. According to one embodiment of the invention, the device 300
deduces the new fixed size of the contention window to be used from the type of LTE-
LAA cat3 standard identified, for example by seeking this information in a database, or

- modifies the method of reinitialization of the contention window used. For example, the
device 300 decides to reinitialize the size of the contention window to its initial value
when a message has not yet been acknowledged provided it reaches a predefined size,
typically a so-called maximum size according to the |IEEE 802.11 standard. This
modification is particularly advantageous when the interfering device is of the LTE-LAA

cat4 type.

According to a complementary embodiment of the present invention, the device 300
alternatively implements the two modifications described previously and determines, for
each modification, a new value of the mean duration DELTA. The device 300 can then decide
to implement whichever of the two modifications makes it possible to obtain the lowest
DELTA value. The device 300 may periodically test each of the modifications and check
which modification leads to the lowest DELTA value.

According to one embodiment of the invention, the device 300 of the access point type
integrates information, indicating the modification made, in the message of the “beacon’ type
sent periodically.

According to one embodiment of the invention, the device 300 sends a message to a second
server, the second server possibly being the first server, the message comprising information
on the modifications made to the functioning of the IEEE 802.11 standard used and possibly

means for locating it geographically.
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According to one embodiment of the invention, the device 300 sends a message comprising
at least one item of information indicating that interferences have been detected on the
channel and that possibly modifications have been made. A plurality of elements may be
included in association with the information, for example at least one of the parameters that
gave rise to the taking of a decision to modify (values of CCA-ED, Tep1, Tow, TinT, Tobst,
Rtnreshoid1, RiNT, Tep2, Trat, DELTA, etc.). A device that receives such messages may record
the information received, for example in association with the channel concerned. The device
300 may send this message to the devices with which it is in communication, that is to say
to the stations connected in the case where the device 300 is an access point, or to the
access point to which the device 300 is connected in the case where the device 300 is a
station. The message may also be sent following the reception of a message comprising a
request received from another device. A device receiving such a message comprising
information indicating the presence of interference on a channel may record this information
In association with said channel, possibly during a predefined period.

In other words, according to one embodiment of the invention, when the power threshold or
the management of the contention window is modified, the device 300 sends a message
indicating that interferences have been detected on the medium, the message comprising
the modified value of the power threshold or an indication of the modification of the
contention window. The device 300 may send this message periodically or on demand,
following the reception of a request.

It should be noted that, if mechanisms of the “quality of service” type are used by the device
300, then the modifications made may be different for each quality of service. In other words,
if the device 300 uses a different management of the contention window depending on the
type of message to be sent, then the modification made to the management of the contention
window (fixed size or different moment of reinitialization of its size) may also be adapted
according to the type of message.

In a step 440, if Trat is greater than Tep2, or more generally if the device 300 determines that
the main source of interference is a device of the IEEE 802.11 type, then the device 300 can
take suitable corrective measures in steps 440 and 450.

In a step 440, the device 300 determines first of all whether the main source of interference

is caused by a device implementing the method described in the present document, that is
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to say if the interfering device uses a modified version of the IEEE 802.11 standard (cf.
possible modifications described during step 435).

For this purpose, the device 300 can analyse messages of the “beacon” type sent by the
interfering device, these messages being able to comprise information on the
implementation of modifications to the IEEE 802.11 standard.

If such is the case, then, in a step 450, the device 300 can make the same modifications to
the |IEEE 802.11 standard or send a message to the interfering device comprising
information as to how this interfering device must stop making these modifications.

In the case where the device 300 cannot determine whether the interfering device uses a
modified version of the |IEEE 802.11 standard, or if the device 300 determines that the
interfering device is not using a modified version of the IEEE 802.11 standard, then the
device 300 does not modify its operating parameters and thus keeps those describing the
management of the contention window in accordance with the IEEE 802.11 standard.

It should be noted that the present document considers a frequency band comprising a
plurality of channels available for establishing communications according to the IEEE 802.11
standard. A plurality of frequency bands may be considered, each frequency band
comprising a plurality of channels, the method described previously, particularly step 415 of
changing channel, being able to apply to the sum of the plurality of channels of the various
frequency bands.

The present description envisages particularly the case of a device using communication
means in accordance with the IEEE 802.11 standard and being subject to interferences
coming from devices using a communication standard of the LTE type. The method may be
implemented in any method for access to a medium of the carrier sense multiple access
(CSMA) type based on a founding principle that equipment wishing to send a message over
the medium must check whether the medium is available before sending the message (the
principle of listen before talk (LBT)). The method is advantageously implemented if a method
known as “back-off exponential’ is used, a method based on the use of a “contention
window”. Thus the method for access to a medium may be used for any shared medium, for
example a medium of the wireless type.

The method for access to a wireless communication medium may be used for devices using

communication means in accordance with the LTE-U and LTE-LAA (cat3 or cat4) standards.
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The method for access to a communication medium may be adapted to a wireless medium

of the shared type, for example of the Ethernet type.
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FREMGANGSMADE FOR ADGANG TIL ET KOMMUNIKATIONSMEDIUM AF
TYPEN CSMA

PATENTKRAV

1)  Fremgangsmade for adgang til et kommunikationsmedium, hvor adgangen er af
typen "Carrier Sense Multiple Access" CSMA, hvor en anordning, kaldet
afsenderanordning, der vil afsende en besked pa navnte medium, verificerer, om det
naevnte medium er tilgeengeligt, inden den afsender beskeden, og hvor mediet er optaget,
hvis et signal, der kommer fra en anden anordning og registreres af den navnte
afsenderanordning, har en effekt, der ligger over en forudbestemt effektgraense, og
kendetegnet ved, at fremgangsmaden, nar den udferes af en farste anordning (300),
bestar af felgende etaper:

- fastleeggelse af leengden af en f@rste observationsperiodes varighed, i lsbet af

hvilken den fgrste anordning (300) registrerer et interfererende signal med en effekt,

der ligger over effektgraensen, og hvor det interfererende signal er afsendt af en

anden anordning (220), der har adgang til mediet,

- Hvis den neevnte leengde ligger over en forudbestemt vaerdi, sa

- &&ndring af effektgraensen ved en nedsasttelse af denne.

2) Fremgangsmade ifelge krav 1, hvor fremgangsmaden for adgang fil
kommunikationsmediet anvender et kollisionsvindue, som kan variere i stgrrelse mellem
en indledende starrelse og en maksimal starrelse, der er starre end den indledende
sterrelse, til afsendelse af en besked, og hvor hver besked afsendes ifglge
fremgangsmaden for adgang til mediet via en afsenderanordning, bestdende af en
indledning, og hvor det interfererende signal ikke svarer til en sadan besked, der bestar
af en indledning. Fremgangsmaden bestar af falgende etaper:

- fastleeggelse, i Igbet af en anden observationsperiode, af en ferste akkumuleret

varighed, i labet af hvilken det interfererende signal registreres pa mediet med en

effekt, der ligger over den &ndrede effektgranse,

- fastleeggelse, i Isbet af den anden observationsperiode, af en anden akkumuleret

varighed, i Iabet af hvilken kollisionsvinduets starrelse er stgrre end dets indledende

starrelse,

- fastleeggelse af det interfererende signals type ved sammenligning af den farste

akkumulerede varighed og den anden akkumulerede varighed.
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3) Fremgangsmade ifelge krav 2, hvor fremgangsmaden for adgang il
kommunikationsmediet omfatter en frigivelsesetape for en afsendt besked, og hvor
fremgangsmaden for adgang til kommunikationsmediet omfatter falgende efterfalgende
etaper:
- fastleeggelse af en veerdi for en gennemsnitlig varighed, der skal forlabe mellem
det gjeblik, hvor den farste anordning (300) treeffer en beslutning om at udsende en
meddelelse og et tidspunkt, hvor den naevnte meddelelse anerkendes,
- hvis veerdien af den gennemsnitlige varighed ligger over en forudbestemt veerdi,
g,
- hvis det tidligere bestemte interfererende signal er af en f@rste forudbestemt type,
sa
- &&ndre administrationen af det anvendte kollisionsvindue, saledes at starrelsen af
kollisionsvinduet fryses eller kollisionsvinduets st@rrelse nulstilles til sin indledende

veerdi, nar en forudbestemt starrelse nas.

4) Fremgangsmade ifelge krav 3, hvor fremgangsmaden for adgang il
kommunikationsmediet blandt andet omfatter falgende etaper:
- hvis veerdien af den gennemsnitlige varighed ligger over en forudbestemt veerdi,
g,
- hvis det tidligere fastlagte interfererende signal ikke er af den farste forudbestemte
type, sa
- afsende en besked til en tredje anordning, med beskeden bestdende af en
informationsanmodning vedrgrende en implementering af fremgangsmaden for den
anden anordnings adgang til kommunikationsmediet,
- fastleeggelse af, med udgangspunkt i en besked, modtaget som svar pa omtalte
besked, bestaende af en informationsanmodning, om den interfererende kilde
implementerer den nuveerende fremgangsmade for adgang til et
kommunikationsmedium.

5) Fremgangsmade ifglge krav 4, hvor den tredje anordning svarer til den anden
anordning eller en anordning, kaldet en server, bestdende af en database, og hvor
databasen omfatter en liste med mindst en anordning, som befinder sig i et milja, der er
teet pa anordningen (300), og hvor hver af listens anordninger er knyttet til en

fremgangsmade for adgang til mediet.

6) Fremgangsmade ifelge et af de foregaende krav, hvor kommunikationsmediet er et
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medium af radiotypen.

7)  Fremgangsmade ifalge det foregdende krav, hvor fremgangsmaden for adgang til
kommunikationsmediet overholder en kommunikationsstandard af typen /EEE 802.11 s&

leenge effektgreensen eller administrationen af kollisionsvinduet forbliver uaendrede.

8) Fremgangsmade ifglge et af de foregaende krav, hvor fremgangsmaden for adgang
til kommunikationsmediet blandt andet omfatter falgende etaper:
- nar en effektgraense eller administrationen af kollisionsvinduet a&ndres,
- afsendelse af en besked, der angiver, at der er blevet registreret interferens pa
mediet, med beskeden omfattende en veerdi for den eendrede effektgreense eller en
angivelse af a&ndringen i kollisionsvinduet,
- 0g hvor afsendelsen af beskeden sker periodisk eller som falge af modtagelse af

en anmodning.

9) Anordning (300) bestdende af metoder for adgang til et tradigst
kommunikationsmedium, hvor adgangen er af typen "Carrier Sense Multiple Access"
CSMA, hvor en anordning, kaldet afsenderanordning, der vil afsende en besked pa
naevnte medium, verificerer, om naevnte medium er tilgeengeligt, inden den afsender
beskeden, og hvor mediet er optaget, hvis et signal, der kommer fra en anden anordning
og registreres af den naevnte afsenderanordning, har en effekt, der ligger over en
forudbestemt effektgraense, og kendetegnet ved, at anordningen bestar af:

- metoder til at fastlaegge laengden af en f@rste observationsperiodes varighed, i

l@bet af hvilken anordningen (300) registrerer et interfererende signal med en effekt,

der ligger over effektgraensen, og hvor det interfererende signal er afsendt af en

anden anordning (220), der har adgang til mediet,

- metoder til at aendre effektgraensen ved at nedseette denne, hvis denne greense

ligger over en forudbestemt veerdi.

10) Computerprogramprodukt, kendetegnet ved, at det omfatter instruktioner til en
processors  (310) implementering af fremgangsmaden for adgang il
kommunikationsmidlet ifelge et af kravene 1 til 8, nar det naevnte computerprogram

udferes af den naevnte processor (310).

11) Lagringsfaciliteter, kendetegnet ved, at de lagrer et computerprogram ifglge det

foregaende krav.
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