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A method and system for a server to facilitate
authentication of a user of a client by a second server
is disclosed. According to a disclosed method, the
server, the second server, and the client communicate
in a distributed computing network and the server
and the second server store a plurality of restricted
resources. The method includes the steps of storing data
identifying the second server in the server, receiving
a request to access one of the plurality of restricted
resources from the client, and transmitting the data
identifying the second server to the client so that the
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SYSTEM AND METHOD FOR AUTHENTICATING
A USER TO MULTIPLE SERVERS IN
A DISTRIBUTED COMPUTING NETWORK

CROSS-REFERENCE TO RELATED APPLICATION

This application claims priority to United States Provisional Patent
Application Serial Number 60/083,714, filed April 30, 1998, the disclosure of which is

incorporated herein by reference.

BACKGROUND OF THE INVENTION

The Internet is a distributed computer network that permits multiple
servers and clients to communicate with each other. Servers and clients communicate
according to a predefined communications protocol. In the case of Internet
communications using the World Wide Web ("Web"), the protocol is Hypertext
Transport Protocol ("HTTP") running over a Transmission Control
Protocol/Internetworking Protocol ("TCP/IP"). The underlying TCP/IP protocol
requires that each server and client have a unique code associated with it that identifies
the server and client, respectively, on the network. The unique code is known as an
Internet Protocol ("IP") address.

A server is an application program running on a computer for making
data, files, documents, web pages, and/or other resources (collectively, "resources")
stored within the computer available to clients requesting access to such resources. As is
well known, some of the resources may contain sensitive or restricted information.
Typically, these restricted resources are only provided to users of a client that are

authenticated by the server storing such resources.
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When a client requests access to a restricted resource from a server, th_e_
server initiates an authentication process. According to a typical authentication pllocess,
upon receiving a request to access a restricted resource, the server prompts the user of
the client requesting access to provide authentication data, for example, an identification
code ("User ID") and a password, back to the server. A user operating the client
responds to the prompt by entering his or her authentication data and causes this data to
be transmitted to the server.

When the server receives the authentication data, it determines whether
such data matches data stored in a record for the user in an account database residing on
the server. The server grants the user access to the restricted resource if the
authentication data matches the data stored in the record and the user has been given
access privileges to the restricted resource. When access is granted, the server transmits
the requested restricted resource to the client, which may display it to the user on a
monitor. If the authentication data does not match the data stored in the record, then the
server denies the user access to the restricted resource. United States Patent No.
5,708,780 to Levergood et al., the disclosure of which is incorporated herein by
reference, describes a typical authentication process in more detail.

When a server successfully authenticates a user of a client, it is common
to store state data (e.g., in the form of a cookie) on the client. Such state data typically
includes data that identifies the client, data that identifies the server, data that identifies
the session (e.g., the restricted resource(s) accessed, the time of such access, the time
that the user was authenticated) and the authentication data of the user (e.g., a User ID
and password). In this way, as is well known, when the client attempts to access another
restricted resource on the server at a later time, the client transmits a request for access
to the restricted resource which includes the state data. Because the server receives the
state data, it determines that the user of the client has already been authenticated, which

eliminates the need for repetition of the authentication process.
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It is well known for enterprises to use servers to provide numerous
unrestricted and restricted resources to users. The data representing the resources is
often very large, and in such cases, it is distributed across multiple servers that
communicate in a distributed computing network. For example, consider a scenario in
which the data resides on two or more servers connected via a distributed computer
network (e.g., the Internet). If a client attempts to access a restricted resource stored on
one of the servers, then that server will authenticate the user prior to providing access to
the restricted resource. If the authentication is successful, then the server will permit the
user to access the requested resource.

However, when the client attempts to access a restricted resource residing
on other servers in the network, then the authentication process is repeated again by the
other servers. Thus, a user is authenticated by each server from which he tries to access
a restricted resource. As most users have experienced, this quickly becomes a repetitive
process that is quite tedious and burdensome.

In view of the above, a substantial need exists for a method and system in
which a user of a client provides authentication data to only one server in a distributed
computing network, yet can be authenticated by other servers in the distributed

computing network.

BRIEF DESCRIPTION OF THE DRAWINGS

Representative embodiments of the present invention will be described
with reference to the following figures:

FIG. 1 is an overview of an environment in which an embodiment of the
present invention may be used.

FIG. 2 is a block diagram of an embodiment of a server within a

distributed computing network.
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FIG. 3 is a flowchart illustrating an embodiment of a process for
authenticating a user of a client to multiple servers within a distributed computing‘
network.

FIGS. 4 is a flowchart illustrating an alternate embodiment of a process
for authenticating a user of a client to multiple servers within a distributed computing

network.

SUMMARY OF THE INVENTION

One aspect of the present invention is directed to a method for a server to
facilitate authentication of a user of a client by a second server. The server, the second
server, and the client communicate in a distributed computing network. The server and
the second server store a plurality of restricted resources. The method includes the steps
of storing data identifying the second server in the server, receiving a request to access
one of the plurality of restricted resources from the client, and transmitting the data
identifying the second server to the client so that the user of the client can be
authenticated by the second server.

Another aspect of the present invention is directed toward a server for
facilitating authentication of a user of a client by a second server. The server, the second
server, and the client communicate in a distributed computing network. The server and
the second server store a plurality of restricted resources. The server includes a memory
storing data identifying the second server and a processor in communication with the
memory. The processor is operative to receive a request to access one of the plurality of
restricted resources from the client and transmit the data identifying the second server to
the client so that the user of the client can be authenticated by the second server.

Yet another aspect of the present invention is directed toward a method for
a server to facilitate authentication of a user of a client by a second server. The server,

the second server, and the client communicate in a distributed computing network. The

4
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method includes the steps of storing first data identifying the user and data identifying the .
second server, receiving second data identifying the user, determining whether the- |
second data corresponds to the first data, and when the second data corresponds to the
first data, transmitting third data identifying the user to the second server based on the
data identifying the second server so that the second server can authenticate the user.

Still another aspect of the present invention is directed to a system for
facilitating authentication of a user of a client by a first server and a second server. The
server, the second server, and the client communicate in a distributed computing
network. The first server and the second server store a plurality of restricted resources.
The system includes a first memory associated with the first server storing data
identifying the second server and first data identifying the user, and a first processor
associated with the first server in communication with the first memory. The first
processor is operative to receive a request to access one of the plurality of restricted
resources from the client and transmit the data identifying the second server to the client.
The system further includes a second memory associated with the second server storing
second data identifying the user and a second processor associated with the second server
in communication with the second memory. The second processor is programmed to
receive third data identifying the user from the client, determine whether the second data
corresponds to the third data, and authenticate the user when the second data corresponds
the third data.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Reference is now made to the accompanying Figures for the purpose of
describing, in detail, the preferred embodiments of the present invention. The Figures
and accompanying detailed description are provided as examples of the invention and are
not intended to limit the scope of the claims appended hereto.

As will become more apparent from the following description, the present

invention provides a novel and unique method and system in which a user of a client
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submits authentication data to one server in a distributed computing network in order tQ
access a restricted resource, yet the user is also authenticated by other servers in thé
network. In so doing, the method and system serves to eliminate the repetitive, tedious,
and burdensome requirement that the user provide authentication data to each server in a
distributed computing network from which it requests access to a restricted resource.

FIG. 1 shows an overview of an environment in which an embodiment of
the present invention may be used. The environment includes a network 110, clients
100(1)-100(N), and servers 120(1)-120(M). The variables "N" and "M" represent the
numbers of clients and servers, respectively within the environment. The variables "M"
is greater or equal to two and the variable "N" is at least one.

Network 110 is a distributed computing network that enables
communication between clients 100 and servers 120. For example, network 110 may be
the Internet, an intranet, a local area network (LAN), or a wide area network (WAN).
In the exemplary embodiments described hereafter, network 110 is the Internet.

Clients 100 are devices that are able to communicate with at least two of
servers 120 via network 110. For example, a client 100 may be a conventional desktop
personal computer or a workstation running software that enables communication with
servers 120. Alternatively, a client 100 may be a cellular telephone, telephone, pager,
and/or other personal-type device running appropriate software that enables
communication with servers 120. Clients 100(1)-100(N) communicate with network 110
via communication channels 160(1)-160(N), res:pectively. The communication channels
160, whether wired or wireless, are well known and therefore are not further described
here.

As is well known, each client 100 has a unique network address. In an
embodiment in which network 110 is the Internet, the unique network address for each

client 100 is an IP address.
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Each client 100 has one or more users associated with it. A user may use .
a client 100 to access resources stored on one or more of servers 120. _

Each client 100 includes a memory that stores software that may be used
for accessing resources residing on servers 120. In one embodiment, the software is a
Web browser that uses the HTTP communication protocol to communicate with servers
120 in order to access resources stored thereon.

As is well known, Web browser software is capable of transmitting
requests to access resources ("access requests”) that are stored on servers 120 and storing
state data (e.g., in the form of a cookie) on a client 100 on which it is running. Two
well known Web browsers are Netscape's Navigator and Microsoft's Internet Explorer.
An access request includes data identifying the requested resource, and may include state
data stored on the client 100, if any.

Servers 120 are devices that are able to communicate with clients 100 via
network 110. Servers 120(1)-120(M) communicate with network 110 via communication
channels 170(1)-170(M), respectively. The communication channels 170, whether wired
or wireless, are well known and therefore are not further described here. As is well
known, each server 120 has a unique network address, for example, an IP address when
the network is the Internet. In the preferred embodiment, servers 120 are Web (HTTP)
SEervers.

Servers 120 store resources, which are accessed by clients 100 over
network 110. For example, resources include ény data, files, documents, web pages,
and/or other resources residing on servers 120. In the description that follows, a
resource will be referred to as "restricted" if a user of a client must be authenticated
before such user is permitted access to the resource. Alternatively, a resource will be
referred to as "unrestricted" if a user of a client need not be authenticated before such

user is permitted access to the resource.
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Servers 120 also store other software and databases as will be described in -
more detail below. One such software program is for authenticating users of clientsr 100
to determine whether they should be granted access to a restricted resource residing on
servers 120.

FIG. 2 depicts an exemplary embodiment of a server 120. This exemplary
server 120 includes a memory 127 and at least one processor 125 in communication with
memory 127. In a preferred embodiment, each server 120 shares a similar architecture.

Memory 127 typically includes one or more machine readable media.
Such machine readable media include, as is well known in the art, an appropriate
combination of magnetic, semiconductor and optical media such as a hard disk, optical
disk, floppy disk, tape, RAM, ROM, and/or WORM.

Memory 127 includes a user database 127A, a server database 127B, a
session database 127C, and program code 127D. These are now each described in more
detail.

User database 127A stores data identifying users of clients 100. For the
purpose of simplicity, the description that follows is provided with respect to one such
user of a client 100.

In one embodiment, user database 127A stores authentication data in the
form of an alphanumeric user identifier ("User ID") and a password for each user. In
other embodiments, user database 127A may also include data identifying resources to
which a user has access and the last time that the user accessed such resources.

Server database 127B stores data that identifies servers 120 in the network
110. In one embodiment, server database 127B includes a network address (e.g., an IP
address) for each server 120. In an alternate embodiment, server database 127B includes
a Uniform Resource Locator (URL) for each such server. In still another embodiment,

server database 127B may include both a network address and a URL for servers 120.



10

15

20

25

WO 99/56194 PCT/US99/09441

Session database 127C stores data identifying resources accessed by clients .
100. In one embodiment, session database 127C includes data that identifies a res;)urce
accessed by a client 100 and the time that the resource was accessed. In other
embodiments, session database 127C of a server 120 may also store a time that the user
of the client 100 was authenticated by the server 120. As is well known in the art, the
data stored in session database 127C is transient -- that is, it is removed by the server at
predetermined times.

Program code 127D includes software for controlling processor 125 in
accordance with the flowcharts of FIGS. 3 and 4.

FIG. 3 is a flow chart illustrating an embodiment of a process for
authenticating a user of a client 100 to multiple servers 120 within network 110.

At step 350, a user of a client 100 causes the client 100 to transmit a
request to one of servers 120 for access to a restricted resource residing thereon. For
the purpose of simplicity, in the following description, the client 100(1) transmits the
access request to server 120(1).

In this described embodiment, the access request is transmitted over the
Internet and includes data identifying the requested restricted resource and data
identifying the client. It may also include the version of the browser software that the
client 100(1) is running and the version of the HTTP protocol that the client 100(1) is
running.

Additionally, if the user of the client 100(1) has been authenticated
previously, then the access request will also include state data that has been stored on the
client 100(1). In one embodiment, the state data includes data that identifies the client
100(1) (e.g., IP address of the client 100(1)), data that identifies the server 120(1) (e.g.,
an IP address of the server 120(1)), data that identifies the session (e.g., the resources
accessed, the time of such accesses, the time that the user was authenticated) and

authentication data (e.g., a User ID and password). The state data may also include an

9
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expiration period of the state data to prevent unnecessary use of the client's 100(1) .
storage capacity.

At step 355, the server 120(1) determines if the access request of the user
of the client 100(1) includes state data. This is done in a well known manner. If the
access request transmitted by the client 100(1) is determined to include the state data, the
server 120(1) proceeds to step 357. If the access request is determined not to include the
state data, then the server 120(1) proceeds to step 360.

At step 357, the server 120(1) determines if the session is valid. To
accomplish this, the server determines if the authentication data and session data included
in the state data have corresponding matches in the user database 127A and session
database 127C, respectively, of server 120(1). If corresponding matches are found, then
the session is valid for the client 100(1), and the server 120(1) proceeds to step 385. If
corresponding matches are not found, then the session is not valid for the client 100(1),
and the server 120(1) proceeds to step 360. In one embodiment, at step 357, if the
session is valid, the server 120(1) updates the state data on the client 100(1) and the data
identifying the session in its session database 127C.

At step 360, the server 120(1) transmits an authentication request that
prompts the user of the client 100(1) for authentication data. Server 120(1) also
transmits data identifying the servers 120 on the network 110 to the client 100(1). In one
embodiment, the data identifying the servers 120 is the IP addresses of the servers 120
and the authentication data is a User ID and a p.assword. The authentication request
transmitted by the server 120(1) contains code for the client 100(1) to execute. This
code may be in JavaScript or VBScript standard format, or some other format.

At step 365, the client 100(1) transmits the user's authentication data to
other servers 120(2)-120(M) identified by the data received at step 360 from server
120(1). Thus, in this example, the client 100(1) executes the code contained in the

authentication request (received at step 360) so as to initiate an authentication process

10



10

15

20

25

WO 99/56194 PCT/US99/09441

with the servers 120(2)-120(M) on the network 110. For the purpose of simplicity, the.
following description is set forth for server 120(2), which receives an authentication
request from the client 100(1). The other servers 120(3)-120(M) would authenticate the
user in a similar manner. In this authentication process, client 100(1) submits the user's
authentication data to server 120(2) in the form of a User ID and a password.

At step 370, server 120(2) authenticates the user of the client 100(1). The
specific type of authentication processes is not critical to the present invention, as long as
it enables a server 120 to verify that the user of the client 100(1) is authorized to receive
a requested restricted resource. In one embodiment, the authentication process includes
server 120(2) comparing the user's authentication data transmitted by client 100(1) at
step 365 to the data stored in the user database 127A of server 120(2).

For example, if the transmitted authentication data is a User ID and a
password, then server 120(2) compares such User ID and password to the User IDs and
passwords stored in user database 127A of the server 120(2). If the authentication data
has a corresponding entry in the data stored in the user database 127A, then the server
120(2) generates state data (e.g., in the form of a cookie). The server 120(2) transmits
the state data (as described above) to the client 100(1) for storage thereon. Server 120(2)
also creates and stores corresponding session data in its session database 127C.

Client 100(1) continues transmitting authentication requests to each of the
other servers 120(3)-120(M) identified by the data provided to the client 100(1) by server
120(1) at step 360 so as to be authenticated by fhose servers. In one embodiment, if a
server 120(2)-120(M) does not respond to an authentication request of client 100(1)
within a predefined time period, then a time out mechanism will trigger the process to
continue without authentication occurring at that server. According to an additional
feature, if an authentication attempt fails at a server 120(2)-120(M), then client 100(1)

will receive notice and proceed to continue the process with another server until each

11



10

15

20

25

WO 99/56194 PCT/US99/09441

server identified by the data received at step 360 is exhausted. As is readily apparent,
not all servers 120(1)-120(M) need to successfully authenticate the user of client 160(1).

At step 375, client 100(1) transmits the user's authentication data to server
120(1) via the network 110.

At step 377, server 120(1) authenticates the user as described above at
step 370. If the transmitted authentication data has a match in the user database 127A,
then processing proceeds to step 380. If the transmitted authentication data does not
have a match in the user database 127A, then the user is not valid, server 120(1) denies
the user access to the requested resource at step 358, and the process ends at step 390.
In this latter case, the user would be denied access to a restricted resource on server
120(1), yet might be given access to other restricted resources residing on servers
120(2)-120(M).

At step 380, server 120(1) generates state data (e.g., in the form ofa
cookie) and transmits it to the client 100(1) for storage. Server 120(1) also creates and
stores corresponding session data in its session database 127C.

At step 385, server 120(1) grants the user access to the requested
restricted resource. In one embodiment, the restricted resource is a data file that the
server 120(1) transmits to the client 100(1) via the network 110. At step 390, the
process ends.

After a user of the client 100(1) is authenticated by one or more servers
120, the user's requests for access to other restricted resources on servers 120 will
include state data. When a server 120 determines that an access request includes state
data, then the server 120 will not need to authenticate the user of the client 100(1).
Thus, the repetitive, tedious and burdensome authentication process need not be repeated

by the user, and servers 120 can immediately grant access to the restricted resource.
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FIG. 4 is a flow chart illustrating an alternative process for authentic_:ating
a user of a client 100 to multiple servers 120 within a distributed computing network
110.

Steps 405, 410, 412 and 415 are executed as described above in FIG. 3 at
steps 350, 355, 357 and 360, respectively.

However, at step 412, if the session is valid for the client 100(1), then the
server 120(1) updates the state data on the client 100(1) and the data identifying the
session in its session database 127C in memory 127 and proceeds to step 425.

At step 415, server 120(1) prompts the user of the client 100(1) for
authentication data as described above in FIG. 3 at step 360. At step 417, the client
100(1) transmits the user's authentication data to server 120(1).

At step 420, server 120(1) determines whether the transmitted
authentication data is sufficient to authenticate the user as described above in FIG. 3 at
step 377. If the user is not authenticated, server 120(1) denies access to the requested
restricted resource, server 120(1) denies the user access to the requested resource at step
421, and the process ends at step 475. If the user is authenticated, the server 120(1)
proceeds to step 425.

At step 425, the server 120(1) generates state data (e.g., in the form of a
cookie) and transmits the state data to the client 100(1) for storage.

At step 430, server 120(1) grants the user access to the requested
restricted resource as described above in FIG. 3 at step 385. At step 430, processor 125
of server 120(1) also generates data identifying the session and stores it as part of session
database 127C.

At step 460, server 120(1) retrieves data identifying servers 120(2)-
120(M). In one embodiment, server 120(1) retrieves the IP addresses of servers 120(2)-

120(M) that are stored as part of server database 127B in memory 127.
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At step 465, server 120(1) transmits the authentication data transmi_tted by -
the user and data in session database 127C to the other servers 120(2)-120(M). In one
embodiment, the server 120(1) transmits the authentication data of the user of the client
100(1) and session data generated at step 430.

At step 470, each server 120(2)-120(M) authenticates the user of the client
100(1) as described above in FIG. 3 at step 370.

If the authentication is successful, either directly or via server 120(1),
each of the servers 120 transmits corresponding state data to the client 100(1). The client
100(1) stores the state data, which will be sent to a server 120(2)-120(M) when the user
makes a request to access a restricted resource residing thereon. At step 475, the process
ends. The inventors of course realize that the current HTTP protocol does not support a
server initiating contact with a client; however, future modified versions of the HTTP
protocol and/or other protocols may support such contact.

As is readily apparent, the invention fulfills the substantial need which
exists for a method and system wherein a user of a client is required to provide
authentication data to one server in a distributed computing network, yet can be
authenticated by multiple sérvers in the distributed computing network. As a result, the
present invention eliminates the repetitive, tedious and burdensome task of the prior art
user authentication process.

Although the particular embodiments shown and described above are
useful in many applications relating to the arts fo which the present invention pertains,
further modifications of the present invention herein disclosed will occur to persons
skilled in the art. All such modifications are deemed to be within the scope and spirit of

the present invention.
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WE CLAIM: i
1. A method for a server to facilitate authentication of a user of a client by a
second server, wherein the server, the second server, and the client communicate in a
distributed computing network, wherein the server and the second server store a plurality
of restricted resources, and wherein the method comprises:
(a) storing data identifying the second server in the server;
(b)  receiving a request to access one of the plurality of restricted
resources from the client; and
©) transmitting the data identifying the second server to the client so
that the user of the client can be authenticated by the second

SErver.

2. The method of Claim 1, wherein the plurality of restricted resources

comprise files, documents, and web pages.

3. The method of Claim 1, wherein the distributed computing network is the
Internet, and wherein the data identifying the second server is selected from the group
comprising an IP address of the second server and a uniform resource locator of the

second server.

4. The method of Claim 1, wherein the request to access one of the plurality

of restricted resources comprises data identifying the restricted resource.

5. The method of Claim 1, further comprising the step of transmitting data to

the client that prompts the user to provide authentication data relating to the user.

15
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6. The method of Claim 5, further comprising the steps of receiving the - .
authentication data relating to the user and authenticating the user based on the

authentication data.

5 7. The method of Claim 6, wherein the authentication data comprises a user

ID and a password of the user.

8. The method of Claim 6, further comprising the step of generating state
data when the user has been authenticated.
10
9. The method of Claim 8, further comprising the step of transmitting the

state data to the client for storage thereon.

10.  The method of Claim 9, further comprising the step of transmitting the

15  requested restricted resource to the client when the user has been authenticated.
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11. A server for facilitating authentication of a user of a client by a second _
server, wherein the server, the second server, and the client communicate in a distributed
computing network, wherein the server and the second server store a plurality of
restricted resources, and wherein the server comprises:

@) a memory storing data identifying the second server; and
(b) a processor in communication with the memory, wherein the
Processor is operative to
@) receive a request to access one of the plurality of restricted
resources from the client; and
(ii) transmit the data identifying the second server to the client
so that the user of the client can be authenticated by the

second server.

12.  The server of Claim 11, wherein the plurality of restricted resources

comprise files, documents, and web pages.

13. The server of Claim 11, wherein the distributed computing network is the
Internet and wherein the data identifying the second server is selected from the group
comprising an IP address of the second server and a uniform resource locator of the

second server.

14.  The server of Claim 11, wherein the request to access one of the plurality

of restricted resources comprises data identifying the restricted resource.

15.  The server of Claim 11, wherein the processor is further operative to
transmit data to the client that prompts the user to provide authentication data relating to

the user.

17
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16.  The server of Claim 15, wherein the processor is further operative to - .
receive the authentication data relating to the user and authenticate the user based on the

authentication data.

5 17.  The server of Claim 16, wherein the authentication data comprises a user

ID and a password of the user.

18.  The server of Claim 16, wherein the processor is further operative to
generate state data when the user has been authenticated.
10
19. The server of Claim 18, wherein the processor is further operative to

transmit the state data to the client for storage thereon.
20.  The server of Claim 19, wherein the processor is further operative to

15 transmit the requested restricted resource to the client when the user has been

authenticated.
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21. A method for a server to facilitate authentication of a user of a client by a .
second server, wherein the server, the second server, and the client communicate 1n a
distributed computing network, and wherein the method comprises:

(a) storing first data identifying the user and data identifying the
second server;

(b) receiving second data identifying the user;

© determining whether the second data corresponds to the first data;
and

(d)  when the second data corresponds to the first data, transmitting
third data identifying the user to the second server based on the
data identifying the second server so that the second server can

authenticate the user.

22. The method of Claim 21, wherein the server and the second server store a
plurality of restricted resources, and further comprising the step of receiving a request to

access one of the plurality of restricted resources from the client.

23.  The method of Claim 22, further comprising the step of transmitting data

to the client that prompts the user to provide authentication data relating to the user.
24.  The method of Claim 23, further comprising the steps of receiving the
authentication data relating to the user and authenticating the user based on the

authentication data.

25.  The method of Claim 23, wherein the authentication data comprises a user

ID and a password of the user.
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26.  The method of Claim 24, further comprising the step of generating state _

data when the user has been authenticated.

27.  The method of Claim 26, further comprising the step of transmitting the

5  state data to the client for storage thereon.

28.  The method of Claim 27, further comprising the step of transmitting the
one of the plurality of restricted resources to the client when the user has been
authenticated.

10
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29. A system for facilitating authentication of a user of a client by a first - _
server and a second server, wherein the first server, the second server, and the clieﬁt
communicate in a distributed computing network, wherein the first server and the second
server store a plurality of restricted resources, and wherein the system comprises:

5 @) a first memory associated with the first server storing data
identifying the second server and first data identifying the user;
and

) a first processor associated with the first server in communication
with the first memory, wherein the first processor is operative to
10 (1) receive a request to access one of the plurality of restricted
resources from the client; and
(i)  transmit the data identifying the second server to the client;
© a second memory associated with the second server storing second
data identifying the user; and
15 () a second processor associated with the second server in
communication with the second memory, wherein the second
processor is programmed to
@) receive third data identifying the user from the client;
(i)  determine whether the second data corresponds to the third
20 data; and
(ii) authenticate the user when the second data corresponds the

third data.

30.  The system of Claim 29, wherein the plurality of restricted resources

25  comprise files, documents, and web pages.
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31.  The system of Claim 29, wherein the distributed computing network is the-
Internet and wherein the data identifying the second server is selected from the group
comprising an IP address of the second server and a uniform resource locator of the

second server.

32.  The system of Claim 29, wherein the request to access one of the plurality

of restricted resources comprises data identifying the restricted resource.

33.  The system of Claim 29, wherein the first, second, and third data

10  identifying the user comprises a user ID and a password of the user.

34.  The system of Claim 29, wherein the first processor is further operative to
transmit data to the client that prompts the user to provide authentication data relating to
the user.

15

35.  The system of Claim 34, wherein the first processor is further operative to

receive the authentication data relating to the user and authenticate the user based on the

authentication data.

20 36.  The system of Claim 35, wherein the first processor is further operative to

generate state data when the user has been authenticated.
37.  The system of Claim 36, wherein the first processor is further operative to

transmit the state data to the client for storage thereon.

25
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38.  The system of Claim 37, wherein the first processor is further operative to -
transmit the one of the plurality of requested restricted resources to the client when the

user has been authenticated by the first server.

39.  The system of Claim 37, wherein the second processor is further operative
to transmit the one of the plurality of the restricted resources to the client when the user

has been authenticated by the second server.

40.  The method of Claim 8, wherein the state data comprises data identifying
the client, data identifying the server, data identifying a session between the client and

the server, and the authentication data.

41.  The server of Claim 18, wherein the state data comprises data identifying
the client, data identifying the server, data identifying a session between the client and

the server, and the authentication data.

42.  The method of Claim 26, wherein the state data comprises data identifying
the client, data identifying the server, data identifying a session between the client and

the server, and the authentication data.
43.  The system of Claim 36, wherein the state data comprises data identifying

the client, data identifying the server, data identifying a session between the client and

the server, and the authentication data.
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