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MEMORY DEVICE WRITE BASED ON MAPPING
BACKGROUND

[0001] Electronic devices, such as computers, may include memory. For
example, a computer may include static random access memory (SRAM) and
dynamic random access memory (DRAM). SRAM and DRAM share the
characteristic power must be continuously supplied in order {o retain data stored
in the memory. If the power is removed, the sfored data may be lost. Anocther
fype of memory that is becoming more prevalent is non-volatile random access
memory (NVRAM). NVRAM may have the characteristic that once data is
stored to the NVRAM, the data remains persistent, even if power is no longer
stupplied {0 the device.

BRIEF DESCRIPTION OF THE DRAWINGS

{0002] FIG. 1 depicts an example of a device that may use the data
writing o a subset of memory devices techniques described hereain.

{0003] FIG. 2 depicts another example of a device thal may use the data
writing technigues described herein.

[0004] FIGS. 3{a-c) depict examples of write / read patterns in
accordance with the data writing techniques described herein.

[0005] FIG. 4 depicts an example high level flow diagram of the data
writing techniques described herein.

[0006] FIG. 5(a,b) depicts ancther example high level flow diagram of the
data writing technigques describad hergin.

[0007] FIG. B depicis an example sysiem including write based on
mapping according to the techniques described herein.
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{Q008] FIGS. 7{a-d} depict examples of using bit veciors and a busy
vector to permit concurrent writes according o techniques described hersin.
[0008] FIG. 8 is an example high level flow diagram for writing data
according to a mapping according to techniques described herein,

[0010] FIG. 8 is another example high level flow diagram for writing data
according fo a mapping according to techniques described herein.

DETAILED DESCRIPTION

{0011} As mentioned above, some memory components in an electronic
device, such a SRAM and DRAM require power in order {0 maintain storage of
data. Other devices, such as NVRAM are able {o siore data without the need to
continuously supply power. However, even though power i8 not needed to
retain the persistence of the data, power is needed when the data is originally
written. Currently existing forms of NVRAM {e.g. FLASH memory) as well as
new types of NVRAM currently being developed (e.g. memristor, phase change
RAM, spin torque transfer RAM) do not requirs the continuous supply of power
it order to maintain the persistence of data stored thereon. However, these
devices do use power when originally writing the data fo the device. This use of
power may be referred to as write energy. i should be understood that SRAM
and DRAM also requirs wiits energy 1o stors data, and as such the technigues
described herein are equally applicable to SRAM and DRAM.

{60121 Many electronic devices, such as compuiers, inciude & memaory
controfter to manage storing and retrieving data from memory. The memory
controller may not individually read and write bytes of data from the memory,
Rather, the memory controlier may operate on groups of bytes, referred v as a
line of data. For example, in a computer, memory is typically operated on in
units equivalent to the size of a cacheline in the processor. For example, if g
processor has a cacheling size of 64 bytes, the memory controller may receive /
provide data to the processor in unids of 84 bytes. However, techniques
described herein are not imited to any particular cacheline size. For the
remainder of this description a ling may refer 1o a data block that is provided {o
the memory controlier to be written {o memory or is provided by the memory for
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use by the elechronic device. The {echniques described herein are not imited to
any particular line size.

[0013] The memory may be divided across several memory devices
which may be referred {0 as g rank. For example, for a given line, the memory
devices that store the data that make up the line are all in the same rank. A
rank of memory devices may store muttiple lines. For axample, for a 64 byle
line, there may be 8 memory devices in the rank. Each of the first 8 memory
devices (e.g. a memory chip) may store 8 bytes of the line. The 9™ memory
device may be used to store an Error Correction Code (ECC). The nine
memory devices that make up the rank may store large numbers of lines.
Although g specific example of a rank of memory is described, it should be
understood that the techniques described herein are not limited {o any particular
layout of memory devices in a rank.

{0014] The techniques described herein provide for receiving a line of
data o be wrillen to memory. The line may be examined 1o determing f the line
can be compressed. {f so, the line may be compressed, and a header
describing the compression may be added to the line. An ECC for the overall
linge may be calculated. The comprassion may result in fewer than the {otal
number of memaory devices within the rank being needed 1o store the
compressed line. As such, the memory devices that are not needed are not
written, thus saving the write energy that would have otherwise been used fo
write to those devices. In some cases the data may be encrypted prior to being
written to the memory devices.

{0015] The line that is stored may contain the data nesded {o determine i
the fine is compressed, and if 50, how the line should be decompressed. For
example, if the ECC does not use all bits available on the ECC storage device
for the line, then the exira bits may be used to indicate if the line is compressed
of not. in other implementations, different techniques, described below, may be
used to determine if the line is compressed. When the data is {o be read, it may
be determined if the line is encrypted andfor compressed. Ths line may then be
decrypted and/or decompressed and provided to the requestor.
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{Q016] The fechnigues described herein are Operating System (08}
independent and as such the 08 is not required 1o have any knowledge of the
compression occurring in the memory system. In other words the techniques
descrbed herein are completely transparent to the 08, applications, or other
software running on the system. No O, application, or other code modification
is required,

{0017 In one example implementation, writes o the memory devices are
based on a mapping. Instead of always writing a compressead block to the rank
of memory in the same order, 3 mapping may be used. For example, if a
compressed ine would use four memory devices {o store the line, the mapping
would determine which four devices are used. By using the mapping, it can be
ensured that the first memory devices in the rank are not always selected.
{0018} Because the writes 1o memory devices are spread based on the
mapping, it may be possible 10 increase memory write bandwidth by performing
multiple writes in paraliel. For example, if a first ine is {0 be stored on the first
three memory devices and a second line is 10 be stored on the last three
memory devices, the lines may be written in parallel. Because there is no
overiap in the memory devices used, each device can be commanded {0 write a
different line., Furthermore, the mapping may even out power dissipation of the
memory devices. Using the techniques described herein, power may be
dissipated over all the devices in a morg even manner, because the mapping
ensuras that the same seat of memory devices are not always used.

{0018} FIG. 1 depicts an example of a device that may use the data
writing o a subset of memory devices techniques described herein. System
100 may include a memory coniroller 110 coupled {0 a plurality of memory
davices 150-1...9. Although 9 memaory devices are depicted, it should be
undersiood that this is {0 aid in the description. The techniques described
herein are not limited to any particular number of memory devices.

[o020] The memory controfler 110 may be a device that is a standalone
device, or it may be integrated within a larger device {e.q., a processor, partof a
chipset). The techniques described herein are not limited to any particular

implementation. The memory controlier may include a data block compression
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circuit 115, an ECC generation circuit 120, and a memory device write circuit
125. The memaory controfler and each of these circuits may be implemented as
hardware circuits, or as a combination of hardware circuits and instructions
readabie and execuiable by the hardware circuits. For example, the memory
controller may be implemented as logic on an integrated circult, as an
application specific integrated circuit {ASIC), as an FPGA, or in any other
suitable manner.

{0021 The data block compression circuit may be a circuit to receive a
block of data and compress that block of data. For example, the compression
circuit may implement Base Delta Immediate (BDI) compression, which may
allow a 64 byte data block 1o be compressed {o a dafa block ranging from 0 to
64 bytes. Although a specific compression technigue has been mentioned, the
technigues described herein are not limited to any specific comprassion
mechanism.

[ap22] A block that cannot be compressed may be stored in raw form. A
block that can be compressed may have a compression header generated by
the comprassion circuit 115, The compression header may contain information
that may be used {o later assist in decompression. For example, the
comprassion may indicate the process that was used to compress the data
block and how that data block can be decompressed.

{0023] The ECC generation circuit 120 may be dircuitry used fo calculate
an ECC for the block of data. The ECC may be used to determineg {f there has
been an error in the data. Many ECCs can be used o correct for single bit
errors and detect multiple bit errors. In some implementations, as will be
described in further detail below, the ECC may be used to determine if the data
biock has been compressed. In the example being described, there are 8 byles
provided for an ECC. if the ECC being used does not use all 8 bytes, one or
more bits may be used {0 indicate that the data block is compressed. The ECC
generation circuit may insert those bits into the ECC in such implementations.
These bits may be referred to as compression metadata. However, i the ECC
uses all 8 bytes, an alternate mechanism for determining if the data block is

encrypied s described below, with respect to FIG. 3.
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{Q024] The memory device write circuil 125 may he used (o write byles of
data 1o memory devices. For example, the memory device write circuit may be
coupled 1o memory devices that make up a rank of memory. When it is desired
to write a line of data to the rank of memory, the memory device write circuit
may write the line to the individual memory devices that make up the rank.
[0025] The system 100 may also include a plurality of memory devices
150-1...9 that make up a memory rank, System 100 is shown with a memory
rank made up of 8 devices, however, it should be undersiood that this is for
purposes of ease of description and not by way of limitation. The techniques
described herein are suiable for use with memory ranks comprising any
number of memory devices.

{0026] Each memory device may store a particular range of bytes for a
given ine. For example, memory device 150-1 may store bytes 0-7 for each
line, memory device 150-2 may store bytes 8-15, and so on. The rank of
memory may store any number of ines, as is shown by lines 1-n. The
techniques described herein are not limited to ranks storing any particular
number of lines. What should be understood is that a rank of memory may
store many lines, and an individual memory device within the rank may stare g
portion of each line.

[0027] In operation, a request to write a block of data may be received by
the memory coniroller. This is depicted by the "DATA BLOCK IN" arrow. At a
high level, there are two possibilities when it comes o compressing & block of
data. The block is either compressible or it is not compressible. Each of these
two situations is now described.

{6028} Assume the received block of data 175 is not compraessible. As
stich, the data block compression circuil is not able to compress the data biock.
As mentioned above, uncompressible data blocks are stored in their raw form.
iy this case, the block of data is 64 byles long and may be store uncompressed.
The ECC generation circuit may generate an ECCT over the 84 bytes and the
ECC is appended to the line. The memory device write may then receive the
uncompressed data block as well as the appended ECC and write the line fo

memaory devices 150-1...9. As indicaled by the maiching hashes, the block of
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data 175 is show as being written 1o line 1 within the memory devices. i should
be noted that is such cases, each memory device is written to, and as such
write energy is used for writing to all 8 memory devices.

[0028] Inn the second case, the received block of data 176 may be
compressible. {n the example, assume that the compression circuit 115 is able
to compress the data block to & smaller number of bytes. The compression
circuit may then append a compression header to the compressed byies. The
comprassion header may be described gs metadata that describes the
compression. As shown by the hashes on line 176, assume that the
compressed data and compression header uses byles §-23 (24 bytes total}.
The ECC may then generate an ECC covering the 24 bytes of compression
header and data plus 40 bytes of padding.

{0030] The memory device write circuit may then write the compressed
line to the memory devices. As shown, memory devices 150-1-3 in line 3 of the
memory devices may be used o store the compression header and
compressed data. The generated ECC may be stored in memory device 150-8.
However, it is not necessary to write any data o memory devices 150-4-8, as
indicated by the blacked out boxes. in comparison {o the uncompressed case
described above, only 4 memory devices instead of 9 are wrilten to. As
mentioned above, each write 1o 8 memory device requires wrile energy. By
reducing the total number of memory devices writlen to, comprassion enables a
reduction in the total amount of write energy needed to write a line of gata.
{0031} I addition to reducing the amount of write energy needed, the
techniques described herein also provide for a mechanism {o reduce the
amount of read energy needed when reading a line of data. This technique is
dascribed in further detail below, but what should be understood for now is that
the portions of the line not written {(e.g. the portions in black) are not use 1o store
valid data. in other words, the portions of each line in black remain unused.
{0032] FIG. 2 depicts another example of a device that may use the data
writing techniques described herein. Many of the elements of FIG. 2 are very
similar to the elements in FIG. 1 and are similarly numbered. For ease of

description, the description of those elements s not duplicated. System 200
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may inchude a memory controller 220, which s very similar 0 memory controller
110. The memaory controfier may include a data block compression /
decompression circuit 215, an ECC generation / validation circuit 220, a
memaory device write circuit 225, a background scrubber circuit 230, and an
encryption / decryption controller 235. System 200 may also include memory
devices 250-1...9, which are essentially the same as those described with
respect fo FIG. 1.

{0033] Data block compression / decompression circuit 215 performs a
similar function to the similarly numbered element in FIG. 1. In addition, circuit
215 may also perform decompression. For exampie, the circuif may use the
compraession header confained in a compressed line and use that information in
order to decompress the compressed line back into the uncompressed block.
Although circuit 215 is depicted as a single circuit performing both compression
and decompression, it should be understood that this is only an example
implementation. Other implementations may use different circuit {o perform
these functions.

{0034} System 200 may also include ECC generation / validation circuit
220. As above with respect o element 120, circuit 220 may generate an ECC
{6 ensure that a ine does not contain errars. Circuit 220 may alse include
functionatity 1o validate the ECC. Circuit 220 may examine a line of data and
vaiidate that the ECC indicates that there are no errors in the line. As above,
atthough depicied as a single generatle { validate circuit, this is only an example
implementation. Other implementations may use different circuits for each of
these functions.

{0035} System 200 may also include a memaory device read / wrile circuit
225. The memory device read /write circuit may be very similar 1o the
equivalent circuit in FIG. 1, with the exception that the memory devices can be
both read and written. The description is not repeated here. System 200 may
also include a background scrubber circuit 230. The background scrubber
circuit may examine the memory devices 250-1...2 as a task that runs
continuously in the background, setting unused portions of fines to a high

resistance state. As mentioned above, some portions of lines may remain
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unused {g.g. ihe black boxes). For some memory lechnolpgies (e.g.
memmistor), the amount of read energy used is dependent on the values stored
at the designated location, and in the same array. Reads and writes o arrays
with more high resistance values may require less energy to perform the read or
write. For memory devices storing unused portions of the line, setling the
resistance value o a high siale reduces the amount of energy needed when
reading or writing the line.

{0036] Although additional wiite energy is used when setling the memory
devices to the high resistance states, this energy can be expended at a time
that is convenient for the system. For example, assume that over a period of
fime fhere are a large nuimber of memory writes. During such periods, reducing
the overall amount of write energy would be useful, as reduction of energy
usage in a system may be helpful. For eaxample, reduction in energy usage may
allow the system 1o remain below power usage caps. Thus, omitling the writes
o unused devices would be helpful in ensuring the system stays within
operating parameters {e.g. total energy usage). However, at a later time, there
may not be many writes occurning. During these periods of tims, the
background scrubber circuit may operate. i the system load increases such
that the background scrubber's energy usage becomes problematic, the system
can temporarily halt the background scrubber circuit.

{0037] System 200 may also include an encryption / decryption controller
235. The encryption decryption controlier may inciude an encryption /
decryption selection circuit 237 and at least one encryption /decryption circuit
238-1...n. The encryption / decryption controlier may be used {o encrypl and
decrypt fines that are stored 1o the memory devices. The encryplion may help
improve security in the system. For example, as mentionsd above, NVRAM
may retain its contents even when power is no longer supplied. A malicious
actor could physically steal one or more of storage devices 250-1...9. The data
on these devices could then be retrieved by the malicious actor. By encrypling
the data, it may be ensured that even in such a situation, the stolen devices

would remain unreadable.
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{0038] The controller 235 may include an encryplion / decryption
selaction circuit. The encryption / decryplion selection circuit 237 may be
responsible for dividing up a data block into smaller blocks of a fixed size. In
some cases, the smalier blocks may be padded with a value, such as 0. The
circuit 237 may be used to divide up the block and pad as needed. Operation of
the circuit 237 is described in further detail below, with respect to FIG. 3{a-c).
{0033) The controller 235 may also include at least one encryption /
decryption circult 238-1...n. The encryplion / decryplion circut 238 may be
used to encrypt / decrypt the fixed size blocks of data generated by the cirouit
237. In some cases, there may be a single circuit, and blocks are encrypted /
dacrypied seriglly. In other implemeantations, there may be mulliple circuits 238,
and encryption / decryption of the fixed size blocks may occur in paraliel.
Furthermore, although shown as a combined encryption / decryption circuit, it
shouid be understood that this functionality may be divided into separate
encrypt and decrypt circuits. What should be understoad is that system 200
provides circuits to both encrypt and decrypt fixed size blocks of data.

{0040] Operation of system 200 will be described with reference fo
severat examples. These examples will generally start with an uncompressed
biock of data, and will move through the grocess of comprassion, encryption,
decryption, and decompression. However, every exampie, will not include
gvery stage.

[Q041] Continuing with exampie 176 from FIG. 1, assume thattherg is a
compressed line 276a. The compreased line is also shown as line 3 in memory
devices 250-1...2. in order to read the line, all 8 memory devices 250-1...9 may
be read using the memaory device read / write circuit. The data block
comprassion / decompression circult 215 may examine the compression
metadata {o determine if the line is compressed, For example, the bils taken
from the ECC bytes above may be examined to determine if the block is
compressed. if the line is not compressed, the ECC generation / validation
circuit 220 may validate the line 276b by determining if the ECC indicates there
are any errors. H no errors are present, the uncompressead line 276¢ may be

sent out of the memory controller as indicated by the data biock out arrow.
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{0042] However, if #is determined that the line is compressed, the data
block compression / decompression circuit 215 may examing the comprassion
header metadata that was appended o the compressed line to determine how
the line was compressed. The line may be padded based on the compression
header and the ECC validated. if the line is valid the circuit 215 may
decomprass the ling, resulting in an uncompressed line 276c. The
uncompressed data block 276¢ may be sent as the data block out.

{0043] FIGE. 3{a-¢) depict examples of wrile / read pafterms in
accordance with the data writing technigues described herein. FIGS. 3(a-¢}
continue with the examples that were started in FIGS. 1 and 2. FIG. 3a depicis
the sncryption process. For example, assume that an uncompressible block of
data 377a is received. As should be understooad, not all data blocks are able lo
be compressed. The case of g compressible data block is described further
below. The encryption / decryption confroller 235 may be used o encrypt the
data block.

[0044] The encryption / decryption selection circuit 237 may divide the
data block 377a info fixed size units. For example, the fixed size units may be
16 bytes each, resulting in the 64 byte data block being divided into 4 fixed size
encryption blocks. The encryplion { decryption circuli{s) 239-1.. .a may than
encrypt each of the fixed size blocks 377b. As mentioned above, if multiple
gncryplion circuils are provided, the encryplion of each block may occur in
paraliel. However, the technigues described herein are also suitable for use with
a single encryption cireuit, wherein the blocks are serially encrypted.

{0045] The ECC generation / validation circuit 220 may then generate an
ECC to ensure that the line contains no errors. The ECC may be appended {0
the fine 377¢ and the line stored in the memory devices. As indicated, because
no compression was done, all memory devices are wriften and there is no
saving of write energy. The process of decrypting the line is described in further
detail below.

[o04e] FIG. 3b depicts an example of receiving a compreassible block of
data, compressing the block, encrypting the block, decrypting the block,

decompressing the block, and returning the orniginal compressible block., As
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shown, a compressible block of data 3783 may be received. The dala block
compression / decompression circuit 215 may be used fo comprass the data
block and append a compression header 378b. In this example, the
compressed data block and header is shown as being 36 bytes iong.

[0047] The encryption / decryption selection circuit 237 may then divide
the compressed block into fixed sized encryption units 378¢. For example, the
fixed size encryption units may be 16 bytes long. As shown, the compressed
biock may be divided into g first complete encrypt block for byles 0-15 and a
second complete encrypt block for bytes 16-31. The remaining bytes, 32-35
may then be padded {e.g. padded with zeroes) 1o resull in a third encrypt block
spanning bytes 32-47. H should be noted that no daia is being stored in bytes
48-63. Blocks may then be encrypted by the encryplion / decryption circuits
238-1...n. It should be noted that the energy used in the encryption process
may be reduced because the tolal number of blocks 10 be encrypted has been
reduced. For exampile, unlike the case above with the uncompressible biock
where 4 blocks were encrypted, here, only 3 blocks are encrypted. Thus the
energy used by the encryption blocks may be saved.

[0048] The ECC generation / validation ¢ircuit 220 may then generate an
ECC to protect the line. For example, a 16 byte block of zernes may be
appended to the 3 encrypled biocks. An ECC may be generated and appended
{o the ling 378d. The line may then be written to the memory devices by the
memory device read / write circuit 225.

{0048] When encryption is performed, the mechanisim for decrypting and
decompressing the data is slightly different than that which was descnrbed
above. For example, previously, some spare bits in the ECC bytes may have
been used o identify if the block was compressed ar not. if it was compressed,
the compression header could be examined. However, this examination does
not work in cases where the ling is encrypled, because the compression header
would be unreadable {e.q. it is encrypted). in other words, even if there were
bits available in the ECC bytes {o indicate the line was encrypled, the
compression header could not be decipherad to determing how to decrypt the
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biock. In addition, in some cases, the ECC may use all the avatlable byles and
no spare bits may be available to determine if the line is encrypled.

[0050] In the current example, where a line is 64 byvies long, and the
encryption block fixed size is 16 byles, a compressed line may result in either 1,
2, 3 or 4 encrypted blocks. An uncompressed line results in 4 encrypted blocks.
Az mentioned above, an ECC is generated for the line, padding with zeroes as
needed. The ECC generation / validation circuit 220 may attempt to validate the
ling under sach of the four possible scenanios. As shown i 378e, the four
possibilities may be 1) one encrypted block, three pad blocks 2} two encrypted
blocks, two pad blocks, 3) three encrypted block, one pad block, and 4) four
encrypied blocks. With selection of the right ECC it is highly uniikely that more
than one of the four possibilities described above would be properly validated by
the ECC. Thus, of the four possibilities, the one thal is successiully validated
determines how many encrypted blocks are present.

[Q051] After the validation, the encryption / decryption selection circuit
237 may be made aware of how many encrypted blocks are in the tine. The
selection circuit may then cause the decryption circuits 238-1.. .n to decrypt the
determined number of encrypled blocks. Just as above in the encryption
pracess, because g reduced number of decryptions may need 1o he performed,
the energy used in decrypting may be reduced.

[0052] The encrypt / decrypt circuits 2398-1.. .n may then be used to
decrypt the number of hiocks 3781 determined by the selection circu#t 237.
Once the decryption is complete, the compressed block 378¢ Is recovered. At
this point, the compression header is no longer encrypted, and can be refrieved
from the compressed blogk. The data block compression / decompression
circuit 215 may then be used {0 decompress the compressad biock back {o the
original compressible block 378h. This step further confirms the size of the
block estimated by the ECC validation circuifry.

[0053] FIG. 3¢ describes an alternative mechanism to determine if a
block has been compressed. As mentioned above, some ECCs may utllize all
available space, leaving no bits available to indicate if & block is compressed or

not. An gitemative mechanism for delermining the compression status of a data
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biock may make use of an invalid ECC. Just as above, a compressibie block
379a may be recaived. The compressible block may be comprassed. For
example, as shown, the compressed block {including compression header) may
reside in bytes 0-40. A valid ECO covering those 40 bytes may then be
generated and appended to the compressed block.

[0054) The valid ECC may be generated by either padding ouf the
compressed block fo the size needed by the ECC generation circuit 220, For
gxample, if the ECC generation circuit expects a 64 byie block, then the
compressed block can be padded with zeroes. in the alternative, an ECC that
does not depend on a specific block size may be generated and data regarding
the genergtion placed in the compression header.

{0055] An invalid ECC may then be generated. The invalid ECC may be
guaranieed to fail. The compressed block {e.q. bytes 0-40), the valid ECC {e.g.
bytes 41-48), unused devices {g.g. byles 48-83), and the invalid ECC may be
stored as a line 378b, in cases wherg some compression was possible. In
cases where no compression is possible, the ECC generated would be the valid
ECLC to cover the full data block.

[0056] When attempting o retrieve the data block, the line containing the
data is first read from all memory devices in the rank. The ECC validation
circuit 220 atfempts to validate the line. If the validation is successful, it means
the line was uncompressead, and the dala block can be sent out. However, i the
ECC validation fails, # may mean that the line is compressed. The compression
header may then be examined (perhaps after decryption) to detenmine how the
iine was compressed, where the valid ECC is located within the ling, and how
that ECC was generated 378c. The block may then be decompressed and
validated using the valid ECC. The original uncompressed block may then be
sent ouf.

{0057] FIG. 4 depicts an example high level flow diagram of the data
writing technigues described herein. in block 410, a block of data to be written
to a line in a rank of memory may be received. Ths rank of memory may
comprise a set of memory devices. As described above, the rank may be made
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up of any number of memuory devices. The techniques described haerein are not
limited to a specific number of memaory devices within a rank.

[0058] Inn block 420, the block of data may be compressed. As explained
above, ong possible compression mechanism is BDI compression. However,
technigues described herein are not dependent on any particular compression
mechanism. In block 430, the compressed block of data may be written to a
subset of memory devices that comprise the line. The unwrilien portions of the
ling are notused to store valid data. By wriling the compressed block of data fo
a subset of memory devices, the total amount of write energy is reduced.
Furthermore, by ensuring that the unwritien portions of the line are not used,
there is no reason for the O8 10 be made aware of the compression. As far as
the QS is concemed, each line stores one line sized block of data. The 08
does not need to consider the possibility that a single fine may hold data from
fwo separate original blocks of data.

HHEL FIG. 5{a,b) depicts ancther example high level flow diagram of the
data writing technigues described herein. {n block 505, just as above i block
410, a block of data to be written may be received. in block 510, just as in block
420, the block of data may be compressed. i1t blogck 515, the compressed block
of data may he divided inlo an integer number of encryption blogk units. As
explained above, the encryption circuit may operate on a fixed size block. Thus,
the compressed block may be divided in accordance with the fixed size block.
As previously mentioned, blocks may be padded if necessary to arrive at the
fixed encryption block size.

{0060] In black 520, each encryption block unit may be encrypied. The
technigues described herein are not limited to any particular type of encryption.
Any encryplion mechanism is sullable for use with the techniques described
herein. In block 525, metadats indicating the resuit of the compression may be
appended to the block of data. This metadata may include the compression
header or may include using spare bits within the ECC to indicate if the block is
compressed. As explained above, the particular type of mefadata used is
dependent on if extra bits are available and if encryption is being used.
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U § In block 530, a valid ECC may be generated for the compressed
biock of data. As mentioned above, the valid ECC may be used to verily a
compressed line. in block 535, the valid ECC may be appended to the
compressed block of data. In block 540, an invalid ECC may be generated. In
block 548, the invalid ECC may be appended to the line. As mentioned above,
if the ECC validation of the line fails, this may indicate that the line has been
campressed.

{0062} It block 554, the compressed Bock of data may bewrittento a
subset of the memory devices that comprise the line. The unwritten portions of
the line may not be used {o store valid data. In block 555, portions of the line
that are not used {0 store vahid data may be set o a high resistance state using
a background scrubber. As described above, setling unused portions of a line
o a high resistance siate may reduce the amount or energy used during a read
of write of the memory devices.

[0063] Ir: block 560, a line in a rank of memory may be read. Reading
the line may include reading all memory devices that comprise the rank. In
other words, all memory devices, even those which may notl be storing valid
data for the line are read. In block 565, metadata indicating the result of the
comprassion may be retrieved from g block header. As mentioned above, in the
case of an unencrypted line, the comprassion header is readily available.
fo0e4] In block 570, an attempt to validate the line using the invalid ECC
may be made. A validation fall may indicate that the block of data has been
compressed. In block 575, the block of data may be parsed fo locate the valid
ECC. As mentioned above, the validation failure with the invalid ECC may
indicate a compressed block. The location of the valid ECC may be determined
by parsing the compression header to determine where the valid ECC is and
how the block was compressed.

{0065] in block 580, the line may be validated using the ECC for all
possible integer numbers of encrypted units. As described above, in the case of
an encrypted line, there may be a limited number of possible encrypted blocks
{8.g. 1,2, 3, or 4). The validation attempts may be made on each of these

limited possibilities, and a successiul validation may indicate how many
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encrypled blocks are present. It should be undersiond that the above
description is based on the 16 byte per encryption umit granularity. In some
implementations, the determining granularity is the compression granularity.
For example, the ECC check could be performed assuming one device, fwo
devices, and so on, up 1o the maximum number of devices. The ECC check
that succeeads may determine how compressed the block is. In block 585 the
number of encrypted units may be determined based on the successhul
validation.

[0066] I block 590, the determined number of encrypted units may be
decrypted. As described above, by only decrypting the number of encrypted
units prasent, the enecgy used for decryplion may be reduced. In block 585, the
fine may be decompressed based on the determined number of encrypted units.
{0087] FIG. 6 depicts an example system including write based on
mapping according to the techniques described herein. System 600 may
include ali of the components previously described with respect to FIGS. 1 and
2, however those components are not shown for purposes of clarity. System
600 depicts mainly those components used for wriles based on mapping.
However, it should be understood that systemn 800 containg all the functionality
previously described.

[0068] System 800 may include a memaory controller 810, The memory
controller may include a data block mapping circuit 680, a memory device wrile
circuit 625, and memaory devices §50-1...9.

{0068] The data block mapping circuit 660 may include the functionality
used to provide the write based on mapping techniques described herein. The
data block mapping circult may include a mapping 861. The mapping may
determine how a data block is written to the various memaory devices. Inone
example implementation, the mapping may be an array. Each line of the array
may be considered the mapping to be used for that line. For example, as
shown, the mapping for lines 0 through 7 is shown. In some example
implementations, the mapping may be selected o minimize the memory device
overtap of any two adjacent fines. For this purpose, the first and last line may

be considered adjacent. Minimizing the overlap may be helpful in increasing the
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probability that mulliple lines may be writlen in parsllel, as will be described
below.

[0070] A mapping may be selected based on the line being written. For
example, the line number being writlen may be divided {mod) by the total lines
shown in the mapping (2.¢. 8). The remainder may determine the selected
mapping. For example, if ine 8 is being written, the remainder will be 0, thus
the mapping for line 0 is selected. Likewise, if line 13 is being wrillen, the
remaindsr will be 5, then the mapping for line § may be selecied.

{0071} Once a mapping for the line is selected, the memory devices used
for that line can be determined. As shown, the 8 boxes 10 the right of each line
indicate the memory devices that are to be used to wrile that line, as well as the
order in which those memory devices are {0 be written. it should be noted that
order does not imply sequential writes of memory devices. In fact, the devices
may be writlen in parallel, For purposes of this descrigtion the write order
indicates how bytes of the line are mapped o the memory devices {a.g. first 8
bytes on device x, second 8 bytes on device vy, eic.). Thus, when writing a line,
the particular memory device used may be dependent both on the line being
written as well as the size of that line. Operation of the mapping is described in
further detail with respect to an example below.

[0072] The memory device write circuit 825 includes alf of the
functionatity of the memory device write circuit described above. In addition, the
circuit may include a wrile gueue 626 and a busy vector 827, The wrile queue
may be a queue that holds lines that are wailting fo be writlen to the memory
devices. An example portion of a write queue 626a is shown. kEach enfry in the
write queue may include the data block {e.g. the compressed block) 626b, the
line number 1o be written 626¢, and a hit vector 6268d. As will be explained in
further detail below, the bit vector may be used to indicate which memaory
devices will be used 1o write a particular block of data as well as being used o
determine which writes may ocour in paraliel.

[0073] The circuit 625 may also include a busy vector 627. The busy
vector may indicate which memory devices, or more specifically the

communications channel to the memory devices that are currently involved in a
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write transaction. For example, the busy vector may have one hit that
reprasents each memory device. A set bit may indicate the memory device
{e.g. the communications channel {o the memory device} is currently busy, while
a clear bit may indicate the device is currently not busy. As will be explained
below, the busy vector may be used to determine when writes may proceed
concurently.

{0074] The system 600 may also include memory devices 850-1...8.
These memory devices are generally the same gs those depicted in FIGS. 1
and 2, although more lines are shown.

[0075] In operation, data blocks may be received by the memory
controlier. Just as above, those data blocks may be compressed. The
compressed data blocks may then be placed in wiite queue 626, As shown, the
data blocks 626b contain a hashed portion, which indicates data o be wrilten
and a clear porfion, which may indicate data that need not be written (e.g.
unused space resuiting from the compression). Ling 626e shows 2 ling in more
detail. For example, as shown, bytes 0-31 may include valid data 10 be written,
while bytes 24-71, shown in black, may not need to be writlen.

[0076] In the example implementation shown in FIG. 8, each memory
device may store 8 bytes of a line. As such, the line 626e is divided into 8 byte
segments labeled A-l. These fabels will now be used to describe how the
mapping may he used o write a line to the memory devices in meamaory.

{0077} For example, assume that the line 6268 is {o be wrilten o fine B,
As explained above, the line number {.e. line memory address) may be divided
{mod) by the number of entries in the mapping table {e.g. 8) and the remainder
used to determine which line in the mapping 10 select. In this case, line &
divided by 8 has a remainder of zero, and as such the line 0 mapping may be
selected. Referring 1o the ine 0 mapping, it is shown that the memaory devices
are used in order (e.g. 1-9). In this example, the line 628e contains valid data to
be written for bytes 0-31, corresponding to labels A-D. Thus, the first memory
device may be used to write bytes 0-7 {e.g. A}, the second device used to write
byte 8-15{e.g. B), the third device used to write bytes 16-23 (e.g. C} and the
fourth device used to wrile bytes 24-31{e.g. D).
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{0078] As shown in the wiile queus, the memory devices that would be
usexd for the write are shown in the bit vector 826d. As shown, the first 4 bils
are set, indicating the first four devices will be used. As shown inling 8 in the
memaory devices, the blocks A-D are written to the first four memaory devices in
order. The process of writing the blocks is described in further detail with
respect fo FIG. 7.

{0079] As another example, assumes line 626e is o he written fo line 5 {or
¢ a line which resuits in a remainder of 5). As such, the line b mapping will be
used. The mapping shown for line 5 indicates that block A goes on device 6,
block B on device 8, block ¢ on device 7, and block D on device 8. Just as
above, the busy vector is set 1o indicale thal memory devices 6-9 are used for
the write. i should be noted that the memory devices used for writing the same
data block 626e are different, depending on which line in the memory device is
being used. in addition to the lines described above, two additional ines {e.g. &
and 12} are shown. As shown, these lines will use memeory devices indicated
by their bit vectors. The use of the bit vectors and the busy vector 627 is
described in further detail with respect to FIG.7.

[0080] FIGS. 7{a-d) depict examples of using bit vectors and a busy
vector to permit concurrent writes according 1o techniques described herein. As
described above, the bit vector may indicate for each entry in the write queue
which memory devices {e.q. the communicalions channels for those memory
devices) are Qoing 0 be used 1o perform thal write. i two differant writes will
use completely different memory devices, with no overap, the two {(or more)
writes may procead in parallel, because the communications channels to those
devices would also contain no overlap. This is because although a memory
davice may not write two independent ines (e.g. porticns of the line stored on
that device) simultanecusly, there is no need for independent memory devices
to ail write the same line. Thus, if one memory device is writing ine 0, a
different memory device could write line 5, because each device would be
receiving commands over a different communication channel.

[o081] FIG. 7a depicts a write queue containing several lines to be written

{0 the memaory devices, The write gueus is similar to that described with
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respect to FIG. 6. For purposes of this description, assume that at the outset,
no writes are currently in progress (e.g. busy vector is completely clear). As
shown in FIG. 72, the first line in the write queuse has the bit vector marked to
indicate memory devices 1-4 are {o be used. The sysiem may first perform a
bitwise AND with the busy vector. if the result is a zero, that means that the bit
vector and the busy vector have no common bits sef. What this means is that
the memaory devices used in the busy vector are not the same as those that will
be used according 1o the busy vector.

[0082] I the present example, the busy vector is initially empty. As such,
the AND operation produces a zero result, indicating that the write may
procesd. To update the busy vedlor {0 indicate which memory devices are in
use, a bitwise OR operation may be performed between the busy vector and the
bit vector. The resull may then be stored in the busy vector. The end result
being that the bits in the busy vector that were previously set, remain set, and
those memory devices that will become busy with the new write will now have
the corresponding bits set.

{0083] FIG. 7b depicts an attempt to write the second data block in the
write queue. As shown, the bit vector for the second item in the write queue
indicates that the last four memory devices {e.g. 6-9) are 1o be used for the
write. Again, a bitwise AND between the bit vector and the busy vector is
performed. Because there is no overlap of busy devices, the resultant value is
zero, indicating that the two writes may proceed concurrently. The busy vector
may then be updated by performing a bitwise OR between the current busy
vector and the bit vector of the newly added write.

{0084] FiG. 7¢c depicts an attempt to write the third data block in the write
guetie., As shown, the bit veclor for the third #ems indicates that three memory
devices {e.g. 2-4) are to be used for the wrile. However, a bitwise AND of the
bit vector with the busy veclor resulls in a non-zero value {e.g. 011100000 AND
111101111 = 011100000). Because the same memory devices would be
needed for both writes, the write of ling 6 cannot cccur concurrently. As such,

the item remaing in the write queue, and the next element is checked.
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{00885 FIG.7d depicts an attempl to write the Tourth dala block in the write
queue. As shown, the fourth data block may use 1 memory device {e.g. device
5). Performing a bitwise AND between the bit vector and the busy vector results
in @ zerc value. As mentioned above, a zero value indicates the wriles may
proceed concurrently. The busy vector may be updated by performing a bitwise
OR. {t shouid be noted that all bits in the busy vector are now set, indicating the
communications channel to all memory devices are currently busy with a write.
Thus, no new write of a line may be added, as all memory devices {e.g. the
communications channel to each device) are busy. When the write issues, the
bits associated with the memory devices may be cleared. At that point, new
wiiles may proceesd.

{0088] Although not shown in the figures described herein, it should be
understood that when reading a line from the memory devices, the mapping
described above is first reversed {o put the line back o the origingl order.
Then, the processing described with respect to FIGS. 1-5 may occur. In the
context of the present example system, when a line is read, all nine devices
may be read. Then it may be determined which mapping was used based on
the address of the line. The mapping may then be reversed to recover the
oniginal line. The steps of determining the encryption f compression may then
proceed as described above.

{0087] FIG. 8 is an example high level flow diagram for writing data
according 1o a mapping according 1o fechnigues described herein. In blotk 8§10,
a block of data to be written 1o g line in 8 rank of memory may be received. The
rank of memory may comprise multiple memeory devices and the block of data
may be written to a pumber of the memory devices determined by the size of
the block of data. In other words, a Dlock of data to be written {0 the memory
devices may be received. The number of memory devices needed in order to
write the complete block of data is determined by the size of the block of data.
Smaller blocks may require fewer memory devices, while larger biocks may
require more memory devices.

[o088] In block 820, a memory device mapping for the line may be

retrieved. The memory device mapping may determine the order in which the
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biack of data is written to the memory devices within the rank. in other words,
the memory device mapping determines which memary devices will be used o
write a block of data to the memory devices. In addition, the mapping
determings the order in which the data block is written. As described above, the
block of data is not necessarily written 1o memory devices in sequential order.
Instead, the mapping may control the order of writes. In block 830, the block of
data may be writlen to the memory devices. The wrile of the block of data to
the memory devices may be based on the mapping.

{0089 FIG. 9 is another example high level flow diagram for writing data
according to a mapping according o technigues described herein. In block 905,
just as in block 810, a block of data 10 be writlen {0 3 line in a rank of memaory
may be received. The number of memory devices needed to write the line
varies based on the size of the block of data. in block 910, just as in block 820,
a memory device mapping may be retrigved. The mapping may determine
which devices, and in which order, the biock of data is written to the memory
devices.

{0090] In black 915, the block of data may be written o a wrile quesue.
The write queus may hold blocks of data that are waiting to be written to a line
it & rank of memory devices. The write queue may hold the data blocks until
the memory device write circult is ready to write the line. In block 820, a bit
vector may be set to indicate the memory devices that will be used to write the
biock of data. As mentioned above, the tlechnigues described herein allow for
fewer than the total number of memory devices 1o be used when writing & line of
data to the memory devices. The bit vector may be used to identify which
memary devices will be used when writing a specific block of data.

[0091] It block 825, the bif vector may he examined o determine if the
block of data can be written to the memory devices. For example, if none of the
memory devices that are specified in the bl vector are currently being written o,
the write may proceed. Block 830 describes a technique o determine if the
write can proceed. In block 830 a bitwise AND of the busy vector and the bit
vector may be performed. A resultant zero value may indicate that no devices

used in writing the blook of data are currently busy, and the write Can proceed.



WO 2016/144362 PCT/US2015/020192

24

tn other words, the busy vector maintains a record of which memory devices are
currently involved in a write operation. The record is maintained as a busy bit
vector. A bitwise AND of the bit vector and busy vector can only be zero when
there is no overap of set bits in each of those two veciors. No overlap indicates
that the set of memory devices for each vector are different.

[00%52] In block 935, the busy vector may be updated based on the bit
vector when the write can proceed. I itis delermined that a write can procesd,
the busy veclor is updated 10 reflect the memory devices that will be used for
the write. These memory devices would then be considered busy for later
comparison. Block 840 describes a mechanism for updating the busy vector. In
biock 940, a bitwise OR may be performed on the busy vector and the bit
vecior. In other words, the current busy vector is bitwise OR'ed with the bit
vector of the line to be written. In blogk 845, the resultant values may be stored
in the busy vector. The resultant value may be stored as the nsw busy vector.
The bitwise OR operation ensures that the hils will be set for each memory
device currently in use, or will be in use when the new block of data is written.
Thus the new busy vector is set to indicate all memory devices that would be in
use.

{00831 In block 850, the block of data may be written when the write can
proceed. If the comparisons above indicate that there is no conflict between a
new write and any write currently in progress, the new write may proceed. As
mentioned above, bandwidth may be increased as mulliple writes may decur in
paratlel.
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We Claim

1. A method comprising:

receiving a block of data io be written 10 a ine in a rank of memaory,
wherein the rank of memory comprises multiple memory devices and the block
of data is written 1o a number of mamory devices determined by the size of the
block of data;

refrieving a memory device mapping for the ling, wherein the mapping
determines the order in which the block of data is written to the memory devices
within the rank; and

writing the block of data to the memory devices based on the mapping.

2. The method of claim 1 wherein wriling the block of data o the memory
device further comprises:

adding the block of data to 8 write gueue; and

setting a bit vector to indicate the memory devices that will be used fo
write the block of data.

3. The method of claim 2 further comprising:

examining the bit vector to determine if the block of data can be written to
the meamory devices;

updating a busy vector based on the bit vacior when the write can
proceed; and

writing the block of data when the write can proceed.

4. The method of claim 3 wherein examining the hit vector {0 determine if the
variagble sized block of data can be written to the memory devices further
comprises:

performing a bitwise AND of the busy vector and the bit vector, wherein a
resuiftant zero value indicates no devices used in writing the block of data are

cuirently busy and the write can proceed.
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5. The method of claim 4 wherein updating the busy vecior comprises:

parforming a bitwise OR on the busy vector and the bit vector; and

storing the resultant value in the busy vector.

6. The method of claim 5 wherein the busy vector and bit vector indicate the

communications channel to the memory davice is busy.

7. The method of claim 1, wherein the mapping comprises:
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8. The method of claim 7 wherein the mapping minimizes the memory device

overiap of any two adjacent ines.

9. The method of claim 1 further comprsing:

reading the memory devices that comprise a rank;

determining the mapping used for a line to be read; and

reordering data read from each of the memory devices based on the

mapping.

10. A device comprising:

a data block mapping circuil 1o map a compressed block of data to

memory devices in a rank of memory; and

a write circuit to write the block of data to the memory devices in the

order determined by the mapping circuit.
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11. The device of claim 10 wherein the write circuit further:
determines memaory devices currently busy with a write operation; and
allows an additional write operation when the additional write operation
does not involve any of the currently busy memory devices.

12. The device of claim 10 wherein determining that the memory device is busy
includes determining the communications channel 1o the memory device is

bsy.

13. A system comprising:

Arank of memory, the rank of memory comprising a plurality of memory
devices; and

a memory controller, the memory controller to write a line of data fo the
memory devices in an order based on a mapping.

14. The system of claim 13 wherein the memory controlier further:
determines when the line of data can be concurrently performed with a
write of a different line of data based on which memory devices are used in

each write.

15. The system of ¢laim 13 wherein determining when the line of data can be
concurrently written includes determining if the communications channel for the

memory device is busy.
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