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METHOD FOR IDENTIFYING DESIRED COMMUNICATION
SESSIONS

The invention relates to a method for desired communication sessions, in
particular telephone calls, preferably in a VolP network, in which users — callers —
direct communication requests to other users — call recipients —, wherein said
communication requests each get assigned a credit value indicating a level of trust
said caller has towards said call recipient.

In the area of electronic mail unsolicited bulk email messages, so-called SPAM,
have become very prevalent and have turned into a severe problem. Not only
companies that require email communication are impacted by SPAM messages,
but also private users are very annoyed by SPAM. Many Internet users nowadays
receive more SPAM messages than regular emails. For this reason, almost every
server for incoming email uses SPAM filters which check incoming mails according
to defined rules. They search, for example, actively for key words in the content of
an email, they check specific configurations of the server used for sending the
email or they search for senders that are often used for sending bulk emails. In
case of a matching classification of an email as SPAM, it is marked and/or sorted
out.

In the area of — analog or digital — telephony, SPAM (in this context referred to as
SPIT, SPam over Internet Telephony) also occurs more and more often, as it can
be seen, for example, in case of undesired commercial or advertising calls. These
calls are mostly made by automated calling machines. In the public switched
telephone networks (PSTN), which today are still mainly employed, such SPAM
calls are relatively expensive which is the reason for a rather restricted number of
SPAM calls. Against the background of the rapid development of Internet
telephony, also known as Voice over IP (VoIP), however, a massive increase of
spam calls must be assumed since they are significantly simpler and more
economical to realize in comparison to public switched telephone networks. The
ultimate success of Internet telephony is therefore severely threatened by SPIT.
Hence, processes for blocking SPIT are increasingly gaining interest and in the
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future will probably reach an importance comparable to those processes which
today are used for blocking e-mail spam.

The processes used in e-mail spam filters cannot, however, be transferred to
telephony, or can only be transferred in part and in a very restricted manner. Thus,
for example, the complete content of an e-mail is examined by a spam filter before
the message is passed on to the recipient. A procedure of this type is not possible
in the case of telephone conversations (or other forms of real-time or near real-
time communication methods) since the content of a telephone conversation only
becomes known in the course of the conversation.

Recently, research and standardization activities have tackled the SPIT issue and
resulted in a number of methods that attempt to identify and possibly block/redirect
SPIT calls or — equally important — to identify legitimate, i.e. non-SPIT, calls.
Among these methods, social networks and global reputation systems have been
pointed out as potentially useful techniques to assess the trustworthiness of a
caller (as described, for instance, in V. A. Balasubramaniyan et al., “CallRank:
Combating SPIT Using Call Duration, Social Networks and Global Reputation”, in
Proc. Fourth Conference on Email and Anti-Spam, August 2-3, 2007, Mountain
View, California, USA; or in J. Rosenberg et al., “The Session Initiation Protocol
(SIP) and Spam”, RFC 5039, January 2008). These methods are typically based
on user feedback that impacts the level of trust that each user enjoys within a
group of users. The resulting reputation score is globally valid within the group of
users (e.g. within a provider's network) and helps deciding whether a call should
reach the call recipient (callee) or not. One of the main drawbacks of global
reputation systems is, however, that they are complex to manage, in particular if
the number of participating users is large. Further, they can suffer from artificially
created positive reputation, e.g. when a number of malicious users or identities
constitute a kind of “mafia” by giving a positive feedback to another malicious user.

Another drawback of the above mentioned “CallRank” solution is that it, if not
deployed in a centralized manner, requires signaling to distribute credentials,
which makes the system vulnerable to attacks. Further, it requires some changes
to the signaling to include the credentials in the signaling messages, e.g. INVITE
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messages, and to include some certification of the call length when a call finishes,
e.g. in the BYE message. Moreover, it has inherent security issues as the
approach bases on call credentials which have to be delivered within the network
and therefore need to be protected by some mechanism, e.g., digital signatures.
When deployed as a centralized solution, the “CallRank” solution does not scale
for a large number of participating users.

It is therefore an object of the present invention to improve and further develop a
method of the initially described type for identifying desired communication
sessions in such a way that desired communication sessions can be ascertained
in an efficient and reliable way while the management complexity of the desired
call identification procedure is significantly reduced and malicious interactions are
widely precluded.

In accordance with the invention, the aforementioned object is accomplished by a
method comprising the features of claim 1. According to this claim such a method
is characterized in that the duration of past communication sessions between said
caller and said call recipient is considered for determining the amount of said
credit value, wherein said credit value only possesses mutual validity within the
specific pair of users including said caller and said call recipient.

According to the invention it has first been recognized that an identification of
desired communication sessions on the basis of the duration of past
communication sessions proves to be particularly reliable since it is nearly
impossible to falsify or change this information with malicious intent. Accordingly,
circumvention of the process is ruled out to the greatest possible extent.
Furthermore, the method according to the invention effectively countermeasures
SPIT by providing a very high degree of trustworthiness since the indication of
whether a user A can be trusted by a user B, when A calls B, is evaluated on the
basis of past communications between these two users only, i.e. on a solely
mutual basis. This is in contrast to complex global reputation systems that
consider user feedback within a group of users. Consequently, as the trust is
based only on the mutual interactions between two users and does not have a



WO 2010/034516 PCT/EP2009/006972

global validity for a group of users (e.g. within a provider's network) the method
according to the invention is robust against so called “mafia” impacts.

When user A calls user B, the method according to the invention gives a reliable
measure of the trustworthiness of user A towards user B. The level of trust is
measured in credits. The higher the amount of credits that user A has collected
towards user B (i.e. that “user A can present to user B”) when A initiates a
communication sessions with user B, the higher is the possibility that the
communication sessions is accepted by user B, e.g. that a call reaches user B and
is not considered to be SPIT to otherwise malicious or unsolicited. In other words,
the level of trust that user A presents to user B, when A calls B, helps in deciding
whether an incoming communication session is to be considered legitimate or not
or to determine whether a call should be considered SPIT or not, i.e. whether the
call should reach the recipient or not.

Besides its high trustworthiness and reliability the method according to the
invention is characterized by a rather low complexity compared to existing
reputations system. For instance, only a very limited number of data is to be
stored, the parameter configuration is relatively easy and no changes in the
signalling are required.

It is to be noted that the method provides a positive support for communication
sessions between users that already have communicated with each other in the
past, e.g. by established VolP calls between each other. For users who “meet’
each other for the first time, it may be provided that other methods are in place to
assess the level of maliciousness of a call. After a first contact has been
established, the method according to the invention can be applied for all
subsequent communication sessions between that pair of users.

Moreover it is worth mentioning that the method according to the invention is
independent of the protocol used for the signaling of the communication sessions.
Thus, the method can be used with the protocol H.323, with SIP (Session Initiation
Protocol), but also with protocols which will come into use in the future. Moreover,
the method according to the invention requires no specific device as host.
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In the framework of an advantageous embodiment a credit bucket cg, is set up for
each ordered pair of users (A, B), wherein the credit bucket cg, is being updated
for communication sessions directed from user A towards user B. This means that
a further credit bucket c,g is set up which is related to the user pair including users
A and B and which is being updated for calls in the reverse direction, i.e. for
communication sessions directed from user B towards user A. As will be explained
in more detail below, for asserting the trustworthiness of a session directed from
user A to user B, both credit buckets ¢,z and cg, are considered whereby higher
priority should be given to the current value of c,;. By means of credit buckets the
dynamics of the credits that are a measure of the level of trust can be effectively
ruled and tracked.

With respect to obtaining trust towards another user it may be provided that the
credit bucket cg, is filled with a certain amount of credits in case the duration of a
communication session directed from user A towards user B is longer than a
configurable threshold. On the other hand it may be provided that the credit bucket
cgs Is emptied by a certain amount of credits in case the duration of a
communication session directed from user A towards user B is shorter than a
second configurable threshold. However, in case user A had not yet obtained any
credits towards user B, the credit bucket c;, does not need to be updated
(emptied). Such filling and emptying strategy would reflect a typical telephony
behavior in which a user will normally terminate a call rather promptly in case he
realizes that the call is e.g. an undesired machine generated advertising call,
whereas a call with e.g. a (trusted) friend might take some time.

According to a preferred embodiment credit bucket cg, is gradually emptied after a
configurable time period has lapsed since the last communication session directed
from user A towards user B. Insofar, the credit bucket are designed as “leaky”
credit buckets. The decrease of the credit level may follow, e.g., a linear function
or an exponential function.

With respect to user-friendliness and a high degree of individual flexibility it may be
provided that the configuration parameters for filling/emptying the credit bucket cg,,
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in particular the above mentioned thresholds, can be specified by user A.
Consequently, a user can treat other users individually, for instance he can specify
that the credit of a user B shall decrease linearly after only two days have lapsed
since he last called user B, whereas the credit of another user C shall decrease
exponentially not until after one month has lapsed since he last called that user C.

Regarding a comprehensive consideration with respect to the trust evaluation, in a
preferred embodiment the amount of the credit value that a caller A has towards a
call recipient B is evaluated as a function of the current level of both credit buckets
Cas @nd Cga. This means that both the communication sessions directed from user
A towards user B as well as the communication sessions of the opposite direction
are taken into consideration for the trust evaluation. However, advantageously the
credit bucket c,5 (that depends on past communication sessions initiated by user B
towards user A) will be given the higher impact in the evaluation of the amount of
said credit value that a caller A has towards a call recipient B.

According to a further preferred embodiment the function for calculating the
amount of the credit value that a caller A has towards a call recipient B will be
designed in such a way that the amount of the credit value is zero in case that
user B has never directed a communication request to user A in the past.
Consequently, it will be particularly difficult for a malicious user, e.g. a machine
automatically generating advertisement calls, to gain credibility towards another
user since it is very unlikely that this user will have directed any communication
sessions towards the malicious user.

With respect to proper implementation allowing for efficient functionality it may be
provided that the credit buckets are managed centrally by a network entity that, for
instance in cases of VolP communications, calls typically have to pass on their
way to the call recipient. In particular, the network entities hosting the credit
buckets management together with the trust evaluation functionality may include,
but not limited to, a network border element (such as a Session Border Controller,
SBC), a proxy server, an application server and/or a gatekeeper.
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Alternatively, a decentralized solution may be implemented. In such case the
credit buckets as well as the calculation of the amount of the credit value a caller
has towards a call recipient would be managed locally by the users’
communication devices. In this context it is important to note that it is not
necessary that both communication devices of a pair of users support the required
functionality. Even if the caller’'s (or the call recipient’'s) communication device is
not enabled to carry out the method according to the invention, it would still be
possible for the other party (that has respective support) to implement and use the
method.

Advantageously, the parameters being stored for each ordered user pair (A, B)
include the last time user A directed a communication request to user B, the last
time user B directed a communication request to user A, and the actual level of
said credit buckets cg, and c,g. Consequently, only a very low number of variables
is stored, making the method easy to implement without requiring any extensive
resources.

Besides telephone calls via VolIP, which are intended to constitute the main
application field of the present invention, it may also be provided that the
communication sessions include other kinds of communications that are protected,
for example instant messaging (IM) sessions. In addition to the duration of past
sessions the number of words and/or the number of characters exchanged within
a messaging session may be considered for determining the amount of the credit
value between a caller and a call recipient. Moreover, the duration between first
and last message, the number of messages exchanged or similar parameters may
be taken into consideration. According to one embodiment the level of trust might
depend only on the past communication between two users using the specific
technology (e.g. protect instant messaging based on the past mutual instant
messaging activity). According to an alternative embodiment aiming at an
optimized overall performance the past history of other applications, in particular
the past mutual telephone activity, may be considered for the determination of the
amount of the credit value between IM caller and IM call recipient (e.g. protect
instant messaging based on the past mutual instant messaging activity as well as
on the mutual telephone activity).
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There are several ways how to design and further develop the teaching of the
present invention in an advantageous way. To this end, it is to be referred to the
patent claims subordinate to patent claim 1 on the one hand, and to the following
explanation of a preferred example of an embodiment of the invention illustrated
by the drawing on the other hand. In connection with the explanation of the
preferred example of an embodiment of the invention by the aid of the drawing,
generally preferred embodiments and further developments of the teaching will be
explained. In the drawings

Fig. 1 schematically illustrates a credit bucket according to an embodiment
of the present invention,

Fig. 2 illustrates the time dependency of a credit bucket filling function
according to an embodiment of the present invention, and

Fig. 3 illustrates the time dependency of a credit bucket exhaustion function
according to an embodiment of the present invention.

FIG. 1 shows, schematically, an embodiment example of the method according to
the invention for identifying desired calls that provides a strong indication of
whether user A can be trusted by user B, when A calls B. Contrary to complex
global reputation systems, the trustworthiness of user A towards user B depends
on past VolP communications between A and B only. The level of trust that A
presents to B, when A calls B increases with the duration of the previous
conversations between A and B, provided that calls are longer then a minimum
duration. Conversely, calls with very short durations, below a configurable
threshold, contribute to the trust level with a negative score. Moreover, the level of
trust decreases with the time elapsed since B last called A. The level of trust is
measured by means of credits. The dynamics of the credits are rules by mean of a
bucket.
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In the embodiment illustrated in Fig. 1 it is assumed that for each ordered user pair
(A, B) a credit bucket is set up from which a measure of trust a caller A has
towards a call recipient B can be evaluated. When A calls B, then the credit bucket
Cga IS considered, when B calls A the credit bucket c,g is considered. For the sake
of simplicity, in Fig. 1 only credit bucket cg, is depicted, however, the following
explanations apply for the credit bucket c,g in the same way.

The credit buckets are filled according to a function f(d), where d is the duration of
the call. The illustrated bucket level of ¢z, at time n is referred to as Gz, ,, Which
increases every time A calls B and the call is long enough. Moreover, the credit
bucket cg, is emptied according to a function e(At), where At is the time elapsed
since last time A called B.

When A calls B, the credit that A presents to B (i.e. the credit user A has collected
with respect to user B) is evaluated as a function of both bucket levels cg,,, and
Casny hOwWever cyg, has the higher impact, as will be explained in more detail
below. When A calls B, at the beginning of the call first the new bucket level ¢z, , is
evaluated based on the time elapsed since the last time A called B, i.e. based on
the function e(At) that will be discussed in connection with Fig. 3. Then a
temporary bucket level y,5, is evaluated based on the time elapsed since the last
time B called A, i.e. based on function e(4t). The actual update of the bucket level
Cas, happens only when B calls A, so that the reference time for At is always last
time B called A. Insofar, the variable y,5, represents a kind of snapshot only with
no database update. Finally, the credits that A presents to B are evaluated as:

credug, = & Yag ot (1-0) 7 agn"Coan

The rationale is that, when A calls B, in order for A to present the highest credits to
B, a) user B must have called A so that bucket ¢,z is full, and b) user A must also
have called user B so that cg, is full. Besides, if B has never called A in the past,
then ¢,z is zero (therefore also y,s, is zero) and the total credits cred,z, will also
be evaluated to zero.
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When the call ends the bucket level ¢y, , is updated based on the duration of the
call, i.e. based on the function f(d) that will be discussed in connection with Fig. 2.

The above credits can be used to evaluate a score within a more complex SPIT
prevention system. The score is a measure of how likely it is that a call is SPIT or
otherwise unsolicited. A negative score will correspond to a certain level of
suspiciousness, that the call is SPIT or otherwise unsolicited. The score resulting
from the proposed crediting system can be evaluated as score, = cred,s /C, where
C is the depth of the credit buckets.

Fig. 2 illustrates the time dependency of the credit bucket filling function f(d)
according to an embodiment of the present invention. Basically, the amount of
credits grows with the time users A and B communicated with each other in the
past using telephony, provided that the calls reach a minimum call duration.
Conversely, if calls are shorter than a configurable threshold, the amount of credits
will be decreased. In particular, when A calls B: If the call is longer than a
configurable threshold d,,,, then B obtains a certain amount of credits towards A.
Calls being longer than a configurable threshold d,,, all receive the maximum
credit 7, wherein I < C, so that one single call cannot fill up the credit bucket
completely. If a call is shorter than a configurable threshold d,, .., then B loses a
small amount of credits (provided that B had already credits towards A, otherwise
nothing happens). The same procedure is applied for credit bucket c,g if B calls A

When A calls B, at the end of the call ¢, , is evaluated as
Csan= max [0, min[C, Cg, ., + f(d)]]

The function f(d) can be expressed in formula as:

d}/ *d—}/ 0<d<dshm‘/
short
f(d) = O dshnrt < d < dmin
- I d. <d<d
(d — dmin ) min max
Ldmax - dmirf‘ d> dmax
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Alternatively, the following formulation for f(d) can be used:

Fig. 3 illustrates the time dependency of the credit bucket exhaustion function
e(At), which determines the way the credit bucket is emptied. If the bucket level cg,
is considered, then At is the time difference between the actual time and last time
A called B. If no call is established from A to B for at least At,, then B starts losing
credits, i.e. Cg, is reduced. If no call is established from A to B for at least At,,,,
then B loses all credits, i.e. cg, is completely emptied (C is the depth of the credits

bucket).

-11 -

e 0<d<d,,
1—- O dshorl < d < dmin
d-d_. .
4 —d. (d-d,,) d, <d<d,
r d>d,_,

The credits bucket level at time nis evaluated as:

where (n-1) is the last time the bucket level was updated. Equivalently, the

CBA,n= max [0: CBA,n-1 - e(Atn)]

temporary value yg, , is evaluated as:

Xean=mMax [0, Cgy,.,— €(AL)]

where (n-1) is the last time the bucket level was updated.

The function e(At) can be expressed in formula as:

e(At) =

C 0 0 < At < A,
At — At (At - Atmin) At > Atmin

max min

PCT/EP2009/006972
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As becomes clear from the above, the method according to the present invention
works with a low number of variables being stored, thus no excess storage
capabilities are required. For each ordered user pair (A, B), for which user A and B
communicated with each in the past other, e.g. using VolP, the following
parameters will be kept updated and will be stored:

e lasttime A called B
e lasttime B called A
o credit bucket levels c,5,, and cg,,

A bucket entry c,g for the user pair (A, B) can be removed from memory every time
that the temporary value of the bucket occupation y .5, is evaluated zero. This can
happen either when A calls B or through a clean up process that regularly checks
for outdated entries. It is to be noted that if A calls B at time n and no bucket is
allocated for the user pair (A,B), then only bucket C,, will be updated/created, but
Cz. does not need being allocated (simply use cred,;,, = 0).

The following parameters are variables that can be configured either centrally by a
network entity or in a decentralized manner by the users’ individual communication
devices:

e credit bucket depth C

e «i.e. the weight to be given to the credit that B presents to A when A calls B
e At,, and At for the function e(At)

* ot i dmaxe ¥ @nd T for the function f(d).

An example of reasonable configuration values could be as follows:

e C=1

e =09

e At,..=1weekand At =1 month

e dg.= 15sec, d,,= 30 sec, d,,,= 180 sec
e v=0.051T1=0.8
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With the above values, for A to achieve a full credit bucket c,g at step n (i.e.
Casn=1), user B must call A at least twice,

e.g. one long call of at least 3 minutes and a shorter one of about 1 minute
within one week, or

e.g. 6 times for about 1 minute within one week.

Many modifications and other embodiments of the invention set forth herein will
come to mind the one skilled in the art to which the invention pertains having the
benefit of the teachings presented in the foregoing description and the associated
drawings. Therefore, it is to be understood that the invention is not to be limited to
the specific embodiments disclosed and that modifications and other embodiments
are intended to be included within the scope of the appended claims. Although
specific terms are employed herein, they are used in a generic and descriptive
sense only and not for purposes of limitation.
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Claims
1. Method for identifying desired communication sessions, in particular
telephone calls, preferably in a VolP network, in which users — callers — direct
communication requests to other users — call recipients — wherein said

communication requests each get assigned a credit value indicating a level of trust
said caller has towards said call recipient,

characterized in thatthe duration of past communication sessions
between said caller and said call recipient is considered for determining the
amount of said credit value, wherein said credit value only possesses mutual
validity within the specific pair of users including said caller and said call recipient.

2. Method according to claim 1, wherein a credit bucket cg, is set up for each
ordered pair of users (A, B), wherein said credit bucket cg, is being considered for
communication sessions directed from user A towards user B.

3. Method according to claim 2, wherein said credit bucket cg, is filled with a
certain amount of credits in case the duration of a communication session directed
from user A towards user B is longer than a first configurable threshold.

4. Method according to claim 2 or 3, wherein said credit bucket cg, is emptied
by a certain amount of credits in case the duration of a communication session
directed from user A towards user B is shorter than a second configurable
threshold.

5. Method according to any of claims 2 to 4, wherein said credit bucket cg, is
gradually emptied after a configurable time period has lapsed since the last
communication session directed from user A towards user B.

6. Method according to any of claims 3 to 5, wherein configuration parameters
for filling/emptying said credit bucket cg,, in particular said first and said second
thresholds, are specified by said user A.
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7. Method according to any of claims 2 to 6, wherein the amount of said credit
value that a caller A has towards a call recipient B is evaluated as a function of the
current level of both said credit buckets ¢,z and cg,.

8. Method according to claim 7, wherein said credit bucket c,g has the higher
impact in the evaluation of the amount of said credit value that a caller A has
towards a call recipient B.

9. Method according to any of claims 2 to 8, wherein the amount of said credit
value that a caller A has towards a call recipient B is zero in case that user B has
never directed a communication request to user A in the past.

10. Method according to any of claims 2 to 9, wherein said credit buckets are
managed centrally by a network entity, in particular by a network border element, a
proxy server, an application server and/or a gatekeeper.

11.  Method according to any of claims 2 to 9, wherein said credit buckets are
managed locally by said users’ communication devices.

12.  Method according to any of claims 2 to 11, wherein the parameters being
stored for each ordered user pair (A, B) include the last time user A directed a
communication request to user B, the last time user B directed a communication
request to user A, and the actual level of said credit buckets Cgz and Cpg.

13.  Method according to any of claims 1 to 12, wherein said communication
sessions include instant messaging sessions.

14. Method according to claim 13, wherein the number of words and/or
characters exchanged within a messaging session is considered for determining
the amount of said credit value between said caller and said call recipient.

15. Method according to claim 13 or 14, wherein the past history of other
applications, in particular the past mutual telephone activity, is considered for the
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determination of the amount of said credit value between said caller and said call
recipient.
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