ORGAMISATION AFRICAINE DE LA
PROPRIETE INTELLECTUELLE

OAPI

NO

FASCICULE DE BREVET D'INVENTION

ORGANISATION AFRICAINE DE LA PROPRIETE INTELLECTUELLE

(51 ;
Inter. CI.

20480

GO7D 7/00 (2018.01);
GO7D 7/0043 (2018.01);
GO7D 7/0047 (2018.01);
GO7D 7/12 (2018.01);
GO7D 7/20 (2018.01)

@ Numéro de dépét : 1202100548
PCT/EP2020/064812

@ Date de dépét : 28/05/2020

@ Priorité(s) :

EP n° 19177919.8 du 03/06/2019

@ Délivré le : 01/07/2022

@ Publié le : 05/09/2022

@ Titulaire(s) :

SICPA HOLDING SA,

Avenue de Florissant 41,
1008 PRILLY (CH)

Q Inventeur(s) :

DECOUX, Eric (CH)

Mandataire : Cabinet NICO HALLE & CO. LAW
FIRM, 1st Floor SHALOM Building, Ancienne
Route, Opposite Pharmacie du Pont/Express

Union, B.P. 4876, DOUALA (CM).

@ Titre : Certified text document.
@ Abrégé :

The invention protects a content of a
digital or physical document against
forgery. It allows automatic detection of
any modification in an arrangement of
graphical symbols (e.g. a text) provided
on a support (e.g. printed or displayed)
with respect to an original arrangement
by providing on the  support
reproducible verifiable data including a
verification barcode, while eliminating
redundancy between data inside the
barcode and the graphical symbols, and
resolving the problem of the size of the
barcode when the size of the data for
these graphical symbols is large.

Fig. 1

120

110

140

100

-

/

€0aven1100 U ACCrUisICRENt avx opttom €n aue- propiéteé

N
\

183 achetewrs giclarent conclure récirroquoment la tonvention wiskalr:

1 tes AdMTeurs comvieanent, su 8ayon d'an conlret aléataire b Xl ovireur,
av'av ofchs Cu présoucast, s POrt en Rue-prooviété 00 1”lemeutle schele
sccroftce io part ou suraumt, b 1a condition, toutetols, que le survivent
e fa1se  expresséacat le chaik aprél fe ddds du présowrent. &¢ Ja PKOA et
Qaat e G610 GéFImis €i-ppcks. D cette €acon, sovs la conciCaon précitée,
chscun Oci  schelewrs Cbde S4 PACT  en Rueprepridté dens ) ammedle ddcrit
€h-desiun & 3'3uTre, 300t 1a condition tuipensive dz son préiddces, €t thacwn
Q'ewr 8, en conteererlic Ge (ette tai4lon, wne chanre éesle de recevolr ln
part de |'satre en nue-propriété de 1'lmmeoble arheté s 1l cwruil. far
ohue.0ropridté=, 11 convieat d¢'entondte la prdpriétd grevée dTwn arat
@’usufrult qui (211 partie e 14 svaLErIIon e 1’ KMeTeyr présaurant, doat s
curde €3t 1imitée wv &icds de 1'achetesr survivant.

2 L'etherenr survivant 005t sentfester expresséacet 3o voloaté diecercer le
4rodt C'accrolrsement OrdCitd Bw mRreY ETume déclardtion (e 347 Kle
fotarié, deny o oflar e eult wolt & compter Ou ddcks Oc 1Mechetewr

{  préwoursol, Ce déler st un Oéle) de fortluiiDn. 4 Géfevt @Texprlamr 14

wolanté expresse oe 14 fagon €t Gem fe Déle) Oéfsnis (1-Bvenl, 1 dRetcur

SUrvivent sera otute avolr revondd  lerdvocsdipaent A 1Taventage au groit

@ acerorssowers .

2% 51 L acheteur Iwrvivenl opte pour le préent accralspeacnt, Jed régtes
sulvantes 3'eppliquent:
a. pour cet ateroilment. 1°B(hetew (ufvivant fe Lerd redevable Or rien aus
Mritiers ov aus aysncy drolt dv présourent;

. 1'stcroltsqeent en foxewr d¢  1'8COuéCeur sorvivent porters tur le pert
totale de I acqucew prémovrent en mw.prapridtd, & sevolr 12 meitid en
Mve-Rropriete C¢ 1immevble KMME. b comcter du Glces de 1T MCRwrew”
présouraat, seny effet rétrvaclif €t wec les Conpiguencet aféérentes
13¢es b $'article 31Z do Code d¢y dvosty d'eareplatrement, & hy(atMawe ¢t
o gertle;

€. tet  sccrolasement 3 étendrs sus MMaser  Si3iallEes par  Accescion

1'smwewole acheré et b toutes 1€5 conttroctions. treniformations,
smilicrartions oo Wodififation) sppo-tés 3 1°imsewble avant lec dézer Ov
prémourent. Les Mrltlers Ov  ayanlt pratt Ge L'scquércur présowrant ne

-

O.A.P.l. — B.P. 887, YAOUNDE (Cameroun) — Tel. (237) 222 20 57 00 - Site web: http:/www.oapi.int — Email: oapi@oapi.int


mailto:oapi@oapi.int

10

15

20

25

30

20480

CERTIFIED TEXT DOCUMENT

TECHNICAL FIELD

The present invention relates to the technical field of security and anti-fraud
methods and systems. Particularly, the invention relates to the protection of data against forgery or

tampering, like textual data of a value document (digitized or printed) for example.

BACKGROUND OF THE INVENTION

The problems of counterfeiting and tampering digital files or printed documents
are well known, serious, and growing. The example of falsifying data marked on an original (digital
or material) document such as an identity document or a diploma is well known, and the concern is
even worse if considering a digital copy of the original (possibly genuine) digital/material
document. Simply keeping track of identifiers such as serial numbers, or even including some digital
watermarks, is in general a weak response, because counterfeiters can easily copy such numbers or

digital watermarks as well.

There are many known techniques to protect a content of a digital or physical
document against forgery. For example, by taking a hash of digital data from an original digital
document, or from a digitized version of an original physical document (e.g. by scanning the
document and extracting textual data via an OCR scanner software), and storing the hash value in a
ledger (e.g. a mere database or a blockchain). Then, by scanning a data content of a document under
scrutiny as visually represented on a physical support (for example, the support can be a sheet of
paper on which data are printed) and calculating a hash value of said data content, and then
comparing the calculated hash value with the hash value stored in the ledger corresponding to an
original document, a change in the data content can be detected. However, a drawback of this
method is that due to some alteration of the visual representation on the support of the document
content, even if this document is genuine, the calculated hash value can differ from the stored hash
value. This difference may as well be due to the way the scanning operation is performed, or even
depend on the type of scanner used (two different scanners can give two opposite conclusions). This
is also true for a digital document as displayed on a support like a screen (of a computer, for
example): even if the document content is genuine, any alteration on the displayed content will

generate, when the displayed content is scanned for verification, a hash value differing from the
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stored hash value. Thus, in practice, scanning a document and calculating a hash value of the capture
image does not work because every time a document is scanned a different hash generally results.
Using an OCR (“Optical Character Recognition”) scanner before computing a hash value does not
solve the above issue, as there is no OCR system that performs at 100%: e.g. if just a point becomes

a comma, or a letter “1” (i.e. L) becomes a “1” (i.e. one), the computed hash will be different.

Some existing techniques for protecting paper documents (e.g. certificates,
diplomas, contracts...) with just few information extracted from the document involve creating a 2D
barcode (e.g. a QR code), putting the extracted information inside the 2D barcode and printing it on
the document. Each time the 2D barcode is read the same result is obtained, but with the drawback
that the information included in the barcode must be compared with the information printed on the
document. Moreover, in case one wants to protect for example a full text page, it is necessary to put
the full text in the barcode and thus the barcode becomes enormous in size and requires much space
on the page, which is perceived as disturbing by a reader (so that in practice the full text that can be
encoded is limited in size), and it becomes necessary (and tedious) to compare several thousands of
characters between the printed text and the text decoded from the barcode.

US 6 047 093 A, EP 2048 867 and US 2004/145661 are known to disclose

determining errors in the text printed on a document and forming information theron.

SUMMARY OF THE INVENTION

The invention is aimed at solving the above mentioned drawbacks of the prior art
regarding counterfeiting and tampering digital files or printed documents, by allowing automatic
detection of any modification in an arrangement of marked (resp. displayed) graphical symbols (e.g.
a text) with respect to an original arrangement, and particularly eliminating redundancy between the
data inside a code and a printed (resp. displayed) text, avoiding the burden of visually comparing a
text inside a code with a printed (resp. displayed) text, while resolving the problem of the too large

size of the code when the size of data for the printed (resp. displayed) text is large.

Thus, the present invention is aimed at providing a reliable and robust method for
producing on a material support, like a display (e.g. a screen of a computer) or a substrate (e.g. a

sheet of paper, a label, a packaging), visible graphical symbols (e.g. text characters or glyphs) of
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which conformity with authentic reference graphical symbols can be easily checked by a user
reading said visible graphical symbols and that avoids the drawbacks of the prior art. The graphical
symbols are human readable and are taken from a given finite set of graphical symbols (e.g. like text
characters from an alphabet). The human readable graphical symbols, as displayed or marked on the
substrate according to the invention, are thus verifiable by the user and any attempt to modify any

part of the graphical symbols can be detected.

The invention thus relates to a “marking method”, i.e. a method of generating on a

support verifiable graphical data by using a given finite set of graphical symbols, the support being a
display or a substrate, comprising the steps of:
- storing in a memory of a processing unit a graphical data block containing a digital representation
of graphical symbols;
- processing with the processing unit the digital representation of graphical symbols of the stored
graphical data block with an error correction code programmed in the processing unit to generate
error correction data in a corresponding error correction data block;
- formatting the graphical data block and the error correction data block with the processing unit to
respectively provide, in a human readable graphical data block, a human readable representation of
the graphical symbols of the graphical data block and, in a machine-readable error correction data
block, a machine-readable representation of the error correction data of the error correction data
block separate from the human readable representation of the graphical symbols of the graphical
data block, to obtain a corresponding verifiable graphical data block comprising said human
readable graphical data block and said machine-readable error correction data block; and

(i) displaying human readable graphical symbols and corresponding machine-readable
representation of error correction data of the obtained verifiable graphical data block on the display
connected to the processing unit, or

(ii) marking on the substrate, via a marking device connected to the processing unit and
equipped with a control unit operable to control the operation of marking based on data received
from the processing unit, human readable graphical symbols and corresponding machine-readable
representation of error correction data of the verifiable graphical data block received from the
processing unit,
thereby providing on the support human readable graphical symbols together with corresponding

machine-readable error correction data that are verifiable by a user.
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The machine-readable representation of the error correction data may be any one
of an alphanumeric representation or a barcode representation (1D barcode, or 2D barcode like, for
example, a DataMatrix code or a QR code). Preferably, the barcode may be a conventional PDF417
linear barcode, which can be read by a simple linear scanner swept over the barcode. Preferably, the
graphical symbols may be text characters and the finite set of graphical symbols an alphabet.
Preferably, the marking device may a printer (e.g. an inkjet printer) and the substrate may be a sheet
of paper or a label. Also preferably, the error correction code may be a Reed-Solomon error

correction code.

In a first variant, the above marking method may comprise the further steps of:
- calculating with a hash function programmed on the processing unit a hash value of the graphical
data block, or the error correction data block, or any portion of a data block resulting from a
concatenation of the graphical data block and the error correction data block; and

- storing the calculated hash value as a reference hash value in a ledger.

The hash function is a well-known example of a one-way function, i.e. a function
easy to compute but hard to invert (see, for example, S. Goldwasser and M. Bellare “Lecture Notes
on Cryptography”, MIT, July - 2008, http://www-cse.ucsd.edu/users/mihir). Preferably, the
cryptographic hash function may be of the SHA-2 family, like the SHA-256 for example giving
hash values of 256 bits size: this function is practically irreversible and collision resistant, that is, the
probability that two different inputs will lead to the same output is negligible. Also preferably, the
ledger may be a blockchain, which advantageously provides an immutable record of data.
Optionally, there may be a further step of signing the calculated reference hash value with a
signature private key, via the processing unit, to obtain a corresponding signed reference hash value,
and storing, or further providing on the support, the signed reference hash value. With this option, a
user having a public key corresponding to the private key can check that a signed reference hash

value read on the support is genuine as being signed with the right private key.

In a second variant of the above marking method, the support comprises a plurality
of parts and the verifiable graphical data block is split into a same plurality of verifiable graphical

data sub-blocks, and the corresponding human readable graphical symbols and machine-readable
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representation of error correction data are accordingly spread together on corresponding parts of the
support, by the following steps:

- the graphical data block is split into a plurality of graphical data sub-blocks, and each graphical
data sub-block is formatted to provide a human readable representation of its graphical symbols in a
correSponding human readable graphical data sub-block; -

- for each graphical data sub-block, the digital representation of its graphical symbols is extracted
and processed with the error correction code to generate corresponding error correction data in an
error correction data sub-block;

- each error correction data sub-block is formatted to provide in a corresponding machine-readable
error correction data sub-block a machine-readable representation of corresponding error correction
data separate from the human readable representation of graphical symbols of the corresponding
human readable graphical data sub-block, to obtain a corresponding verifiable graphical data sub-
block comprising said human readable graphical data sub-block and said machine-readable error
correction data sub-block; and

- at step (i), displaying human readable graphical symbols and corresponding machine-readable
representation of error correction data of each obtained verifiable graphical data sub-block on the
display, or

- at step (ii), marking on the substrate, via the marking device, human readable graphical symbols
and corresponding machine-readable representation of error correction data of each verifiable
graphical data sub-block received by the control unit from the processing unit,

thereby providing on the support, for each graphical data sub-block of the graphical data block,
corresponding human readable graphical symbols together with corresponding machine-readable

error correction data that are verifiable by a user.

This second variant of the marking method of generating verifiable graphical
symbols on a support is particularly adapted to the case of a document of several pages of text (i.e.
the support has a plurality of parts): the full text is split into a plurality of pieces, each piece of text
corresponding to a page of text and thus, each page of the document provided on the support
comprises a human readable representation of graphical symbols of a corresponding graphical data
sub-block together with a separate machine-readable representation of error correction data of a

corresponding error correction data sub-block (e.g. as a PDF417 barcode shown on Fig.1).
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In order to allow a user to further determine whether human readable graphical
symbols and corresponding machine-readable error correction data sub-block read on the support
(i.e. on the part of the support corresponding to a graphical data sub-block of the graphical data
block) are authentic or not, the above second variant of the marking method may further comprise

the features of one of the following two sub-variants.

According to a first sub-variant of the second variant of the marking method,
- a sub-block hash value is calculated via a hash function programmed on the processing unit for
each graphical data sub-block, or the corresponding error correction data sub-block, or any portion
of a data sub-block resulting from a concatenation of said graphical data sub-block and said error
correction data sub-block;
- for each sub-block hash value, a corresponding machine-readable representation of said sub-block
hash value is calculated;
- associated with each verifiable graphical data sub-block, the corresponding machine-readable
representation of the sub-block hash value is further provided on the corresponding part of the
support;
- areference aggregated hash value of all the sub-block hash values is determined as a concatenation
of all the calculated sub-block hash values; and
- the reference aggregated hash value is stored in a ledger,
thereby providing on the support, for each graphical data sub-block of the graphical data block,
corresponding human readable graphical symbols together with corresponding machine-readable

error correction data that are authenticatable by a user.

According to a second sub-variant of the second variant of the marking method,

- a sub-block hash value is calculated via a hash function programmed on the processing unit for
each graphical data sub-block, or the corresponding error correction data sub-block, or any portion
of a data sub-block resulting from a concatenation of said graphical data sub-block and said error
correction data sub-block;

- a reference aggregated hash value of all the sub-block hash values is determined as a root node
value of a tree having the calculated sub-block hash values as leaf node values, the tree comprising
nodes arranged according to a given nodes ordering in the tree, said tree comprising node levels

from the leaf nodes to the root node, every non-leaf node value of the tree corresponding to a hash



10

15

20

25

30

20480

7

value of a concatenation of the respective node values of its child nodes according to a tree
concatenation ordering, the root node value corresponding to a hash value of a concatenation of the
node values of the nodes of a penultimate nodes level in the tree according to said tree concatenation
ordering;
- for each sub-block hash value, an associated sub-block verification path key is determined as a
series of hash values of selected non-leaf nodes of the tree necessary to retrieve the root node value
from said sub-block hash value;
- a machine-readable representation of each sub-block verification path key is included, associated
with the respectively corresponding graphical data sub-block and error correction data sub-block, in
the verifiable graphical data sub-block, the verifiable graphical data sub-block being further
formatted to provide a machine-readable representation of said sub-block verification path key
separate from the human readable representation of the associated graphical data sub-block and the
machine-readable representation of the associated error correction data sub-block; and

(iii) the reference aggregated hash value is stored in a ledger, or

(iv) making the reference aggregated hash value available to a user,
thereby providing on the support, for each graphical data sub-block of the graphical data block,
corresponding human readable graphical symbols together with corresponding machine-readable

error correction data that are authenticatable by a user.

The invention also relates to a “verification method” corresponding to the above
mentioned “marking method”, i.e. a method of verifying human readable graphical symbols
provided together with machine-readable representation of error correction data on a support, which
have been generated according to the above mentioned method of generating verifiable graphical
symbols on said support, comprising the steps of:

- scanning with a scanner, equipped with an imaging unit, a scanner processing unit having a
scanner memory and connected to a scanner display, human readable graphical symbols on the
support to obtain, via image processing of the scanned human readable graphical symbols, a scanned
graphical data block being a digital representation of said scanned human readable graphical
symbols;

- scanning with the scanner machine-readable representation of error correction data on the support

to obtain, via machine-readable decoder programmed on the scanner processing unit, corresponding
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scanned error correction data in a scanned error correction data block, the scanned error correction
data block being a digital representation of said scanned error correction data;
- correcting the scanned graphical data block with an error correction code programmed on the
scanner processing unit using the scanned error correction data of the scanned error correction data
block to obtain a corresponding corrected scanned graphical data block; and

(a) displaying a visual representation of the corrected scanned graphical data block as
corresponding corrected human readable graphical symbols on the scanner display, or

(b) indicating via the scanner whether the scanned graphical data block contains an error, or

(c) storing scan result data specifying whether the scanned graphical data block contains an
error in the scanner memory.
Thus, according to the invention, a user may directly visualize on the scanner display (option (a))
the original graphical symbols (e.g. the original text of a document), due to the correction of the
scanned text, and then easily compare the displayed graphical symbols (i.e. corrected human
readable graphical symbols) with the graphical symbols on the support and detect any alteration or
fraud.
The scanner may be a specifically dedicated device or may be a mere smartphone equipped with a
camera and having a programmed application operable to run on a processor of said smartphone and
execute the steps of the above method of verifying graphical symbols and corresponding machine-
readable error correction data provided on a support. Some of the steps of the verification method
may as well be executed on a distant server in communication with the scanner: for example, the
scanner may send the scanned graphical data block and machine-readable error correction data to
the server, suitably programmed processing means of the server may then execute the steps of
obtaining corresponding scanned error correction data, correcting the scanned graphical data block
(with an error correction code programmed on the server) using the scanned error correction data to
obtain a corresponding corrected scanned graphical data block, and sending the corrected scanned
graphical data block to the scanner (possibly with an indication whether the scanned graphical data
block contains an error, or storing scan result data specifying whether the scanned graphical data

block contains an error on the server).

A first variant of the above verification method, wherein the human readable
graphical symbols and the machine-readable error correction data on the support have been

generated according to the first variant of the marking method, the hash function being programmed
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on the scanner processing unit, and the scanner being connected to a scanner communication unit
operable to communicate via a communication link with the ledger, comprises the further steps of:
- calculating, according to the first variant of the marking method with the hash function
programmed on the scanner processing unit, a scan hash value of the corrected scanned graphical
data block, or the scanned error correction data block, or any portion of a data block resulting from a '
concatenation of the corrected scanned graphical data block and the scanned error correction data
block;
- obtaining the reference hash value stored in the ledger via the scanner communication unit and the
communication link, and checking whether the obtained reference hash value matches the scan hash
value; and

(e) indicating a result of the checking operation, or

(f) storing a result of the checking operation in the

scanner memory.
Thus, even if a single bit of data has been modified in the data originally provided on the support,
the scan hash value will strongly differ from the reference hash value and the modification will be

detected.

In a second variant of the above verification method, wherein the human readable
graphical symbols and the machine-readable error correction data on the support have been
generated according to the second variant of the marking method,

- the operation of scanning the human readable graphical symbols on the support comprises
scanning of the sub-block graphical symbols of the corresponding graphical data sub-block to obtain
via image processing corresponding scanned graphical data sub-block as a digital representation of
the scanned sub-block graphical symbols;

- the operation of scanning the machine-readable error correction data on the support comprises
scanning of the error correction data of the corresponding error correction data sub-block to obtain
corresponding scanned error correction data sub-block;

- the operation of correcting the scanned graphical data block comprises correcting the graphical
data of the scanned graphical data sub-block, using the corresponding scanned error correction data
sub-block, to obtain corresponding corrected scanned graphical data sub-block; and

- the operation (a) of displaying a visual representation of the corrected scanned data block

comprises displaying a visual representation of the corrected scanned graphical data sub-block;
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- the operation (b) of indicating whether the scanned graphical data block contains an error
comprises indicating whether the scanned graphical data sub-block contains an error;
- the operation (c) of storing scan result data comprises storing whether the scanned graphical data

sub-block contains an error.

A first sub-variant of the second variant of the verification method, wherein the
human readable graphical symbols and the machine-readable error correction data on the support
have been generated according to the first sub-variant of the second variant of the marking method,
the hash function and the error correction code are programmed on the scanner processing unit, and
the scanner is further operable to read and decode machine-readable representation of a sub-block
hash value on the support via the scanner processing unit, the scanner is connected to a scanner
communication unit operable to communicate via a communication link with the ledger, comprises
the further steps of:

- calculating for each part of the support, with the hash function programmed on the scanner
processing unit and in accordance with the operations carried out for calculating a sub-block hash
value, a scan sub-block hash value of the corresponding corrected scanned graphical data sub-block,
or the corresponding scanned error correction data sub-block, or any portion of a data sub-block
resulting from a concatenation of said corrected scanned graphical data sub-block and said scanned
error correction data sub-block;

- in case it is not possible to calculate a scan sub-block hash value for a part of the support, scanning
and decoding a machine-readable representation of a sub-block hash value on said part of the
support to obtain a corresponding decoded sub-block hash value, and using this decoded sub-block
hash value as scan sub-block hash value for this part of the support;

- calculating an aggregated scan hash value as a concatenation of all the scan sub-block hash values;

- obtaining the reference aggregated hash value stored in the ledger via the scanner communication
unit and the communication link, and checking whether the obtained reference aggregated hash
value matches the aggregated scan hash value; and

- indicating a result of the checking operation via the scanner.

This first sub-variant of the second variant of the marking method allows to check authenticity of
graphical symbols of all the readable parts of a support, even is some part(s) is not readable (e.g. due
to severe alteration of the graphical symbols and/or the error correction data provided on said

part(s)), by retrieving the correct aggregated hash value. Indeed, if a scan sub-block hash value
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cannot be calculated for a certain part of the support, it still can be obtained by reading and decoding
the machine-readable representation of a sub-block hash value on said part of the support, and use
the decoded hash value in the concatenation of all the hash values for determining a candidate

aggregated hash value to be compared with the reference aggregated hash value.

A second sub-variant of the second variant of the verification method, wherein the
human readable graphical symbols and the machine-readable error correction data on the support
have been generated according to the second sub-variant of the second variant of the marking
method, the reference aggregated hash value is stored in the ledger, the scanner is connected to a
scanner communication unit operable to communicate via a communication link with the ledger, and
the scanner is further operable to read and decode machine-readable representation of a sub-block
verification path key on a corresponding part of the support and calculate an aggregated hash value
from a pair of corresponding sub-block hash value and sub-block verification path key, comprises
the further steps of:

- calculating, with the hash function programmed in the scanner processing unit and in accordance
with the operations carried out for calculating a sub-block hash value, a scan sub-block hash value
of a selected corrected scanned graphical data sub-block, or a corresponding scanned error
correction data sub-block, or any portion of a data sub-block resulting from a concatenation of the
corrected scanned graphical data sub-block and the scanned error correction data sub-block;

- scanning with the scanner a machine-readable representation of a sub-block verification path key,
corresponding to the selected corrected scanned graphical data sub-block, on a corresponding part of
the support, and extracting a corresponding scanned sub-block verification path key;

- calculating a scan aggregated hash value with the calculated scan sub-block hash value and the
scanned sub-block verification path key;

- obtaining the reference aggregated hash value stored in the ledger via the scanner communication
unit and the communication link, and checking whether the obtained reference aggregated hash
value matches the scan aggregated hash value; and

- indicating a result of the checking operation via the scanner.

This second sub-variant of the second variant of the verification method allows checking the
authenticity of each page of a document, independently, as a candidate root node hash value can be

calculated from the data read on each page and compared with the reference aggregated hash value.
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A third sub-variant of the second variant of the verification method, wherein the
human readable graphical symbols and the machine-readable error correction data on the support
have been generated according to the second sub-variant of the second variant of the marking
method, the reference aggregated hash value available to the user is stored in the scanner memory,
and the scanner is further operable to read and decode machine-readable representation of a sub-
block verification path key on a corresponding part of the support and calculate an aggregated hash
value from a pair of corresponding sub-block hash value and sub-block verification path key,
comprises the further steps of:

- calculating, with the hash function programmed in the scanner processing unit and in accordance
with the operations carried out for calculating a sub-block hash value, a scan sub-block hash value
of a selected corrected scanned graphical data sub-block, or a corresponding scanned error
correction data sub-block, or any portion of a data sub-block resulting from a concatenation of the
corrected scanned graphical data sub-block and the scanned error correction data sub-block;

- scanning with the scanner a machine-readable representation of a sub-block verification path key,
corresponding to the selected corrected scanned graphical data sub-block, on a corresponding part of
the support, and extracting a corresponding scanned sub-block verification path key;

- scanning on the support a reference aggregated hash value to obtain a scanned reference
aggregated hash value;

- calculating an aggregated scan hash value with the calculated scan sub-block hash value and the
scanned sub-block verification path key;

- checking whether the reference aggregated hash value stored in the scanner memory matches the
aggregated scan hash value; and

- indicating a result of the checking operation via the scanner.

This third sub-variant of the second variant of the verification method allows an offline checking of
the authenticity of each page of a document, independently, as a candidate root node hash value can
be calculated from the data read on each page and compared with the reference aggregated hash

value stored in the scanner memory.

The invention also relates to an alternative verifications method human readable
graphical symbols provided together with machine-readable error correction data on a display of a
computer, which have been generated according to the above mentioned method of generating

verifiable graphical symbols on said display, wherein the computer has a scan application
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programmed on a processor operable to scan displayed human readable graphical symbols and
machine-readable error correction data, comprising the steps of:
- scanning the displayed human readable graphical symbols, via the scan application running on the
computer processor, to obtain a scanned graphical data block being a digital representation of the
scanned human readable gréphical symbols; '
- scanning the displayed machine-readable error correction data and, via a machine-readable decoder
of the scan application running on the computer processor, decoding the scanned machine-readable
error correction data to obtain corresponding scanned error correction data in a scanned error
correction data block;
- correcting the scanned graphical data block with an error correction code of the scan application
running on the computer processor, using the scanned error correction data of the scanned error
correction data block, to obtain a corresponding corrected scanned graphical data block; and

(a) displaying a visual representation of the corrected scanned graphical data block as
corrected human readable graphical symbols on the display, or

(b) displaying an indication specifying whether the scanned graphical data block contains an
error, or

(c) storing scan result data specifying whether the scanned graphical data block contains an
error in a memory of the computer.
This alternative verification method (as a “displayed data verification method”) is particularly
adapted to support office software capabilities (e.g. like text processing applications) to detect frauds
or errors in text documents (e.g. contracts, reports...) displayed on a computer screen, that have
been generated on the computer or have been downloaded in the computer (from an external
memory like a USB key for example, or via a communication link with an external server like an
email server for example). A specific application running on the computer in fact executes the

operations performed by the scanner in the verification method.

The invention further relates to a support marked with human readable graphical
symbols and machine-readable representation of associated error correction data according to the
above mentioned marking method, or any one of its first and second variants, or any one of its first
and second sub-variants of said second variant. Said support being further marked with:

- a machine readable representation of a sub-block hash value according to the first sub-variant of

the second variant of the marking method, or
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- an associated machine-readable representation of a verification path key according to the second

sub-variant of the second variant of the marking method.

According to another aspect, the invention relates to a scanner equipped with an
imaging unit, a scanner processing unit and a scanner display, wherein the scarmer processing unit is
programmed to make the scanner operable to read verifiable graphical data marked on a support
according to the invention by implementing the steps of the verification method, or its second
variant and the third sub-variant of its second variant.

The scanner may further be equipped with a scanner communication unit operable to communicate
via a communication link with a ledger, wherein the scanner processing unit is further programmed
to make the scanner operable to acquire a hash value from the ledger by implementing the steps of
the method according to any one of the first variant of the verification method or the first sub-variant

or the second sub-variant of the second variant of the verification method.

Finally, the invention also relates to a computer program product operable, when
running on a computer equipped with a processor, a memory and a display, to implement the steps
of the alternative verification method (i.e. said “displayed data verification method”) to verify
human readable graphical symbols provided together with machine-readable error correction data on

the display, which have been generated according to the marking method.

The present invention will be described more fully hereinafier with reference to
the accompanying drawings in which like numerals represent like elements throughout the different

figures, and in which prominent aspects and features of the invention are illustrated.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig.1 illustrates an example of a support marked with verifiable graphical symbols
according to the marking method of the invention.

Fig.2 is a flowchart illustrating the process of generating and marking verifiable
graphical symbols on a substrate according to the marking method of the invention.

Fig.3 is a flowchart of the process of generating and displaying verifiable

graphical symbols on a display according to the marking method of the invention.



10

15

20

25

30

20480

15

Fig.4 is a flowchart illustrating the process of generating and providing verifiable
graphical symbols on a support according to a second variant of the marking method of the
invention.

Fig.5 shows an example of hash tree used in the second sub-variant of the second
variant of the marking method according to the invention.

Fig.6 is a flowchart illustrating the process of verifying graphical symbols and
machine-readable data provided on a support according to the verification method of the invention.

Fig.7 is a flowchart illustrating an embodiment of the second variant of the

verification method according to the invention.

DETAILED DESCRIPTION

Fig.1 illustrates an example of a support 100 being a substrate (here a sheet of
paper) marked with human readable representation of graphical symbols 110 (here letters of the
alphabet, punctuation characters and numbers printed on the paper sheet 100) representing a piece of
text of a contract printed in a text area 120 of the support 100, together with a machine-readable 2D
barcode 130 (here a PDF417 barcode, i.e. “Portable Data File”417 barcode) printed below the text
area 120. The piece of text in the text area 120 is a human readable representation of a

corresponding graphical data block of graphical symbols.

A 2D barcode generally comprises the following parts:
- a localization pattern (e.g. a “L” shape and a clock line for a Data Matrix, or three big squares for a
QR-code);
- some information areas about the code format;
- a data zone to contain data; and
- machine-readable error correction data to correct reading errors (e.g. Reed-Solomon error

correction data).

An error correction code generally uses a correspondence table, i.e. a mapping
between graphical symbols of a given finite set of reference graphical symbols (e.g. glyphs, like
readable characters of an alphabet) and one-to-one corresponding codes (e.g. symbols coded on a

given number of m bits).
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The PDF417 barcode 130 is a well-known stacked linear barcode (ISO standard
15438) that can be read with a simple linear scan being swept over the barcode. In the embodiment
of Fig.1, the PDF417 barcode 130 is a machine-readable representation of an error correction data
block which has been obtained by applying an error correction code (here, a conventional Reed-
Solomon code) to the graphiéal data block of an arrangement of graphical symbols cdrresponding to
the piece of text shown in the text area 120. The PDF417 barcode 130 also contains (as usual) data
relating to a version of the (Reed-Solomon) code used to calculate the error correction data, data
relating to the fonts, font size and line spacing of the text, the number of text rows and columns, the
text area relative location with respect to markers 140 delimiting boundaries of the graphical data
block (here, simple marks specifying the corners of the rectangular text area 120). Optionally, the
barcode 130 may further contain signature data. This signature data may be, for example, a signature
of a digital representation of the piece of text via a private encryption key (this signature can be

decrypted via a corresponding public key).

The piece of text printed in the text area 120 and the printed PDF417 barcode 130
respectively are examples of human readable graphical symbols HrGS and machine-readable
representation of corresponding error correction data MrECD that have been obtained by the
marking method illustrated on Fig.2. Indeed, Fig.2 shows a flowchart of the process of generating
verifiable graphical data VGD on a substrate (here a sheet of paper) by means of a processing unit
(CPU) that calculates a verifiable graphical data block VGDB, and marking a substrate via a
marking device (e.g. an inkjet printer) having received said verifiable graphical data block VGDB.
A graphical data block GDB 210 containing a digital representation of graphical symbols DGS is
stored in a memory of the CPU, wherein each graphical symbol belongs to a given finite set of M
(M > 1) graphical symbols {GS(1),..., GS(M)}. For example, the finite set of M = 26 letters A to Z
of the English alphabet. Each graphical symbol GS(i), i € {1,..., M}, has its corresponding digital
representation DGS(i), and the digital representation of graphical symbols DGS of the graphical data
block GDB contains as many DGS(i) as there are graphical symbols in the piece of text (e.g. the
piece of text in the text area 120). The generation process starts 200 by extracting 220 the digital
representation of graphical symbols DGS from the stored graphical data bloc GDB, and processing
with a programmed error correction code ECC the extracted digital representation of graphical
symbols DGS to obtain corresponding error correction data ECD. These error correction data ECD

are represented in an error correction data block ECDB 230. The obtained error correction data
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block ECDB is then formatted 240 to provide corresponding machine-readable error correction data
MrECD represented in a machine-readable error correction data block MrECDB. The graphical data
block GDB is also formatted to obtain 215 a corresponding human readable representation of its
graphical symbols HrGS that are included in a human readable graphical representation data block
HrGDB. A resulting verifiable graphical data block VGDB is obtained 250, which is composed of
the two respective data blocks the human readable graphical representation data block HrGDB and
the machine-readable error correction data block MrECDB. Symbolically: VGDB = HrGDB +
MrECDB. The obtained verifiable graphical data block VGDB is then sent to a marking device, here
a printer, and its content is marked 260 (i.e. printed) on the substrate 100 according to the formatting
as corresponding verifiable graphical data VGD. The marked VGD contains corresponding human
readable graphical symbols HrGS and machine-readable error correction data MrECD
(symbolically: VGD = HrGS + MrECD) which are respectively disposed on the paper sheet 100
according to the formatting (i.e. as separate blocks of data), which states the end 270 of the process
of generating verifiable graphical data on the substrate 100 (see step (ii) of the above mentioned

marking method).

Instead of being marked on a substrate, the piece of text can be displayed, e.g. on a
display of a tablet or a computer, as illustrated on the flowchart of Fig.3. As in previous Fig.2, a
graphical data block GDB 310 containing a digital representation of graphical symbols DGS is
stored in a memory of the CPU (each graphical symbol belonging to the given finite set of M > 1
graphical symbols {GS(1),..., GS(M)}). The graphical data block GDB contains as many digital
representations DGS(i) as there are graphical symbols GS(i) in the displayed piece of text. The
generation process starts 300 by extracting 320 the digital representation of graphical symbols DGS
from the stored graphical data bloc GDB, and processing with a programmed error correction code
ECC the extracted DGS to obtain corresponding error correction data ECD. These error correction
data ECD are included in an error correction data block ECDB 330 which is then formatted 340 to
provide corresponding machine-readable error correction data MrECD included in a machine-
readable error correction data block MrECDB. The graphical data block GDB is also formatted to
obtain 315 a corresponding human readable representation of its graphical symbols HrGS that is
included in a human readable graphical representation data block HrGDB. A resulting verifiable
graphical data block VGDB is obtained 350, composed of the two respective data blocks HrGDB
and MrECDB (symbolically, VGDB = HrGDB + MrECDB). The verifiable graphical data block
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VGDB is then displayed 360 on the display according to the formatting as separate human readable
representation of graphical symbols HrGS and machine-readable representation of error correction
data MrECD, which states the end 370 of the process of generating verifiable graphical symbols on
a support (see step (i) of the above mentioned marking method).

According to the invention, several variants and sub-variants of the marking
method increase the level of confidence in the conformity between the human readable graphical
symbols as directly read on the support by a user and the human readable version that can be
extracted from the machine-readable representation of the error correction data (read by a dedicated

device). These variants correspond to the above mentioned first and second variants.

The first variant of the marking method uses the quasi non-invertibility of the one-
way functions, like the hash functions for example. In this first variant, after having carried out the
steps of the above marking method, a hash function H, programmed on the processing unit, is
further used to obtain a hash of the digital representation of the graphical symbols or the error
correction data (or some parts of these data), by calculating a hash value of the graphical data block
GDB, or the error correction data block ECDB, or any portion of a concatenation (GDB ¢ ECDB)
of the graphical data block GDB and the error correction data block ECDB. The hash value (e.g.
with a hash function SHA-256) may be calculated on the mere graphical data block: H(GDB).
Preferably, the hash value is calculated on the full concatenation block: H(GDB ¢ ECDB). In case
the hash value is calculated on only a portion of the concatenation of the graphical data block GDB
and the error correction data block ECDB, it is clear that a bit length of that portion must sufficient
for providing a good security level, say must at least be equal to 100 bits and preferably have the bit
length of the result delivered by the selected hash function: e.g. with a SHA-256 hash, the bit length
of the portion is at least of 256 bits (then, in practice, the hash is non-invertible). Thus, any change,
even of a single bit, in the argument of the hash function (i.e. any change in the graphical symbols or
machine readable data on the support) will generate a different value of the hash.

In said first variant of the marking method, the hash value is further stored in a ledger, preferably a
blockchain (the stored value being then practically immutable), as a reference hash value Heer.
Optionally, the reference hash value H.er may be further signed with an encryption key, preferably a
private key Pry, (stored in a memory of the processing unit) to obtain a corresponding signed

reference hash value S(Href) and the signed reference hash value S(Hrer) is stored (e.g. in a ledger
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like a database or a blockchain) or provided on the support, this latter option being compatible with
an off-line verification process provided that a public key Puk corresponding to the private key Prx is
used for checking the signature (i.e. verifying that the signed reference hash value has been signed
with the right private key, or even for retrieving Hrer by decrypting S(Hrer) with the public decryption
key as with the RSA “Rivest—Shamir-Adleman” algorithm). '

The second variant of the marking method, illustrated by an embodiment shown
on Fig.4, is well suited for providing graphical symbols on a plurality of parts of the support, like,
for example,

- printing (as with option (ii) of the marking method) a text document comprising a plurality of
pages (e.g. the N pages of a report or a contract etc.), or

- displaying (as with option (i) of the marking method) a digital version of a text document of N
pages on a screen in a given format (e.g. in Microsoft Word or pdf format), page by page,

wherein each one of the N (N > 2) pages marked on the substrate, or each one of the N displayed
pages, shows a specific piece of human readable graphical symbols HrGS(j) ( € {1,...,N}) and a
machine-readable representation of corresponding error correction data MrECD(j): both being
representations obtained from a piece of verifiable graphical data VGD(j) of a corresponding
specific verifiable graphical data sub-block VGDSB(j). In these cases, according to said second
variant of the marking method, the method starts 400 and the (full) graphical data block GDB is split
410 by the processing unit into N sub-blocks GDSB(1),..., GDSB(N) (i.e. one sub-block for each
part of the support), wherein each graphical data sub-block GDSB(j) is formatted to provide 415 a
corresponding human readable representation HrGS(j) of its graphical symbols GS(j) in a
corresponding human readable graphical data sub-block HrGDSB(j). For each graphical data sub-
block GDSB(j) (j=1,...,N), the processing unit generates corresponding sub-block error correction
data by correcting 420 the graphical data sub-block GDSB (j) with the programmed error correction
code ECC, and then forms 430 with the corrected data an error correction data sub-block ECDSB(j).
The processing unit generates 440 a machine-readable representation of each error correction data
sub-block ECDSB(j) as a corresponding machine-readable error correction data sub-block
MrECDSB(j).The processing unit then formats each sub-blocks HrGDSB(j) and MrECDSB(j), so
that a representation of the latter on the support is distinct from the human readable representation
HrGS(j) of the graphical symbols GS(j) of the former, to provide 450 corresponding verifiable
graphical data sub-block symbolically written VGDSB(j) = HrGDSB(j) + MrECDSB(j). Depending



10

15

20

25

30

20480

20

on the selected option (i) or (ii) of the marking method, data of the sub-blocks VGDSBY(j), j=1,...,N,
are displayed 460 on a display or are marked 470 on a substrate (e.g. are printed on a paper sheet as
on Fig.1) according to the format as verifiable graphical data VGD(j) (symbolically: VGD(j) =
HrGS(j) + MrECD(j)), each marking M(j) of VGD(j) being provided on a part j of the substrate (e.g.
printed on the j-th page of the document of N pages), which states the end 480-490 of the process of
generating verifiable graphical data on the support.

Several sub-variants of the above second variant of marking method increase the
level of confidence in the authenticity of the human readable graphical symbols or the machine-
readable representation of the error correction data provided on the support. These sub-variants in
fact are the first and second sub-variants. These sub-variants also use the quasi non-invertibility of
the one-way functions (e.g. the hash functions like the SHA-256 hash functions). In these two sub-
variants, after having carried out the steps of the above second variant of the marking method, a
hash function H, programmed on the processing unit, is further used to obtain a hash of the digital
representation of the graphical symbols or the error correction data (or some parts of these data).
Due to the fact that in said second variant of the marking method the graphical data block GDB and
corresponding error correction data block ECDB are split into N sub-blocks (corresponding to the N
parts of the support), there are several possibilities to define for each sub-block j (j=1,...,N) a
corresponding sub-block hash value H(j) as explained above: one of these possibilities must be
selected, and will serve for calculating the N sub-block hash values in any one of these sub-variants
(and also in the variants of the verification method).

In a first sub-variant of the second variant of the marking method, the processor
unit calculates for each graphical data sub-block GDSB(j) (j=1,...,N) a sub-block hash value H(j):
for example, in a preferred embodiment, the full concatenation of the graphical data sub-block
GDSB(j) and the error correction data sub-block ECDSB(j) is selected for the sub-block hash value,
i.e. H(G) = H(GDSB(j) @ ECDSB(j)). In general, the sub-block hash values H(j), j=1,...,N, are
defined according to one of the following possibilities: we may have H(j) = H(GDSB(j)), or H(j) =
H(ECDSB(j)), or by taking a hash of any portion of a concatenation (GDSB(j) €6 ECDSB(j)) of the
graphical data sub-block GDSB(j) and the error correction data sub-block ECDSB (j), i.e. with H(j)
= H(portion of (GDSB(j) (® ECDSB(j)) (with the constraint regarding the bit length of the portion

already mentioned).
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Then, a machine-readable representation MrH(j) of each sub-block hash value H(j) is calculated by
the processing unit and associated with the corresponding verifiable graphical data sub-block
VGDSB(j) (j=1,...,N). As a result, in addition to the human readable representation of the j-th sub-
block graphical symbols HrGS(j) and the machine-readable representation of the j-th sub-block error
correction data MrECD(j) (from the verifiable graphical data sub-block VGDSB(j)), the j-th page of
the document further comprises the machine-readable representation MrH(j) of the j-th sub-block
hash value. This sub-variant allows to further secure the sub-block graphical data and the
corresponding sub-block error correction data via the one-way hash function as any modification of
said j-th sub-block data will not allow to retrieve the data content of MrH(j). Moreover, this further
advantage is obtained with only a limited additional data provided on the support in the form of a
mere machine-readable representation of a sub-block hash value. In said first sub-variant of the
second variant of the marking method, the N sub-block hash values H(j) (j=1,...,N) are then used to
calculate a reference aggregated hash value Hrer. As mentioned above, the N sub-block hash values
H(), j = 1,...,N, may be calculated on the mere graphical data sub-blocks, i.e. H(j) = H(GDSB(j)).
Preferably, the sub-block hash values are calculated on the full concatenation of sub-blocks: H(j) =
H(GDSB(j) ¢ ECDSB())). Thus, any change, even of a single bit, in the argument of any one the
sub-block hash functions H(j) (i.e. any change in the sub-block graphical or sub-block machine
readable data on the support) will generate a different value of the aggregated hash value Het. In this
first sub-variant, the processing unit concatenates all the N sub-block hash values H(j), j=1,...,N, to
obtain the reference aggregated hash value Hrer = H(1) ¢ H(22) @ ... & H(N-1) B H(N) (the
symbol @ indicating an operation of concatenation). This reference hash value Hrer is further stored
in a ledger (i.e. in a server or database, preferably in a blockchain).

Optionally, the memory of the processing unit may further store a key for encrypting digital data,
preferably a private key Pry paired with a public key Puk (i.e. for asymmetric-key encryption), the
processing unit, after having concatenated all the N sub-block hash values to obtain the reference
aggregated hash value Hrer = H(1) @ H(2) @ ... @ H(N-1) & H(N), may further sign (i.e. encrypt)
the reference aggregated hash value Hr with the encryption key (preferably the private key Pry) to
obtain a reference aggregated hash value signature S(Hrr). This signature may then be stored (e.g. in
the memory of the processing unit, or in a database, or in a blockchain), or further provided on the
support. This latter option allowing an off-line verification process provided that a corresponding
key, preferably the public key Pux associated with the private key Pry, is used for checking that the

signature is genuine (i.e. has been obtained with the right private key Pry).
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In the second sub-variant of the second variant of the marking method, after
having calculated the N sub-block hash values H(j), j=1,...,N (in the same way as in the above first
sub-variant), the reference aggregated hash value Hrer is calculated by the processing unit as the root
node value R of a tree, preferébly a binary tree. This tree has the N sub-block hash values H(1),
H(2),..., HN-1), H(N) as leaf nodes, as illustrated on Fig.5 (with an example of a mere binary tree
with N = 8). Here too, the hash values are representative of values generally obtained via a one-way
function (e.g. a hash function H() of the SHA-256 family). The tree is thus generally based on the
plurality of calculated sub-block hash values H(j), j=1,...,N, and comprises nodes arranged
according to a given nodes ordering in the tree. The tree comprises node levels from the leaf nodes
a(l,), j=1,...,N, respectively corresponding to the plurality of sub-block hash values H(1), H(2),...,
H(N-1), H(N), and non-leaf nodes up to the root node R of the tree, every non-leaf node (i.e. node
comprised between a leaf node and the root node) of the tree corresponding to a hash value of a
concatenation of the respective hash values of its child nodes according to a tree concatenation
ordering, the root node R corresponding to the reference aggregated hash value Hre, i.c. a hash
value of a concatenation of the hash values of the nodes of a penultimate nodes level in the tree
according to said tree concatenation ordering. In the example of Fig.5, with N = 8, we thus have
eight leaf nodes (first level of the tree) a(1,j) = H(j), j=1,...,8, and for the four node values of the
second level: a(2,1) = H(a(1,1) @ a(1,2)); a(2,2) = H(a(1,3) P a(1,4)); a(2,3) = H(a(1,5) D a(1,6));
a(2,4) = H(a(1,7) & a(1,8)). For the two node values of the third (penultimate) level: a(3,1) =
H(a(2,1) @ a(2,2)) and a(3,2) = H(a(2,3) @ a(2,4)). The root node value R is thus: R = H(a(3,1) @©
a(3,2)) = Heer.

We remark that it is possible to choose a different tree concatenation ordering for each non-leaf
node: for example, instead of having a(2,4) = H(a(1,7) & a(1,8)) we could define a(2,4) = H(a(1,8)
@ a(1,7)), which gives a different node value.

The processing unit then calculates for each sub-block hash value H(j) (i.e. for each leaf node of the
tree a(l,)), j=1,...,N, an associated sub-block verification path key VPK(j). The sub-block
verification path key VPK(j) relating to the leaf node a(l,j) (and thus to the sub-block hash value
H(j)) is a series of hash values of selected non-leaf nodes of the tree which are necessary to retrieve
the root node value R starting from the leaf node a(l,j). The selected non-leaf nodes in fact
correspond to a certain path in the tree between the leaf node a(1,j) and the root node R. A sub-block

verification path key associated with a given leaf node of the tree in fact is a sequence of the
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respective node values, from the leaf nodes level to the penultimate nodes level, of every other leaf
node having the same parent node in the tree that the given leaf-node, and successively at each next
level in the tree, of every non-leaf node having the same parent node in the tree that the previous
same parent node considered at the preceding level. In the example of the mere binary tree with
eight leaf nodes a(1,1),..., a(1,8) shown on Fig.5, the eight sub-block verification path keys
VPK(1),..., VPK(8) are determined as follows (according to the above definition):

1) for given leaf node a(1,1) = H(1), the associated sub-block verification path key is VPK(1) =
{a(1,2),a(2,2),a(3,2)}, from which the root digital signature value R can be retrieved via the
following steps (executed according to the nodes ordering in the tree and the tree concatenation
ordering):

i) from given leaf node a(1,1) = H(1) and leaf node a(1,2) = H(2) in VPK(1) (a(1,2) is the
“other leaf node having the same parent node”, i.e. node a(2,1), “that the given leaf node”, i.e. node
a(1,1)), the parent node value a(2,1) is obtained by a(2,1) = H(a(1,1) € a(1,2)) (i.e. a(2,1) = H(H(1)
® H(2))),

ii) from the obtained a(2,1) and the next node value in VPK(1), i.e. a(2,2) of next non-leaf
nodes level, which is a non-leaf node having the same parent node in the tree, i.e. node a(3,1), that
the previous same parent node considered at the preceding level, i.e. node a(2,1), the parent node
value a(3,1) is obtained by a(3,1) = H(a(2,1) & a(2,2)),

iii) from the obtained a(3,1) and the next node value in VPK(1), i.e. a(3,2) of the penultimate
nodes level, which is a non-leaf node having the same parent node in the tree, i.e. the root node R,
that the previous same parent node considered at the preceding level, i.e. node a(3,1), the root node

value R is obtained by R = H(a(3,1) & a(3,2)).

Remark: in this example we have three steps i),ii) and iii), because the tree has three levels below

the root node level and thus, the sub-block verification path key contains three node values.

Thus, based on VPK(1) = {a(1,2),a(2,2),a(3,2)} associated with a(1,1), the value of the root node of
the tree can be obtained as: R = HH(H(a(1,1) @ a(1,2)) D a(2,2)) D a(3,2)).

2) for a given leaf node a(1,2) = H(2), the associated sub-block verification path key is VPK(2) =
{a(1,1),a(2,2),a(3,2)}, from which the root value R can be retrieved via the following steps

(executed according to the nodes ordering in the tree and the tree concatenation ordering):
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i) from given a(1,2) = H(2) and a(1,1) = H(1) in VPK(2) (a(1,1) is the other leaf node having
the same parent node, i.e. node a(2,1), that the given leaf node, i.e. node a(1,2)), the parent node
value a(2,1) is obtained by a(2,1) = H(a(1,1) ¢ a(1,2)),

ii) from the obtained a(2,1) and the next node value in VPK(2), i.e. a(2,2) of next non-leaf
nodes level, which is a non-leaf node having the same parent node in the tree, i.e. node a(3,1), that
the previous same parent node considered at the preceding level, i.e. node a(2,1), the parent node
value a(3,1) is obtained by a(3,1) = H(a(2,1)  a(2,2)),

iii) from the obtained a(3,1) and the next node value in VPK(2), i.e. a(3,2) of the penultimate
nodes level, which is a non-leaf node having the same parent node in the tree, i.e. the root node, that
the previous same parent node considered at the preceding level, i.e. node a(3,1), the root node value

R is obtained by R = H(a(3,1) @ a(3,2)).

Thus, based on VPK(2) = {a(1,1),a(2,2),a(3,2)} associated with a(1,2), the value of the root node of
the tree can be obtained as: R = HH(H(a(1,1) & a(1,2)) D a(2,2)) P a(3,2)).

3) for a given leaf node a(1,3) = H(3), the sub-block verification path key is VPK(3) =
{a(1,4),a(2,1),a(3,2)}, from which the root value R can be retrieved via the following steps
(executed according to the nodes ordering in the tree and the tree concatenation ordering):

i) from a(1,3) = H(3) and a(1,4) = H(4) in VPK(3) (a(1,4) is the other leaf node having the
same parent node, i.e. node a(2,2), that the given leaf node, i.e. node a(1,3)), the parent node value
a(2,2) is obtained by a(2,2) = H(a(1,3) b a(1,4)),

ii) from the obtained a(2,2) and the next node value in VPK(3), i.e. a(2,1) of next non-leaf
nodes level, which is a non-leaf node having the same parent node in the tree, i.e. node a(3,1), that
the previous same parent node considered at the preceding level, i.e. node a(2,2), the parent node
value a(3,1) is obtained by a(3,1) = H(a(2,1) & a(2,2)),

iii) from the obtained a(3,1) and the next node value in VPK(3), i.e. a(3,2) of the penultimate
nodes level, which is a non-leaf node having the same parent node in the tree, i.e. the root node, that
the previous same parent node considered at the preceding level, i.e. node a(3,1), the root node value

R is obtained by R = H(a(3,1) @ a(3,2)).

Thus, the value of the root node of the tree can be obtained as: R = H(H(a(2,1) ¢ H(a(1,3) &
a(1,4))) ©@ a(3,2)).
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4) for a given leaf node a(l,4) = H(4), the sub-block verification path key is VPK(4) =
{a(1,3),a(2,1),a(3,2)}, from which the root value R can be retrieved via the following steps
(executed according to the nodes ordering in the tree and the tree concatenation ordering):

1) from a(1,4) = H(4) and 5(1,3) = H(3) in VPK(4), the parent node value a(2,2) is obtained by
a(2,2) =H(a(1,3) @ a(1,4)),

ii) from the obtained a(2,2) and the next node value in VPK(4), i.e. a(2,1) of next non-leaf
nodes level, the parent node value a(3,1) is obtained by a(3,1) = H(a(2,1) & a(2,2)),

iii) from the obtained a(3,1) and the next node value in VPK(4), i.e. a(3,2) of the penultimate
nodes level, the root node value R is obtained by R = H(a(3,1) & a(3,2)).

Thus, the value of the root node of the tree can be obtained as: R = H(H(a(2,1) & H(a(1,3) &b
a(1,4))) @ a(3,2)).

5) for a given node a(1,5) = H(5), the sub-block verification path key is VPK(5) =
{a(1,6),a(2,4),a(3,1)}, from which the root value R can be retrieved via the following steps
(executed according to the nodes ordering in the tree and the tree concatenation ordering):

i) from a(1,5) = H(5) and a(1,6) = H(6) in VPK(5), the parent node value a(2,3) is obtained by
a(2,3) = H(a(1,5) ©® a(1,6)),

ii) from the obtained a(2,3) and the next node value in VPK(5), i.e. a(2,4) of next non-leaf
nodes level, the parent node value a(3,2) is obtained by a(3,2) = H(a(2,3) & a(2,4)),

iii) from the obtained a(3,2) and the next node value in VPK(5), i.e. a(3,1) of the penultimate
nodes level, the root node value R is obtained by R = H(a(3,1) & a(3,2)).

Thus, the value of the root node of the tree can be obtained as: R = H(a(3,1) & H(H(a(1,5) &
a(1,6)) @ a(2,4))).

6) for a given node a(1,6) = H(6), the sub-block verification path key is VPK(6) =
{a(1,5),a(2,4),a(3,1)}, from which the root value R can be retrieved via the following steps
(executed according to the nodes ordering in the tree and the tree concatenation ordering):

i) from a(1,6) = H(6) and a(1,5) = H(5) in VPK(6), the parent node value a(2,3) is obtained by
a(2,3) = H(a(1,5) & a(1,6)),
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i) from the obtained a(2,3) and the next node value in VPK(6), i.e. a(2,4) of next non-leaf
nodes level, the parent node value a(3,2) is obtained by a(3,2) = H(a(2,3) & a(2,4)),

ii1) from the obtained a(3,2) and the next node value in VPK(6), i.e. a(3,1) of the penultimate
nodes level, the root node value R is obtained by R = H(a(3,1) € a(3,2)).

Thus, the value of the root node of the tree can be obtained as: R = H(a(3,1) & H(H(a(1,5) &

- a(1,6)) D a(2,4))).

7) for a given node a(1,7) = H(7), the sub-block verification path key is VPK(7) =
{a(1,8),a(2,3),a(3,1)}, from which the root value R can be retrieved via the following steps
(executed according to the nodes ordering in the tree and the tree concatenation ordering):

i) from a(1,7) = H(7) and a(1,8) = H(8) in VPK(7), the parent node value a(2,4) is obtained by
a(2,4) = H(a(1,7) & a(1,8)),

ii) from the obtained a(2,4) and the next node value in VPK(7), i.e. a(2,3) of next non-leaf
nodes level, the parent node value a(3,2) is obtained by a(3,2) = H(a(2,3) @ a(2,4)),

iii) from the obtained a(3,2) and the next node value in VPK(7), i.e. a(3,1) of the penultimate
nodes level, the root node value R is obtained by R = H(a(3,1) D a(3,2)).

Thus, the value of the root node of the tree can be obtained as: R = H(a(3,1) @ H(a(2,3) @ H(a(1,7)
@ a(1,8)))).

8) for a given node a(1,8) = H(8), the sub-block verification path key is VPK(8) =
{a(1,7),a(2,3),a(3,1)}, from which the root value R can be retrieved via the following steps
(executed according to the nodes ordering in the tree and the tree concatenation ordering):

i) from a(1,8) = H(8) and a(1,7) = H(7) in VPK(8), the parent node value a(2,4) is obtained by
a(2,4) =H(a(1,7) © a(1,8)),

ii) from the obtained a(2,4) and the next node value in VPK(8), i.e. a(2,3) of next non-leaf
nodes level, the parent node value a(3,2) is obtained by a(3,2) = H(a(2,3) & a(2,4)),

iii) from the obtained a(3,2) and the next node value in VPK(8), i.e. a(3,1) of the penultimate
nodes level, the root node value R is obtained by R = H(a(3,1) & a(3,2)).



10

15

20

25

30

20480

27

Thus, the value of the root node of the tree can be obtained as: R = H(a(3,1) & H(a(2,3) & H(a(1,7)
@ a(1,8)))).

Generally, for retrieving a (candidate) root node value by starting from a given leaf node value and
the node values specified in the verification path- key associated with said given leaf node, the
following steps are performed:
- extracting from the sequence of node values in the sub-block verification path key, a node value of
every other leaf node of the tree having the same parent node than that of the given leaf node and
calculating a hash value of a concatenation of the given node value and, respectively according to
the ordering of nodes in the tree and the tree concatenation ordering, the extracted node value of said
every other leaf node, thus obtaining a hash value of said same parent node of the given leaf node;
- successively at each next level in the tree and up to the penultimate nodes level:
.extracting from the sequence of node values in the sub-block verification path key, a node
value of every other non-leaf node of the tree having the same parent node than that of the
previous same parent node considered at the preceding step, and
.calculating a hash value of a concatenation of the node value of said respective every other
non-leaf node and the obtained hash value of said previous same parent node, according to
the ordering of nodes in the tree and the tree concatenation ordering, thus obtaining a node
value of said same parent node of said previous same parent node; and
- calculating a hash value of a concatenation of the obtained node values of the non-leaf nodes
corresponding to the penultimate nodes level of the tree according to the ordering of nodes in the
tree and the tree concatenation ordering, thus obtaining a root node value of the tree.
In a next step of the second sub-variant of the second variant of the marking method, the processing
unit generates a machine-readable representation MrVPK(j) of each sub-block verification path key
VPK(j) (j=1,...,N), and includes it, associated with the respectively corresponding human readable
graphical data sub-block HrGDSB(j) and machine-readable error correction data sub-block
MrECDSB()), in the verifiable graphical data sub-block VGDSB(j). The verifiable graphical data
sub-block VGDSB()) is then further formatted to provide a machine-readable representation of said
sub-block verification path key that is separate from the human readable representation of the
associated graphical data sub-block GDSB(j) and the machine-readable representation of the
associated error correction data sub-block ECDSB(j), and then provided on the support (as

component of the corresponding sub-block verifiable graphical data). Thus, the verifiable graphical
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data sub-block is now symbolically written: VGDSB(j) = HrGDSB(j) + MrECDSB(j) + MrVPK(j), j
= 1,...,N. Finally, one of the following steps is further performed:

(iii) the reference aggregated hash value Her = R is stored in a ledger (preferably in a
blockchain),

or

(iv) the reference aggregated hash value Hrer = R is made available to a user.
Optionally, Hrr may be signed with a signature private key Prx (stored in a memory of the
processing unit), via the processing unit, to obtain a reference aggregated hash value signature
S(Href), and the reference aggregated hash value signature S(Hres) is stored (e.g. in the ledger) or
further provided on the support or made available to a user. Then, by using a corresponding public
key Puy, it is possible to check whether S(Href) is genuine.
As a result, for each graphical data sub-block GDSB(j) (j=1,...,N) of the graphical data block GDB,
there are provided on the support corresponding sub-block human readable graphical symbols
together with cormresponding sub-block machine-readable error correction data that are
authenticatable by a user by retrieving the root value R via the sub-block hash value H(j) and its
corresponding verification path key VPK(j) that can be obtained from data read on the support,
respectively from the sub-block human readable graphical symbols HrGS(j) and the machine-
readable representation of the sub-block verification path key MrVPK(j).

As it is clear from the above example, the root node value R can finally be
retrieved from any given leaf node value by calculating a hash value of a concatenation of this given
leaf node value with only the node values specified in the corresponding sub-block verification path
key. Thus, the volume of data in the verification information based on a verification path key (to be
read on the support) that is necessary for retrieving the root node value R is clearly much lower than
the volume of data necessary for calculating the reference root node value Hyer based only on all the
leaf node values (i.e. by calculating all the non-leaf node values of the intermediate levels of the
tree): this is an advantage of the invention in view of the constraint of limited size available on a

machine readable representation of data (like, e.g., a two-dimensional barcode).

Thus, according to the invention, the entanglement of the hash values of all the
original sub-block hash values, due to the tree structure and use of robust one-way functions for

calculating the node values of the tree (like the SHA-256 hash functions in the above embodiment),
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together with the root node value R of the tree (that can be made immutable if stored in a
blockchain) and the inclusion of machine-readable error correction data and associated machine-
readable verification path key on the support together with corresponding human readable
representation of graphical data, allow to prevent falsification of data on the marked support with a

very high level of reliability.

The above embodiments of the marking method provide on a support (paper sheet
100 or display) human readable graphical symbols together with corresponding machine-readable
error correction data that can be easily verified by a user. Indeed, according to the verification
method of the invention of which an illustrative flowchart is shown on Fig.6, a user having a scanner
equipped with an imaging unit, a scanner processing unit with a scanner memory, and a scanner
display, can check whether the human readable graphical symbols HrGS on the support have been
modified or not with respect to the original ones, or may even retrieve the original graphical
symbols. In the following illustrative embodiment of the verification method, the human readable
graphical symbols HrGS constitute a text provided on the support according to the marking method.
For example, the text may be printed on a substrate (e.g. a paper sheet, as on Fig.1) or electronically
displayed on a screen. The imaging unit of the scanner is operable to image the text and the
corresponding machine-readable representation of error correction data MrECD on the support. The
scanner processing unit is programmed to perform image processing of an image of the support
taken by the imaging unit to extract text data and obtain a digital representation of the extracted text
data as a corresponding scanned graphical data block SGDB. The scanner processing unit is also
programmed to perform image processing of an image of the machine-readable representation of
error correction data MrECD on the support taken by the imaging unit to extract corresponding
scanned error correction data SECD, by further using a programmed (on the scanner processing
unit) machine-readable decoder, and obtain a digital representation of the scanned error correction
data SECD as a corresponding scanned error correction data block SECDB. The scanner processing
unit is further programmed to perform the operations of error correction of data blocks by using an
error correction code ECC. The scanner may be, for example, a mere smartphone with a camera (as
imaging unit) and having image processing, decoding, and error correction applications operable to

run on its processing unit.
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The general verification process shown on Fig.6, with the example of marked

support of Fig.1, starts 600 by:
- scanning (via the scanner imaging unit) with the scanner the text HrGS 610 on the support, i.e. text
110 on text area 120 of the paper sheet 100, and obtaining a corresponding scanned graphical data
block SGDB 620 (i.e. a digital representation of the scanned text); and
- scanning the machine-readable representation of error correction data MrECD 615 on the support
with the scanner, i.e. the PDF417 barcode 130 on the paper sheet 100, decoding the machine-
readable representation of error correction data MrECD (with the programmed machine-readable
decoder) to extract corresponding scanned error correction data SECD, and forming a corresponding
scanned error correction data block SECDB 625 (i.e. a digital representation of the extracted
SECD); and
- correcting 630 the scanned graphical data block SGDB, via the error correction code ECC
programmed on the scanner processing unit (using the extracted SECD of the SECDB), and
obtaining a corrected scanned graphical data block CSGDB 640, the corrected scanned graphical
data block CSGDB containing a digital representation of corresponding corrected human readable
graphical symbols CHrGS; and
- at step 650, performing at least one of the three options:

- (a) displaying 660 on the scanner display the corrected scanned graphical data block

CSGDB as corresponding corrected human readable graphical symbols CHrGS; or

- (b) indicating 670 via the scanner (e.g. on the scanner display, or with any visual or

sound alarm delivered by the scanner) whether the scanned graphical data block SGDB

contains an error (based on a result of the correction 630); or

- (c) storing 680 scan result data specifying whether the scanned graphical data block

SGDB contains an error (based on a result of the correction 630) in the scanner memory.
Delivering a result of the selected option(s) (a),(b) and (c) puts an end 690 to the verification
process.
Option (a) allows the user to visually compare the version of the text CHrGS displayed on the
scanner display, that has been corrected via the programmed error correction code ECC using the
scanned error correction data SECD (obtained from the machine-readable representation of error
correction data MrECD), and the (non-corrected) text HrGS as scanned on the support. Preferably,
the difference(s) of the displayed text with the text as scanned may be highlighted to help the user to

easily detect and locate any change in the text (e.g. due to alteration or fraud).
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With option (b), the user can be alerted in case of any difference between the corrected text CHrGS
and the text HrGS as scanned on the support.

Option (c) allows keeping a trace of any existing difference between the corrected text and the text
as scanned on the support. Alternatively, in case the scanner is further equipped with
communication means (e.g. a smértphone) and can be connected to an external server, the scan

result data can be stored in a server memory via a communication link.

An advantage of the above verification method is that it allows off-line check (i.e.
without connection to an external device through a communication link) of conformity between the
text provided on the support, as human readable graphical symbols, and the human readable version
that can be obtained from a machine-readable representation of error correction data read on the
support: because said version results from a correction via an error correction code (similar to that
already used with the marking method to determine the error correction data corresponding to the
text provided on the support) of the text as read with the scanner on the support by using the error
correction data extracted from the machine-readable representation as read on the support, and
decoded, by means of the scanner. However, in case the scanner is further equipped with
communication means (e.g. a smartphone) and can be connected to an external server, some or all
the above mentioned operations of the verification method of decoding, and performing error

correction of a data block can be carried out on the (dedicated) external server.

Several variants of the verification method (respectively correlated with the first
and second variants of the marking method used to provide verifiable graphical data on the support)
allow a user to go beyond a mere verification of the text (or, more generally, the graphical symbols)
provided on the support by further checking the authenticity of the text (and/or the machine readable
data).

In the first variant of the verification method of verifying human readable
graphical symbols HrGS and machine-readable representation of error correction data provided on
the support according to the first variant of the marking method, after having carried out the steps of
said verification method (see Fig.6), a hash function H is further programmed on the scanner
processing unit to calculate a hash value of a data block (in the same way as respectively specified

in the first variant of the marking method), the scanner is further connected to a scanner
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communication unit operable to communicate via a communication link with the ledger wherein a
reference hash value Heer is stored (as specified in the first variant of the marking method), and the
scanner processing unit further calculates, via the programmed hash function H, a scan hash value
Hscan as a hash value H(CSGDB) of the corrected scanned graphical data block CSGDB, or a hash
value H(SECDB) of the scanned error correction data block SECDB, or a hash value H(portion of
CDB) of any portion of a data block CDB = (CSGDB & SECDB) resulting from a concatenation
(CSGDB @ SECDB) of the corrected scanned graphical data block CSGDB and the scanned error
correction data block SECDB (as explained above).
The scanner further carries out the following operations:
- the scanner obtains, via its communication unit (by sending a request to the ledger through the
communication link and receiving back a response) the reference hash value Hrer stored in the
ledger, and
- the scanner processing unit then checks whether the obtained reference hash value Hrer matches the
scan hash value Hscan; and performs at least one of the operations:

(e) it indicates a result of the checking operation (e.g. via the scanner display), or

() it stores a result of the checking operation in the

scanner memory.
Any modification, with respect to the original (genuine) text (as human readable graphical symbols),
of the human readable text provided on the support, or the content of its machine-readable error
correction data provided on the support, will generate a mismatch between the reference hash value
Hrer and the scan hash value Hscan. This variant thus increases the level of trust in the conformity of

the text on the support with respect to its original version.

The second variant of the verification method, illustrated with an embodiment
shown on Fig.7, is well suited in case the full set of graphical symbols is divided into a plurality of
N subsets (with N > 2), each subset of graphical symbols being marked on a corresponding substrate
part, like, for example, a text printed (according to the option (ii) of the second variant of the
marking method) on a plurality of pages (e.g. the N pages of a report or a contract etc.), or displayed
(according to the option (i) of the second variant of the marking method) on a screen in a given
format (e.g. text document of N pages in Microsoft Word or pdf format), page by page, wherein

each marked part of substrate or each displayed page shows a specific subset of human readable
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graphical symbols and machine-readable representation of corresponding error correction data (both
being representations obtained from a corresponding specific verifiable graphical data sub-block).

In the following illustrative embodiment of the second variant of the verification method (see Fig.7),
the human readable graphical symbols HrGS constitute a text that has been provided on the support
according to the second variant of the marking method. For example, the text may be printed on a
substrate (e.g. a paper sheet, as on Fig.1) or electronically displayed on a screen. The imaging unit
of the scanner is operable to image each page of the N pages of text on the support, i.e. each of the
(verifiable) human readable graphical symbols HrGS(j) and machine-readable representation of
corresponding error correction data MrECD(j) provided on the j-th page (j = 1,...,N). The scanner
processing unit is programmed to perform image processing of an image of a j-th page (j = 1,...,N)
on the support taken by the imaging unit to extract scanned text data from the imaged human
readable graphical symbols HrGS(j) (i.e. the imaged graphical symbols of j-th sub-block) and obtain
a digital representation of the extracted data as a corresponding scanned graphical data sub-block
SGDSB(j). The scanner processing unit is also programmed to perform image processing of the
image of page j on the support taken by the imaging unit, extract scanned error correction data
SECD(j) from the imaged machine-readable representation of error correction data MrECD(j), by
using the machine-readable decoder programmed on the scanner processing unit, and obtain a digital
representation of the scanned error correction data SECD(j) as a corresponding scanned error
correction data sub-block SECDSB(j). The scanner processing unit is further programmed to
perform the operations of error correction of data blocks by using an error correction code ECC. The
scanner may be a mere smartphone with a camera (as imaging unit) and having image processing,

decoding, and error correction applications operable to run on its processing unit.

According to the above embodiment (Fig.7) of said second variant of the
verification method, wherein the human readable graphical symbols and machine-readable error
correction data have been provided on the support according to the second variant of the marking
method (shown on Fig.4), the above scanner starts 700 executing for each page j (j= 1,...,N) of the
document the following operations of:

- scanning 710 with the scanner imaging unit human readable graphical symbols HrGS(j) provided
on page j of the support, i.e. text 110 on text area 120 of the paper sheet 100, and obtaining 720 a
corresponding scanned graphical data sub-block SGDSB(j) (i.e. a digital representation of the

scanned human readable graphical symbols); and
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- scanning 715 with the scanner imaging unit the machine-readable representation of error correction
data MrECD(j) provided on page j of the support, i.e. the PDF417 barcode 130 on the paper sheet
100, decoding with the scanner processing unit the imaged MrECD(j), using the programmed
machine-readable decoder, extracting a corresponding scanned error correction data SECD(j), and
forming a corresponding scanned error correction data sub-block SECDSB(j) 725 as a digital
representation of the scanned error correction data SECD(j);
- correcting 730 with the scanner processing unit the scanned graphical data sub-block SGDSB (j),
by using the error correction code ECC programmed on the scanner processing unit (and using the
extracted SECD(j) of the SECDSB(j)), and obtaining 740 a corrected scanned graphical data sub-
block CSGDSB(j); and
- performing 750 at least one of the three options for each page j:
- (a) displaying 760 on the scanner display a visual representation (i.e. human readable)
of the corrected scanned graphical data sub-block CSGDB(j) as corresponding corrected
human readable graphical symbols CGS(j); or
- (b) indicating 770 via the scanner (e.g. on the scanner display, or with any visual or
sound alarm delivered by the scanner) whether the scanned graphical data sub-block
SGDB(j) contains an error (based on a result of the correction 730); or
- (c) storing 780 scan result data specifying whether the scanned graphical data sub-
block SGDB(j) contains an error (based on a result of the correction 730) in the scanner
memory.
Delivering a result of the selected option(s) (a),(b) and (c) puts an end 790 to the second variant of
the verification process of each page of the document. In case the scanner is further equipped with
communication means (e.g. a smartphone) and can be connected to an external server, the scan

result data of option (c) can be stored in a server memory via a communication link.

The invention also comprises three sub-variants of the above second variant of the
verification method. In all these sub-variants, after having performed the steps of the embodiment of
the second variant of the verification method shown on Fig.7, a one-way function, here the hash
function H, is further programmed on the scanner processing unit to calculate a hash value of a data
block (in the same way as respectively specified in the variants of the marking method), and the
scanner processing unit further calculates, via the programmed hash function H, N scan sub-block

hash values Hscan(j) (j=1,...,N), each scan sub-block hash value Hscan(j) being a hash value as a hash
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H(CSGDSB(j)) of the j-th corrected scanned graphical data sub-block CSGDSB(j), or a hash value
H(SECDSB(j)) of the j-th scanned error correction data sub-block SECDSB(j), or a hash value
H(portion of CDB(j)) of any portion of a data block CDB(j) = (CSGDSB(j) & SECDSB()))
resulting from a concatenation (CSGDSB(j) P SECDSB())) of the j-th corrected scanned graphical
data sub-block CSGDB(j) and the j-th scanned error correction data sub-block SECDSB(j). The use
of the calculated scan sub-block hash values Hscan(j) is specific in each of said first, second and third

sub-variants of the second variant of the verification method, as detailed below.

In an embodiment of the first sub-variant of the embodiment of the second variant
of the verification method, wherein the human readable graphical symbols HrGS(j) and the
machine-readable error correction data MrECD(j) on the support have been generated according to
the first sub-variant of the second variant of the marking method, the hash function and the error
correction code are programmed on the scanner processing unit, and the scanner is further operable
to read and decode machine-readable representation of a sub-block hash value H(j) on the support
via the scanner processing unit. Moreover, the scanner is connected to a scanner communication unit
operable to communicate, via a communication link, with the ledger wherein a reference aggregated
hash value is stored. The scanner calculates (see above) the scan sub-block hash values Hscan(j),
j=1,...,N,, in case it is possible (i.e. if all the HrGS(j) and MrECD(j) are readable). In case it is not
possible to calculate a scan sub-block hash value for some page j, for example because the HrGS(j)
and MrECD(j) on this j-th page are not readable, the scanner scans and decodes a machine-readable
representation MrH(j) of a sub-block hash value H(j) on this j-th page of the support and obtains a
corresponding decoded sub-block hash value DH(j): this decoded sub-block hash value will then
serve as scan sub-block hash value, i.e. Hscan(j) = DH(j), for the j-th page. This machine-readable
representation of a j-th sub-block hash value MrH(j) is associated with the verifiable graphical data
sub-block VGDSB(j) corresponding to human readable graphical symbols HrGS(j) and machine-
readable representation of error correction data MrECD(j) provided on the support. As a result, all
the sub-block scan hash values necessary to calculate an aggregated hash value for all the pages of
the support are available, (either as calculated scan hash values Hscan(j) or as identified with decoded
hash values DH(j)).

The scanner processing unit then executes the further operations of:
- calculating an aggregated scan hash value Hican by concatenating all the obtained scan hash values

(the symbol D represents a concatenation operator):
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Hscan = Hscan(l) GB Hscan(z) GB @ Hscan(N'l) @ Hscan(N)-
- sending via the scanner communication unit, through the communication link, a request for a

reference aggregated hash value to the ledger and receiving back a reference aggregated hash value

Href;

- checking whether the received reference aggregated hash value Hrr matches the aggregated scan

value Hscan, and indicating a result of the checking operation (e.g. via a message on the scanner
display). In case of matching, the pages are all genuine (i.e. conform with the original ones), even if
the text and the machine-readable error correction data of some page(s) were not readable (the
machine-readable representations of the sub-block hash values being however readable). In case of
mismatch, at least one of the pages has been modified (e.g. at least one of the graphical symbols is
altered or fake): it is then possible to retrieve such a page by checking whether the scan sub-block
hash values Hscan(j) obtained from the sub-block data HrGS(j) and MrECD(j), and the
corresponding decoded hash values DH(j), j=1,...,N, matches.

This sub-variant allows to independently check with a scanner whether each page of the document
of N pages is genuine with the help of the scan of a mere machine-readable representation of a sub-

block hash value of limited size.

In an embodiment of the second sub-variant of the second variant of the
verification method, the human readable graphical symbols HrGS(j), (j=1,...,N) and the machine-
readable error correction data MrECD(j) on page j (of a document of N pages) on the support have
been generated according to the second sub-variant of the second variant of the marking method,
option (iii), the scanner is connected to a scanner communication unit operable to communicate via
a communication link with the ledger containing the reference aggregated hash value Hrer (as root
node value of a tree, see Fig.5), the hash function (the same as used for calculating the N sub-block
hash values H(j) and the corresponding reference aggregated hash value Href) is programmed on the
scanner processing unit. The scanner is further operable to read and decode a machine-readable
representation MrVPK(j) (j=1,...,N) of a sub-block verification path key VPK(j) on the support and
calculate an aggregated scan hash value Hsan from a pair of corresponding sub-block hash value
H(j) and sub-block verification path key VPK(j) scanned on the support (here, we consider the case
N = 8, with a binary tree corresponding to the example of Fig.5 for a document of 8 pages). After
having calculated with the hash function (see above) the scan sub-block hash value Hscan(j),

(je{1,...,N}) from the scanned verifiable graphical data on page j of the document of N pages and in
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accordance with the second sub-variant of the second variant of the marking method (i.e. with the
same selected choice of H{CSGDSB(j)), or H(SECDSB(j) or H(portion of CDB(j) for calculating a
sub-block hash value, used as leaf nodes of the tree), the scanner executes the further operations of:
- scanning a machine-readable representation MrVPK(j) of a sub-block verification path key VPK(j)
on a j-th page of the support (correéponding to a j-th corrected scanned graphical data sub-block
CSGDSB(j)), and extracting a corresponding scanned sub-block verification path key SVPK(j) via
the scanner processing unit;
- calculating with the scanner processing unit a scan aggregated hash value Hscan With the calculated
scan sub-block hash value Hscn(j) and the scanned sub-block verification path key SVPK(j)
obtained by scanning the j-th page of the document, as explained below:
If j = 1 (first page of the document), and as explained above regarding the embodiment of the
second sub-variant of the second variant of the marking method (see also the illustrative binary tree
on Fig.5), the sub-block hash value Hscan(1) having been obtained as indicated above (i.e. from the
first corrected scanned graphical data sub-block CSGDB(1) and/or the first scanned error correction
data sub-block SECDSB(1)) is considered as the value of the first leaf node a(1,1) of the binary tree
(the same ordering of the nodes and tree concatenation ordering is selected as in the above
embodiment of the second sub-variant of the second variant of the marking method), the extracted
scanned sub-block verification path key SVPK(l) contains three node values:
SVPK(1)={a(1,2),a(2,2),a(3,2)}, thus, the scan hash value Hscan that can be obtained from the scan
of the verifiable graphical data of the first page is calculated as
Hican = HH(H(a(1,1) P a(1,2)) D a(2,2)) P a(3,2))
= HHMHHsean(1) €D a(1,2)) D a(2,2)) @ a3,2))

If j =2, with SVPK(2) = {a(1,1), a(2,2), a(3,2)},

Hican = H(H(H(a(1,1) € Hscan(2)) D a(2,2)) D a(3,2))
If j =3, with SVPK(3) = {a(1,4),a(2,1),a(3,2)},

Hiscan = HH(a(2,1) © H(Hscan(3) D a(1,4))) D a(3,2))
If j =4, with SVPK(4) = {a(1,3),a(2,1),a(3,2)}

Hscan = H(H(a(2,1) @ H(a(1,3) ® Hscan(4))) D a(3,2))
Ifj =5, with SVPK(S) = {a(1,6),a(2,4),a(3,1)}

Hscan = H(a(3,1) © HH(Hscan(5) @ a(1,6)) D a(2,4)))
If j =6, with SVPK(6) = {a(1,5),a(2,4),a(3,1)}

Hscan = H(a(3,1) @ H(H(a(1,5) @ Hscan(6)) @ a(2,4)))
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If j =7, with SVPK(7) = {a(1,8),a(2,3),a(3,1)},

Hscan = H(a(3,1) @ H(a(2,3) @ H(Hscan(7) D a(1,8))))
If j =8, with SVPK(8) = {a(1,7),a(2,3),a(3,1)},

Hsean = H(a(3,1) € H(a(2,3) b H(a(1,7) B Hscan(8)))).
- next, obtaining the reference aggregated hash value Hrer (i.e. the root node value R of the tree)
stored in the ledger, via the scanner communication unit and the communication link, and checking
whether the obtained reference aggregated hash value Hrer matches the scan aggregated hash value
Hscan, for j=1,...,N; and
- indicating a result of the checking operation (e.g. on the scanner display).
This sub-variant of the verification method allows to detect any error on each page of a document
with only a small amount of data, as any variation in a content of a page results in a mismatch
between the reference aggregated hash value Hrer and the scan hash value Hscan obtained from the
verifiable graphical data scanned on this page. Moreover, this method is robust as the corrected
version of the scanned graphical data is used for calculating the sub-block hash values Hscan(j) of a j-

th page, j=1,...,N.

In an embodiment of the third sub-variant of the second variant of the verification
method, we use the same binary tree of a document of N = 8 pages as well as the same way of
calculating the scan sub-block hash values Hscan(j) (j=1,...,N) and scan hash values Hscan as in the
above example of the second sub-variant of the second variant of the verification method. In this
embodiment, the human readable graphical symbols HrGS(j) and the machine-readable error
correction data MrECD(j) on the support have been generated according to the second sub-variant of
the second variant of the marking method, option (iv), the reference aggregated hash value Hrer is
stored in the scanner memory, and the scanner is also operable to read and decode machine-readable
representation of a sub-block verification path key VPK(j) on the support and calculate an
aggregated hash value Hscan(j) from a pair of corresponding sub-block hash value and sub-block
verification path key. According to this embodiment, after having performed the steps of said
second variant of the verification method and calculated a scan sub-block hash value Hscan(j)
(G=1,...,N) as mentioned above, the scanner executes the further steps of:

- scanning with the scanner a machine-readable representation MrVPK(j) of a sub-block verification
path key VPK(j) on the j-th page provided on the support (corresponding to a j-th corrected scanned
graphical data sub-block CSGDSB(j), e.g. obtained from the scanned verifiable graphical data
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provided on the j-th page of the document), and extracting a corresponding scanned sub-block
verification path key SVPK(j) via the scanner processing unit;
- calculating a scan aggregated hash value Hscan With the calculated scan sub-block hash value

Hscan(j) and the scanned sub-block verification path key SVPK(j) obtained by scanning the j-th page

of the document (see above, the detailed calculation relating to the second sub-variant of the

embodiment of the second variant of the verification method);

- obtaining the reference aggregated hash value Heer stored in the scanner memory;

- checking via the scanner processing unit whether the obtained reference aggregated hash value Her
matches the aggregated scan hash value Hycan for the j-th page (j=1,...,N); and

- indicating a result of the checking operation (via the scanner display).

This sub-variant of the verification method allows to detect in a robust offline mode any error on
each page of a document with only a small amount of data, as any variation in a content of a page
results in a mismatch between the reference aggregated hash value Hrer and the scan hash value Hscan
obtained from the verifiable graphical data scanned on this page. Indeed, the method only uses data
(of limited size) stored in the scanner memory (i.e. Hrer) for checking whether the reference

aggregated hash value Hrf matches the scan hash value Hscan.

An embodiment of the alternative variant of the verification method, illustrates an
application of the invention to the verification human readable graphical symbols and corresponding
machine-readable error correction data generated in a computer connected to a display by a
processor programmed to perform the steps of the above mentioned marking method, option (i). The
computer has a scan application programmed on its processor that is operable to scan displayed
human readable graphical symbols and machine-readable error correction data.

The computer thus displays the generated human readable graphical symbols HrGS and
corresponding machine-readable error correction data MrECD, and the scan application running on
the computer processor then performs the following operations of:

- scanning the displayed human readable graphical symbols HrGS to obtain a scanned graphical data
block SGDB, this scanned graphical data block being a digital representation of the scanned human
readable graphical symbols;

- scanning the displayed machine-readable error correction data MrECD and, via a machine-

readable decoder of the scan application running on the computer processor, decoding the scanned
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machine-readable error correction data MrECD to obtain corresponding scanned error correction
data SECD in a scanned error correction data block SECDB;
- correcting the scanned graphical data block SGDB with an error correction code ECC of the scan
application running on the computer processor, using the scanned error correction data SECD of the
scanned error correction data block SECDB, to obtain a corresponding corrected scanned graphical
data block CSGDB; and
- performing at least one of the following steps:

(a) displaying a visual representation of the corrected scanned graphical data block CSGDB as
corrected human readable graphical symbols CHrGS on the display, or

(b) displaying an indication specifying whether the scanned graphical data block SGDB
contains an error (based on the result of the correction step of SGDB), or

(c) storing scan result data specifying whether the scanned graphical data block SGDB
contains an error in a memory of the computer.
At step (a), the parts of the initially displayed human readable graphical symbols HrGS (before
running the scan application) which have been corrected via the scan application are preferably
highlighted to facilitate identification and location of errors in the initially displayed HrGS by a user

of the computer.

The above disclosed subject matter is to be considered illustrative, and not
restrictive, and serves to provide a better understanding of the invention defined by the independent

claims.
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CLAIMS

1. Method of securing graphical data against forgery and tampering comprising the steps of:

storing in a memory of a processing unit a graphical data block (210, 310) containing a digital
representation of a given finite set of graphical symbols of the graphical data;

processing with the processing unit the digital representation of graphical symbols of the
stored graphical data block with an error correction code programmed in the processing unit to
generate error correction data in a corresponding error correction data block (230, 330);

formatting (215, 240; 315, 340) the graphical data block and the error correction data block
with the processing unit to respectively provide, in a human readable graphical data block, a human
readable representation of the graphical symbols of the graphical data block and, in a machine-
readable error correction data block, a machine-readable representation of the error correction data
of the error correction data block separate from the human readable representation of the graphical
symbols of the graphical data block, to obtain (250, 350) a corresponding authenticatable graphical
data block comprising said human readable graphical data block and said machine-readable error
correction data block; and

(i) displaying human readable graphical symbols and corresponding machine-readable
representation of error correction data of the obtained authenticatable graphical data block on a
support (100) being a display connected to the processing unit, or

(ii) marking (260) on a support (100) being a substrate, via a marking device connected to the
processing unit and equipped with a control unit operable to control the operation of marking based
on data received from the processing unit, human readable graphical symbols and corresponding
machine-readable representation of error correction data of the obtained authenticatable graphical
data block received from the processing unit,

thereby providing on the support authentication data comprising the human readable graphical

symbols and the corresponding machine-readable error correction data.

2. Method according to claim 1, wherein the machine-readable representation of error correction

data is any one of an alphanumeric representation or a barcode (130) representation.

3. Method according to claim 1 or 2, wherein the graphical symbols are text (110) characters and

the finite set of graphical symbols is an alphabet.
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4. Method according to any one of claims 1 to 3, comprising the steps of:

calculating with a hash function programmed on the processing unit a hash value of the
graphical data block, or the error correction data block, or any portion of a data block resulting from
a concatenation of the graphical data block and the error correction data block; and

storing the calculated hash value as a reference hash value in a ledger.

5. Method according to any one of claims 1 to 3, wherein the support comprises a plurality of parts
and the authenticatable graphical data block is split (410) into a same plurality of authenticatable
graphical data sub-blocks, and the corresponding human readable graphical symbols and machine-
readable representation of error correction data are accordingly spread together on corresponding
parts of the support, by the following steps:

the graphical data block is split into a plurality of graphical data sub-blocks, and each
graphical data sub-block is formatted (415) to provide a human readable representation of its
graphical symbols in a corresponding human readable graphical data sub-block;

for each graphical data sub-block, the digital representation of its graphical symbols is
extracted and processed (420) with the error correction code to generate (430) corresponding error
correction data in an error correction data sub-block;

each error correction data sub-block is formatted to provide (440) in a corresponding machine-
readable error correction data sub-block a machine-readable representation of corresponding error
correction data separate from the human readable representation of graphical symbols of the
corresponding human readable graphical data sub-block, to obtain (450) a corresponding
authenticatable graphical data sub-block comprising said human readable graphical data sub-block
and said machine-readable error correction data sub-block; and

at step (i), displaying (460) human readable graphical symbols and corresponding machine-
readable representation of error correction data of each obtained authenticatable graphical data sub-
block on the display, or

at step (ii), marking (470) on the substrate, via the marking device, human readable graphical
symbols and corresponding machine-readable representation of error correction data of each

authenticatable graphical data sub-block received by the control unit from the processing unit,
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thereby providing on the support, for each graphical data sub-block of the graphical data
block, corresponding human readable graphical symbols together with corresponding machine-

readable error correction data that are authenticatable by a user.

6. Method according to claim 5, wherein

a sub-block hash value is calculated via a hash function programmed on the processing unit
for each graphical data sub-block, or the corresponding error correction data sub-block, or any
portion of a data sub-block resulting from a concatenation of said graphical data sub-block and said
error correction data sub-block;

for each sub-block hash value, a corresponding machine-readable representation of said sub-
block hash value is calculated;

associated with each authenticatable graphical data sub-block, the corresponding machine-
readable representation of the sub-block hash value is further provided on the corresponding part of
the support;

a reference aggregated hash value of all the sub-block hash values is determined as a
concatenation of all the calculated sub-block hash values; and

the reference aggregated hash value is stored in a ledger,

thereby providing on the support, for each graphical data sub-block of the graphical data
block, corresponding human readable graphical symbols together with corresponding machine-

readable error correction data that are authenticatable by a user.

7. Method according to claim 5, wherein

a sub-block hash value is calculated via a hash function programmed on the processing unit
for each graphical data sub-block, or the corresponding error correction data sub-block, or any
portion of a data sub-block resulting from a concatenation of said graphical data sub-block and said
error correction data sub-block;

a reference aggregated hash value of all the sub-block hash values is determined as a root node
value of a tree having the calculated sub-block hash values as leaf node values, the tree comprising
nodes arranged according to a given nodes ordering in the tree, said tree comprising node levels
from the leaf nodes to the root node, every non-leaf node value of the tree corresponding to a hash
value of a concatenation of the respective node values of its child nodes according to a tree

concatenation ordering, the root node value corresponding to a hash value of a concatenation of the
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node values of the nodes of a penultimate nodes level in the tree according to said tree concatenation
ordering;

for each sub-block hash value, an associated sub-block verification path key is determined as a
series of hash values of selected non-leaf nodes of the tree necessary to retrieve the root node value
from said sub-block hash value; '

a machine-readable representation of each sub-block verification path key is included,
associated with the respectively corresponding graphical data sub-block and error correction data
sub-block, in the authenticatable graphical data sub-block, the authenticatable graphical data sub-
block being further formatted to provide a machine-readable representation of said sub-block
verification path key separate from the human readable representation of the associated graphical
data sub-block and the machine-readable representation of the associated error correction data sub-
block; and

(iii) the reference aggregated hash value is stored in a ledger, or

(iv) making the reference aggregated hash value available to a user,

thereby providing on the support, for each graphical data sub-block of the graphical data
block, corresponding human readable graphical symbols together with corresponding machine-

readable error correction data that are authenticatable by a user.

8. Method of authenticating human readable graphical symbols provided together with machine-
readable representation of error correction data on a support, which have been generated according
to the method of any one of claims 1 to 3, comprising the steps of:

scanning (610, 710) with a scanner, equipped with an imaging unit, a scanner processing unit
having a scanner memory and connected to a scanner display, human readable graphical symbols on
the support to obtain (620, 720), via image processing of the scanned human readable graphical
symbols, a scanned graphical data block being a digital representation of said scanned human
readable graphical symbols;

scanning (615, 715) with the scanner machine-readable representation of error correction data
on the support to obtain (625, 725), via machine-readable decoder programmed on the scanner
processing unit, corresponding scanned error correction data in a scanned error correction data
block, the scanned error correction data block being a digital representation of said scanned error

correction data;
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correcting (630, 730) the scanned graphical data block with an error correction code
programmed on the scanner processing unit using the scanned error correction data of the scanned
error correction data block to obtain a corresponding corrected scanned graphical data block; and

(a) displaying (660, 760) a visual representation of the corrected scanned graphical data block
as'corresponding corrected human readable graphical symbbls on the scanner display and comparing
the displayed visual representation of the corrected scanned graphical data block with the human
readable graphical symbols provided on the support to detect any alteration or fraud, or

(b) indicating (670, 770) via the scanner whether the scanned graphical data block contains an
erTor, or

(c) storing (680, 780) scan result data specifying whether the scanned graphical data block

contains an error in the scanner memory.

9. Method according to claim 8, wherein the human readable graphical symbols and the machine-
readable error correction data on the support have been generated according to the method of claim
4, the hash function being programmed on the scanner processing unit, and the scanner being
connected to a scanner communication unit operable to communicate via a communication link with
the ledger, comprising the further steps of:

calculating according to claim 4 with the hash function programmed on the scanner processing
unit a scan hash value of the corrected scanned graphical data block, or the scanned error correction
data block, or any portion of a data block resulting from a concatenation of the corrected scanned
graphical data block and the scanned error correction data block;

obtaining the reference hash value stored in the ledger via the scanner communication unit and
the communication link, and checking whether the obtained reference hash value matches the scan
hash value; and

(e) indicating a result of the checking operation, or

() storing a result of the checking operation in the

scanner memory.

10. Method according to claim 8, wherein the human readable graphical symbols and the machine-
readable error correction data on the support have been generated according to the method of claim

5, wherein:
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the operation of scanning the human readable graphical symbols on the support comprises
scanning of the sub-block graphical symbols of the corresponding graphical data sub-block to obtain
via image processing corresponding scanned graphical data sub-block as a digital representation of
the scanned sub-block graphical symbols;

the operation of scanning the machine-readable error correction data on the support compriées
scanning of the error correction data of the corresponding error correction data sub-block to obtain
corresponding scanned error correction data sub-block;

the operation of correcting the scanned graphical data block comprises correcting the graphical
data of the scanned graphical data sub-block, using the corresponding scanned error correction data
sub-block, to obtain corresponding corrected scanned graphical data sub-block; and

the operation (a) of displaying a visual representation of the corrected scanned data block
comprises displaying a visual representation of the corrected scanned graphical data sub-block;

the operation (b) of indicating whether the scanned graphical data block contains an error
comprises indicating whether the scanned graphical data sub-block contains an error;

the operation (c) of storing scan result data comprises storing whether the scanned graphical

data sub-block contains an error.

11. Method according to claim 10, wherein the human readable graphical symbols and the machine-
readable error correction data on the support have been generated according to the method of claim
6, the hash function and the error correction code being programmed on the scanner processing unit,
and the scanner being further operable to read and decode machine-readable representation of a sub-
block hash value on the support via the scanner processing unit, the scanner being connected to a
scanner communication unit operable to communicate via a communication link with the ledger,
comprising the further steps of:

calculating for each part of the support, with the hash function programmed on the scanner
processing unit and in accordance with the operations carried out for calculating a sub-block hash
value, a scan sub-block hash value of the corresponding corrected scanned graphical data sub-block,
or the corresponding scanned error correction data sub-block, or any portion of a data sub-block
resulting from a concatenation of said corrected scanned graphical data sub-block and said scanned
error correction data sub-block;

in case it is not possible to calculate a scan sub-block hash value for a part of the support,

scanning and decoding a machine-readable representation of a sub-block hash value on said part of
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the support to obtain a corresponding decoded sub-block hash value, and using this decoded sub-
block hash value as scan sub-block hash value for this part of the support;

calculating an aggregated scan hash value as a concatenation of all the scan sub-block hash
values;

obtaining the reference aggregated hash value stored in the ledger via the scanner
communication unit and the communication link, and checking whether the obtained reference
aggregated hash value matches the aggregated scan hash value; and

indicating a result of the checking operation via the scanner.

12. Method according to claim 10, wherein the human readable graphical symbols and the machine-
readable error correction data on each part of the support have been generated according to the
method of claim 7, the reference aggregated hash value being stored in the ledger, the scanner being
connected to a scanner communication unit operable to communicate via a communication link with
the ledger, and the scanner being further operable to read and decode machine-readable
representation of a sub-block verification path key on a corresponding part of the support and
calculate an aggregated hash value from a pair of corresponding sub-block hash value and sub-block
verification path key, comprising the further steps of:

calculating, with the hash function programmed in the scanner processing unit and in
accordance with the operations carried out for calculating a sub-block hash value, a scan sub-block
hash value of a selected corrected scanned graphical data sub-block, or a corresponding scanned
error correction data sub-block, or any portion of a data sub-block resulting from a concatenation of
the corrected scanned graphical data sub-block and the scanned error correction data sub-block;

scanning with the scanner a machine-readable representation of a sub-block verification path
key, corresponding to the selected corrected scanned graphical data sub-block, on a corresponding
part of the support, and extracting a corresponding scanned sub-block verification path key;

calculating a scan aggregated hash value with the calculated scan sub-block hash value and the
scanned sub-block verification path key;

obtaining the reference aggregated hash value stored in the ledger via the scanner
communication unit and the communication link, and checking whether the obtained reference
aggregated hash value matches the scan aggregated hash value; and

indicating a result of the checking operation via the scanner.
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13. Method according to claim 10, wherein the human readable graphical symbols and the machine-
readable error correction data on the support have been generated according to the method of claim
7, the reference aggregated hash value available to the user being stored in the scanner memory, and
the scanner being further operable to read and decode machine-readable representation of a sub-
block verification path key on a corresponding part of the silpport and calculate an aggregated hash
value from a pair of corresponding sub-block hash value and sub-block verification path key,
comprising the further steps of:

calculating, with the hash function programmed in the scanner processing unit and in
accordance with the operations carried out for calculating a sub-block hash value, a scan sub-block
hash value of a selected corrected scanned graphical data sub-block, or a corresponding scanned
error correction data sub-block, or any portion of a data sub-block resulting from a concatenation of
the corrected scanned graphical data sub-block and the scanned error correction data sub-block;

scanning with the scanner a machine-readable representation of a sub-block verification path
key, corresponding to the selected corrected scanned graphical data sub-block, on a corresponding
part of the support, and extracting a corresponding scanned sub-block verification path key;

scanning on the support a reference aggregated hash value to obtain a scanned reference
aggregated hash value;

calculating an aggregated scan hash value with the calculated scan sub-block hash value and
the scanned sub-block verification path key;

checking whether the reference aggregated hash value stored in the scanner memory matches
the aggregated scan hash value; and

indicating a result of the checking operation via the scanner.

14. Method of authenticating human readable graphical symbols provided together with machine-
readable error correction data on a display of a computer, which have been generated according to
the method of any one of claims 1 to 3, the computer having a scan application programmed on a
processor operable to scan displayed human readable graphical symbols and machine-readable error
correction data, comprising the steps of:

scanning the displayed human readable graphical symbols, via the scan application running on
the computer processor, to obtain a scanned graphical data block being a digital representation of the

scanned human readable graphical symbols;

wey
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scanning the displayed machine-readable error correction data and, via a machine-readable
decoder of the scan application running on the computer processor, decoding the scanned machine-
readable error correction data to obtain corresponding scanned error correction data in a scanned
error correction data block;

correcting the scanned graphical data block with an error correction code of the scan
application running on the computer processor, using the scanned error correction data of the
scanned error correction data block, to obtain a corresponding corrected scanned graphical data

block; and

(a) displaying a visual representation of the corrected scanned graphical data block as
corrected human readable graphical symbols on the display and comparing the displayed visual
representation of the corrected scanned graphical data block with the human readable graphical
symbols provided on the display to detect any alteration or fraud, or

(b) displaying an indication specifying whether the scanned graphical data block contains an
erTor, or

(c) storing scan result data specifying whether the scanned graphical data block contains an

error in a memory of the computer.

15. Support marked with authentication data comprising human readable graphical symbols and

corresponding machine-readable error correction data according to the method of any one of claims

1to7.

16. Scanner equipped with an imaging unit, a scanner processing unit and a scanner display,
wherein the scanner processing unit is programmed to make the scanner operable to implement the

steps of the method according to any one of claims 8, 10, and 13.

17. Scanner according to claim 16, further equipped with a scanner communication unit operable to
communicate via a communication link with a ledger, wherein the scanner processing unit is further
programmed to make the scanner operable to implement the steps of the method according to any

one of claims 9, 11 and 12.

18. Computer program product operable, when running on a computer equipped with a processor, a

memory and a display, to implement the steps of the method according to claim 14 to authenticate
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human readable graphical symbols provided together with machine-readable error correction data on

the display, which have been generated according to the method of any one of claims 1 to 3.
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Abstract

The invention protects a content of a digital or physical document against forgery. It allows automatic
detection of any modification in an arrangement of graphical symbols (e.g. a text) provided on a
support (e.g. printed or displayed) with respect to an original arrangement by providing on the support
reproducible verifiable data including a verification barcode, while eliminating redundancy between
data inside the barcode and the graphical symbols. and resolving the problem of the size of the barcode

when the size of the data for these graphical symbols is large.

Fig. 1
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