I*I Innovation, Sciences et Innovation, Science and CA 2929788 C 2019/12/03

Développement economique Canada Economic Development Canada
Office de la Propriété Intellectuelle du Canada Canadian Intellectual Property Office (11)(21) 2 929 788
(12 BREVET CANADIEN
CANADIAN PATENT
13) C
(86) Date de depot PCT/PCT Filing Date: 2014/11/12 (51) Cl.Int./Int.Cl. GO6F £/60(2018.01),
S e . GO6F 8/65(2018.01), HO4L 12/24(2006.01),
(87) Date publication PCT/PCT Publication Date: 2015/05/238 HO4L 29/06 (2006.01)
(45) Date de délivrance/lssue Date: 2019/12/03 _
(72) Inventeurs/Inventors:
(85) Entree phase nationale/National Entry: 2016/05/05 MATHEW, SURESH, US:
(86) N° demande PCT/PCT Application No.: US 2014/065310 DESAI, JIGAR CHANDRAKANT, US;
o o RETHINAKALEESWARAN, KUMAR, US;
(87) N° publication PCT/PCT Publication No.: 2015/07/7103 SINGARAM NARAYANAN US:
(30) Priorités/Priorities: 2013/11/19 (US61/906,253); BATTA, KRISHNAKANTH, US
2014/10/30 (US14/528,916) (73) Propriétaire/Owner:
EBAY INC. US
(74) Agent: GOWLING WLG (CANADA) LLP

(54) Titre : DEPLOIEMENT ET ANNULATION SANS TEMPS D'ARRET
54) Title: ZERO DOWNTIME DEPLOYMENT AND ROLLBACK

.I
I' ToEEmemEmamEEmsmT --*\
r STA |
{ TART I
1 ‘,:!'
\., "I
S —————————— P ——— -
i T8 ss PaALSL ...,.L.s...”...,..u.
RETRIEVE A SECOND ARFPLICATION ?
*
a
.
M ;
{
b
2
I ARRERE P LROINOMIO0NRM ANMMAEHAMY HOCODON S04 CRMMMSOEMAN MG '7'7\\7"7[7" B R A LR SRR IS CORM AN OGO LSOO OMERO DI AHH

DEPLOY THE SECOND APPLICATION TQ A
SERVER COMPUTER RUNNING A FIRST
APPLICATION BOUND TOAPORT OF THE |
SERVER COMPUTER i

3

E

5 2 0 .

Lo oo o, . ] t

“

R D R o N N o R G o D 2 D G D e Rz v D D QR N ot (-.3'7.:.1:3%'.(‘-.'{% AR ANy st e s S A R R AN SR e e S e A oA e

START THE SECOND APPLICATION

!

BIND THE SECOND APPLICATION TO THE PORT |

m b
3!
3
a
BL CORDOMNO-OOCAN R ARA I AN AOOCRDOO MUY AR AMERADOCEMOOOCCR LA 7\7':"}57'?:':\\1’-_' 005 TGS SOCTMAD AU I AO MM OMIOONOC OO S TN SOOI
i
[4
A
¢
I
<
5
Fe
4
OO OGO OO OO OO A OO O OO0 OO AN Y00 (NLI N N A R 2 A A T AT O AT AT T AT l\
S S .
tr
UNDEPLQOY THE FIRST APPLICATION :
w 5
OV AY) 'JJ.'.'\\'I\\\'.‘!p'.'.\v.'.'

/.-"' TETTEEsTTEEsmEm smEm s mEmem e
) Y,
{ la
1 H
! b
i3 X

N R P S O P T N P R O P T N T O T RO RIS SN N F NN YN v P O T g A ey eah :@‘:{'g

(57) Abrégée/Abstract:
A system and method for zero or near zero downtime deployment and rollback are provided. In an example embodiment, a second
application Is deployed to an application sever that is running a first application bound to a port of the server computer. The second
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(57) Abrege(suite)/Abstract(continued):
application Is started without binding the second application to the port. The second application Is bound to the port while the first
application is bound to the port. The first application is then unbound from the port after the second application is bound to the port.
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(57) Abstract: A system and method for zero or near zero downtime deploy-
ment and rollback are provided. In an example embodiment, a second applic-
ation 1s deployed to an application sever that 1s running a first application
bound to a port of the server computer. The second application is started
without binding the second application to the port. The second application is
bound to the port while the first application is bound to the port. The first ap-
plication 1s then unbound from the port after the second application is bound
to the port.



CA 02929788 2016-05-05

wO 2015/077103 A1 0000 A0 Y 0 Y 0

BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM,
GT, HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN,
KP, KR, KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD,
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS,
RU, RW, SA, SC, SD, SE, SG, SK, SL, SM, ST, SV, SY,

TH, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC,

GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ.
TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DF,
DK, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT,
LU, LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE,
SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CL, CM, GA,
GN, GQ, GW, KM, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report (Art. 21(3))

VN, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available). ARIPO (BW, GH,



10

15

20

25

30

| ZERO DOWNTIME DEPLOYMENT AND ROLLBACK
TECHNICAL FIELD

[0001] Embodiments of the present disclosure relate generally to computer technology and, more

particularly, but not by way of limitation, to zero downtime deployment and rollback.

BACKGROUND

[0002] Implementing an application on a server computer often involves a period of downtime

associated with the server Computer, In a typical scenario, a new version of an application 1s
implemented by disabling network traffic to the server computer, stopping the current version of the
application, undeploying the current version of the application, deploying the new version of the
application, starting the new version of the application, and finally enabling network traffic to the
server computer.

[0003] When implementing an application to a large number of server computers at a high

frequency, the downtime can be significant and costly.

SUMMARY

[0003a] In an 1illustrative embodiment, a system includes a hardware processor and a computer-
readable medium storing instructions which, when executed by the processor, cause the processor to

implement a deployment module and a binding module. The deployment module 1s configured to

deploy a second application to a server computer that 1s running a first application bound to a port of
the server computer. The deployment module 1s further configured to start the second application
without the second application being bound to the port. The binding module is contigured to bind the
second application to the port while the first application is bound to the port, and unbind the first
application from the port after the second application 1s bound to the port. The binding module 1s
further configured to maintain a current state of the first application afier unbinding the first
application from the port. Maintaining the current state allows for performing a rolling back without
redeployment of the first application. In response to a rollback command, the binding module is
further configured to perform the rolling back by binding the first application that has maintained
current state to the port while the second application is simultaneously bound to the port, and by
unbinding the second application from the port after the first application is bound to the port.
[0003b] In another illustrative embodiment, a method includes deploying a second application

to a server computer that 1s running a first application bound to a port of the server computer. The

]
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method further includes initiating, by a hardware processor of a machine, the second application
without binding the second application to the port. The method further includes binding the second
application to the port while the first application is bound to the port, and unbinding the first
application from the port after the second application is bound to the port. The method further
includes maintaining a current state of the first application after unbinding the first application from
the port. Maintaining the current state allows for performing a rolling back without redeployment of
the first application. In response to a rollback command, the method further includes performing the
rolling back by binding the first application that has the maintained current state to the port while the
second application is simultaneously bound to the port, and by unbinding the second application from
the port after the first application is bound to the port.

[0003¢] Another illustrative embodiment includes a non-transitory machine-readable medium
storing instructions that, when executed by at least one processor of a machine, cause the machine to
perform operations, including installing a second application to a server computer that is running a
first application bound to a port of the server computer. The operations further include running the
second application without binding the second application to the port. The operations further include
binding the second application to the port while the first application is bound to the port, and
unbinding the first application from the port after the second application is bound to the port. The
operations further include maintaining a current state of the first application after unbinding the first
application from the port. Maintaining the current state allows for performing a rolling back without
redeployment of the first application. In response to a rollback command, the operations further
include performing the rolling back by binding the first application that has maintained current state
to the port while the second application 1s simultaneously bound to the port, and by unbinding the
second application from the port after the first application 1s bound to the port.

[0003d] In another illustrative embodiment, a non-transitory machine readable medium stores
machine readable instructions that, when executed by at least one processor of a machine, cause the
machine to carry out one or more of the methods described herein. In another embodiment, a
machine includes the medium and the at least one processor in communication with the medium.
[0003¢] Other aspects and features of 1llustrative embodiments will become apparent to those
ordinarily skilled in the art upon review of the following description of such embodiments 1n

conjunction with the accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] Various ones of the appended drawings merely illustrate example embodiments of the
2
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present disclosure and should not be considered as limiting 1ts scope.

[0005] FIG. 1 is a block diagram illustrating a networked system, according to some example
embodiments.
[0006] FIG. 2 is a block diagram illustrating an example embodiment of an implementation

system, according to some example embodiments.

[10007] FIG. 3 is a block diagram illustrating communicative coupling between a load
balancer and a server computer in an example scenario, according to some example embodiments.
[0008] FIG. 4 is a flow diagram illustrating an example method for implementing an

application on a server computer, according to some example embodiments.

[0009] FIG. 5 is a flow diagram illustrating an example method for implementing an
application on a server computer using simultaneous application binding, according to some example
embodiments.

[0010] FIG. 6 is a flow diagram illustrating an example method for setting binding options
for a port of a server computer, according to some example embodiments.

[0011] FIG. 7 1s a flow diagram illustrating an example method for rolling back an
implementation of an application on a server computer, according to some example embodiments.
[0012] FIG. 8 illustrates a diagrammatic representation of a machine in the form ot a
computer system within which a set of instructions may be executed for causing the machine to
perform any one or more of the methodologies discussed herein, according to an example
embodiment.

[0013] The headings provided herein are merely for convenience and do not necessarily atfect

the scope or meaning of the terms used.

DETAILED DESCRIPTION

[0014] The description that follows includes systems, methods, techniques, instruction

sequences, and computing machine program products that embody illustrative embodiments of the
disclosure. In the following description, for the purposes of explanation, numerous specific details
are set forth in order to provide an understanding of various embodiments of the inventive subject
matter. It will be evident, however, to those skilled in the art, that embodiments of the inventive
subject matter may be practiced without these specific details. In general, well-known 1nstruction
instances, protocols, structures, and techniques are not necessarily shown in detail.

[0015] To serve network traffic on a massive scale, a large number of

2A
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SErVers runming a particuylar version of an apphication can be emploved. For
cxample, a pool comprising tens of thousands of servers may be running a
particular apphication to meet network frathic demands. Traditional technigues o
update or imploment a version of an application can cause downtmie. Even a
few munptes of downtime per update can add up to many days of downtime
when updating at high frequency across a large pool of servers.

{3831 6] in an cxample cmbodiment, delaved port binding can be coploved
to tmplement one of more applications to One Of More sgrver computers with
near zero downtime. In this embodiment, a first application is running and
bound 10 a port on the server computer. A second application 15 deployed to the
server computer and started without binding o the port. In this ernbodiment,
network trattic bemg received at the server computer s disabled subsequent to
the second application bemg deploved and started. The first application is then
unbound from the port. Townediately folliowing the first application bemng
unbound from the port, the second application 1s bound to the port and the
network tratfic to the server computer 1s cnabled. In this way, the downtime for
the server 1s mimimized by first preparmg the second application, and then
wrformmg an exchange of apphications that are bound to the port. In varnoos
embodiments, this techmigue can be used where the server computer of the port
of the apphication 18 configured to allow one apphication to be bound to the port
at a4 time.

(3817 in another exampie embodiment, an application may be deploved
with zere downtume using an advanced port binding technique. In this exampic
embodiment, the first apphcation 15 bound to the port of the server computer and
subsequently serves network tratfic recerved st the server computer. In various
erbodiments, the first apphceation 1s bound to the port using a server computer
option allowing for binding of more than one apphication to the port at the same
time {¢.£., a socket option such as SO REUSEPORT). The sccond apphication
may be deploved to the server computer and started withouot being bound 1o the
port, Subsequently, the second application 1s bound 1o the same port as the first
application while the first application 1s serving network traffic. Thus, in this
embodiment, the first apphcation and the second application are bound to the
port at the samc ime winle the server computer 1s scrving network tratfic, After

the second application is bound to the port, the tirst application s unbound and
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undeployved. In this embodiment, network tratfic received at the server computer
1§ continuousty served throughout a deployment lifecycle of the second
application and un-mstaliation of the fust apphicatton,  In thas way, the second

application can be deployed on the server compuicy with zere downting,

A

13018} With reference to FEG. 1, an example embodiment of a high-level
clicni-server-based network architecture 386 is shown. A networked system 182
provides server-side functionality via a network 184 {(¢.g., the [nternet or wide
arca network (WANY) to a chient device 118, In some implementations, a user
(o.g., user 186) mnteracts with the networked sysiem 182 using the chient device
O 118, FIG. 1 dlustrates, for exampie, a web client 112 {¢.g., a browser, such as
the Internet Explorer® browser developed by Microsoft® Corporation of
Redmond, Washmgton State), chent apphcation{(s} 114, and a programmatic
clicrit 116 executing on the chieont device 118, The client device 11§ mchudes the
web client 112, the client apphcation{s) 114, and the programmatic client 116
[ alone, together, or in any suitable combmation, Although Fi{. 1 shows one
client device 118, 1n other implementations, the network architecture 1840
comprises multipie client devices.
3019 in various implementations, the chient device 118 comprises a
computing device that mchudes at Icast a display and communication capabilitics
2() that provide access o the networked system 182 via the network 184, The client
evice 1310 conmwrises, but 1s not {united to, a remote device, work station,
computer, gencral purpose computer, Internct apphance, hand-held device,
wireless device, portable device, wearable computer, celiular or mobile phone,
Personal Digital Assistant (PDA), smart phone, fablet, ultrabook, nethook,
25 laptop, desktop, mulfi-processor system, microprocessor-based or programmable
consumer electronic, game consoles, set-top box, network Personal Compuier
(PO, muni-computey, and so forth. In an example embodiment, the client device
114 comprises one or more of a touch screen, aceclerometer, gyroscope,
bometnie sensor, camera, microphone, Global Positiorung Svstemn (GFS) deviee,
30 and the like.
G20 The client device 118 commumicates with the network 184 via a
wired or wireless connection. For example, one or more portions of the network
184 comprises un ad hoc network, an intranct, an oxtranct, a Virtual Private

Network (VPNY, a Local Area Network (LAN), a wircless LAN (WLAN), a
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Wide Area Network (WAN), a wireless WAN (WWAN), a Metropolitan Arca
Network (MAN), a portion of the Indernet, a portion of the Public Switched
Teiephone Network (PSTN), a cellular telephone network, a wireless network, 4

Wircleas Fydehty (Wi-Fi®) network, a Worldwide Interoperability for

Microwave Access {WiMax) network, Blaetooth® networks, another type of
network, or any suttable combination thereof,

{3021 in some example embodinients, the client device 118 mchades one
st mnore of the apphceations (also referred o as “apps™) such as, but not hmited
to, web browsers, book reader apps (operable to read c-books), media apps
{operable to present various media forms imncluding audic and video), fitness
apps, blometric monitoring apps, messaging apps, electronic mail (email} apps,
and e-commeice sife apps (also referred to as “marketplace apps™). In some
mplementations, the chient apphication{s} 114 include various components
gperabie to present miormation fo the user and comumunucate with the networked
system 162, In some embodiments, if the e-commerce site application 13
inchuded in the chient device 118, then this application is configured to locaily
provide the user miertace and at least some of the functionaliies with the

application conhigured to communicate with the networked system 182, on an as

to a database of items avatlable for sale, to authenticate a user, 1o veriiy a
methoed of payment). Conversely, if the e-commerce stic application 18 not
mcladed 1n the chient device 118, the chent device 118 can ose its web browser
to access the e~comumerce site {or a variant thercot) hosted on the networked
system 102,

6822} in various example erxpbodiments, the user {e.g., the user 186)
comprises a person, a machme, or other means of mteraciing with the chent
device 118, In some example embodiments, the user 1s not part of the network
architecture 188, but mteracts with the network architecture 188 via the chient
device 118 or another means. For instance, the user provides mput (e.g., touch
screen mput or aiphanameric mput) to the chient device 1318 and the mpuat 18
communicated to the networked system 142 via the network 164, In this
mstance, the networked system 182, in response 1o receiving the mput from the
gscer, commnnncates mtormation {0 the chicnt doviee 3186 via the notwork 184 o

be presented to the user. In this way, the user can interact with the networked

@y
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system 182 usmg the client device 118,

{32 3] Axn Application Program Inicrface {API) scrver 128 and a web
server 122 are coupied to, and provide programmatic and web immierfaces
respechively to, one or more scrver computer{s) 148, The scrver computer(s)
14§ hosts one or more pubhcation system(s) 142, pavment svstem{s) 144, and 2
implementation svstem 188, each of which comprises one or more modulcs or
apphications and cach of which can be embodied as hardware, software,
firmware, or any combination therest. The server computer{s) 148 are, m turn,
shown t0 be coupled o one or more database server(s) 124 that facilitate access
to one or more mformation storage repositories or database{s} 126, Inan
example embodiment, the database{s) 126 are storage devices that store
mtormation to be posted {e.g., pubhcations or listings) to the publication
system{s) $42. The database(s) 126 also stores digital good mformation
accordance with some exarople embodunents,

[{B824] The web client 1312 accesses the vanous systoms of the networked
system 102 {¢.g., the publication svstem(s) 142) via the web interface supported
by the web server 122, Similarly, the progranwmatic chient 116 and chient
application{s) 114 accesses the varous services and functions provided by the
networked system 162 via the programmatic mterface provided by the AP
server §26. The programmatic client 316 can, for example, be a selicy
application {e.g., the Turbo Lister application developed by eBay® Ing., of San
Jose, Califorma) to enable sellers (o author and manage hstings on the networked
system 132 in an ofi-line manner, and to perform batch-mode communications
between the programmatic chient 116 and the networked svstem 182,

|6025] Additionally, a third party application 132, executing on thurd party
server{s) 138, 15 shown as having programmaiic access 10 the networked systeom
182 via the programumatic mterface provided by the AP server 12§, For
cxample, the thard party apphication 132, utithzmg miformation retrieved from the
networked systern 182, supports one or more features or funchions on @ website
hosted by the thivd party. The thard party website, for example, provides ong or
more promotional, marketplace, or pavment hunctions that are supported by the
relevant appheations of the networked system 182,

6026] The pubhlication systemi(s)y 142 provides 4 samnber of publication

fonctions and services 0 the users that access the networked system 182, The
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payment system(s}y 144 hkewise provides a mumber of functions to pertorm or
tacilitatec payments and transactions. Whiic the publication system{s} 142 and
payment system(s) 144 are shown m FIG, 1 to both form part of the networked
system 182, 1t will be appreciated that, in altcmative embodiments, the payment
systermn{s} 144 may {form part of a pavment service that 18 separate and distinct
trom the networked system 102, In some example emboduments, the payment
systeni{s) 144 may form part of the publication systens) 143,

(30271 in varigus embodiments, the implementation system 188 provides
tunctionality to deploy applications {0 a particular server compuier. In some
embodiments, the imoplementation system 158 can be part of any of the server
computers of the server computer(s) 148 or another server computer. The
mmplementation system 158 will be discussed forther i connection with Fi{s, 2
below.

G025 Further, while the client-server-based network arclutecture 188
shown m Fi{e, 1 cmploys a clicnt-scrver archuteeture, the present mvenfive
subject matter 15, of course, not limited to such an architecture, and can equally
well find application 1 a distributed, or peer-to-peer, architecture system, for
example., The various systems of the apphications server(s) 148 {¢.g., the
publication system(s) 142 and the payiment system{sy 144) can also be
miplemented as standalone software programs, which do not necessarydy have
networking capabilities.

[3029] Fids. 2 15 a block diagram of the mmplementation system 13§ that
provides fimctionality 1o deploy and roll back applications on a server computer,
according 1o some example embodiments. For mstance, the implementation
system 158 can implement apphications on the networked system 182, BExample
applications mchude pubhication applications, auction applications, fixed-price
applications, store apphications, reputation applications, personalization
applications, mternationalization applications, navigation applications, imaging
applhications, listing ¢reation (seller) applications, hsting management {(seller)
applications, post-hsting management apphcations, dispute resolution
applications, fraud prevention applications, messaging applications,
merchandizing applhicanions, loyalty promotion apphications. That 15 to say, in a
seenario where 4 newer version of ¢ particular application s deployed, and

subsequently a prior version of the particular application s redeploved m-place
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st the newer version, the action of redeployment 15 referred to as a rollback.
“Deployment,”” as used herein, 15 mtended to melude installing a particular
application on a particular server computer cluding steps to configure the
scrver compuict to allow execution of the particular apphication

LHRTE in an cxamplc embodiment, the implementation system 158

A

ncludes a comymunication module 216, a deployment module 226, a binding
moduie 234, and a storage module 248, All or some, of the moduies 21§-248 of
FiG, 2, commumnicate with cach other, for example, via a network coupling,
shared siemory, and the like. H will be appreciated that each of the modules

FO 218-248 can be implemented as a smgle module, combined mio other modules,
i turther subdivided mto multiple modules. Other modules not pertinent to
example embodiments can also be mchuded, but are not shown,

{3831 The conmmumnication module 2184 provides various conumunications
functionality. For example, the communication module 218 manages network

ES rathic bemg recetved at the server computer(s) 148 such as enabling or disabhing
network tratfic to the server computer{s) 148, In exampic embodiments, the
conununication module 218 exchanges network communications with the
database server(s) 124, the chent device 118, and the third party server(s) 138
{¢.g., 1o faciitate access to a particular version of an application).

2() ({3832} The deplovment module 228 provides functionality to deploy or
mstall applications on the scrver computer(s) 148, For example, the deployment
modide 228 may deploy an application retrieved from a storage device, such 4s
databases 126, by storing the applhication at the server computer(s) 146 or
another storage device accessibie by the server computer(s) 148, In some

25 examples, the deployment module 228 conligures the server coraputer(s) 148 so
that the server computer{s’ 144 13 operable 1o run or execute the apphcation.
RRRY The binding module 238 provides functionality to bind applications
to ports or other shaved resources on the server computer{s) 144, For exanple,
the binding module 238 binds a particular apphcation {o a particular port of the

3¢) sgrver compriter(s)y 149, In another example, the binding module 238 unbinds
the particular application from the particular port of the server computer(s) 144
In some example embodiments, the binding module 238 configures the port with
various scifings. For mstance, the binding module 236 can bind an apphicalion

to the particular port of the parficular server computer 148 with a port option,
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socket option, or other port setting that allows for binding of more than one
application 1o the port at the same time.

{3834} The storage module 248 provides functionality {0 receive or
retricve applications (€.2., 8 now version of a particular scrver application) and
maintain states ot a particular application {¢.g., store an application state for
subsequent use). For example, the storage module 248 retricves a now version
of a particular application 10 be deployed on g particular server computer (e.£.,
server computer(s) 149y from the databases 126,

{383 5] Fi{G. 3 15 a block diagram iliustrating communicative coupling
between a load balancer 318 and server computers such as one or more of the
server computer(s)y 144, It will be appreciated that “server computer™ as use(
herein 1s mtended (o mechide a computer machine communicatively coupled to a
network (also referred 1o as a node on a network or network node). The load
balancer 318 can be a device coupled to a first server compuier 328 and a second
scrver computer 338 or a sottware bascd {oad balancer that 1s implomented on a
particular server computer. The load balancer 318 can be configured with more
than one end pomt that can route network fraffic to the end pomnts. In this
example embodiment, the first application and the second apphcation ¢an be on
the same server computer or different server computers.

{3036] in cxample embodiments, the load halancer 31§ 15 used, 1 patt, {o
implement applications with linuted or zero downtime. In ong embodiment, the
load bulancer 318 1s coupled to the first server compuler 328 and the second
server computer 336, In this cmbodiment, a first application 322 1s running and
serving network traffic on the first server computer 328, and a second
application 332 s deployed on the second server computer 338, The first
application 322 may, tor example, be an old version, and the second application
332 may be a noew version of a particuiar scrver application.

(G837 The sccond application 332 can be deployed and started while the
first application 322 on the first server compuler 328 15 serving network frathic,
Atter starting the second application 332, the lead balancer 318 can route
network trathic from the first server computer 328 to the sccond server computer
338, In onc embodument, all or some of the network frafie 15 routed to the
sceond scrver computcr 338, and the first application 322 wn the first scrver

computer 328 15 then undeploved to conscrve resources. In another embodiment,
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the first apphcation 322 maintains a current state of the first application 322 and
15 not undeploved to allow tor performing a rollback {¢.g., redeploymg the first
application}). In this embodiment, the load balancer 318 porforms the rollback by
routing network tratfic from the sceond server computer 338 {o the first server

compriter 328 runming the first application 322 that has maintained the corrent

A

statlc.

{3035} in other embodiments, the first apphication 322 and the second
application 332 are on the same server computer. In these ewbodiments, the
load balancer 318 distributes the network trafiic between the first application

£4 323 and the second application 332 on the same server compuict.

G839 FiG. 4 15 a flow diagram lustrating an example method 4664 {oy
mplementing an application on a server computer {e.g., the server computer(s)
148), alsc referred 1o as 3 node, according 1o some example embodiments. At
gperation 418, the storage module 240 retreves, accesses, or ofherwise oblams a

[ sceond application from a storage device, such as databasc(s) 126, or directly
loaded from a nefwork administration. In some embodiments, the
conumunication module 214 recewves the second apphication via the network 1644,
In some mstances, the second application 18 a new or replacement verswon of a
first application.

2() RHIEH At operation 428, the deployment module 228 deploys the second
application to the server compuier {e.£., 4 particular node of the networked
system 162}, For example, the deployvment module 228 configures the server
computer such that it 15 operable 10 execute or run the second application.
{341 in an example embodiment, the server computer 18 running an

25 operating system that allows two or more versions of a particular application 1o
ron at the same g {€.g., Apache Tomceat version 7 or hugher). Allowing
multiple versions of a particular application 10 run on a particular server
computer at the same time s referred to herem as paralle! deployment. For
msiance, a particular server computer can have prior versions of a particular

3¢) application with a most recent version as g default version (e.g., the application
that 18 designated to serve network tratiic).

3342 in a specilic example, a particular application on the server
cornpuitcr with mnoliiple apphications can be designated o serve the network

traffic using web apphication archive files (also referred to as WAR files) with

t0
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WAR names sgparated by two pound symbols (7). For example,
cxamplewcbhapp##l.war corresponds to the first application and
examplewebhapp##Z. war corresponds to the second application. The first
application and the sccond applicaton can cocxist within the same context on g

parallel deployment enabled server computer. In this example, the

A

cxamplewebapp##2 . war that corresponds to the second application is designated
to server tratfic by defauit since 1t 15 the miost recent version of a parficular

.

application {examplewcebapp). In an embodiment, the deployment modole 228

{

deletes or removes the examplewebapp#2.war file 10 perform a rollback (e.g.,
FO put into operafion a prior version of the apphcation} to examplewchapp## 1. war
correspondmg to the first apphication,
[8043] At operation 438, the deployment modiile 228 starts the second
application without binding the second application to a port of the server
computer. For example, the deployment module 228 uses delayed port binding
[ to start the second application without first binding 0 a particular port of the
server computer. In some instances, the deployment module 228 configures the
server computer to enable or alfow delayed port inding. Delayed port binding
allows apphications to start without first bemg bound to a particular port, For
mstance, delayed port binding can be performed on an particular server,
2() cxecuting Apache Tomeat, by overriding bindUnlnit, although other techiiques
for pertorming delaved port binding can be emploved.
(344 subsequent to the deployment modale 228 starting the second
application, at opcration 448, the communication module 218 disables the
network tratfic o the server computer. In some impiementaitons, the load
25 balancer of FIG. 3 can be emploved to divert the network fraffic away from the
server computer whitle network trathe 13 disabled.
384 5] At operation 488, the binding module 236 unbinds the first
applhication from the port of the server computer. After the bindmg module 238
unbimds the first application, at operation 46§, the bmding module 238 binds the
3 second application to the same port ¢of the server computer.
|346] Subscquenily, at operation 478, the communication module 218
enables network traffic to the server computer. As a result, the server computer
scrves notwork traffic recerved at the server compuder that 1s nunang the second

application.

bl
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(3047} At operation 488, the deployvment module 220 undeploys the fHrst
application. For instance, the deployment module 228 undeplovs or uninstalls
the first apphcation by {reemg resources used by the first application or

removing of delcting the first apphceaton. Undeploymg the irst apphcation 18

performed, 1n some instances, 10 conserve resources of the server computer.

A

(G848} in a further embodiment, the deployment module 228 does not
undeploy or uninstall the first application, allowmg for an expedient roliback
(2.g., a rollback where there 18 no need to deploy and configure a particular
application as 1t 18 already in a state operable to be deploved). In some mstances,
£4 the storage module 240 maintains a current state of the fivst application afier the
binding module 238 unbinds the first application at the operation 464, In ths
embodiment, the rollback 1s performed by the communication module 218
disabling or stopping the network tratfic to the scrver computer, the binding
module 238 unbinding the second apphication from the port of the server
i3 compuict, the binding module 236 binding the first application 10 the samc port
of the server computer, and the communication module 218 enabling network
trattic to the server computer.
1349 Fi(h, 815 a flow diagram llustrating an example method 586 for
deploying an application on a particular server computer using stmultaneous port
2() binding, according to some example embodiments. At operation 51§, the
storage module 248 retricves, accesses, of otherwise obtamns the second
application. For instance, the storage module 248 retrieves, receives, of
otherwise obtams the second application from a storage device such as
databasc(s) 126. In somc instances, the second application is 8 new version ot
25 replacement version of the first application.
{3054 At operation 82§, the deployment module 228 deploys or mstalls
the second application to the server computer, similay o the operation 426
described above. For example, the deployment module 228 contigures the
server computer such that it s operable to execute or yun the second apphcation
3¢) or configures the second application such that 1115 gperable 10 execate or nin on
the server computer. In vanous embodiments, the deployment module 228
configures the server computer such that the second application can execute
alongside the first application 1n a stundby mode.

{8051} In various embodiments, the server computer 15 parallel deployvment

b2
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cnabled such that it 15 operable to run or exccule multiple versions of a parficular
application at the same time {¢.g., Apache Tomcat verston 7 ¢r higher as
descnbed m connection with the operation 428). In these embodiments, the
sorver cormaputer 1s running the first application that 1s bound to the port ot the

server computer when the deplovment module 228 deploys the second

A

application to the server computer. In some embodiments, the second
application 15 another version or iteration of the first apphication.
[3352] At operation 838, the deployment module 220 starts or otherwise
initiates the second application on the server compuier. In some embodiments,

FO the deployment module 228 starts the sceond application without binding the
second application 1o the port of the server computer. For mstance, the binding
module 238 can employ delaved port binding, as described above i connection
with operation 438, In alternative embodiments, the deplovment module 22
starts or tmtiates the second application while or atier the binding module 23§

ES binds the sccond apphication to the port of the server compuler,
{3353} At operation 844, the binding module 23¢ binds the second
application fo the port of the server computer after the second application ts
started or mtiated by the deployment module 228, Tn various embodiments, the
binding module 238 binds the second application to the port while the first

2() application s bound to the port. Thus, m these embodiments, both the first
apphication and the second apphication are bound {o the port at the same Time.
[3054] in some mstance, binding muliple applications {0 the same port
triggers an “Address m Use” error. However, the “Address m Use™ error can be
avoided when binding twoe or more applications to the same port at the same

25 time by using a server computer ophion, socket option, or port setling, according
{e some embodiments. For example, the deployment module 228 or the binding
moduie 238 can configure the port of the server computer with the server
computer option that aliows for the two or more applications, servers, processes,
ot threads 10 be bound 1o the same port af the same time. In various

3¢ embodiments, the server computer option comprises 50 REUSEPORT. In an
embodiment, employing SO REUSEPCORT allows two or more applications to
be bound to the same port provided that the application that first bound to the
port sct this option while binding. In addibion, use of the scrver computcer option

can provide fair distribytion of requests in a mulithreaded environment,

"v-u\
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[3855] At operation 888, the binding module 238 anbinds the {irst
application from the port. In some instances, the binding module 238 unbinds
the first application from the port after the binding module 238 binds the second
application. Under this schome, there 18 no discontimnty, and network trathic

can be served continucusly while the second application 18 being implemented

A

and the first application is being un-unplemented from the server computer.
FHIRTY subsequent to the binding module 238 unbinding the first
application, at gperation 36§, the deployment module 228 andeploys or
unnstalls the first application from the server computer. The first application
fO may be undeployed to conserve resources {€.£., memory ). For mstance, the
deployment module 228 deletes or otherwise removes the first application from
the server computer.,
G057 In other embodiments, the deployviment module 228 does not
undeploy the first application, and the sforage module 248 maudains the current
[ state of the first apphication allowing tor an expediont rollback. A roliback from
the second application o the first application can be performed by binding the
st apphication to the port and unbmding the second application from the port.
|3U58] in g specific example, the server computer comprises an Apache
Tomcat server. Apache Tomgcat code can be modified to avoid a connector from
2() binding to the port when starting un. Later, 8 JMX or a separate conunand can
be used to start the connector and bind to the port. If using Lmnux, the kernel
version 3.9.0 and later can be used. The Apache Tomceat code cun be modified
to bind the server socket with the option SO REUSEPORT. Once these steps
are completed, nultiple apphications can be bound at the same fime 1o the same
25 port. Switching between the applications bound fo the same port at the same
time can be performed mstantly or near mstantly, and produce near zer0
downtime or zero downtime.
{3059} FIG. 615 a tlow diagran dlustratimg an example method 640 for
sgttimg binding ophions for a port of a server computer, according to some
3¢ example embodiments. In gne embodiment, prior 1o the operations described
connection with FIG. §, the operations of FI{. 6 are performed.
REHDTH: At operation 61§, the deployment module 228 or the bmding
module 238 scts or maplements the server computcr option {¢.g., 4 port reusg

option). In other words, the deployment module 226 or the bimding module 236
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configores the server computer with the server computer option {also referred to
as an operating system option). As discussed above, once the server computer
opfion 1s updated, two o more applications can be bound to the port at the same
time. In various cmbodiments, the sCrver Compuics ophon Compriscs

SO REUSEPORT.

A

(6061 ] At operation 628, the binding module 238 binds the first application
to the server computer. in various embodiments, the first application 18 bound to
the port with the server computer option {¢.g., SO REUSEPQORT) that allows for
multiple applications 0 be bound to the port at the same time. In some
FO scenarios, the server computer is configured such that the socket option 1o allow
bimding of nuluple apphcations at the same fime 18 10 be set prior to the binding
of any applications. That is 10 say, I SOME 3CENANIOS, oNce a particular
application ts bound to the port, the server computer can no longer set the option
that allows for mulhiple apphcations to be bound 1o the port at the same time. In
[ these scenartos, the server computer option to allow multiple applications {0 be
bound the same port 15 st when the first application 18 bound ¢ the port.
13062} F14. 7 15 a flow diagram illgstrabimg an example method 760 tor
wriormimg a rellback of an application on a server computer, accordmg 1o some
example embodiments. Sabscguent to the operation 88§, the operations of Fi{:.
2() 7 arc performed msicad of the operation 368, described above.
(3063} At operation 7148, the storage module 248 mamndams a current state
st the first application afier unbinding the first apphication from the port. The
purpose of maintaining the current state of the tirst application 18 so that the fust
application 18 ready to be bound 1o the port and serve network traflic m the cvent
25 that the second application, currently bound fo the port, 18 to be removed from
service. In other words, by mamtaming the current state of the first application,
redeployment of the first application can be omitted when performing the
rotiback.
(3164 At operation 724, the binding module 238 bimds the first apphcation
3¢) to the port while the second application 18 bound ¢ the port i response 10 a
rofthack command (¢.g., tutiated by a network admmistrator or another
wperator). The operation 728 15 simidar to the operation 840, described above.
16065] At operation 738, the binding modole 238 unbinds the sceond

application from the port in response to the roliback command (¢.g., mitiated by
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a network administrator of another operator). The operation 730 1s sular 1o the
operation 858§, described above., Unce the first application is bound to the port
(operation 728) and the second apphication s unbound from the port {operation
738, the roliback of the scoond application 1s compicte. In further
cerbodiments, the deployment modide 228 can undeploy or uninstall the second
application atter the second application 1s unbound to conserve resources. In
alternative embodinents, the second apphcation s not undeployed or unnstalied
and a current state of the second apphcation 18 maintamed for expedient

redepioyment.

MODULES, COMPONENTS, AND LOGIC

[8866] Fi€s 815 a block diagram illustrating components of a machine
888, according 1o some exampie cmbodmments, able 1o read mstructions from a
machine-readable medium {¢.g., a machme-readable storage medium) and
perform any one or more of the methodologies discussed herem. dBpecifically,
FiG. 8 shows a diagranumatic representation of the machine 884 in the example
torm of a computer system, withun which instructions 824 (c.z., sotftware, a
program, an application, an applet, an app, or other executable code) for causmg
the machine 808 10 perform any one or more of the methodologies discussed
herem may be execuied. In alfernative embodiments, the machine 888 opcrates
as a standalone device or may be connected {¢.g., networked) to other machinges.
In a networked deployment, the machine 800 may operate m the capacity of «
server machine or a clicnt machinge in a server-clicat network environment, Or as
a pecr machine in a peer-to-peer (or distribuied) network environment. The
machine 808 may be a server computer, a client computer, a personal computer
{PC}, o tablet computer, a laptop computer, a netbook, a set-top box (STB), a
personal digital assistant (PDA)Y, a cellular telephone, a smariphone, a web
apphance, a network router, a network switch, a network bridge, or any machine
capable of executing the mstructions 824, sequentially or otherwise, that specity
actions 10 be taken by that machine. Further, while only a smgle machine 368 s
itustrated, the term “machine” shall also be taken to include a coliection of
machmes 880 that mdividually or jomtly execute the mnstractions 834 1o perfomm
arty one or more of the mcethodulogies discussced herem.

{3067 The machine 868 mcludes a processor 882 {¢.g., a central
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processing unit ({CPUY, a graphics processing unit {GPU)Y, a digital signal
processor (ISP, an application spectfic integrated curcuit {ASIC), a radio-
frequency uregrated cireutt (RFIC), or any suttable combination thereof), a main
moemory 884, and a static memory 886, which arc configured to conununicate

with each other via a bus 888, The machine 838 may further include a video

A

display 810 {c.g., a plasma display pancl (PDP), a light emitting diode (LED)
display, a hauid crystal display (1L.LCD), a projector, or a cathode ray tube (CRT)).
The machine 888 may also include an alphangmenc mput device 812 (e.g., 4
kevboardy, a cursor control device 814 (c.g., a mouse, a touchpad, a trackball, a

£4 joystick, a motion sensor, or other pomting instrument), g storage unut 816, a
signial generation device 818 (e.g., a speaker), and a network interface device
828
{3068 The storage unit 816 wncludes a machine-readable medum 822 on
which is stored the mstructions 824 embodying any one of more of the

i3 methodologies or fumctions dosenbed herem. The mstructions 824 may also
reside, completely or at least partially, within the main memory 884, within the
static momory 886, within the processor 802 (c.g., withm the processor’s cache

2oty ), or all three, durimg execution thereot by the machine 888,

Accordingly, the main memory 884, static memory 846 and the processor 842

2() imay be considered as machine-readable media 822, The mstructions 8§24 may be
transmitted or recetved over a network 826 via the network micrface device 824,
[3H65] As used herem, the term “memory” refers to a machime-readable
medium 822 able to store data temporarily or permanently and may be taken to
inciude, but not be hnuted 1o, randomi-access memory (RAM), read-only

25 memory (ROM), buffer memory, flash memory, and cache memory. Whule the
machme-readable mednmm 822 15 shown m an example embodiment to be a
stiglc medium, the term “machine-readable mediom” should be taken to include
a stagle mednnm or multiple media {e.g., a centralized or distributed database, or
associated caches and servers) able to store mstructions 824, The term

3¢ “machme-readable medium™ shall also be taken to mchade any medhm, or
combination of multiple media, that 1s capable of storing wmstructions (.2,
mstructions 814) for execution by a machine {e.g., machine 888}, such that the
mstroctions, when cxceeuted by onc or mwre processors of the machine 888 (c.g.,

processor 802}, cause the machine 888 {0 perform any one or morg of the
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methodologies described herein. Accordingly, a “machime-readable mediom”
refers 1o a single storage apparatus or device, as well as “cloud-based” storage
systems or storage networks that include multiple storage apparatus or devices.,
The term “machine-readable modiom’ shall accordingly be taken 10 meiude, but
ot be limited o, one of more data repositories m the form of a solid-state
memory, an optical medium, a magnetic medum, or any suitabie combination
thereot, The term “machinc-readable moedium”™ specifically excludes non-
statutory signals per se.

Uit furthermore, the machine-readable mediom 827 1s non-transiiory in
that it does not emboedy a propagating signal, However, laboling the machine-
readable mediom 822 as “non-transitory” should not be construed (o mean that
the mediom 1 ncapable of movement; the medium should be considered as
being transportable from one phvsical location to another. Additionally, since
the machme-readabie medium 822 15 tangible, the medivm may be considered (0
be a machmme-readable doviee.

{3871} The instructions 824 may further be transmiited or received over a
conumumcations network 826 usmng a transnussion medunm via the network
mierface device 828 and utibizing any one of a number of well-known transfer
protocols (e.g., Hypertext Transfer Protocol (HTTP)). Examples of
communication nctworks mclude a local area network (LAN), 3 wide arca
network (WAN, the Internet, mobule telephone networks (e.g. 3GPP, 4G LTE,
3GPP2, GSM, UMTS/HSPA, WiMAX ) and others defined by various standard
seiting organizations), plain old telephone service (POTS) networks, and
wircless data networks {¢.g., Wi-F1 and Bluctooth networks). The torm
“transyoission medinm” shall be taken to inchude any mntangible medmam that is
capable of storing, encoding, or carrying mstructions 824 for exccution by the
machine 888, and includes digital or analog communications signals oy other
mtangible mediam 1o facihtate communication of such software.

(3072} Throughout thas specification, plural mstances may mmplement
components, operations, or structures described as a single mstance, Although
individual operations of one or more methods are thhustrated and described as
separate operations, one or more of the mdividual operations may be performed
concurrently, and nothing requures that the operations be performed i the order

tlustrated. Structures and functionality presented as separate components m

ts
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cxample configurations may be mmplemented as a combimned structure ox
component, Similarly, structures and functionality presented as a single
component may be implemenied as separate components. These and other
variations, moditications, additions, and wnprovements tall withm the scope of

the subject matter herein.

A

G873 Certain embodiments are described hergin as including logic or a
number of components, modules, or mechanisms. Modules may constitute
gither software modules {¢.g., code embodied on a machine-readable medium
822 or in a transmuission signaly or hardware mrodules. A “hardware module” 15 a

£4 tangible unit capable of perfomung certain operations and may be configured or
arranged m a certamn physical manner, In varnous exampic embodiments, one or
more computer systems (.2, a standalone computer system, a chient computer
SYStCr, OF & server computer system) or ong or more hardware modules of ¢
computcr system (©.2., 2 Processor or a group of processors) may be configured

ES by software (¢.g., an apphication or apphcation portion} as a hardware module
that operates (o perform certain operations as described herein,
|3174] in some embodunents, a hardware module may be implemented
mechanically, electronucally, or any sutable combination thereof. For example,
a hardware module may mclude dedicated circuntry or logic that is permanently

2() configured to perform certam operations. For example, g hardware module may
be a special-purpose processor, such as a field-programmable gate array (FPGA)
1 an ASIC. A hardware module may also mclude programmuable logic or
cireuttry that 18 temporarily configured by software 10 pertorm cortam
operanions. For exampie, a hardware module may mclude software

25 encompassed within a general-purpose processor or other programmable
orocessor, 1t will be appreciated that the decision to mnplement a hardware
module mechanically, i dedicated and permanently configured circuiiry, of in
temporardy configured circuitry {e.g., configured by software) may be driven by
cost and fime considerations.

3¢ {387 8] Accordingly, the phrase “hardware module” shoold be understood
to encompass a tangible entity, be that an entity that is physically constructed,
permanently configured {e.g., bardwired), or temporarily configured (e.g.,
programmmced) to oporate 1 a cortamn manner or {16 porform certain operations

described herern, As used herein, “hardware-impiemented module™ refers 10 a

£
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hardware module. Considering embodiments m which hardware modules are

temporarily configured {¢.g., programumed), cach of the hardware modules need

where a hardware module comprises a general-purpose processor configured by

software to become 8 special-purpose processor, the gencral-purpose processor

A

may be configured as respectively different special-purpose processors (2.2,
comprising difterent hardware modules) at ditterent fimes. Software may
accordingly configure a processor 882, for example, to constitute a particular
hardware moduie at one mstance of time and to constilute a ditferent hardware
FO module at a different mstance of time.
{3876} Hardware modules can provide mformaton 1o, and receive
miformation from, other hardware modules. Accordingly, the described
hardware modules may be regarded as being commumicaiively coupled. Where
mulfiple hardware modules exist contemporancously, COmMumNICations may be
[ achicved through signal fransmassion (€.€., over appropriate circunts and buses)
between or among two or more of the hardware modules. In embodiments in
which multiple hardware modules are configured or instantiated at ditferent
times, comnuimcations between such hardware modules may be achieved, for
example, through the storage and retrieval of micrmation in memory structures
2() to which the multiple hardware modules have access. For exampie, one
hardware module may perform an operation and store the output of that
peration g memory device 1© which 1t is commupncatvely coupled. A turther
hardware module may then, at a later tume, access the memory device 1o retrieve
and process the stored output. Hardware modules may also midiate
25 conununications with ipuot or output devices, and can operaie on a Yesource
{¢.2., a coliection of miormation),
(6877 The various operations of example methods described herein may
be performed, at least parfiaily, by one or more processors 882 that are
temaporanly contigured {¢.g., by software) or permanently configured to perform
3¢) the reiovant operations. Whether tomporanly or permanently configured, such
processors 882 mav constitute processor-tmplemented modules that operate to
perform one of more operations of functions described herem. As used heren,
“processor-mmplomented module” refers 10 a hardware module mmplemented

USIng Ong OF more processors 82,

AL
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[3878] Stmilarly, the methods described herein may be at least partially
processor-implemented, with a processor 882 being an examyple of bardware,
For example, at least sone of the operations of a method may be performed by

ONC oF MOre processors 842 or processor-impicmented modules. Morcover, the

A

onge oF more processors 842 may also operate to support performancs of the
reicvant operations m a “cloud compuiing” environment or as a “software as a
service” {(maad). For cxample, at east some of the operations may be performed
by a group of computers (as examples of machines 888 including processors
8823, with these operations being accessibie via the network 826 (e.g., the
£4 Infernet) and via One oF MOre appropriate mtertaces (¢.2., an application program
mterface (AP}
(68791 The performance of certain of the operations may be distributed
among the one orf more processors 862, not only residmg within a single
machie 888, but deployed across a number of machines 838, o some exampie
ES embodiments, the one of more processors 882 or processor-implemented
modules may be located in a single geographic location {¢.g., within a home
cnvironment, an office envirommernd, or a server farm). In other example
embodiments, the one or more processors 882 or processor-implemented

modales may be distributed across a number of geographic focations.

>

2() (G086 Although an overview of the mventive subject matier has bees

jrar

described with reference to specific example embodiments, various
modifications and changes may be made to these embodiments without
departing from the broader scope of embodiments of the present disclosure,
such embodiments of the mventive subject matter may be referred {0 herein,

25 indhividually or collectively, by the term “mvention” merely for convenience and
withoot mtending to volantardy lomit the scope of this application {0 any smgle
disclosure or inventive concept if more than onc is, in fact, disclosed.

G081 The embodimenis tlustrated herein are described 1w sufticient detail
to enable those skalled m the art 10 practice the teachings disclosed. Other

3¢ embodiments may be used and dertved therefrom, such that stroctaral and
logical substitutions and changes may be made without departing from the scope
of this disclosure. The Detatled Description, therefore, 1s not to be taken in a
LBruting sense, and the scope of various cmbodiments 13 defined onldy by the

appended clatms, along with the full range of equivalents to which such claims

21
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are entitled.

{082 As used herein, the term “or”” may be construed in ¢ither an
meiusive or exclusive sense. Moreover, plural instances may be provided for
FESGUTCES, operations, or structurcs doesceribed heren as a simgle mstance,
Additionally, boundaries between various resources, operations, modules,
cngings, and data stores are scunewhat arbitrary, and particular operations are
iHustrated in a context of specitic dhustrative configurations. Other allocations
of fumctionality are envistoned and may fall within a scope of various
cmbodiments of the present disclosure. In general, structures and functionality
prosented as separate resources in the example configurations may be
maplemented as a combined structure or resource. Similarly, structures and
functionality presented as a single resource may be implemented as separale
resources. These and other varations, modifications, additions, and
mmprovements fall within a scope of embodiments of the present disclosure as
represented by the appended clamms. The specihication and drawings are,

accordingly, to be regarded n an illustrative rather than a restrictive sense.
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IHE SUBJECT-MATTER OF THE INVENTION FOR WHICH AN

EXCLUSIVE PROPERTY OR PRIVILEGE IS SOUGHT IS DEFINED AS

FOLLOWS:

. A system comprising:

a hardware processor and a computer-readable medium storing
Instructions which, when executed by the processor, cause the
processor to implement:

a deployment module configured to:
deploy a second application to a server computer that is running a

first application bound to a port of the server computer;
start the second application without the second application being
bound to the port;
a binding module configured to:
bind the second application to the port while the first application
Is bound to the port;

unbind the first application from the port after the second
application is bound to the port;

maintain a current state of the first application after unbinding the
first application from the port, wherein maintaining the
current state allows for performing a rolling back without
redeployment of the first application; and

In response to a rollback command, pertorm the rolling back by
binding the first application that has the maintained
current state to the port while the second application is
simultaneously bound to the port, and by unbinding the
second application from the port after the first application

1s bound to the port.

2. The system of claim 1, wherein the binding module is further configured

to bind, with a server computer option that allows for binding of more

than one application to the port at the same time, the first application to
the port.

23
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The system of claim 2, wherein the server computer option Comprises

SO _REUSEPORT.

The system of claim 1, wherein the server computer receives network
traffic while binding the second application to the port and unbinding the
first application from the port.

A method comprising:

deploying a second application to a server computer that is running a first
application bound to a port of the server computer;

initiating, by a hardware processor of a machine, the second application
without binding the second application to the port;

binding the second application to the port while the first application is
bound to the port;

unbinding the first application from the port after the second application
1s bound to the port;

maintaining a current state of the first application after unbinding the first
application from the port, wherein maintaining the current state
allows for performing a rolling back without redeployment of the
first application; and

in response to a rollback command, performing the rolling back by
binding the first application that has the maintained current state
to the port while the second application is simultaneously bound
to the port, and by unbinding the second application from the port
after the first application i1s bound to the port.

The method of claim 5, further comprising:
binding, with a socket option allowing for binding of more than one

application to the port at the same time, the first application to the

port.

The method of claim 6, wherein the socket option comprises

SO REUSEPORT.

24
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11.

The method of claim 35, wherein the server computer receives network
traftic while binding the second application to the port and unbinding the
first application from the port.

A non-transitory machine-readable medium storing instructions that,

when executed by at least one processor of a machine, cause the machine

to perform operations comprising:

installing a second application to a server computer that is running a first
application bound to a port of the server computer;

running the second application without binding the second application to
the port;

binding the second application to the port while the first application is
bound to the port;

unbinding the first application from the port after the second application
is bound to the port;

maintaining a current state of the first application after unbinding the first

application from the port, wherein maintaining the current state
allows for performing a rolling back without redeployment of the

first application; and
In response to a rollback command, performing the rolling back by
binding the first application that has the maintained current state

to the port while the second application is simultaneously bound
to the port, and by unbinding the second application from the port

after the first application is bound to the port.

The non-transitory machine-readable medium of claim 9, wherein the

operations further comprise:

binding, with a server computer setting allowing for binding of more than
one application to the port at the same time, the first application

to the port.

The non-transitory machine-readable medium of claim 10, wherein the

server computer setting comprises SO REUSEPORT.

23
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12.  The non-transitory machine-readable medium of claim 9, wherein the
server computer recetves network traffic while binding the second

application to the port and unbinding the first application from the port.

5
13. A non-transitory machine-readable medium storing machine-readable
instructions that, when executed by at least one processor of a machine,
cause the machine to carry out the method of any one of claims 5 to 8.
10 14. A machine comprising the non-transitory machine-readable medium of

claim 13 and further comprising the at least one processor in

communication with the non-transitory machine-readable medium.

26
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