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(54) Title: SYSTEM AND METHOD FOR RELIABLE VIRTUAL BI-DIRECTIONAL DATA STREAM COMMUNICATIONS 
WITH SINGLE SOCKET POINT-TO-MULTIPOINT CAPABILITY

(57) Abstract: An improved system and method are disclosed for reliable virtual bi-directional data stream (RVBDDS) connections. 
In one example, two communication devices create and exchange streaming data packets that are encapsulated in connection-less 
transport layer packets. The streaming data packets contain information used in managing the RVBDDS connection between the two 
devices.
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SYSTEM AND METHOD FOR REFIABFE VIRTUAF BI-DIRECTIONAF DATA
STREAM COMMUNICATIONS WITH SINGFE SOCKET POINT-TO-MUFTIPOINT

CAPABIFITY

5 CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority of U.S. Patent Application No. 13/183,587, filed 

July 15, 2011, and entitled SYSTEM AND METHOD FOR REFIABFE VIRTUAF BI- 

DIRECTIONAF DATA STREAM COMMUNICATIONS WITH SINGFE SOCKET 

POINT-TO-MUFTIPOINT CAPABIFITY.
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BACKGROUND

[0002] Current packet-based communication systems generally use particular protocols to 

communicate. However, such protocols may not be useful in addressing certain issues in 

systems such as hybrid peer-to-peer systems. Accordingly, an improved method and system

5 are needed to address such issues.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0003] For a more complete understanding, reference is now made to the following 

description taken in conjunction with the accompanying Drawings in which:

[0004] Fig. 1 is a simplified diagram of one embodiment of an environment that 

5 illustrates devices that are coupled via reliable virtual bi-directional data stream (RVBDDS)

connections.

[0005] Fig. 2A is a simplified diagram of one embodiment of a packet that may be used 

with an RVBDDS connection of Fig. 1.

[0006] Fig. 2B is a simplified diagram of one embodiment of a packet that may be used

10 with an RVBDDS connection of Fig. 1.

[0007] Fig. 3 is a simplified diagram of one embodiment of a streaming data packet that 

may be encapsulated within the packet of Fig. 2B.

[0008] Fig. 4 is a protocol state diagram illustrating one embodiment of state transitions 

that may occur in a device of Fig. 1 for an RVBDDS connection.

15 [0009] Fig. 5 is a timing diagram illustrating one embodiment of a sequence in which one

device of Fig. 1 successfully connects to another device for an RVBDDS connection.

[0010] Fig. 6 is a timing diagram illustrating one embodiment of a sequence in which one 

device of Fig. 1 unsuccessfully attempts to connect to another device for an RVBDDS 

connection.

20 [0011] Fig. 7 is a timing diagram illustrating one embodiment of various sequences in

which one device of Fig. 1 successfully sends data to another device using an RVBDDS 

connection.

[0012] Fig. 8 is a timing diagram illustrating one embodiment of various sequences in 

which one device of Fig. 1 unsuccessfully attempts to send data to another device using an

25 RVBDDS connection.

[0013] Fig. 9 is a timing diagram illustrating one embodiment of a sequence in which one 

device of Fig. 1 terminates an RVBDDS connection.

3



WO 2013/012604 PCT/US2012/046026

[0014] Fig. 10 is a timing diagram illustrating one embodiment of a sequence in which

one device of Fig. 1 terminates an RVBDDS connection due to network problems or other

issues external to the device.

[0015] Fig. 11 is a flowchart of one embodiment of a method by which a device of Fig. 1 

5 can send a single packet, including how a Round Trip Time (RTT) may be computed and

used to control resending the packet.

[0016] Fig. 12 is a flowchart of one embodiment of a method by which a device of Fig. 1 

can calculate a congestion window and determine how many bytes may be sent.

[0017] Fig. 13A is a simplified diagram of one embodiment of a receive buffer that may 

10 be used by a device of Fig. 1.

[0018] Fig. 13B is a simplified diagram of one embodiment of a send buffer that may be 

used by a device of Fig. 1.

[0019] Fig. 14 is a flowchart of one embodiment of a method by which a device of Fig. 1 

can send a single segment of data.

15 [0020] Fig. 15 is a flowchart of one embodiment of a method by which a device of Fig. 1

attempts to connect to another device via an RVBDDS socket.

[0021] Fig. 16 is a flowchart of one embodiment of a method by which a device of Fig. 1 

attempts to accept a connection request from another device via an RVBDDS socket.

[0022] Figs. 17A and 17B are flowcharts of one embodiment of a method by which a 

20 device of Fig. 1 attempts to send data on an RVBDDS socket.

[0023] Fig. 18 is a flowchart of one embodiment of a method by which a device of Fig. 1 

attempts to send an exact amount of data on an RVBDDS socket.

[0024] Fig. 19 is a flowchart of one embodiment of a method by which a device of Fig. 1 

attempts to read data from an RVBDDS socket.

25 [0025] Fig. 20 is a flowchart of one embodiment of a method by which a device of Fig. 1

handles data and timers corresponding to an RVBDDS socket.
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[0026] Figs. 21 A-21C are flowcharts of one embodiment of a method that the method of

Fig. 20 may use to handle timers.

[0027] Figs. 22A-22G are flowcharts of one embodiment of a method that the method of 

Fig. 20 may use to handle messages.

5 [0028] Fig. 23 is a simplified diagram of one embodiment of a computer system that may

be used in embodiments of the present disclosure as a communication device.
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DETAILED DESCRIPTION

[0029] The present disclosure is directed to a system and method for reliable virtual bi

directional data stream communications. It is understood that the following disclosure 

provides many different embodiments or examples. Specific examples of components and 

arrangements are described below to simplify the present disclosure. These are, of course, 

merely examples and are not intended to be limiting. In addition, the present disclosure may 

repeat reference numerals and/or letters in the various examples. This repetition is for the 

purpose of simplicity and clarity and does not in itself dictate a relationship between the 

various embodiments and/or configurations discussed.

[0030] Referring to Fig. 1, in one embodiment, an environment 100 is illustrated with two 

communication devices 102 and 104 coupled by a reliable virtual bi-directional data stream 

(referred to herein as RVBDDS) connection 106 through a network 105. Examples of such 

communication devices include cellular telephones (including smart phones), personal digital 

assistants (PDAs), netbooks, tablets, laptops, desktops, workstations, and any other 

computing device that can communicate with another computing device using a wireless 

and/or wireline communication link. Such communications may be direct (e.g., via a peer-to- 

peer network, an ad hoc network, or using a direct connection), indirect, such as through a 

server or other proxy (e.g., in a client-server model), or may use a combination of direct and 

indirect communications.

[0031] The network 105 may be a single network or may represent multiple networks, 

including networks of different types. For example, the device 102 may be coupled to the 

device 104 via a network that includes a cellular link coupled to a data packet network, or via 

a data packet link such as a wide local area network (WFAN) coupled to a data packet 

network. Accordingly, many different network types and configurations may be used to 

couple the communication devices 102 and 104.

[0032] Exemplary network, system, and connection types include the internet, WiMax, 

local area networks (FANs) (e.g., IEEE 802.11a and 802.1 lg wi-fi networks), digital audio 

broadcasting systems (e.g., HD Radio, T-DMB and ISDB-TSB), terrestrial digital television 

systems (e.g., DVB-T, DVB-H, T-DMB and ISDB-T), WiMax wireless metropolitan area 

networks (MANs) (e.g., IEEE 802.16 networks), Mobile Broadband Wireless Access 

(MBWA) networks (e.g., IEEE 802.20 networks), Ultra Mobile Broadband (UMB) systems,
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Flash-OFDM cellular systems, and Ultra wideband (UWB) systems. Furthermore, the

present disclosure may be used with communications systems such as Global System for

Mobile communications (GSM) and/or code division multiple access (CDMA)

communications systems. Connections to such networks may be wireless or may use a line

(e.g, digital subscriber lines (DSL), cable lines, and fiber optic lines).

[0033] The present disclosure is directed to creating and maintaining RVBDDS 

communications with single socket point-to-multipoint capabilities. In the present 

embodiment, the devices 102 and 104 are peer-to-peer endpoints and the RVBDDS 

connection 106 may be used for communications between the peer-to-peer endpoints. 

Examples of such endpoints are described in U.S. Patent No. 7,656,870, filed on March 15, 

2005, and entitled SYSTEM AND METHOD FOR PEER-TO-PEER HYBRID 

COMMUNICATIONS, which is incorporated by reference herein in its entirety. Such 

endpoints may use various NAT traversal and routing processes, such as are described in U.S. 

Patent No. 7,570,636, fried on August 30, 2005, and entitled SYSTEM AND METHOD FOR 

TRAVERSING A NAT DEVICE FOR PEER-TO-PEER HYBRID COMMUNICATIONS; 

and U.S. Patent Application Serial No. 12/705,925, filed on February 15, 2010, and entitled 

SYSTEM AND METHOD FOR STRATEGIC ROUTING IN A PEER-TO-PEER 

ENVIRONMENT, both of which are incorporated herein by reference in their entirety.

[0034] An RVBDDS connection may also be used for devices that do not operate in a 

peer-to-peer manner, such as those operating in traditional client-server architectures. For 

example, the devices 102 and 104 may be a client 102 and a server 104, and the RVBDDS 

connection may be established between the client and the server. Accordingly, while many 

of the following embodiments are described with respect to peer-to-peer endpoints and some 

embodiments include features directed to peer-to-peer environments, it is understood that 

they are not limited to a peer-to-peer environment and the functionality described herein may 

be readily adapted to client-server architectures and any other network architectures where 

communications may benefit from the RVBDDS functionality described herein.

[0035] The RVBDDS connection is a virtual connection because packets sent between

the two devices 102 and 104 are not connection-based in the traditional sense. More

specifically, communications between the devices 102 and 104 may be accomplished using

predefined and publicly available (i.e., non-proprietary) communication standards or

protocols (e.g., those defined by the Internet Engineering Task Force (IETF) or the
7
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International Telecommunications Union-Telecommunications Standard Sector (ITU-T)), 

and/or proprietary protocols. For example, signaling communications (e.g., session setup, 

management, and teardown) may use a protocol such as the Session Initiation Protocol (SIP), 

while data traffic may be communicated using a protocol such as the Real-time Transport 

Protocol (RTP). In the present example, a communication session between the devices 102 

and 104 is connection-less (e.g., uses a connection-less transport protocol such as the user 

datagram protocol (UDP)). The RVBDDS connection is based on a communication protocol 

that uses information in a first packet to provide RVBDSS attributes and then encapsulates 

the first packet in a second packet to provide connection-less attributes for the actual 

transmission. This enables RVBDDS connections to accomplish tasks such as traversing a 

network address translation (NAT) device (not shown in Fig. 1) associated with one or more 

of the devices 102 and 104 because RVBDDS is based on a connection-less protocol (e.g., 

UDP) and both the devices 102 and 104 can initiate outbound messages as will be described 

below.

[0036] With continued reference to Fig. 1, the device 102 includes an RVBDDS socket 

108 that, in the present example, maintains a receive buffer 110 (for inbound data) and a send 

buffer 112 (for outbound data). An application 114 on the device 102 sends data to and 

receives data from the socket 108. Similarly, the device 104 includes an RVBDDS socket 

116 that, in the present example, maintains a receive buffer 118 and a send buffer 120. An 

application 122 on the device 104 sends data to and receives data from the socket 116.

[0037] It is understood that each RVBDDS socket 108 and 116 may be implemented in 

various ways. For example, the RVBDDS socket 108 may be a socket object that is 

instantiated by the device 102. The socket object may in turn control and/or communicate 

with one or more buffer objects (e.g., depending on whether a buffer object is a single buffer 

or includes both the receive buffer 110 and the send buffer 112, or whether more buffers are 

present). For example, although shown as part of the sockets 108 and 116, the buffers 110, 

112, 118, and 120 may be separate from the sockets themselves. The socket object may also 

control and/or communicate with a timer object that manages various timers needed for the 

socket object to function. Accordingly, while details of particular implementations are 

discussed herein, it is understood that the RVBDDS socket 108 may be implemented in many 

different ways as long as the underlying functionality needed for the RVBDDS connection 

106 is present.
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[0038] Although the RVBDDS connection 106 is shown between the two devices 102 

and 104, the RVBDDS socket 108 is capable of point-to-multipoint connections as illustrated 

by an RVBDDS connection 124 between the device 102 and a device 126. The device 126 

includes an RVBDDS socket 128 that, in the present example, maintains a receive buffer 130 

and a send buffer 132. An application 134 on the device 126 sends data to and receives data 

from the socket 128.

[0039] Although shown as separate connections for purposes of illustration, it is 

understood that the RVBDDS connections 106 and 124 are virtual connections and the point- 

to-multipoint capability may be provided by multicast or broadcast functionality via the 

RVBDDS socket 108. For example, the application 114 may be communicating with the 

applications 122 and 134. Using the RVBDDS socket 108, the application 114 may multicast 

or broadcast packets to both of the applications 122 and 134. As will be described below, 

each device 102, 104, and 126 is associated with a unique identifier that identifies that device 

as the source of packets sent to the other devices. For example, the device 102 is associated 

with a unique identifier that is inserted into each packet sent by the device 102 and used by 

the devices 104 and 126 to identify the device 102 as the source of any packets (including 

point-to-multipoint packets) sent from the device 102 to the devices 104 and 126. Although 

not described in detail herein, the RVBDDS sockets 116 and 128 are also point-to-multipoint 

sockets and other RVBDDS connections may exist (e.g., an RVBDDS connection 136 

between the devices 104 and 126).

[0040] Referring to Figs. 2A, 2B, and 3, embodiments of a packet 200 are provided that 

may be used for an RVBDDS connection such as the RVBDDS connection 106 of Fig. 1. 

For purposes of convenience, the terms “packet” and “segment” are generally used in the 

following embodiments with a packet representing header information and possibly data sent 

to or received from a device and a segment representing data sent to or received from an 

application. Therefore, some or all of a segment or multiple segments may be contained in a 

packet. However, it is understood that these terms are used for purposes of convenience and 

are not intended to be limiting. For example, a segment is sent between devices (after 

encapsulation) and some embodiments may refer to the sending of a segment without 

discussing the process of inserting the segment into a packet.

[0041] With specific reference to Fig. 2A, one embodiment of the packet 200 includes a

header and payload data. In the present example, the packet 200 is a connection-less 
9
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transport layer packet that contains a portion 202 that is the transport layer packet header, a 

portion 204 that is an RVBDDS packet header, and a portion 206 that contains data 

corresponding to the data stream of the RVBDDS connection 106 between the devices 102 

and 104. The RVBDDS packet header 204 and data portion 206 are contained in the payload 

of the UDP packet 200. The data portion 206 may be separate from the RVBDDS packet 

header 204 or may be contained within a payload portion associated with the RVBDDS 

packet header 204 (e.g., the portions 204 and 206 may form a single RVBDDS packet).

[0042] The header information includes the sender’s IP address and port (which may not 

help in identifying the sender but provides the address to reach the sender) and the receiver’s 

IP address and port. The header information further includes a length of the payload, a cyclic 

redundancy check (CRC) to ensure packet correctness, and a range (e.g., a byte range) that is 

being sent in this packet (as the length of the data is known, a single number may be used to 

indicate the position in the stream of the starting byte in the payload). The header also 

includes data (e.g., in bytes) from the receiver that are being acknowledged by the sender and 

space available on the sender for receiving data from the receiver, which may be 

accomplished by sending the position in the stream of the last byte available in the sender’s 

receive buffer. The header also contains data to uniquely identify the sender (multiple 

senders may have the same IP/port) and meta information about the type of control packet 

being sent and any padding information.

[0043] With specific reference to Fig. 2B, a more specific embodiment of the packet 200 

is illustrated with RVBDDS implemented with UDP as the connection-less transport layer. 

Because some of the previously described header information is already available in the 

network packet header (in this case the UDP header), the following fields are not carried in 

the RVBDDS packet: sender’s IP address and port, receiver’s IP address and port, length of 

the packet, and CRC to ensure packet correctness.

[0044] Accordingly, in the present example, the packet 200 is a UDP packet (e.g., a 

datagram) that contains a portion 202 that is the UDP header, a portion 204 that is an 

RVBDDS packet header carrying RVBDDS information, and a portion 206 that contains data 

corresponding to the data stream of the RVBDDS connection 106 between the devices 102 

and 104. The RVBDDS packet header 204 and data portion 206 are contained in the payload 

of the UDP packet 200. The data portion 206 may be separate from the RVBDDS packet

10
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header 204 or may be contained within a payload portion associated with the RVBDDS

packet header 204 (e.g., the portions 204 and 206 may form a single RVBDDS packet).

[0045] It is understood that many different packet formats may be used, regardless of 

whether UDP or another transport protocol is used. For example, the RVBDDS packet

5 header 204 may be rearranged, stored elsewhere in the UDP packet 200 (including within 

unused or empty UDP header fields), stored elsewhere relative to the data portion 206, etc. 

Accordingly, the UDP packet 200 is only one example of many possible ways of 

implementing an encapsulation of the RVBDDS packet header 204 and data portion 206.

[0046] Referring to Fig. 3, one embodiment of the RVBDDS packet header 204 is 

10 illustrated. The RVBDDS packet header 204 includes a send byte (SendByte) field 302, an 

acknowledgement (ACK) byte (ACKByte) field 304, a unique user identifier (UID) field 306, 

a window field 308, a packet type (PacketType) field 310, and a pad field 312. Although 

bytes (e.g., send byte) are used for purposes of example, it is understood that other

embodiments may not use bytes.

15 [0047] The send byte field 302 contains a value SendByte representing a location (e.g., a

starting byte number) in the send stream for the segment contained in the data portion 206. 

The ACK byte field 304 contains a value ACKByte representing a location (e.g., a byte) in 

the receive stream up to which all data has been received. It is noted that some segments may 

have been received beyond the ACKByte, but since bytes immediately following the

20 ACKByte have not been received, the segments will not be acknowledged. The UID field 

306 contains a value that uniquely identifies this RVBDDS connection between the first and 

second devices and is used, for example, for port mapping a connection in a peer-to-peer 

environment. The window field 308 contains a value representing an amount of space (e.g., 

an available number of bytes) left in the receiving device’s buffer (e.g., the receive buffer 118

25 of the device 104 of Fig. 1) for more data (assuming the ACKByte is the last byte received by 

the receiving device).

[0048] The packet type field 310 may have the following values:

Value Packet Type

0 Data

11
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1 Connect

2 Accept

3 Close

4 Punch

Table 1

[0049] The packet type Data indicates that the RVBDDS packet header 204 contains data 

for the stream. The packet type Connect indicates that the device 102 or 104 sending the 

packet requests a connection with the other device. The packet type Accept indicates that a

5 connection request received from another device has been accepted. The packet type Close 

indicates that the device 102 or 104 sending the packet is closing the connection. The packet 

type Punch is used to indicate that the RVBDDS packet header 204 is being used as a keep 

alive message to maintain a pinhole through a device such as a NAT device.

[0050] As will be described later, ACKs may be sent with data and, in such cases, a pure 

10 ACK packet may use the packet type Data and the length of the UDP packet may be used to 

indicate whether the packet actually carries data or not (i.e., whether the packet only contains 

an ACK or contains both an ACK and data). If the packet does not carry data, then the send 

byte field may be ignored. Usage of each of the packet types will be described in following 

examples. It is understood that the packet types may have other values and that other packet

15 types may be used.

[0051] The pad field 312 contains a value representing any needed padding. For 

example, if the number of bytes in the packet is a multiple of 4, the value in the pad field 312 

would be set to pad the data to make it a multiple of 4. In the present example, the ACK byte 

field 304 and the window field 308 are populated for all packets, while some fields may not

20 need to be populated (e.g., the send byte field 302 when the packet is a pure ACK packet).

[0052] It is understood that the RVBDDS header 204 is only one example of many 

possible ways of implementing a header having the information described with respect to Fig.

3. Accordingly, the length, organization, and other parameters may be varied while 

maintaining the information carried by the fields of the RVBDDS header 204.

12
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[0053] It is understood that the diagrams (including flow charts) described herein 

illustrate various exemplary functions and operations that may occur within various 

communication environments. It is understood that these diagrams are not exhaustive and 

that various steps may be excluded from the diagrams to clarify the aspect being described. 

For example, it is understood that some actions, such as network authentication processes and 

notifications, may have been performed prior to the first step of a diagram by one or both of 

the devices 102 and 104. Such actions may depend on the particular type and configuration 

of each communication device 102 and 104, including how network access is obtained (e.g., 

cellular or WFAN access). Other actions may occur between illustrated steps or 

simultaneously with illustrated steps, including network messaging for call maintenance 

(including handoffs), communications with other devices (e.g., email, text messages, and/or 

voice calls (including conference calls)), and similar actions.

[0054] Referring to Fig. 4, in one embodiment, a protocol state diagram 400 illustrates 

state transitions that may occur in a device that is establishing and/or terminating a peer-to- 

peer connection using a packet such as the packet 200 of Fig. 2A or Fig. 2B. The state 

diagram 400 illustrates both the device requesting the connection and the device receiving the 

connection request. For purposes of example, the device 102 is the requesting device and the 

device 104 is the device receiving the request.

[0055] From the perspective of the device 102, the device 102 enters an initialization 

(init) state 402 from which the device 102 creates and binds a socket prior to entering a 

created state 404. For example, the device 102 may create the RVBDDS socket 108 and 

allocate any needed resources for the socket. In the present embodiment, the device 102 

creates the RVBDSS socket 108 as a UDP socket because the packets to be sent and received 

are encapsulated as all or part of the UDP payload. The device 102 may then bind the 

RVBDDS socket 108, which associates the socket with a local port number and IP address.

[0056] Once in the created state 404, the device 102 is ready for a connection with 

another device. The device 102 sends a connection request to the device 104 and enters a 

connecting state 406, in which the device 102 waits for a response from the device 104. In 

the present example, the device 102 receives an acceptance from the device 104 prior to 

timing out and enters a connected state 408.

13
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[0057] From the perspective of the device 104, the device 104 enters the initialization 

(init) state from which the device 104 creates and binds a socket prior to entering the created 

state 404. For example, the device 104 may create the RVBDDS socket 116 and allocate any 

needed resources for the socket. In the present embodiment, the device 104 creates the 

RVBDSS socket 116 as a UDP socket. The device 104 may then bind the RVBDDS socket 

116, which associates the socket with a local port number and IP address.

[0058] While in the created state, the device 104 waits for an incoming connection 

request. Once the request from the device 102 is received, the device 104 allows the request 

and moves to an accepting state 410. From the accepting state 410, the device 104 sends an 

acceptance to the device 102 and moves to the connected state 408.

[0059] Both devices 102 and 104 remain in the connected state 408 while using the 

RVBDDS connection 106. The connected state 408 may end upon the occurrence of one or 

more close events, such as a network error, a user of the device 102 or 104 signaling a close, 

or the receipt of a close message from the other device. In the present example, the device 

102 transitions to a closed state 412 after sending a close message to the device 104 after the 

close event occurs. The device 104 also transitions to the closed state 412.

[0060] Referring to Fig. 5, a timing diagram 500 illustrates one embodiment of a 

sequence in which the device 102 (the requestor) successfully connects to the device 104. 

The device 102 creates a socket (e.g., the socket 108) and binds to that socket in steps 502 

and 506, and the device 104 creates a socket (e.g., the socket 116) and binds to that socket in 

steps 504 and 508. In step 510, the device 102 initiates a connection and sends a connection 

request to the device 104 in step 512. The device 104 allows the connection in step 514 and 

sends an acceptance to the device 102 in step 516.

[0061] In the present example, the device 102 illustrates a blocking connect call from the 

application 114. The device 104 illustrates a non-blocking allow, where the application 122 

is informed that the connection has been made through a notification. Accordingly, the 

device 104 notifies the application 122 that the connection has been made in step 518, while 

no such notification occurs on the device 102.

[0062] Referring to Fig. 6, a timing diagram 600 illustrates one embodiment of a 

sequence in which the device 102 is unsuccessful in connecting to the device 104 (not
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shown). The device 102 creates the socket 108 and binds to that socket in steps 602 and 604. 

In step 606, the device 102 initiates a connection and sends a connection request to the device 

104 in step 608. As shown in Fig. 6, the device 102 does not receive a response to the 

connection request of step 608 and the connection request times out after the expiration of a 

timeout period 616. In the present example, the device 102 sends a total of twenty 

connection requests with the first connection request 608, a second connection request 610 

that times out after the expiration of a timeout period 618, a third connection request 612, and 

a twentieth connection request 614 that times out after the expiration of a timeout period 620. 

Each connection request times out before a response to that particular request is received 

from the device 104. Accordingly, after the last connection request 614 times out, the 

application 114 is notified of the failure to connect in step 622.

[0063] It is understood that the number of connection requests may be changed, with less 

than or more than twenty connection requests being used. Furthermore, although the timeout 

periods are indicated as equal in the present example, they may be varied. For example, the 

timeout periods may lengthen as the connection requests are sent, with later timeout periods 

being longer than earlier timeout periods.

[0064] Referring to Fig. 7, a timing diagram 700 illustrates one embodiment of a 

sequence in which the device 102 successfully sends data to the device 104. In Fig. 7, three 

different data transfer situations occur, each resulting in an ACK.

[0065] In the first data transfer scenario of Fig. 7, the device 102 sends data (e.g, a single 

packet 200) to the device 104 in step 702. Receipt of the data by the device 104 starts an 

ACK delay period 704. In the present example, the ACK delay period 704 is twenty-five 

milliseconds, but it is understood that other periods of time may be used. After the expiration 

of the ACK delay period 704, the device 104 sends an ACK to the device 102 in step 706.

[0066] In the second data transfer scenario of Fig. 7, the device 102 sends data (e.g, a 

single packet 200) to the device 104 in step 708. Receipt of the data by the device 104 starts 

an ACK delay period 714. In the present example, the ACK delay period 714 is twenty-five 

milliseconds, but it is understood that other periods of time may be used. The device 102 

sends additional data to the device 104 in steps 710 and 712 that is received by the device 104 

during the ACK delay period 714. It is understood the data of steps 710 and 712 may be sent 

by the device 102 prior to the beginning of or during the ACK delay period 714. After the
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expiration of the ACK delay period 714, the device 104 sends a single ACK to the device 102

in step 716 acknowledging receipt of the data received in steps 708, 710, and 712.

[0067] In the third data transfer scenario of Fig. 7, the device 102 sends data (e.g., a 

single packet 200) to the device 104 in step 718. The data may be sent before or during an 

existing ACK delay period (e.g., the ACK delay period 714) and not received until after the 

ACK delay period has expired. Receipt of the data by the device 104 starts an ACK delay 

period 720. In the present example, the ACK delay period 720 is twenty-five milliseconds, 

but it is understood that other periods of time may be used. Prior to the expiration of the 

ACK delay period 720, the device 104 receives application data from the application 122 in 

step 722. The device 104 may then send both the application data and the ACK to the device 

102 in step 724 when the ACK delay period 720 expires, which means that a separate ACK 

need not be sent. Although step 724 is shown as occurring after the expiration of the ACK 

delay period 720, it is understood that step 724 may occur upon receipt of the application data 

in step 722 (i.e., without waiting for the expiration of the ACK delay period 720).

[0068] Referring to Fig. 8, a timing diagram 800 illustrates one embodiment of a 

sequence in which errors occur when the device 102 is attempting to send data to the device 

104. In Fig. 8, three different data transfer situations with errors occur.

[0069] In the first data transfer scenario of Fig. 8, the device 102 sends data (e.g., a single 

packet 200) to the device 104 in step 802. Sending the data by the device 102 starts a send 

timeout period 804 and receipt of the data by the device 104 starts an ACK delay period 806. 

Once the ACK delay period 806 ends, an ACK is sent in step 808. Because the ACK is not 

received before the end of the send timeout period 804, the data sent in step 802 is resent in 

step 810. Receipt of the resent data by the device 104 starts another ACK delay period 812 

and, at the expiration of the ACK delay period, another ACK is sent from the device 104 to 

the device 102 in step 814. However, as the previous ACK of step 808 has now been 

received by the device 102, the ACK of step 814 is ignored. Although not shown, it is 

understood that the resending of the data in step 810 may start another send timeout period, 

but the ACK of step 808 is received prior to the expiration of such a send timeout period and 

so the data is not resent again. In some embodiments, a second send timeout period may not 

occur if, for example, the device 102 is configured to resend only once.
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[0070] In the second data transfer scenario of Fig. 8, the device 102 sends data (e.g., a 

single packet 200) to the device 104 in step 816. Sending the data by the device 102 starts a 

send timeout period 818 and receipt of the data by the device 104 starts an ACK delay period 

820. Once the ACK delay period 820 ends, an ACK is sent in step 822, but is lost (i.e., does 

not reach the device 102). Because the ACK is not received before the end of the send 

timeout period 818, the data sent in step 816 is resent in step 824. Receipt of the resent data 

by the device 104 starts another ACK delay period 826 and, at the expiration of the ACK 

delay period, another ACK is sent from the device 104 to the device 102 in step 828. The 

ACK of step 828 is received by the device 102. Although not shown, it is understood that the 

resending of the data in step 824 may start another send timeout period, but the ACK of step 

828 is received prior to the expiration of such a send timeout period and so the data is not 

resent again. In some embodiments, a second send timeout period may not occur if, for 

example, the device 102 is configured to resend only once.

[0071] In the third data transfer scenario of Fig. 8, the device 102 sends data (e.g., a 

single packet 200) to the device 104 in step 830. Sending the data by the device 102 starts a 

send timeout period 832. In the present example, the data sent in step 830 is lost (i.e., does 

not reach the device 104) and the send timeout period 832 ends without receiving an ACK 

from the device 104, which never received the data. Accordingly, in step 834, the device 102 

resends the data. Receipt of the data by the device 104 starts an ACK delay period 836. 

Once the ACK delay period 836 ends, an ACK is sent in step 838.

[0072] Referring to Fig. 9, a timing diagram 900 illustrates one embodiment of a 

connection termination. In the present example, the device 102 initiates the termination, but 

it is understood that either side (e.g., either of the devices 102 and 104) may initiate the 

termination.

[0073] In step 902, the device 102 sends a close packet to the device 104 to notify the 

device 104 that the connection is being terminated. The close packet is not acknowledged by 

the device 104. Although shown as occurring after other events, the device 102 terminates 

the connection in step 904 once it sends the close packet as it does not wait for an 

acknowledgement. In step 906, the device 104 notifies the application 122 using the 

connection that the connection is being terminated. In step 908, the device 104 terminates the 

connection.
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[0074] In Fig. 10, a timing diagram 1000 illustrates one embodiment of a sequence in 

which a device (e.g., the device 102) terminates a connection because of network problems or 

other issues external to the device. The device 102 attempts to resend data multiple times 

until a send timeout exceeds a maximum value. The device 102 then stops resending, sends a 

close to the other device, notifies the application 114 that the connection has closed, and 

terminates the connection.

[0075] Accordingly, the device 102 sends data (e.g., a single packet 200) to the device 

104 in step 1002. Sending the data by the device 102 starts a send timeout period 1004. The 

device 102 does not receive an acknowledgement for the data of step 1002 and the send data 

timeout 1004 expires. The device 102 resends the data in step 1006. Resending the data by 

the device 102 in step 1006 starts a send timeout period 1008, which is longer than the 

previous send timeout period 1004. The device 102 does not receive an acknowledgement 

for the resent data of step 1006 and the send data timeout 1008 expires.

[0076] In the present example, the device 102 resends the data until it receives an ACK 

(which does not occur in this example) or the send timeout period exceeds a maximum value 

“n.” The send timeout period is increased each time the data is resent until the send 

timeout(n) occurs. Accordingly, a final resend is illustrated as occurring in step 1012, which 

starts the final resend timeout period 1014. Upon expiration of the send timeout period 1014, 

the device 102 sends a close packet to the device 104 in step 1016. In step 1018, the device 

102 notifies the application 114 using the connection that the connection is being terminated 

and closes the socket. In step 1020, the connection is terminated. It is understood that the 

send timeout period may be increased, decreased, or held at a single time interval. For 

example, a maximum number of timeouts may be tracked, rather than a maximum time 

interval.

[0077] In the timing diagrams, it is understood that one or both devices 102 and 104 may 

be blocking or non-blocking. Accordingly, while some embodiments describe notifying the 

corresponding application 114 or 122, it is understood that such notifications depend on 

whether the sockets 108 and 116 are blocking or non-blocking and may not always occur.

[0078] The embodiments from Fig. 11 until Fig. 14 describe examples of various 

implementation details. These embodiments may be described using abstract asynchronous 

examples for purposes of simplicity, although it is understood that an actual implementation
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may have application threads reading and writing from the socket and a separate socket 

thread which handles timing. These embodiments describe Round Trip Time (RTT)/timeout 

computation and retries, congestion window calculation, silly window syndrome avoidance 

and delayed ACKs, a circular buffer implementation, timer management, 

encryption/punching/NAT issues, blocking/ non-blocking actions and notification, and 

system configuration variables that may be used to modify the performance of the RVBDDS 

connection.

[0079] Referring to Fig. 11, a flow chart illustrates one embodiment of a method 1100 

showing the sending of a single packet (e.g., a single packet 200), including how a RTT may 

be computed and used to control resending the packet. The transmission of a single packet is 

a basic operation in implementing the RVBDDS packet header 204. The transmission of 

multiple packets, which is discussed later in greater detail, is based on the size of a remote 

window and a congestion window. In the transmission of a single packet, the packet is sent 

and the sender (e.g., the device 102) waits for an acknowledgement. If the acknowledgement 

is not received within a timeout period, the packet is retransmitted. After a certain number of 

retries without receiving an acknowledgement, the connection is terminated.

[0080] The computation of the RTT plays an important role in the method 1100. The 

RTT is first computed on a per packet basis and is computed only if retransmission has not 

occurred for a packet. If retransmission has occurred, the method 1100 is unable to 

determine which of the sent packets (e.g., the original packet or a retransmission of that 

packet) corresponds to the acknowledgement. The computation of RTT is designed to 

respond to longer term changes happening due to network conditions. However, to prevent 

RTT from changing rapidly with every transient delay that occurs to sent packet, the RTT is 

modified gradually.

[0081] Accordingly, in step 1102, the device 102 sends a single packet 200. In step 1104, 

a timeout (e.g., a send timeout as described earlier) is computed as:

Timeout = RTT * X + RTTvar * Y

[0082] where RTT is a previously computed RTT value (see step 1118), RTTvar is a 

previously computed RTT variance value (see step 1120), X is a multiple of the RTT, and Y 

is a percentage. More specifically, even if the RTT variance is close to zero, it may be
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desirable to have the timeout as some multiple of RTT. This multiple is provided by X, 

which is 1.5 in the present example. When there is significant RTT variance, it may be 

desirable to have the timeout cover a large percentage of the statistical bell curve where the 

packets may fall. This percentage is provided by Y, which is three (3) in the present 

example. It is understood that the value of one or both of X and Y may be higher or lower 

and are not limited to the values provided in this example. By varying the timeout in this 

manner, the method 1100 attempts to adjust to changing conditions. A timeout that is longer 

than needed may result in not detecting packet loss quickly enough to respond in an efficient 

manner. A timeout that is not long enough may result in retransmitting packets 

unnecessarily.

[0083] After computation of the timeout in step 1104, the method 1100 continues to step 

1106, where a determination is made as to whether a timeout has occurred or an ACK has 

been received for the packet sent in step 1102. If a timeout has occurred, the method 1100 

moves to step 1108, where the current RTT is calculated as

RTT *= <RTT Backoff Factor>

[0084] where the RTT Backoff Factor is used to lengthen the timeout. More specifically, 

retransmissions occur when the timeout is exceeded. An algorithm (e.g., the Karn algorithm) 

may be used to back off the RTT value exponentially and allow the RTT value to gradually 

fall back to a network normal value. When packets are being dropped because of network 

problems, the retranmissions can contribute to further acerbate the problem. To avoid this, it 

may be desirable to quickly back off the timer. Accordingly, every time there is a timeout, 

the method backs off the RTT by the RTT Backoff Factor, which is two (2) in the present 

example. It is understood that this value may be higher or lower and is not limited to the 

value provided in this example.

[0085] After applying the RTT Backoff Factor, the method 1100 continues to step 1110, 

where a determination is made as to whether the timeout exceeds a maximum interval of time 

(i.e., a maximum timeout factor). For example, the maximum allowed timeout may be set to 

sixteen seconds. If the timeout exceeds sixteen seconds, the method 1100 moves to step 1112 

and ends without retransmitting the packet. The device 102 may consider the connection 

closed when this occurs. If the timeout does not exceed sixteen seconds, the method 1100
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returns to step 1102 and resends the packet. Accordingly, the number of retransmissions is

controlled by the maximum timeout factor.

[0086] Referring again to step 1106, if an ACK has been received, the method 1100 

continues to step 1114. In step 1114, a determination is made as whether the packet has been

5 retransmitted. If the packet has been retransmitted, the method 1100 moves to step 1116, 

where the method ends. If the packet has not been retransmitted, the method 1100 continues 

to step 1118, where a new RTT value is computed as

NewRTT += (CurrRTT - OldRTT) *1/M

[0087] where NewRTT is the new value of RTT, CurrRTT is the current value of RTT, 

10 OldRTT is the previous value of RTT, and M is the RTT variation factor. Higher values of

M will cause the RTT value to change more slowly and lower values will cause the RTT 

value to change more quickly. In the present example, M is eight (8), but it is understood that 

this value may be higher or lower and is not limited to the value provided in this example. It 

is noted that a predefined value of RTT, such as 100 ms, may be used initially and the RTT

15 values may then evolve from there.

[0088] Once the new value of RTT has been computed, the method 1100 moves to step 

1120, where a new RTT variance value is computed as

NewRTTvar += (CurrRTTvar - (Abs(CurrRTT - OldRTT) * 1/N

[0089] where NewRTTvar is the new variance value of RTT, CurrRTTvar is the current 

20 variance value of RTT, CurrRtt is the RTT computed for this segment, OldRTT is the 

previous value of RTT, and N is the RTT variance variation factor. Higher values of N will 

cause the RTT variance value to change more slowly and lower values will cause the RTT 

variance value to change more quickly. In the present example, N is four (4), but it is 

understood that this value may be higher or lower and is not limited to the value provided in

25 this example. After computing the RTT variance value, the method 1100 continues to step 

1116.

[0090] Although the method 1100 is described with respect to a single packet, it is noted 

that the device 102 may be configured to handle multiple packets in a simultaneous and 

asynchronous manner. Furthermore, it is noted that timeouts associated with the
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establishment of a connection may be handled by the device 102 differently from timeout 

associated with sent data. For example, as opposed to the varying interval of the timeout 

described with respect to the data packet of the method 1100, a connect packet may have a 

fixed timeout (e.g., five seconds (by default)) and may be consistently resent (e.g., once every 

5 seconds up to a maximum of twenty times (by default)). This difference in handling may 

be because, when attempting to establish a connection, the RTT is unknown.

[0091] Referring to Fig. 12, a flow chart illustrates one embodiment of a method 1200 

showing how a congestion window may be calculated and determining how many bytes may 

be sent by a device (e.g., the device 102). Generally, the buffer available in the network is 

different for each connection between two devices (e.g., between the devices 102 and 104) 

and also varies with time as router utilizations vary across the route taken by a connection. 

Accordingly, the number of bytes sent by the device 102 may be adjusted based on changing 

conditions.

[0092] Generally, the method 1200 limits the number of bytes that the device 102 (as 

sender) may transmit at any time to the minimum of the congestion window as computed by 

the device 102 and the window size available at the device 104 (as receiver). The window 

size available at the device 104 is updated on the device 102 every time the device 102 

receives a window size advertisement from the device 104. Bytes that have been sent by the 

device 102 but for which the device 102 has not received an acknowledgement are subtracted 

from this window size. Every time the device 102 sends data, this value is reduced until 

another window advertisement is received from the device 104.

[0100] In step 1202, the remote window size is obtained by the device 102 from the 

device 104 during the establishment of the connection between the device 102 and the device 

104 and noted by the device 102. In step 1204, the congestion window is set as the maximum 

segment size (e.g., one segment). In step 1206, the device 102 waits for data to send (e.g., 

from the application 114 of Fig. 1).

[0101] In step 1208, the send byte size (e.g., the number of bytes that may be sent at any 

one time by the device 102) is set as the smaller of the congestion window as computed by 

the device 102 (the sender) and the remote window size available at the device 104 (the 

receiver). In step 1210, a determination is made as to whether the send byte size is greater 

than the number of unacknowledged bytes. If not, the method 1200 returns to step 1210 until
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the send byte size is greater than the number of acknowledged bytes. If the send byte size is

greater than the number of acknowledged bytes, the method 1200 continues to step 1212,

where the segment is sent.

[0102] In step 1214, a determination is made as to whether an ACK has been received 

from the device 104. If a timeout occurs prior to the receipt of an ACK, the method 1200 

moves to step 1216, where the congestion window is reduced prior to returning to step 1208. 

This reduction may be exponential (e.g., by a factor of two as illustrated) or may be 

accomplished using other non-exponential values. If an ACK is received, the method 1200 

obtains the current remote window size from the packet containing the ACK.

[0103] In step 1220, a determination is made as to whether the congestion window is 

greater than fifty percent of the size of the congestion window the last time congestion 

occurred. If not, the method 1200 moves to step 1224 and increases the congestion window 

by this segment’s size. Accordingly, each time the device 102 receives ACKs for a set of 

segments, it increases the congestion window by one more segment. In other words, the 

device 102 increases the congestion window by the number of bytes for which ACKs have 

been received. If the congestion window is greater than fifty percent of the size of the 

congestion window the last time congestion occurred, the method 1200 moves to step 1222 

and increases the congestion window by one segment size as divided by a slowdown factor. 

The slowdown factor is a number that will be higher when the congestion window is farther 

away from the previous high value (e.g., its value when it was last halved). The slowdown 

factor may tend to be one or less than one when it is farther away from the previous high 

value and may be a higher value (e.g., eight) when it is relatively close. It is noted that this 

prevents an oscillating situation that may otherwise occur when the maximum size possible 

for the congestion window is reached, halved a few times, and then increased to the same size 

repeatedly. After either of steps 1222 or 1224, the method 1200 returns to step 1206 and 

waits for more data to send.

[0104] In another embodiment, issues such as silly window syndrome may be handled as 

follows. If the device 102 (sender) transmits the data faster than the device 104 (receiver) 

consumes it, the buffer at the device 104 will get filled. Then, if the application at the device 

104 reads one byte at a time, each of those reads will result in a window advertisement. This 

results in the device 102 sending just one byte to the device 104. This one byte at a time
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transmission can reach a steady state that is extremely inefficient in the use of the network

bandwidth and is called the silly window syndrome.

[0105] The device 102 can run into a similar problem as the sender. If the application on 

the device 102 writes data one byte at a time and if the device 102 has already sent all the

5 data, the device 102 may send one packet for every byte that it receives from the application. 

This will result in the same problem.

[0106] Another inefficient use of the network comes in the acknowledgements sent by the 

device 104 as the receiver. Often applications that receive some data will send back some 

data immediately. In such a case, a separate acknowledgement is not necessary. Also, when

10 the device 102 as sender is sending a bunch of packets, there is no need to acknowledge each 

packet separately. Instead, multiple packets can be acknowledged by a single 

acknowledgement.

[0107] These and other problems that result in the inefficient use of the network may be 

addressed through one or more of the following three mechanisms. First, the device 102 as

15 sender may be configured to determine when the data to be sent is smaller than a certain size, 

such as half a segment. When this occurs, the device 102 does not immediately send the data 

even if there is window size available. Instead, the device 102 starts a timer that allows the 

device to gather more data (if received) and send the data only when the timer expires or 

adequate data is gathered. It is understood that the data sent when the timer expires may be

20 the same data that was initially too small to send, but the timer provides additional time prior 

to sending the data.

[0108] Second, the device 104 as the receiving side may be configured to not send small 

window advertisements. Instead, the device 104 only sends window advertisements that are 

larger than half the receiver’s buffers.

25 [0109] Third, the device 104 as the receiver may be configured to not acknowledge the

receipt of a packet immediately. Instead of acknowledging a received packet immediately, 

the device 104 starts a timer (if a send timer is not already active on the device 102). Other 

packets that are received by the device 104 prior to the expiration of the timer are also not 

acknowledged. Instead, the device 104 sends a single acknowledgement for all of the packets
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when the timer expires. The single acknowledgement may be sent along with any data that is

ready to be sent.

[0110] Referring to Figs. 13A and 13B, embodiments of a receive buffer 1300 (e.g., the 

receive buffer 110 of Fig. 1) and a send buffer 1320 (e.g., the send buffer 112 of Fig. 1),

5 respectively, are illustrated. Each buffer 1300 and 1320 may be implemented using a Buffer 

Object or another data construct and are circular buffers in the present example, although it is 

understood that other buffer types may be used. A socket on a device (e.g., the socket 108 on 

the device 102) maintains both a receive buffer 1300 and a send buffer 1320.

[0111] In Fig. 13A, data is illustrated as either received but not yet acknowledged, or

10 acknowledged but not yet consumed by the application. In Fig. 13B, data is illustrated as 

either sent but not yet acknowledged, or received from the application but not yet sent.

[0112] The following pointers and positions may be used by one or both of the receiving 

and sending buffers 1300 and 1320 as shown below in table 2:

Start Pointer (Ptr) On both the receiving and sending sides, the position where the data

starts.

Buffer Position On both the receiving and sending sides, the byte position in the

stream for the byte at the Start Ptr. Other than this, the rest of the

pointers are pointers into the buffer and not the absolute position in

the stream.

ACK Pointer On the receiving side, this points to the position in the buffer up to

which the data has been acknowledged back to the sender.

Consume Pointer On the receiving side, the position in the buffer up to which data has

been consumed. This may be ahead of the ACK Ptr (i.e., received

data may have been given to the application but not yet been

acknowledged).

Send Pointer On the sending side, the position in the buffer up to which data has

been sent.
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End Pointer On both the receiving and sending sides, the byte up to which there is

contiguously valid data. On the receiving side, there may be

discontinuous data beyond this.

Table 2

[0113] Each buffer 1300 and 1320 may also maintain a list of segments. For example, 

5 the buffer 1300 may maintain a list of segments 1302, 1304, 1306, 1308, and 1310. The 

buffer 1320 may maintain a list of segments 1322, 1324, 1326, 1328, and 1330. Each 

segment is identified by a start pointer into the respective buffer 1300 or 1320 and a size.

The send buffer 1320 may also maintain other data associated with a segment, such as the 

number of retries attempted for this segment and the timer identifier (ID) associated with the

10 retries. This enables the device 102 to determine which segment is to be retransmitted when 

a timer expires.

[0114] In another embodiment, timer management may be accomplished as follows. The 

device 102 includes a Timer Object for timer management. The Timer Object also handles 

the main select loop associated with the socket, which operates as follows. The Timer Object

15 maintains a delta list of timers and always passes the timeout as given by the first item in the 

delta list to the select. When it comes out of the select, it will check which timers have fired 

and call them in order. If the select returned because of data in the socket, it will notify the 

socket object appropriately. The Timer Object may also provide primitives to add a timer 

and remove a timer. Adding a timer will return a unique ID for the timer. This ID will be

20 passed in the HandleTimer call that is called in the socket when the timer expires.

[0115] In another embodiment, encryption, punching and NAT issues may be handled as 

follows. For purposes of example, all packets may be encrypted using standard encryption 

methods. A pin-hole in a NAT device (e.g., a NAT router) may be maintained by sending 

periodic punch packets. For example, the device 102 may be associated with a NAT router.

25 Since the NAT router may change the port number of the device 102 (i.e., the sender), the 

UID is checked and the copy of the other side’s address may be changed to reflect the new 

port number. There may also be an option to punch a different address from that of the 

receiver, which may be used if there is a UDP reflector involved in the packet transport. 

Examples of such NAT traversal techniques are described in previously incorporated El.S.
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Patent No. 7,570,636, filed on August 30, 2005, and entitled SYSTEM AND METHOD FOR

TRAVERSING A NAT DEVICE FOR PEER-TO-PEER HYBRID COMMUNICATIONS.

Such processes enable the RVBDSS connection to support various needs in peer-to-peer

communication.

5 [0116] In another embodiment, blocking/non-blocking actions and notification may be

handled as follows. The RVBDDS socket supports both blocking and non-blocking modes of 

operation. In the blocking mode of operation, the calls Connect, Allow, Read, and Write are 

all made blocking and will only return on successful completion or failure. A notifier may be 

used to notify the user of various events in the socket. Examples of such events are when the

10 socket status changes to one of the following statuses: CLOSED, CREATED, 

CONNECTING, ACCEPTING, or CONNECTED, when there is space for writing more data 

in the socket, and when there is data for being read in the socket. In the non-blocking mode, 

the application will need to use these notifications to know the status of the operations.

[0117] The RVBDDS implementation includes variables that may be changed to modify

15 the behavior of the RVBDDS connection. Examples of such variables are illustrated below 

in Table 3 as follows.

Configuration Constant Description Default
Value

MAX CONNECT RETRIES This is the maximum number of times

that a Connect message will be sent

by the client.

20

SILLY WINDOW DELAY The time by which ACKs and small

packet send will be delayed to wait

for more data/ACK to send.

25 msecs

STARTINGRTT This is the starting value for RTT. 100 msecs

CONNECT TIMEOUT The timeout value for connect

messages.

500 msecs

PUNCH TIMEOUT The time between punches. 10000 msecs

RVBDDS MAX TIMEOUT The maximum timeout value. When

the timeout reaches this value, the

connection will be considered broken.

16000 msecs
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RVBDDS MIN TIMEOUT This is the minimum timeout value to

be used. Even if RTT and RTTvar fall

so low that the timeout computes to

something less that this, the minimum

timeout value will not be less than

this. Note this is to be greater than

the SILLYWINDOWDELAY

since acknowledgements may be

delayed by at least this much by the

other side.

40 msecs

RTT CHANGE FACTOR This controls the rate at which RTT

changes.

8

RTTVAR CHANGE FACTOR This controls the rate at which RTT

variance changes.

4

TIMEOUT RTT FACTOR This is the multiple of RTT used in

computing the timeout.

1.5

TIMEOUT VAR FACTOR This is the multiple of RTT variance

used in computing the timeout.

3

TIMEOUT BACKOFF This is the factor by which the

timeout is backed off if there is a

packet loss.

2

CONGESTION BACKOFF This is the factor by which the

congestion window is backed off if

there is a packet loss.

2

WINDOW INCREASE FACTOR The window increase will be slowed

down by this factor when in the

congestion avoidance phase.

8

Table 3

[0118] Beginning with Fig. 14, the following embodiments describe examples of various 

implementation details in a time synchronous manner as events occur in a single thread.

[0119] Referring to Fig. 14, a flow chart illustrates one embodiment of a method 1400 

5 showing how a single segment of data may be sent. It is noted that the method 1400 may be
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used in multiple places. For example, the method 1400 may be used with step 1102 of Fig.

11.

[0120] In step 1402, a timer is registered with the current value of timeout for the 

segment to be sent. For example, the timer may be registered with the previously described

5 Timer Object. This timer will be inserted into a sorted timer list at the correct location. The 

sorted timer list may keep absolute time values and associated data and may be sorted by the 

time value. A unique ID will also be allocated for this timer. As will be described in a later 

embodiment, such unique timer IDs are used to determine which timer has expired (i.e., 

fired). This timer ID is stored in the segment.

10 [0121] In step 1404, a packet is constructed with the content of the segment. In the

present example, the packet constructed in step 1404 is the UDP packet 200 of Fig. 2B, but it 

is understood that the RVBDDS packet header 204 may be constructed before the UDP 

packet 200 in some embodiments. In step 1406, a number of actions are taken to provide the 

UDP packet 200 with the information for the RVBDDS packet header 204 as illustrated in

15 Fig. 3. It is understood that each action described with respect to step 1406 may be a separate 

step in the method 1400.

[0122] In the present example, the actions of step 1406 include inserting the packet type 

(e.g., Data, Connect, Accept, Close, or Punch). The send byte is inserted as the start position 

of the segment if there is data to be sent or another value (e.g., zero) is inserted if there is no

20 data to be sent. The byte up to which all data has been received is obtained and inserted as 

the ACK byte. Any padding bytes needed to ensure the packet is the correct length are 

inserted and the number of padded bytes is inserted into the Pad field. The amount of 

available space in the receive buffer is obtained and inserted into the window field.

[0123] In step 1408, the packet is encrypted and, in step 1410, the packet is sent. In step

25 1412, a determination is made as to whether a send error has occurred. If a send error has

occurred, the method 1400 continues to step 1414, where an error is returned. If no send 

error has occurred, the number of retries for this segment is incremented in step 1416.

[0124] In step 1418, a determination is made as to whether there is an ACK wait timer 

active. If no ACK wait timer is active, the method 1400 returns success. If there is an ACK
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wait timer active, the timer is unregistered in step 1422 because every data packet carries an

acknowledgement and there is no need to separately send another acknowledgement.

[0125] Referring to Fig. 15, a flow chart illustrates one embodiment of a method 1500 

showing steps that occur when an application on the device 102 (e.g., the application 114 of

5 Fig. 1 as a client application) attempts to connect to the device 104 (e.g., to the application 

122 as a server application) on the RVBDDS socket 108.

[0126] In step 1502, a determination is made as to whether the socket is in a created state 

on the device 102. If no socket has been created, the method 1500 moves to step 1504 and 

returns an error. If a socket has been created, the method 1500 moves to step 1506 and sets

10 up the remote address (e.g., binds the socket) to which the device 102 is to connect. In step 

1508, a determination is made as to whether quality of service (QoS) is required and enabled 

for the socket. Whether QoS is required may depend, for example, upon the application 114. 

Whether QoS is enabled may depend on the particular installation (e.g., whether QoS is 

provided by the device 102). If QoS is both required and enabled, the method 1500 moves to

15 step 1510 and QoS is established. In the present example, establishing QoS entails enabling 

DiffServ Code Point (DSCP) markings on the packets for this flow via GQOS on Windows. 

However, it is understood that other QoS methods may be used.

[0127] If QoS is not required or enabled, or after step 1510, the method 1500 moves to 

step 1512, where the socket is locked. In step 1514, a connect timer is registered and, in step

20 1516, a connect packet is sent with no data. In step 1518, a punch timer is started. In step

1520, the status is changed to “connecting” (e.g., state 406 of Fig. 4) and the application 114 

is notified of the status change. In step 1522, a socket receiver/timer thread (as will be 

described in a later embodiment) is started.

[0128] In step 1524, a determination is made as to whether the socket is blocking. If the

25 socket is not blocking, the method 1500 continues to step 1530, where the socket is released 

and the method 1500 returns. If the socket is blocking, the method 1500 moves to step 1526, 

where the socket is released, and from step 1526 to step 1528, where the method 1500 waits 

for a connect signal. After an Accept packet is received by the socket, the socket will be 

unblocked and the method 1500 will move from step f 528 to step f 530.
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[0129] Referring to Fig. 16, a flow chart illustrates one embodiment of a method 1600

illustrating steps that occur when an application on the device 104 (e.g., the application 122

of Fig. 1 as a server application) attempts to accept a connection request from the device 102

(e.g., from the application 114 as a client application) on the RVBDDS socket 116.

[0130] In step 1602, a determination is made as to whether the socket is in a created state 

on the device 104. If no socket has been created, the method 1600 moves to step 1604 and 

returns an error. If a socket has been created, the method 1600 moves to step 1606 and sets 

up the remote address (e.g., binds the socket) to which the device 104 is to connect. In step 

1608, a determination is made as to whether quality of service (QoS) is required and enabled 

for the socket. Whether QoS is required may depend, for example, upon the application 122. 

Whether QoS is enabled may depend on the particular installation (e.g., whether QoS is 

provided by the device 104). If QoS is both required and enabled, the method 1600 moves to 

step 1610 and QoS is established. In the present example, establishing QoS entails enabling 

DiffServ Code Point (DSCP) markings on the packets for this flow via GQOS on Windows. 

However, it is understood that other QoS methods may be used.

[0131] If QoS is not required or enabled, or after step 1610, the method 1600 moves to 

step 1612, where the socket is locked. In step 1614, a punch packet is sent with no data and, 

in step 1616, a punch timer is started. It is noted that the device 104 (as the accepting side) 

should first issue a punch packet because a NAT device associated with device 104 (as shown 

in previous embodiments) might require pinholing. In such cases where pinholing is 

required, the device 102 (as the remote side) will only be able to reach the device 104 via the 

socket if a punch has occurred.

[0132] In step 1618, the status is changed to “accepting” (e.g., state 410 of Fig. 4) and the 

application 122 is notified of the status change. In step 1620, a socket receiver/timer thread 

(as will be described in a later embodiment) is started.

[0133] In step 1622, a determination is made as to whether the socket is blocking. If the 

socket is not blocking, the method 1600 continues to step 1628, where the socket is released 

and the method 1600 returns. If the socket is blocking, the method 1600 moves to step 1624, 

where the socket is released, and from step 1624 to step 1626, where the method 1600 waits 

for a connect signal. After a packet is received by the socket indicating that the connection
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has been established, the socket will be unblocked and the method 1600 will move from step

1626 to step 1628.

[0134] Referring to Figs. 17A and 17B, a flow chart illustrates one embodiment of a 

method 1700 showing steps that occur when an application on the device 102 (e.g., the 

application 114 of Fig. 1) attempts to send data on the RVBDDS socket 108.

[0135] In step 1702, the application 114 calls a send function to indicate that it is sending 

(or wants to send) data. In step 1704, the socket is locked. In step 1708, a determination is 

made as to whether the socket is connected (e.g., in the connected state 408 of Fig. 4). If the 

socket is not connected, the method 1700 moves to step 1708, where the socket is released 

and an error is returned.

[0136] If the socket is connected, the method 1700 moves to step 1710, where a 

determination is made as to whether there is space in the send buffer 112. If there is no space 

in the send buffer 112, the method 1700 moves to step 1712, where a determination is made 

as to whether the socket is blocking. If the socket is not blocking, the method 1700 moves to 

step 1714, where the socket is unlocked and “will block” is returned. If the socket is 

blocking, the method 1700 moves to step 1716, where the socket is unlocked and the method 

1700 waits for a signal that write is available (e.g., that there is space in the socket). Once the 

write available signal is received, the socket is locked in step 1718 and the method 1700 

returns to step 1710.

[0137] In step 1720, once there is space available in the send buffer 112 as determined in 

step 1710, as many bytes as possible are copied into the send buffer until the send buffer is 

full. In step 1722, the end pointer of the send buffer 112 is set to point at the new end 

location. In step 1724, a determination is made as to whether the number of bytes to be sent 

is the same as the number of bytes just written to the send buffer 112. It is noted that this 

implies that there were already bytes in the send buffer 112 that were available to be sent but 

could not be sent for some reason (e.g., the remote window is full or the congestion window 

is full). Therefore, there is no reason to attempt to send bytes now and, when these windows 

free up, the data will be sent. Accordingly, if the number of bytes is the same, the method 

1700 continues to step 1726, where the socket is unlocked and the number of bytes is 

returned. If the number of bytes is not the same, the method 1700 continues to step 1728 

(Fig. 17B).
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[0138] In step 1728, the maximum number of send bytes is the lesser of the congestion

window and the remote window as described previously with respect to Fig. 12. In step

1730, the number of unacknowledged bytes is obtained. As previously described, these are

the bytes that have been sent but acknowledgements have not been received (e.g, the bytes

from the start pointer to the sent pointer in the send buffer 112).

[0139] In step 1732, a determination is made as to whether the number of 

unacknowledged bytes is greater or equal to the maximum number of bytes that can be sent. 

If the number of unacknowledged bytes is greater or equal to the maximum number of bytes 

that can be sent, the method 1700 moves to step 1734, where the socket is unlocked and the 

number of bytes written to the buffer is returned. If the number of unacknowledged bytes is 

not greater or equal to the maximum number of bytes that can be sent, the method 1700 

moves to step 1736, where a packet is created using the smaller of the maximum number of 

bytes that can be sent and the maximum segment size. In step 1738, the packet containing 

the segment is sent. In step 1740, a determination is made as to whether an error has 

occurred. If an error has not occurred, the method 1700 returns to step 1728. If an error has 

occurred, the method 1700 moves to step 1734, where the socket is unlocked and the number 

of bytes written to the buffer is returned.

[0140] Referring to Fig. 18, a flow chart illustrates one embodiment of a method 1800 

showing steps that occur when an application on the device 102 (e.g, the application 114 of 

Fig. 1) attempts to send data on the RVBDDS socket 108. In the previous embodiment of 

Figs. 17A and 17B, the method 1700 described a scenario in which the exact number of bytes 

that the application 114 requested to be sent may not have been sent. The present 

embodiment describes a scenario in which an exact number of bytes is to be sent. It is noted 

that the method 1800 works only with a blocking socket.

[0141] In step 1802, the application 114 calls a send exact function to indicate that it is 

sending (or wants to send) an exact amount of data. In step 1804, a determination is made as 

to whether the socket is connected (e.g, in the connected state 408 of Fig. 4). If the socket is 

not connected, the method 1800 moves to step 1812, where an error is returned.

[0142] If the socket is connected, the method 1800 moves to step 1806, where a 

determination is made as to whether all of the bytes that are to be sent have been sent. If all 

of the bytes have been sent, the method 1800 moves to step 1812. If all of the bytes have not
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been sent, the method 1800 moves to step 1808, where send is called for the remaining bytes. 

In step 1810, a determination is made as to whether there was an error on send. If there was 

an error on send, the method 1800 moves to step 1812. If there was not an error on send, the 

method 1800 moves to step 1814, where the number of bytes that have been sent are 

subtracted from the number of bytes that remain to be sent. The method 1800 then returns to 

step 1806.

[0143] Referring to Fig. 19, a flow chart illustrates one embodiment of a method 1900 

showing steps that occur when an application on the device 102 (e.g., the application 114 of 

Fig. 1) attempts to read data from the RVBDDS socket 108.

[0144] In step 1902, the application 114 calls a read function to indicate that it is reading 

(or wants to read) data. In step 1904, the socket is locked. In step 1908, a determination is 

made as to whether there are any bytes positioned between the consume pointer and the end 

pointer in the receive buffer 110. This provides the number of contiguous bytes remaining 

that can be given to the application 114. If there are no bytes, the method 1900 continues to 

step 1908, where it unlocks the socket and waits for a read available event indicating that 

there is data to be read. In step 1910, once the method 1900 has woken up with the read 

available signal, the method 1900 moves to step 1910, where a determination is made as to 

whether the socket is still connected (e.g., in the connected state 408 of Fig. 4). If the socket 

is not connected, the method 1900 moves to step 1912, where the socket is released and an 

error is returned. If the socket is connected or if there are bytes available between the 

consume pointer and the end pointer as determined in step 1906, the method 1900 moves to 

step 1914.

[0145] In step 1914, the lesser of the requested bytes (e.g., the number of bytes requested

by the application 114) or the number of bytes between the consumer pointer and the end

pointer are copied. In step 1916, the consume pointer is moved to point to the location

marking the end of the bytes that were copied. In step 1918, the start pointer is moved to

point to the lesser of the consume pointer and the ACK pointer. Bytes may also be moved

within the receive buffer 110 as room becomes available. Such movement may not always

occur, however, because only data that has been both consumed and acknowledged is

removed from the receive buffer 110. This is because there may be bytes that have been

consumed by the application 114 that have not yet been acknowledged because an ACK wait

timer for this data has not yet expired. Furthermore, a portion of the data may have been
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acknowledged but not all of the acknowledged data may have been consumed because the

application 114 has not issued a read for this data. Accordingly, data may not be moved

within the receive buffer 110 until both events have occurred.

[0146] In step 1920, segments that have been fully read may be deleted and the final 

segment from which data may have been partially read may be pruned. The pruning occurs 

because an application may read arbitrary bytes instead of the bytes as they were 

sent/received, which once again is not necessarily the way the bytes were originally written 

by the application. More specifically, in a typical streaming application, the sizes of chunks 

in reading the bytes on the receiving side need not match the size of the chunks that were 

written by the sending side. For example, the application on the sending side might write 

2200 bytes to the RVBDDS connection. Internally, the RVBDDS connection may send this 

out to the network as two packets of sizes 1400 bytes and 800 bytes to the stream. On the 

receiving side, the application may first read a header of 12 bytes and recognize that there is 

data of size 2185 bytes and padding of 3 bytes. So the sequence of writes to the network on 

the sending side would have been for 1400 bytes and 800 bytes, while the receiving side 

would have issued reads of size 12 bytes, 2185 bytes and 3 bytes. Because of this disparity, 

segments in the queue may not be removed in their entirety and partial segments are left in 

the buffer when they are partially read.

[0147] In step 1922, a determination is made as to whether there is an ACK wait timer 

that is active. If there is an ACK wait timer, the method 1900 continues to step 1924, where 

the socket is unlocked and the number of copied bytes is returned. If there is not an ACK 

wait timer, the method 1900 moves to step 1926, where an ACK wait timer is registered. It is 

noted that sending an acknowledgement also sends a window advertisement. The window 

advertisement needs to be sent because the start pointer has potentially moved and the receive 

buffer 4006 may have more space to receive additional bytes. Accordingly, the remote 

window advertisements may be piggybacked with the acknowledgements. The method 1900 

then proceeds to step 1924.

[0148] Referring to Fig. 20, a flow chart illustrates one embodiment of a method 2000

showing steps that may be used by a thread that handles receiving data from the socket 108

(Fig. 1) and handles the timers described herein. It is understood that multiple threads may

be used to provide the functionality described with respect to the method 2000. In the present

embodiment, this thread is where the majority of the actions related to the socket 108 occur.
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[0149] In step 2002, a determination is made as to whether the socket should be closed.

If the socket should be closed, the method 2000 moves to step 2004 and returns. If the socket

should not be closed, the method 2000 continues to step 2006.

[0150] In step 2006, the timers are locked. In step 2008, a determination is made as to 

5 whether the timer in the front of the timer list has expired. If the timer has expired, the 

method 2000 moves to step 2010, where the timers are unlocked. While handling timers

(step 2012), additional timers may be added or deleted and so the timer list is unlocked before 

handling the timer. In step 2012, the timer that has expired is handled, as will be described in 

a later embodiment (Fig. 21A). In step 2014, this timer is removed from the timer list and the

10 method 2000 returns to step 2006. The timer is removed only after handling it to prevent a 

situation from occurring where this timer ID is used for a new timer before method 2000 is 

finished handling the timer (e.g., before coming out of a function that handles the timer). If 

the timer in the front of the timer list has not expired as determined by step 2008, the method 

2000 moves to step 2016.

15 [0151] In step 2016, a wait time is set as the lesser of a predefined time period (e.g., ten

milliseconds) and the time remaining before the first timer expires. In step 2018, a select is 

performed for the socket 108. The select will block the socket for the wait time set in step 

2016 while waiting for I/O activity on the socket 108. Select may end upon the occurrence of 

various events, such as the expiration of the wait time, the detection of I/O activity on the

20 socket 108, or the detection of an error. Such an error may be because the socket 108 has 

been closed and therefore the socket to select is not valid.

[0152] In step 2020, a determination is made as to whether the socket should be closed. 

If the socket should be closed, the method 2000 moves to step 2022 and returns. If the socket 

should not be closed, the method 2000 continues to step 2024. In step 2024, a determination

25 is made as to whether an error on select occurred (e.g., if an error occurred in step 2018). If 

no error on select occurred, the method 2000 moves to step 2026, where a message is 

handled, as will be described in a later embodiment (Fig. 22A). The method 2000 then 

returns to step 2002. If an error on select did occur as determined in step 2024, the method 

2000 continues to step 2028.
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[0153] In step 2028, the socket 108 is closed and, in step 2030, the application 114 is

notified that the socket is closed. In step 2032, waiting readers, writers, connectors, and

flushers are signaled that the socket is closed and, in step 2034, the method 2000 returns.

[0154] Referring to Figs. 21A-21C, a flow chart illustrates one embodiment of a method 

2100 showing steps that may be used to handle timers by the method of Fig. 20. For 

example, the method 2100 may be used for step 2012 of Fig. 20.

[0155] The present embodiment uses several types of timers. For example, when a 

Connect message is sent, a connect timer is created to wait for the connect response. Punch 

messages are sent periodically to keep the NAT pinhole open and these use a punch timer. 

As described previously, acknowledgements may not be sent immediately. Instead, an 

acknowledgement timer may be used and the acknowledgement is sent only when the timer 

expires. One benefit of the acknowledgement timer is that if a number of segments are 

received in a short span of time, a single acknowledgement is sent for the segments instead of 

one for each. Another benefit is that typically the data received will be immediately given to 

a waiting read from the application 114, which frees up part of the space occupied by this 

received data. This small wait period enables the advertisement of a larger window size.

[0156] The above three timers (i.e., connect, punch, and ACK timers) are all single 

instance timers, meaning that there is only one of each of these timers for a single socket. 

Other timers are generally segment timers, with each segment that is sent having an 

associated segment timer.

[0157] In step 2102, the socket 108 is locked. In step 2104, a determination is made as to 

whether the timer at the front of the timer list (i.e., the timer being handled), is the ACK 

timer. If the timer is the ACK timer, the method 2100 moves to step 2106, where a 

determination is made as to whether the socket is connected. If the socket is not connected, 

the method 2100 moves to step 2110, where the socket is released and the method returns. If 

the socket is connected, the method 2100 sends a segment with no data (e.g., an ACK packet) 

and then moves to step 2110. If the timer is not the ACK timer as determined in step 2104, 

the method 2100 moves to step 2112.

[0158] In step 2112, a determination is made as to whether the timer is the connect timer. 

If the timer is the connect timer, the method 2100 moves to step 2126 (Fig. 21B). In step
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2126, a determination is made as to whether the socket is in a connecting state. If the socket 

is not in a connecting state, the method 2100 moves to step 2136, where the socket is released 

and the method returns. If the socket is in a connecting state, the method moves to step 2128, 

where a determination is made as to whether the number of connection retries exceeds a 

maximum value (e.g., whether the maximum number of retry attempts have been made). If 

the number of connection retries exceeds the maximum value, the method 2100 moves to step 

2130, where the socket is closed. In step 2132, the application 114 is notified of the socket 

closure. In step 2134, any waiting connectors are signaled and the method 2100 then moves 

to step 2136, where the socket is released and the method returns. If the number of 

connection retries does not exceed the maximum value, the method 2100 moves to step 2138.

[0159] In step 2138, the timer is registered for the next connection attempt. In step 2140, 

the connection retry value is incremented and, in step 2142, a connect packet is sent with no 

data. The method 2100 then moves to step 2136, where the socket is released and the method 

returns.

[0160] Returning again to Fig. 21 A, if the timer is not the connect timer as determined in 

step 2112, the method 2100 continues to step 2114. In step 2114, a determination is made as 

to whether the timer is the punch timer. If the timer is the punch timer, the method 2100 

moves to step 2116, where the timer is registered for the next punch. In step 2118, a punch 

packet is sent with no data. The method 2100 then moves to step 2110, where the socket is 

released and the method returns. If the timer is not the punch timer, the method 2100 moves 

to step 2120.

[0161] At this point, the method 2100 has determined that the timer is not the ACK, 

connect, or punch timer). Accordingly, in step 2120, a determination is made as to whether 

the socket is connected. If the socket is not connected, the method 2100 moves to step 2110, 

where the socket is released and the method returns. If the socket is connected, the method 

2100 moves to step 2122, where the segment associated with this timer is retrieved in step 

2122. This step gets the segment from the segment list for the receive buffer 110.

[0162] In step 2124, a determination is made as to whether the segment for this timer was 

retrieved. If the segment was not retrieved, the method 2100 moves to step 2110, where the 

socket is released and the method returns. If the segment was retrieved, the method 2100 

moves to step 2144 (Fig. 21C).
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[0163] In step 2144, a determination is made as to whether congestion is occurring. In 

the present example, a variable (e.g., a Boolean variable) may be used to track whether a 

congestion phase is currently occurring. This phase may be entered when the first packet is 

dropped and exited when a valid acknowledgement is received. If congestion is occurring, 

the method 2100 moves to step 2146, where the congestion window size is noted as the last 

congestion window. The last congestion window is recorded so that as the congestion phase 

ends and nears this earlier point, the rate of increase in the window size can be slowed. The 

method 2100 then moves to step 2148. If congestion is not occurring as determined in step 

2144, the method 2100 also moves to step 2148.

[0164] In step 2148, the segment previous to the current segment is retrieved. In step 

2150, a determination is made as to whether the previous segment was null or whether the 

segment did not receive a timeout. For example, if several segments timeout in sequence, the 

timeout may be because the first packet in the sequence did not reach the other side (and so 

was not acknowledged). Because the first packet was not acknowledged, the other packets 

will not be acknowledged either. When this occurs, there is no need to keep backing off the 

congestion window and RTT for each of those segments.

[0165] Accordingly, if the previous segment was null, the method 2100 moves to step 

2152, where the RTT back off occurs by the RTT Backoff Factor (see Fig. 11). In step 2154, 

the congestion window backoff occurs by the Congestion Backoff Factor. In step 2156, the 

congestion window is checked to make sure it has not dropped below the size of a single 

packet. The method 2100 then moves to step 2158. If the previous segment did not receive a 

timeout as determined in step 2150, the method 2100 also moves to step 2158.

[0166] In step 2158, a determination is made as to whether the number of retries for this 

segment has exceeded a maximum number of retries or if RTT has exceeded Maximum RTT. 

If neither of these events has occurred, the method 2100 continues to step 2160, where the 

segment is resent. The method 2100 then moves to step 2162, where the socket is released 

and the method returns. If either of the events has occurred, the method 2100 moves to step 

2164, where the socket is closed. In step 2166, the application 114 is notified that the socket 

is closed and, in step 2168, any waiting reader, writers, or flushers are signaled that the socket 

is closed. The method 2100 then moves to step 2162, where the socket is released and the 

method returns.
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[0167] Referring to Figs. 22A-22G, a flow chart illustrates one embodiment of a method

2200 showing steps that may be used to handle messages by the method of Fig. 20. For

example, the method 2200 may be used for step 2026 of Fig. 20.

[0168] In step 2202, the socket 108 is locked. In step 2204, a packet is received from the 

socket. In step 2206, a determination is made as to whether a receive error occurred. If a 

receive error did occur, the method 2200 moves to step 2208, where the socket is released 

and the method returns. If no receive error occurred, the method 2200 moves to step 2210, 

where the packet is decrypted.

[0169] In step 2212, a determination is made as to whether the source IP address and UID 

match the current socket information. If there is no match, the method 2200 moves to step 

2208, where the socket is released and the method returns. If there is a match, the method 

2100 moves to step 2214, where the ACK byte, send byte, remote window, pad, and packet 

type are obtained from the packet. In step 2216, the packet type is identified as one of Data, 

Connect, Accept, Other, and Close.

[0170] With additional reference to Fig. 22B, identifying the packet as a Data packet 

moves the method 2200 to step 2228. In step 2228, a determination is made as to whether the 

socket is connected. If the socket is not connected, the method 2200 moves to step 2208, 

where the socket is released and the method returns. If the socket is connected, the method 

2200 moves to step 2232, where the remote window value is modified with the value 

obtained in step 2214.

[0171] In step 2234, a determination is made as to whether the current ACK position is 

the same as the ACK byte in the packet. If they are the same, then no congestion is occurring 

and the method 2200 moves to step 2254 (Fig. 22C).

[0172] In step 2254, a determination is made as to whether the length of the packet is 

greater than the header of the RVBDDS packet header 204. If the length is greater, then the 

packet carries data and the method 2200 moves to step 2256, where it is noted that an ACK is 

required. In step 2258, a determination is made as to whether the send byte is less than the 

current end pointer position. If the send byte is less than the current end pointer position, the 

method 2200 moves to step 2274, where the available remote window is computed as the 

remote window position minus the start pointer position (i.e., available remote window =
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remote window position - start pointer position). If the send byte is not less than the current

end pointer position, the method 2200 moves to step 2260, where a determination is made as

to whether the data will cause the receive buffer 110 to overflow. If the data will cause the

receive buffer 110 to overflow, the method moves to step 2274. If the data will not cause the

receive buffer to overflow, the method 2200 continues to step 2262.

[0173] In step 2262, a determination is made as to whether this data is fully contained in 

a segment that is past the end pointer, which points to the end of contiguous data. 

Accordingly, when data is received, a check is made to determine whether that data has 

already been received. Because the end pointer only points to the end of contiguous data in 

the receive buffer 110, step 2262 determines whether the data is within the end pointer and 

also determines whether the data fits into any of the other non-contiguous segments already 

received. If the data is fully contained in a segment beyond the end pointer, the method 2200 

moves to step 2274. If the data is not fully contained in a segment beyond the end pointer, 

the method 2200 moves to step 2264, where a new segment is created to point to the correct 

position in the receive buffer 110. In step 2266, the segment’s timer ID is set to null and the 

number of retries for the timer is set to zero. The segment is then inserted. In step 2268, the 

data is copied. In step 2270, the end pointer is recalculated to point to the end of the 

contiguous data within the receive buffer 110. In step 2272, any waiting readers are signaled 

to indicate that there is new data in the receive buffer 110. The method 2200 then moves to 

step 2274.

[0174] In step 2274, the available remote window is computed as the remote window 

position minus the start pointer position (i.e., available remote window = remote window 

position - start pointer position). In step 2276, the maximum number of send bytes is set as 

the lesser of the congestion window and the remote window. In step 2278, the number of 

unacknowledged bytes in the send buffer 112 is obtained. The method 2200 then moves to 

step 2280 (Fig. 22D).

[0175] In step 2280, a determination is made as to whether the number of

unacknowledged bytes is greater than or equal to the maximum number of send bytes. If the

number of unacknowledged bytes is not greater than or equal to the maximum number of

send bytes, the method 2200 moves to step 2282, where a size value is set as the lesser of the

maximum number of send bytes and the maximum UDP packet size. In step 2284, a new

segment of the size value set in step 2282 is retrieved from the send buffer 112. In step 2286,
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the segment is sent and, in step 2288, an ACK required flag is set to false to indicate that an

ACK is not required for the segment sent in step 2284. The method 2200 then moves to step

2290, which is also the next step if it is determined in step 2280 that the number of

unacknowledged bytes is greater than or equal to the maximum number of send bytes.

[0176] In step 2290, a determination is made as to whether the ACK required flag is set 

to true, indicating that an acknowledgement is required. If no ACK is required, the method 

2200 moves to step 2296, where the socket is released and the method returns. If an ACK is 

required, the method 2200 moves to step 2292, where a determination is made as to whether 

there is already an ACK wait timer active. If there is an ACK wait timer active, the method 

2200 moves to step 2296, where the socket is released and the method returns. If there is not 

an ACK wait timer active, the method 2200 moves to step 2294, where an ACK wait timer is 

registered before the method 2200 moves to step 2296.

[0177] Referring again to Fig. 22B, if the current ACK position is not the same as the 

ACK byte in the packet as determined in step 2234, the method 2200 moves to step 2236. In 

step 2236, the method 2200 moves out of the congestion that is occurring. In step 2238, a 

determination is made as to whether the congestion window is greater than one half of the last 

congestion window (i.e., current congestion window > 0.5 * last congestion window). If the 

current congestion window is greater, the method 2200 moves to step 2240, where the 

congestion window is increased by the number of ACK bytes divided by the slowdown factor 

(i.e., congestion window = congestion window + (ACK bytes/slowdown factor). The method 

2200 then moves to step 2242. If the current congestion window is not greater as determined 

in step 2238, the method 2200 moves to step 2242.

[0178] In step 2242, a determination is made as to whether the ACK position (as 

represented by the ACK pointer in the receive buffer 110) is less than the ACK byte in the 

received packet. If the ACK position is less, the method 2200 moves to step 2244, where the 

segment at the current ACK pointer position is retrieved from the receive buffer 110. In step 

2246, a determination is made as to whether the number of tries for this segment is equal to 

one (i.e., number of tries = 1). If the number of tries is equal to one, the method 2200 moves 

to step 2248, where RTT is recomputed for this segment sent time. The method 2200 then 

moves to step 2250, which is also the step to which the method 2200 moves if the number of 

retries is not equal to one. In step 2250, the timer for this segment is unregistered and, in step
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2252, the position of the ACK pointer in the receive buffer 110 is moved to reflect the size of

this segment. The method 2200 then returns to step 2242.

[0179] If the ACK position is not less as determined in step 2242, the method 2200 

moves to step 2298 (Fig. 22E). In step 2298, the start pointer is moved to the lesser of the 

consume pointer and the ACK pointer positions. In step 2300, all segments that fall below 

the start position of the buffer are deleted. In step 2302, any waiting writers are signaled. In 

step 2304, a determination is made as to whether there is a flush waiting. If there is a flush 

waiting, the method 2200 moves to step 2306, where a determination is made as to whether 

the send buffer is empty. If the send buffer is empty, the method 2200 moves to step 2308, 

where the waiting flusher is signaled. The method 2200 then moves to 2254 (Fig. 22C) and 

following steps as previously described. The method 2200 also moves to step 2254 if there is 

not a flush waiting as determined in step 2304 or if the send buffer is not empty as 

determined in step 2306.

[0180] Referring again to Fig. 22A, the packet type may be identified as a Connect 

packet. With additional reference to Fig. 22F, identifying the packet as a Connect packet 

moves the method 2200 to step 2310. In step 2310, a determination is made as to whether the 

socket is in a connecting state. If the socket is not in the connecting state, the method 2200 

moves to step 2322, where the socket is released and the method returns. If the socket is in 

the connecting state, the method 2200 moves to step 2312, where the status is set as 

connected. In step 2314, a notification is sent to inform the application 114 of the status 

change. In step 2316, any waiting connecters are signaled. In step 2318, the remote window 

size is obtained from the received packet. In step 2320, the connect timer is unregistered. 

The method 2200 then moves to step 2322, where the socket is released and the method 

returns.

[0181] Referring again to Fig. 22A, the packet type may be identified as an Accept

packet. With additional reference to Fig. 22G, identifying the packet as an Accept packet

moves the method 2200 to step 2324. In step 2324, a determination is made as to whether the

socket is in an accepting state or is connected without receiving any bytes. If the socket is

not in the accepting state or connected without receiving any bytes, the method 2200 moves

to step 2336, where the socket is released and the method returns. If the socket is in the

accepting state or connected without receiving any bytes, the method 2200 moves to step

2326, where the status is set as connected. In step 2328, a notification is sent to inform the
43



WO 2013/012604 PCT/US2012/046026

5

10

15

20

25

30

application 114 of the status change. In step 2330, any waiting connecters are signaled. In

step 2332, the remote window size is obtained from the received packet. In step 2334, an

accept packet is sent with no data. The method 2200 then moves to step 2336, where the

socket is released and the method returns.

[0182] Referring again to Fig. 22A, the packet type may be identified as a packet that is 

not Data, Connect, Accept or Close. In the present example, this packet has no known type 

and the method 2200 moves to step 2218, where the socket is released and the method 

returns. It is understood that other handling processes may be implemented for packets of 

unrecognized types.

[0183] Step 2216 may also identify the packet as a Close packet. If so identified, the 

method 2200 moves to step 2220, where the socket is closed. In step 2222, the application 

114 is notified of the socket closure. In step 2224, any waiting readers, writers, connectors, 

and flushers are signaled that the socket is closed. The method 2200 then returns in step 

2226.

[0184] Referring to Fig. 23, one embodiment of a computer system 2300 is illustrated. 

The computer system 2300 is one possible example of a system component or computing 

device such as a communication device, a document server, an endpoint, and/or an access 

server. The computer system 2300 may include a controller (e.g., a central processing unit 

(“CPU”)) 2302, a memory unit 2304, an input/output (“I/O”) device 2306, and a network 

interface 2308. The components 2302, 2304, 2306, and 2308 are interconnected by a 

transport system (e.g., a bus) 2310. A power supply (PS) 2312 may provide power to 

components of the computer system 2300, such as the CPU 2302 and memory unit 2304. It 

is understood that the computer system 2300 may be differently configured and that each of 

the listed components may actually represent several different components. For example, the 

CPU 2302 may actually represent a multi-processor or a distributed processing system; the 

memory unit 2304 may include different levels of cache memory, main memory, hard disks, 

and remote storage locations; the I/O device 2306 may include monitors, keyboards, and the 

like; and the network interface 2308 may include one or more network cards providing one or 

more wired and/or wireless connections to the network 105 (Fig. 1). Therefore, a wide range 

of flexibility is anticipated in the configuration of the computer system 2300.
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[0185] The computer system 2300 may use any operating system (or multiple operating 

systems), including various versions of operating systems provided by Microsoft (such as 

WINDOWS), Apple (such as Mac OS X), UNIX, and LINUX, and may include operating 

systems specifically developed for handheld devices, personal computers, and servers 

depending on the use of the computer system 2300. The operating system, as well as other 

instructions, may be stored in the memory unit 2304 and executed by the processor 2302. For 

example, if the computer system 2300 is one of the communication devices 102 and 104, the 

memory unit 2304 may include instructions for performing some or all of the message 

sequences and methods described with respect to Figs. 4-22G.

[0186] Accordingly, in one embodiment, a method for streaming data using a virtual bi

directional data stream between a first communication device and a second communication 

device comprises: creating, by the first device, a streaming data packet DI; inserting, by the 

first device, the data segment and DI into a payload section of a connection-less transport 

layer packet, wherein at least one of DI and the transport layer packet includes a send field 

identifying a starting location in the data stream of a data segment to be sent with DI, an 

acknowledgement (ACK) field identifying a location in the data stream up to which all data 

has been received by the first device, a unique identifier (UID) identifying a connection used 

by the first device for the data stream, a window field identifying an amount of space 

available in a receive buffer of the first device, a packet type field, a pad field identifying an 

amount of padding used to ensure DI has a predefined length, a network address of the first 

device, a network address of the second device, and a length of the transport layer packet; 

sending, by the first device, the transport layer packet to the second device; obtaining, by the 

first device, a current round trip time (RTT) that is based on first and second RTTs of packets 

previously sent from the first device to the second device and a configurable RTT variation 

factor; obtaining, by the first device, a current RTT variance that is based on a previous RTT 

variance, the first and second RTTs, and a configurable RTT variance variation factor; 

calculating, by the first device, a timeout for DI based on the current RTT and the current 

RTT variance; and resending, by the first device, DI if the timeout does not exceed a 

predefined timeout limit and if an ACK for DI has not been received from the second device. 

The method may further comprise calculating, by the first device, the current RTT as the 

RTT for a streaming data packet D2 previously sent from the first device to the second device 

as RTT += (CurrRTT - OldRTT) * 1/M, wherein CurrRTT represents the first RTT of a 

streaming data packet D3 that was sent prior to D2 from the first device to the second device, 
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OldRTT represents the second RTT of a streaming data packet D4 that was sent prior to D3 

from the first device to the second device, and M represents a configurable RTT variation 

factor. The method may further comprise calculating, by the first device, the current RTT 

variance (RTTvar) as the RTTvar that was calculated for D2 as RTTvar += (CurrRTTVar - 

Abs(CurrRTT - OldRTT)) * 1/N, wherein CurrRTTVar represents an RTTvar of D3 and is 

the previous RTT variance, and N represents a configurable RTT variance variation factor. 

The timeout for DI may be calculated as timeout = RTT * X + RTTvar * Y, wherein X is a 

multiple of the RTT of D2 and Y is a timeout variance based on a percentage of streaming 

data packet RTTs. The method may further comprise, if the timeout does not exceed the 

predefined timeout limit and if the ACK for DI has not been received from the second 

device, calculating, by the first device, a new timeout for DI based on a new RTT and the 

current RTT variance, wherein the new RTT is obtained by increasing the current RTT by a 

defined time backoff factor. The method may further comprise receiving, by the first device, 

an ACK from the second device acknowledging receipt of DI by the second device prior to 

resending the transport layer packet by the first device, wherein receipt of the ACK stops the 

first device from resending the transport layer packet. The method may further comprise 

determining, by the first device, whether the segment has been retransmitted if the ACK has 

been received from the second device; and calculating a new RTT and a new RTTVar based 

on DI if the segment has not been retransmitted. Calculating the new RTT and new RTTVar 

based on DI may include calculating the new RTT as RTT += (CurrRTT - OldRTT) * 1/M, 

wherein CurrRTT represents the RTT of D2 and OldRTT represents the RTT of D3; and 

calculating the new RTTvar as RTTvar += (CurrRTTVar - Abs(CurrRTT - OldRTT)) * 1/N, 

wherein CurrRTTVar represents the RTTvar of D2. The method may further comprise 

receiving, by the first device, a streaming data packet D2 from the second device; and 

inserting, by the first device, an ACK into the ACK field of DI, wherein the ACK 

acknowledges receipt of D2. The method may further comprise initiating, by the first device, 

the connection with the second device; establishing, by the first device, the connection for the 

data stream with the second device; and obtaining, by the first device, a remote window size 

of the second device during the establishment of the connection, wherein the remote window 

size identifies an amount of available space on the second device for the data stream. The 

method may further comprise receiving, by the first device, a request for the connection from 

the second device; and sending, by the first device, a window size of the first device to the 

second device during the establishment of the connection, wherein the window size identifies

46



WO 2013/012604 PCT/US2012/046026

5

10

15

20

25

30

an amount of available space on the first device for the data stream. The method may further 

comprise inserting an updated window size into the window field of DI. The first and second 

devices may be peer-to-peer devices that communicate directly with each other and the 

method may further include establishing, by the first device, a peer-to-peer session for the 

connection with the second device. Signaling between the first and second devices may be 

Session Initiation Protocol (SIP) compliant signaling. The transport layer packet may be a 

User Datagram Protocol (UDP) packet.

[0187] In another embodiment, a method for streaming data using a virtual bi-directional 

data stream between a first device and a second device comprises: establishing, by the first 

device, a virtual bi-directional data stream connection with the second device; receiving, by 

the first device, a streaming data packet DI from the second device; creating, by the first 

device, a streaming data packet D2 for a segment to be sent from the first device to the 

second device via the connection, wherein D2 has a send field identifying a location of the 

data segment in the data stream, an acknowledgement (ACK) field for DI, a unique identifier 

identifying the connection used by the first device for the data stream, a packet type field, and 

a window value identifying an amount of space available in a receive buffer of the first 

device; creating, by the first device, a connection-less transport layer packet containing an IP 

address of the first device, an IP address of the second device, a length of the transport layer 

packet, the segment, and D2; sending, by the first device, the transport layer packet to the 

second device; calculating, by the first device, a timeout for D2 based on a round trip time 

(RTT) and an RTT variance, wherein the RTT and the RTT variance are based on streaming 

data packets D3 and D4 previously sent from the first device to the second device; and 

resending, by the first device, D2 if the timeout does not exceed a predefined timeout limit 

and if an ACK for D2 has not been received from the second device. The method may 

further comprise calculating, by the first device, a new RTT as RTT += (CurrRTT - OldRTT) 

* 1/M, wherein CurrRTT represents the RTT of D3, OldRTT represents the RTT of D4, and 

M represents a configurable RTT variation factor. The method may further comprise 

calculating, by the first device, a new RTT variance (RTTvar) as RTTvar += (CurrRTTVar - 

Abs(CurrRTT - OldRTT)) * 1/N, wherein CurrRTTVar represents the RTT variance of D3, 

and N represents a configurable RTT variance variation factor. Receiving, by the first 

device, DI from the second device may include receiving, by the first device, a connection

less transport layer packet associated with the data stream from the second device; and 

extracting, by the first device, DI and a segment of the data stream from the transport layer 
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packet. The method may further comprise obtaining from DI, by the first device, a send field 

value identifying a starting location in the data stream of the segment sent with DI, an ACK 

field value identifying a location in the data stream up to which all data has been received by 

the second device, a UID identifying a connection used by the second device for the data 

stream, a window field value identifying an amount of space available in a receive buffer of 

the second device, and a packet type field value. The method may further comprise updating, 

by the first device, a remote window value based on the window field value of DI. The 

method may further comprise updating, by the first device, a sent pointer in a send buffer of 

the first device based on the ACK field value of D1. The virtual bi-directional data stream 

connection may be initiated by either of the first or second devices. Establishing, by the first 

device, the virtual bi-directional data stream connection with the second device may include 

establishing a peer-to-peer session between the first and second devices, wherein signaling 

and data are communicated directly between the first and second devices.

[0188] In yet another embodiment, a communication device comprises a network 

interface configured to send and receive communications via at least one of a wireless and a 

wireline network; a controller coupled to the network interface; and a memory coupled to the 

controller, the memory having a plurality of instructions stored thereon for execution by the 

controller, the instructions including instructions for: establishing, by the first device, a 

virtual bi-directional connection with a second communication device; receiving, by the first 

device, a streaming data packet DI from the second device; creating, by the first device, a 

streaming data packet D2 for a segment to be sent from the first device to the second device 

via the connection, wherein D2 has a send field identifying a starting location of the data 

segment in the data stream, an acknowledgement (ACK) field for DI, a unique identifier 

identifying the connection used by the first device for the data stream, a packet type, and a 

window value identifying an amount of space available in a receive buffer of the first device; 

creating, by the first device, a connection-less transport layer packet containing an IP address 

of the first device, an IP address of the second device, a length of the transport layer packet, 

the segment, and DI; sending, by the first device, the transport layer packet to the second 

device; calculating, by the first device, a timeout for D2 based on a round trip time (RTT) and 

an RTT variance, wherein the RTT and the RTT variance are based on streaming data packets 

D3 and D4 previously sent from the first device to the second device; and resending, by the 

first device, DI if the timeout does not exceed a predefined timeout limit and if an ACK for 

DI has not been received from the second device. The instructions may further include 
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instructions for establishing, by the first device, a peer-to-peer session for the connection with

the second device. Signaling between the first and second devices may be Session Initiation

Protocol (SIP) compliant signaling. The transport layer packet may be a User Datagram

Protocol (UDP) packet.

5 [0189] While the preceding description shows and describes one or more embodiments, it

will be understood by those skilled in the art that various changes in form and detail may be 

made therein without departing from the spirit and scope of the present disclosure. For 

example, various steps illustrated within a particular sequence diagram or flow chart may be 

combined or further divided. In addition, steps described in one diagram or flow chart may

10 be incorporated into another diagram or flow chart. Furthermore, the described functionality 

may be provided by hardware and/or software, and may be distributed or combined into a 

single platform. Additionally, functionality described in a particular example may be 

achieved in a manner different than that illustrated, but is still encompassed within the 

present disclosure. Therefore, the claims should be interpreted in a broad manner, consistent

15 with the present disclosure.
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WHAT IS CLAIMED IS:

1. A method for streaming data using a virtual bi-directional data stream between 

a first communication device and a second communication device comprising:

creating, by the first device, a streaming data packet DI;

inserting, by the first device, the data segment and DI into a payload section of a 

connection-less transport layer packet, wherein at least one of DI and the transport layer 

packet includes a send field identifying a starting location in the data stream of a data 

segment to be sent with DI, an acknowledgement (ACK) field identifying a location in the 

data stream up to which all data has been received by the first device, a unique identifier 

(UID) identifying a connection used by the first device for the data stream, a window field 

identifying an amount of space available in a receive buffer of the first device, a packet type 

field, a pad field identifying an amount of padding used to ensure DI has a predefined length, 

a network address of the first device, a network address of the second device, and a length of 

the transport layer packet;

sending, by the first device, the transport layer packet to the second device; 

obtaining, by the first device, a current round trip time (RTT) that is based on first and

second RTTs of packets previously sent from the first device to the second device and a 

configurable RTT variation factor;

obtaining, by the first device, a current RTT variance that is based on a previous RTT 

variance, the first and second RTTs, and a configurable RTT variance variation factor;

calculating, by the first device, a timeout for DI based on the current RTT and the 

current RTT variance; and

resending, by the first device, DI if the timeout does not exceed a predefined timeout 

limit and if an ACK for DI has not been received from the second device.

2. The method of claim 1 further comprising calculating, by the first device, the 

current RTT as the RTT for a streaming data packet D2 previously sent from the first device 

to the second device as RTT += (CurrRTT - OldRTT) * 1/M, wherein CurrRTT represents 

the first RTT of a streaming data packet D3 that was sent prior to D2 from the first device to 

the second device, OldRTT represents the second RTT of a streaming data packet D4 that 

was sent prior to D3 from the first device to the second device, and M represents a 

configurable RTT variation factor.
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3. The method of claim 2 further comprising calculating, by the first device, the 

current RTT variance (RTTvar) as the RTTvar that was calculated for D2 as RTTvar += 

(CurrRTTVar - Abs(CurrRTT - OldRTT)) * 1/N, wherein CurrRTTVar represents an 

RTTvar of D3 and is the previous RTT variance, and N represents a configurable RTT 

variance variation factor.

4. The method of claim 3 wherein calculating, by the first device, the timeout for 

DI as timeout = RTT * X + RTTvar * Y, wherein X is a multiple of the RTT of D2 and Y is 

a timeout variance based on a percentage of streaming data packet RTTs.

5. The method of claim 1 further comprising, if the timeout does not exceed the 

predefined timeout limit and if the ACK for DI has not been received from the second 

device, calculating, by the first device, a new timeout for DI based on a new RTT and the 

current RTT variance, wherein the new RTT is obtained by increasing the current RTT by a 

defined time backoff factor.

6. The method of claim 1 further comprising receiving, by the first device, an 

ACK from the second device acknowledging receipt of D1 by the second device prior to 

resending the transport layer packet by the first device, wherein receipt of the ACK stops the 

first device from resending the transport layer packet.

7. The method of claim 6 further comprising:

determining, by the first device, whether the segment has been retransmitted if the 

ACK has been received from the second device; and

calculating a new RTT and a new RTTVar based on DI if the segment has not been 

retransmitted.

8. The method of claim 7 wherein calculating the new RTT and new RTTVar 

based on DI includes:

calculating the new RTT as RTT += (CurrRTT - OldRTT) * 1/M, wherein CurrRTT 

represents the RTT of D2 and OldRTT represents the RTT of D3; and
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calculating the new RTTvar as RTTvar += (CurrRTTVar - Abs(CurrRTT - OldRTT))

* 1/N, wherein CurrRTTVar represents the RTTvar of D2.

9. The method of claim 1 further comprising:

receiving, by the first device, a streaming data packet D2 from the second device; and 

inserting, by the first device, an ACK into the ACK field of DI, wherein the ACK

acknowledges receipt of D2.

10. The method of claim 1 further comprising:

initiating, by the first device, the connection with the second device;

establishing, by the first device, the connection for the data stream with the second

device; and

obtaining, by the first device, a remote window size of the second device during the 

establishment of the connection, wherein the remote window size identifies an amount of 

available space on the second device for the data stream.

11. The method of claim 1 further comprising:

receiving, by the first device, a request for the connection from the second device; and 

sending, by the first device, a window size of the first device to the second device 

during the establishment of the connection, wherein the window size identifies an amount of

available space on the first device for the data stream.

12. The method of claim 11 further comprising inserting an updated window size 

into the window field of DI.

13. The method of claim 1 wherein the first and second devices are peer-to-peer 

devices that communicate directly with each other and wherein the method further includes 

establishing, by the first device, a peer-to-peer session for the connection with the second 

device.

14. The method of claim 13 wherein signaling between the first and second 

devices is Session Initiation Protocol (SIP) compliant signaling.

52



WO 2013/012604 PCT/US2012/046026

15. The method of claim 14 wherein the transport layer packet is a User Datagram 

Protocol (UDP) packet.

16. The method of claim 1 wherein creating, by the first device, the streaming data 

5 packet DI includes creating DI with the send field, the ACK field, the UID, the window

field, the packet type field, and the pad field, and wherein the network address of the first 

device, the network address of the second device, and the length of the transport layer packet 

are contained in the transport layer packet and not DI.
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