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FIRMWARE OUTPUTTED KEYBOARD CODE TO ENTER OPERATING
SYSTEM STATE

BACKGROUND
[0001]  Computer firmware siores data that is often used to boot a computer

system and launch an operating system.

10002} Firmware may signal problems o the user during a power-on self-test
(POST) sequence. The POST may display an error message to the user or
sound a beep. However, when a problem occurs while the operating sysiem is
running, the user may not be made aware of the problem until the next time the

computer system is rebooted and the POST or similar sequence is performed.

BRIEF DESCRIPTION OF THE DRAWINGS

00031 FIG. 1 is a block diagram of an example computer sysiem.
00041 FIG. 2 is a table of example keyboard codes.
[0005] FIG. 3 is a table of other example keyboard codes.

00061 FIG. 4 is a flowchart of an example method of using firmware to

display a human-perceptible message while an operating system is running.
00071 FIG. 5 is a block diagram of another exampie computer system.
00081 FIG. 8 is an example representation of framebuffer data.

(0009 FIG. 7 is a flowchart of an example method of using firmware to
display a human-perceptible message with confirmation of operating system

state.
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(00103 FIG. 8 is a flowchart of another example method of using firmware to
display a human-perceptible message with confirmation of operating system

state.
(0011} FIG. 9 is a block diagram of an example keyboard subsystem.

(00123 FIG. 10 is a diagram of an example user interface of a lock screen

and a human-perceptible message.

DETAILED DESCRIPTION

(00131 A computer may be affected by error, malware, or other undesirable
state, such as an indication of a low battery or excessive central processing unit
(CPU} temperature. The firmware may output a keyboard code that triggers the
operating system to enter a state with knowable or identifiable display
parameters, such as a lock screen, so that the firmware may reliably output an
alert message to the user. This may allow the user 1o be warned of the problem
at runtime, regardiess of unpredictable activity that the user may be performing

with the operating system, display device, or any applications.

[0014]  An example computer system 10 is shown in FIG. 1. The computer
system 10 may include a processor 12, firmware 14, random-access memory
{(RAM) 16, a display device 18, a keyboard 20, and high-capacity storage 22.

[0015]  The processor 12 may include a CPU, a microcontroller, a
microprocessor, a processing core, a field-programmabie gate array (FPGA), or
similar. The processor 12 may execuie instructions stored in the firmware 14,
RAM 16, and high-capacity storage 22.

[0016]  The firmware 14 is coupled o the processor 12 and may include a
non-transitory machine-readable storage medium that may be any slectronic,
magnetic, optical, or other physical storage device that siores executable

instructions. The firmware 14 may include, for example, eleclrically-erasabie

programmable read-only memory (EEPROM), flash memory, or similar.
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[G0177 The RAM 16 is coupled to the processor 12 and may include any
glectronic, magnetic, optical, or other physical storage device that stores
executable instructions. The RAM 16 may include, for example, static RAM,

dynamic RAM, or similar.

[0018]  The display device 18 may inciude a graphics controller, graphics

processor, graphics memeory, a monitor, a touchscreen, or similar.

(00121 The keyboard 20 may include a keyboard with mechanically actuated

keys, a touchscreen, or similar.

[G0201  The high-capacity storage 22 is coupled to the processor 12 and may
include a non-transitory machine-readable storage medium that may be any
glectronic, magnetic, optlical, or other physical storage davice that stores
executable instructions. The high-capacity storage 22 may include, for example,
a hard disk drive, an optical disc drive, a solid-state drive, flash memory, or

similar.

(00211  The high-capacity storage 22 may store an operating system 30 that
is executable by the processor 12 {o provide general functionality to the
computer system 10, including functionality to support applications. Exampiles of
operating systems include Windows™, macOS™ i05™  Android™  Linux™
and Unix™ . The high-capacity storage 22 may further store applications 32 that
are execufable by the processor 12 to provide specific functionality to the

computer system 10.

(00227 The firmware 14 may store a set of instructions 40 and data 42 1
provide boot and runtime services {o the operating system 30. The instructions
40 may be executable by the processor 12. The firmware 14 may be a Basic
input/Cutput System (BIOS), Unified Extensible Firmware Interface (UEFDH

firmware, or similar.

100231  The operating system 30 may be responsive 1o a keyboard code {o
enter a predetermined state, such as a lock screen or other operating system

specific screen that is triggerable via the kevboard and brings the display to a
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quiescent state suitable for alert presentation. The predetemmined state may
attract the altention of the user, who may be using the operating system 30 or
one or more of the applications 32. The predeiermined state may limit the
functionality provided by the operating system 30. For example, a iock screen
may display information, such as date, time, a background image, and similar,
while omitting other displayable components of the operating sysiem 30 and the
applications 32. Such a lock screen may also limit actions that can be performed

by the user. The predetermined state may be any other quiescent state.

100241 The predetermined state may require the user to authenticate
themselves in order {0 return the operating system 30 {0 a normal operating
state. For example, a lock screen may require the user {o authenticate
themselves to return the display {0 a desktop graphical user interface (GUI) and
to gain access to the normal operating functionality of the operating system 30
and the applications 32. Authentication may include the user providing
credentials, such as a username, a password, a fingerprint scan, a facial

recognition scan, and similar.

10025} In the Windows™ gperating system, a keyboard code to trigger a lock
screen may result from the user pressing the Windows logo key and the L key
on the keyboard 20 at the same time. This combination of key presses may be
termed "“Windows + L7 and may require that the Windows logo key be held down
as the L key is pressed. A Windows logo key may be referred to as a GUl key,

particularly when other operating systems are used.

(00281  Ancther example keyboard code that may trigger a predetermined
state in the operating system is Control-Alt-Delete, which may be invoked by

pressing the Delete key while holding both the Control and Alf keys.

100271 Keyboard codes may be referred 1o as scan codes or scancodes in
some operating systems, such as the Windows™ operating system. in other
operating systems, keyboard codes may be referred to by other terminocliogy.
Keyboard codes may depend on the type of keyboard. For example, a PS/2

keyboard may use 3 set of keyboard codes different from a set of keyboard
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codes used by a Universal Serial Bus (USEB) keyboard. In addition, different
keyboard codes may be generated when pressing and releasing the same

physical key.

[0028] A keyboard code may be generated by the keyboard 20 and provided
by the processor 12 to the RAM 16 for consumption by the operating system 30.
The keyboard code may be communicated from the keyboard 20 to the
processor 12 through execution of the firmware 14 and through a keyboard
microcontrolier or similar. A keyboard code may be transiaied into another
format, any number of times, prior to being provided {o the operating system 30.
For example, the keyboard 20 may generate a keyboard code according to a
first format and provide the keyboard code to the firmware 14, which translates

the keyboard code into another format for use by the operating system 30.

[0029]  FIG. 2 shows example keyboard codes 50 according to a FS/2 Set 1
(1BM PC XT) format. FIG. 2 shows example keyboard codes 52 according to a
USB format. The values shown are in hexadecimal. Keyboards codes may differ
for the same logical key when more than one physical key serves the same
function. For example, a keyboard may have two Windows logo keys, one on
the lefi side and another on the right side. A keyboard code 50, 52 may be a
plurality of sequential keyboard codes such as combinations of a left Windows
logo key code 54, a right Windows iogo key code 58, and an L key code §8. The
keyboard codes 50, 52 are examples of keyboard codes that may cause the

operating system 30 o entered the predetermined state, such as a lock screen.

[0030] Referring back to FIG. 1, the set of instructions 40 in the firmware 14
may include instructions to monitor for a non-conforming state of the computer
system 10 and to oufput a kevboard code, such as a keyboard code 50, 52
shown in FiG. 2, to the operating system 30, upon detecting the non-conforming
state. The non-conforming state may be identified in the instructions 40. A
representation of the non-conforming state may be stored as data 42 in the
firmware 14. The particular keyboard code to be cutputted may also be stored

as data 42 in the firmware 14.
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(G031} Exampies of non-conforming state include an error, a malware
signature, a battery level, a CPU temperature, and similar. Errors and malware
may occur in the firmware 14, in RAM 18, or eisewhere in the computer system
10. With regard to error or malware, the non-conforming siate may be
represented by a checksum of the instructions 40 and data 42, a cryptographic
hash of the instructions 40 and data 42, or similar. The instructions 40 may
compute the checksum, hash, or similar and compare such against a value
stored as data 42. If the computed value does not match the stored value, then
the instructions 40 may cutput the keyboard code 1o the operating system 30 (o
initiate the predetermined state, such as a lock screen, in the operating system

20

[0032]  With regard to battery level, CPU temperature, and similar, the non-
conforming state may be represented by a value stored in data 42. For example,
a minimum ailowable batiery level may be stored as data 42. The instructions
40 may measure actual battery level and may compare the measured battery
level 1o the minimum allowable baltery. If the measured value does not maich
the stored value, then the instructions 40 may ouiput the keyboard code {0 the
operating system 30 to initiate the predetermined state, such as a lock screen,

in the operating system 30.

(0033} Non-conforming state may be used to alert the user of a problem with
the firmware, a problem with the computer system, or any other information that
should be quickly brought {o the atiention of the user at runtime. Non-
conforming state may define an alert condition to alert the user of a problem, a

potential problem, or other urgent information.

[0034] The predetermined state is a state that may be knowable or
identifiable to the firmware 14 and that may atiract the attention of the user. For
example, a lock screen may interrupt the activity of the user, whether the useris
playing a game, working on a document, or performing a similar activity with the
computer system 10. The lock screen may alsc operate under ong or more

display parameters that the firmware 14 may be able o identify in order to
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reliably output a human-perceptible message to the user. That is, the computer
system 10 may have any kind and guantity of display devices 18 with various
capabilities, which may not be known or readily identifiable fo the firmware 14
For example, the firmware 14 may store display parameters as data 42. The
firmware 14 may store a plurality of display parameters as data 42 that is
correlated to a plurality of different kinds of display devices 18 that may be
installed. In addition, for a given display device 18, a wide variety of display
parameters may be available to and changeable by the operating system 30
and applications 32. As such, the predetermined state may provide a limited set
of display parameters that, if not stored by the firmware 14, may be indefinable

by the firmware 14,

[0035] Examples of display parameters include framebuffer base address,
resolution, scan line length, and color depth. Obtaining several or all of these

parameters may be required {o reliably output a human-perceptible message.

[G038]  The set of instructions 40 in the firmware 14 may include instructions
to output a human-perceptible message for display at the display device 18 after
outputting the keyboard code to trigger the predstermined state, such as a lock
screen, in the operating system 30. The human-percepiibie message may be an
alert, warning, or similar message that indicates 1o the user the non-conforming
state of the computer system 10. For example, the human-perceptible message
may include an error message, such as “An error has been defected in the
system.” In another example, the human-perceptible message may include a
value determined by the firmware 14, such as "Your system’s battery level is

below 1%."

(00371  The non-conforming state can therefore be brought o the attention of
the user during runtime, irrespective of what the user may happen o be doing
with the computer system 10 and irrespective of current display parameters of
the display device 18. A POST seguence is not required {o inform the user of g

problem in the firmware 14.



WO 2018/194667 PCT/US2017/028896

00383 FIG. 4 shows a flowchart of an example method of using firmware {o
display a human-perceptible message while an operating system is running.

The method may be realized with the set of instructions 40, for example.

00391 A state of 3 computer system may be monitored, at block 60, during
operation of an operating system of the computer system. State may be
monitored by detecting an error in the computer system, such as in the
firmware, comparing a value measured by the firmware o a value stored by the
firmware, or sirmilar. During block 80, the user's attention may be directed to the
operating system or an application run by the operating system and display

parameters may be unknown or unidentifiable by the firmware.

100407 Monitored state may be compared to an alert condition, at block 62.
An alert condition may include an error in the computer system, an error in the

firmware, a measured value that fails to conform to a stored value, or similar.

(00411 Upon detecting the alert condition, the firmware may output a
keyboard code, at block 64. The keyboard code may be selected to cause the
operating system to enier a predetermined state, such as a state that has one or
more display parameters that are stored or identifiable by the firmware.
Switching to the predetermined state may also atiract the user's attention. A
lock screen is an example of such a predetermined state. The predetermined

state may temporarily restrict activities that may be performed by the user.

[0042]  Stored display parameters may result from, for example, the firmware
being programmed with information about a display device. That is, the firmware
may store display parameters as data. For example, in a laptop computer, the
firmware may be provided with information about the graphics controlier, screen,
and similar. For a mode! run of laptop computers there may be several options
for display devices, such as graphics conirolier, screens, and the like. As such,
the firmware may store a piurality of display parameters as data correlated to a
pilurality of display devices that may be installed. Display parameters may then

be looked up by the firmware depending on the actual display devices installed.
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(G043} identifiable display parameters may be those that, for example, can
ke discerned from analyzing display dats, such as data in a framebuffer
associated with the display device. A deskiop computer, for example, may have
a graphics card that is replaced from time {0 time, and display parameters of the

graphics card may be identifiable by analyzing data in the framebuffer.

004417  After cutputling the keyboard code, the firmware may output a
human-perceptible message for display at a display device, at block 66. The
human-perceptible message may include information for the user as to the
reason that the message is being display. For example, the human-perceptible
message may indicate the alert condition. As the firmware may now consider
the operating sysiem to be in the predetermined state, the firmware may know
or be able to identify one or more display parameters for reliably displaying the

human-perceptible message.

[0045]  Another example computer system 80 is shown in FIG. 5. The
computer system 80 may include a processor 12, firmware 14, RAM 16, a
display device 18, and high-capacity storage 22 for storing an operating system
30 and applications 32, as described elsewhere hergin. The RAM 16 and

display device 18 may be coupled to the processor 12.

[0048]  The computer system 80 may include an input/output chipset 82
coupled to the processor 12 for managing data flow to and from the processor
12. The chipset 82 may include a northbridge, southbridge, or similar. The high-
capacity storage 22 and firmware 14 may be coupled to the processor 12
through the chipset 82.

[G0471  The computer system 80 may include a network interface 84, a bus
86, a peripheral controller 88, and a USB controller 90, which may be coupled o
the processor 12 via the chipset 82. The networld interface 84 may include an
Ethemet interface, a wireless interface, or similar. The bus 86 may provide
connections to components that may be used to add funclionality to the
computer system 80. The bus 88 may be a Peripheral Component interconnect

Express (PCle) bus or similar,
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[G048]  The peripheral controlier 88 is to control peripheral devices such as a
keyboard, mouse, and similar. The peripheral controller 88 may include an
embedded controller, a Super /O controller, or similar. The peripheral devices
connected to the peripheral controiler 88 may be, for example, a PS/2 keyboard,

a P3/2 mouse, and similar.

[0049]  The USE controller 90 is to control peripheral devices, such as a

keyboard, mouse, and similar, which operate according o a USBE protocol.

[0050]  The computer system 80 may include a framebuffer 92 for storing
images for display at the display device 18. The framebuffer 92 is to store pixel
color values. The framebuffer 92 may be a portion of the RAM 16, may be

memory of the display device 18, or similar.

(00511  The firmware 14 may store a set of instructions 100 and data 102 to
provide boot and runtime services {o the operating sysiem 30. The instructions
100 may be executable by the processor 12. The firmware 14 may be a BIOS,

UEFI firmware, or similar,

[0052]  The firmware 14 may store state conformance daia 104, a keyboard
code 106, and display data 108.

[0053]  Stiate conformance data 104 may include error detection information,
one or more values for comparing to measured values, or similar. Error
detection information may include a checksum, hash, or similar that may be
precomputed based on a conforming state of the firmware 14. During operation
of the firmware 14, the instructions 100 may compute the error detection
information and test such against what is stored o determine wheather the
firmware 14 contains an error. Stored values may be used o compare 1o
measured values, such as CPU temperature, battery level, or similar. If the
firnware state does not maich the state conformance data 104, then a non-

conforming state may be determined.

[0054]  The keyboard code 106 may be a keyboard code that the set of

instructions 100 outputs to trigger the operating system 30 {o enitera
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predetermined state, such as a lock screen, as described slsewhere herein.

Examples of keyboard codes 50, 52 are shown in FIGs. 2 and 3.

[0055]  The display data 108 may define a human-perceptible message that
the set of instructions 100 causes o be displayed at the display device 18. The
display data 108 may define a graphical element, a textual element, a variable
element, a human-interface element, and similar. Example graphical elements
includes a window, a frame, and the like. Example textual elements include
message text, such as “A firmware error has occurred.” Exampile variable
elements include variables for values, such as battery level, CPU temperature,
and similar. Example human-interface elements include instructions or buitons
to dismiss the human-perceptible message. An example human-perceptible

message is shown in FIG. 10

[0056]  The set of instructions 100 may output the human-perceptibie
message as defined by the display data 108 to the framebuffer 82. This may be
realized by using a System Management Mode (SMM), if the computer sysiem
is of an x86 or similar architecture, or by using a similar high-privilege mode. For
example, the instructions 100 may trigger a System Management Interrupt
(SMI) to enter the SMM when the non-conforming state of the computer system

80 is detected and then may ouiput the display data 108 to the framebufier 92.

(00577  The instructions 100 may identify one or more dispiay parameters in
order to reliably display the human-perceptible message. The instructions 100
may analyze data in the framebuffer 92 o delermine resolution, scan line
length, and color depth. The insiructions 100 may then apply one or more
identified display parameters when outputling display data 108 to write display
data 108 to a proper location in the framebuffer 82, Oulputting display data 108
may include selecting specific display data 108 from a seti of display data,
according to the determined display parameters. That is, a plurality of human-
perceptible messages may be preconfigured for different display parameters,
and the instructions may select a human-perceptible message based on

identified display parameters. Qutputting display data 108 may include
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modifying display data 108 {o accord {o identified display parameters. This may

ke achieved by performing scaling, color filtering, and similar.

10058} Display parameters 110 may be siored as data 102 in the firmware
14. Display parameters 110 may be stored as correlated to various display
devices, such as graphics controllers and screens, that may be installed at the
computer system 80. The instructions 100 may identify a connecied display
device and use display device identifier to look up one or more suilable display

parameter.

(00581 FIG. 6 shows an example representation of framebuffer content. The
framebuffer 82 may be larger than actual image data 120 stored if, for example,
the resolution of the image data 120 is lower than the size of the framebuffer 82.
In other words, the framebuffer 82 may contain an off-screen region. As such,
the instructions 100 may include edge detection instructions to detect an edge
122, 124 of the image data 120 and to infer from the edge 122, 124 & display
parameter, such as resolution, of the image data 120. The instructions 100 may
reference expected aspect ratios, such as 4.3, 16:9, 16:10, and similar, which

may make the edge detection process more gfficient.

10080} For example, if the instructions 100 determine that a resclution is
1920 by 1080 pixels. Accordingly, the instructions 100 may write display daia
108 at a location in the framebuffer 92 that corresponds 1o a window that filis
horizontal pixels 760 to 1160 and vertical pixels 440 to 640. In another example,
the instructions 100 may determine that a color depth is 24 bits. Accordingly, the
instructions may write display data 108 to the framebuffer 92 according to a 24-
bit format. This may ensure that the human-perceptible message is culputied in

a way that is visible to the user.

(00811  The instructions 100 may output the human-perceptible message
without first confirming that the predetermined state of the operating system 30
has been entered. That is, afier the instructions 100 generate the keyboard
code, it may be assumed that the predetermined state has been entered. In

some examples, the instructions 100 may wait for a time 1o elapse o confirm



WO 2018/194667 PCT/US2017/028896
13

that the predetermined state has been entered. Examples times include 100

milliseconds, 500 milliseconds, 1 second, and similar.

10062} in other examples, the instructions 100 may analyze data in the
framebuffer 92 o confirm that the predetermined siate has actually been
entered. This may be achieved by detecting a change in a display parameter or
by testing for predetermined content, such as a predetermined image or color.
The SMM and an SMI may be used to obtain data from the framebuffer 92 for

this purpose.

(G063} Regarding detecting a change in a display parameter, the instructions
100 may determine one or more display paramelers, as discussed elsewhers
herein, reqularly, periodically, or at different times. If a display parameter
changes within a time of the instructions 100 outpuiting the keyboard code, then
the instructions 100 may take the change of display parameter as confirmation
that the operating system 30 has entered the predetermined state, such as the
lock screen. The specific time may be selected with reference to expected
behavior of the computer system. For exampie, if the resciution changes within
50 milliseconds of the instructions 100 culputting the keyboard code, then the
instructions 100 may take this as confirmation that the human-perceptibie

message may now be reliably displayed.

[0064] Regarding testing for predetermined content, the instructions 100 may
search the framebuffer 92 for one or more predeterminad images that may be
stored in the firmware 14 as reference images in data 102. A predetermined
image may be associated with a location where it is expected to be displaved,
50 that the instructions 100 may only need to search a portion of the framebuffer
92. If a predetermined image is found in the framebuffer 92, the instructions 100
may take that io be confirmation that the operating system 30 has entered the
predetermined state, such as the lock screen. Exampies of predetermined
content includes, numbers, letters, icons, symbols, blocks of pixels of particular
color, and similar. For example, a lock screen may display a currentiime at a

predetermined location, as shown in FIG. 10. As such, predetermined images
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may include image of the numbers 0~ 9, a colon, and the letters A, P, and M,
for exampie. Detection of a number of these images may confirm that the lock
screen is being displayed. In another exampile, a lock screen may display a
particular region as a particular color. As such, predetermined content may
include one or more pixels of that color to be used to confinm that the lock

screen is being displayed.

[0065] FiG. 7 shows an example method of using firmware {o display a
human-perceptible message with confirmation of an operating system state. The

method may be realized with the set of instructions 100, for example.

100681 A state of a computer system may be monitored, at block 80, during
runtime of the operating system. Monitored state may be compared to siate

conformance data, at block 62. Upon detecting an alert condition, the firmware
may output a keyboard code, at block 64, Further discussion elsewhere herein

conceming blocks 80 — 64 may be referenced.

[0067]  After the keyboard code has been outputied, the state of the
operating system may be confirmed, at block 130. Confirming operating system
state may include analyzing framebuffer data for information indicative of a
predetermined expected state. Such data may include an image, pixel color, an
edge between on-screen and off-screen data, and similar. A change in a display
parameter, which may be discernable from a framebuffer, may indicate that the
operating system has entered the expected state. Confirming operating system
state may include waiting a time. The expectad operating system state may be
an alert presentation state in which an alert may be reliable presented by the
firmware. This may be a stale having one or more display parameters that are

knowable or identifiable by the firmware.

[0068]  An SMi that triggers the SMM may be used to obtain data from the
framebuffer, at block 130. An SMi may be repeatedly or periodically triggered io
obtain data from the framebuffer to confirm the operating system has entered

the expected state.
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(G069} if it is determined that the operating system has not entered the
expected state, at block 132, then an exception process may be performed, at
block 134. The exception process may include returning to a previous biock of
the method, such as block 80, o perform the method a number of times. The
exception process may include returning to block 64 o ocutput a different
keyboard code, in case the operating system may have failed to recognize the

previously outputied keyboard code. The exception process may log an error.

[G0701  Aloop between block 134 and block 130, via block 132, may
represent the firmware continually monitoring the operating system for the
expected state. This may be realized by triggering an SMi that initiates the
SMM, at block 130, to obtain and analyze data from the framebuffer. An SMi
may be retriggerad at each instance of determining the operating system state,
that is, at sach execution of block 130. A timeout or loop counter may be used
to siop monitoring the operating system for the expecied state {0 quard against

an endless ioop.

(G071} If it is determined that the operaling system has entered the expecied
state, at block 132, the firmware cutputs a human-perceptible message o a
display device, at block 68. This may include the firmware obtaining one or more
display parameters, which may include referencing any display parameter that
was determined at block 130 to confirm the operaling system siate. The
firmware may ouiput the human-perceplible message in accordance with the
oneg or more display parameters. That i, the firmware may wrife a human-
perceptible message using an appropriate framebuffer base address, resolution,

scan line length, and color depth.

(00721  Atblock 138, user input may be handled. This may include monitoring
for the press of a key on a keyboard, the press of a power bution of the

computer system, or similar.

(0073} Iif user input is determined to dismiss the human-perceptible

message, at block 138, then the method ends.
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[G074]  Aloop between block 136 and block 68, via block 138, may represent
the firmware continually monitoring for user inpul. This may be realized by
iriggering an SMi that initiates the SMM, at block 66, to oufput the human-
perceptibie message and to handie user input, at block 136. An SMI may be
retriggered to avoid causing a problem with the operating system. An SMi may

be retriggered at each execution of block 66.

[0075] FiG. 8 shows another example method of using firmware to display a
human-perceptible message with confirmation of an operating system state. The

method may be realized with the set of instructions 100, for example.

100781  The description elsewhere herein for the blocks 60 - 66 and 130 -
138 may be referenced. The expected operaling system state may be checked
via a loop between blocks 130 and 132, When the user does not dismiss the
human-perceptible message, at block 138, the method returns to determining

the expected operating system stale, at block 130,

[00771  The determination of operating system siaie at blocks 130 and 132,
the ouipuiting of the human-perceptible message at block 86, and the handling
of user input at blocks 138 and 138 may be performed by triggering an SMi to
enter the SMM. The SMI may be triggered at, for example, block 130. The SMi
may be retriggered regularly or periodically, for example at each execution of
block 130, to avoid causing a problem with the functioning of the operating

system.

100783 FI(5. 9 shows an example keyboard subsystem of a computer system,

such as a compuier system discussed elsewhere herein.

[0079] A keyboard 150 may be coupled 0 a keyboard controller 152, The
keyboard 150 may be a PS/2 keyboard, a USB keyboard, a laptop computer's
integrated keyboard, or similar. More than one keyboard may be connected {o

the same or mulliple keyboard controllers 152.

[0080]  The kevboard controlier 152 may be a peripheral controlier 88 or USB

controller 80, as discussed elsewhere herein, or similar. The kevboard controlier
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152 may provide a keyboard code generated by the keyboard 150 to the
firmware 14. The firmware 14 may include a keyboard code mapping 154 that
correlates keyboard codes that may be received from the keyboard controller
162 1o keyboard codes that are understood by the operating system 30. The
keyboard code mapping 154 may franslate keyboard codes generated by the

keyboard 150 into keyboard codes consumed by the operating system 30,

[0081]  The kevyboard buffer 156 may be a region of RAM or other memory
that stores a queue of keyboard codes. The operating system 30 may fake

keyboard codes from the keyboard buffer 156.

100821 When the firmware 14 is to output the keyboard code 106 that triggers
the operating system 30 to enter the predetermined stale, such as alock

screen, the firmware 14 may reference a kevboard code sequencer 158,

(00831  The kevboard code sequencer 158 may inciude instructions to insert
the keyboard code 106 into the buffer 156 to maintain integrity of any other
keyboard codes in the buffer 156. That is, one or more keyboards 150 and one
or more keyboard controllers 152 may generate keyboard codes that are to be
stored in the keyboard buffer 158. Some of these the keyboard codes may be
multi-code sequences that corresponding o certain characters or actions at the
operating system 30. The keyboard code seqguencer 158 may mainiain the
integrity of the mulii-code sequences when inseriing the lock screen triggering
keyboard code 108 into the buffer 156 among the multi-code sequences. When
the lock screen triggering keyboard code 106 includes mulliple sequential
keyboard codes, such as those shown in FIGs. 2 and 3, the keyboard code
sequencer 158 may also maintain the integrity of the multi-code lock screen
riggering keyboard code 106 when inserting the keyboard code 106 into the
buffer 156 among other keyboard codes. Maintaining the integrity of a mulii-
code keyboard code may include enforcing adjacency of keyboard codes of a
sequence. This may require delaying output of the lock screen triggering
keyboard code 108 until another sequence of keyboard codes is compietely
inserted into the buffer 156.
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[G084] When the controller 152 is a USB controller, other devices, such as g
mouse, may be connectad o the controller 152. Accordingly, the keyboard code
sequencer 158 may include instructions to maintain integrity of mouse input

codes.

00851 FIG. 10 shows an example lock screen 200 displaying an example
human-perceptible message 202. The lock screen 200 may include a time
display 204, which may be maitched to predetermined content to confirm that the

lock screen 200 is being displayed.

[G088]  The human-perceptible message 202 may include an indication 206
of the non-conforming state, an alert message, or similar. The human-
percepiible message 202 may include an indication 208 of a dismiss action that
may be performed by the user {0 dismiss the human-perceptible message 202,

indications 208, 208 may include text, icons, or similar.

00871 Using a computer system’s firmware o oculput a kevboard code that
triggers a predetermined stale in an operaiing system may provide a knowable
or identifiable set of display parameters that may be used {0 alert the user of a
non-confonming or erroneous state in the computer system. The firmware may
ke able to reliably output a message to the user during runtime, regardiess of

the specific display configuration of the compuler system and any applications

that may be in use when the message is to be provided 1o the user.

10088} It should be recognized that features and aspects of the various
examples provided above can be combined into further examples that alsc fall

within the scope of the present disclosure.
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CLAIMS

1. A computer sysiem comprising:
a processor;

firmware 0 provide boot and runtime services {0 an operating system
executable by the processor, the operating system responsive to a keyboard

code to enter a predetermined state, the firmware having a set of instructions to:
monitor for a non-conforming state of the computer system;

upon detecting the non-conforming state, output the keyboard

code 1o cause the operaling system 1o enter the predeiermined state; and

display a human-perceptible message with a display device afier

outputting the keyboard code.

2. The system of claim 1, wherein the predetermined staie comprises a lock

screen.

3. The system of claim 1, wherein the set of instructions is to output the human-

percepiible message to a framebuffer coupled to the display device.

4. The system of claim 3, wherein the set of instructions is 1o analyze data in the

framebuffer to confirm that the predetermined state is entered.

5. The system of claim 4, wherein the set of instructions is {0 analyze the data in

the framebuffer {o test predetermined content.

6. The system of claim 4, wherein the set of instructions is {0 analyze the data in

the framebuffer io detect a3 change {0 a display parameter.

7. The system of claim 1, wherein the predetermined stafe is displayad af the
display device using a display parameter identifiable {o the firmware, the set of
instructions to apply the display parameter to display the human-perceptible

message.
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8. The sysiem of claim 7, wherein the display parameter is siored in the

firmware.

9. The system of claim 7, wherein a plurality of display parameters including the
display parameter is stored in the firmware as correlated {o a plurality of display

devices inciuding the display device.

10. The system of claim 7, wherein the set of instructions is {0 analyze data in a

framebuffer to oblain the display parameter.

11. The system of claim 1, wherein the set of instructions isto wait for atime to

elapse to confirm that the predetermined state has been entered.

12. The system of claim 1, wherein the set of instructions is 10 output a plurality
of sequential keyboard codes 10 cause the operating system to enter the
predetermined state, and the set of instructions is {o insert the plurality of
sequential keyboard codes into a buffer to maintain integrity of the sequential
keyboard codes and of any other keyboard codes in the buffer.,

13. A non-transifory machine-readable storage medium encoded with
instructions executable by a processor of a computer system, the non-transitory

machine-readable storage medium comprising:

instructions to monitor for a non-conforming state of the computer

system;

instructions to output a keyboard code upon detecting the non-

conforming state; and

display a human-perceptible message with a display device after

cutputting the keyboard code.

14. The non-transitory machine-readable storage medium of claim 13, wherein

the non-transitory machine-readable storage medium comprises firmware.

15. A method comprising:
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monitoring for an alert condition of a computer system, the computer
system having firmware to provide boot and runtime services 1o an operating

system executable by the computer sysiem;

upon detecting the alert condition, using the firmware to ocutput a
keyboard code to cause the operating system to enter an alert presentation

state; and

displaying a human-perceptible message with a display device after

ouiputiing the keyboard code.
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