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(57) ABSTRACT

This disclosure describes techniques for preventing network
attacks within messages. For instance, electronic device(s)
may receive a message, such as an email, from a first
electronic device. The message may include a first code with
a first embedded address to a first network resource, such as
a malicious network resource. As such, the electronic
device(s) may analyze the message to identify the first code.
The electronic device(s) may then generate a second address
associated with a second network resource, such as a secure
proxy, a remote browser, a click-time protection service,
and/or the like. Next, the electronic device(s) may embed the
second address in a second code and replace the first code
within the message with the second code. After replacing the
first code, the electronic device(s) may send the message to
a second electronic device of the second user.
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TECHNIQUES FOR PREVENTING
MESSAGING ATTACKS IN CODES

TECHNICAL FIELD

The present disclosure relates generally to preventing
network attacks within electronic messages.

BACKGROUND

There are many different types of attacks that may be
attempted through the use electronic messages, such as
emails. For a first example, phishing is the act of attempting
to acquire information from users, such as usernames,
passwords, or payment information, by acting as a trustwor-
thy entity in a message. For a second example, malware,
which includes software intentionally designed to cause
damage to an electronic device, may be sent to the electronic
device using a message. In many circumstances, these
attacks are performed using uniform resource locators
(URLs) that are included within the messages. For instance,
a malicious URL may be embedded in a code, such as a
Quick Response (QR) code, that is included in a message. As
such, the attack associated with the malicious URL may
occur when the user attempts to use the code.

BRIEF DESCRIPTION OF THE DRAWINGS

The detailed description is set forth below with reference
to the accompanying figures. In the figures, the left-most
digit(s) of a reference number identifies the figure in which
the reference number first appears. The use of the same
reference numbers in different figures indicates similar or
identical items. In some cases, parentheticals are utilized
after a reference number to distinguish like elements. Use of
the reference number without the associated parenthetical is
generic to the element. The systems depicted in the accom-
panying figures are not to scale and components within the
figures may be depicted not to scale with each other.

FIG. 1 illustrates a component diagram with an example
environment in which attacks may be prevented, in accor-
dance with the present concepts.

FIG. 2 illustrates a flow diagram of an example method
for replacing a code within a message, in accordance with
the present concepts.

FIG. 3 illustrates an example of a code that is included
within an attachment of a message, in accordance with the
present concepts.

FIG. 4 illustrates a flow diagram of a first example method
for replacing a first code in a message with a second code,
in accordance with the present concepts.

FIG. 5 illustrates a flow diagram of a second example
method for replacing a first code in a message with a second
code, in accordance with the present concepts.

FIG. 6 illustrates a computing system diagram illustrating
a configuration for a data center that can be utilized to
implement aspects of the technologies disclosed herein.

FIG. 7 is a computer architecture diagram showing an
illustrative computer hardware architecture for implement-
ing a server computing device that can be utilized to
implement aspects of the various technologies presented
herein.

DESCRIPTION OF EXAMPLE EMBODIMENTS
Overview

This disclosure describes, at least in part, a system that is
configured to receive a message from a first electronic
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2

device, analyze the message in order to identify a first code
included in the message, and then determine that a first
address is embedded in the first code, the first address being
associated with a first network resource. The system is also
configured to generate a second address that is associated
with a second network resource and generate a second code,
the second address being embedded in the second code.
Furthermore, the system is configured to cause the first code
within the message to be replaced with the second code and
then send the message, that includes the second code, to a
second electronic device.

This disclosure also describes, at least in part, a method
that includes receiving a message from a first electronic
device, identifying a first code included in the message, and
determining that a first address is represented by the first
code, the first address being associated with a first network
resource. The method also includes generating a second
address that is associated with a second network resource
and generating a second code that represents the second
address. Furthermore, the method includes causing the first
code within the message to be replaced with the second code
and sending the message, that includes the second code, to
a second electronic device.

This disclosure further describes, at least in part, one or
more computing devices that are configured to receive a
message associated with a first electronic device and deter-
mine that a portion of the message includes a first code with
a first embedded address. The one or more computing
devices are also configured to cause the first code to be
removed from the message. Furthermore, the one or more
computing devices are configured to generate a second code
with a second embedded address, cause the second code to
be included in the portion of the message, and then send the
message, with the second code, to a second electronic
device.

Example Embodiments

This disclosure describes, at least in part, techniques for
preventing network attacks within electronic messages. For
instance, a first user may use a first user device to send a
message, such as an email, to a second user. The email may
include both content and a first code with a first embedded
address associated with a first network resource, such as a
suspicious and/or malicious network resource. Electronic
device(s) may receive the message from the first user device
and analyze the message to identify the first code. In some
examples, the electronic device(s) may then determine that
the first address embedded within the first code is to the
suspicious and/or malicious network resource. As such, the
electronic device(s) may generate a second code associated
with a second network resource, such as a secure proxy, a
remote browser, a click-time protection service, and/or the
like. The electronic device(s) may then embed the second
address in a second code and replace the first code within the
message with the second code. After replacing the first code,
the electronic device(s) may send the message to a second
user device of the second user. This way, if the second user
selects the second code from the message, the second user
is taken to the second network resource, which is a secure
network resource, instead of the first network resource.

For more details, the first user device may receive inputs
for creating the message. As described herein, the message
may include, but is not limited to, an email, a text message,
a social media message, a video message, web (HTML)
page, and/or any other type of message. The message may
include at least contact information associated with the
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sender (e.g., an email address of the first user), contact
information associated with the receiver (e.g., an email
address of the second user), content, an attachment, and/or
the first code with the first embedded address. As described
herein, a code may include, but is not limited to, a Quick
Response (QR) code, a barcode, and/or any other type of
code for which an address may be embedded. Additionally,
as described herein, an address may include a uniform
resource locator (URL), an identifier, a tracker, a link, and/or
the like that points to a network resource.

The first user may attempt to use the first network
resource to perform an attack on the second user. For a first
example, the first network resource may be associated with
a phishing attack, where the first network resource requests
personal information from the second user. In order to trick
the second user, the first network resource is designed to
look like it was sent from a trustworthy source in order to get
the second user to input the personal information. For a
second example, the first network resource may be designed
to install malware on a device, where the malware is
intentionally designed to cause damage to and/or steal
information from the device. In some examples, the first
code is included in a body of the message while in other
examples, the first code may be included in an attachment of
the message.

The electronic device(s) may receive the message from
the first user device. Based on receiving the message, the
electronic device(s) may analyze the message, including any
attachment(s) included within the message, in order to
identify the first code. For example, the electronic device(s)
may use one or more computer vision and/or image analysis
technique in order to identify the first code, such as the first
QR code, within the message. In response to identifying the
first code, the electronic device(s) may then extract the first
address from the first code. The electronic device(s) may
then perform one or more techniques to determine whether
to replace the first code within the message before sending
the message to the second user.

For example, the electronic device(s) may analyze the first
address using one or more techniques to determine if the first
address is a good address, a suspicious address, a malicious
address, phishing address and/or any other type of address.
In some examples, the electronic device(s) may analyze the
first address using a reputation check, static & dynamic
analysis and/or any other techniques to determine the type of
address. For example, the electronic device(s) may compare
the first address to a database of malicious address (e.g., a
database of malicious URLSs) to determine if the first address
includes one of the malicious addresses included in the
database. If the electronic device(s) determine that the first
address is one of the malicious addresses, then the electronic
device(s) may determine that the first address includes a
malicious address.

Additionally, or alternatively, in some examples, the elec-
tronic device(s) may determine a risk score associated with
the first address and then use the risk score to determine the
type of address. For example, the electronic device(s) may
use information about the message and/or the first address to
determine the score. The information may include, but is not
limited to, a date/time the message was sent, the contact
information associated with the sender, the contact informa-
tion associated with the receiver, a number of recipients that
are receiving the message, whether the message was routed
through a known service provider, a format of the message
and/or data included in the message, a destination of the first
address, a geolocation of where the first address originated,
and/or any other information. Using the score, the electronic
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4

device(s) may then determine a type of first address. For
example, the electronic device(s) may determine that the
first address is a good address when the score falls within a
first range, the first address is a suspicious address when the
score falls within a second range, the first address is a
malicious address when the score falls when a third range,
and/or so forth.

Furthermore, in some examples, the electronic device(s)
may store data representing one or more policies associated
with replacing codes within messages. A policy may indicate
to replace all codes within messages, replace codes within
messages that include specific types of addresses (e.g.,
suspicious addresses, malicious addresses, etc.), replace
codes within messages that are directed to specific users
(e.g., to manager of a business, to specific email accounts,
etc.), replace codes within messages that include addresses
associated with specific types of network resource (e.g.,
sports websites, gambling websites, etc.), replace codes
within messages that are sent from specific users (e.g., sent
from specific email accounts), replace codes within mes-
sages that are directed to types of devices (e.g., computer,
mobile phone, servers, etc.), replace codes within messages
that are sent from types of devices, and/or any other policy.
In some examples, the electronic device(s) receive the data
representing the one or more policies from a device. For
example, a user may use the device to create the one or more
policies for messages.

The electronic device(s) may then use the one or more
policies to determine whether to replace the first code within
the message. For a first example, the electronic device(s)
may analyze the first address in order to determine whether
the first address includes a good address, a suspicious
address, a malicious address, and/or the like. If a policy
indicates to replace codes within messages that includes
suspicious addresses or malicious addresses, then the elec-
tronic device(s) may determine to replace the first code
within the message if the first address includes the suspi-
cious address or the malicious address. For a second
example, the electronic device(s) may analyze the message
in order to determine that the message is directed to the
second user (e.g., directed to contact information associated
with the second user). If a policy indicates to replace codes
within messages that are directed to the second user, then the
electronic device(s) may again determine to replace the first
code within the message.

To replace the first code, the electronic device(s) may
generate the second address that is associated with the
second network resource. As described above, the second
network resource may include a secure proxy, a remote
browser, a click-time protection service, and/or other type of
secure resource. The electronic device(s) may then use the
second address to generate the second code, such as a second
QR code, where the second address is embedded within the
second code. After generating the second code, the elec-
tronic device(s) may replace the first code within the mes-
sage with the second code. In some examples, the electronic
device(s) perform the replacement using one or more char-
acteristics associated with the first code. As described
herein, a characteristic may include, but is not limited to, a
position, a size, an orientation, a color, a shading, and/or any
other type of characteristic.

For a first example, the electronic device(s) may analyze
the message to determine a position of the first code within
the message (and/or an attachment of the message). The
electronic device(s) may then replace the first code within
the message by inserting the second code at the same
position within the message (and/or the attachment of the
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message). For a second example, the electronic device(s)
may analyze the message in order to a size associated with
the first code. The electronic device(s) may then replace the
first code within the message by causing the second code to
include the same size when inserting the second code within
the message. Still, and for a third example, the electronic
device(s) may analyze the message to determine both the
position and the size of the first code. The electronic
device(s) may then replace the first code within the message
by inserting the second code at the position and with the
same size.

The electronic device(s) may then send, to the second user
device, the message that includes the second code. After
receiving the message, the second user device may display
at least the second code from the message. The second user
(and/or another user) may then use a third user device to
capture an image of the second code. In response, the third
user device may use the second address embedded in the
second code to access the second network resource. In some
examples, the second network resource may provide details
about the first network resource so that the second user may
make an informed decision about whether to proceed to the
first network resource. For example, the second network
resource may provide details indicating that the first
resource was suspicious or malicious. If the second user
decides to proceed to access the first network resource, then
the third user device may be redirected to the first network
resource.

It should be noted that, while the examples above describe
the first user using the first user device to generate the
message that includes the first code, in other examples, the
first user may use the first user device to generate the
message, but a third user using a fourth user device may
maliciously add the first code to the message. For example,
the fourth user device may intercept the message and then
add the first code to the message before the electronic
device(s) receive the message. In such scenarios, the elec-
tronic device(s) are still able to perform the processes
described above in order to replace the first code within the
message with the second code before the second user device
finally receives the message.

By performing the processes described herein, the elec-
tronic device(s) are able to prevent users from experiencing
malicious attacks, such as malware and phishing attacks,
within messages. The electronic device(s) are able to prevent
such malicious attacks even when the addresses associated
with the malicious attacks are embedded within codes, such
as QR codes. Additionally, by performing the processes
described herein, the electronic device(s) are able to still
provide the users with the original messages (e.g., the
content is the same, but the codes are different) and then
allow the users to proceed with accessing the first network
resources after providing warnings and/or information about
the potential threats associated with the first network
resources.

Certain implementations and embodiments of the disclo-
sure will now be described more fully below with reference
to the accompanying figures, in which various aspects are
shown. However, the various aspects may be implemented
in many different forms and should not be construed as
limited to the implementations set forth herein. The disclo-
sure encompasses variations of the embodiments, as
described herein. Like numbers refer to like elements
throughout.

FIG. 1 illustrates a component diagram with an example
environment 100 in which attacks may be prevented, in
accordance with the present concepts. The example envi-
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6

ronment 100 may include a cloud computing network 102
(e.g., network), a first user device 104, a second user device
106, and a third user device 108. Parentheticals are utilized
after a reference number to distinguish like elements. Use of
the reference number without the associated parenthetical is
generic to the element. Additionally, although the example
of FIG. 1 illustrates the first user device 104 and the second
user device 106 as including desktop computers, as well as
the third user device 108 including a mobile phone, in other
examples, the first user device 104, the second user device
106, and the third user device 108 may include any other
type of device.

In some examples, the environment 100 comprises a data
center or cloud-computing network comprising servers and
other network components (e.g., routers, switches, etc.)
stored across multiple data centers located across geographic
areas. In these instances, the cloud-computing environment
may be a distributed network through which devices interact
with service provided by the cloud computing network. The
cloud computing network may provide on-demand avail-
ability of computing system resources, such as data storage,
computing power (e.g., CPU, GPU, etc.), networking, data-
bases, etc., without direct active management by users. In
some examples, the cloud computing network may be man-
aged and maintained by a service provider such that users do
not have to invest in and maintain the computing infrastruc-
ture for their computing resource needs.

The first user device 104, the second user device 106,
and/or the third user device 108 may be communicatively
coupled among one another and/or to various other devices
via cloud computing network 102. Within the example
environment 100, the first user device 104, the second user
device 106, and/or the third user device 108, and/or other
devices, may exchange communications (e.g., packets) via a
network connection(s) to the electronic device(s) 110 of the
cloud computing network 102, indicated by double arrows
112. For instance, network connections 112 may be transport
control protocol (TCP) network connections or any network
connection (e.g., information-centric networking (ICN)) that
enables the devices to exchange packets with other devices
via the cloud computing network 102. The network connec-
tions 112 represent, for example, a data path between each
of the first user device 104, the second user device 106,
and/or the third user device 108 and the electronic device(s)
110.

For example, the second user device 106 may be a
computer, laptop, mobile device, tablet, etc., while the
electronic device(s) 110 may be configured to provide data
and/or network services, such as messaging and/or security
services, to the second user device 106. The electronic
device(s) 110 may or may not be a producer, a point of
generation, and/or origination of the data. For instance, the
data may originate elsewhere for the electronic device(s) 110
to be able to provide the data to the first user device 104, the
second user device 106, and/or the third user device 108.
Additionally, or alternatively, the data may pass through
other network devices (e.g., router, switch) on a path
between the electronic device(s) 110 and the first user device
104, the second user device 106, and/or the third user device
108. It should be appreciated that the term “network con-
nection” may also be referred to as a “network path.” The
use of a cloud computing network in this example is not
meant to be limiting. Other types of networks are contem-
plated in accordance with the emergency notification con-
cepts described herein.

The electronic device(s) 110 may allow users to create
user accounts for messaging, where the user accounts are
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represented by user account data 114. For example, the
second user device 106 may initially receive, from a user,
one or more inputs representing information for the user
account. As described above, the information may include,
but is not limited to, an identity of the user (e.g., name,
username, etc.), contact information (e.g., phone numbers,
email first address, home first addresses, business first
address, etc.) for one or more contacts of the user, a
password, and/or any other type of information. The elec-
tronic device(s) 110 may then receive data representing the
information from the second user device 106 and use the
information to create the user account. After creating the
user account, the user may then use the second user device
106 to update the information associated with the user
account.

At “Step 1,” the electronic device(s) 110 may receive a
message 116 from the first user device 104. For instance, the
first user device 104 may receive, from a user, one or more
inputs associated with creating the message 116. The first
user device 104 may then generate the message 116 based on
the one or more inputs. As shown, the message 116 may
include at least content 118 and a first code 120. As
described herein, content may include, but is not limited to,
contact information associated with the sender, contact
information associated with the receiver, text, image(s),
video(s), graphic(s), link(s), attachment(s), and/or any other
type of content that may be included in the message 116.
Additionally, as described above, the first code 120 may
include, but is not limited to, a first QR code, a first barcode,
and/or any other type of code for which a first address may
be embedded. After generating the message 116, the elec-
tronic device(s) 110 may receive the message 116 from the
first user device 104.

At “Step 2,” the electronic device(s) 110 may replace the
first code 120 within the message 116 with a second code
122. For instance, the electronic device(s) 110 may include
an analysis component 124 that is configured to analyze the
message 116 in order to identify codes, such as the first code
120. In some examples, the analysis component 124 ana-
lyzes the message 116 using one or more computer vision
and/or image analysis techniques in order to identify the
codes. In some examples, the analysis component 124 is
configured to analyze the body of the message 116 as well
as the attachments that are included within the message 116
in order to identify codes. Once the analysis component 124
identifies the first code 120 within the message 116, the
electronic device(s) 110 may then use an address component
126 to analyze the first address embedded within the first
code 120.

For example, the address component 126 may analyze the
first address using one or more techniques in order to
determine if the first address is a good address, a suspicious
address, a malicious address, and/or any other type of
address. In some examples, the address component 126 may
analyze the first address using a reputation check to deter-
mine the type of address. For example, the address compo-
nent 126 may compare the first address to a database of
malicious addresses (e.g., a database of malicious URLs) to
determine if the first address includes one of the malicious
addresses included in the database. If the address component
126 determines that the first address is one of the malicious
addresses, then the address component 126 may determine
that the first address includes a malicious address.

Additionally, or alternatively, in some examples, the
address component 126 may determine a risk score associ-
ated with the first address and then use the risk score to
determine the type of address. For example, the address
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component 126 may use information about the message 116
and/or the first address to determine the score. As described
above, the information may include, but is not limited to, a
date/time the message 116 was sent, the contact information
associated with the sender, the contact information associ-
ated with the receiver, a number of recipients that are
receiving the message 116, whether the message 116 was
routed through a known service provider, a format of the
message 116 and/or data included in the message 116, a
destination of the first address, a geolocation of where the
first address originated, and/or any other information. Using
the score, the address component 126 may then determine
the type of address. For example, the address component
126 may determine that the first address is a good address
when the score falls within a first range, the first address is
a suspicious address when the score falls within a second
range, the first address is a malicious address when the score
falls when a third range, and/or so forth.

While these are just a couple example techniques of how
the address component 126 may analyze the first address in
order to determine the type of address, in other examples, the
address component 126 may use one or more additional
and/or alternative techniques.

The electronic device(s) 110 may then use a policy
component 128 to determine whether to replace the first
code 120 within the message 116. For example, the elec-
tronic device(s) 110 may store policy data 130 representing
one or more policies. As described above, a policy may
indicate to replace all codes within messages, replace codes
within messages that includes specific types of addresses
(e.g., suspicious addresses, malicious addresses, etc.),
replace codes within messages that are directed to specific
users (e.g., to manager of a business, to specific contact
information), replace codes within messages that include
addresses associated with specific types of network resource
(e.g., sports websites, gambling websites, etc.), replace
codes within messages that are sent from specific users (e.g.,
sent from specific email accounts), replace codes within
messages that are directed to types of devices (e.g., com-
puter, mobile phone, servers, etc.), replace codes within
messages that are sent from types of devices, and/or any
other policy. In some examples, the electronic device(s) 110
receive the policy data 130 from an electronic device, such
as the second user device 106. For example, a user may use
the second user device 106 to create the one or more policies
for messages.

As such, the policy component 128 may then use the one
or more policies to determine whether to replace the first
code 120 within the message 116. For a first example, the
electronic device(s) 110 may analyze the first address in
order to determine whether the first address includes a good
address, a suspicious address, a malicious address, and/or
the like. If a policy indicates to replace codes within
messages that include suspicious addresses or malicious
addresses, then the policy component 128 may determine to
replace the first code 120 within the message 116 when the
first address includes the suspicious address or the malicious
address. For a second example, the policy component 128
may analyze the message 116 in order to determine that the
message 116 is directed to a specific user (e.g., directed to
contact information, such as an email address, associated
with the user). If a policy indicates to replace codes within
messages that are directed to the user, then the policy
component 128 may again determine to replace the first code
120 within the message 116.
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If'the policy component 128 determines to replace the first
code 120 within the message 116, then the electronic
device(s) 110 may use a code component 132 to generate the
second code 122. For example, the code component 132
may initially generate a second address that is directed to a
second network resource 134. The second network resource
134 may include a secure network resource, such as a secure
proxy, a remote browser, a click time protection service,
and/or one or more additional and/or alternative secure
resources. In some examples, the second network resource
134 may include information about the first network
resource. For example, the second network resource 134
may include the first address, an indication that the first
network resource is suspicious and/or malicious, and/or any
other type of information. After generating the second
address, the code component 132 may then use the second
address to generate the second code 122. For example, the
code component 132 may generate the second code 122,
such as a second QR code, such that the second address is
embedded within the second code 122.

The code component 132 may then replace the first code
120 with the second code 122 within the message 116. In
some examples, and as illustrated by the example of FIG. 2,
the code component 132 may use one or more characteristics
associated with the first code 120 when replacing the first
code 120 with the second code 122. For example, the code
component 132 may determine the size of the first code 120
and/or the position of the first code 120 within the message
116. The code component 132 may then cause the second
code 122 to include the size and/or be positioned at the
position within the message 116. By performing such pro-
cesses, the message 116 that now includes the second code
122 may look similar to the message 116 that originally
included the first code 120 (except for the differences in the
look of the second code 122 as compared to the first code
120).

At “Step 3,” the electronic device(s) 110 may send the
message 116 to the second user device 106. As shown, the
second user device 106 may receive and then display the
message 116, where the message 116 includes the second
code 122. In some examples, the second user device 106
displays the message 116 based on receiving the message
116 (e.g., the second user device 106 displays the message
116 at a time of receiving the message 116). In other
examples, the second user device 106 may not display the
message 116 for a period of time after receiving the message
116. For example, the second user device 106 may not
display the message 116 for an hour, a day, a week, a month,
and/or any other period of time.

While displaying the message 116, and at “Step 4,” the
third user device 108 may capture an image of the second
code 122. The third user device 108 may then analyze the
second code 122 in order to retrieve the second address
embedded within the second code 122. Additionally, and at
“Step 5,” the third user device 108 may use the second
address to connect to the second network resource 134. In
some examples, the third user device 108 may then receive
an input indicating whether to be transferred to the first
network resource. If the third user device 108 receives the
input to transfer to the first network resource, then the third
user device 108 may be provided with the first address to the
first network resource. However, if the third user device 108
receives the input to not transfer to first network resource,
then the third user device 108 may stay connected to the
second network resource 134.

FIG. 2 illustrates a flow diagram of an example method
200 for replacing a code within a message, in accordance
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with the present concepts. An operation 202 represents
identifying a position in a message that includes a first code.
For instance, the electronic device(s) 110 may analyze the
message 116 in order to identify the first code 120. The
electronic device(s) 110 may then further analyze the mes-
sage 116 in order to identify the position 204 of the first code
120 within the message 116. As described above, in some
examples, the first code 120 may be included within an
attachment of the message 116. In such examples, the
electronic device(s) 110 may determine the position 204 of
the first code 120 within the attachment.

An operation 206 represents determining one or more
characteristics associated with the first code. For instance,
the electronic device(s) 110 may analyze the first code 120
in order to determine the one or more characteristics. In the
example of FIG. 2, the one or more characteristics include
a first dimension 208 and a second dimension 210 associated
with the first code 120. However, in other examples, elec-
tronic device(s) 110 may determine one or more additional
and/or alternative characteristics. After determining the one
or more characteristics, an operation 212 then represents
generating a second code that includes the one or more
characteristics. For instance, the electronic device(s) 110
may then generate the second code 122 that also includes the
one or more characteristics. For example, and as shown, the
second code 122 includes the same first dimension 208 and
the same second dimensions 210 as the first code 120.

An operation 214 represents replacing the first code with
the second code. For instance, the electronic device(s) 110
may then replace the first code 120 with the second code
122. As shown, the second code 122 is placed at the same
position 204 within the message 116. As such, even though
the electronic device(s) 110 replaced the first code 120
within the message 116 with the second code 122, the
message 116 may appear to not have changed to a user.

FIG. 3 illustrates an example of the first code 120 that is
now included within an attachment 302 of the message 116,
in accordance with the present concepts. As shown, the
message 116 now includes an interface element 304 that is
selectable in order to retrieve the attachment 302. The
interface element 304 may include, but is not limited to, a
button, a link, a graphic, a video, a document, and/or any
other type of interface element 304 that is selectable for
retrieving the attachment 302. As discussed above, the
electronic device(s) 110 are able to analyze the message 116,
identify the interface element 304, use the interface element
304 to retrieve the attachment 302, identify the first code 120
within the attachment 302, and then perform the processes
described herein to replace the first code 120 with the second
code 122.

FIG. 4 illustrates a flow diagram of a first example method
400 replacing a first code in a message with a second code,
in accordance with the present concepts. An operation 402
represents receiving a message from a first electronic device.
For instance, the electronic device(s) 110 may receive the
message from the first electronic device (e.g., the first user
device 104). In some examples, the message includes at least
contact information for a sender, contact information for a
receiver, content, and a first code. For example, if the
message includes an email message, then the message may
include at least a first email address of the sender, a second
email address of the receiver, the content, and the first code.

An operation 404 represents identifying a first code
included in the message. For instance, the electronic
device(s) 110 may then analyze the message in order to
identify the first code. In some examples, the electronic
device(s) 110 analyze the message using one or more
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computer vision and/or image analysis techniques in order to
identify the first code. For example, the electronic device(s)
110 may analyze the message using the one or more com-
puter vision and/or image analysis techniques in order to
identify a first QR code or first barcode included within the
message. In some examples, the electronic device(s) 110
identify the first code as being included in an attachment of
the message.

An operation 406 represents determining that a first
address is associated with the first code, the first address
associated with a first network resource. For instance, the
electronic device(s) 110 may analyze the first code and
based on the analysis, determine that the first address is
embedded within the first code. The electronic device(s) 110
may then perform one or more of the processes described
herein to determine whether the first network resource is
good, suspicious, and/or malicious. Additionally, the elec-
tronic device(s) 110 may use one or more policies to
determine whether to replace the first code within the
message. For a first example, the electronic device(s) 110
may determine to replace the first code when the first
network resource is suspicious and/or malicious. For a
second example, the electronic device(s) may determine to
replace the first code based on the recipient of the message.

An operation 408 represents generating a second address
that is associated with a second network resource and an
operation 410 represents generating a second code using the
second address. For instance, the electronic device(s) 110
may generate the second address that is associated with the
second network resource. As described above, the second
network resource may include a secure proxy, a remote
browser, a click-time protection service, and/or any other
type of secure network resource. The electronic device(s)
110 may then generate the second code using the second
address. For example, the electronic device(s) 110 may
generate a second QR code and/or a second barcode, where
the second address is embedded within the second QR code
and/or the second barcode. In some examples, the electronic
device(s) 110 generate the second code using one or more
similar characteristics as the first code.

An operation 412 represents replacing the first code in the
message with the second code and an operation 414 repre-
sents sending the message to a second electronic device. For
instance, the electronic device(s) 110 may remove the first
code from the message and then replace the first code with
the second code. In some examples, the electronic device(s)
110 place the second code in the message at a same position
for which the first code was located within the message. The
electronic device(s) 110 may then send the message, with the
second code, to the second electronic device (e.g., the
second user device 106). In some examples, the electronic
device(s) 110 send the message using the contact informa-
tion for the receiver. For example, the electronic device(s)
110 may send the message to the email address for the
receiver.

FIG. 5 illustrates a flow diagram of a second example
method 500 replacing a first code in a message with a second
code, in accordance with the present concepts. An operation
502 represents receiving a message. For instance, the elec-
tronic device(s) 110 may receive the message from a first
electronic device (e.g., the first user device 104) and/or a
message provider (e.g., an email provider). In some
examples, the message includes at least contact information
for a sender, contact information for a receiver, content, and
a first code. For example, if the message includes an email
message, then the message may include at least a first email
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address of the sender, a second email address of the receiver,
the content, and the first code.

An operation 504 represents identifying a first code
included in the message. For instance, the electronic
device(s) 110 may then analyze the message in order to
identify the first code. In some examples, the electronic
device(s) 110 analyze the message using one or more
computer vision and/or image analysis techniques in order to
identify the first code. For example, the electronic device(s)
110 may analyze the message using the one or more com-
puter vision and/or image analysis techniques in order to
identify a first QR code or first barcode included within the
message. In some examples, the electronic device(s) 110
identify the first code as being included in an attachment of
the message.

An operation 506 represents determining that a first
address is associated with the first code and an operation 508
represents determining an address type associated with the
first address. For instance, the electronic device(s) 110 may
analyze the first code and based on the analysis, determine
that the first address is embedded within the first code. The
electronic device(s) 110 may then perform one or more of
the processes described herein to determine the address type.
For example, the electronic device(s) 110 may determine
whether the first address is a good address, a suspicious
address, a malicious address, and/or the like.

An operation 510 represents determining to replace the
first code based at least in part on the address type. For
instance, the electronic device(s) 110 may determine to
replace the first code within the message based on the
address type. In some examples, the electronic device(s) 110
may use one or more policies to determine whether to
replace the first code within the message. For a first example,
the electronic device(s) 110 may determine to replace the
first code when the first address is suspicious and/or mali-
cious. For a second example, the electronic device(s) may
determine to replace the first code based on the recipient of
the message.

An operation 512 represents replacing the first code
within the message with a second code that is associated
with a second address. For instance, the electronic device(s)
110 may replace the first code within the message with the
second code. As described herein, the second code may be
associated with the second address, where the second
address is associated with a secure proxy, a remote browser,
a click-time protection service, and/or any other type of
secure network resource. The electronic device(s) 110 may
then send the message to a second electronic device (e.g., the
second user device 106) and/or the message provider (e.g.,
the email provider).

FIG. 6 is a computing system diagram illustrating a
configuration for a data center 600 that can be utilized to
implement aspects of the technologies disclosed herein. The
example data center 600 shown in FIG. 6 includes several
computers 602A-602F (which might be referred to herein
singularly as “a computer 602” or in the plural as “the
computers 602”) for providing computing resources. In
some examples, the resources and/or computers 602 may
include, or correspond to, any type of networked device
described herein, such as the electronic device(s) 110.
Although, computers 602 may comprise any type of net-
worked device, such as servers, switches, routers, hubs,
bridges, gateways, modems, repeaters, access points, hosts,
etc.

The computers 602 can be standard tower, rack-mount, or
blade server computers configured appropriately for provid-
ing computing resources. In some examples, the computers
602 may provide computing resources 604 including data
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processing resources such as virtual machine (VM)
instances or hardware computing systems, database clusters,
computing clusters, storage clusters, data storage resources,
database resources, networking resources, and others. Some
of the computers 602 can also be configured to execute a
resource manager 606 capable of instantiating and/or man-
aging the computing resources. In the case of VM instances,
for example, the resource manager 606 can be a hypervisor
or another type of program configured to enable the execu-
tion of multiple VM instances on a single computer 602.
Computers 602 in the data center 600 can also be configured
to provide network services and other types of services.

In the example data center 600 shown in FIG. 6, an
appropriate local area network (LAN) 608 is also utilized to
interconnect the computers 602A-602F. It should be appre-
ciated that the configuration and network topology described
herein has been greatly simplified and that many more
computing systems, software components, networks, and
networking devices can be utilized to interconnect the
various computing systems disclosed herein and to provide
the functionality described above. Appropriate load balanc-
ing devices or other types of network infrastructure compo-
nents can also be utilized for balancing a load between data
centers 600, between each of the computers 602A-602F in
each data center 600, and, potentially, between computing
resources in each of the computers 602. It should be merely
illustrative and that other implementations can be utilized.

In some examples, the computers 602 may each execute
one or more application containers and/or virtual machines
to perform techniques described herein. For instance, the
containers and/or virtual machines may serve as server
devices, user devices, and/or routers in the cloud computing
network 102.

In some instances, the data center 600 may provide
computing resources, like application containers, VM
instances, and storage, on a permanent or an as-needed basis.
Among other types of functionality, the computing resources
provided by a cloud computing network may be utilized to
implement the various services and techniques described
above. The computing resources 604 provided by the cloud
computing network can include various types of computing
resources, such as data processing resources like application
containers and VM instances, data storage resources, net-
working resources, data communication resources, network
services, and the like.

Each type of computing resource 604 provided by the
cloud computing network can be general-purpose or can be
available in a number of specific configurations. For
example, data processing resources can be available as
physical computers or VM instances in a number of different
configurations. The VM instances can be configured to
execute applications, including web servers, application
servers, media servers, database servers, some or all of the
network services described above, and/or other types of
programs. Data storage resources can include file storage
devices, block storage devices, and the like. The cloud
computing network can also be configured to provide other
types of computing resources 604 not mentioned specifically
herein.

The computing resources 604 provided by a cloud com-
puting network may be enabled in one embodiment by one
or more data centers 600 (which might be referred to herein
singularly as “a data center 600 or in the plural as “the data
centers 600). The data centers 600 are facilities utilized to
house and operate computer systems and associated com-
ponents. The data centers 600 typically include redundant
and backup power, communications, cooling, and security
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systems. The data centers 600 can also be located in geo-
graphically disparate locations. One illustrative embodiment
for a data center 600 that can be utilized to implement the
technologies disclosed herein will be described below with
regard to FIG. 7.

FIG. 7 is a computer architecture diagram showing an
illustrative computer hardware architecture for implement-
ing a server computing device 700 that can be utilized to
implement aspects of the various technologies presented
herein. The electronic device(s) 110, discussed above, may
include some or all of the components discussed below with
reference to the server computing device 700.

To begin, the server computer 700 can be standard tower,
rack-mount, or blade server computers configured appropri-
ately for providing the computing resources described
herein. As mentioned above, the computing resources pro-
vided by a cloud computing network, data center, or the like
can be data processing resources such as VM instances or
hardware computing systems, database clusters, computing
clusters, storage clusters, data storage resources, database
resources, networking resources, and others. Some of the
servers 700 can also be configured to execute a resource
manager capable of instantiating and/or managing the com-
puting resources. In the case of VM instances, for example,
the resource manager can be a hypervisor or another type of
program configured to enable the execution of multiple VM
instances on a single server computer 700. Server computers
700 in a data center can also be configured to provide
network services and other types of services.

The server computer 700 includes a baseboard 702, or
“motherboard,” which is a printed circuit board to which a
multitude of components or devices can be connected by
way of a system bus or other electrical communication
paths. In one illustrative configuration, one or more central
processing units (CPUs) 704 operate in conjunction with a
chipset 706. The CPUs 704 can be standard programmable
processors that perform arithmetic and logical operations
necessary for the operation of the computer 700.

The CPUs 704 perform operations by transitioning from
one discrete, physical state to the next through the manipu-
lation of switching elements that differentiate between and
change these states. Switching elements generally include
electronic circuits that maintain one of two binary states,
such as flip-flops, and electronic circuits that provide an
output state based on the logical combination of the states of
one or more other switching elements, such as logic gates.
These basic switching elements can be combined to create
more complex logic circuits, including registers, adders-
subtractors, arithmetic logic units, floating-point units, and
the like.

The chipset 706 provides an interface between the CPUs
704 and the remainder of the components and devices on the
baseboard 702. The chipset 706 can provide an interface to
a RAM 708, used as the main memory in the computer 700.
The chipset 706 can further provide an interface to a
computer-readable storage medium such as a read-only
memory (ROM) 710 or non-volatile RAM (NVRAM) for
storing basic routines that help to startup the computer 700
and to transfer information between the various components
and devices. The ROM 710 or NVRAM can also store other
software components necessary for the operation of the
computer 700 in accordance with the configurations
described herein.

The computer 700 can operate in a networked environ-
ment using logical connections to remote computing devices
and computer systems through a network, such as a local
area network 724. The chipset 706 can include functionality
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for providing network connectivity through a Network Inter-
face Card (NIC) 712, such as a gigabit Ethernet adapter. The
NIC 712 is capable of connecting the computer 700 to other
computing devices over the network. It should be appreci-
ated that multiple NICs 712 can be present in the computer
700, connecting the computer to other types of networks and
remote computer systems.

The computer 700 can be connected to a storage device
718 that provides non-volatile storage for the computer. The
storage device 718 can store an operating system 720 and
data, which have been described in greater detail herein. The
storage device 718 can be connected to the computer 700
through a storage controller 714 connected to the chipset
706. The storage device 718 can consist of one or more
physical storage units. The storage controller 714 can inter-
face with the physical storage units through a serial attached
SCSI (SAS) interface, a serial advanced technology attach-
ment (SATA) interface, an FC interface, or other type of
interface for physically connecting and transferring data
between computers and physical storage units.

The computer 700 can store data on the storage device
718 by transforming the physical state of the physical
storage units to reflect the information being stored. The
specific transformation of physical state can depend on
various factors, in different embodiments of this description.
Examples of such factors can include, but are not limited to,
the technology used to implement the physical storage units,
whether the storage device 718 is characterized as primary
or secondary storage, and the like.

For example, the computer 700 can store information to
the storage device 718 by issuing instructions through the
storage controller 714 to alter the magnetic characteristics of
a particular location within a magnetic disk drive unit, the
reflective or refractive characteristics of a particular location
in an optical storage unit, or the electrical characteristics of
a particular capacitor, transistor, or other discrete component
in a solid-state storage unit. Other transformations of physi-
cal media are possible without departing from the scope and
spirit of the present description, with the foregoing examples
provided only to facilitate this description. The computer
700 can further read information from the storage device
718 by detecting the physical states or characteristics of one
or more particular locations within the physical storage
units.

In addition to the mass storage device 718 described
above, the computer 700 can have access to other computer-
readable storage media to store and retrieve information,
such as program modules, data structures, or other data. It
should be appreciated by those skilled in the art that com-
puter-readable storage media is any available media that
provides for the non-transitory storage of data and that can
be accessed by the computer 700. In some examples, the
operations performed by the computer 700, and or any
components included therein, may be supported by one or
more devices similar to computer 700.

By way of example, and not limitation, computer-read-
able storage media can include volatile and non-volatile,
removable and non-removable media implemented in any
method or technology. Computer-readable storage media
includes, but is not limited to, RAM, ROM, erasable pro-
grammable ROM (EPROM)), electrically-erasable program-
mable ROM (EEPROM), flash memory or other solid-state
memory technology, compact disc ROM (CD-ROM), digital
versatile disk (DVD), high definition DVD (HD-DVD),
BLU-RAY, or other optical storage, magnetic cassettes,
magnetic tape, magnetic disk storage or other magnetic
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storage devices, or any other medium that can be used to
store the desired information in a non-transitory fashion.

As mentioned briefly above, the storage device 718 can
store an operating system 720 utilized to control the opera-
tion of the computer 700. According to one embodiment, the
operating system comprises the LINUX operating system.
According to another embodiment, the operating system
comprises the WINDOWS® SERVER operating system
from MICROSOFT Corporation of Redmond, Washington
According to further embodiments, the operating system can
comprise the UNIX operating system or one of its variants.
It should be appreciated that other operating systems can
also be utilized. The storage device 718 can store other
system or application programs and data utilized by the
computer 700.

In one embodiment, the storage device 718 or other
computer-readable storage media is encoded with computer-
executable instructions which, when loaded into the com-
puter 700, transform the computer from a general-purpose
computing system into a special-purpose computer capable
of implementing the embodiments described herein. These
computer-executable instructions transform the computer
700 by specifying how the CPUs 704 transition between
states, as described above. According to one embodiment,
the computer 700 has access to computer-readable storage
media storing computer-executable instructions which,
when executed by the computer 700, perform the various
processes described above with regard to FIGS. 4 and 5. The
computer 700 can also include computer-readable storage
media having instructions stored thereupon for performing
any of the other computer-implemented operations
described herein.

The computer 700 can also include one or more input/
output controllers 716 for receiving and processing input
from a number of input devices, such as a keyboard, a
mouse, a touchpad, a touch screen, an electronic stylus, or
other type of input device. Similarly, an input/output con-
troller 716 can provide output to a display, such as a
computer monitor, a flat-panel display, a digital projector, a
printer, or other type of output device. It will be appreciated
that the computer 700 might not include all of the compo-
nents shown in FIG. 7, can include other components that
are not explicitly shown in FIG. 7, or might utilize an
architecture completely different than that shown in FIG. 7.

The server computer 700 may also store, in the storage
device 718, an analysis component 722 (which may operate
similar to the analysis component 124), an address compo-
nent 724 (which may operate similar to the address compo-
nent 126), a policy component 726 (which may operate
similar to the policy component 128), a code component 728
(which may operate similar to the code component 132),
user account data 730 (which may include, and/or be similar
to, the user account data 114), policy data 732 (which may
include, and/or be similar to, the policy data 130), and
network resource(s) 734 (which may include, and/or be
similar to, the network resource(s) 134).

While the invention is described with respect to the
specific examples, it is to be understood that the scope of the
invention is not limited to these specific examples. Since
other modifications and changes varied to fit particular
operating requirements and environments will be apparent to
those skilled in the art, the invention is not considered
limited to the example chosen for purposes of disclosure,
and covers all changes and modifications which do not
constitute departures from the true spirit and scope of this
invention.



US 12,143,418 B2

17

Although the application describes embodiments having
specific structural features and/or methodological acts, it is
to be understood that the claims are not necessarily limited
to the specific features or acts described. Rather, the specific
features and acts are merely illustrative of some embodi-
ments that fall within the scope of the claims of the appli-
cation.

What is claimed is:

1. A system comprising:

one or more processors; and

one or more non-transitory computer-readable media stor-

ing instructions that, when executed by the one or more

processors, cause the one or more processors to per-

form operations comprising:

receiving a message from a first electronic device;

analyzing the message in order to identity a first Quick
Response (QR) code included in the message;

determining that a first address is embedded in the first
(QR) code, the first address being associated with a
first network resource;

generating a second address that is associated with a
second network resource the second network
resource being a trusted resource;

using the second address, generating a second QR code
such that the second address is embedded in the
second QR code;

determining, based at least in part on a policy, to
replace the first QR code within the message;

replacing the first QR code within the message with the
second QR code;

sending the message, which includes the second QR
code, to a second electronic device, the second QR
code being displayable by the second electronic
device; and

storing data representing the policy, the policy indicat-
ing at least three of:
to replace QR codes included in messages;
to replace QR codes that represent addresses asso-

ciated with a type of network resource;

to replace QR codes that are directed to a first user
account;

to replace QR codes that are sent from a second user
account;

to replace QR codes that are sent from a first device
type; or

to replace QR codes that are directed to a second
device type.

2. The system as recited in claim 1, wherein:

the message is an email;

determining that the first address is embedded in the first
QR code comprises determining that a first Uniform
Resource Locator (URL) is embedded in the first QR
code; and

generating the second address that is associated with the
second network resource comprises generating a sec-
ond URL that is associated with the second network
resource.

3. The system as recited in claim 1, the operations further

comprising:

determining that the first network resource is at least one
of a malicious resource or a suspicious resource; and

determining to replace the first QR code within the
message based at least in part on the first network
resource being the at least one of the malicious resource
or the suspicious resource.

4. The system as recited in claim 1, the operations further

comprising:
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storing data representing the policy, the policy indicating:

to replace QR codes included in messages;

to replace QR codes that represent addresses associated
with a type of network resource;

to replace QR codes that are directed to a first user
account;

to replace QR codes that are sent from a second user
account;

to replace QR codes that are sent from a first device
type; and

to replace QR codes that are directed to a second device
type; and

determining, based at least in part on the policy, to replace

the first QR code within the message.

5. The system as recited in claim 1, wherein:

analyzing the message in order to identify the first QR

code comprises at least:

analyzing the message to identify an attachment; and

determining that the attachment includes the first QR
code; and

causing the first QR code within the message to be

replaced with the second QR code comprises a least
causing the first QR code in the attachment to be
replaced with the second QR code.

6. The system as recited in claim 1, the operations further
comprising:

determining one or more characteristics associated with

the first QR code,

and wherein generating the second QR code is based at

least in part on the one or more characteristics.

7. The system as recited in claim 1, wherein causing the
first QR code within the message to be replaced with the
second QR code comprises at least:

identifying a portion of the message that includes the first

QR code;

causing the first QR code to be removed from the portion

of the message; and

causing the second QR code to be placed at the portion of

the message.

8. The system as recited in claim 1, wherein the second
network resource includes at least one of:

a secure proxy;

a remote browser; or

a click-time protection service.

9. The system as recited in claim 1, wherein analyzing the
message in order to identify the first QR code included in the
message comprises at least:

analyzing the message using one or more computer-vision

techniques; and

identifying the first code in the message based at least in

part on the analyzing the message.

10. A method comprising:

receiving a message from a first electronic device;

identifying a first Quick Response (QR) code included in

the message;

determining that a first address is represented by the first

QR code, the first address being associated with a first
network resource;

generating a second address that is associated with a

second network resource, the second network resource
being a trusted resource;

using the second address, generating a second QR code

such that the second address is embedded in the second
QR code;

determining, based at least in part on a policy, to replace

the first QR code within the message;
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replacing the first QR code within the message with the
second QR code;
sending the message, which includes the second QR code,
to a second electronic device, the second QR code
being displayable by the second electronic device; and
storing data representing a policy, the policy indicating at
least three of:
to replace QR codes included in messages;
to replace QR codes that represent addresses associated
with a type of network resource;
to replace QR codes that are directed to a first user
account;
to replace QR codes that are sent from a second user
account;
to replace QR codes that are sent from a first device
type; or
to replace QR codes that are directed to a second device
type.
11. The method as recited in claim 10, wherein:
the message is an email;
determining that the first address is represented by the first
QR code comprises determining that a first Uniform
Resource Locator (URL) is embedded in the first code;
and
generating the second address that is associated with the
second network resource comprises generating a sec-
ond URL that is associated with the second network
resource.
12. The method as recited in claim 10, further comprising:
determining that the first network resource is at least one
of a malicious resource or a suspicious resource; and
determining to replace the first QR code within the
message based at least in part on the first network
resource being the at least one of the malicious resource
or the suspicious resource.
13. The method as recited in claim 10, further comprising:
storing different data representing the policy of indicating:
to replace QR codes included in messages;
to replace QR codes that represent addresses associated
with a type of network resource;
to replace QR codes that are directed to a first user
account;
to replace QR codes that are sent from a second user
account;
to replace QR codes that are sent from a first device
type; and
to replace QR codes that are directed to a second device
type; and
determining, based at least in part on the policy, to replace
the first code within the message.
14. The method as recited in claim 10, wherein:
identifying the first QR code comprises at least:
analyzing the message to identify an attachment; and
determining that the attachment includes the first QR
code; and
causing the first QR code within the message to be
replaced with the second QR code comprises a least
causing the first QR code in the attachment to be
replaced with the second QR code.
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15. The method as recited in claim 10, further comprising: 60

determining one or more characteristics associated with
the first QR code,

and wherein generating the second QR code that repre-
sents the second address is based at least in part on the
one or more characteristics.
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16. The method as recited in claim 10, wherein causing
the first QR code within the message to be replaced with the
second QR code comprises at least:

identifying a portion of the message that includes the first

QR code;

causing the first QR code to be removed from the portion

of the message; and

causing the second QR code to be placed at the portion of

the message.

17. The method as recited in claim 10, wherein generating
the second address that is associated with the second net-
work resource comprises at least generating the second
address that is associated with at least one of:

a secure proxy;

a remote browser; or

a click-time protection service.

18. One or more computing devices comprising:

one or more processors; and

one or more non-transitory computer-readable media stor-

ing instructions that, when executed by the one or more
processors, cause the one or more processors to per-
form operations comprising:
receiving a message associated with a first electronic
device;
determining that a portion of the message includes a
first Quick Response (QR) code with a first embed-
ded address;
determining, based at least in part on a policy, to
replace the first QR code within the message;
causing the first QR code to be removed from the
message;
generating a second QR code with a second embedded
address, the second address being associated with a
trusted network resource;
causing the second QR code to be included in the
portion of the message;
sending the message, with the second QR code, to a
second electronic device, the second QR code being
displayable by the second electronic device; and
storing data representing the policy, the policy indicat-
ing at least three of:
to replace QR codes included in messages;
to replace QR codes that represent addresses asso-
ciated with a type of network resource;
to replace QR codes that are directed to a first user
account;
to replace QR codes that are sent from a second user
account;
to replace QR codes that are sent from a first device
type; or
to replace QR codes that are directed to a second
device type.

19. The system as recited in claim 1, the operations further
comprising:

determining a risk score associated with the first address

and then using the risk score to determine if the first
address is at least one of a good address, a suspicious
address, a malicious address, or a phishing address.

20. The system as recited in claim 19, the operations
further comprising:

using information about at least the first address for

determining the risk score associated with the first
address.



