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sired configuration for the IO con-
troller, reprogramming the 10 con-
troller to allow for processing of
one or more descriptor lists, mod-
ifying the configuration of the 10

§ Processor

System Bus
Interface

List

controller to reflect the addition or

deletion of one or more virtual con-
trollers, re-enumerating the 10 con-
troller, and processing a descrip-
tor list for each of the IO con-
troller and the one or more vir-
tual controllers. The integrated cir-
cuit device for use as an 10 con-
troller includes a system bus inter-
face, a programmable list proces-
sor and a port router. The inte-
grated circuit device is adapted for
reconfiguration to add or delete one
or more virtual controllers. The
virtual controllers provide substan-
tially the full bandwidth supported
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Port Router

by the integrated circuit device. The
IO controller device and apparatus
may be applied to personal com-
puter systems, information appli-
ances, set—top boxes, cable modems,
game consoles, smart appliances,

handheld computers, palm-sized computers, embedded control systems, workstations, servers and the like.




AL
AM
AT
AU
AZ
BA
BB
BE
BF
BG

BR
BY
CA
CF
CcG
CH
CI

CN
Cu
CZ
DE
DK
EE

FOR THE PURPOSES OF INFORMATION ONLY

Codes used to identify States party to the PCT on the front pages of pamphlets publishing international applications under the PCT.

Albania
Armenia
Austria
Australia
Azerbaijan
Bosnia and Herzegovina
Barbados
Belgium
Burkina Faso
Bulgaria

Benin

Brazil

Belarus
Canada

Central African Republic
Congo
Switzerland
Cate d’Ivoire
Cameroon
China

Cuba

Czech Republic
Germany
Denmark
Estonia

ES
FI
FR

KR
KZ
LC
LI

LK
LR

Spain

Finland

France

Gabon

United Kingdom
Georgia

Ghana

Guinea

Greece

Hungary

Ireland

Israel

Iceland

Ttaly

Japan

Kenya
Kyrgyzstan
Democratic People’s
Republic of Korea
Republic of Korea
Kazakstan

Saint Lucia
Liechtenstein

Sri Lanka

Liberia

LS
LT
LU
LV
MC
MD
MG
MK

ML
MN
MR
MW
MX
NE
NL
NO
NZ
PL
PT
RO
RU
SD
SE
SG

Lesotho

Lithuania
Luxembourg

Latvia

Monaco

Republic of Moldova
Madagascar

The former Yugoslav
Republic of Macedonia
Mali

Mongolia

Mauritania

Malawi

Mexico

Niger

Netherlands

Norway

New Zealand

Poland

Portugal

Romania

Russian Federation
Sudan

Sweden

Singapore

SI
SK
SN
Sz
D
TG
TJ
™
TR
TT
UA
UG
us
Uz
VN
YU
W

Slovenia

Slovakia

Senegal

Swaziland

Chad

Togo

Tajikistan
Turkmenistan
Turkey

Trinidad and Tobago
Ukraine

Uganda

United States of America
Uzbekistan

Viet Nam
Yugoslavia
Zimbabwe




10

15

20

25

30

WO 00/41074 PCT/US00/00177

APPARATUS AND METHOD FOR DYNAMICALLY
RECONFIGURING AN 10 DEVICE
This application is related to pending U.S. Patent Application No.
for "PORT ROUTER" by Aguilar et. al., filed January 4, 2000, the disclosure of
which is incorporated herein by reference. This application claims priority to U.S.
Provisional Patent Applications Nos. 60/114,771, 60/114,772 and 60/114,767,
which are also incorporated herein by reference.

Field of the Invention

This invention relates to semi-conductor devices and, more particularly, to
input/output (I0) controllers.
Background of the Invention

1O controllers provide a connection between a computer operating system
and an IO interface. Conventional operating systems create descriptor lists that
form the instructions that an IO controller reads and follows in order to do its work.
Current implementations of IO controllers include hardware circuits which read and
initiate the operations defined in the descriptors. Any significant variation in the
descriptor requires a new circuit, consequently rendering existing circuits obsolete.
In practice, this creates the situation in which the development of new operating
systems and the development of new hardware is delayed because the development
of either requires coordination with the other.

The operational speed of an 1O controller interface is typically fixed and the
controller is limited to the bandwidth of the interface. The addition of another
interface requires the addition of an add-on board or the redesign of a motherboard
to accommodate a new controller interface device.

Attempts to increase the bandwidth of an IO device have required
modification of the device hardware, precluding the dynamic addition of bandwidth.
Modification or addition of hardware to a system has numerous disadvantages
including reconfiguration expense, additional hardware expense and possible
incompatibility with an existing operating system. Further, the addition of new
hardware is performed while a system is turned off, requires a technician to install
new hardware, and possibly requires a system administrator to change the operating
system to support the new hardware. This process can be difficult, error prone and
require expensive, time consuming design and re-qualification.

It is therefore desirable to have a device capable of accommodating the
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variation of a descriptor to add features, improve performance or provide forward
or backward compatibility. Additionally, it is desirable to have a device which can
be adapted to provide additional bandwidth by dynamically creating new instance
of the IO controller in response to the requirements of a system without the addition
of new hardware.

Summary of the Invention

In one aspect of the invention, a method is provided for controlling data flow
through an 1O controller in a computer system. The method includes determining
a desired configuration for the 10 controller, reprogramming the 10 controller to
allow for processing of one or more descriptor lists, modifying the configuration of
the IO controller to reflect the addition or deletion of one or more virtual controllers,
re-enumerating the 10 controller, and processing a descriptor list for each of the IO
controller and the one or more virtual controllers. The one or more virtual
controllers are discovered and initialized during the re-enumeration and are capable
of providing the full bandwidth supported by the 1O controller.

In another aspect, the invention is an integrated circuit device for use as an
IO controller comprising a system bus interface, a programmable list processor and
a port router. The integrated circuit device is adapted for reconfiguration to add or
delete one or more virtual controllers. The virtual controllers provide substantially
the full bandwidth supported by the integrated circuit device.

The invention may be used in a personal computer system, but can also be
applied to other types of compute platforms, including but not limited to
information appliances, set-top boxes, cable modems, game consoles, smart
appliances, handheld computers, palm-sized computers, embedded control systems,
workstations, servers and the like.

Brief Description of the Drawings

FIG. 1 is a block diagram of one embodiment of the invention.

FIG. 2 is a block diagram of another embodiment of the invention.

FIG. 3 is a flow diagram illustrating an embodiment of the method of the
invention.

FIG. 4 is a block diagram illustrating one embodiment of a port router which
can be used with the invention.
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FIG. 5 is a block diagram illustrating another embodiment of a port router
which can be used with the invention.

Detailed Description of the Invention

The invention provides an apparatus and method for dynamically
reconfiguring an IO device to accommodate changes in data flow protocol and/or
host system interaction. The invention permits the addition (or deletion) of a virtual
controller creating a new channel that an operating system can use to transfer data.
The 10 device can then provide dedicated throughput for peripheral devices that
require high bandwidth, and can group several low bandwidth devices to produce
more efficient data transfer. The invention allows for the installation of a new
operating program that can accommodate changes in an operating system, changes
in system requirements, problems or bugs in devices, and changes in the data flow
protocol.

The invention provides a practicable and cost effective solution for
integrating additional internal circuitry into a compute platform (i.e. 10 controllers).

IO controllers create a bridge between an 10 stream (bus, interface, network
connection) and the operating system drivers in a host computer. The present
invention provides a method and apparatus which use programmability to alter the
operation of both the 10 stream and the operating system interface sides of the
bridge.

The invention may be applied to IO controllers including but not limited to
USB, IEEE-1394, Fibre Channel, Infiniband and Ethernet. The apparatus and
method of the invention can provide increased data flow between peripheral devices
and a compute platform. This increased data flow is provided without the need for
user intervention and allows for simple installation of complex devices to a compute
platform. The invention may be used in a personal computer system, but can also
be applied to other types of compute platforms, including but not limited to
information appliances, set-top boxes, cable modems, game consoles, smart
appliances, handheld computers, palm-sized computers, embedded control systems,
workstations, servers and the like.

AnIO controller according to the invention has a longer market life, permits
rapid prototyping and implementing of fixes to bugs, accommodates errors in an

operating system’s descriptor lists, accommodates improvements in descriptor lists,
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and permits the incorporation of new types of descriptor operation. The invention
reduces the number of different products needed to satisfy the requirements of a
wide range of systems.

The representations of the FIGURES provided herewith are for purposes of
illustration only and is not intended to limit the possible implementations of the
invention. The number of ports and IO controllers present in a particular system or
application may vary based on system requirements.

In one embodiment of the invention, shown in FIG. 1, an integrated circuit
(IC) device 100 for use as an 1O controller is provided having a system bus interface
120, a programmable list processor 110, and a port router 130. The system bus
interface 120, programmable list processor 110, and port router 130 are operatively
connected. The port router 130 is also preferably connected to one or more
interface ports 140.

By employing a programmable list processor 110, the IO controller can be
reprogrammed or reconfigured to process multiple descriptor lists, unlike existing
systems which are "single threaded" or capable of executing only a single descriptor
list at one time. This functionality allows the IO controller according to the
invention to act in the same manner as multiple discrete hardware controllers.

FIG.4 is a block diagram illustrating one embodiment of a port router 400
which can be used with the invention. The port router 400 comprises a controller
switch 420, a port switch 440 and connection(s) 450 between the controller switch
420 and port switch 440. Connection(s) 450 comprises a hub element 401. Port
router 400 connects Ports A-D to a single controller, Controller A. The controller
switch 420, the port switch 440 and the connection(s) 450 each have specific input
and output capabilities. The port switch 440 has fixed inputs, 441 - 444, each
connected to an interface port. The port switch 440 routes any port to one or more
port switch outputs. The port switch 440 has a total number of outputs to support
all routing elements. In the example of FIG. 4, the port switch 440 has four outputs
for Hub element 401. The Hub element(s) preferably comply with the requirements
of the IO interface for a given application. Each Hub element combines it’s inputs
and provides a single output that is input in the controller switch 420. Some 10
interfaces refer to the Hub Element 401 as a bridge, a concentrator or a physical

interface. Multiple Hub elements may be used to connect the port switch 440 to
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controller switch 420.

The controller switch 420 preferably has one input for each connection to a
Hub element and one input for each direct connection (shown in FIG 2) to the port
switch 440. The outputs from the controller switch 420 are fixed to match the
number of controllers that are necessary or available in a given application. As
shown in FIG. 4, the controller switch has one input 421 connected to Hub element
401, and one output 427 connected to Controller A. It should be understood that the
"Inputs" and "outputs" described herein all refer to connections which can handle
bi-directional data flow (commonly referred to as "input/outputs")

FIG. 5 illustrates the addition of a new device to Port D of the port router 400
of FIG 4, where the bandwidth capacity for Controller A reaches a threshold.
Controller B is added to the system and the connection of Port D through Hub
element 201 is removed and a direct connection 502 is added. Upon insertion of
a device into Port D, the device is detected and it’s capacity requirements are
reported. This capacity is calculated to be larger than the effective capacity of
Controller A. A new controller B is added to the system, and the port router 100 1s
reconfigured to effect the connection of Ports A, B and C to Controller A and Port
D only to Controller B. The connection for Port D to the hub element 501 is
removed and a new direct connection 502 is created between the port switch 540
and the controller switch 520. The connection to Controller B is created from
controller switch output 528. All data flow to and from Port D and the new device
flows through this new connection from the port switch output 549 to the controller
switch input 522. All data flow from Ports A, B and C continues to have the same
routing from port switch outputs 545, 546 and 547 to hub element 501. In this
configuration the data flow from Ports A, B and C are combined and delivered to
the controller switch input 521.

In operation, the port switch 400 will preferably start in a default state with
certain port inputs connected to a desired Controller. The example of FIG. 4 shows
a system having a default state with four Ports, two devices connected to Ports A
and B, one Hub Element 401, and one Controller A. Through a set of hardware
registers (not shown) preferably resident in the port router 400, software operating
in the system can query the port router 400 and discover the default topology. The
system software can effect a change in routing of signals between any combination

-5-
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of Ports and Controllers by programming values in the hardware registers. During
operation an event occurs. An event may be a new device being removed or
inserted into a Port. This event triggers the software to examine the requirements
of the new device. These requirements may include the device’s data capacity
requirements (bandwidth and latency) and its data style (asynchronous, isochronous,
burst, stream). The new requirements are combined with the current set of
requirements from devices already installed, and a new preferably optimized
topology for routing the ports is computed. Preferably, the system software causes
10 operations to suspend and effect the re-routing between the Ports and IO
Controller(s). The system software then resumes IO operations and the optimized
routing becomes the new routing until a new event occurs.

In another embodiment the port router 400 preferably contains embedded
software which allows routing and re-routing to be effected internally without
requiring the intervention of system software. This provides the ability for self-
monitoring and dynamic load balancing based on the flow of data through the port
router 400.

In another embodiment of the invention, shown in FIG. 2, an integrated
circuit (IC) device 200 for use as an IO controller is provided having a peripheral
component interconnect (PCI) bus 220 as the system bus interface, a programmable
list processor 210, a port router 230, a data mux 250, and a plurality of FIFO(first
in first out) data buffers 260. One or more interface ports 240 are also preferably
connected to the port router 230. Each of the elements are preferably operatively
connected to allow data signals and control signals to be transmitted between the
elements.

When data is received from the interface it preferably passes through a Port
240 and the Port Router 230 preferably directs it to a particular FIFO 260. When
a data element is received in the FIFO 260, the List Processor 210 preferably
examines it and determines its disposition. The actions taken on the data element
depend on the protocol rules for the interface and will be different for example with
Ethernet, USB, IEEE-1394 and the like. It is preferable that controlling software
in the List Processor 210 is responsible for determining a desired configuration.
The List Processor 210 preferably performs an action such as but not limited to:

transmit the data element to system memory, cause a pending transaction to be
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completed, cause an error to be transmitted to the system, cause an error to be
transmitted to the interface, prepare data for transmission to the interface. All data
elements transmitted to and from system memory through the PClbus 220
preferably pass through the Data Mux 250 element. When a data element is to be
transmitted from system memory to the interface, it is preferably received through
the PCIbus 220, passed through the data mux 250 and placed into the correct FIFO
260. The List Processor that initiated fetching the data from system memory
preferably prepares it for transmission to the interface and monitors the conditions
on the interface for the appropriate opportunity for data transmission. If the
interface is non responsive or not operational the List Processor 210 preferably may
take several actions: save data for later retransmission, report an error to the system,
and the like.

The List Processor element 210 preferably has many characteristics of a
general purpose compute engine such as a microprocessor or microcontroller with
adaptations to perform the functions of controlling the flow of data between the Port
and system bus. It executes software that preferably is fixed in ROM or that more
preferably may be downloaded. The software is preferably written to reflect the
manner in which the protocol on the interface is defined, typically following
industry standards. It is prefered that the software can also be applied for private
interface standards. If for example, the protocol requires that the system transmits
a data element and receives an acknowledgment that the data was correctly
received, the List Processor element has a software control structure that anticipates
the receipt of the acknowledgment, if no acknowledgment is received then perhaps
a re-transmission is initiated or an error is transmitted to the system. The exact
action depends on the rules of the protocol definition.

The system bus 120 may also comprise other multi-master bus structures
including but not limited to PCI-X, Infiniband, VMEbus, HubLink, and the like.
A common feature of these operating systems is an enumeration phase. During
enumeration, the hardware present on a system bus is queried, the data describing
the features of the hardware is created and acted upon by operating system software.
The operating system used with the invention is preferably capable of performing
re-enumeration if requested.

It is preferred that the invention has a default configuration that is reported
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during enumeration. In a preferred default state, the list processor 110 is
programmed to process a single list and is configured to report a single 10 controller
to the operating system. It is also preferred that the default state on start up is the
state maintained from before the previous power down.

During operation the list processor 110 preferably functions to interpret and
act upon the instructions of an operating system. A virtual controller may be
created to allow the operating system to understand and act as if multiple instances
of discrete IO controller hardware exist.

Modifying the hardware description of the IO controller and requesting that
the operating system re-enumerate the IO controller allows the creation or deletion
of one or more new virtual instance of the 1O controller. The dynamic creation of
a new IO controller can be performed multiple times, until practical limits (i.e.
system bus bandwidth, IO controller number limits, etc) are reached.

In one embodiment of the method of the invention illustrated in the flow
diagram of FIG. 3, a determination is made that the current IO controller
configuration should be modified. The determination may be made by the operating
system or by a monitoring element (not shown) internal to the 1O controller. The
determination that the current IO controller configuration should be modified is
preferably made based on the existence of one or more predetermined conditions
including but not limited to increased or decreased data flow through the 1O
controller.

The determination is preferably based on a number of criteria including but
not limited to: the total bandwidth requirements of peripheral devices, the
bandwidth requirements of a particular peripheral, the latency requirements of a
particular peripheral, the presence of conflicting peripherals, the topology of the
peripherals, the addition or removal of a peripheral, the increase or decrease in the
bandwidth requirements of an existing peripheral, the increase or decrease in the
latency requirements of an existing peripheral, and the such.

The operation of the IO controller is then preferably temporarily suspended.
The devices attached to the IO controller are suspended (or put to sleep) to stop the
data flow. The list processor 110 is then preferably programmed to allow the
processing of one or more new descriptor lists for each virtual controller added to

the system. The descriptor list(s) previously in operation remain intact and are
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processed along with the new descriptor list(s) when operation resumes. The
configuration of the IO controller is modified to reflect the addition or deletion of
one or more virtual controllers. Preferably, the devices connected to the IO
controller are re-routed to a desired configuration which provides efficient data
paths thus optimizing or improving the data flow through the IO controller. This
is typically accomplished by dividing the data flow between the one or more 10
controllers.

After reconfiguration is complete, a request is made to the operating system
to re-enumerate the IO controller. The virtual controllers are detected, and the
operating system queries to discover which devices are connected to which
controllers. Descriptor lists are created and the list processor 110 begins to process
each descriptor list. The devices may then resume operation. Typically the devices
are re-enumerated by the operating system.

Features of the list processor 110 include multi-threaded execution in which
multiple descriptor lists may be operated on simultaneously. Typical operations
which can be executed simultaneously by the list processor 110 include: fetching
from system memory, caching (or fetching descriptors before they are needed to
reduce multiple accesses to system memory), validation of the descriptor,
preparation of 10 hardware for data transfer, construction of data flow protocol
elements, fetching or delivering of data from and to system memory, monitoring of
data flow for exceptions, monitoring of data flow for completion, termination of
descriptor, error processing and cleanup, and reporting results back to the operating
system.

Thus, the method of controlling data flow through an IO controller in a
computer system according to an embodiment of the invention comprises
determining a desired configuration for the 1O controller, reprogramming the IO
controller to allow for processing of one or more descriptor lists, modifying the
configuration of the IO controller to reflect the addition or deletion of one or more
virtual controllers, re-enumerating the 10 controller, and processing a descriptor list
for each of the IO controller and the one or more virtual controllers. The one or
more virtual controllers are preferably discovered and initialized during the re-
enumeration and preferably provide the full bandwidth supported by the IO
controller and defined by the interface specification.

-9-
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Modifying the configuration of the IO controller preferably includes creating
one or more new configuration descriptors which indicate the presence of the one
or more virtual controllers. Connections from the interface ports are preferably re-
routed to a desired routing configuration which provides efficient data flow.
Determining a desired configuration for the 10 controller and modifying the
configuration of the IO controller is preferably controlled by drivers in the computer
system, or more preferably by firmware embedded in the IO controller.
Determining a desired configuration for the 10 controller preferably includes
determining whether the existing configuration of the IO controller should be
changed based on existing conditions and determining an optimized configuration
for the 10 controller based on the existing conditions.

The method of controlling data flow through an IO controller in a computer
system according to another embodiment of the invention comprises entering a
reconfiguration mode upon the existence of one or more predetermined conditions,
determining a desired configuration for the IO controller, reprogramming the 10
controller to allow for processing of one or more descriptor lists, modifying the
configuration of the IO controller to reflect the addition or deletion of one or more
virtual controllers, re-enumerating the IO controller, and processing a descriptor list
for each of the 10 controller and the one or more virtual controllers. Entering a
reconfiguration mode preferably includes suspending operation of devices
connected to the computer system. The predetermined conditions preferably
include increased or decreased data flow through the 10 controller.

In another aspect, the invention is an integrated circuit device for use as an
1O controller comprising a system bus interface, a programmable list processor and
a port router. The system bus interface, the programmable list processor and the
port router are preferably operatively connected. The integrated circuit device is
preferably adapted for reconfiguration to add or delete one or more virtual
controllers, the virtual controllers providing substantially the full bandwidth
supported by the integrated circuit device.

Although the invention has been described with reference to exemplary
embodiments and accompanying drawings, it can be readily understood that the
invention is not restricted to such embodiments and that various changes and

modifications can be made by those skilled in the art without departing from the
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spirit and scope of the invention.
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What Is Claimed Is:

1. A method of controlling data flow through an 10 controller from one or
more port interfaces to internal circuitry of a computer system comprising:

determining a desired configuration for said 10 controller;

reprogramming said 1O controller to allow for processing of one or more
descriptor lists;

modifying the configuration of said 10 controller to reflect the addition or
deletion of one or more virtual controllers;

re-enumerating said IO controller; and

processing a descriptor list for each of said IO controller and said one or
more virtual controllers.

2. A method according to claim 1, wherein said one or more virtual
controllers are discovered and initialized during said re-enumeration and provide
the full bandwidth supported by said port interfaces.

3. A method according to claim 1, wherein modifying the configuration of
said IO controller includes creating one or more new configuration descriptors

which indicate the presence of said one or more virtual controllers.

4. A method according to claim 1, further comprising re-routing connections
to said IO controller to a desired routing configuration.

5. A method according to claim 1, wherein determining a desired
configuration for said IO controller and modifying the configuration of said 10

controller is controlled by drivers in said computer system.

6. A method according to claim 1, wherein determining a desired
configuration for said IO controller and modifying the configuration of said 1O

controller is controlled by firmware embedded in said IO controller.

7. A method according to claim 1, wherein determining a desired
configuration for said IO controller includes determining whether an existing

-12-
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configuration of said IO controller should be changed based on existing conditions
and determining an optimized configuration for said IO controller based on said

existing conditions.

8. A method of controlling data flow through an IO controller in a computer
system comprising:

entering a reconfiguration mode upon the existence of one or more
predetermined conditions;

determining a desired configuration for said IO controller;

reprogramming said 1O controller to allow for processing of one or more
descriptor lists;

modifying the configuration of said IO controller to reflect the addition or
deletion of one or more virtual controllers;

re-enumerating said [O controller; and

creating a descriptor list for each of said 1O controller and said one or more
virtual controllers.

9. A method according to claim 8, wherein entering a reconfiguration mode

includes suspending operation of devices connected to said computer system.

10. A method according to claim 8, wherein said predetermined conditions
include increased or decreased data flow through said 1O controller.

I1. An integrated circuit device for use as an 1O controller comprising:

a system bus interface;

a programmable list processor; and

a port router;

wherein said system bus interface, said programmable list processor and said
port router are operatively connected; and

wherein said integrated circuit device is adapted for reconfiguration to add
or delete one or more virtual controllers, said virtual controllers providing
substantially the full bandwidth supported by said integrated circuit device.

-13-
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