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WIRELESS NETWORKING COMMUNICATION METHODS, SYSTEMS, AND
DEVICES OPERABLE USING HARVESTED POWER

CROSS-REFERENCE TO RELATED APPLICATIONS)

[001] This application claims the benefit under 35 U.S.C, § 9 of two earlier provisional

applications, U.S.S.N. 61/938,576, filed Febmary , 2014 and U.S.S.N. 62/028,263 filed

July 23, 2014. Both aforementioned provisional applications are hereby incorporated by

reference in their entirety, for any purpose.

TECHNICAL FIELD

[002] Examples described herein relate generally to communication systems and methods

for Internet communication, and particularly, to wireless network communication at low

power.

BACKGROUND

[003] The "Internet of Things" has received a great deal of attention for its promise -

objects that operate and communicate with each other when they are nearby, all possibly

without the need to ever plug them in or maintain batteries. Existing technologies,

however, lack the ability to connect to the Internet in a sufficiently lower power manner to

make this vision possible.

[004] Conventional radio communication may consume orders of magnitude more power

than may be desirable. Conventional Wi-Fi transceivers even may require much more

power than is available from examples of energy harvesting technologies. Ambient

backscatter technologies may enable device-to-device communication, but may create an

isolated network disconnected from the Internet.

BRIEF DESCRIPTION OF THE DRAWINGS

[005] FIG. 1 is a schematic illustration of a system in accordance with examples

described herein;



[006] FIG. 2 is a schematic illustration of an endpoint device arranged in accordance with

examples described herein;

[007] FIG. 3 is a schematic illustration of an access point device arranged in accordance

with examples described herein;

[008] FIG. 4 is a schematic illustration of a transmission from an access point device

arranged in accordance with examples described herein;

[009] FIG. 5 is a schematic illustration of an example energy detector arranged in

accordance with examples described herein.

DETAILED DESCRIPTION

[010] Examples described herein include devices, systems, and methods for

communication systems that may provide wireless networking communications at

sufficiently lower power to be suitable for use in devices employing power harvesting (e.g.

RF power harvesting) for power. Of course, the examples described herein may also find

use for wireless communication in conventionally powered devices (e.g. those with

batteries or requiring AC power supplies).

[011] Generally, example devices described herein include endpoint devices (e.g. tags)

which may coirnminicate with another wireless communication device (e.g. access point

device) by modulating a channel associated with the wireless communication to encode

transmit data. The channel modulation may be performed by utilizing a switch to control

an impedance of an antenna at the endpoint device to either reflect or absorb wireless

network communication signals received by the endpoint device. For example, reflecting a

packet of wireless network communication signals may at least partially indicate a

while absorbing a packet may at least partially indicate a 'Ο' , or vice versa. The wireless

communication device (e.g. access point device) may extract the transmit data by decoding

changes in the channel caused, at least in part, by the modulation.

[012] Similarly, communication may occur from the access point device(s) to endpoint

device(s). Access point devices may transmit a pattern of packets (e.g. Wi-Fi packets) -

the presence of a packet in a time slot may indicate a ' Γ while the absence of a packet may



indicate a 'Ο', or vice versa. Endpoint devices may decode this data by using an energy

detector to differentiate between the presence or absence of a packet.

[013] In this manner, example systems and device described herein may facility very low

power communication in accordance with conventional wireless communication standards

(e.g. Wi-Fi). Such low power communication may allow power-harvesting devices (e.g.

RF-powered devices) to communicate with commodity wireless communication devices

(e.g. Wi-Fi devices).

[014] FIG. 1 is a schematic illustration of a system in accordance with examples

described herein. The system 100 includes an access point device 105, an endpoint device

10, and a wireless network communication signal source 115. Examples will be

described which facilitate wireless networking communications between the endpoint

device 110 and the access point device 105. While a wireless network communication

signal source 115 is shown in FIG. 1, in other examples the wireless network

communication signal source 5 may not be needed, and the access point device 105 may

provide the wireless network communication signals described as coming from the

wireless network communication signal source 15, for example in situations where the

access point device 105 has a capability to receive wireless network communication

signals initiated form the access point device 105 itself.

[015] The access point device 05 is shown in FIG. 1 implemented as a mobile phone. In

other examples, other computing devices (e.g. any Wi-Fi client) may be used additionally

or instead to implement access point devices described herein, including, but not limited

to, laptop or desktop computers, tablets, servers, routers, game consoles, set top boxes,

wearable devices, automobiles, or appliances. Generally, access point devices may include

one or more processing units, such as one or more processors, and memory encoded with

executable instructions that, when executed, may cause the access point device to perform

some or all of the functions described herein. Examples of access point devices described

herein generally have Internet connectivity by way of wireless networking communication

signals and'Or a wired Internet connection.



[016] The endpoint device 110 is shown n FIG. 1 implemented as a tag. Generally, the

tag may include an antenna and may be powered by energy harvested from the

environment, such as an RFID sensor tag. In other examples, generally any circuitry or

computing device may be used additionally or instead to implement the endpoint device

110. The endpoint device 0 may connect to the Internet in a very low power manner

using examples of techniques described herein to send data to the access point device 105.

Accordingly, generally any circuitry or computing device for which low power Internet

connectivity is desirable may be used to implement the endpoint device 10. The endpoint

device 110 may harvest power from an environment in which the endpoint device 0 is

located. For example, the endpoint device 110 may be R -powered from sources such as

TV, cellular, and/or Wi-Fi signals, and/or the endpoint device may be powered by solar,

mechanical, vibrational, thermal, tidal or other environmental energy sources. In some

examples, the endpoint device 0 may be powered through batteries or AC or DC power

sources. Devices where power is environmentally harvested may have a particular need

for low power Internet connectivity techniques such as those described herein, as the

power available from these sources may be limited. Any number of endpoint devices 110

may be included in example systems, and in some examples the endpoint devices may be

embedded in or on objects (e.g. personal possessions, portions of buildings or rooms,

clothing, pets).

[017] The wireless network communication signal source 5 is shown in FIG. 1

implemented as a router, however generally any device which may be a source of wireless

network communication signals may be used, such as but not limited to, mobile phones,

laptop or desktop computers, tablets, servers, routers, game consoles, set top boxes,

wearable devices, automobiles, or appliances. The wireless network communication

signals provided by the wireless network communication signal source 5 are generally

signals compatible with one or more wireless network standards, e.g. Wi-Fi signals such as

those in compliance with one or more IEEE 802.1 standard. In some examples, the

wireless network communication signal source 5 may not be needed, such as in



examples where the access point device 05 is capable of transmitting wireless network

communication signals and receiv ing those same signals.

[018] In some examples, a wireless network communication signal source may include

multiple antennas. The multiple antennas may be used to increase uplink reliability (e.g.

reliability of transmissions from an endpoint device to an access point device). An

effective measure of the signal from the endpoint device is the power of the endpoint

device's backscattered signal (e.g. channel modulation) in relation to the power in the

wireless networking communication signals at the access point device coming directly

from the signal source. If the signal source can pick beamforming values on two antennas

to be the vector [Ι ,α], the effective channel to the endpoint device from the signal source is

given by h hlt +hh2, , where h t and h t are the channels from the two signal source

antennas to the endpoint device. Similarly, the channel from the signal source to the

access point device is If the signal source backscatters a fraction of energy β

towards the access point device and the channel to the access point device is given by ht ,

then the si nal source may select values of that satisfy:

[019]

[020] Examples described herein include communication between one or more endpoint

devices with one or more access point devices, such as between the endpoint device 0

and access point device 105 of FIG. 1, using wireless network communication signals (e.g.

Wi-Fi signals) provided by the wireless network communication signal source 115. In this

manner, Internet connectivity may be supplied to the endpoint device 0 in a low power

manner. Examples described herein include uplinks between an endpoint device and an

access point device and downlinks between the access point device and the endpoint

device. While generally examples are provided using a single access point device and a

single endpoint device, example systems may include multiple access point devices and/or

multiple endpoint devices. In examples having multiple endpoint devices, an access point

device (e.g. access point device 110 of FIG. 1 may utilize protocols similar to EPC Gen-2



to identify the endpoint devices and query them individually. Similarly, while only one

wireless network communication signal source 115 is shown in FIG. 1, any number may

be used, and as mentioned previously, in some examples, the wireless network

communication signal source 115 may not be required.

[021] Generally, endpoint devices described herein may communicate by modulating

received transmissions (e.g. wireless network communication signals received by a signal

source, such as the wireless network communication signal source 5 of FIG. 1). Access

point devices described herein may decode the transmissions using channel measurements

created on received wireless network communication signals. Access point devices

described herein may communicate with endpoint devices by transmitting a pattern of

packets - the presence of a packet may indicate a , while the absence of a packet may

indicate a Ό ' , or vice versa. Endpoint devices may decode the data from access point

devices using an energy detector to differentiate between the presence and absence of

packets.

[022] FIG. 2 is a schematic illustration of an endpoint device arranged in accordance with

examples described herein. The endpoint device 200 includes an antenna 205, a channel

modulator 210, an energy detector 215, and a power harvester 220. Other components

may be included in other examples, including one or more processing unit(s) and memory

encoded with executable instructions that, when executed, cause the one or more

processing unit(s) to perform one or more of the endpoint device functions described

herein. The endpoint device 200 may be used to implement the endpoint device 0 of

FIG. 1.

[023] The channel modulator 210 may modulate a wireless network communication

signal channel (e.g. a Wi-Fi channel) in accordance with data to be transmitted to an access

point device. Modulation of the wireless network communication signal channel may refer

to a change in the channel measurements for that channel as received by the receiving

device (e.g. an access point device). For example, the channel modulator 210 may change

an impedance of the antenna 205 in accordance with transmit data to be sent to an access

point device (e.g. the access point device 105 of FIG. 1). The impedance affects the



amount of signal, e.g. wireless communication signal received from a wireless

communication signal source, reflected by the endpoint device. In this manner, the

endpoint device 200 may convey a or a '0' by setting an impedance of the antenna 205

to a particular amount associated with either value (e.g. a high antenna impedance may

indicate a ' while a low antenna impedance may indicate a Ό ' , or vice versa). Changing

the independence of the antenna 205 accordingly may change the channel as seen by the

access point device (e.g. access point device 105), and those channel changes may be

decoded by the access point device to recover the transmit data. The channel modulator

210 may be implemented using a switch (e.g. a transistor), which in some examples may

consume a low amount of power (e.g. 1 in one example). The switch may, for

example, close to provide a low impedance and open to provide a high impedance. The

switch may be selected to operate in the frequencies of interest for the wireless network

communication signals (e.g. over the 2.4GHz Wi-Fi band).

[024] The channel modulator 210 may include a controller (e.g. control circuitry) to

control a length of time the antenna impedance is maintained at a particular state indicative

of a bit of transmit data. In some examples, a minimum period with which the impedance

changes is larger than the duration of a packet of the wireless network communication

signals (e.g. a Wi-Fi packet). In some examples, the minimum period is larger than the

duration of 2, 3, or 4 packets. In this manner, the act of modulating may not change the

channel within every packet, which may allow nearby wireless communication to proceed

with minimal interference.

[025] In some examples, the channel modulator 210 may modulate fast enough to effect

bits within a particular packet of wireless networking communication signals. In this

manner, the channel modulator 210 may be used to cause perturbations in modulation

constellations (e.g. OFDM modulation), such as bit error rate, for example. A decoder at

the access point device may be used to decode these perturbations into the received data

[026] The antenna 205 may be implemented using generally any antenna suitable for

receiving wireless network communication signals and having altered impedance. Suitable

antennas include monopoles and dipoles. In some examples, a micro strip patch antenna



may be used which may provide for a higher gain relative to antenna size. In one example,

a micro strip patch antenna is used where the patches each resonate at a frequency of

interest (e.g. 2.4 GHz), but which act together to collaboratively scatter incident RF,

therefore producing a larger change in the antenna's radar cross section when an

impedance of the antenna is changed. Larger change in antenna metrics responsive to a

change in antenna impedance will generally result in an easier detection process at the

access point device as the difference between a T and '0' may be easier to discern when

larger changes are affected by the endpoint device. Moreover, larger change in antenna

metrics responsive to a change in impedance may also influence the impact of the endpoint

device on any other nearby receivers.

[027] In some examples, the endpoint device 200 may include multiple antennas. In

some examples, multiple antennas may be leveraged to steer the direction of backscatter

(e.g. channel modulation). In some examples, a phase may be introduced at one of the

antennas that may be used to steer the signal direction. In some examples, a predetermined

amount of phase may be available using switches incorporated in the endpoint device 200

and coupled to at least one of the antennas. The endpoint device 200 may select among

different predetermined phase amounts that may optimize an amount of energy β

backscattered toward an access point device.

[028] The power harvester 220 may be coupled to the channel modulator 205 and/or the

energy detector 215 and may provide power for those components. The power harvester

220 may generally be implemented using any circuitry or other components for harvesting

energy from an environment - e.g. solar, mechanical, vibrational, thermal, tidal or other

environmental energy sources. In some examples, the power harvester 220 may power the

channel modulator 210 and/or the energy detector 215 using power harvested from RF

signals received by the antenna 205.

[029] During operation of an uplink communication from the endpoint device 200, the

endpoint device 200 may receive wireless network communication signals from another

device - e.g. from the wireless network communication signal source 5 of FIG. 1 and/or

from the access point device 105 of FIG. 1. The wireless network communication signals



may be received at the antenna 205. Transmission of the wireless network communication

signals may be caused by the access point device 105 when the access point device 105

wants to query the endpoint device 0 or 200. For example, the access point device 105

may request that the wireless network communication signal source 15 provide signals,

for example by requesting a file download or other data be transmitted from the wireless

network communication signal source. In some examples, beacon packets sent from the

wireless network communication signal source 115 may be used, which may not require a

particular request for data transmission from the access point device. The endpoint device

200 may receive, or have stored, transmit data for transmission to an access device, e.g. the

access device 105 of FIG. 1. In accordance with the transmit data, the channel modulator

205 may modulate the channel by altering an impedance of the antenna 205. In some

examples, the impedance of the antenna is held constant for each bit for a period of time

which may be greater than a packet of the wireless network communication signals in

order to reduce interference. In some examples, the channel modulator 205 may modulate

the channel only or mostly responsive to queries by an access point device. In some

examples, the endpoint device 205 may include control circuitry which may adapt the

modulation rate (e.g. increase a duration of each bit of transmit data) in accordance with

network traffic conditions.

[030] In this manner, T s and 'O's which make up the transmit data may be transmitted

by the endpoint device 200 by setting an impedance of the antenna 205 to a first value to

indicate a Ί ' , and to a second value to indicate a Ό ' . The changes in antenna impedance

may be detected at the access point device as changes in the wireless network

communication signal channel as seen by the access point device.

[031] The transmit data may in some examples include a known preamble which may be

used by a receiving device to perform correlation to, for example, select a particular

channel or sub-channel for use in decoding the transmit data. In some examples, the

transmit data may include two orthogonal codes of length L each to represent the one and

the zero bits. The receiving device may correlate a channel measurement with the two

codes to decode the transmit data.



[032] FIG. 3 is a schematic illustration of an access point device arranged in accordance

with examples described herein. The access point device 300 includes an antenna 305, a

decoder 310, an encoder 315, and one or more processing units 320. Other components

may be included in other examples, including but not limited to network interfaces, user

interfaces, keyboards, displays, and sensors. The access point device 200 may be used to

implement the access point device 105 of FIG. 1. In one example, the access point device

200 may be implemented using an Intel Wi-Fi Link 5300 card.

[033] Recall that endpoint devices as described herein, such as the endpoint device 0 of

FIG. 1 or the endpoint device 200 of FIG. 2, may modulate a channel associated with

wireless network communication signals. The wireless network communication signals

may be provided by an access point device in some examples and/or by a wireless network

communication signal source in some examples. Variations in the channel may be

detected by an access point device, such as the access point device 300, and decoded to

generate receive data at the access point device that corresponds with the transmit data

transmitted by the endpoint device.

[034] In this manner, the antemia 305 of the access point device 300 may receive wireless

network communication signals provided by a wireless network communication signal

source (e.g. the wireless network communication signal source 115 of FIG. 1 or by the

access point device 300 itself). While one antenna 305 is shown in FIG. 3, the access point

device 300 may utilize multiple antennas in some examples. The decoder 310 may decode

channel measurements associated with the wireless network communication signals into

receive data provided by an endpoint device, such as the endpoint device 200 of FIG 2 or

the endpoint device 0 of FIG. 1.

[035] The decoder 3 0 may be implemented using hardware, software, or combinations

thereof. In some examples, the decoder may programmed to provide the functionality

described herein. For example, the decoder 310 be implemented using at least one

processing unit, such as the processing unit 320 of FIG. 3 and a memory encoded with

executable instructions for decoding, that when executed, cause the at least one processing

unit to decode the channel measurements into the receive data.



[036] The channel measurements which may be modulated by examples of endpoint

devices described herein and decoded into receive data may include, but are not limited to,

signal strength, channel state information (CSI), received signal strength information

(RSSI), or combinations thereof.

[037] The decoder 310 may perform signal conditioning to reduce or remove variations

in measured channel measurements due to mobility in the environment. However, in some

examples, signal conditioning may not be used. Signal conditioning, if used, generally

aims to remove temporal variations in the channel state information due to mobility in the

environment and to normalize the channel state information to, e.g. + 1 and - 1 values. To

remove or reduce temporal variation in channel state information, a moving average may

be subtracted from the channel state information measurements. In one example, the

moving average is computed over 400 ms. The decoder 310 may additionally or instead

normalize channel state measurements such that the channel state information

corresponding to a one bit from the endpoint device maps to a + 1 and that the channel state

information corresponding to a zero bit from the endpoint device maps to a 0 . The decoder

310 may perform normalization, for example, by computing absolute values of the channel

state measurements and taking their average. The decoder 310 may then divide the

channel state information by the average to get the normalized channel state information.

[038] The decoder 310 may leverage frequency diversity across sub-channels of the

wireless network communication signals. For example, the decoder 310 may identify at

least one sub-channel of the wireless network communication signals for use in decoding

the channel state information. Some sub-channels may experience a stronger effect of the

modulation by the endpoint device. Accordingly, in some examples, the decoder 310 may

identify one or more sub-channels having a more pronounced effect of the modulation by

the endpoint device. In some examples, the sub-channels having a more pronounced effect

may vary with the position of the endpoint device, however the identification of these

channels may vary with the position of the endpoint device.

[039] Accordingly, in some examples the decoder 310 may identify one or more sub

channels for decoding each time an uplink transmission is expected and/or received. To



identify the sub-channel(s) to use for decoding, the decoder 310 may perform correlation

with a known preamble. For example, endpoint devices, such as the endpoint device 200

may be configured (e.g. programmed) to transmit a known preamble at the beginning of a

message transmission. The access point device 300 may receive the transmission (e.g. by

correlating received signals with the known preamble). The decoder 310 may sort sub

channels in accordance with their correlation value. A top number of sub-channels having

preferred correlation values may be selected for decoding (e.g. 10 sub-channels).

[040] The decoder 310 may combine channel state information detected for each of the

sub-channels, or each of the selected sub-channels in some examples. The channel state

information may be combined in some examples by summing the channel state

information. However, the noise variance may vary across the sub-channels. Accordingly,

in some examples the decoder 310 may combine the channel state information across the

sub-channels by computing a weighted average where the sub-channels with low noise

variance are given a higher weight while those with a higher noise variance are given a

lower weight. This can be expressed as a linear combination of the normalized channel

state information across selected sub-channels weighted with the noise variance, as

indicated in the below equation:

[041]

[042] Where CSI is the normalized CSI computed on the ith selected sub-channel, G is

the total number of selected sub-channels, and σ is the noise variance in the ith selected

channel. Generally, the above relationship gives a larger weight to sub-channels where the

noise variance is low. In examples where the access point device includes multiple

antennas, the decoder 310 may evaluate the above equation for each antenna and a

summation taken across antennas.

[043] The decoder 310 may decode bits from the received channel state information. The

received channel state information may be conditioned and taken from selected sub-



channels as described herein. The decoder 310 may then decode bits - e.g. Is and 0s from

the channel state information. In some examples, the decoder 310 may utilize a

thresholding mechanism, which may be performed on the summed and weighted (e.g.

SIw ght d) values in some examples. For example, if the CSI gi te d is greater than zero,

the decoder decodes a ' Γ , and the decoder decodes a '0' otherwise.

[044] Recall that example endpoint devices described herein modulate a channel for each

transmitted bit for a length of time longer than one wireless network communication

packet, and in some examples longer than multiple packets. Accordingly, the decoder 310

may address noise in the channel state information measurements in part by conducting

majority voting across a plurality of channel state information measurements to more

accurately identify a bit. Each bit, however may be reflected in a variable number of

packets, at least because the wireless networking communication signals sent by the signal

source and whose channel is modulated by the endpoint device may be bursty.

Accordingly, the decoder 310 may utilize a timestamp in each packet header to group the

packets belonging to a same bit transmission, then perform majority voting over the

grouped packets.

[045] In some examples, the decoder 310 may utilize a hysteresis mechanism in decoding

bits. For example, the decoder 310 may utilize a first threshold, Thresh , to identify a zero

when the channel state information measurement is below the threshold, and a second

threshold, Thresh , to identify a 1 when the channel state information measurement is

above the threshold. In some examples, the threshold values may be where µ and σ

are the mean and standard deviation of CSIw jg t d computed across packets. In this

manner, spurious changes in CSI measurements may not result in changes to the decoded

bits.

[046] The channel state information values which may be utilized by the decoder include,

but are not limited to received amplitude, CSI, RSSI, and combinations thereof. RSSI

generally provides a single metric that provides a measure of cumulative wireless network

communication signal strength across multiple sub-channels. RSSI may be a single value

representing all sub-channels, accordingly sub-channel selection and summing may not be



performed in some examples utilizing RSSI as the channel measurements. The decoder

310 performs analogous functions to those described above when utilizing RSSI as the

channel measurements - including hysteresis, majority voting across multiple RSSI

measurements, thresholding to decode, and/or combinations thereof. The RSSI

information may include a single value per packet in some examples. The decoder 310

may select a particular RSSI channel in examples with multiple RSSI channels (e.g.

multiple antennas). The decoder 310 may correlate with a packet preamble and select an

RSSI channel having a maximum correlation value in some examples. In some examples,

since RSSI is a single value representing all Wi-Fi sub-channels and RSSI bit resolution is

limited, the BER performance may be improved with CSI information rather than RSSI.

[047] In some examples, the decoder 310 may correlate channel measurements with each

of two orthogonal codes having length L - one of which represents a zero bit, and one of

which represents a 1 bit. The correlation having a value representing a better match is

selected as an output bit. In some examples, the decoder 310 may repeat the correlation

operation on multiple frequency sub-channels and selects a sub-channel providing

maximum correlation peak(s). In some examples, increasing the code length L may

increase communication range of the system.

[048] During operation, the access point device 300 may utilize channel measurements

associated with wireless networking communication signals from a wireless networking

communication signal source, which may be different from the access point device itself.

For every bit sent by an endpoint device, it may be desirable for the bit to be associated

with channel measurements for multiple packets of the wireless networking

communication signals. However, the rate at which wireless networking communication

signals are provided by the signal source may vary. In some examples, one or more access

point devices may request that the wireless networking communication signal source

increase its rate of transmission in order to increase an uplink range. As the distance

between endpoint device(s) and an access point device increase, the signal source may be

requested to increase its transmission rate such that the probability of bit errors or other

constellation perturbations induced by channel modulation at the endpoint device



increases. Generally, small channel variations may create larger number of bit errors or

other perturbations at higher modulation rates.

[049] In some examples, the rate at which wireless networking communication signals

are provided may vary in accordance with network traffic. The wireless networking

communication signal source may provide signals at a higher rate when network traffic is

low, and at a lower rate when traffic is high. In some examples, endpoint devices may

identify packets from the wireless networking communication signal source and ensure

that multiple packets are affected (e.g. reflected or absorbed) per bit to be transmitted from

the endpoint device. However, example endpoint devices may not be able to or it may not

be advantageous for the endpoint devices to decode packet headers to identify packets

from the wireless networking communication signal source. Accordingly, endpoint

devices may adapt their transmission rate for different network loads.

[050] For example, the access point device 300 may compute (e.g. using at least one

processing unit and memory encoded with executable instructions for conducting the

computation) an average number of packets the wireless networking communication signal

source can transmit under existing network conditions. Based on this average number, the

access point device 300 may further compute a rate at which an endpoint device should

transmit packets. For example, suppose the wireless networking communication signal

source can transmit on average N packets per second given the current network load and

the access point device requires the channel information from M packets to reliable decode

each bit. Given these parameters, the rate at which the endpoint device should transmit

bits is N/M bits per second. The access point device 300 may compute this bit rate and

transmit the bitrate in a query packet addressed to the endpoint device. The endpoint

device may utilize the bit rate while transmitting bits to the access point device.

[051] Returning to the access point device 300 in FIG. 3, the encoder 315 may further be

coupled to the antenna 305. The encoder 315may be implemented using hardware,

software, or combinations thereof. In some examples, the encoder may programmed to

provide the functionality described herein. For example, the encoder 315 be implemented

using at least one processing unit, such as the processing unit 320 of FIG. 3 and a memory



encoded with executable instructions for encoding, that when executed, cause the at least

one processing unit to encode the transmit data for transmission to one or more endpoint

devices.

[052] The encoder may encode the data for transmission to the endpoint device using the

presence of a packet of data to indicate a and the absence of a packet of data to indicate

a ' , or vice versa. In this manner, the transmit data is encoded by the presence or

absence of a packet in a time slot - the content of the packets is not necessarily related to

the transmit data. A length of time of the absence of packets (e.g. silence period) may be

equal to a time of a packet (e.g. a Wi-Fi packet).

[053] In some examples, a T may be encoded by a sequence of packet lengths and a '0'

by an orthogonal sequence, or vice versa. Endpoint devices may search for these

sequences to decode the data.

[054] In some examples, techniques may be used to address interfering traffic on the

channel during transmissions. In some examples, the access point device and the endpoint

device may scan the channel and profile packet lengths used on the channel. The access

point and endpoint devices may proceed to use a subset of packet lengths that have the

least probability of being used by other devices on the channel to communicate with one

another.

[055] In some examples, the encoder 315 may cause the antenna to transmit a message

(e.g. a packet) configured to cause other communication devices to refrain from

transmission in advance of transmitting in accordance with the data. This may reduce

interference in the system, but may not be required in all examples. The device 300 may

transmit a CTS to SELF packet before transmitting the transmit data encoded using the

presence or absence of packets to indicate the transmit data. The CTS to SELF message

is a Wi-Fi message that forces 802. -compliant devices to refrain from communications

for a specified time interval. The device 300 may leverage this message to reserve the

communications medium for a duration of its transmission of transmit data to ensure or

encourage other Wi-Fi devices from transmitting during the silence period which the

device 300 intends to use to signify a ' or a Ό ' .



[056] FIG. 4 is a schematic illustration of a transmission from an access point device

arranged in accordance with examples described herein. The transmission 400 may be

provided, for example using the antenna 305 and encoder 315 of the access point device

300 of FIG. 3. The transmission 400 may include a CTS-to-SELF packet 405. The CTS-

to-SELF packet causes other transmitting devices (e.g. Wi-Fi devices) to cease

transmissions for a particular amount of time. In some examples, up to a duration of 32 ms

in accordance with the 802.1 1 standard. Following transmission of the CTS-to-SELF

packet 405, transmit data may be transmitted. The transmit data may include a preamble

410 and a payload 415. In both the preamble 410 and the payload 415, the presence or

absence of transmitted data may be used to encode a 0 or a 1, as shown in FIG. 4. The

payload 415 may include any number of bits, and may include error checking bits, such as

a CRC.

[057] The transmission 400 may be received at one or more endpoint devices in

accordance with examples described herein and decoded. For example, referring back to

the endpoint device 200 of FIG. 2, an endpoint device may include an energy detector,

such as the energy detector 215 of FIG. 2. Generally, the endpoint device 200 may be

configured to use the energy detector 215 to differentiate between a presence and absence

of a wireless networking communication signal or packet (e.g. a Wi-Fi packet) at the

antenna 205. The energy detector 215 may in some examples be powered by the

environment using, for example the power harvester 220.

[058] In some examples, the energy detector 215 may compute average energy in a

received signal and utilize a sensitive receiver to detect presence of energy received at the

antenna 205. However, in some examples this approach may not be suitable - for example

if it is not desirable to consume sufficient power to maintain the sensitive receiver.

Moreover, some wireless networking communication signals (e.g. Wi-Fi) may have a high

peak to average ratio. Wi-Fi has such a ratio due to being modulated using OFDM. This

may make the average energy small, with occasional peaks. Accordingly, in some

examples, the energy detector 215 may operate based on peak detection to decode received

data.



[059] FIG. 5 is a schematic illustration of an example energy detector arranged in

accordance with examples described herein. The energy detector 500 may be used to

implement the energy detector 215 of FIG. 2 . The energy detector 500 may be coupled to

an antenna 505, which may be used to implement the antenna 205 of FIG. 2. The energy

detector 500 includes an envelope detector 510, peak finder 515, threshold setting circuit

520, and comparator 525.

[060] The envelope detector 510 may remove a carrier frequency (e.g. 2.4 GHz) out of

the received wireless networking communication signals (e.g. Wi-Fi signals). The circuit

elements of the envelope detector 510 may be tuned to operate over an entire frequency

range of the wireless networking communication signals (e.g. the whole 2.4 GHz Wi-Fi

frequency ranges).

[061] The peak finder 515 may capture and hold a peak amplitude of a signal received

from the envelope detector 510. The peak finder 515 may include a diode, an operational

amplifier, and a capacitor, as shown in FIG. 5. The capacitor may store the peak

amplitudes. In some examples, in order to adapt to time-varying channel conditions, the

peak value may not be held indefinitely at the capacitor. A resistor network may be used

(shown in FIG. 5 as part of the threshold setting circuit 520) to dissipate the charge on the

capacitor of the peak finder 515, resetting the peak detector 515 over a time interval. In

some examples, the output of the peak finder 515 may be halved to produce the threshold

(e.g. by operation of a capacitor shown as part of the threshold setting circuit 520).

[062] The comparator 525 receives the threshold value from the threshold setting circuit

520 and the received signal from the envelope detector 510 and outputs a one bit whenever

the received signal is greater than the threshold and a zero bit otherwise (or vice versa in

other examples).

[063] Note that in some examples the circuit of FIG. 5 may require a low amount of

power to operate (e.g. around 1 W in some examples), and therefore in some applications

may be left ON at all times. However, a microcontroller requires a relatively large amount

of power (several hundred in some examples) in active mode. The microcontroller

may, for example be coupled to the comparator 525 of FIG. 5 and may receive bits output



from the comparator and may act on the received data. To reduce overall power

consumption, endpoint devices may place a microcontroller included in the device in a

sleep state through operation in one of two modes: In a first mode, preamble detection

mode, the microcontroller may be used to detect preambles at the beginning of potential

reader transmissions. Note that there is generally no information in between transitions of

bits output by the energy detector 500, accordingly the microcontroller may be in a sleep

state until a new transition occurs at an output of the comparator 525. Intervals between

transitions may be correlated by the microcontroller with reference intervals for the known

preamble. If the transition intervals match the expected preamble, the microcontroller may

indicate a transmission is about to begin and enter a next mode (e.g. a packet decoding

mode).

[064] In a packet decoding mode, the microcontroller may reduce power consumption by

sampling the signal received, e.g. from the comparator 525, only in a middle of each bit.

For example, the microcontroller may wake up briefly to capture each sample, then sleep

for a period until the next bit. After expiration of the known packet length, the

microconuoiler may wake up to decode the packet by performing decoding operations

such as framing and CRC checks, etc. for data received from one or more access point

devices.

[065] Examples of systems, devices, and methods described herein can be put to a variety

of applications, and may be particularly advantageous when very low-power Internet

communications at a low data rate are desired. For example, example systems described

herein may be used to localize devices. An access point device (e.g. a computer, cell

phone, tablet, laptop, etc.) may be used to query an endpoint device (e.g. any tagged object

or any electronic object which may be out of battery power, such as a user's cell phone,

etc.), and the endpoint device may respond with a location. In some examples, examples

of systems described herein may be used to inform endpoint devices when to turn on. For

example, a battery-powered endpoint device may communicate using techniques described

herein, to identify when to wake-up (e.g. responsive to a particular command or condition),

and may then wake up to consume a greater amount of power in a wakeup mode. In some



examples, systems described herein may be used to implement a persistent connection, e.g.

headers of email messages or text communications may be downloaded to an endpoint

device with very little power expenditure.

[066] From the foregoing it will be appreciated that, although specific embodiments of

the invention have been described herein for purposes of illustration, various modifications

may be made without deviating from the spirit and scope of the invention.

[067] EXAMPLE

[068] A prototype endpoint device, in this example a WiFID tag, was constructed and

optimized to operate across 2.4 GHz Wi-Fi channels. The prototype has a 2.4 GHz antenna

that can both modulate the Wi-Fi channel and harvest RF signals.

[069] The antenna included an array of six elements, each of which is a small micro strip

patch, in this example each with dimensions 40.6 by 30.9 mm, that is connected to both an

RF switch and a full-wave diode rectifier that provides RF-to-DC power conversion.

[070] The ADG902 RF switch from Analog Devices was selected for implementation of

the channel modulator, due in part to its relatively broad bandwidth, low power, and good

switching isolation at 2.4 GHz. Skyworks SMS7630 RF detector diodes were selected for

their high rectification efficiency at low RF power levels. The antenna is connected to an

MSP430G2553 running custom firmware with receive and transmit logic implementations.

[071] On the uplink, a hardware timer module of the TIMSP430 microcontroller is used

to generate a bit clock and drives a simple firmware module. Each packet includes a

W'iFID preamble, payload and a postamble. The access point device uses the preamble and

postamble to recover the bit clock from the transmitted signals. A 13-bit Barker code is

used that is known for its good auto-correlation properties.

[072] For the downlink, the circuit design of the energy detector in FIG. 5 was

implemented to identify the presence of Wi-Fi packets. Each packet has a preamble, a

payload, and a postamble. The power consumption of the transmit circuit is 0.65 W ,

while that of the receiver circuit is 9.0 W. Results showed that the Wi-Fi power harvester

can continuously run both the transmitter and receiver from a distance of one foot from the

Wi-Fi reader. Additionally, in a dual-antenna system with both Wi-Fi and TV harvesting,



the full system could be powered with a duty cycle of around 50% at a distance of 10 km

from a TV broadcast tower, independent of the distance from the access point device.



CLAIMS

What is claimed is:

1. A device comprising:

an antenna, the antenna configured to receive wireless network

communication signals provided by another device ;

a channel modulator configured to modulate a channel associated with the

wireless communication signals, wherein the channel modulator is configured to modulate

the channel by adjusting an impedance of the antenna in accordance with transmit data for

transmission to the access point device.

2 . The device of claim 1, wherein the channel modulator is configured to

modulate the channel by altering channel measurements for the wireless network

communication signals received by the access point device.

3 . The device of claim 1, wherein the channel modulator is configured to

modulate the channel responsive to a query by the access point device.

4. The device of claim 1, wherein the channel modulator comprises a switch

configured to modify the impedance of the antenna in accordance with the transmit data.

5. The device of claim 1, wherein a first time during which the channel is

modulated for each bit of transmit data is greater than a second time required for

transmission of a plurality of packets of the wireless network communication signals.

6. The device of claim 1, wherein the channel modulator is further configured

to adjust a rate of modulation in accordance with wireless network traffic conditions.



7. The device of claim 6, wherein the channel modulator is configured to

adjust the rate of modulation by changing a duration of modulation for a bit of the transmit

data.

8. The device of claim 1, further comprising a power harvester configured to

power the channel modulator using power harvested from an environment in which the

device is located.

9. The device of claim 8, wherein the power harvester is configured to power

the channel modulator using power harv ested from R signals received by the antenna.

10. The device of claim 1, wherein the another device comprises the access

point device.

11. The device of claim 1, further comprising an energy detector, the energy

detector configured to detect a presence or absence of a transmitted packet in a time

interval and output a first value corresponding to the presence of the transmitted packet and

a second value corresponding to the absence of the transmitted packet.

12. The device of claim 11, wherein the energy detector comprises an envelope

detector, a peak finder, a set-threshold circuit and a comparator.

13. A device comprising:

an antenna, the antenna configured to receive wireless network

communication signals provided by another device;

a decoder, the decoder configured to decode channel measurements

associated with the wireless network communication signals into receive data provided by

an endpoint device, wherein the endpoint device is different than the another device.



14. The device of claim 13, wherein the decoder comprises at least one

processing unit and executable instructions for decoding, that when executed, cause the at

least one processing unit to decode the channel measurements into the receive data.

15. The device of claim 13, wherein the decoder is configured to decode CSI

information, RSSI information, or both, into the receive data.

16. The device of claim 13, wherein the decoder is configured to reduce or

remove variations in the channel measurements due to mobility in an environment.

17. The device of claim 16, wherein the decoder is configured to reduce or

remove the variations at least in part by subtracting a moving average from the channel

measurements and normalize the resulting measurements.

18. The device of claim 13, wherein the decoder is further configured to

identify at least one sub-channel of the wireless network communication signals for use in

decoding the channel measurements, wherein the decoder is configured to identify the sub

channel at least in part by correlating a known preamble with received signal at each of a

plurality of sub-channels including the at least one sub-channel.

19. The device of claim 18, wherein the at least one sub-channel comprises at

least two sub-channels, and wherein the decoder is further configured to perform a linear

combination of channel measurements across the at least two sub-channels including

weighting the channel measurements for each of the at least two sub-channels with a

respective noise variance.

20. The device of claim 13, wherein the decoder is configured to utilize

timestamps in headers of packets in the wireless network communication signals to group

packets of the wireless network communication signals into groups belonging to a same bit



transmission, and wherein the decoder is further configured to decode the channel

measurements into the receive data using majority voting over each of the groups.

1. The device of claim 13, wherein the decoder is configured to decode the

channel measurements using a hysteresis mechanism.

22. The device of claim 13, further comprising an encoder, the encoder

configured to encode data for transmission to the endpoint device at least in part by

causing the antenna to transmit a packet or refrain from transmission in accordance with

each bit of the data.

23. The device of claim 22, wherein the encoder is further configured to cause

the antenna to transmit a packet configured to cause other communication devices to

refrain from transmission in advance of transmitting in accordance with the data.

24. A method of wireless networking communication, the method comprising:

receiving, at an endpoint device, wireless networking communication signals

provided by another device;

decoding, at the endpoint device, a query from an access point device, wherein the

query is transmitted using a presence or absence of a packet to indicate a bit;

responding to the query by transmitting data to the access point device, at least in

part by modulating a channel associated with the wireless networking communication

signals.

25. The method of claim 24, wherein the wireless networking communication

signals comprise Wi-Fi signals.

26. The method of claim 24, wherein the decoding occurs using an energy

detector to differentiate between the presence and absence of a packet.



27. The method of claim 24, wherein modulating the channel comprises

absorbing or reflecting at least a portion of the wireless networking communication

signals.

28. A method of wireless networking communication , the method comprising:

querying an endpoint device for data;

requesting wireless networking communication signals be provided from a wireless

networking communication signal source, different from the endpoint device;

receiving the wireless networking communication signals;

decoding the data from channel measurements associated with the networking

communication signals.

29. The method of claim 28, wherein the data comprises location data.

30. The method of claim 28, wherein said querying comprises transmitting data

indicative of the query using a presence or absence of a packet to indicate a bit of the data

indicative of the query.

31. The method of claim 28, wherein said channel measurements comprise CSI,

RSSI, or combinations thereof.

32. The method of claim 28, further comprising transmitting a message

configured to cause other devices to cease communications.

33. The method of claim 32, wherein the message comprises a CTS-to-Self

message.
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