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METHODS AND APPARATUS FOR PROVISIONING, AUTHENTICATION,
AUTHORIZATION, AND USER EQUIPMENT (UE) KEY GENERATION
AND DISTRIBUTION IN AN ON-DEMAND NETWORK

CROSS-REFERENCE TO RELATED APPLICATIONS

[ooo1]  This patent application claims priorities to U.S. Provisional Application No.
63/185,826, filed on May 7, 2021, entitled “Methods and Apparatus for Provisioning,
Authentication, and Authorization in an On-Demand Network,” and U.S. Provisional
Application No. 63/185,837, filed on May 7, 2021, entitled “Methods and Apparatus for
User Equipment Key Generation and Distribution in an On-Demand Network,” which
applications are hereby incorporated by reference herein as if reproduced in their

entireties.

TECHNICAL FIELD

[0002] The present disclosure relates generally to methods and apparatus for
wireless communications, and, in particular embodiments, to methods and apparatus for
Provisioning, Authentication, Authorization, and User Equipment (UE) Key Generation

and Distribution in an On-Demand Network.

BACKGROUND

[o003]  Wireless networks, as part of evolving services ecosystem, need to evolve to
satisfy various new emerging applications or services. The 3GPP SA1 WG has started a
new study on on-demand networks. On-demand networks include Personal Internet of
Things (IoT) networks (PINs). A PIN is similar to a very small private network but can be
deployed in a more dynamic and flexible way. Most PINs can be deployed in a home or a
small enterprise venue for consumer IoT devices, such as home automation, wearable
devices, meters, etc., and be setup quickly for deployments having a duration of a short
period time. PINs and on-demand networks allow UEs from different operators to join.
The UE owners may be either friends to one another or are part of a consortium.
However, mechanisms to authenticate and authorize the UEs quickly and automatically

for the UEs to access an on-demand network are lacking. Furthermore, currently on-
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demand networks do not support UEs from different operators to communicate securely
with the on-demand network or communicate with other UEs in the on-demand

network.

SUMMARY

[0004]  Technical advantages are generally achieved, by embodiments of this
disclosure which describe methods and apparatus for provisioning, authentication,
authorization, and user equipment (UE) key generation and distribution in an on-

demand network.

[0005]  According to embodiments, a user equipment (UE) receives an access
credential message, The access credential message indicates an access credential for an
on-demand network for the UE to access. The access credential message further indicates
a limited lifespan of the access credential. The UE transmits, to the on-demand network,
an authentication and authorization request. The authentication and authorization
request includes information about the access credential. The UE receives, from the on-
demand network, an authentication and authorization response. The UE establishes a
session with the on-demand network based on the authentication and authorization

response.

[0006] In some embodiments, the on-demand network may belong to an operator
different from a home operator of the UE. In some embodiments, the access credential
message may further include entity information indicating one or more entities
performing authentication and authorization. The authentication and authorization
request may include the entity information. In some embodiments, the one or more
entities may include at least one of an entity of the on-demand network, an application
server whose one or more services are used by UEs via accessing the on-demand
network, a third party entity, or an entity of a home network of the UE. In some
embodiments, the entity information may indicate a first entity processing the

authentication and a second entity processing the authorization. The second entity may
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be different from the first entity. In some embodiments, the access credential message
may further indicate a credential type and a credential owner. The credential owner may
be one of the on-demand network, an application server whose one or more services are
used by UEs via accessing the on-demand network, a third party entity, or a home
network of the UE. In some embodiments, the UE may receive the access credential
message in response to the UE authenticating with a home network of the UE or the UE
authenticating with an application server whose one or more services are used by UEs via
accessing the on-demand network. The UE may receive the access credential message
before or during the UE accessing to the on-demand network. In some embodiments,
the UE may receive the access credential message from a home network of the UE or
from an application server whose one or more services are used by UEs via accessing the
on-demand network without the UE requesting to obtain the information about the
access credential to access the on-demand network. In some embodiments, the UE may
receive the access credential message from a home network of the UE or from an
application server whose one or more services are used by UEs via accessing the on-
demand network with the UE requesting to obtain the information about the access
credential to access the on-demand network. In some embodiments, the information
about the access credential may include the access credential or an identifier of the

access credential.

[0007]  According to embodiments, a network entity of an on-demand network
receives an authentication and authorization request including information about an
access credential. The UE receives an access credential message indicating the access
credential for the on-demand network for the UE to access. The access credential
message further indicates a limited lifespan of the access credential. The network entity
transmits to the UE an authentication and authorization response. The network entity
establishes a session with the UE based on the authentication and authorization

response.
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[0008] Insome embodiments, the on-demand network may belong to an operator
different from a home operator of the UE. In some embodiments, the access credential
message may further include entity information indicating one or more entities
performing authentication and authorization. The authentication and authorization
request may include the entity information. In some embodiments, the one or more
entities may include at least one of the entity of the on-demand network, an application
server whose one or more services are used by UEs via accessing the on-demand
network, a third party entity, or an entity of a home network of the UE. In some
embodiments, the entity information may indicate a first entity processing the
authentication and a second entity processing the authorization. The second entity may
be different from the first entity. In some embodiments, the access credential message
may further indicate a credential type and a credential owner. The credential owner may
be one of the on-demand network, an application server whose one or more services are
used by UEs via accessing the on-demand network, a third party entity, or a home
network of the UE. In some embodiments, the UE may receive the access credential
message in response to the UE authenticating with a home network of the UE or the UE
authenticating with an application server whose one or more services are used by UEs via
accessing the on-demand network. The UE may receive the access credential message
before or during the UE accessing to the on-demand network. In some embodiments,
the UE may receive the access credential message from a home network of the UE or
from an application server whose one or more services are used by UEs via accessing the
on-demand network without the UE requesting to obtain the information about the
access credential to access the on-demand network. In some embodiments, the UE may
receive the access credential message from a home network of the UE or from an
application server whose one or more services are used by UEs via accessing the on-
demand network with the UE requesting to obtain the information about the access

credential to access the on-demand network. In some embodiments, the information
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about the access credential may include the access credential or an identifier of the

access credential.

[0009]  According to embodiments, a user equipment (UE) receives, from an on-
demand network, key information about at least one key set. The at least one key set is
generated based on information of the on-demand network and an access credential used
by the UE to access the on-demand network and an access credential used by the UE to
access the on-demand network. The at least one key set may comprise a first key set, and
the first key set may comprise a first key pair including a first cipher key (CK) and a first
integrity key (IK). The UE communicates with the on-demand network and other UEs

within the on-demand network using the first key set.

[0o010]  In some embodiments, the on-demand network may belong to an operator
different from a home operator of the UE. In some embodiments, the key information
about the at least one key set may include the at least one key set, or the key information
about the at least one key set may include at least one parameter used by the UE to
generate the at least one key set. In some embodiments, the at least one parameter may
include parameters for the UE to generate a new fresh key, the parameters include a
random number generated by the on-demand network as a nonce. In some
embodiments, a public key may be provided by the on-demand network, a home network
of the UE, or an application server whose one or more services are used by UEs via
accessing the on-demand network. In some embodiments, the at least one parameter
may include a limited lifespan of the at least one key set. The limited lifespan may
include at least one of a start time or an end time. In some embodiments, the UE may
send a refresh request to the on-demand network before receiving a refresh message. In
some embodiments, the key information may further indicate a limited lifespan of the at
least one key set. In some embodiments, the first key pair in the first key set may be used
by the UE to communicate with a control plane of the on-demand network. The first key

set may further comprise a second key pair including a second CK and a second IK used
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by the UE to communicate with a data plane of the on-demand network. In some
embodiments, the at least one key set may further comprise a third key set including a
third CK and a third IK used by the UE for group communications within the on-demand
network, the third key set being group specific. The at least one key set further
comprising a fourth key set including a fourth CK and a fourth IK used by the UE to
communicate with a second UE in the on-demand network. In some embodiments, the
UE may receive a key refresh message including refresh information for refreshing the at
least one key set. The key refresh message may be encrypted and integrity checked using
the first key set. The key refresh message may include at least one new key set, or the key
refresh message may include at least one refresh parameter for the UE generate the at
least one new key set. The UE may communicate with the on-demand network using the
at least one new key set. In some embodiments, before receiving the key information, the
UE may transmit to the on-demand network an authentication and authorization request
including information about the access credential. The authentication and authorization
request may further include a public key of the UE. The key information about the at
least one key set may be encrypted by the on-demand network using the public key. The
UE may decrypt the key information about the at least one key set using a private key of

the UE.

[oo011] According to embodiments, a network entity of an on-demand network
transmits to a user equipment (UE) key information about at least one key set. The at
least one key set is generated based on information of the on-demand network and an
access credential used by the UE to access the on-demand network and an access
credential used by the UE to access the on-demand network. The at least one key set may
comprise a first key set, and the first key set may comprise a first key pair including a
first cipher key (CK) and a first integrity key (IK). The network entity communicates

with the UE using the first key set.
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[0012] In some embodiments, the on-demand network may belong to an operator
different from a home operator of the UE. In some embodiments, the key information
about the at least one key set may include the at least one key set, or the key information
about the at least one key set may include at least one parameter used by the UE to
generate the at least one key set. In some embodiments, the at least one parameter may
include parameters for the UE to generate a new fresh key, the parameters include a
random number generated by the on-demand network as a nonce. In some
embodiments, a public key may be provided by the on-demand network, a home network
of the UE, or an application server whose one or more services are used by UEs via
accessing the on-demand network. In some embodiments, the at least one parameter
may include a limited lifespan of the at least one key set. The limited lifespan may
include at least one of a start time or an end time. In some embodiments, the UE may
send a refresh request to the on-demand network before receiving a refresh message. In
some embodiments, the key information may further indicate a limited lifespan of the at
least one key set. In some embodiments, the first key pair in the first key set may be used
by the UE to communicate with a control plane of the on-demand network. The first key
set may further comprise a second key pair including a second CK and a second IK used
by the UE to communicate with a data plane of the on-demand network. In some
embodiments, the at least one key set may further comprise a third key set including a
third CK and a third IK used by the UE for group communications within the on-demand
network, the third key set being group specific. The at least one key set further
comprising a fourth key set including a fourth CK and a fourth IK used by the UE to
communicate with a second UE in the on-demand network. In some embodiments, the
UE may receive a key refresh message including refresh information for refreshing the at
least one key set. The key refresh message may be encrypted and integrity checked using
the first key set. The key refresh message may include at least one new key set, or the key
refresh message may include at least one refresh parameter for the UE generate the at

least one new key set. The UE may communicate with the on-demand network using the
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at least one new key set. In some embodiments, before receiving the key information, the
UE may transmit to the on-demand network an authentication and authorization request
including information about the access credential. The authentication and authorization
request may further include a public key of the UE. The key information about the at
least one key set may be encrypted by the on-demand network using the public key. The
UE may decrypt the key information about the at least one key set using a private key of

the UE.

[0013] Embodiments in this disclosure provide mechanisms to authenticate and
authorize the UEs quickly and automatically for the UEs to access an on-demand
network. In addition, embodiments in this disclosure support UEs from different
operators to communicate securely with the on-demand network or communicate with

other UEs in the on-demand network.

BRIEF DESCRIPTION OF THE DRAWINGS
[0014] For a more complete understanding of the present disclosure, and the
advantages thereof, reference is now made to the following descriptions taken in

conjunction with the accompanying drawings, in which.

[0015] FIG. 1illustrates an example communication system with two on-demand

PINs, according to some embodiments;

[0016]  FIG. 2 illustrates a message flow of access credential provisioning,
authentication, and authorization by the UE’s home network operated by the UE’s home

operator, according to some embodiments;

[0017] FIG. 3 illustrates a message flow of access credential provisioning,
authentication, and authorization by the on-demand network, according to some

embodiments;
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[0018]  FIG. 4 illustrates a message flow of access credential provisioning,
authentication, and authorization by the application server, according to some

embodiments;

[oo19]  FIG. 5illustrates a message flow of access credential provisioning,
authentication, and authorization by the third party entity, according to some

embodiments;

[0020]  FIG. 6 illustrates a message flow of the on-demand network key generation

and distribution, according to some embodiments;

[0021] FIG. 7 illustrates a message flow for an on-demand network key refresh using

network generated keys, according to some embodiments;

[0022]  FIG. 8 illustrates a message flow for an on-demand network key refresh using

keys generated by the UE, according to some embodiments;

[0023]  FIG. 9A illustrates a flowchart of a method for access credential provisioning,

authentication, and authorization, according to some embodiments;

[0024]  FIG. 9B illustrates a flowchart of a method for access credential provisioning,

authentication, and authorization, according to some embodiments;

[0o025]  FIG. 10A illustrates a flowchart of a method for the on-demand network key

generation and distribution, according to some embodiment;

[0026]  FIG. 10B illustrates a flowchart of a method for the on-demand network key

generation and distribution, according to some embodiment;

[o027]  FIG. 11illustrates an example communication system, according to some

embodiment;
[0028] FIG. 12A and 12B illustrate example devices, according to some embodiment;

[0o029]  FIG. 13 is a block diagram of an example computing system, according to

some embodiment;
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[o030]  FIG. 14 illustrates an example communications system, according to some

embodiments.

DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

[0031] The structure and use of disclosed embodiments are discussed in detail below.
It should be appreciated, however, that the present disclosure provides many applicable
concepts that can be embodied in a wide variety of specific contexts. The specific
embodiments discussed are merely illustrative of specific structure and use of

embodiments, and do not limit the scope of the disclosure.

[0032]  FIG. 1illustrates an example communication system with two on-demand
PINs 100 and 110, according to some embodiments. Each of the two on-demand PINs
100 and 110 includes different mobile devices (e.g., user equipments (UEs)) that are
connected with each other within the respective PIN for a short period time (e.g. playing
a game). For example, on-demand PIN 100 may include mobile phone 110, wearable
device 104 (e.g., wireless earbuds), wearable device 106 (e.g., wireless goggles), and
wearable device 108 (e.g., wireless watch) that are connected with each other within on-
demand PIN 100 for a short period time. On-demand PIN 110 may include mobile phone
112, wearable device 114 (e.g., wireless earbuds), wearable device 116 (e.g., wireless
goggles), and wearable device 118 (e.g., wireless watch) that are connected with each
other within on-demand PIN 110 for a short period time. One or more wireless devices in
each of the on-demand PINs 100 and 110 may also be connected to network 120 (e.g., a

public-line-mobile network such as a 5G wireless network or a 4G LTE network).

[0033] The 3GPP SA1 accepted a new use case on the dynamic establishment of an
on-demand PIN at home during the PIN study phase in TR 22.859 (3GPP Study on
Personal IoT Networks), which is hereby incorporated herein by reference in its entirety.
With the deployment of PINs and the support of the mobile operators to use this as a new
added value service, authorized mobile devices, such as smartphones, tablets, customer

premise equipments (CPEs) can be also used as a PIN gateway to dynamically create and

_10_
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manage an on-demand temporary PIN. An on-demand temporary PIN will not only
provide connectivity to the devices in proximity, but also provide more flexibility and
authority to the PIN-user to manage the PIN, including deciding which devices can be
connected into the PIN, managing the service and the traffic within the PIN, and so on.
The PIN user can request the public-line-mobile network (PLMN) to create an on-
demand network (e.g., a PIN) which only lasts for a short period of operational time (e.g.,
a party night for a small number of hours). All devices can only be connected to the
created on-demand network during this operational time and will be disconnected

afterwards.

[0034]  Such on-demand network (a PIN), that is described in TR 22.859, may be
considered as a small private network but in a small scale, and can be deployed faster and

more dynamically.

[0035] The 3GPP SA1 also has started another study on providing on-demand
localized services in TR 22.844 (3GPP Study on Providing Access in Localized Services),
which is hereby incorporated herein by reference in its entirety, allowing UEs to access a
local network for certain hosted services for a short period time. This local network can

be also an on-demand short-lived network.

[0036]  With these two studies, a new type of on-demand private network which can
be created to offer certain specific services is defined, namely the Personal IoT Network
(PIN). Once the PIN has been created and selected by the UEs, new mechanisms are also
needed for UEs to be quickly and automatically authenticated and authorized in order to
start enjoying services from that network. Authentication of the UE refers to verifying the
identity and authenticity of the UE cryptographically. Authorization of the UE refers to
validating that the authenticated UE is allowed or authorized to access a particular
subscribed service being requested. For example, if a UE has subscribed to a voice only
service, the UE would not be allowed or authorized to access other services such as a data

service.

-11-
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[0037]  Inthe scenarios for the on-demand network comprising the on-demand
network (e.g., a PIN), the UEs or devices that are going to access the services offered by
the PIN may or may not belong to the same network operator. In order to allow access to
the on-demand network, these UEs or devices (collectively called UEs for the remainder
of this disclosure) would be required to be authenticated and authorized by on-demand
network (e.g., the PIN). At least one UE (referred to herein as the host UE) from the
group of UEs accessing the on-demand network belongs to the operator of the on-
demand network and can be easily authenticated and authorized (e.g. using the
credential already provisioned (i.e., k in the universal integrated circuit card (UICC) or
subscriber identity module (SIM) card)). But, for other UEs that do not belong to the
operator of the on-demand network, currently there are no mechanisms available that
would allow those UEs to be provisioned with access credentials for accessing the on-
demand network, to be authenticated and to be authorized by the on-demand network.
The terms PIN and on-demand network may be used interchangeably throughout the

this disclosure.

[0038] Currently, only the UE that belongs to the operator of the on-demand network
has a valid user subscription. As a result, there is a common credential (i.e., the long
term key in UICC) that is shared with the operator of the on-demand network.
Leveraging the credential that is already shared with the operator of the on-demand
network, the UE can be authenticated and authorized for on-demand network access.
However, in many use cases that are supported by the on-demand network, many UEs
that need to access the on-demand network are unlikely to belong to the same operator
as the on-demand network. So, the current techniques are insufficient. Requiring only
UEs belonging to the same operator that operates the on-demand network to be able to
obtain access to the on-demand network would be too restrictive, inflexible, and

undesirable.

-12-
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[0039] Embodiments in this disclosure provide various methods and apparatus that
allow the UEs that do not belong to the operator of the on-demand network to be
provisioned with access credentials, authenticated and authorized for the purpose of

accessing the on-demand network.

[0040] Inembodiments, access credentials are provisioned into the UEs that will be
accessing the on-demand network. The access credentials are used by the UEs and the

on-demand network for authenticating and authorizing the UEs.

[0041] The embodiments include the UEs receiving a set of access credential(s) for
accessing the PIN and the UEs being authenticated and authorized during the initial

access to the PIN.

[0o042]  Additional embodiments include the setting of a “closed” group on-demand
network (e.g., a PIN set up exclusively for the users who are in close proximity or are in
line-of-sight and the access credentials are sent directly to the UEs by the PLMN that sets
up the PIN). The authorization may be implicit by way of the UEs having obtained access

credentials.
On-demand network access credentials

[0043] Each UE requires an on-demand network access credential in order to access
the on-demand network. The on-demand access credential may be used for
authenticating and authorizing the UE for accessing the on-demand network. The on-
demand access credential may be an one-time use credential or a multi-use credential.
When the credential is multi-use, the credential may have a life time associated with the
credential, or the credential may have a counter associated with the credential (which
keeps a count each time the access credential is used, for example). The access
credentials may take various formats, such as a shared key (e.g., the long term key stored
in the UICC of a UE and in the network that is used for authentication in 3GPP

networks), a public-private key pair, a certificate (e.g., X.509 certificate), or a token.

_13_
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Because UEs with access credentials may require authentication by different entities,
depending on the format of the access credentials and how the access credentials are
provisioned, the access credentials may also contain network routing information, for
example, as part of the prefix or as a domain so that when authentication is not done
locally, the authentication information can be properly routed back to the entity that

provisioned the access credential.

[0044] The access credentials may also contain other identifiers that can be used in
aiding the identification of the access credential (e.g., when multiple credentials are
provisioned at the same time), or aiding the identification of specific use (e.g., when the
credentials are created for a specific on-demand network). Each access credential may be
unique to a UE (i.e., access credentials are not shared among the UEs in an on-demand
network). So, when a UE uses its access credential for accessing the on-demand network,
the UE can be uniquely identified. Unique identification of UE in most cases, may be
required to comply with regional or local regulatory requirements, such as lawful

interception.
UE home network provided access credentials

[0045]  According to some embodiments, a UE that does not belong to the operator
that operates the on-demand network may obtain an one-time access credential directly
from the UE’s home operator in order to access the on-demand network (e.g., the PIN),
where the operator of the on-demand network has a business agreement with the home
operator of the UE. Without a business agreement between the UE’s home operator and
the on-demand network’s operator, these access credentials would not be useful to either
the home operator or to the on-demand network. The UE’s home operator and the on-
demand network’s operator may have a business arrangement (e.g., roaming agreement)
that allows the UE to access the on-demand network using credentials securely sent to
the UE by the UE’s home operator. Because the UE and its home operator are mutually

authenticated, and security association is set up as a result of the successful
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authentication (i.e., normal network access and authentication process), any subsequent
communication (i.e., sending access credential for accessing a PIN) between the UE and
its home operator is secured. The access credential can be provisioned to the UE from the
UE’s home network before or during the time when UE is in the coverage of the on-
demand network (e.g., PIN) by enhancing the control messages, such as the “UE
parameter Update” message or “UE configuration update” message defined by TS23.501
with new credential information defined by this example embodiment for the on-demand
network; or by other existing security container exchange messaged defined by 3GPP

between UE and the network.
On-demand network provided access credentials

[0046]  According to some embodiments, the on-demand network’s operator creates
the on-demand network (e.g., the PIN), along with a set of unique access credentials for
each UE to access the on-demand network. UE information including the access
credential information may be provided by the host UE to other UEs during the creation
of the on-demand network (e.g., the PIN). For example, using a template for the creation
of the PIN, the host UE inputs the another UE’s information (e.g., the another UE’s
identifier, email, etc.). Once the on-demand network has been created, the on-demand
network may send information about the access credential, for example, an access token,
or a link to the access credential (e.g., an https link to a secure server using SMS, email or
the like) to the UE that has been input in the template. Alternatively, the on-demand
network, based on UE identity information provided by the UE during the network
registration phase, identifies the UE in the information template during the on-demand
network creation then provisions the access credential to the UE with the enhancement
of existing non-public network (NPN) provision mechanism defined in TS23.501,
TS23.502 (which are both hereby incorporated herein by reference in their entirety).
Alternatively, the on-demand network can also download a scan code to the host UE so

that the UE can obtain from the host UE the information about the access credential such
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as the access credential or a link to the access credential (e.g., a https link to a secure

server where the access credential can be securely downloaded to the UE).
Application server provided access credentials

[0047] According to some embodiments, because the UEs accessing the on-demand
network are to share something in common (e.g. accessing the same application server,
such as a game server), the application server may provide access credentials to a UEs

when the UE registers to access the application for the first time, for example.

[0048] The application server may also provide the access credential to the unified
data management (UDM) of the home network of the UE with the enhancement of met
work exposure function (NEF) exposure functionality of external parameter
provisioning, then allow the home network of the UE to provision the credential to the
UE via enhanced UE configuration update message or UE parameter update message

(e.g., new one time credential information).
Third party entity provided access credentials:

[0049]  According to some embodiments, a third-party entity (e.g., a federated
identity management (FIM) server, a Certificate Authority in a Public Key Infrastructure,
etc.) may provide the access credentials for the UEs to use in obtaining access to the on-
demand network. The credentials provided by the third-party entity can be used for a
variety of applications as long as the applications or services that have business relations
with the third-party entity. In a FIM system to which both a first application (Application
A) and a second application (Application B) belong, a user can authenticate to the first
application and then access resources in the second application without having to
perform a separate login or authentication process for the second application. For
example, the UE may use a single-signon to eliminate the need for inputting identity or

authentication information again for the second application.

-16-



10

15

20

25

30

WO 2022/147582 PCT/US2022/026675

[oo50]  Alternatively, the third-party entity may provide access credentials that are
based on a group of UEs (e.g., a group of UEs that are anticipated to participate in a
group session such as the use case of several UEs coming together for accessing an on-
demand network in TR 22.859). The group-based access credential may contain a group
identifier (ID) that identifies the group. It may be possible for UEs in possession of
group-based access credentials to access any serving network’s on-demand network
without incurring roaming charges or access charges provided that the third-party entity
and the serving network have prior arrangements or service agreements that the access
credential provided to the UEs are for accessing the on-demand network. An advantage
of having a third-party entity access credentials is that the third-party entity is oblivious

of the serving network that will provide access to the UEs.
UE authenticating and authorizing using access credentials

[0051] The authentication and authorization occurring during initial access request
using access credential may be between the UE and the UE’s home network, between UE
and an application function, or between the UE and a third-party entity. In these cases,
the on-demand network has no way of knowing what access credentials the UEs have
because the access credentials are not provided by the on-demand network. The access
credentials (e.g., shared keys) are not shared between the UE and the on-demand
network. This authentication and authorization is then conveyed to the on-demand
network to indicate that the UE has been verified and validated, both security-wise and

service-authorization-wise.

[0052] Based on the embodiments described above, the on-demand network’s
operator can use several options in authenticating and authorizing the access credentials

of the UE.

[0053] In the embodiments where the UE home network provides the access
credentials with the UE’s home network operator having a business arrangement with

the on-demand network operator, when the UE presents the access credential to the on-
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demand network during initial access, the on-demand network may request that the UE’s
home network operator verify the access credential. The on-demand network may use
the routing information provided by the UE (e.g., an identifier that contains the network
routing information such as in a subscription permanent identifier (SUPI)) to locate the
UE’s home network operator and route the request to the UE’s home network operator.
Upon successful verification and validation (i.e., authenticating and authorizing the UE),

the on-demand network may grant access to the UE.

[0054] In the embodiments where the on-demand network provides the access
credential to the UE based on input from the template that is used to create the on-
demand network, when the UE presents the access credential to the on-demand network,
the on-demand network directly verifies and validates the UE to grant the UE access.
Optionally, the on-demand network may consider UEs having the access credential as a

form of implicit authentication.

[0055] In the embodiments where the application server provides the access
credentials to the UE, when the UE presents the access credential to the on-demand
network during initial access, the on-demand network may request that the application
server verifies the access credential. There may be several ways where the on-demand
network can identify the application server, such as including an application identifier as
part of the access credential, or by routing information (e.g., a domain as part of the
access credential). Upon successful verification and validation, the on-demand network

may grant access to the UE.

[0056]  Inthe embodiments where a third-party entity provides the access credentials
to the UE, when the UE presents the access credential to the on-demand network during

initial access, the on-demand network may request that the third-party entity verifies the
access credential. There may be several ways where the on-demand network can identify

the third party entity, such as an identifier or indicator as part of the access credentials,

or by routing information (e.g., a domain as part of the access credential), or by default
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configuration (e.g., a default third party entity that is specifically configured for
providing access credential for the on-demand network). Upon successful verification

and validation, the on-demand network may grant access to the UE.
Authorizing the UE at the on-demand network

[0057] The on-demand network (e.g., the PIN), in some cases, contains resources
(e.g., licensed spectrum) that is provided by the on-demand network’s operator, where
the on-demand network operator is ultimately responsible for ensuring that the use of
the resources allocated for the on-demand network complies of any regulatory or
regional requirements. For example, if the on-demand network’s operator’s spectrum
license usage only covers the state of California, any usage of such spectrum outside of
the state of California would constitute a violation of the FCC licensing agreement and
would subject the operator to penalties, such as fines or licensing revocation. Therefore,
the on-demand network’s operator is responsible for authenticating and authorizing the
UEs that access the resources at the on-demand network. While the authentication of the
UE used for verifying the UE’s identity and the authorization of the UE used for verifying
the service subscription (e.g., the UE is authorized to access services provided by a
serving network’s on-demand network) may occur between the UE and the home
network (or an entity that can provide authentication and authorization to the serving
network, such as an application function or a third-party entity) as described above, the

additional or second-level authorization may be performed by the on-demand network.

[0058]  The second level authorization may be implicit if the on-demand network
considers that the UE being authenticated and authorized by the home network (or
application function) is sufficient. Otherwise, the on-demand network may perform the
second-level authorization explicitly. Such explicit authorization may involve, for
example, checking and verifying that the UE is a compliant UE based on the UE’s

capabilities, such as the model number, the built version, or other characteristics of the
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UE. An example of a non-compliant UE may be, for example, a UE that has its

transmission power set to above a threshold that is allowed by the FCC.

[0059]  Insome scenarios where the spectrum allocated for use by the on-demand
network is not licensed, (e.g., using non-license spectrum for 5G new radio unlicensed
(NR-U), or using wireless fidelity (Wi-Fi)), the on-demand network may still maintain
the administrative aspect of the on-demand network. So, the second-level authorization
may still be required for interference management and congestion control (e.g., in order

to instruct UE to switch between license and unlicensed spectrum).

Authentication and Authorization with access credentials provided by the UE's home

network

[0060]  FIG. 2 illustrates a message flow of access credential provisioning,
authentication, and authorization by the UE’s home network operated by the UE’s home
operator, according to some embodiments. As shown in FIG. 2, the network 206 is the
home network of the UE 202 operated by the home operator of the UE 202. The serving
network of the on-demand network 204 may be the home network of the UE 202 (the
network 206) or may be another network operated by another operator different from

the home operator of the UE 202.

[0061] At operation 212, while the UE 202 is in the network coverage of the home
network 206, the network 206 and the UE 202 perform primary authentication (e.g., as
part of normal access and security setup procedures between the UE 202 and its home
network 206), and establish the secure connection. The network 206 may send the access
credentials to the UE 202 in a secure message. The network 206 may send the access
credential to the UE 202 at operation 212 (e.g., upon the primary authentication) before

the on-demand network 204 is created.

[0062] At operation 214, the on-demand network 204 is created by the serving

network of the on-demand network 204.
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[0063] At operation 216, the UE 202 requests access to the on-demand network 204
by providing information about the access credential (e.g., the whole or part of the access
credential, the access credential identifier, or other additional information for identifying

the access credential) obtained during operation 212.

[0064] At operation 218, the on-demand network 204, based on the routing
information provided by the UE 202 (e.g., the routing information may be part of the
access credential or the UE identity), contacts the UE 202’s home network 206 to verify
the access credential. The home network 206 is able to confirm the UE 202’s access
credential as well as the UE 202’s service subscription. Based on the confirmation
received from the home network 206, the on-demand network 204 authenticates and

authorizes the UE 202 for accessing the on-demand network 204.

[o065]  Optionally, at operation 220, the on-demand network 204 may perform the
second level of authorization as described above (e.g., checking the UE 202’s capability

or compliance) for the UE 202 to access the resources in the on-demand network 204.

[0066] At operation 222, the on-demand network 204 responds to the UE 202 to

confirm the authentication and authorization.

[0067] At operation 224, the UE 202 starts the session with the on-demand network
204. If there are other UEs accessing the on-demand network 204, the other UEs may
also start sessions with the on-demand network 204. Then, UEs in the on-demand
network 204 may also start communications over the PC5 interfaces among themselves,

either individually or as a group.

Authentication and Authorization with access credential provided by the on-demand

network

[0068]  FIG. 3illustrates a message flow of access credential provisioning,
authentication, and authorization by the on-demand network, according to some

embodiments. As shown in FIG. 3, the serving network of the on-demand network 304
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may or may not belong to the home network of the UE 302 operated by the home

operator of the UE 302.

[0069] At operation 312, the on-demand network 304 is created by the serving
network of the on-demand network 304. The UE 302’s identity may be pre-provisioned
in the on-demand network 304 creation template. The serving network of the on-demand

network 304 may or may not belong to the home network of the UE 302.

[0070] At operation 314, the UE 302 discovers the on-demand network 304. The UE
302 receives the access credential (e.g., an access token) from the on-demand network
304 (e.g., using a QR code created by the on-demand network 304 or via SMS/email, or

the like, sent by the on-demand network 304).

[o071] At operation 316, the UE 302 requests access to the on-demand network 304
by providing information about the access credential (e.g., the whole or part of the access
credential, the access credential identifier, or other additional information to identifying

the access credential) obtained at operation 314.

[0072] At operation 318, the on-demand network 304 authenticates and authorizes

the UE 302 for accessing the on-demand network 304.

[0073] At operation 320, the on-demand network 304 responds to the UE 302 to

confirm authentication and authorization.

[0074] At operation 322, the UE 302 starts the session with the on-demand network
304. If there are other UEs accessing the on-demand network 304, the other UEs start
session with the on-demand network 304. Then, the UEs in the on-demand network 304
may also start communications over the PC5 interfaces among themselves, either

individually or as a group.

Authentication and Authorization with access credentials provided by the application

server
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[0075] FIG. 4 illustrates a message flow of access credential provisioning,
authentication, and authorization by the application server, according to some
embodiments. As shown in FIG. 4, the serving network of the on-demand network 404
may or may not belong to the home network of the UE 402 operated by the home

operator of the UE 402.

[0076] At operation 412, while the UE 402 is in the network coverage of the home
network of the UE 402, the application server 406 authenticates the UE 402 and
establishes a secure channel (e.g., TLS connection) with the UE 402. The application
server 406 provides the access credential for use in the on-demand network 404 to the
UE 402 in the secure channel after authentication. The application server 406 may
require prior UE registration in order to authenticate the UE 402. The application server
406 may send the access credential to the UE 402 at operation 412 (e.g., upon the
authentication of the UE 402 by the application server 406) before the on-demand

network 404 is created.

[0077] At operation 414, the on-demand network 404 is created by the serving

network of on-demand network 404.

[0078] At operation 416, the UE 402 requests access to the on-demand network 404
by providing the access credential (e.g., the whole or part of the access credential, the
access credential identifier, or other additional information for identifying the access

credential) obtained during operation 412.

[0079] At operation 418, the on-demand network 404, based on the routing
information provided by the UE 402 (e.g., the routing information may be part of the
access credential, or the UE identity, or part of the default application that the UE 402
intends to access while accessing the on-demand network 404), contacts the application
server 406 to verify the access credential. The application server 406 is able to confirm

the UE 404’s access credential as well as the UE 404’s service subscription. Based on the
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confirmation received from the application server 406, the on-demand network 404

authenticates and authorizes the UE 402 for accessing the on-demand network 404.

[0080]  Optionally, at operation 420, the on-demand network 404 may perform the
second level of authorization as described above (e.g., checking the UE 402’s capability

or compliance) for the UE 402 to access the resources in the on-demand network 404.

[0081] At operation 422, the on-demand network 404 responds to the UE 402 to

confirm authentication and authorization.

[0082] At operation 424, the UE 402 starts the session with the on-demand network
404. If there are other UEs accessing the on-demand network 404, the other UEs may
also start sessions with the on-demand network 404. Then, UEs in the on-demand
network 404 may also start communications over the PCs interfaces among themselves,
either individually or as a group.

Authentication and Authorization with access credentials provided by the third party

entity.

[0083]  FIG. 5illustrates a message flow of access credential provisioning,
authentication, and authorization by the third party entity, according to some
embodiments. As shown in FIG. 5, the serving network of the on-demand network 504
may or may not belong to the home network of the UE 502 operated by the home

operator of the UE 502.

[0084] At operation 512, while the UE 502 is in the network coverage of the home
network of the UE 502, the third party entity 506 authenticates the UE 502 and
establishes a secure channel (e.g., a TLS connection). The third party entity 506 provides
access credential for use in the on-demand network 504 to the UE 502 over the secure
channel after authentication. The third party entity 506 may require prior UE

registration in order to authenticate the UE 502.
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[0085] At operation 514, the on-demand network 504 is created by the serving

network of on-demand network 504.

[0086] At operation 516, the UE 502 requests access to the on-demand network 504
by providing the access credentials (e.g., the whole or part of the access credential, the
access credential identifier, or other additional information for identifying the access

credential) obtained during operation 512.

[0087] At operation 518, the on-demand network 504, based on the routing
information provided by the UE 502 (e.g., routing may be part of the access credential,
the UE identity, or may be part of the default application that the UE 502 intends to
access while accessing the on-demand network 504), contacts the third party entity 506
to verify the access credentials. The third party entity 506 is able to confirm the UE 502’s
access credential as well as the UE 502’s service subscription. Based on the confirmation
received from the third party entity 506, the on-demand network 504 authenticates and

authorizes the UE 504 for accessing the on-demand network 504.

[0088]  Optionally, at operation 520, the on-demand network 504 may perform the
second level of authorization as described above (e.g., checking the UE 502’s capability or

compliance) for the UE 502 to access the resources in the on-demand network 504.

[0089] At operation 522, the on-demand network responds to the UE 502 to confirm

authentication and authorization.

[0090] At operation 522, the UE 502 starts the session with the on-demand network
504. If there are other UEs accessing the on-demand network 504, the other UEs start
sessions with the on-demand network 504. Then, the UEs in the on-demand network
504 may also start communications over the PCs5 interfaces among themselves, either

individually or as a group.

[0091] In the usage scenarios for the on-demand network (e.g., the PIN), the UEs

that are to be accessing the services offered by the on-demand network may be
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provisioned with access credentials before or during accessing the on-demand network,
using techniques such as the embodiments techniques described above. In the process of
accessing the on-demand network, the UEs may also present the provisioned access
credential to the on-demand network for authentication and authorization, and if

successful, the UEs are then granted access to the on-demand network.

[0092] During normal initial network access, the UEs and the network (e.g., the on-
demand network or the UE home network) perform authentication and authorization in
order for the UEs to be granted access to communicate with the on-demand network and
to communicate among UEs in the on-demand network. Subsequent communications
may include communication between the UEs and the on-demand network,
communication among the UEs as a group, or between two UEs (e.g., using a PC5
interface). These communications are expected to be securely protected (e.g., encrypted
or integrity-protected or both). In order to protect these communications, data
encryption and data integrity protection over the communication channels may be used.
Data encryption provide privacy protection of the data so that only the intended receiver
of the data with the same encryption key can recover the data (e.g., using a symmetric
key cipher algorithm such as the algorithm used in Advanced Encryption Standards
(AES)). Data integrity protection provides integrity of the data in that the receiver of the
data is ensured that the data has not been modified in transit. The protection of these
communications requires security keys to be shared between the UEs and the on-demand
network, between two communicating UEs, or among a group of UEs communicating as

a group.

[0093] Currently, there is no on-demand network (such as a PIN) that supports a UE
from a different operator than the operator of the on-demand network to communicate
securely with the on-demand network or communicate with other UEs in the on-demand
network. There are roaming solutions that allow UEs from different operators to

communicate securely with a serving on-demand network (e.g., a PIN) that is different
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from the UE’s home operator. However, in this case, the UE obtains the keys (e.g., cipher
key and integrity key) as a result of executing an authentication and key agreement
protocol with the serving network of the on-demand network and the UE’s home
network, which involves an exchange of signaling with the UE’s home network
authentication server. If the UE wishes to communicate with another UE accessing the
same on-demand network using, for example, device-to-device direct communication
over the PCj5 interface, the current authentication and key agreement protocol does not
support such key generation and distribution. Additionally, the UE is expected to incur
roaming charges. In the on-demand network, the UE, even if it is from an operator
different from the one that is operating the on-demand network, is not expected to incur
roaming charges while communicating through the on-demand network or

communicating with the UEs that are accessing the same on-demand network.

[0094]  Access credentials provisioned for authentication and authorization may
belong to the on-demand network, a UE’s home network, an application server, or a third
party entity, as described above. Authentication and Key Agreement (i.e., 5G-AKA or
EAP-AKA) protocols currently used in 5G (and prior) do not work well when access
credentials may not be uniform as in the pre-shared secret (in the form of a 128-bit or
256-bit key shared between the network (e.g., the UE’s home network) and the UE’s
UICC or SIM card). Access credentials issued by entities other than the UE’s home
network is also problematic for having a key generation and distribution mechanism
using the current authentication and key agreement scheme specified in 3GPP to support

5Gor LTE.

[0095] A Bluetooth-based solution for generating and distributing keys to UEs may
not work well for on-demand networks, either. Bluetooth security based on a user
entering a passcode for security is subject to man-in-the-middle attack. There are more
secure versions of Bluetooth, but these versions require more procedures involved, such

as using a camera-enabled UE to scan something (e.g., an image generated and displayed
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on the face of a smart watch). Also, these more secured versions of Bluetooth require

even more user input or intervention.

[0096]  Even the secured versions of Bluetooth are not sufficient in providing group
keys for more than one UE or may require considerable effort when there is more than

one UE.

[0097] Furthermore, as explained above, the UEs in the on-demand network may or
may not belong to the same network operator as the on-demand network. In order to
allow these UEs access to the on-demand network, the UEs to need to be authenticated
and authorized by the on-demand network. While at least one UE (e.g., the host UE)
from the group belongs to the operator of the on-demand network and can be easily
authenticated and authorized, for the other UEs that do not belong to the operator of the
on-demand network, there are no current mechanisms available that would allow those

UEs to be authenticated and authorized by the on-demand network.

[0098]  Currently, only the UE that belongs to the operator has a valid user
subscription, and as a result, there is a common credential is shared with that operator.
Leveraging the credential that is already shared with the operator, the UE may be
authenticated and authorized for the on-demand network access. However, in many use
cases that are supported by the on-demand network, many UEs desiring access are
unlikely to belong to the operator and thus making it unlikely that the current solutions

would suffice.

[0099] In addition, relying on roaming or Bluetooth is also not scalable for allowing
UEs to be quickly set up in the on-demand network, especially when the number of UEs

is large, making the solution not optimal or inefficient.

[0100]  This disclosure provides various embodiments methods and apparatus that
allow the UEs that do not belong to the same operator of the on-demand network to

communicate securely.
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[0101] In some embodiments, access credentials are assumed to be provisioned into
the UEs that will be accessing the on-demand network, as described above. The access
credentials are used by the UEs and the on-demand network for authenticating and
authorizing the UEs. After the authentication and authorization of the UEs for accessing
the on-demand network, all UEs would have established security association (e.g.,

security keys for ciphering and integrity protection) for secure communication.

[0102] In some embodiments, two or more sets of keys are provided to the UE after
the UE authentication and authorization for accessing the on-demand network. Each set
of keys may contain a cipher key (e.g., CK) and an integrity key (e.g., IK) to protect

privacy and authenticity of the data. Each set of keys may be different.

[0103] In some embodiments, the UEs may receive a set of shared keys to be used for
communicating between the UE and the on-demand network and a set of common keys
(e.g. group keys) to be used for communicating between UEs accessing the on-demand

network.
Key set description

[0104] In some embodiments, in the scenario of the UEs accessing services and
resources provided by the on-demand network, at least two sets of keys may be used in
order to protect the communications between UEs and the on-demand network as well as
between the UEs themselves. Each key set contains one or more cipher keys (e.g., CK)
that are used to encrypt the communication (e.g., control plane or user plane data) and
one or more matching integrity keys (e.g., IK) that are used to integrity-protect or
integrity-validate the communication. When the key set contains more than one
matching pair of cipher and integrity keys, each key pair (e.g., CK and IK) may be used
for protecting one specific type of communication, for example, one key pair is used for
protecting the control plane data and another key pair is used for protecting the user

plane data.
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[o105] For the protection of communication between the UEs and the on-demand
network, each UE and the on-demand network may use a set of shared keys (e.g., UE-to-
Network Keys) shared between the UE and the on-demand network. The set of shared
keys may include one or more pairs of a cipher key and an integrity key, and are used to
confidentiality-protect and integrity-protect the communication between the network
and the UE respectively. The set of shared keys is unique for each UE that wishes to

communicate with the network and is not shared with other UEs.

[0106]  For the protection of communication between and among the UEs accessing
the on-demand network, a set of common keys (e.g., Network Group Keys) is used. The
set of common keys may include a cipher key and an integrity key, used to
confidentiality-protect and integrity-protect the communication (e.g., over the PCs5
interface) among the UEs in accessing the on-demand network. Keys that are used in this

type of communication are also commonly known as group keys.

[0107] It may also be possible to generate a third set of keys (e.g., UE-to-UE Keys)
that can be used between only two UEs in the on-demand network communicating with
each other, for example two UEs communicating using a direct communication method,
such as PCs. This set of keys is different from the set of common keys (e.g., Network
Group Keys) that is used for group communication among the UEs in the on-demand
network. For the duration of the present disclosure, it is assumed that generation and
distribution of the third set of keys can be similar to that of generation and distribution

of the set of common keys.

[0108]  The two or three sets of keys must be different, for the purpose of protecting

each communication with a different key.
Generating the shared keys using access credential

[0109] When the UE wishes to access the on-demand network, the UE presents its

access credential to be authenticated and authorized by the on-demand network. The on-
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demand network authenticates the UE by validating the credential presented by the UE.
There are a number of ways regarding how the UE presents the access credential to the
on-demand network and there are a number of ways regarding how the access credential
is validated, depending on how the UE’s access credential is provisioned and what form
the access credential takes. For example, the UE may present an identifier associated
with a particular access credential to the on-demand network so that the access
credential is not exposed over-the-air. The entity (e.g., the UE’s home network, an
application server, or an external third-party entity such as a FIM server) that validates
the UE may then look up the UE’s access credential based on the identifier (e.g., in a
look-up table of access credentials indexed by the access credential identifier). Each
access credential may be used only once, for the duration of the on-demand network, or
for a duration specified to the UE when the UE is provisioned with the information about

the access credential.

[0110] The on-demand network may use the access credential and additional
parameters (e.g., a random number, the on-demand network’s identifier (e.g., PIN
identifier), the UE’s identifier, etc.) to derive a set of shared keys. In some embodiments,
if the on-demand network receives only an identifier of the access credential from the
UE, the on-demand network may obtain the entire access credential from the entity that
validates the UE (e.g., the UE’s home network, the on-demand network, the application
server, or the third party entity). The set of shared keys (e.g., UE-to-Network Keys) may
include one or more pairs of a cipher key or an integrity key. In some embodiments, the
on-demand network, as part of confirming authentication and authorization to the UE,
may send variable part of the parameters (e.g., the random number) that was used to
generate the shared keys to the UE. The UE then may derive the same keys as in the on-
demand network using the same parameters (e.g., access credential, random number, the

on-demand network’s identifier, UE identifier, etc.) to the same key derivation functions
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(KDFs). For example, the key derivation functions may be the KDFs defined in Annex

B.2.0 of TS 33.220.
Generating the shared keys randomly

[o111] The network may also generate the shared keys randomly, for example, using
a pseudo random number generator (PRNG) function. In this case, the network may be
the on-demand network, the UE’s home network, an application server, or a third party
entity. In this alternative, the set of shared keys (e.g., UE-to-Network Keys) may be sent

to the UE.
Generating the common keys

[0112] The network generates a set of common keys (e.g., Network Group Keys used
for group communication or used in direct communication between UEs) using any of
the key generating methods described above, for example, using a PRNG function. In
some embodiments, the binding of the keys to a specific use such as for group
communication may be desirable. When key binding is used, additional parameter(s),
such as the group identifier, the on-demand network’s identifier, the location identifier,
or other parameter specific to the use of the keys, may also be part of the input into the

PRNG function. The set of common keys may be sent to the UE(s).
Distributing the keys

[0113] For security reasons, it may be desirable to use the access credentials for
deriving the set of shared keys between the UE and the on-demand network. Sending the
shared keys over-the-air without protection risks man-in-the-middle attackers listening

to the key exchange messages and intercepting the keys.

[0114] For the set of keys that are generated by the on-demand network, e.g., the set
of shared keys generated without using the access credentials or the set of common keys

generated by the on-demand network, the keys need to be sent securely to the UE.
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[0115] When the set of shared keys are generated by the on-demand network without
the access credentials, the on-demand network may use a public-private key scheme to
protect the key distribution, for example. The on-demand network may use the public
key of the UE in the public-private key pair to encrypt the set of shared keys (e.g., UE-to-
Network Keys) and send the encrypted set of shared keys to the UE. The public key of the
UE may be sent to the on-demand network as part of the UE presenting its access
credential to the on-demand network during authentication and authorization by the on-
demand network. The UE may use the private key of its public-private key pair to decrypt
the set of shared keys. The set of common keys (e.g., Network Group Keys) can also be

sent to the UE by the network using this embodiment technique.

[0116] In some embodiments, when the set of shared keys (e.g., UE-to-Network
Keys) is available, sending the set of common keys may be protected between each UE
and the on-demand network by using the set of shared keys. Using the set of shared keys
to protect the set of common keys has the advantage that symmetric cryptographic
operations are more efficient than public-key cryptographic operations. On the other
hand, if public-key scheme is being used for sending the set of shared keys, sending the
set of common keys in the same key distribution protocol is more efficient than sending

each set of keys separately.

[0117] In some embodiments, the message exchanges in support of authentication
and authorization may be enhanced to support the distribution of keys during initial

access between the UE and the on-demand network.
Refreshing keys

[0118] When the UE session with the on-demand network exceeds a certain
threshold (e.g., the period of time has expired, the amount of data exchanged exceeds a
pre-defined value, or the count of the access credential usages exceeds a threshold value),
the key sets (e.g., UE-to-Network Keys, Network Group Keys, or UE-to-UE Keys) in the

UEs may be refreshed. Key sets to be refreshed include the key set (cipher and integrity
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keys) used between UE and the on-demand network, the key set (cipher and integrity
keys) used among UEs for group communication, and optionally the key set (cipher and
integrity key) used between UEs (e.g., for communication over PCs interface). The key
refresh may be performed either by the on-demand network re-generating the new key
sets and sending to the UEs securely using the key set that is about to expire. The key
refresh may also be performed by the on-demand network sending a fresh parameter
(e.g., a random number or a nonce) to the UEs so that the UEs can compute new key sets

using the fresh parameter and the current, about to expire keys, as input.
The on-demand network key generation and distribution

[0119] FIG. 6 illustrates a message flow of the on-demand network key generation
and distribution, according to some embodiments. In FIG. 6, the authentication server
606 may be the home network of the UE 602 (e.g., the home network 206 in FIG. 2), an
application server (e.g., the application server 406 in FIG. 4), or a third-party entity (e.g.,
the third-party entity 506 in FIG. 5). In some embodiments, the on-demand network 604
may perform the authentication and authorization without contacting a authentication

server, and the authentication server 606 may not be needed.

[0120] At operation 612, the UE 602 requests initial access to the on-demand
network 604. The initial access request may also include an authentication and
authorization request, using the previously obtained access credential, as described
above with respect to FIGs. 2-5. Depending on the key generation and distribution
scheme used, the initial access may also include the UE 602’s identity, access credential
identifier, the UE 602’s public key, and any other parameter (e.g., the UE 202’s

generated random number) that is used for key generation.

[0121] At operation 614, depending on the type of access credential to be used for
authentication and authorization, the on-demand network 604 may contact the
authentication server 606 (e.g., the UE 602’s home network, an application server, or

the third-party entity as described with respect to FIGs. 2 and 4-5 ). The authentication
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server authenticates and authorizes the UE 602 for the on-demand network, using
techniques described with respect to FIGs. 2 and 4-5. In some embodiments, the on-
demand network 604 may perform the authentication and authorization using the
techniques as described with respect to FIG. 3, and the authentication server 606 may

not be needed.

[0122] At operation 616, the on-demand network 604 prepares the key set(s) for the
UE 602. Depending on the key generation method used, in some embodiments,
operation 616 may include generating a network random number, and combining the UE
602’s random number, the network's random number, the access credentials, and/or
part of the access credentials to input into a key generation function. In some
embodiments, operation 616 may also include generating all of the required key set(s) for

the UE.

[0123] At operation 618, the on-demand network 604 may grant access to the UE
602 in an access grant message. Depending on the key generation method used, the
access grant message may include the partial set(s) of keys, the complete set(s) of keys, or
a parameter needed by the UE 602 to generate the set(s) of keys by the UE 602. Also
depending on the method used to protect the keys being sent to the UE 602, information
in the access grant message may be protected using public key encryption (e.g., using the
UE 602’s public key that was previously sent to the on-demand network 604 as part of

the UE 602’s initial access request at operation 612).

[0124] At operation 620, the UE 602 is able to either construct the keys from
information in the access grant message, or retrieve the keys in the access grant message,
depending on the key generation method and the protection of the message at operation
618. For example, if the information in the access grant message is encrypted using the
UE 602’s public key, the UE 602 may decrypt the information in the access grant

message.

_35_



10

15

20

25

WO 2022/147582 PCT/US2022/026675

[0125] At operation 622, the communication sessions may begin for UEs in the on-
demand network 604. The communication sessions may include the UE 602 starting
communications with the on-demand network 604, another UE (not shown in FIG. 6) in
the on-demand network 604 starting communication with the on-demand network, and
the UE 602 and the another UE start communicating with each other. If there are more
than two UEs in the on-demand network 604 in the session, the group communication

among the UEs in the same group may also start.
The on-demand network key refresh using network generated keys

[0126] FIG. 7 illustrates a message flow for an on-demand network key refresh using

network generated keys, according to some embodiments.

[0127] At operation 712, the on-demand network 704 determines that key sets for the
UE 702 need to be refreshed. The on-demand network 704 may generate the UE 702’s
key sets, including cipher and integrity keys for communicating with the on-demand
network 704, cipher and integrity keys for communicating with other UEs in the group,
and optionally cipher and integrity keys for communicating with other UEs (e.g., over the

PCs5 interface).

[0128] At operation 714, the on-demand network 704 send the key sets to the UE 702
in a key refresh message. The key refresh message may be protected using the cipher and
integrity keys from the current key set (e.g., UE-to-Network Keys) that is used for

protecting communication between the UE 702 and the on-demand network 704.

[0129] At operation 716, the UE 702 receives the key sets from the on-demand

network, and marks the received key sets as being in use and obsoletes the old key sets.

[0130] At operation 718, the UE 702 may continue current session(s) with the on-

demand network 704 or with other UE(s).

The on-demand network key refresh using keys generated by UE
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[0131] FIG. 8 illustrates a message flow for an on-demand network key refresh using

keys generated by the UE, according to some embodiments.

[0132] At operation 812: the on-demand network 804 determines that the UE 802’s
key sets need to be refreshed. The on-demand network 804 may generate a fresh
parameter (e.g., random number, nonce, etc.). Additionally, the on-demand network 804
may generate the UE 802’s key sets, including cipher and integrity keys for
communicating with the on-demand network 804, cipher and integrity keys for
communicating with other UEs in the group, and optionally cipher and integrity keys for

communicating with other UEs (e.g., over the PC5 interface).

[0133] At operation 814, the on-demand network 804 may the fresh parameter
(rather than the generated new key sets) to the UE 802 in a key refresh message. The key
refresh message is protected using the cipher and integrity keys from the current key set
(e.g., UE-to-Network Keys) that is used for protecting communication between the UE

802 and the on-demand network 804.

[0134] At operation 816, the UE 802 receives the fresh parameter in the key refresh
message from the on-demand network 804, and uses the fresh parameter as the input.
Along with the current keys, the UE 802 may generate the new key sets, including cipher
and integrity keys for communicating with the on-demand network 804, cipher and
integrity keys for communicating with other UEs in the group, and optionally cipher and
integrity keys for communicating with other UEs (e.g., over PCs interface). The UE 802

marks the newly key sets in use and obsoletes the old key sets.

[0135] FIG. 9A illustrates a flowchart of a method 900 for access credential
provisioning, authentication, and authorization, according to some embodiments. The
method 900 starts at operations 902, where a user equipment (UE) receives an access
credential message, The access credential message indicates an access credential for an
on-demand network for the UE to access. The access credential message further indicates

a limited lifespan of the access credential. At operation 904, the UE transmits, to the on-
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demand network, an authentication and authorization request. The authentication and
authorization request includes information about the access credential. At operation
906, the UE receives, from the on-demand network, an authentication and authorization
response. At operation 908, the UE establishes a session with the on-demand network

based on the authentication and authorization response.

[0136] In some embodiments, the on-demand network may belong to an operator
different from a home operator of the UE. In some embodiments, the access credential
message may further include entity information indicating one or more entities
performing authentication and authorization. The authentication and authorization
request may include the entity information. In some embodiments, the one or more
entities may include at least one of an entity of the on-demand network, an application
server whose one or more services are used by UEs via accessing the on-demand
network, a third party entity, or an entity of a home network of the UE. In some
embodiments, the entity information may indicate a first entity processing the
authentication and a second entity processing the authorization. The second entity may
be different from the first entity. In some embodiments, the access credential message
may further indicate a credential type and a credential owner. The credential owner may
be one of the on-demand network, an application server whose one or more services are
used by UEs via accessing the on-demand network, a third party entity, or a home
network of the UE. In some embodiments, the UE may receive the access credential
message in response to the UE authenticating with a home network of the UE or the UE
authenticating with an application server whose one or more services are used by UEs via
accessing the on-demand network. The UE may receive the access credential message
before or during the UE accessing to the on-demand network. In some embodiments,
the UE may receive the access credential message from a home network of the UE or
from an application server whose one or more services are used by UEs via accessing the

on-demand network without the UE requesting to obtain the information about the
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access credential to access the on-demand network. In some embodiments, the UE may
receive the access credential message from a home network of the UE or from an
application server whose one or more services are used by UEs via accessing the on-
demand network with the UE requesting to obtain the information about the access
credential to access the on-demand network. In some embodiments, the information
about the access credential may include the access credential or an identifier of the

access credential.

[0137] FIG. 9B illustrates a flowchart of a method 910 for access credential
provisioning, authentication, and authorization, according to some embodiments. The
method 910 starts at operations 912, where a network entity of an on-demand network
receives an authentication and authorization request including information about an
access credential. The UE receives an access credential message indicating the access
credential for the on-demand network for the UE to access. The access credential
message further indicates a limited lifespan of the access credential. At operation 914,
the network entity transmits to the UE an authentication and authorization response. At
operation 916, the network entity establishes a session with the UE based on the

authentication and authorization response.

[0138] In some embodiments, the on-demand network may belong to an operator
different from a home operator of the UE. In some embodiments, the access credential
message may further include entity information indicating one or more entities
performing authentication and authorization. The authentication and authorization
request may include the entity information. In some embodiments, the one or more
entities may include at least one of the entity of the on-demand network, an application
server whose one or more services are used by UEs via accessing the on-demand
network, a third party entity, or an entity of a home network of the UE. In some
embodiments, the entity information may indicate a first entity processing the

authentication and a second entity processing the authorization. The second entity may
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be different from the first entity. In some embodiments, the access credential message
may further indicate a credential type and a credential owner. The credential owner may
be one of the on-demand network, an application server whose one or more services are
used by UEs via accessing the on-demand network, a third party entity, or a home
network of the UE. In some embodiments, the UE may receive the access credential
message in response to the UE authenticating with a home network of the UE or the UE
authenticating with an application server whose one or more services are used by UEs via
accessing the on-demand network. The UE may receive the access credential message
before or during the UE accessing to the on-demand network. In some embodiments,
the UE may receive the access credential message from a home network of the UE or
from an application server whose one or more services are used by UEs via accessing the
on-demand network without the UE requesting to obtain the information about the
access credential to access the on-demand network. In some embodiments, the UE may
receive the access credential message from a home network of the UE or from an
application server whose one or more services are used by UEs via accessing the on-
demand network with the UE requesting to obtain the information about the access
credential to access the on-demand network. In some embodiments, the information
about the access credential may include the access credential or an identifier of the

access credential.

[0139] FIG. 10A illustrates a flowchart of a method 1000 for the on-demand network
key generation and distribution, according to some embodiments. The method 1000
starts at operations 1002, where a user equipment (UE) receives, from an on-demand
network, key information about at least one key set. The at least one key set is generated
based on information of the on-demand network and an access credential used by the UE
to access the on-demand network and an access credential used by the UE to access the
on-demand network. The at least one key set may comprise a first key set, and the first

key set may comprise a first key pair including a first cipher key (CK) and a first integrity
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key (IK). At operation 1004, the UE communicates with the on-demand network and

other UEs within the on-demand network using the first key set.

[0140] In some embodiments, the on-demand network may belong to an operator
different from a home operator of the UE. In some embodiments, the key information
about the at least one key set may include the at least one key set, or the key information
about the at least one key set may include at least one parameter used by the UE to
generate the at least one key set. In some embodiments, the at least one parameter may
include parameters for the UE to generate a new fresh key, the parameters include a
random number generated by the on-demand network as a nonce. In some
embodiments, a public key may be provided by the on-demand network, a home network
of the UE, or an application server whose one or more services are used by UEs via
accessing the on-demand network. In some embodiments, the at least one parameter
may include a limited lifespan of the at least one key set. The limited lifespan may
include at least one of a start time or an end time. In some embodiments, the UE may
send a refresh request to the on-demand network before receiving a refresh message. In
some embodiments, the key information may further indicate a limited lifespan of the at
least one key set. In some embodiments, the first key pair in the first key set may be used
by the UE to communicate with a control plane of the on-demand network. The first key
set may further comprise a second key pair including a second CK and a second IK used
by the UE to communicate with a data plane of the on-demand network. In some
embodiments, the at least one key set may further comprise a third key set including a
third CK and a third IK used by the UE for group communications within the on-demand
network, the third key set being group specific. The at least one key set further
comprising a fourth key set including a fourth CK and a fourth IK used by the UE to
communicate with a second UE in the on-demand network. In some embodiments, the
UE may receive a key refresh message including refresh information for refreshing the at

least one key set. The key refresh message may be encrypted and integrity checked using
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the first key set. The key refresh message may include at least one new key set, or the key
refresh message may include at least one refresh parameter for the UE generate the at
least one new key set. The UE may communicate with the on-demand network using the
at least one new key set. In some embodiments, before receiving the key information, the
UE may transmit to the on-demand network an authentication and authorization request
including information about the access credential. The authentication and authorization
request may further include a public key of the UE. The key information about the at
least one key set may be encrypted by the on-demand network using the public key. The
UE may decrypt the key information about the at least one key set using a private key of

the UE.

[0141] FIG. 10B illustrates a flowchart of a method 1010 for the on-demand network
key generation and distribution, according to some embodiments. The method 1010
starts at operations 1012, where a network entity of an on-demand network transmits to
a user equipment (UE) key information about at least one key set. The at least one key set
is generated based on information of the on-demand network and an access credential
used by the UE to access the on-demand network and an access credential used by the
UE to access the on-demand network. The at least one key set may comprise a first key
set, and the first key set may comprise a first key pair including a first cipher key (CK)
and a first integrity key (IK). At operation 1014, the network entity communicates with

the UE using the first key set.

[0142] In some embodiments, the on-demand network may belong to an operator
different from a home operator of the UE. In some embodiments, the key information
about the at least one key set may include the at least one key set, or the key information
about the at least one key set may include at least one parameter used by the UE to
generate the at least one key set. In some embodiments, the at least one parameter may
include parameters for the UE to generate a new fresh key, the parameters include a

random number generated by the on-demand network as a nonce. In some
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embodiments, a public key may be provided by the on-demand network, a home network
of the UE, or an application server whose one or more services are used by UEs via
accessing the on-demand network. In some embodiments, the at least one parameter
may include a limited lifespan of the at least one key set. The limited lifespan may
include at least one of a start time or an end time. In some embodiments, the UE may
send a refresh request to the on-demand network before receiving a refresh message. In
some embodiments, the key information may further indicate a limited lifespan of the at
least one key set. In some embodiments, the first key pair in the first key set may be used
by the UE to communicate with a control plane of the on-demand network. The first key
set may further comprise a second key pair including a second CK and a second IK used
by the UE to communicate with a data plane of the on-demand network. In some
embodiments, the at least one key set may further comprise a third key set including a
third CK and a third IK used by the UE for group communications within the on-demand
network, the third key set being group specific. The at least one key set further
comprising a fourth key set including a fourth CK and a fourth IK used by the UE to
communicate with a second UE in the on-demand network. In some embodiments, the
UE may receive a key refresh message including refresh information for refreshing the at
least one key set. The key refresh message may be encrypted and integrity checked using
the first key set. The key refresh message may include at least one new key set, or the key
refresh message may include at least one refresh parameter for the UE generate the at
least one new key set. The UE may communicate with the on-demand network using the
at least one new key set. In some embodiments, before receiving the key information, the
UE may transmit to the on-demand network an authentication and authorization request
including information about the access credential. The authentication and authorization
request may further include a public key of the UE. The key information about the at
least one key set may be encrypted by the on-demand network using the public key. The
UE may decrypt the key information about the at least one key set using a private key of

the UE.
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[0143] FIG. 11 illustrates an example communication system 1100. In general, the
system 1100 enables multiple wireless or wired users to transmit and receive data and
other content. The system 1100 may implement one or more channel access methods,
such as code division multiple access (CDMA), time division multiple access (TDMA),
frequency division multiple access (FDMA), orthogonal FDMA (OFDMA), single-carrier

FDMA (SC-FDMA), or non-orthogonal multiple access (NOMA).

[0144] In this example, the communication system 1100 includes electronic devices
(ED) 1110a-1110¢, radio access networks (RANS) 1120a-1120b, a core network 1130, a
public switched telephone network (PSTN) 1140, the Internet 1150, and other networks
1160. While certain numbers of these components or elements are shown in FIG. 11, any

number of these components or elements may be included in the system 1100.

[0145] The EDs 1110a-1110c are configured to operate or communicate in the system
1100. For example, the EDs 1110a-1110¢ are configured to transmit or receive via wireless
or wired communication channels. Each ED 1110a-1110c¢ represents any suitable end user
device and may include such devices (or may be referred to) as a user equipment or
device (UE), wireless transmit or receive unit (WTRU), mobile station, fixed or mobile
subscriber unit, cellular telephone, personal digital assistant (PDA), smartphone, laptop,

computer, touchpad, wireless sensor, or consumer electronics device.

[0146] The RANs 1120a-1120b here include base stations 1170a-1170b, respectively.
Each base station 1170a-1170b is configured to wirelessly interface with one or more of
the EDs 1110a-1110c¢ to enable access to the core network 1130, the PSTN 1140, the
Internet 1150, or the other networks 1160. For example, the base stations 1170a-1170b
may include (or be) one or more of several well-known devices, such as a base transceiver
station (BTS), a Node-B (NodeB), an evolved NodeB (eNodeB), a Next Generation (NG)
NodeB (gNB), a Home NodeB, a Home eNodeB, a site controller, an access point (AP), or

a wireless router. The EDs 1110a-1110c¢ are configured to interface and communicate with
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the Internet 1150 and may access the core network 1130, the PSTN 1140, or the other

networks 1160.

[0147] In the embodiment shown in FIG. 11, the base station 1170a forms part of the
RAN 1120a, which may include other base stations, elements, or devices. Also, the base
station 1170b forms part of the RAN 1120b, which may include other base stations,
elements, or devices. Each base station 1170a-1170b operates to transmit or receive
wireless signals within a particular geographic region or area, sometimes referred to as a
“cell.” In some embodiments, multiple-input multiple-output (MIMO) technology may

be employed having multiple transceivers for each cell.

[0148] The base stations 1170a-1170b communicate with one or more of the EDs
1110a-1110c over one or more air interfaces 1190 using wireless communication links.

The air interfaces 1190 may utilize any suitable radio access technology.

[0149] It is contemplated that the system 1100 may use multiple channel access
functionality, including such schemes as described above. In particular embodiments,
the base stations and EDs implement 5G New Radio (NR), LTE, LTE-A, or LTE-B. Of

course, other multiple access schemes and wireless protocols may be utilized.

[0150] The RANSs 1120a-1120b are in communication with the core network 1130 to
provide the EDs 1110a-1110c¢ with voice, data, application, Voice over Internet Protocol
(VoIP), or other services. Understandably, the RANs 1120a-1120b or the core network
1130 may be in direct or indirect communication with one or more other RANs (not
shown). The core network 1130 may also serve as a gateway access for other networks
(such as the PSTN 1140, the Internet 1150, and the other networks 1160). In addition,
some or all of the EDs 1110a-1110¢ may include functionality for communicating with
different wireless networks over different wireless links using different wireless
technologies or protocols. Instead of wireless communication (or in addition thereto), the
EDs may communicate via wired communication channels to a service provider or switch

(not shown), and to the Internet 1150.
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[0151] Although FIG. 11 illustrates one example of a communication system, various
changes may be made to FIG. 11. For example, the communication system 1100 could
include any number of EDs, base stations, networks, or other components in any

suitable.

[0152] FIG. 12A and 12B illustrate example devices that may implement the methods
and teachings according to this disclosure. In particular, FIG. 12A illustrates an example
ED 1210, and FIG. 12B illustrates an example base station 1270. These components could

be used in the system 1100 or in any other suitable system.

[0153] As shown in FIG. 12A the ED 1210 includes at least one processing unit 1200.
The processing unit 1200 implements various processing operations of the ED 1210. For
example, the processing unit 1200 could perform signal coding, data processing, power
control, input/output processing, or any other functionality enabling the ED 1210 to
operate in the system 1100. The processing unit 1200 also supports the methods and
teachings described in more detail above. Each processing unit 1200 includes any
suitable processing or computing device configured to perform one or more operations.
Each processing unit 1200 could, for example, include a microprocessor, microcontroller,
digital signal processor, field programmable gate array, or application specific integrated

circuit.

[0154] The ED 1210 also includes at least one transceiver 1202. The transceiver 1202
is configured to modulate data or other content for transmission by at least one antenna
or NIC (Network Interface Controller) 1204. The transceiver 1202 is also configured to
demodulate data or other content received by the at least one antenna 1204. Each
transceiver 1202 includes any suitable structure for generating signals for wireless or
wired transmission or processing signals received wirelessly or by wire. Each antenna
1204 includes any suitable structure for transmitting or receiving wireless or wired
signals. One or multiple transceivers 1202 could be used in the ED 1210, and one or

multiple antennas 1204 could be used in the ED 1210. Although shown as a single

_46_



10

15

20

25

30

WO 2022/147582 PCT/US2022/026675

functional unit, a transceiver 1202 could also be implemented using at least one

transmitter and at least one separate receiver.

[0155] The ED 1210 further includes one or more input/output devices 1206 or
interfaces (such as a wired interface to the Internet 1150). The input/output devices 1206
facilitate interaction with a user or other devices (network communications) in the
network. Each input/output device 1206 includes any suitable structure for providing
information to or receiving information from a user, such as a speaker, microphone,

keypad, keyboard, display, or touch screen, including network interface communications.

[0156] In addition, the ED 1210 includes at least one memory 1208. The memory
1208 stores instructions and data used, generated, or collected by the ED 1210. For
example, the memory 1208 could store software or firmware instructions executed by the
processing unit(s) 1200 and data used to reduce or eliminate interference in incoming
signals. Each memory 1208 includes any suitable volatile or non-volatile storage and
retrieval device(s). Any suitable type of memory may be used, such as random access
memory (RAM), read only memory (ROM), hard disk, optical disc, subscriber identity

module (SIM) card, memory stick, secure digital (SD) memory card, and the like.

[0157] As shown in FIG. 12B, the base station 1270 includes at least one processing
unit 1250, at least one transceiver 1252, which includes functionality for a transmitter
and a receiver, one or more antennas 1256, at least one memory 1258, and one or more
input/output devices or interfaces 1266. A scheduler, which would be understood by one
skilled in the art, is coupled to the processing unit 1250. The scheduler could be included
within or operated separately from the base station 1270. The processing unit 1250
implements various processing operations of the base station 1270, such as signal coding,
data processing, power control, input/output processing, or any other functionality. The
processing unit 1250 can also support the methods and teachings described in more
detail above. Each processing unit 1250 includes any suitable processing or computing

device configured to perform one or more operations. Each processing unit 1250 could,
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for example, include a microprocessor, microcontroller, digital signal processor, field

programmable gate array, or application specific integrated circuit.

[0158] Each transceiver 1252 includes any suitable structure for generating signals
for wireless or wired transmission to one or more EDs or other devices. Each transceiver
1252 further includes any suitable structure for processing signals received wirelessly or
by wire from one or more EDs or other devices. Although shown combined as a
transceiver 1252, a transmitter and a receiver could be separate components. Each
antenna 1256 includes any suitable structure for transmitting or receiving wireless or
wired signals. While a common antenna 1256 is shown here as being coupled to the
transceiver 1252, one or more antennas 1256 could be coupled to the transceiver(s) 1252,
allowing separate antennas 1256 to be coupled to the transmitter and the receiver if
equipped as separate components. Each memory 1258 includes any suitable volatile or
non-volatile storage and retrieval device(s). Each input/output device 1266 facilitates
interaction with a user or other devices (network communications) in the network. Each
input/output device 1266 includes any suitable structure for providing information to or
receiving/providing information from a user, including network interface

communications.

[0159] FIG. 13 is a block diagram of a computing system 1300 that may be used for
implementing the devices and methods disclosed herein. For example, the computing
system can be any entity of UE, access network (AN), mobility management (MM),
session management (SM), user plane gateway (UPGW), or access stratum (AS). Specific
devices may utilize all of the components shown or only a subset of the components, and
levels of integration may vary from device to device. Furthermore, a device may contain
multiple instances of a component, such as multiple processing units, processors,
memories, transmitters, receivers, etc. The computing system 1300 includes a processing

unit 1302. The processing unit includes a central processing unit (CPU) 1314, memory
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1308, and may further include a mass storage device 1304, a video adapter 1310, and an

I/0 interface 1312 connected to a bus 1320.

[0160] The bus 1320 may be one or more of any type of several bus architectures
including a memory bus or memory controller, a peripheral bus, or a video bus. The CPU
1314 may comprise any type of electronic data processor. The memory 1308 may
comprise any type of non-transitory system memory such as static random access
memory (SRAM), dynamic random access memory (DRAM), synchronous DRAM
(SDRAM), read-only memory (ROM), or a combination thereof. In an embodiment, the
memory 1308 may include ROM for use at boot-up, and DRAM for program and data

storage for use while executing programs.

[0161] The mass storage 1304 may comprise any type of non-transitory storage
device configured to store data, programs, and other information and to make the data,
programs, and other information accessible via the bus 1320. The mass storage 1304 may
comprise, for example, one or more of a solid state drive, hard disk drive, a magnetic disk

drive, or an optical disk drive.

[0162] The video adapter 1310 and the I/O interface 1312 provide interfaces to couple
external input and output devices to the processing unit 1302. As illustrated, examples of
input and output devices include a display 1318 coupled to the video adapter 1310 and a
mouse, keyboard, or printer 1316 coupled to the I/O interface 1312. Other devices may be
coupled to the processing unit 1302, and additional or fewer interface cards may be
utilized. For example, a serial interface such as Universal Serial Bus (USB) (not shown)

may be used to provide an interface for an external device.

[0163] The processing unit 1302 also includes one or more network interfaces 1306,
which may comprise wired links, such as an Ethernet cable, or wireless links to access
nodes or different networks. The network interfaces 1306 allow the processing unit 1302
to communicate with remote units via the networks. For example, the network interfaces

1306 may provide wireless communication via one or more transmitters/transmit
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antennas and one or more receivers/receive antennas. In an embodiment, the processing
unit 1302 is coupled to a local-area network 1322 or a wide-area network for data
processing and communications with remote devices, such as other processing units, the

Internet, or remote storage facilities.

[0164] FIG. 14 illustrates an example communications system 1400, according to
some embodiments. Communications system 1400 includes an access node 1410 serving
user equipments (UEs) with coverage 1401, such as UEs 1420. In a first operating mode,
communications to and from a UE passes through access node 1410 with a coverage area
1401. The access node 1410 is connected to a backhaul network 1415 for connecting to the
internet, operations and management, and so forth. In a second operating mode,
communications to and from a UE do not pass through access node 1410, however,
access node 1410 typically allocates resources used by the UE to communicate when
specific conditions are met. Communications between a pair of UEs 1420 can use a
sidelink connection (shown as two separate one-way connections 1425). In FIG. 14, the
sideline communication is occurring between two UEs operating inside of coverage area
1401. However, sidelink communications, in general, can occur when UEs 1420 are both
outside coverage area 1401, both inside coverage area 1401, or one inside and the other
outside coverage area 1401. Communication between a UE and access node pair occur
over uni-directional communication links, where the communication links between the
UE and the access node are referred to as uplinks 1430, and the communication links

between the access node and UE is referred to as downlinks 1435.

[0165] Access nodes may also be commonly referred to as Node Bs, evolved Node Bs
(eNBs), next generation (NG) Node Bs (gNBs), master eNBs (MeNBs), secondary eNBs
(SeNBs), master gNBs (MgNBs), secondary gNBs (SgNBs), network controllers, control
nodes, base stations, access points, transmission points (TPs), transmission-reception
points (TRPs), cells, carriers, macro cells, femtocells, pico cells, and so on, while UEs

may also be commonly referred to as mobile stations, mobiles, terminals, users,
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subscribers, stations, and the like. Access nodes may provide wireless access in
accordance with one or more wireless communication protocols, e.g., the Third
Generation Partnership Project (3GPP) long term evolution (LTE), LTE advanced (LTE-
A), 5G, 5G LTE, 5G NR, sixth generation (6G), High Speed Packet Access (HSPA), the
IEEE 802.11 family of standards, such as 802.11a/b/g/n/ac/ad/ax/ay/be, etc. While it is
understood that communications systems may employ multiple access nodes capable of
communicating with a number of UEs, only one access node and two UEs are illustrated

for simplicity.

[0166] It should be appreciated that one or more steps of the embodiment methods
provided herein may be performed by corresponding units or modules. For example, a
signal may be transmitted by a transmitting unit or a transmitting module. A signal may
be received by a receiving unit or a receiving module. A signal may be processed by a
processing unit or a processing module. Other steps may be performed by a selecting unit
or module, a determining unit or module, or an assigning unit or module. The respective
units or modules may be hardware, software, or a combination thereof. For instance, one
or more of the units or modules may be an integrated circuit, such as field programmable

gate arrays (FPGAs) or application-specific integrated circuits (ASICs).

[0167] Although the present disclosure and its advantages have been described in
detail, it should be understood that various changes, substitutions and alterations can be
made herein without departing from the scope of the disclosure as defined by the

appended claims.
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WHAT IS CLAIMED 1IS:
1. A method comprising:

receiving, by a user equipment (UE), an access credential message, the access
credential message indicating an access credential for an on-demand network for the UE
to access, the access credential message further indicating a limited lifespan of the access
credential;

transmitting, by the UE to the on-demand network, an authentication and
authorization request including information about the access credential;

receiving, by the UE from the on-demand network, an authentication and
authorization response; and

establishing, by the UE, a session with the on-demand network based on the

authentication and authorization response.

2. The method of claim 1, wherein the on-demand network belongs to an operator

different from a home operator of the UE.

3. The method of claim 1, wherein the access credential message further includes
entity information indicating one or more entities performing authentication and
authorization, and wherein the authentication and authorization request includes the

entity information.

4. The method of claim 3, wherein the one or more entities include at least one of an
entity of the on-demand network, an application server whose one or more services are
used by UEs via accessing the on-demand network, a third party entity, or an entity of a

home network of the UE.

5. The method claim 3, wherein the entity information indicates a first entity
processing the authentication and a second entity processing the authorization, the

second entity being different from the first entity.
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6. The method of claim 1, wherein the access credential message further indicates a
credential type and a credential owner, the credential owner being one of the on-demand
network, an application server whose one or more services are used by UEs via accessing

the on-demand network, a third party entity, or a home network of the UE.

7. The method of claim 1, wherein the UE receives the access credential message in
response to the UE authenticating with a home network of the UE or the UE
authenticating with an application server whose one or more services are used by UEs via
accessing the on-demand network, and wherein the UE receives the access credential

message before or during the UE accessing to the on-demand network.

8. The method of claim 1, wherein the UE receives the access credential message from
a home network of the UE or from an application server whose one or more services are
used by UEs via accessing the on-demand network without the UE requesting to obtain

the information about the access credential to access the on-demand network.

9. The method of claim 1, wherein the UE receives the access credential message from
a home network of the UE or from an application server whose one or more services are
used by UEs via accessing the on-demand network with the UE requesting to obtain the

information about the access credential to access the on-demand network.

10. The method of any of claims 1-9, the information about the access credential

including the access credential or an identifier of the access credential.

11. A method comprising:

receiving, by a user equipment (UE) from an on-demand network, key
information about at least one key set, the at least one key set generated based on
information of the on-demand network and an access credential used by the UE to access
the on-demand network, the at least one key set comprising a first key set, the first key

set comprising a first key pair including a first cipher key (CK) and a first integrity key
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(IK); and
communicating, by the UE with the on-demand network and other UEs within

the on-demand network, using the first key set.

12. The method of claim 11, wherein the on-demand network belongs to an operator

different from a home operator of the UE.

13. The method of claim 11, wherein the key information about the at least one key
set includes the at least one key set, or wherein the key information about the at least one
key set includes at least one parameter used by the UE to generate the at least one key

set.

14. The method of claim 13, wherein the at least one parameter includes parameters
for the UE to generate a new fresh key, the parameters include a random number

generated by the on-demand network as a nonce.

15. The method of claim 14, wherein a public key is provided by the on-demand
network, a home network of the UE, or an application server whose one or more services

are used by UEs via accessing the on-demand network.

16. The method of claim 13, wherein the at least one parameter includes a limited
lifespan of the at least one key set, and wherein the limited lifespan includes at least one

of a start time or an end time.

17. The method of claim 13, wherein the UE sends a refresh request to the on-

demand network before receiving a refresh message.

18. The method of claim 11, wherein the key information further indicates a limited

lifespan of the at least one key set.

19. The method of claim 18, the limited lifespan of the at least one key set includes at

least one of a start time or an end time.
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20.  The method of claim 11, the first key pair in the first key set used by the UE to
communicate with a control plane of the on-demand network, the first key set further
comprising a second key pair including a second CK and a second IK used by the UE to

communicate with a data plane of the on-demand network.

21. The method of claim 20, the at least one key set further comprising a third key set
including a third CK and a third IK used by the UE for group communications within the
on-demand network, the third key set being group specific, the at least one key set

further comprising a fourth key set including a fourth CK and a fourth IK used by the UE

to communicate with a second UE in the on-demand network.

22.  The method of claim 11, further comprising:

receiving, by the UE, a key refresh message including refresh information for
refreshing the at least one key set, the key refresh message encrypted and integrity
checked using the first key set, wherein the key refresh message includes at least one new
key set, or wherein the key refresh message includes at least one refresh parameter for
the UE generate the at least one new key set; and

communicating, by the UE with the on-demand network, using the at least one

new key set.

23.  The method of any of claims 11-22, further comprising:

before the receiving the key information, transmitting, by the UE to the on-
demand network, an authentication and authorization request including information
about the access credential, the authentication and authorization request further
includes a public key of the UE, wherein the key information about the at least one key
set is encrypted by the on-demand network using the public key, and wherein the UE

decrypts the key information about the at least one key set using a private key of the UE.

24. A method comprising:

receiving, by a network entity of an on-demand network from a user equipment
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(UE), an authentication and authorization request including information about an access
credential, wherein the UE receives an access credential message indicating the access
credential for the on-demand network for the UE to access, the access credential message
further indicating a limited lifespan of the access credential;

transmitting, by the network entity to the UE, an authentication and
authorization response; and

establishing, by the network entity, a session with the UE based on the

authentication and authorization response.

25. The method of claim 24, wherein the on-demand network belongs to an operator

different from a home operator of the UE.

26. The method of claim 24, wherein the access credential message further includes
entity information indicating one or more entities performing authentication and
authorization, and wherein the authentication and authorization request includes the

entity information.

27. The method of claim 26, wherein the one or more entities include at least one of
the network entity of the on-demand network, an application server whose one or more
services are used by UEs via accessing the on-demand network, a third party entity, or an

entity of a home network of the UE.

28.  The method claim 26, wherein the entity information indicates a first entity
processing the authentication and a second entity processing the authorization, the

second entity being different from the first entity.

29. The method of claim 24, wherein the access credential message further indicates
a credential type and a credential owner, the credential owner being one of the on-
demand network, an application server whose one or more services are used by UEs via

accessing the on-demand network, a third party entity, or a home network of the UE.
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30.  The method of claim 24, wherein the UE receives the access credential message
in response to the UE authenticating with a home network of the UE or the UE
authenticating with an application server whose one or more services are used by UEs via
accessing the on-demand network, and wherein the UE receives the access credential

message before or during the UE accessing to the on-demand network.

31.  The method of claim 24, wherein the UE receives the access credential message
from a home network of the UE or from an application server whose one or more services
are used by UEs via accessing the on-demand network without the UE requesting to

obtain the information about the access credential to access the on-demand network.

32. The method of claim 24, wherein the UE receives the access credential message
from a home network of the UE or from an application server whose one or more services
are used by UEs via accessing the on-demand network with the UE requesting to obtain

the information about the access credential to access the on-demand network.

33. The method of any of claims 24-32, the information about the access credential

including the access credential or an identifier of the access credential.

34. A method comprising:

transmitting, by a network entity of an on-demand network to a user equipment
(UE), key information about at least one key set, the at least one key set generated based
on information of the on-demand network and an access credential used by the UE to
access the on-demand network, the at least one key set comprising a first key set, the first
key set comprising a first key pair including a first cipher key (CK) and a first integrity
key (IK); and

communicating, by the network entity with the UE, using the first key set.

35. The method of claim 34, wherein the on-demand network belongs to an operator

different from a home operator of the UE.
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36. The method of claim 34, wherein the key information about the at least one key
set includes the at least one key set, or wherein the key information about the at least one
key set includes at least one parameter used by the UE to generate the at least one key

set.

37. The method of claim 36, wherein the at least one parameter includes parameters
for the UE to generate a new fresh key, the parameters include a random number

generated by the on-demand network as a nonce.

38.  The method of claim 37, wherein a public key is provided by the on-demand
network, a home network of the UE, or an application server whose one or more services

are used by UEs via accessing the on-demand network.

30. The method of claim 36, wherein the at least one parameter includes a limited
lifespan of the at least one key set, and wherein the limited lifespan includes at least one

of a start time or an end time.

40.  The method of claim 36, wherein the UE sends a refresh request to the on-

demand network before receiving a refresh message.

41. The method of claim 34, wherein the key information further indicates a limited

lifespan of the at least one key set.

42. The method of claim 41, the limited lifespan of the at least one key set includes at

least one of a start time or an end time.

43. The method of claim 34, the first key pair in the first key set used by the UE to
communicate with a control plane of the on-demand network, the first key set further
comprising a second key pair including a second CK and a second IK used by the UE to

communicate with a data plane of the on-demand network.
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44.  The method of claim 43, the at least one key set further comprising a third key set
including a third CK and a third IK used by the UE for group communications within the
on-demand network, the third key set being group specific, the at least one key set

further comprising a fourth key set including a fourth CK and a fourth IK used by the UE

to communicate with a second UE in the on-demand network.

45. The method of claim 34, further comprising:
transmitting, by the network entity to the UE, a key refresh message including
refresh information for refreshing the at least one key set, the key refresh message
encrypted and integrity checked using the first key set, wherein the key refresh message
includes at least one new key set, or wherein the key refresh message includes at least
one refresh parameter for the UE generate the at least one new key set; and
communicating, by the network entity with the UE, using the at least one new key

set.

46. The method of any of claims 34-45, further comprising;:

before the transmitting the key information, receiving, by the network entity from
the UE, an authentication and authorization request including information about the
access credential, the authentication and authorization request further includes a public
key of the UE, wherein the key information about the at least one key set is encrypted by
the on-demand network using the public key, and wherein the UE decrypts the key

information about the at least one key set using a private key of the UE.

47.  Auser equipment (UE) comprising;:

at least one processor; and

a non-transitory computer readable storage medium storing programming, the
programming including instructions that, when executed by the at least one processor,
cause the UE to:

receive an access credential message, the access credential message indicating
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an access credential for an on-demand network for the UE to access, the access credential
message further indicating a limited lifespan of the access credential;

transmit, to the on-demand network, an authentication and authorization
request including information about the access credential;

receive, from the on-demand network, an authentication and authorization
response; and

establish a session with the on-demand network based on the authentication

and authorization response.

48.  The UE of claim 47, wherein the on-demand network belongs to an operator

different from a home operator of the UE.

49. The UE of claim 47, wherein the access credential message further includes entity
information indicating one or more entities performing authentication and
authorization, and wherein the authentication and authorization request includes the

entity information.

50. The UE of claim 49, wherein the one or more entities include at least one of an
entity of the on-demand network, an application server whose one or more services are
used by UEs via accessing the on-demand network, a third party entity, or an entity of a

home network of the UE.

51. The UE claim 49, wherein the entity information indicates a first entity
processing the authentication and a second entity processing the authorization, the

second entity being different from the first entity.

52. The UE of claim 47, wherein the access credential message further indicates a
credential type and a credential owner, the credential owner being one of the on-demand
network, an application server whose one or more services are used by UEs via accessing

the on-demand network, a third party entity, or a home network of the UE.
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53. The UE of claim 47, wherein the UE receives the access credential message in
response to the UE authenticating with a home network of the UE or the UE
authenticating with an application server whose one or more services are used by UEs via
accessing the on-demand network, and wherein the UE receives the access credential

message before or during the UE accessing to the on-demand network.

54. The UE of claim 47, wherein the UE receives the access credential message from a
home network of the UE or from an application server whose one or more services are
used by UEs via accessing the on-demand network without the UE requesting to obtain

the information about the access credential to access the on-demand network.

55. The UE of claim 47, wherein the UE receives the access credential message from a
home network of the UE or from an application server whose one or more services are
used by UEs via accessing the on-demand network with the UE requesting to obtain the

information about the access credential to access the on-demand network.

56. The UE of any of claims 47-55, the information about the access credential

including the access credential or an identifier of the access credential.

57. A user equipment (UE) comprising;:

at least one processor; and

a non-transitory computer readable storage medium storing programming, the
programming including instructions that, when executed by the at least one processor,
cause the UE to:

receive, from an on-demand network, key information about at least one key

set, the at least one key set generated based on information of the on-demand network
and an access credential used by the UE to access the on-demand network, the at least
one key set comprising a first key set, the first key set comprising a first key pair

including a first cipher key (CK) and a first integrity key (IK); and
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communicate, with the on-demand network and other UEs within the on-

demand network, using the first key set.

58. The UE of claim 57, wherein the on-demand network belongs to an operator

different from a home operator of the UE.

59. The UE of claim 57, wherein the key information about the at least one key set
includes the at least one key set, or wherein the key information about the at least one
key set includes at least one parameter used by the UE to generate the at least one key

set.

60.  The UE of claim 59, wherein the at least one parameter includes parameters for
the UE to generate a new fresh key, the parameters include a random number generated

by the on-demand network as a nonce.

61. The UE of claim 60, wherein a public key is provided by the on-demand network,
a home network of the UE, or an application server whose one or more services are used

by UEs via accessing the on-demand network.

62. The UE of claim 59, wherein the at least one parameter includes a limited lifespan
of the at least one key set, and wherein the limited lifespan includes at least one of a start

time or an end time.

63. The UE of claim 59, wherein the UE sends a refresh request to the on-demand

network before receiving a refresh message.

64-. The UE of claim 57, wherein the key information further indicates a limited

lifespan of the at least one key set.

65. The UE of claim 64, the limited lifespan of the at least one key set includes at least

one of a start time or an end time.
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66.  The UE of claim 57, the first key pair in the first key set used by the UE to
communicate with a control plane of the on-demand network, the first key set further
comprising a second key pair including a second CK and a second IK used by the UE to

communicate with a data plane of the on-demand network.

67. The UE of claim 66, the at least one key set further comprising a third key set
including a third CK and a third IK used by the UE for group communications within the
on-demand network, the third key set being group specific, the at least one key set
further comprising a fourth key set including a fourth CK and a fourth IK used by the UE

to communicate with a second UE in the on-demand network.

68.  The UE of claim 57, the programming further including instructions to cause the
UE to:

receive a key refresh message including refresh information for refreshing the at
least one key set, the key refresh message encrypted and integrity checked using the first
key set, wherein the key refresh message includes at least one new key set, or wherein the
key refresh message includes at least one refresh parameter for the UE generate the at
least one new key set; and

communicate, with the on-demand network, using the at least one new key set.

69.  The UE of any of claims 57-68, the programming further including instructions to
cause the UE to:

before receiving the key information, transmit, to the on-demand network, an
authentication and authorization request including information about the access
credential, the authentication and authorization request further includes a public key of
the UE, wherein the key information about the at least one key set is encrypted by the on-
demand network using the public key, and wherein the UE decrypts the key information

about the at least one key set using a private key of the UE.
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70. A network entity comprising:
at least one processor; and
a non-transitory computer readable storage medium storing programming, the
programming including instructions that, when executed by the at least one processor,
cause the network entity to:
receive, by the network entity of an on-demand network from a user
equipment (UE), an authentication and authorization request including information
about an access credential, wherein the UE receives an access credential message
indicating the access credential for the on-demand network for the UE to access, the
access credential message further indicating a limited lifespan of the access credential;
transmit, to the UE, an authentication and authorization response; and
establish a session with the UE based on the authentication and authorization

response.

71. The network entity of claim 70, wherein the on-demand network belongs to an

operator different from a home operator of the UE.

72, The network entity of claim 70, wherein the access credential message further
includes entity information indicating one or more entities performing authentication
and authorization, and wherein the authentication and authorization request includes

the entity information.

73. The network entity of claim 72, wherein the one or more entities include at least
one of the network entity of the on-demand network, an application server whose one or
more services are used by UEs via accessing the on-demand network, a third party entity,

or an entity of a home network of the UE.

74. The network entity claim 72, wherein the entity information indicates a first
entity processing the authentication and a second entity processing the authorization, the

second entity being different from the first entity.
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75. The network entity of claim 70, wherein the access credential message further
indicates a credential type and a credential owner, the credential owner being one of the
on-demand network, an application server whose one or more services are used by UEs

via accessing the on-demand network, a third party entity, or a home network of the UE.

76. The network entity of claim 70, wherein the UE receives the access credential
message in response to the UE authenticating with a home network of the UE or the UE
authenticating with an application server whose one or more services are used by UEs via
accessing the on-demand network, and wherein the UE receives the access credential

message before or during the UE accessing to the on-demand network.

77.  The network entity of claim 70, wherein the UE receives the access credential
message from a home network of the UE or from an application server whose one or
more services are used by UEs via accessing the on-demand network without the UE
requesting to obtain the information about the access credential to access the on-demand

network.

78.  The network entity of claim 70, wherein the UE receives the access credential
message from a home network of the UE or from an application server whose one or
more services are used by UEs via accessing the on-demand network with the UE
requesting to obtain the information about the access credential to access the on-demand

network.

79. The network entity of any of claims 70-78, the information about the access

credential including the access credential or an identifier of the access credential.

80. A network entity comprising:
at least one processor; and
a non-transitory computer readable storage medium storing programming, the

programming including instructions that, when executed by the at least one processor,
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cause the network entity to:

transmit, by the network entity of an on-demand network to a user equipment
(UE), key information about at least one key set, the at least one key set generated based
on information of the on-demand network and an access credential used by the UE to
access the on-demand network, the at least one key set comprising a first key set, the first
key set comprising a first key pair including a first cipher key (CK) and a first integrity
key (IK); and

communicate, with the UE, using the first key set.

81. The network entity of claim 80, wherein the on-demand network belongs to an

operator different from a home operator of the UE.

82.  The network entity of claim 80, wherein the key information about the at least
one key set includes the at least one key set, or wherein the key information about the at
least one key set includes at least one parameter used by the UE to generate the at least

one key set.

83.  The network entity of claim 82, wherein the at least one parameter includes
parameters for the UE to generate a new fresh key, the parameters include a random

number generated by the on-demand network as a nonce.

84.  The network entity of claim 83, wherein a public key is provided by the on-
demand network, a home network of the UE, or an application server whose one or more

services are used by UEs via accessing the on-demand network.

85. The network entity of claim 82, wherein the at least one parameter includes a
limited lifespan of the at least one key set, and wherein the limited lifespan includes at

least one of a start time or an end time.

86.  The network entity of claim 82, wherein the UE sends a refresh request to the on-

demand network before receiving a refresh message.
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87. The network entity of claim 80, wherein the key information further indicates a

limited lifespan of the at least one key set.

88.  The network entity of claim 87, the limited lifespan of the at least one key set

includes at least one of a start time or an end time.

89.  The network entity of claim 80, the first key pair in the first key set used by the
UE to communicate with a control plane of the on-demand network, the first key set
further comprising a second key pair including a second CK and a second IK used by the

UE to communicate with a data plane of the on-demand network.

90. The network entity of claim 89, the at least one key set further comprising a third
key set including a third CK and a third IK used by the UE for group communications
within the on-demand network, the third key set being group specific, the at least one key
set further comprising a fourth key set including a fourth CK and a fourth IK used by the

UE to communicate with a second UE in the on-demand network.

o1. The network entity of claim 80, the programming including instructions to cause
the network entity to:

transmit, to the UE, a key refresh message including refresh information for
refreshing the at least one key set, the key refresh message encrypted and integrity
checked using the first key set, wherein the key refresh message includes at least one new
key set, or wherein the key refresh message includes at least one refresh parameter for
the UE generate the at least one new key set; and

communicate, with the UE, using the at least one new key set.

92. The network entity of any of claims 80-91, the programming including
instructions to cause the network entity to:
before transmitting the key information, receive, from the UE, an authentication

and authorization request including information about the access credential, the
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authentication and authorization request further includes a public key of the UE, wherein
the key information about the at least one key set is encrypted by the on-demand
network using the public key, and wherein the UE decrypts the key information about the

at least one key set using a private key of the UE.
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