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(E.g. AE or CSE) {E.g. CSE) (Eg. CSE, MAF, MEF) (E.g. CSE, MEF, MAF) Function, Platform Validation
7 4 Function, etc)

1: CREATE/RETRIEVE/UPDATE/DELETE/
SUBSCRIBE/DISCOVER Request

To: URI of targeted resource
Payload: Representation of Resource
(if appficable)

2: Checks ACP of targeted resource and
detects lack of privileges. Return URI for
<dynAuthReguest> to requester.
3: Response
"

Status: Access Denied,
URI of <dynAuthRequest> resource

4. Explicit Dynamic Authorization Request (E.g. CREATE to <dynAuthRequest}

To: URI of <dynAuthRequest> resource
Payload: SLDA Request Parameters 5: SLDA Functionality is Triggered by
{E.g. requestType, requestdPrivileges, access to <dynAuthRequest>

barterinfo, fo,
platforminfa, subscriptioninfo, ...) ‘

6: SLDA functionality finds <dynAuthPolicy> resource and performs dynamic authorization. This
may involve coordinating with othar oneM2M entities if SLDA functionality is distributed

|
17: (Optional) SLDA functionality consults with other entities in system to coliect other
linformation required (location, payment, reputation, security assessment. etc)

i

9: Expliclt Dynamlc Authorlzation Response

Payload: Dynamic Authorization Response Parameters
(E.g. dynAuthStatus, dynAuthCredentiali D, dynAuthCredential,
grantedPrivileges, deniedPrivileges, paymentTerms,
barterTerms, subscriptionTerms, otherPrivilegesOfinterest, )

10: Update ACP of requested resotirce

Payload: Updated privileges based pn SLDA results

11: CREATE/RETRIEVE/UPDATE/DELETE/
SUBSCRIBE/DISCOVER Request

Credential: dynAuthCredential-ID, dynAuthCredential (if available)

To: URI of targeted resource

Payload: Representation of Resource
(if applicable)

12: Check ACP of targeted
resource if proper static
privileges exist or nat

13: If no AGP privileges, check if
dynAuthCredential available

14: If no dynAuthCredential avail
then consult SLDA function to
request it

15: Cansult SLDA (Create <cansult>|resource)

»
To: URI of <consult> resaurce an SLD.
Payload: Consult Request Parameters,
{E.g. consultType:dacr: consultationContext)

16: Consultation Response

Payload: Consuit Response Parampters
(E.g. cess, consLiltF ynAuthCredential)

17: Verify dynAuthCredential and
grant access privileges

18: CREATE/UPDATE/DELETE Response

Payload: Status: Success ;
e (Optional) Update ACP statuc|

FIG. 36
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oneM2M Entity izati
N Authorization
Functionality o AE.
(E.g. AE, MAF,
(E.g. CSE, MAF, MEF) Security Function)

1. SLDA friggered either
explicitly or autonomously

|

2: SLDA functianality perfarms dynamic authorization using a <dynAuthPalicy> having
dynAuthRiule that specifies ‘Requires Consultation-based Authorization’ This
triggers SLDA functionality to consult with designated Authorization Contact

SLDA Function Consults with Authorizaiton Function to Perform Consultation-based Authorization

3: Consult Authorization Function

To: URI of <consult> resource on Authorization Function

Payload: Consult Request Parameters
consultType:'Request to grant or deny access privileges to a specified entity’
consultSubject: AE-ID or CSE-ID of originator
consultationContext: requestType, requestaedPrivileges

4: Authorization Function Consultation Response

Payload: Consult Response Parameters
consultStatus: Success
consultResults: List of granted privileges.
List of denied privieges,
List of privileges of inlerest

5: SLDA functionality checks Consultation-based
authorization results and factors this outcome into its
dynamic autharization decision making to determine
whether or not to grant or deny requester access
privileges.

FIG. 37
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3502 3802

oneM2M Entity

Hosting SLDA Payment Function
Functionality

(E.g. CSE, MAF, MEF)

1. SLDA triggered either
explicitly or autonomously

2: SLDA functionality performs dynamic authorization using a <dynAuthPolicy>
having dynAuthRule that specifies ‘Requires Payment Verification’. This
triggers SLDA functionality to consult with Payment Function

SLDA Function Consults with Payment Function to Verify Payment Info of Requester

3: Consult Payment Function

To: URI of <consult> resource on Payment Function
Payload: Consult Request Parameters
consultType:'Request to verify payment info/token of a specified entity’
consultSubject: AE-ID or CSE-ID of originator
consultationContext: Payment Info
(E.g. Payment Token, Payment Preferences, ... )

4: Payment Function Consultation Response

Payioad: Consult Response Parameters
consultStatus: Success
consultResults: Payment Info verification status

5: SLDA functionality checks Payment Info verification
results and factors this outcome into its dynamic
authorization decision making to determine whether or
not to grant or deny requester access privileges.

FIG. 38
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N

N

oneM2M Entity

Hosting SLDA Barter
Functionality Function
(E.g. CSE, MAF, MEF) (E.g. AE, MAF, CSE)

1. SLDA triggered either
explicitly or autonomously

2: SLDA functionality performs dynamic authorization using a <dynAuthPolicy> having
dynAuthRule that specifies ‘Required Barter Terms’. This triggers SLDA functionality
to either perform barter processing locally or consult with a designated Barter Function

SLDA Function Consults with Barter Function to Perform Barter-based Authorization

3: Consult Barter Function

To: URI of <consult> resource on Barter Function
Payload: Consult Request Parameters
consultType:’Request to perform barter processing’
consultSubject: AE-ID or CSE-ID of originator
consultationContext: barter terms from policy, barter terms from requester

4: Barter Function Consultation Response

Payload: Consult Response Parameters
consultStatus: Whether agreement was reached on bartering terms
consultResults: List of agreed to barter terms

5: SLDA functionality checks barter resuits and factors
this outcome into its dynamic authorization decision
making to determine whether or not to grant or deny
requester access privileges.

FIG. 39
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3502 4002
N oneM2M Entity
Hosting SLDA Security Assessment
Functionality Function
(E.g. CSE, MAF, MEF) (E.g. AE, MAF, CSE)

1. SLDA triggered either
explicitly or autonomously

2: SLDA functionality performs dynamic authorization using a <dynAuthPolicy> having
dynAuthRule that specifies ‘Requires Security Assessment’. This triggers SLDA
functionality to either perform security assessment processing locally or consult with a
designated Security Function

SLDA Function Consults with Security Function to Perform Security Assessment-based Authorization

3: Consult Security Function

To: URI of <consult> resource on Security Function
Payload: Consult Request Parameters
consultType:'Request to asses security’
consultSubject: AE-ID or CSE-ID of originator
consultationContext: available security context information
(IDs, credentials, supported security protocols,
required security level )

4: Security Function Consultation Response

Payload: Consult Response Parameters
consultStatus: Success or Failure (whether security assessment completed)
consultResults: Security assessment level

5: SLDA functionality checks security assessment results
to determine whether the results meet or exceed those
specified by the <dynAuthPolicy>. It factors this outcome
into its dynamic authorization decision making to
determine whether or not to grant or deny requester
access privileges.

FIG. 40
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3302 4102
inet?zm gfgg Serviic:e Laysr Subscription
Fzsn;i::?ig;naiity Yerification
R i Function
Eg OFE MATNED {E.g. CSE, MAF, MEF, CSE)

4. SLDA triggered sither
explicitly or autoncmously

2. SLDA functionality performs dyramic authorization using a <dynAuthiPolicy> having
dynAuthRule that specifies ‘Requires Service Subscription Verificatien’. This tiggers
SLDA functionalily to either perform service subscription verification procassing focally or
consult with a designated Service Layer Subscription Verification Function

'SLDA Functior Consults with Service Layei Stzbsériptidn Verification Function

Z: Lonsult Service Layer Subscription Verification Function

To: URI of <consuli> rescurce on Subscription Verification Function
Payioad: Gonsult Request Parameters
consuftType: Request fo verify samvice subsoription’
consuitSubject: AE-ID or CSE-ID of originator
consuliationContext: available service subscription context info
{E.q. service layer 1Ds, required service provider and plan )

4: Subscription Verificaiton Function Consuliation Response

-

Payicad: Consult Response Parameters
consuliSiatus: Success or Failure (whather verification completed)
consultResults: Service Layer Subscription Verification Resulls

5: SLDA functionality checks service layer subscription
verification check met or exceeded the subscription
requirements specified by the <dynAuthPolicy>. |t factors
this outcome into its dynamic suthotzation decision
making to determine whether or not to grant or deny
requaster access privileges.

FIG. 41
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3502 4202
;ﬁgﬁgig g;‘gg‘ Reputation Verification
. Functionality Eg. Socin 1 JZZZ‘;‘E"AE MAF,
£.g. CSE, MAF, MEF} MEF, C3E)

1. SLOA triggered either
iexpiicitiy of autonomously

2Z: SLDA functionality performs dynamic anthorization using a <dynAusthPolicy> having
[dynAuthRule that spacities ‘Required Reputation Level. This triggers SLDA

gfunc‘sioﬂali‘sy to either periomm reputation checks locally or consult with 3 designated
iReputation Function

SLDA Function Consults with Reputation Verification Function

3: Consult Reputation Yerification Function

To: URI of <consuit> resource on Reputation Verification Function
Payicad: Consult Request Parameters
consultTypeRequest to get seputation of speciiied entity’
consuiiSubject: AE-ID or CSE-ID of originator
consulfationContext: raquired reputation level / ranking

4: Reputation Verification Function Consuitation Response

<

Paytoad: Consuit Response Pamameters
consuitStatus: Success or Failure {whether consulf completed)
censultResults: Reputation Resulis {e.g. reputation ranking or fevel)

| 5 SLDA functionality chacks reputation meets or
lexceeds the reputation requirements specified by the ‘
i<dynAuthPolicy>. # factors this outeome into s dynamic |
lauthorization decision making to determine whether or
ﬁnoi to grant or deny requester access privileges.

FIG. 42



US 2017/0063931 Al

Mar. 2,2017 Sheet 41 of 45

Patent Application Publication

v Ol

ZOEY.

SOy UOLBZLIOIPNY JUBUA(] SUYRQ
SI3AITS UOBBYNSUDD 3UNBYUoD

poad UOREZIIOUINE DIURUAD JBAR] 821A85 128(9S

LIOLBZLIOYINE DUUBUAD JOAB] 3{AS3S 3jgeU]




US 2017/0063931 Al

Mar. 2,2017 Sheet 42 of 45

Patent Application Publication

ESITEY
jeuie}

BRABG
[EOTTUETY

DM UORBHUNWILIOS

8T 8T at
Q.W.W @ w nm aMNARG ARG A
jeugeay | jemumay | | jpeumuag
24T S I 4/ T T P

i eomeq
v1 i Aesioren
o

[43




Patent Application Publication

Mar. 2,2017 Sheet 43 of 45

Field Domain

Infrastructure Domain |

US 2017/0063931 Al

M2ZM Application 20

M2M Application 20

4
¥

A
¥

MM Service Layer 22

Service |
Capability 5|

M2M Service Layer 22°

i Service |
 Capability n |

Service
i Capability 1

® i

} jﬁ 777777 . o »I o

Communication Metwork ; g
. 12
rrrrrr - ,,»‘;
¥ Y
M2M Terminal Davice |
f 18 @ Bevie MZM Gatewsy Device |
4 v
,’/’ x\\
’ ‘ <
M2M Terrninai Device M2M Terminal Device
i3

18

FIG. 448



Patent Application Publication = Mar. 2, 2017 Sheet 44 of 45

US 2017/0063931 Al

- 36
30
¥
_____________________________________ 34 |
38 Transceiver 48
Speaker/ Power
Microghone Source
44 32 a0
Keypad Processor GPS Chipset
.4;2 .....................................
Display/ 53
Touchpad/ ™ | peripherals
indicator{s}
4 6
Non- , i
| | Remaovable |
~ Removable Memory |
- Memory | ¥

FIG. 44C



US 2017/0063931 Al

Mar. 2,2017 Sheet 45 of 45

Patent Application Publication

avy 5id

¥6
3O5533I0IS-0
a8 - 18
X
1ajjos3ue] Aejds W‘_m QRUOT S{RIBYILS, Hun
! ) e HORHES SIEIBUEL Buissanaig [LIUBD -
v
08
1p3depy oMIBN NOY Ny seyonue) Aounpy
&
\\ oy . “
£6 Ty o 6 . 8
G- 06




US 2017/0063931 Al

SERVICE LAYER DYNAMIC
AUTHORIZATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Patent Application Ser. No. 62/211,471, filed Aug. 28,
2015, the disclosure of which is hereby incorporated by
reference as if set forth in its entirety.

BACKGROUND

[0002] From a protocol stack perspective, middleware
service layers are typically layered on top of existing net-
work protocol stacks and provide value added services to
client applications as well as other services. Hence, service
layers are often categorized as ‘middleware’ service layers.
For example, FIG. 1 shows a service layer 102 located in
between an IP networking stack and applications. Note,
another example could involve layering a service layer 102
directly over a transport protocol such as TCP or UDP or
over a non-RESTful protocol such as SOAP (not shown in
FIG. 1).

[0003] An example deployment scenario of middleware
service layer instances within a network is shown in FIG. 2.
In this example, the service layer instances are deployed on
various network nodes (gateways and servers) and are
providing value-added services to network applications,
device applications, and to the network nodes themselves.
[0004] An M2M/IoT service layer 102 is an example of
one type of middleware service layer specifically targeted
towards providing value-added services for M2M/IoT type
devices and applications. Recently, several industry stan-
dards bodies (e.g. oneM2M described in oneM2M Func-
tional Architecture, oneM2M-TS-0001 oneM2M Functional
Architecture-V-1.10.0, ETSI M2M Machine-to-Machine
communications (M2M) Functional Architecture, Draft
ETSITS 102 690 1.1.1 (2011 October), and OMA LWM2M
described in OMA Lightweight M2M (LWM2M) Technical
Specification, Draft Version 1.0—14 Mar. 2013)) have been
developing M2M/IoT service layers to address the chal-
lenges associated with the integration of M2M/IoT types of
devices and applications into deployments such as the
Internet/Web, cellular, enterprise, and home networks.
[0005] An M2M service layer 102 can provide applica-
tions and devices access to a collection of M2M centric
capabilities supported by the service layer 102. A few
examples include security, charging, data management,
device management, discovery, provisioning, and connec-
tivity management. These capabilities are made available to
applications via APIs which make use of message formats,
resource structures and resource representations supported
by the M2M service layer 102.

[0006] The purpose and goal of oneM2M is to develop
technical specifications which address the need for a com-
mon M2M service layer 102 that can be readily embedded
within various hardware and software platforms, and relied
upon to connect a wide variety of devices in the field with
M2M application servers worldwide.

[0007] The oneM2M services layer supports a set of
Common Service Functions (CSFs) (i.e., service capabili-
ties). An instantiation of a set of one or more particular types
of CSFs is referred to as a Common Services Entity (CSE)
(i.e., service layer) which can be hosted on different types of
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network nodes (e.g. infrastructure node, middle node, appli-
cation-specific node). These common functions are exposed
via the Mca, Mcc and Mcn reference points as shown in FIG.
3. The Mca reference point designates communication flows
between an Application Entity (AE) and a CSE, while the
Mcc reference point designates communication flows
between two CSEs in the same M2M Service Provider
domain. Communications across Mca and Mcc take place
via paired Request/Response messages, wherein each
request performs a specific RESTful operation (e.g., Create,
Retrieve, Update, and Delete) upon a resource hosted on the
targeted CSE. Mcc’ is used between CSEs located in the
Infrastructure Domain of different M2M SPs. Mcn is used
between a CSE and an underlying Network Services Entity
(NSE) for services other than transport and connectivity.

[0008] CSEs are hosted on architectural entities referred to
as “nodes”. A node is a functional entity that contains a) one
CSE and zero or more AEs, or b) one or more AHEs. The
oneM2M architecture supports various types of node con-
figurations as shown in FIG. 4.

[0009] The initial set of common service functions (CSF)
supported by oneM2M is shown in FIG. 5. A particular CSE
implementation may not support every function, but a com-
plete implementation would include all the functions in the
illustration.

[0010] Per the oneM2M RESTHful architecture, CSFs are
represented as a set of “resources”. A resource is a uniquely
addressable entity in the architecture having a representation
that can be manipulated via RESTful methods such as
Create, Retrieve, Update, and Delete. These resources are
made addressable using Universal Resource Identifiers
(URIs). A resource may contain child resources and attri-
butes. A child resource is a resource that has a containment
relationship with a parent resource. The parent resource
representation contains references to its child resources. The
lifetime of a child resource is limited by the parent’s
resource lifetime. Each resource supports a set of “attri-
butes” that store information about the resource.

[0011] Authentication is the process of validating that the
identity of a service layer registrant is associated with a
trustworthy credential. How to perform an authentication
process will depend on the authentication mechanism used.
For example, in the case of certificate-based authentication,
authentication typically involves verifying a digital signa-
ture. In the case of symmetric key authentication, authenti-
cation typically involves verifying a Message Authentica-
tion Code (MAC). Mutual Authentication is a two-way
authentication which occurs between a registrant and the
service layer it is registering to. Hence, mutual authentica-
tion is the process of the service layer validating the identity
of the registrant as well as the registrant validating the
identity of the service layer.

[0012] Service layer authorization mechanisms are used to
control access to resources and/or services hosted in the
service layer. Authorization typically involves allowing
authenticated registrants to access resources and services
hosted in a service layer based on statically provisioned
authorization policies and assigned roles. An authorization
policy is a set of rules that define whether a given service
layer registrant is permitted to access a protected resource or
service hosted in the service layer. These policies can be
based on different mechanisms. Three common types of
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authorization policies are Authorization List (ACL), Role
Based Authorization (RBAC), and Subscription Based
Authorization (SBAC).

[0013] A service layer ACL defines which service layer
registrants are permitted to access which resources and
services, as well as which operations they are allowed to
perform on a given resource or service. For example,
registrant 123 is allowed to read (but not write) resource
ABC.

[0014] A service layer RBAC defines privileges to per-
form specific operations on resources or services based on
the specific role assigned to the registrant. For example,
registrant 123 may have a role as ‘administrator’ while
registrant 456 may have a role as ‘user’. RBAC may define
privileges that ‘administrator” has both read and write access
to particular resources while ‘user’ has only read access.

[0015] A service layer SBAC defines privileges to perform
specific operations on a resource or services based on the
subscription level of the registrant. For example, registrant
123 may have a subscription which entitles it to access
certain types of services but not others based on the cost of
the subscription.

[0016] ACL, RBAC, and SBAC privileges can be pre-
provisioned (i.e., configured out-of-band) based on a service
layer subscription model. For example, based on the type of
service layer subscription that a registrant has pre-estab-
lished between itself and the service layer provider, the
subscription can determine the types of privileges granted to
the registrant when it attempts to access service layer
resources and services.

[0017] M2M service layers (e.g. oneM2M, ETSI M2M,
OMA LWM2M) are examples of service layers that support
authorization mechanisms such as the ones described above.

[0018] Note, that the focus of this disclosure is on
enhancements to the authorization functionality associated
with service layer authorizations (not identification and
authentication).

[0019] oneM2M defines an existing <accessControlPo-
licy> resource that supports a configured set of privileges as
shown in FIG. 6A. The privileges can be configured with a
set of authorization rules (i.e., policies) defining which
authenticated service layer registrants have privileges to
access resources associated with the <accessControlPolicy>
resource. Once configured these privileges are typically
static from the perspective of the service layer. The service
layer does not dynamically create, update, or delete privi-
leges on-the-fly.

[0020] To date, oneM2M has defined privileges based on
an ACL policy. oneM2M defines this ACL policy as a set of
access-control-rule tuples that can be stored within the
privileges attribute, where each tuple is comprised of three
components: AccessControlOriginators, accessControlOp-
erations, accessControlContext.

[0021] accessControlOriginators—The set of service layer
registrants authorized to access resources associated with
this authorization policy (e.g. list of CSE-IDs or AE-IDs).

[0022] accessControlOperations—The set of operations
that each authorized service layer registrant is authorized to
perform (e.g. Create, Retrieve, Update, and Delete).

[0023] accessControlContext—oneM2M currently
defines the following three types of authorization context:

Mar. 2, 2017

[0024] accessControlTimeWindows—Time window dur-
ing which requests are allowed. Requests occurring outside
this time to resources associated with this authorization
policy will be denied

[0025] accessControllocationRegions—List of locations
where service layer registrants are allowed to be located
when accessing resources associated with this authorization
policy. Requests from service layer registrants from loca-
tions not in this list will be denied.

[0026] accessControllpAddresses—IP addresses of ser-
vice layer registrants allowed to access resources associated
with this authorization policy. Requests from service layer
registrants that have IP addresses not in this list will be
denied.

[0027] The OAuth 2.0 authorization framework enables a
third-party client application to obtain access to an HTTP
resource on behalf of the resource owner. OAuth specifies a
process for resource owners to authorize third-party access
to their resources without sharing their credentials. Designed
specifically to work with Hypertext Transfer Protocol
(HTTP), OAuth essentially allows access tokens to be issued
to third-party client applications by an authorization server,
with the approval of the resource owner. The application
then uses the access token to access the protected resources
hosted by the resource server, as shown in FIG. 6B.
[0028] In Step A of FIG. 6B, the client requests authori-
zation from the resource owner. The authorization request
can be made directly to the resource.

[0029] In Step B of FIG. 6B, the client receives an
authorization grant, which is a credential representing the
resource owner’s authorization.

[0030] In Step C of FIG. 6B, the client requests an access
token by authenticating with the authorization server and
presenting the authorization grant.

[0031] In Step D of FIG. 6B, the authorization server
authenticates the client and validates the authorization grant,
and if valid, issues an access token.

[0032] In Step E of FIG. 6B, the client requests the
protected resource from the resource server and authenti-
cates by presenting the access token.

[0033] In Step F of FIG. 6B, the resource server validates
the access token, and if valid, serves the request.

SUMMARY

[0034] An extensible policy-based service layer dynamic
authorization framework can allow a service layer to deter-
mine whether or not to grant or deny a registrant access to
a resource or service hosted by the service layer for which
the registrant currently lacks the proper privileges to access.
This method can also enable a service layer to dynamically
update its statically configured authorization privileges (by
leveraging its dynamic authorization results) such that future
requests from the same registrant and to the same resource
and service do not require dynamic authorization to be
performed.

[0035] A method to allow a service layer registrant to
specify consultation-based dynamic authorization policies
for its resources or services that a service layer can then use
to consult the registrant to determine whether or not to grant
or deny other service layer registrants privilege to access its
resources or services can be used.

[0036] A method for a service layer registrant to specify
payment-based dynamic authorization policies for its
resources or services which a service layer can then use to
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support dynamic authorization to other registrants can be
used. Wherein privileges are granted or denied based on the
rate other service layer registrants are willing to pay to
access the resources or services can be used.

[0037] A method for a service layer registrant to specify
barter-based dynamic authorization policies for its resources
or services wherein these policies allow the service layer to
dynamically barter on behalf of a registrant wishing to gain
access to other registrant’s resources and services in
exchange for access to its own resources or services can be
used.

[0038] A method for a service layer registrant to specify
security-assessment-based dynamic authorization policies
for its resources or services wherein these policies allow the
service layer to dynamically assess the security level of a
registrant wishing to gain access to other registrant’s
resources and services and determine whether its level of
security meets dynamic authorization requirements or not
can be used.

[0039] A method for a service layer registrant to specify
reputation-based dynamic authorization policies for its
resources or services wherein these policies allow the ser-
vice layer to dynamically assess the reputation level of a
registrant wishing to gain access to other registrant’s
resources and services and determine whether its reputation
meets dynamic authorization requirements, or not, can be
used.

[0040] Embodiments of the proposed service layer
dynamic authorization features for a oneM2M-based system
are described. The embodiments include oneM2M architec-
ture, resource-level, messaging-level and procedural-level
proposals that describe how the service layer dynamic
authorization features defined by this disclosure can be
realized in a oneM2M system.

[0041] Note that although the methods and embodiments
defined in this disclosure are described in terms of M2M/IoT
service layers, these ideas can also be applied to other types
of service layers as well.

[0042] This Summary is provided to introduce a selection
of concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used to limit
the scope of the claimed subject matter. Furthermore, the
claimed subject matter is not limited to limitations that solve
any or all disadvantages noted in any part of this disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0043] A more detailed understanding may be had from
the following description, given by way of example in
conjunction with accompanying drawings wherein:

[0044] FIG. 1 is a diagram of a protocol stack supporting
a middleware service layer

[0045] FIG. 2 is a diagram of an exemplary middleware
service layer deployment within a network

[0046] FIG. 3 is a diagram of a oneM2M Architecture
[0047] FIG. 4 is a diagram of a oneM2M Architecture
Configurations

[0048] FIG. 5 is a diagram of a oneM2M CSFs

[0049] FIG. 6A is a diagram of a oneM2M <accessCon-

trolPolicy> Resource
[0050] FIG. 6B is a diagram of a OAuth 2.0 authorization
framework
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[0051] FIG. 7 is a diagram of a Service Layer Dynamic
Authorization Perform Locally by Service Layer

[0052] FIG. 8 is a diagram of a Service Layer Dynamic
Authorization performed via Consultation

[0053] FIG. 9 is a diagram of a Service Layer Dynamic
Authorization Function

[0054] FIG. 10 is a diagram of a SLDA 902 Deployed as
Local Function in Service Layer

[0055] FIG. 11 is a diagram of a SLDA 902 Deployed
Separate from Service Layer

[0056] FIG. 12 is a diagram of a SLDA 902 Deployed
Separate from Service Layer

[0057] FIG. 13 is a diagram of a SLDA 902 Deployed
Separate from Service Layer

[0058] FIG. 14 is a diagram of a Static and Dynamic
Policy Management

[0059] FIG. 15 is a diagram of a Policy Provisioning
Process
[0060] FIG. 16 is a diagram of a Creating and Hosting

Access Policies for a Resource
[0061] FIG. 17 is a diagram of a Client requesting access
controlled resource

[0062] FIG. 18 is a diagram of Resource Access using
PUSH model

[0063] FIG. 19 is a diagram of a Payment Authorization
Process

[0064] FIG. 20 is a diagram of Authorization based on
PULL Model

[0065] FIG. 21 is a diagram of Authorization based on

PUSH Confirm model

[0066] FIG. 22 is a diagram of Authorization based on
Indirect PUSH model

[0067] FIG. 23 is a diagram of a SLDA functionality
deployed centrally on a oneM2M MEF 2304, MAF 2302 or
CSE entity

[0068] FIG. 24 is a diagram of SLDA functionality
deployed distributed across oneM2M MEF 2304, MAF
2302 and CSE Entities

[0069] FIG. 25 is a diagram of <dynAuthPolicy>
oneM2M Resource

[0070] FIG. 26 is a diagram of Linking to a <dynAuth-
Policy> via a dynAuthPolicyIDs attribute

[0071] FIG. 27 is a diagram of <dynAuthPolicy> as a child
resources of <accessControlPolicy>

[0072] FIG. 28 is a diagram of Linking <dynAuthPolicy>
via dynAuthPolicyIDs attribute added to accessControlPo-
licy>

[0073] FIG. 29 is a diagram of <dynAuthPolicy> attri-
butes merged into <accessControlPolicy>

[0074] FIG. 30 is a diagram of <dynAuthRequest> Virtual
Resource
[0075] FIG. 31 is a diagram of <dynAuthRequest> instan-

tiated under CSEBase

[0076] FIG. 32 is a diagram of <dynAuthRequest> Instan-
tiated Under a <AE> Resource

[0077] FIG. 33 is a diagram of <consult> Virtual Resource
[0078] FIG. 34 is a diagram of Configuration of Service
Layer Dynamic Authorization Policies

[0079] FIG. 35 is a diagram of Autonomous Service Layer
Dynamic Authorization Processing

[0080] FIG. 36 is a diagram of Explicit Service Layer
Dynamic Authorization Request Handling

[0081] FIG. 37 is a diagram of Consultation-based Service
Layer Dynamic Authorization
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[0082] FIG. 38 is a diagram of Payment-based Service
Layer Dynamic Authorization

[0083] FIG. 39 is a diagram of Barter-based Service Layer
Dynamic Authorization

[0084] FIG. 40 is a diagram of Security Assessment-based
Service Layer Dynamic Authorization

[0085] FIG. 41 is a diagram of Service Layer Subscription
Verification-based Dynamic Authorization

[0086] FIG. 42 is a diagram of Reputation-based Service
Layer Dynamic Authorization

[0087] FIG. 43 is a diagram of a Graphical User Interface
of one embodiment.

[0088] FIG. 44A is a diagram of a M2M/IoT/WoT com-
munication system that includes a communication network.
[0089] FIG. 44B is a diagram of an illustrated M2M
service layer in the field domain that provides services for
the M2M application, M2M gateway devices, and M2M
terminal devices and the communication network.

[0090] FIG. 44C is a diagram of an exemplary device that
may be used to implement any of the network nodes
described herein.

[0091] FIG. 44D is a block diagram of a computer system
or server that may be used to implement any of the network
nodes described herein.

DETAILED DESCRIPTION OF ILLUSTRATIVE
EMBODIMENTS

[0092] AAA Authentication, Authorization, and Account-
ing

[0093] ACL Access Control List

[0094] ACP Access Control Policy

[0095] AE Application Entity

[0096] API Application Programming Interface

[0097] CSF Capability Service Function

[0098] CSE Capability Service Entity

[0099] IoT Internet of Things

[0100] MAC Message Authentication Code

[0101] MAF M2M Authentication Function

[0102] MEF M2M Enrollment Function

[0103] M2M Machine to Machine

[0104] NSE Network Service Entity

[0105] PA Policy Administration

[0106] PD Policy Determination

[0107] PE Policy Enforcement

[0108] PI Policy Information

[0109] RBAC Role Based Authorization

[0110] SBAC Subscription Based Authorization

[0111] SLDA Service Layer Dynamic Authorization

[0112] SLSA Service Layer Static Authorization

[0113] SP Service Provider

[0114] URI Universal Resource Identifier

[0115] A Network Node can be an addressable entity

within a network hosting resources or services. A network
node may be either a physical entity (e.g., a device, gateway,
or server) or a virtual entity (e.g., Virtual Machine) in a
network.

[0116] A resource can be an addressable entity having a
representation that can be manipulated via RESTful methods
such as Create, Retrieve, Update, and Delete.

[0117] A service can be set of related software function-
alities accessed via a supported interface (E.g., a data storage
service).

[0118] A service layer 102 can be a software layer that
hosts resources and services that are made available to

Mar. 2, 2017

Service Layer registrants through a set of Application Pro-
gramming Interfaces (APIs) and underlying networking
interfaces.

[0119] A Service Layer Registrant can be an entity that
registers to a Service Layer. For example, an application, an
individual service, or another instance of a Service Layer.

[0120] In one embodiment, Service Layer Dynamic
Authorization can include 1) whether to grant or deny
privileges to access a resource or service hosted by a service
layer for which a requester currently lacks the proper privi-
leges to access and 2) whether to update static authorization
privileges with dynamic authorization results such that
future requests from the same registrant and to the same
resource and service do not require dynamic authorization to
be performed.

[0121] A Common Service Function (CSF) is a oneM2M
term for a Service supported by a Service Layer. A Common
Service Entity CSE is a oneM2M term for a Service Layer.
[0122] Existing service layers (e.g. oneM2M described in
oneM2M Functional Architecture, oneM2M-TS-0001
oneM2M Functional Architecture-V-1.10.0, ETSI M2M
Machine-to-Machine communications (M2M) Functional
Architecture, Draft ETSI TS 102 690 1.1.1 (2011 October),
and OMA LWM2M described in OMA Lightweight M2M
(LWM2M) Technical Specification, Draft Version 1.0—14
Mar. 2013) support authorization mechanisms to control
which services or resources they permit their registrants (e.g.
M2M/IoT devices) to access as well as the types of opera-
tions the registrants are allowed to perform on these
resources and/or services. However, these service layer
authorization mechanisms are typically configured to be
static in nature (e.g. pre-provisioned) and hence have the
following shortcomings:

[0123] Shortcoming #1—1Lack of support to allow a ser-
vice layer registrant to gain access to a resource for which
it does not have permissions to access by dynamically
adding new permissions. As a result, registrants are limited
to accessing only those resources and/or services for which
they have statically pre-provisioned authorization policies to
access.

[0124] Shortcoming #2—I.ack of support for advanced
authorization mechanisms that allow a registrant owning or
managing resources or services hosted in the service layer to
specify authorization in terms of a consultation that is
performed by the service layer to the registrant to determine
whether or not the registrant wishes to grant or deny access
to other registrants attempting to access their resources or
services but do not have proper privileges to do so. As a
result, registrants are unable to detect if/when other regis-
trants are interested in accessing their resources or services
and in turn whether or not to dynamically authorize access
for such requests.

[0125] Shortcoming #3—ILack of support for advanced
authorization mechanisms that allow a registrant owning or
managing resources or services hosted in the service layer to
specify authorization in terms of the rates/fees a requesting
registrant is willing to pay for access. As a result, registrants
are unable to allow the service layer to dynamically autho-
rize access to other registrants based on their willingness to
pay to access.

[0126] Shortcoming #4—Iack of support for advanced
authorization mechanisms that allow a registrant owning or
managing resources or services hosted in the service layer to
specify authorization in terms of a bartering agreement a
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requesting registrant is willing to agree to. For example, a
bi-lateral agreement between registrants that they will grant
access to each other’s resources. As a result, registrants are
unable to barter and use their resources as a commodity to
dynamically gain access to other registrant’s resources or
services.

[0127] Shortcoming #5—I.ack of support for advanced
authorization mechanisms that allow a registrant owning or
managing resources or services hosted in the service layer to
specify authorization in terms of a required security assess-
ment level that a registrant must meet. For example, a
registrant is unable to configure the service layer to dynami-
cally authorize access to its resources or services to other
registrants based on them satistying security level assess-
ments (e.g. platform meets certain security requirements)
dynamically performed by the service layer.

[0128] Shortcoming #6—ILack of support for advanced
authorization mechanisms that allow a registrant owning or
managing resources or services hosted in the service layer to
specify authorization in terms of a required reputation
assessment level that a registrant must meet in order to be
authorized. For example, a registrant is unable to configure
the service layer to dynamically authorize access to its
resources or services to other registrants based on them
satisfying a reputation level assessment (e.g. peer reviews of
the registrant meet certain level of satisfaction such as ‘4 out
of 5 stars’).

[0129] The following use case describes how service layer
dynamic authorization can be supported by a service layer as
well as its value-add. In this use case App #1 202 creates a
resource named XYZ hosted in the service layer. App #1 202
then configures an access control policy for resource XYZ
with a set of static access privileges. The static access
privileges define rules such as a list of other Apps that are
allowed to access resource XYZ as well as what operations
they can perform on it. These privileges are used by the
service layer to control which Apps are allowed to access the
resource and which operations they are allowed to perform
on the resource. App #1 202 can configure these privileges
with the known Apps that it is aware of and that it wants to
grant access to. App #1 202 can also configure a dynamic
authorization policy for the resource. This policy defines
rules that can be used by the service layer to support
dynamically creating, updating, or deleting the static access
privileges. This is especially useful to support cases where
new/different Apps attempt to access the resource, however,
App #1 202 does not have any prior awareness of relation-
ship with these Apps and hence has not configured the static
privileges to grant them access to the resource.

[0130] In this use case, App #2 204 is an example of an
App which App #1 has not granted static access privileges
for. App #2 204 performs a request to resource XYZ. The
Service Layer, first checks the static access privileges and
finds that App #2 204 has not been given privileges. The
Service Layer 102 than checks if a dynamic authorization
policy has been configured. If so, the Service Layer 102 can
support functionality to assess whether or not to update the
static access privileges and grant access privileges to these
Apps. The dynamic authorization functionality can be per-
formed locally by the Service Layer 102 using the config-
ured dynamic authorization policies as shown in FIG. 7.
Alternatively, the Service Layer 102 can support consulting
with other entities in the system (e.g. an Authorization
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Server) to have them assist the Service Layer 102 in per-
forming the dynamic authorization as shown in FIG. 8.
[0131] It is understood that the entities performing the
steps illustrated in FIGS. 7-8 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIGS. 7-9 may be implemented in
the form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIGS. 7-8
It is also understood that any transmitting and receiving
steps illustrated in FIGS. 7-8 may be performed by com-
munication circuitry of the node under control of the pro-
cessor of the node and the computer-executable instructions
(e.g., software) that it executes.

Service Layer Dynamic Authorization Function

[0132] The proposed framework consists of a service layer
dynamic authorization (SLDA) function 902 as shown in
FIG. 9. This function support servicing requests to deter-
mine whether or not a requester shall be granted access
privileges to a desired resource or service hosted by the
service layer for which the requester does not already have
pre-established privileges to access. This function consists
of the following four sub-functions also shown in FIG. 9.

[0133] Policy Administration Function (SLDA-PA)
904—Manages service layer dynamic authorization
policies.

[0134] Policy Decision Point (SLDA-PD) 908—Evalu-
ates and issues service layer dynamic authorization
decisions.

[0135] Policy Enforcement Point (SLDA-PE) 910—
Intercepts request to a service layer resource or service
and enforces SLDA-PD’s decision.

[0136] Policy Information Point (SLDA-PI) 906—Pro-
vides additional context information to a SLDA-PD
908, such as security, payment, location and reputation
assessments.

[0137] It is understood that the functionality illustrated in
FIG. 9, may be implemented in the form of software (i.e.,
computer-executable instructions) stored in a memory of,
and executing on a processor of, a node of an M2M network
(e.g., a server, gateway, device, or other computer system),
such as one of those illustrated in FIG. 44C or 44D described
below.

Service Layer Dynamic Authorization Deployment Schemes

[0138] The SLDA function 902 supports several flexible
deployment schemes. The SLDA function 902 can be
deployed as a local function of a service layer in which case
the service layer can support dynamic authorization func-
tionality natively as shown in FIG. 10.

[0139] The SLDA function 902 can also be deployed
separately from a service layer as shown in FIG. 11. In this
case, the SLDA 902 can be deployed as a standalone
function in the network or can be deployed as a sub-function
of another entity (e.g. Security Server).

[0140] The SLDA 902 can also be deployed in a central-
ized manner in which case a single SLDA function 902 can
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service dynamic authorization requests from multiple ser-
vice layer instances as well as applications. In this deploy-
ment scheme, all dynamic authorization administration,
decisions as well as enforcement are performed by the
centralized SLDA 902 as shown in FIG. 12.

[0141] Conversely an SLDA 902 can be deployed in a
distributed manner in which case an SLDA 902 or its
sub-functions can be distributed throughout a network. For
example, the SLDA-PI, SLDA-PA 904 and SLDA-PD 908
sub-function can be deployed on a centralized node in the
network while separate SLDA-PE 910 sub-functions can be
deployed locally within each of the service layer instance
throughout a network as shown in FIG. 13. In this distributed
scheme, dynamic authorization policy information, admin-
istration and decisions can be made by the centralized
SLDA-PD 908, while the outcome of these decisions can be
enforced by the individual SLDA-PEs of the individual
service layers for each request they process.

[0142] It is understood that the functionality illustrated in
FIGS. 10-13, may be implemented in the form of software
(i.e., computer-executable instructions) stored in a memory
of, and executing on a processor of, a node of an M2M
network (e.g., a server, gateway, device, or other computer
system), such as one of those illustrated in FIG. 44C or 44D
described below.

Service Layer Dynamic Authorization Process

[0143]
involves:
[0144] Provisioning of Generic Authorization Rules

[0145] Provisioning of Static Rules and Parameters
to SLSA-PD 1406, SLSA-PE 1410 and SLSA-PI
1412

[0146] Provisioning of Dynamic Rules and Param-
eters to SLDA-PD 908, SLDA-PE 910 and SLDA-PI
206

[0147] Provisioning of logic/rules to co-ordinate
between static and dynamic rules

[0148] Creation of Granular Resource-specific Autho-
rization Rules

[0149] Creation of static rules for access to a resource

[0150] Creation of dynamic rules for access to a
resource

[0151] Providing an Authorized entity with Access to
resource involves:

Authorization Process: The Authorization process

[0152] Conveying dynamic authorization rules to an
entity
[0153] Providing mechanisms for an entity to obtain

various levels of authorization (AuthLevel)

[0154] Providing various types of Dynamic Authori-
zation (a combination of one or more of the follow-
ing):

[0155] Authenticated (Single-factor, Multi-factor)
[0156] Platform integrity

[0157] Application or Device-type

[0158] Non-Authenticated

[0159] Payment or Subscription based

[0160] Reputation based

[0161] Barter based (exchange of data/resource)

Provisioning of Authorization Rules

[0162] FIG. 14 depicts a policy management (provision-
ing, decision and enforcement) framework involving both
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static and dynamic policies. An IoT Service Provider may
have an existing static access policy management, with the
introduction of dynamic authorization, a Service Layer
Policy Co-ordination Function (SL-PCF) 1408 is able to
handle the co-ordination of dynamic and static policies and
enforcement of those policies. A SLDA-PA 904 and a SLSA
(Service Layer Static Authorization)-PA 1404 functions that
provisions dynamic policies and static policies respectively.
The SLSA-PA 1404 configures appropriate PD policies (at
the Security Server 2) as well as PE policies at the respective
entities (e.g. Security Gateway).
[0163] It is understood that the functionality illustrated in
FIG. 14, may be implemented in the form of software (i.e.,
computer-executable instructions) stored in a memory of,
and executing on a processor of, a node of an M2M network
(e.g., a server, gateway, device, or other computer system),
such as one of those illustrated in FIG. 44C or 44D described
below.
[0164] FIG. 15 depicts a policy provisioning process,
wherein an Entity 1502 that implements the SLDA-PE 910,
SLDA-PD 908 and SLDA-PI 906 functions is provisioned
with the appropriate policies. Detailed messaging is pro-
vided below:
[0165] Wherever applicable and where security is critical,
all communications that occur between an entity and another
entity can occur over a secure communications channel (e.g.
using TLS/SSL connection) and protected in an end-to-end
manner.
[0166] In step 1 of FIG. 15, the Entity 1502 requests for
the retrieval of appropriate set of policies relating to PE and
PD as well as parameters for the PI. The retrieval process
may be triggered on a periodic basis or triggered by in-band
or out-of-band signaling from a Policy Server 1504 that
implements the SLDA-PA 904. The Policy Server 1504 may
invoke the services of a Device Management Server or may
be co-hosted with it. The Entity 1502 sends a request for the
policies by including an optional policy-id that identifies the
resource
[0167] In step 2 of FIG. 15, the SLDA-PA 904 checks to
see if there is an existing Static Access Control Policy
(S-ACP) that authorizes the Entity 1502 to obtain the
policies. The SLSA 1402/SLDA 902—PA checks the SAPD-
PA 904 (Static Authorization Policy Database) associated
with the PA to check if the Entity 1502 has been authorized
to be provisioned with the PD/PE—~related policies. If an
entry exists for the Entity 1502 and provided that the level
of authorization meets the requirement for policy provision-
ing then the processing jumps to Step 10.
[0168] In step 3 of FIG. 15, if there is no entry for the
Entity 1502 in the SAPD then the PA queries the Dynamic
Authorization Policy Database (DAPD) in order to deter-
mine how the Entity 1502 may be able to be authorized.
[0169] In step 4 of FIG. 15, the Policy Server 1504 then
requests the Entity 1502 to perform a Dynamic Authoriza-
tion Request (DARequest) message containing the Dynamic
Authorization Rules (DAR). The Rules may indicate:

[0170] a. Authorization Level

[0171] b. Explicit Authorization Mechanisms (e.g.

Authentication, Payment/Subscription,

[0172] Platform Validation/Integrity-check etc.)
[0173] Instep 5 of FIG. 15, the Entity 1502 performs the
required Authorization Check Processes with corresponding
Dynamic Authorization Enabling Functions (DAEF) 1802,
which is described in detail in a later section. Based on the
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checks that were carried out, the Entity 1502 either obtains
the Dynamic Authorization Parameters (DAP) from corre-
sponding DAEFs or may be determined or generated by the
Entity 1502. The DAP may a be cryptographic credential
that is digitally signed (e.g. signed authorization token,
access token), non-signed, messaging (XML messaging),
JSON data etc. The DAP may include parameters that
contain the results of the various authorization checks or
each of the authorization checks may result in a separate
DAP.
[0174] Instep 6 of FIG. 15, the Entity 1502 then sends the
DAP(s) using a Dynamic Authorization Response (DARe-
sponse) message to the Policy Server 1504/PA.
[0175] In step 7 of FIG. 15, the Policy Server 1504/DA
verifies the DAPs and checks to ensure the DAR has been
met.
[0176] Instep 8 of FIG. 15, the Policy Server 1504 updates
the static policy (SAPD) to include the Entity-id, res-id,
operation that is allowed (e.g. Retrieve), DAP-Id, that iden-
tifies the DAP and duration of the allowed authorization.
[0177] Instep 9 of FIG. 15, the SAPD-PA then provisions
the PE-Rules, PA-Rules and the PI-Data as well as the
Approved Authorization Rules (AAR). The AAR may con-
tain information on:

[0178] a. Authorization Level (AuthLevel) achieved

[0179] b. Type of Operations that can be performed

(Create/Update/Retrieve/Delete)
[0180] c. Resource/Resource tree to which the opera-
tions can be performed

[0181] d. The length of authorization (validity/expira-
tion)
[0182] e. Listing of mechanisms that have to be per-

formed to enhance AuthLevel
[0183] {f. Resource/Operations that can never be per-
formed

[0184] It is understood that the entities performing the
steps illustrated in FIG. 15 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 15 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 15.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 15 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.

Creation of Resource-Specific Authorization Rules

[0185] An Entity (Entity A 1602), which may be a
resource generator or owner, requests hosting of the data
onto a Resource Hosting Function (RHF 1604). The RHF
1604 may implement the SL.DA functionalities (PE, PD, and
PI). It is assumed here that all the policies relating to
authorization rules associated with entities have been pre-
provisioned and populated onto the SAPD and the dynamic
policies are provisioned onto the DAPD based on mecha-
nisms described in 6.3.1. Messaging details for the illus-
trated FIG. 16 follow:
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[0186] In step 1 of FIG. 16, an Entity that requests
hosting/creation of a resource (TempReadingl), having an
associated Resource-id, along with associated Static ACP
(S-ACP) as well as Dynamic-ACP (D-ACP) are sent as part
of the Resource Registration Request (RRRequest) message
to RHF 1604 that implements SLDA.

[0187] In step 2 of FIG. 16, the RHF 1604 checks to see
if the Entity A 1602 has the authorization based on checks
performed with a SAPD. If an entry exists then the mes-
saging skips to Step 9.

[0188] In step 3 of FIG. 16, if no S-ACP matches for the
request from the Entity then the RHF 1604 obtains the
dynamic authorization rules from the DAPD

[0189] Instep 4 of FIG. 16, the RHF 1604 sends the rules
(DAR) using a Dynamic Authorization Request (DAR)
message to the Entity A 1602

[0190] In step 5 of FIG. 16, the Entity A 1602 performs
various authorization checks based on the DAR that was
obtained from the RHF 1604. The Entity A 1602 obtains/
generates DAP(s) that vouches for the authorization checks
[0191] Instep 6 of FIG. 16, Entity A 1602 sends the DAP
to the RHF 1604 using DAResponse message.

[0192] In step 7 of FIG. 16, the RHF 1604 performs
checks on the DAP(s) and verifies that it matches the DAR.
[0193] In step 8 of FIG. 16, if the DAP(s) were success-
fully verified then the SAPD is populated with the appro-
priate values indicating the entity-id, operations allowed,
resources accessible, DAP-Id(s), validity etc.

[0194] In step 9 of FIG. 16, the RHF 1604 registers and
creates the Entity A 1602 resource and associates the S-ACP
and D-ACP with the Entity A 1602 resource

[0195] In step 10 of FIG. 16, the RHF 1604 forwards the
RRResponse containing the AAR

[0196] It is understood that the entities performing the
steps illustrated in FIG. 16 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 16 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 16.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 16 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.

Authorized Access Process

[0197] FIG. 17 depicts a Client 1702 that would like to
access a resource hosted on a RHF 1604. RHF 1604 imple-
ments the SLDA-PE 910, PI, PD functions and in addition
also hosts the PA function. Therefore a system administrator
would be able to configure PE and PD policies using an
interface on the RHF 1604 by means of the PA. The message
flow may be viewed as a continuation of the previous flow
depicted in FIG. 16 and described in 6.3.2. Messaging
details follow:

[0198] In step 1 of FIG. 17, the Client 1702 sends a
Resource Access Request (RARequest) message containing
the Resource-id, optionally name of the resource and the
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type of operation requested. It may also explicitly request to
the resource for a certain duration in time, which is optional.
[0199] In step 2 of FIG. 17, the RHF 1604 based on the
S-ACP determines if the Client 1702 is authorized or not. If
it is authorized then the messaging skips to Step 10.
[0200] In step 3 of FIG. 17, if the Client 1702 is not
authorized then the RHF 1604 determines the dynamic
authorization policies (D-ACP) and creates a DAR. If a
“duration” value existed within the RARequest then the
D-ACP may be tailored to meet the “duration” value. If the
duration “value” is higher than a threshold then a higher
level of authorization may have to be performed.

[0201] In step 4 of FIG. 17, the RHF sends a DARequest
containing the DAR

[0202] Instep 5 of FIG. 17, the Client 1702 performs the
appropriate authorization checks with the appropriate
DAEFs in order to satisfy the DAR. The Client 1702 obtains
or generates DAP(s) that vouches for the various checks.
[0203] In step 6 of FIG. 17, the Client 1702 sends the
DAP(s) to the RHF 1604 using a DAResponse message
containing the DAPs

[0204] In step 7 of FIG. 17, the RHF 1604 verifies the
DAPs and compares to the DAR

[0205] In step 8 of FIG. 16, if the DAPs meet the require-
ments of the DAR then the RFH may updates the SAPD with
the Client-id, res-id, op, duration, DAP-Id(s)

[0206] In step 9 of FIG. 17, the RHF 1604 sends a
RAResponse message containing the Resource and a AAR
[0207] It is understood that the entities performing the
steps illustrated in FIG. 17 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 17 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 17.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 17 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.

Distributed Policy Entities and Authorization Models

[0208] With respect to FIGS. 16 and 17, the policy func-
tions such as PD and PE were hosted on the same entity (e.g.
RHF 1604). Here we provide mechanisms wherein the
SLDA-PD 908/SLDA-PI may be hosted on the same entity
while the SLDA-PE 910 is hosted on the RHF 1604. In
addition, solutions that support the various authorization
models are explored.

PUSH Model

[0209] The PUSH model may be suitable when the RHF
1604 is a constrained entity while the Client 1702 is assumed
to be non-constrained or a less constrained device. As
previously noted that all communications that require a high
degree of security may be transported over a secure com-
munications channel that is protected for confidentiality,
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integrity and authentication (e.g. using TLS/SSL). FIG. 18
illustrates resource access using a PUSH model. Messaging
details follow:

[0210] In step 0 of FIG. 18, it is assumed here that the
Client 1702 discovers a resource and associated resource-id
and the SLDA-PD 908 that may be able to authorize the
Client 1702 in order that the Client 1702 is able to access the
resource.

[0211] In step 1 of FIG. 18, the Client 1702 sends a
DARequest containing the Client-id and the resource id
(Res-id)

[0212] In step 2 of FIG. 18, the SLDA-PD 908 based on
the provisioned rules obtains the dynamic authorization
policies that enables the Client 1702, identified by the
Client-id to access a resource identified by a Res-id. The PD
may in some cases have to generate the dynamic authori-
zation policies based on the Client-Id and the Res-id.
[0213] In step 3 of FIG. 18, the PD sends a Authorization
Check Request (ACRequest) containing a listing of the URI
associated with each DAEF 1802 and also a listing of
Authorization Level (AuthLevel) that is associated with
each authorization check. An example of AuthLevel is
provided below:

[0214] a. Authentication: Authlevel=High/Medium/
Low
[0215] . Platform Integrity/Validation:

Authl evel=High/Medium/Low

[0216] c. Subscription: AuthLevel=Platinum/Gold/Sil-
ver
[0217] d. Reputation: Authlevel=High/Medium/Low
[0218] In step 4 of FIG. 18, the Client 1702 performs

Authorization Check Processes (ACProcess), which is
described in little more detail in 6.3.4.2. The Client 1702
may perform checks with a Multi-Factor Authentication
Server, Payment Server, Platform Validation Server etc
based on the DAEF 1802 listing provided and the associated
Authl evel with each check. This process may be an in-band
process or may be carried out-of-band. It is possible based
on the scenarios and use cases that authentication is skipped
particularly when anonymous access is requested.

[0219] Instep 5 of FIG. 18, as a result of the ACProcess,
a number of Authorization Check Values (ACVs) may be
generated, which is raw data confirming each of the autho-
rization check. Additionally and may be optionally a DAP
may be created for each authorization check. The DAP
vouches for the authorization check, which can be viewed a
condensed version of the ACVs that contains only the
relevant information required for authorization. The Client
1702 sends the ACVs/DAPs to the PD.

[0220] In step 6 of FIG. 18, once the PD verifies the
ACVs/DAP for authenticity, integrity and accuracy, the PD
may consolidate all the DAPs to a single C-DAP which is
digitally signed or digitally signs each DAP and forwards it
to the Client 1702.

[0221] In step 7 of FIG. 18, the Client 1702 creates a
RARequest containing the Res-id, op and the DAP(s) and
sends to the RHF 1604.

[0222] In step 8 of FIG. 18, since the Client 1702 has sent
DAP(s), the RHF 1604 implementing the PE infers that there
may not be an entry in the static policies and therefore does
not check the SAPD-PE and instead checks that the DAP(s)
matches the requirements of the dynamic authorization
policies associated with the res-id by checking the D-ACP in
the DAPD-PE.
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[0223] In step 9 of FIG. 18, if the DAP(s) meets the
authorization requirements then the PE updates the SAPD-
PE with the Client-id, res-id, op(s), duration, DAP-Id(s),
optionally DAP(s). The DAPs may be stored separately
identified by DAP-Id, since the size of the DAPs may be
large and cumbersome to manage.

[0224] In step 10 of FIG. 18, the RHF 1604 sends the
Resource as well as the associated AAR to the Client 1702.
[0225] It is understood that the entities performing the
steps illustrated in FIG. 18 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 18 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 18.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 18 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.

Authorization Check Process (ACProcess)

[0226] FIG. 19 depicts an ACProcess which involves the
process of involving a payment process. It may be possible
that the Client 1702 is not aware of the DAEF-Payment
server, however, the Client 1702 trusts the SLDA-PD 908
which trusts a DAEF-Payment server. Messaging details:
[0227] In step 4a of FIG. 19, the Client 1702 requests for
a payment authorization to a DAEF-Payment. The Client
1702 may be re-directed by the SLDA-PD 908 or is provided
with the URI of the DAEF-Payment server by the SLDA-PD
908 or is discovered by the Client 1702. The Client 1702
performs a PaymentRequest and provides the currency and
amount for payment (e.g. virtual currency), a Request-Id that
ties the transactions with SLDA-PD ACRequest.

[0228] In step 45 of FIG. 19, the DAEF 1802 initiates a
PaymentTransaction process, where the amount is sent by
the Client 1702 to the DAEF 1802

[0229] Step 4c of FIG. 19, generates a ACV that details
that transaction and may optionally generate a DAP provides
a verification of the payment and transaction. The Payment
DAP may be represented using JSON data, XML, CBOR
data, explicit message, JSON Web Token etc. A list of
preferred contents of the DAP-Payment is provided below:

[0230] Transaction-Id: 542912379542395
[0231] Request-Id:
[0232] Redeemer-1d: SLDA-PD-URI
[0233] Date: 13/11/15
[0234] Time: 23:23 hrs
[0235] Issuer: DAEF-Payment-URI
[0236] Issued to: Client
[0237] Currency: Bitcoins
[0238] Amount: 100.00
[0239] Digital Signature of Issuer:
D28B45BA234C452DB . . ..
[0240] In step 4d of FIG. 19, the DAEF 1802 forwards the

DAP/ACYV to the Client 1702. Optionally only a DAP-Id is
provided by the DAEF-Payment to the Client 1702.
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[0241] In step 5 of FIG. 19, the Client 1702 sends an
ACResponse containing the DAP and optionally the ACV to
the SLDA-PD. This message may be re-directed by the
DAEF 1802 to the SLDA-PD 908 or is sent by the Client
1702. The SLDA-PD 908 registers the Transaction-id, Pay-
ment information, Request-Id and other relevant information
and provides appropriate authorization confirmation. The
SLDA-PD 908 has to be ensure that the payment DAP is not
replayed by the Client 1702. If only a DAP-Id was provided
by the Client 1702, then the SLDA-PD 908 must fetch the
DAP from the DAEF 1802 and once verified then makes the
transaction as “satisfied” which implies that the DAEF 1802
considers the payment to have been redeemed and the
transaction credit cannot be re-used.

[0242] It must be noted that the Authorization Check
Process described above for FIG. 19 deals with a payment
authorization, however, similar mechanisms may be used to
perform other authorization checks (e.g. multi-factor
authentication, platform validation, subscription etc.). Step
45 of FIG. 19 may be replaced with message(s) between the
Client and corresponding DAEF(s) that is used to perform
other authorization checks. It may be also be possible to
perform the authorization checks by leveraging protocol
frameworks such as OpenlD, OpenlD-Connect, EAP,
SAML etc. and to piggyback the mechanisms described here
over those existing protocol frameworks.

[0243] It is understood that the entities performing the
steps illustrated in FIG. 19 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 19 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 19.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 19 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.

PULL Model

[0244] A constrained Client 1702 may request access to a
resource and perform authorization facilitated by the RHF
1604. Messaging details are provided below with respect to
FIG. 20:

[0245] In step 1 of FIG. 20, the Client 1702 request for
resource identified by Res-Id, op="retrieve” with a RHF
1604 using a RRRequest. The RHF 1604 implements
SLDA-PE 910 functionality.

[0246] In step 2 of FIG. 20, the RHF 1604 checks the
S-ACP to verify if the Client 1702 has been authorized by
checking the static SAPD-PE. If the Client 1702 is autho-
rized to perform the operation on the resource then the
messaging jumps to step 12.

[0247] Instep 3 of FIG. 20, the SLDA-PE 910 checks the
dynamic authorization policies and determines the DAR
[0248] In step 4 of FIG. 20, the SLDA-PE 910 creates a
DARequest containing the DAR, Client-Id and Res-Id and
sends it to the SLDA-PD. Alternatively, the PE provides
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explicit list of authorization checks ACList| | and associated
AuthLevel[ ] that is expected to be achieved.

[0249] Instep 5 of FIG. 20, the SLDA-PD 908 determines
the DAEFs that will have to be contacted in order that the
authorizations are carried out and AuthLevels are achieved
[0250] In step 6 of FIG. 20, the SLDA-PD 908 sends a
ACRequest containing the Client-Id and the associated AAL
to each of the DAEFs.

[0251] Instep 7 of FIG. 20, the Client 1702 and each of the
DAEFs performs ACProcess described in 6.3.3 for each of
the authorization check (e.g. Payment, Platform Validation,
Authentication etc.). The messaging between the Client
1702 and each of the DAEFs may be performed either
in-band or out-of-band messaging via the RHF 1604 or by
other means in a direct manner.

[0252] In step 8 of FIG. 20, each of the ACProcess,
DAEFs sends the ACVs/DAPs to the SLDA-PD.

[0253] In step 9 of FIG. 20, the SLDA-PD 908 verifies
each of ACVs/DAPs and optionally creates a consolidated
DAP (C-DAP) that includes information provided in each of
the individual DAP from each of the DAEF 1802 and
digitally signed by the SLDA-PD 908 and is sent to the RHF
1604 using DAResponse. Alternatively, the SLDA-PD 908
sends each of the DAP without consolidation or signing.
[0254] In step 10 of FIG. 20, the SLDA-PE 910 verifies
the DAP(s) and ensures that it matches the D-ACP associ-
ated with the resource

[0255] In step 11 of FIG. 20, if the DAP(s) matches the
requirements then the SLDA-PE 910 updates the static
access policies in the SAPD-PE 910 with the Client-1d,
Res-1d, op, duration, DAP-Id(s), DAP (optional)

[0256] Instep 12 of FIG. 20, the SLDA-PE 910/RHF 1604
sends the Resource and the AAR to the Client

[0257] It is understood that the entities performing the
steps illustrated in FIG. 20 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 20 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 20.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 20 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.

PUSH Confirm Model

[0258] In the PUSH Confirm model follows the PUSH
model very closely. Messaging details are provided below
that reflects the illustrated FIG. 21:

[0259] In step 1 of FIG. 21, the Client 1702 requests
DARequest containing the Res-Id, Client-Id, op

[0260] In step 2 of FIG. 21, The SLDA-PD 908 based on
the Client-1d, Res-1d and op, it determines the right set of
D-ACP

[0261] In step 3 of FIG. 21, the SLDA-PD 908 sends a
ACRequest containing the list of DAEF-URI[ | and the
associated AALJ |
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[0262] In step 4 of FIG. 21, the Client 1702 performs
ACProcess with each of the DAEFs and based on the AAL
associated with each authorization check. The Client 1702 is
provisioned with ACV-Ids and/or DAP-Ids but not the ACVs
or DAPs

[0263] In step 5 of FIG. 21, the Client 1702 forwards the
ACV-Ids and/or DAP-Ids to the SLDA-PD 908 using a
ACResponse

[0264] In step 6 of FIG. 21, the SLDA-PD 908 performs
a ACV-Request with each of the DAEF 1802 containing the
ACV-1d and/or DAP-1d

[0265] In step 7 of FIG. 21, the DAEFs responds with
corresponding ACVs and/or DAPs using an ACV-Response
message

[0266] Instep 8 of FIG. 21, the SLDA-PD 908 requests for
the creation of C-DAP by means of a DAP Generation
Request (DAPGRequest) message containing the ACV] |
and or the DAP] ] to a DAP Generator Function (DGF) 2102

[0267] In step 9 of FIG. 21, based on the ACV[ | and/or
DAP[ ], the DGF 2102 generates a C-DAP and associated
C-DAP-Id and stores it within the DAP Database (DAP-D)

[0268] In step 10 of FIG. 21, the DGF 2102 sends the
C-DAP-Id to the SLDA-PD.

[0269] In step 11 of FIG. 21, the SLDA 902 sends the
C-DAP-Id to the Client 1702 using a DAResponse message

[0270] In step 12 of FIG. 21, the Client 1702 performs a
RARequest containing the Res-Id, op, Client-Id, C-DAP-Id
to the RHF 1604

[0271] In step 13 of FIG. 21, the RHF 1604 sends the
C-DAP-Id to the DGF 2102 using DAPRequest message

[0272] In step 14 of FIG. 21, the DGF 2102 may verify
authorization of the RHF 1604 before provisioning it with
the C-DAP

[0273] In step 15 of FIG. 21, the RHF 1604 verifies the
C-DAP with the D-ACP

[0274] In step 16 of FIG. 21, if the C-DAP meets the
authorization requirements then the RHF 1604 updates the
SAPD-PE with Client-Id, Res-Id, op, duration, C-DAP-Id
and C-DAP (optional)

[0275] In step 17 of FIG. 21, the RHF 1604 sends the
Resource and the AAR to the Client 1702

[0276] It is understood that the entities performing the
steps illustrated in FIG. 21 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 21 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 21.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 21 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.
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Indirect PUSH

[0277] Illustrated in FIG. 22 is an authorization based on
Indirect push model. Messaging details follow:

[0278] Steps 1-4 of FIG. 22 are the same as in FIG. 21
[0279] In step 5 of FIG. 22, the Client 1702 obtains/
generates ACV[ | and/or DAP[ ] for each authorization
checks that are performed and sends the ACResponse to the
SLDA-PD 908 containing the ACVs and DAPs

[0280] Instep 6 of FIG. 22, the SLDA-PD 908 verifies the
ACV] ] and/or the DAP[ ] and if they are acceptable the
SLDA-PD 908 generates C-DAP.

[0281] In step 7 of FIG. 22, the SLDA-PD 908 sends a
DAP Provisioning (DAPProvisioning) message containing
the C-DAP to the RHF 1604. The URI of the RHF 1604 is
determined based on the Res-Id that was provided by the
Client 1702

[0282] In step 8 of FIG. 22, the RHF 1604 (SLDA-PE)
verifies the C-DAP and ensures that the C-DAP meets the
requirements of the D-ACP associated with the resource.
SDPA-PE stores the C-DAP into the DAP-Db

[0283] In step 9 of FIG. 22, the SLDA-PE 910 creates an
entry into the ACP database (SAPD-PE) if the “duration” of
the authorization exceeds the authorization duration_
threshold. Therefore a dynamic authorization check(s)
causes to create a static authorization rule provided the
authorization duration is very large.

[0284] Instep 10 of FIG. 22, if the DAP is acceptable then
the SLDA-PE 910 sends a DAPResponse message contain-
ing “success message”

[0285] In step 11 of FIG. 22, the SLDA-PD 908 sends
DAResponse message to the Client 1702 containing the
“success” message

[0286] In step 12 of FIG. 22, on receiving a “success”
message from the SLDA-PD 908, the Client 1702 initiates
a RARequest containing Res-Id, op, Client-Id

[0287] Instep 13 of FIG. 22, the SLDA-PE 910 checks the
static S-ACP in the SAPD-PE and finds a match

[0288] In step 14 of FIG. 22, the RHF 1604 sends the
Resource and AAR to the Client 1702

[0289] It is understood that the entities performing the
steps illustrated in FIG. 22 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 22 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 22.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 22 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.

oneM2M Service Layer Dynamic Authorization Embodi-
ment

[0290] The following sub-sections propose architecture,
resource, and procedural level enhancements that enable a
oneM2M system to support the SLDA functionality pro-
posed in this disclosure.
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[0291] A summary of the proposed oneM2M enhance-
ments include:

[0292] 1) An architectural level embodiment of SLDA
functionality within a oneM2M system showing which
types of oneM2M entities SLDA functionality can be
hosted on (e.g. MEF 2304, MAF 2302 and CSEs).

[0293] 2) Some proposed enhancements to the existing
oneM2M defined <accessControlPolicy> resource to
include an identifier for an individual privilege within
the privilege list that enables partial addressing of
individual privilege within privileges list, an expiration
time for each individual privilege, and the definition of
new types of authorization context that support use
cases involving payment-based, bartering-based, repu-
tation-based, and security assessment-based dynamic
authorization.

[0294] 3) The definition of a oneM2M <dynAuth-
Policy> resource and attributes to support configuration
of service layer dynamic authorization policies.

[0295] 4) The definition of a oneM2M <dynAuthRe-
quest> resource and corresponding request and
response message formats to support explicitly request-
ing dynamic authorization to be performed.

[0296] 5) The definition of a oneM2M <consult>
resource and corresponding request and response mes-
sage formats to support the ability to consult explicitly
requesting dynamic authorization to be performed.

[0297] 6) The definition of several oneM2M procedures
providing message sequence level descriptions of how
different types of dynamic authorization functionality
can be supported within a oneM2M system.

oneM2M Service Layer Dynamic Authorization Architec-
ture

[0298] The SLDA function 902 proposed in this disclosure
can optionally be hosted on various oneM2M defined enti-
ties including a CSE, a MEF 2304 or a MAF 2302 as shown
in FIG. 23. The SLDA function 902 can be centralized and
hosted in its entirety on one of these oneM2M defined
entities, or alternatively, the SLDA function 902 can be
partitioned such that its sub-functions (SLDA-PA, SLDA-
PD 908, SLDA-PE 910 and SLDA-PI) can be hosted in a
distributed manner across multiple oneM2M entities as
shown in FIG. 24. For example, the SLDA-PI sub-function
can be hosted on a MEF 2304, the SLDA-PD 908 and
SLDA-PA 904 sub-functions on a MAF 2302 and the
SLDA-PE 910 sub-function on a CSE. When hosted in a
distributed manner, the SLDA 902 sub-functions can coor-
dinate with one another to perform dynamic authorization
functions.

[0299] It is understood that the functionality illustrated in
FIGS. 23-24, may be implemented in the form of software
(i.e., computer-executable instructions) stored in a memory
of, and executing on a processor of, a node of an M2M
network (e.g., a server, gateway, device, or other computer
system), such as one of those illustrated in FIG. 44C or 44D
described below.

oneM2M Service Layer Dynamic Authorization Resources
[0300] The graphical representation for describing
resource structures is the following:

[0301] Square boxes are used for resources and child
resources

[0302] Ellipses are used for attributes

[0303] Resource names delimited with “<” and “>”

indicate the name of the resource is assigned during the
creation of the resource
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[0304] Highlighted resources and attributes are new
resources and attributes proposed by this disclosure to
support SLDA functionality

<dynAuthPolicy> Resource

[0305] The proposed <dynAuthPolicy> resource shown in
FIG. 25 can serve as the interface to configure the SLDA
function 902 with dynamic authorization rules. This
resource can be used to create, retrieve, update and delete
SLDA 902 policies. Once configured with one or more
<dynAuthPolicy> resources, the SLDA function 902 can use
the rules defined within the policies to perform dynamic
authorization decision making.

[0306] Various types of dynamic authorization rules can
be supported such as but not limited to those defined by this
disclosure that include consultation-based, payment-based,
barter-based, security assessment-based and reputation-
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based policies. How to represent each of the rules in a
oneM2M system is further described in more detail in the
sub-sections below.

[0307] In addition to dynamic authorization rules, the
<dynAuthPolicy> resource can also support a selfAccess-
ControlPolicylDs attribute. This attribute can be used to
reference access control policies that define the access
privileges for the <dynAuthPolicy> resource itself. These
privileges can be used to control which entities are allowed
to access (e.g. retrieve, update or delete) the <dynAuth-
Policy> resource and its attributes.

[0308] Optionally, the <dynAuthPolicy> resource can also
support an accessControlPolicylDs attribute that can be
configured with a list of links to one or more <accessCon-
trolPolicy> resources whose static privileges a SLDA func-
tion 902 can dynamically create, update or delete using this
<dynAuthPolicy> resource.

TABLE 1

Attributes of <dynAuthPolicy> Resource

Attribute Name Description

selfAccessControlPolicyIDs

Links to authorization policy(s) defining which entities have the privilege to

perform CRUD operations to this <dynAuthPolicy> resource.

accessControlPolicylDs

Links to one or more access control policies whose privileges can be dynamically

created, updated or deleted by an SLDA function 902 based on the rules defined by
this <dynAuthPolicy> resource.

dynAuthRules

List of one or more rules used by a SLDA function 902 to perform dynamic authorization.

These rules are used to determine whether or not the SLDA function 902 is to dynamically
grant access privileges to an entity attempting to access a resource or service that
the entity does not currently have proper privileges to access.

Each rule can be specified as a list of criteria that must be met by an originator of
a request before access privileges are dynamically granted.

The following is a list of supported criteria types defined by this disclosure. For the case
where a rule consists of multiple criteria, the criteria must all be met in order for the
originator to be considered a candidate for granting privileges to.

Allowed Originators (ar) - A list of IDs of originators that are candidates for
dynamic authorization. Wildcard characters such as a “*’ can be used to

Blocked Originators (br) - A list of IDs of originators that are NOT candidates

for dynamic authorization. Wildcard characters such as a “*’ can be used to
Allowed Operations (aop) - A list of allowed operations that are candidates for
dynamic authorization

Blocked Operations (bop) - A list of operations that are NOT candidates for
dynamic authorization

Allowed Locations (al) - A list of locations originator is allowed to be in to be
considered a candidate for dynamic authorization

Blocked Locations (bl) - A list of locations originator is forbidden to be in to be
considered a candidate for dynamic authorization

Allowed Time Schedule (ats) - A list of times that requests are allowed to
considered a candidate for dynamic authorization

Blocked Time Schedule (bts) - A list of times that requests are NOT allowed to
considered a candidate for dynamic authorization

Allowed IP addresses (aia) - A list of originator IP addresses that are allowed to
be considered candidates for dynamic authorization

Blocked IP addresses (aia) - A list of originator IP addresses that are NOT
allowed to be considered candidates for dynamic authorization

Allowed Requester Roles (arr) - A list of requester roles that are allowed to be
considered candidates for dynamic authorization

Blocked Requester Roles (brr) - A list of requester roles that are NOT

candidates for dynamic authorization

Allowed Apps (aa) - A list of classes of apps or App-IDs that are allowed to be
considered candidates for dynamic authorization

Blocked Apps (ba) - A list of classes of apps or App-IDs that are NOT candidates
for dynamic authorization

Requires Payment Verification (rpv) - Originator’s payment information must

first be verified before it can be considered a candidate for dynamic authorization.
If a payment consultation contact is specified in the consultationContact list, then
the SLDA function 902 can consult with it.

Requires Service Subscription Verification (rsv) - If present, then originator’s
service subscription must first be verified to be valid before it can be considered a
candidate for dynamic authorization. If a service subscription consultation contact
is specified in the consultationContact list, then the SLDA function 902 can
consult with it.
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TABLE 1-continued

Attributes of <dynAuthPolicy> Resource

Attribute Name

Description

consultationContacts

privilegeLifetime

Requires Consultation-based Authorization (rca) - If present, SLDA 902 must

perform consultation-based authorization. If an authorization consultation contact

is specified in the consultationContact list, then the SLDA function 902 can

consult with it.

Requires Security Assessment (rsa) - If present, SLDA 902 must perform

security assessment-based authorization to verify that originator meets a certain

level of security. If an authorization consultation contact is specified in the
consultationContact list, then the SLDA function 902 can consult with it.

Required Barter Terms (rbt) - A list of barter terms that originator must agree to

for it to be considered a candidate for dynamic authorization.

Required Reputation Level (rrl) - A required ranking or level of reputation that

an originator must have to be considered a candidate for dynamic authorization.

E.g. High (H), Average (A), Low (L). If a contact is specified in the

consultationContact list for a reputation function, the SLDA function 902 can

consult with it.

Required Platform Validation Level (rpv) - A required level of validation an

originator’s platform must have to be considered a candidate for dynamic

authorization. E.g. High (H), Average (A), Low (L). If a contact is specified in

the consultationContact list for a platform validation function, the SLDA function

902 can consult with it.

Required Pre-Requisites (rpr) - A list of required credentials, subscriptions,

actions or other arrangements an originator must have established/completed to

be considered a candidate for dynamic authorization.

For example a list of dynAuthRules can be expressed as follows:

owl: AE1, AE2, AE3; ao: U, R, S; fo: C, D; rpv; rsv; rrl: H

List of consultation contacts. Each contact in the list can be structured as a tuple having the
following components. consultationContacts are used by a SLDA function 902 for cases
where it needs to consult with other functions in the network to collect information needed
to process the dynAuthRules. E.g. Determine the location of the originator, or verify the
payment information of an originator, etc.

consultationContactType - The type of contact. The following types are defined by this
disclosure:

Credential Enrollment Function Contact

Authorization Function Contact

Payment Function Contact

Barter Function Contact

Location Function Contact

Reputation Function Contact

Platform Function Validation Contact

Security Function Contact

consultationContactAddr - The address of the consultationContact. For example, a URI,
FQDN, IP address and port, etc.

E.g. A list of consultationContacts can be expressed as follows

LF: location-server.com; PF: payment-server.com; SF: security-server.com

The max lifetime that the SLDA 902 should assign to any of the access control privileges it
grants to an originator. Values of zero translate into privileges that are only active for the
current request being processed. In this case, the SLDA 902 will not update or add static
access control privileges. Non-zero values will result in the SLDA function 902 configuring
the expiration time of a privilege that is added/updated to a <accessControlPolicy> by the
SLDA.

[0309] Rather than using the proposed explicit method of
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access the <container> resource shown in FIG. 26, a check

using an accessControlPolicyIDs attribute to explicitly link
<accessControlPolicy> resources with a <dynAuthPolicy>
resource, an implicit method is also defined below via the
use of several use case embodiments.

[0310] For example, as shown in FIG. 26, a dynAuthPoli-
cylDs attribute can be added to existing oneM2M resources
(e.g. a <container> resource). This attribute can be used to
link a oneM2M resource with a <dynAuthPolicy> resource
in a similar manner as oneM2M’s current support for linking
a oneM2M resource with an <accessControlPolicy> using
an accessControlPolicyIDs attribute. An SLDA function 902
can in turn determine which <accessControlPolicy>
resources can be managed by which <dynAuthPolicy>
resources by simply making use of the accessControlPoli-
cylDs and dynAuthPolicyIDs attributes supported by a
oneM2M resource. For example, if a request is made to

could first be performed to determine whether the <access-
ControlPolicy> referenced by the container’s accessControl-
PolicyIDs attribute, had an privilege to allow the requester
to perform the desired operation. If so, the request could be
allowed to proceed and dynamic authorization would not be
required. However, if the requester did not have proper
privileges, then the SLDA function 902 could be triggered to
try and perform dynamic authorization. The SLDA function
902 could first check whether the <container> resource had
a dynAuthPolicyIDs attribute which was configured to link
to a valid <dynAuthPolicy> resource. If so, the SLDA
function 902 could then access the dynAuthRules attribute
of and use it to determine whether or not grant or deny the
requester privileges. It could also use the privilegeLifetime
attribute to determine whether to grant privileges just for this
request or for future requests as well. If future requests, it



US 2017/0063931 Al

could then update the static privileges within the <access-
ControlPolicy> resource(s) linked to by the <container>.
The SLDA function 902 could do this by updating the
privileges of <accessControlPolicy> resource(s) link to by
the container’s accessControlPolicyIDs attribute.

[0311] As an alternative, a <dynAuthPolicy> resource
could instead be created as a child resource of a <access-
ControlPolicy> resource as shown in FIG. 27. [f/when it was
found that a requester did not have adequate privileges to
perform a desired operation on a targeted resource, an SLDA
function 902 could then check whether the corresponding
<accessControlPolicy> resource had a <dynAuthPolicy>
child resource. If so, the SLDA function 902 could then
check whether it could dynamically grant proper privileges
to the requester based on the rules specified by the <dyn-
AuthPolicy> child resource.

[0312] Yet as another alternative, a dynAuthPolicylDs
attribute could instead be added to a <accessControlPolicy>
resource as shown in FIG. 28. If/when it was found that a
requester did not have adequate privileges to perform a
desired operation on a targeted resource, an SLDA function
902 could then check whether the corresponding <access-
ControlPolicy> resource had a dynAuthPolicyIDs attribute
configured. If so, the SLDA function 902 could then refer-
ence the corresponding <dynAuthPolicy> resources to
check whether it could dynamically grant proper privileges
to the requester based on the rules specified by the <dyn-
AuthPolicy> child resources.

[0313] Yet as another alternative, rather than defining a
new <dynAuthPolicy> resource, the proposed attributes
could instead be added to the existing <accessControlPo-
licy> resource.

<dynAuthRequest> Resource

[0314] This disclosure also defines an <dynAuthRequest>
resource as shown in FIG. 30. This resource can be defined
as a virtual resource having no attributes (as shown), or it
can be defined as a normal resource having attributes (not
shown). It can be used to issue an explicit dynamic autho-
rization request to an SLDA function 902 to request specific
types of access privileges be dynamically added to the
<accessControlPolicy> privileges affiliated with one or
more desired resources or services. This resource can be
useful for scenarios where a requester lacks the proper
access privileges to a desired resource or service and also
lacks privileges to update the access controls to grant itself.
In this case, the requester can use the <dynAuthRequest>
resource to send an explicit request to an SLDA function 902
to try and obtain the desired access privileges. If successful,
the SLDA function 902 can update the access control
policy(s) for the targeted resource(s) or service(s) to add the
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requested privileges and return status back to the requester.
If successful, the requester can thereafter issue requests to
access the desired resource or service and it will have the
proper privileges to perform the access.

[0315] The <dynAuthRequest> resource can be instanti-
ated at various levels in the oneM2M resource tree hierar-
chy. In one embodiment shown in FIG. 31, a <dynAuthRe-
quest> resources can be instantiated under a <CSEBase>
resource and made available to any service layer registrant
having access privileges to access the <CSEBase> resource.
This type of embodiment could be used to allow service
layer registrants to explicitly request privileges to any of the
CSEBase sub-resources which have not already been pre-
configured (i.e. dynamically request privileges on-the-fly
rather than relying on pre-configured privileges).

[0316] Alternatively, in another embodiment shown in
FIG. 32 a <dynAuthRequest> resource can be instantiated
under other oneM2M resource types such as an <AE>. The
same could be done for other existing oneM2M resource
types such as <container>, <subscription> or <accessCon-
trolPolicy>. In doing so, the scope of dynamic authorization
requests can be limited to those service layer registrant
having pre-existing access privileges to these resources. For
example, only a service layer registrant having existing
access privileges to <CSEBase>/<AE> in this example
could issue a dynamic authorization request to <CSEBase>/
<AE>/<dynAuthRequest> to try and obtain access privi-
leges to sub-resources under <CSEBase>/<AE>.

[0317] To use this resource, this disclosure also defines
dynamic authorization request and response messages (i.e.
oneM2M primitives) having several proposed parameter as
defined in Table 2 and Table 3 below. To initiate an explicit
dynamic authorization request, a requester can form a
request by properly initializing the defined parameters based
on the type of access privileges it is wishing to obtain. The
requester can then send the request message to a <dynAu-
thRequest> resource. Upon receiving the request, the SLDA
function 902 can process it (i.e. compare the request mes-
sage parameters against its configured <dynAuthPolicy>
resource rule(s) that correspond with the targeted resource or
service that the requester is wishing to obtain privileges for).
Based on the outcome, the SLDA function 902 can deter-
mine whether or not to modity the access control privileges
per the request. The SLDA 902 can then form a response
having parameters that define which of the requested privi-
leges were granted and which were denied. In the event that
dynamic authorization functionality was not supported (e.g.
<dynAuthRequest> resource not supported) or a targeted
resource or service did not have a properly configured
<dynAuthPolicy> resource, an error can be returned.

TABLE 2

Parameters of Explicit Dynamic Authorization Request Message

Parameter Name

Description

requesterID

requestType

A oneM2M service layer ID of the requester (e.g. AE-ID, CSE-ID, App-ID, etc.)

The type of dynamic authorization request:

Add new privilege

Update an existing privilege

Remove a privilege

Verify the existence of a privilege
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TABLE 2-continued

Parameters of Explicit Dynamic Authorization Request Message

Parameter Name

Description

requestedPrivileges

paymentInfo

barterInfo

capabilities

A list of one or more privileges that a requester is requesting be added, updated,
removed or verified by an SLDA function 902. Each privilege can consist of the
following types of information:

accessControlPrivilegeID - Only used for updating or deleting an existing
<accessControlPolicy> privilege. This identifier is assigned by the entity

managing the <accessControlPolicy> when a new privilege within the list of
privileges is added. An identifier of a particular privilege that can be used to
uniquely identify the specific privilege being targeted in the privilege list.

targets - A list of one or more resources or services which the requester is

requesting access to. For example, this attribute can be configured with a list

of URIs, a list of targeted service names, or a list of service IDs.

originators - A list of one or more originators that the requester is requesting
privileges for (including itself if applicable)

operations - A list of one or more operations that the requester is requesting
privileges for. For example, privileges to perform ‘Create, ‘Update’,

‘Retrieve’, ‘Delete’, ‘Subscribe’, ‘Discovery’ operations.

roles - A list of one or more roles (e.g. user, administrator, etc.) that the

requester would like corresponding access control privileges for. These

privileges would allow the originator to be authorized to access a targeted

resource or service only when operating in this role(s). For example, a

requester can specify that it would like access privileges be created to allow
originators to access a resource while it is functioning in an administrative

role only, but not otherwise. Using this information, the SLDA function 902

can compare the desired role(s) against the <dynAuthPolicy> rules to

determine whether new role-based access privileges can be added for the

targeted resource or service which satisfy these desired roles.

locations - A list of one or more locations that the requester would like the

SLDA function 902 to create corresponding access control privileges for to

allow originators to be authorized to access a targeted resource or service

while at this location(s). For example, a requester can specify that it would

like access privileges be created to allow an originator to access a resource

while at home on a particular network having a particular network address,

but not otherwise. Using this information, the SLDA function 902 can

compare the desired location(s) against the <dynAuthPolicy> rules to

determine whether new location-based access privileges can be added for the
targeted resource or service which satisfy these desired locations.

timeSchedules - A list of time schedules that requester would like the SLDA
function 902 to create corresponding access control privileges for to allow
originators to be authorized to access a targeted resource or service during

these time windows.

ipAddresses - A list of IP addresses that requester would like the SLDA

function 902 to create corresponding access control privileges for to allow
originators to be authorized to access a targeted resource or service from

these IP addresses.

apps - A list of one or App-IDs or classes of apps that the requester is

requesting privileges for

A list of payment information for each of the originators that the requester is requesting
the SLDA 902 to grant access privileges for. This information can be used by an
SLDA 902 to assess whether each originator meets payment-based dynamic
authorization rules if applicable. The following are some proposed forms of payment
information that can be included for each originator:

Payment Token that SLDA function 902 can authenticate and charge against
Payment/Billing Preferences (e.g. time based billing (monthly/weekly/daily),

event based billing (per transaction), etc.

Service Layer Subscription Info

Payment Account Info

Price/Rate Information - Price/rate range originator is willing to pay for

access to resource or service

A list of barter related information for each of the originators that the requester is
requesting the SLDA 902 to grant access privileges for. The information can include
an indication whether the originator is willing to reciprocate access to the resources that
it is the creator of, in exchange for access to the targeted resources. The information
can include a list of one or more types and/or IDs of resources that a requester is willing
to grant access to other entities in exchange for being granted access to their targeted
resources/services. Using this information, an SLDA function 902 can support
bartering capabilities by comparing these defined terms against applicable bartering
policy information defined within a <dynAuthPolicy> that corresponds to the resource
or service that is being targeted. By comparing these bartering terms against the
defined bartering policy rules, an SLDA function 902 can determine whether or not the
terms can be agreed to and whether to dynamically add new access privileges.

A list of one or more types and/or IDs of capabilities (e.g. resources, services, features,
functionality) for each of the originators the requester is requesting SLDA 902 to grant
access privileges for. Using this information, an SLDA function 902 can support
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TABLE 2-continued

Parameters of Explicit Dynamic Authorization Request Message

Parameter Name

Description

subscriptionInfo

consultInfo

comparing these defined capabilities against applicable capability policy information
defined within a <dynAuthPolicy> that corresponds to the resource or service that is
being targeted. By comparing these capabilities against the defined capability policy
rules, an SLDA function 902 can determine whether or not the terms can be agreed to
and whether to dynamically add new access privileges.

A list of service layer subscription information for each of the originators that the
requester is requesting the SLDA 902 to grant access privileges for. This information
can be used by an SLDA 902 to assess whether each originator meets service
subscription-based dynamic authorization rules if applicable. The following are some
proposed forms of service subscription information that can be included for each
originator:

Service Provider

Service Plan Level or Tier

Service Plan Options

Contact information regarding entities in the network that an SLDA function 902 can
consult with to assist with authorizing the originator of a request. For example, a
requester can specify the network address of a trusted third party entity in the network
that is able to vouch (i.e. authenticate) the identity, reputation, location, payment
information, security assessment, etc. of an originator.

TABLE 3

Parameters of Explicit Dynamic Authorization Response Message

Parameter Name

Description

dynAuthStatus

dynAuthCredentialld

dynAuthCredential

grantedPrivileges

deniedPrivileges

The status of the dynamic authorization request:

Fully Granted - All requested privileges established

Partially Granted - Some but not all requested privileges granted

Denied - Requested privileges denied

An identifier of a dynamic authorization credential that has been assigned to the
requester.

A dynamic authorization credential (e.g. token) assigned to the requester to be used by
the requester to access the resources or services specified in the original request.

Note - Depending on the dynamic authorization deployment scheme and model used,
this credential may be optional.

A list of privileges from the original request that were either fully granted or partially
granted. This parameter can consist of a list of identifiers of desired privileges included
in the request that were granted. The list can also contain additional details that can be
useful for the scenario where a requested privilege is partially granted. For example, a
modified version of the requestedPrivileges parameter of the original request can be
returned to indicate which privileges were granted.

A list of privileges from the original request that were denied. This parameter can
consist of a list of identifiers of desired privileges included in the request that were
denied. The list can also contain additional details that can be useful for the scenario
where a requested privilege is partially granted. For example, a modified version of the
requestedPrivileges parameter of the original request can be returned to indicate which
privileges were denied.

otherPrivilegesOfInterest A list of privileges that may be of interest to requester although they were not requested

paymentTerms

barterTerms

subscriptionTerms

in the original request. An SLDA 902 can pro-actively grant access privileges to a
requester for resources or services which the requester might be interested in accessing
based on the resources or services it has explicitly requested access to.

A list of one or more payment terms established by the SLDA function 902 on behalf of
the requester in order to grant the requested privileges to the requester.

A list of one or more barter terms established by the SLDA function 902 on behalf of
the requester in order to grant the requested privileges to the requester. For example,
this parameter can contain a list of other entities in the network that the SLDA function
902 has given access privileges to the requester’s resources or services in exchange for
granting the requested privileges.

A list of one or more service subscriptions terms established by the SLDA function 902
on behalf of the requester in order to grant the requested privileges to the requester. For
example, this parameter can contain a list of one or more levels or types of business
subscriptions/agreements that have been established for the requester (e.g. ‘Plan A’ or
‘Upgrade A”).

<Consult> Resource resource having attributes (not shown). The URI of this
[0318] This disclosure also defines a <consult> resource resource can be used as a consultation point of contact which
as shown in FIG. 33. This resource can be defined as a an SLDA function 902 can use when performing dynamic
virtual resource having no attributes (as shown) or a normal authorization which requires consulting with another entity
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in the network. For example, when a <dynAuthPolicy> is
configured with a consultation-based rule that defines a
consultationContact, the URI of a <consult> resource can be
used. A<consult> resource can be hosted by various
oneM2M defined entities such as CSEs, AEs, MEFs and
MAFs. In addition, this resource can also be hosted by other
types of entities not yet defined by oneM2M such as a
location function, reputation verification function (e.g.
social media servers), platform validation and assessment
function, payment function, security function and service
Subscription Verification Function 4102.

[0319] To use this resource, this disclosure also defines
dynamic authorization consult request and response mes-
sages (i.e. oneM2M primitives) having several proposed
parameter as defined in Table 4 and Table 5 below. To
perform consultation, an SLDA function 902 can construct
a consult request message and target this message towards a
<consult> resource hosted by an entity within the system.
Upon receiving this request, the entity can process it accord-
ing to the type of consult, construct a corresponding
response message with the consult results, and return the
response to the SLDA function 902.

TABLE 4

Parameters of Consult Request Message

Parameter Name Description

consultantAddr This is the address which this request is targeted at.
For example, the URI of the <consult> resource.

A oneM2M service layer ID of the originator issuing
this consult request (E.g. AE-ID, CSE-ID, App-ID,
etc). For example, the CSE-ID hosting an SLDA
function 902.

The type of consult request. Several different types
of consultation can be supported including one or
more of the following proposed types.

Request for Consultation-based Dynamic
Authorization

Request for a Dynamic Authorization Credential
Request for the location of an specified entity
Request to verify payment info/token of a specified
entity

Request to verify reputation of a specified entity
Request to verify service layer subscription of a
specified entity

Request to validate platform entity is hosted on
Request to assess security of a specified entity
Request to perform bartering/negotiating on behalf of
consultSubject and resource or service owner

Each type of consult request has corresponding
information associated with it. This information
can be sourced from an explicit dynamic authorization
request or from an SLDA 902 that is performing
autonomous dynamic authorization. Some proposed
types of information include the following:
consultSubject - Identifier of an entity

which is the subject being consulted on behalf of.
For example, a oneM2M AE-ID for which an SLDA
function 902 is consulting on behalf of and

issuing a location consult request to a location
server to determine the AE’s location.

In this example, the AE-ID would is the
consultSubject.

Security context/assessment information of the
consultSubject which the SLDA 902 can collect
and track

requesterID - See description in Table 2
requestType - See description in Table 2
requestedPrivileges - See description in Table 2
paymentInfo - See description in Table 2

barterInfo - See description in Table 2

consulterID

consultType

consultationInfo
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TABLE 4-continued

Parameters of Consult Request Message

Parameter Name Description

capabilities - See description in Table 2
subscriptionInfo - See description in Table 2
security context information

security assessment requirements

TABLE 5

Parameters of Consult Response Message

Parameter Name Description

consultStatus The status of the consult request:
Consultation Rejected
Consultation Successful
Consultation Error
consultResults Each type of consult response has corresponding

results associated with it. Some of this results are
generic and applicable to all the different types of
consult requests, while some results are specific to

a particular type as described below.

List of privileges granted to requested resource or
serviced and corresponding lifetime of privileges

List of denied privileges to requested resources or
serviced that were not granted and reasons why

List of privileges that were pro-actively granted to
resources or services that were not requested but the
consultSubject may be interested in.

An dynamic authorization credential

A location of an entity

A payment verification status

Reputation reviews/ranking)

Platform validation assessment results

Security assessment level (e.g. trusted, un-trusted, etc)
Barter results (i.e. whether or not bartering terms were
reached and what were they)

<accessControlPolicy> Resource Enhancements

[0320] As described in with respect to FIG. 6 above,

oneM2M currently supports an <accessControlPolicy>

resource having a set of defined privileges based on an ACL.

This ACL is a set of access-control-rule tuples that can be

stored within the privileges attribute, where each tuple is

comprised of three components consisting of 1) accessCon-
trolOriginators, 2) accessControlOperations and 3) access-

ControlContext.

[0321] This disclosure proposes three enhancements to the

existing privileges attribute of the <accessControlPolicy>

resource described below.

[0322] 1) A fourth component has been added to privileges
access-control-rule tuple called an accessControlPrivi-
legeID. This fourth component can be used to identity and
address an individual privileges access-control-rule tuple.
This identifier can be useful when supporting updating or
deleting of an individual tuple. Otherwise, an update or
delete of an individual tuple requires updating the entire
privileges access-control-rule tuple list which can be less
efficient.

[0323] 2) A fifth component has been added to the privi-
leges access-control-rule tuple called an access Control-
ExpirationTime. This component can be used to define a
lifetime associated with a particular access-control-rule
tuple. This enables access-control-rule tuples to have
different lifetimes with respect to one another, which can
provide more flexibility from a privileges perspective.
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[0324] 3) Four additional types of accessControlContext
have also been defined by this disclosure:

[0325] accessControlPaymentTerms—List of payment
terms that must be established before a service layer
registrant is allowed to access resources associated with
this authorization policy.

[0326] accessControlReputationl.evel—Required repu-
tation level that a service layer registrant must have
before it is allowed to access resources associated with
this authorization policy

[0327] accessControlBarterTerms—List of barter terms
that must be established before a service layer regis-
trant is allowed to access resources associated with this
authorization policy.

[0328] accessControlSecurityAssessment—Required
level of security that a service layer registrant must
have before it is allowed to access resources associated
with this authorization policy

oneM2M Service Layer Dynamic Authorization Procedures

Configuration of Service Layer Dynamic Authorization
Policies

[0329] Dynamic authorization policies can be configured
via creating/updating/deleting the dynAuthRules attribute of
a targeted <dynAuthPolicy> resource as shown in FIG. 34.
Once configured, an SLDA function 902 can make use of
these policies to perform dynamic authorization request
handling.

[0330] In step 1 of FIG. 34, a oneM2M entity 3402 (e.g.
AE) determines the type of dynamic authorization rule it
would like to configure and the corresponding values for this
rule (such as consultation-based rules, payment-based rules,
barter-based rules, security-assessment-based rules and
reputation-based rules).

[0331] In step 2 of FIG. 34, a oneM2M entity 3402 (e.g.
AE) sends request targeting a second oneM2M entity 3404
(e.g. CSE, MEF 2304 or MAF 2302) that hosts a SLDA
function 902. The request contains a <dynAuthPolicy>
resource representation, where the dynAuthRules attribute
of the <dynAuthPolicy> resource can be configured with
dynamic authorization policy rules from Step 1.

[0332] Instep 3 of FIG. 34, the SLDA function 902 hosted
on the oneM2M entity 3404 receives the request and checks
whether the requester has the proper privileges to perform
the specified operation on the targeted <dynAuthPolicy>
resource. This check is performed by confirming whether the
requester has configured privileges within the corresponding
<accessControlPolicy> resource associated with the targeted
<dynAuthPolicy>. If yes, the SLDA function 902 continues
with processing the request, otherwise the SLDA function
902 returns an error to the requester indicating lack of
privileges to perform this operation to the requester.
[0333] In step 4 of FIG. 34, the SLDA function 902
processes the request and based on the operation either
creates, updates or deletes the specified rules to/from the
dynAuthRules attribute of the targeted <dynAuthPolicy>
resource

[0334] In step 5 of FIG. 34, the service layer returns a
response to the requester indicating whether or not the
request to create, update, or delete the specified rules in the
dynAuthRules attribute of the targeted <dynAuthPolicy>
resource was successful or not.

[0335] It is understood that the entities performing the
steps illustrated in FIG. 34 are logical entities that may be
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implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 34 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 34.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 34 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.

Autonomous Service Layer Dynamic Authorization

[0336] Service Layer Dynamic Authorization can be trig-
gered and performed autonomously by a oneM2M entity
3502 that hosts a SLDA function 902 as shown in FIG. 35.
Via this procedure an SLDA function 902 can support
autonomously granting or denying privileges on-the-fly dur-
ing the processing of requests made to access resources
which a requester does not have existing privileges to
access. By supporting this procedure, burden can be
removed from requesters since they do not have to explicitly
request access privileges for resources they do not have
privileges established for. Via this procedure, service layer
dynamic authorization can be performed without requesters
even being aware that it is being performed. This can reduce
the overhead on requesters especially for use involving
resource constrained devices (e.g. sensor applications hosted
on IoT devices).

[0337] This procedure can also be beneficial for the ser-
vice layer itself since it offers a mechanism for access
control policies to be dynamically created or updated on-the-
fly leveraging SLDA 902 results rather than having to have
an external management entity in the network statically
pre-configure access control policies with a set of privileges
in advance. Pre-configuring access control policies in
advance can be burdensome, inflexible and not very scal-
able.

[0338] In step 1 of FIG. 35, a requesting oneM2M entity
3402 (e.g. AE or CSE) can issues a request (i.e. Create/
Retrieve/Update/Delete/Subscribe/Discover) to  another
oneM2M entity 3502.

[0339] In step 2 of FIG. 35, the receiving oneM2M entity
3502 (e.g. CSE) detects access to targeted resource. The
receiving entity checks the corresponding <accessControl-
Policy> resource(s) applicable to the targeted resource (if
any) to determine whether the requester has sufficient privi-
leges configured to allow it to perform the desired type of
access. In this example, the requester lacks sufficient access
privileges.

[0340] In step 3 of FIG. 35, rather than immediately
returning an ‘access denied’ error to the requester, the
receiving entity 3502 triggers dynamic authorization pro-
cessing to be performed by the SLDA functionality that can
either be hosted on the receiving entity or on another entity
in the system. SLDA functionality can also be split across
multiple entities with some functionality hosted on the
receiving entity.

[0341] In step 4 of FIG. 35, the receiving entity 3502, if
enabled with SLDA functionality, begins to perform
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dynamic authorization processing. Depending on whether
the receiving entity hosts SLDA functionality itself will
determine whether the SLDA processing is performed com-
pletely local or whether the receiving entity will communi-
cate with other oneM2M entities, such as entities 3504 and
3506, in the system to assist it with performing SLDA 902.
As described with respect to FIGS. 23 and 24, different
deployment options exist for hosting the SLDA functionality
in a centralized or distributed fashion allowing different
types of oneM2M entities (CSEs, MEF 2304, MAF 2302) to
host an SLDA 902 either in its entirety or a particular SLDA
902 sub-function. If no SLDA functionality is found the
SLDA 902 processing can be stopped and an ‘access denied’
error can be returned to the requester. If SLDA functionality
is found to be hosted on either the receiving entity and/or
other entities in the system, then this functionality is trig-
gered to attempt to locate <dynAuthPolicy> resources appli-
cable to the targeted resource. If a <dynAuthPolicy> cannot
be found, the SLDA 902 can discontinue dynamic authori-
zation processing and return an ‘access denied’ error to the
requester. If one or more <dynAuthPolicy> resources are
found, the SLDA functionality can use the dynAuthRules
attribute for each resource found to evaluate against the
requester’s request and determine whether privileges can be
dynamically granted.

[0342] In optional step 5 of FIG. 35, while evaluating the
dynAuthRules of the applicable <dynAuthPolicy>
resources, the SLDA function 902 may need to consult with
other entities, such as entities 3504 and 3506, in the system
depending on the type of dynAuthRules specified. Consul-
tation may be needed to gather the proper information the
SLDA function 902 requires to determine whether or not to
grant or deny access privileges to the requester. Some
proposed type of consultation that the SLDA function 902
can perform are described in more detail with respect to
FIGS. 37-42. This consultation can be performed using the
proposed <consult> resource and its corresponding request
and response primitives described in further detail with
respect to FIG. 33.

[0343] In step 6 of FIG. 35, Based on the results of
evaluating the request against the dynAuthRules and possi-
bly consulting with other entities, such as entities 3504 and
3506, in the system to obtain additional information that it
factors into its decision making, the SLDA functionality
decides to grant access to the requester. As a result, the
receiving entity 3502 performs the request on the targeted
resource and returns a successful response to the requester
3402. The requester 3402, is unaware that autonomous
SLDA 902 was performed. All it is aware of is its request
completed successfully.

[0344] In optional step 7 of FIG. 35, using the dynamic
authorization results, the SLDA function 902 can optionally
choose to update the privileges attribute within the <access-
ControlPolicy> resource(s) associated with the targeted
resource to add access control privileges for the requester.
This decision can be controlled via a dynAuthRule defined
within a <dynAuthPolicy> resource. For example, the dyn-
AuthRule can support a rule (e.g. privilege lifetime rule) to
control whether or not the SLDA function 902 adds or
updates the static privileges of the <accessControlPolicy>
resources and if so what the expiration time of this privilege
is. As a result, the SLDA function 902 can use this rule to
control whether it updates or adds a privilege and if so the
expiration time (e.g. this can be done using the accessCon-
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trolExpirationTime component of the privilege as proposed
above). Based on these rules, the SLDA function 902 can
determine whether or not to add/update privileges and their
respective lifetimes. By choosing to update the privileges,
the requester can be granted access to the resource and
perform the same operation without dynamic authorization
having to be repeated.

[0345] In step 8 of FIG. 35, a requesting oneM2M entity
3402 (e.g. AE or CSE) issues a request (i.c. Create/Retrieve/
Update/Delete/Subscribe/Discover) to the same resource on
the same oneM2M entity.

[0346] In step 9 of FIG. 35, the receiving oneM2M entity
3502 (e.g. CSE) detects access to a targeted resource. The
receiving entity checks the corresponding <accessControl-
Policy> resource(s) applicable to the targeted resource and
detects that the requester now has sufficient access privileges
as a result of the SLDA function 902 having added these
privileges as part of Step 7.

[0347] In step 10 of FIG. 35, the receiving entity 3502
performs the request on the targeted resource and returns a
successful response to the requester.

[0348] It is understood that the entities performing the
steps illustrated in FIG. 35 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 35 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 35.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 35 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.

Explicit Service Layer Dynamic Authorization Request
Handling

[0349] This section defines procedure to enable a requester
to explicitly issue a dynamic authorization request to try and
obtain desired privileges to access specified resource(s).
[0350] Inoptional step 1 of FIG. 36, a requesting oneM2M
entity 3402 (e.g. AE or CSE) can issues a request (i.e.
Create/Retrieve/Update/Delete/Subscribe/Discover) to
another oneM2M entity 3602.

[0351] In optional step 2 of FIG. 36, the receiving
oneM2M entity 3602 (e.g. CSE) detects access to targeted
resource. The receiving entity 3602 checks the correspond-
ing <accessControlPolicy> resource(s) applicable to the
targeted resource (if any) to determine whether the requester
3402 has sufficient privileges configured to allow it to
perform the desired type of access. In this example, the
requester lacks sufficient access privileges.

[0352] In optional step 3 of FIG. 36, rather than immedi-
ately returning an ‘access denied’ error to the requester, the
receiving entity 3602 returns a link to an entity 3502 in the
system that supports service layer dynamic authorization.
This link can be a link to the <dynAuthRequest> resource
hosted by an entity that supports a SLDA function 902.
[0353] In step 4 of FIG. 36, a requesting oneM2M entity
3402 formulates and issues an explicit service layer dynamic
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authorization request and targets the request to a SLDA
function 902 in the network. This request can be targeted to
a <dynAuthRequest> resource hosted by an entity that
supports a SLDA function 902. The request can include
information such as requestType, requestdPrivileges, pay-
mentlnfo, barterInfo, credentiallnfo, platformInfo, subscrip-
tionlnfo which are all defined above.

[0354] In step 5 of FIG. 36, the receiving oneM2M entity
3602, upon receiving this request, inspects the target UTI
and detects that it is targeted a <dynAuthRequest> resource.
Based off of this, the entity knows to trigger the SLDA
function 902 to process the request.

[0355] Instep 6 of FIG. 36, the SLDA function 902 checks
whether <dynAuthPolicy> resource(s) exist for the privi-
leges being requested. This is done by locating the resource
(s) that the requester is requesting access privileges for.
Once found, the SLDA function 902 then checks whether
these resources have corresponding <dynAuthPolicy>
resources affiliated with them or not. If not, then an error
response can be returned to the requester. If found, the
SLDA function 902 can proceed with processing. The SLDA
function 902 next examines the dynAuthRules attributes of
each <dynAuthPolicy> resource affiliated with the targeted
resource. The dynAuthRules are first compared against the
information the requester included in its request (e.g.
requestType, requestdPrivileges, paymentlnfo, barterInfo,
credentiallnfo, platformInfo, subscriptionlnfo) to see
whether the request abides by the rules. If not an error is
returned. Otherwise, the SLDA 902 continues dynamic
authorization processing per Step #7 below

[0356] In optional step 7 of FIG. 36, the SLDA function
902 checks whether it needs to perform any consultation
with other functions in the system. The SLDA 902 deter-
mines this by examining the dynAuthRules which specify
whether the SLDA function 902 needs to consult with a
payment, barter, security, subscription verification, reputa-
tion verification or authorization function. Note, this may
involve coordinating with other entities, such as entities
3604 and 3606, in the oneM2M system which host these
functions. The consultation can be performed using the
procedures with respect to FIGS. 37-42.

[0357] Instep 8 of FIG. 36, the SLDA function 902 returns
aresponse to the explicit dynamic authorization requester. In
this response the SLDA function 902 can return information
such as dynAuthStatus, dynAuthCredentialID, dynAuthCre-
dential, grantedPrivileges, deniedPrivileges, paymentTerms,
barterTerms and subscriptionTerms which are defined in
Table 2.

[0358] In optional step 9 of FIG. 36, using the dynamic
authorization results, the SLDA function 902 can optionally
choose to update the privileges attribute within the <access-
ControlPolicy> resource(s) associated with the targeted
resource to add access control privileges for the requester.
This decision can be controlled via a dynAuthRule defined
within a <dynAuthPolicy> resource. For example, the dyn-
AuthRule can support a rule (e.g. privilege lifetime rule) to
control whether or not the SLDA function 902 adds or
updates the static privileges of the <accessControlPolicy>
resources and if so what the expiration time of this privilege
is. As a result, the SLDA function 902 can use this rule to
control whether it updates or adds a privilege and if so the
expiration time (e.g. this can be done using the accessCon-
trolExpirationTime component of the privilege as proposed
above). Based on these rules, the SLDA function 902 can
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determine whether or not to add/update privileges and their
respective lifetimes. By choosing to update the privileges,
the requester can be granted access to the resource and
perform the same operation without dynamic authorization
having to be repeated.

[0359] In step 10 of FIG. 36, a requesting oneM2M entity
3402 (e.g. AE or CSE) can issues a request (i.e. Create/
Retrieve/Update/Delete/Subscribe/Discover) to  another
oneM2M entity. Within the request the requester can include
dynamic authorization credentials and/or identifiers which it
obtained from Step 8.

[0360] Instep 11 of FIG. 36, the receiving oneM2M entity
3602 (e.g. CSE) detects access to targeted resource. The
receiving entity checks the corresponding <accessControl-
Policy> resource(s) applicable to the targeted resource (if
any) to determine whether the requester has sufficient privi-
leges configured to allow it to perform the desired type of
access. In this example, the requester lacks sufficient access
privileges.

[0361] In step 12 of FIG. 36, rather than immediately
returning an ‘access denied’ error to the requester, the
receiving entity 3602 checks whether the request contains a
dynamic authorization credential (e.g. token) or an 1D for
one. If not, an ‘access denied’ error is returned.

[0362] Instep 13 of FIG. 36, if only dynamic authorization
credential ID is included and not an actual credential, then
the receiving entity triggers SLDA function 902 lookup of
the corresponding dynamic authorization credential associ-
ated with the specified 1D.

[0363] In optional step 14 of FIG. 36, the receiving entity
3602 forms a consultation request to access the dynamic
authorization credential. The request is sent to the <consult>
resource of the SLDA function 902 or a dedicated authori-
zation function in the system. This is done over a secure
network connection. Included in the request are parameters
such as the consultationInfo defined in Table 4.

[0364] In optional step 15 of FIG. 36, upon receiving the
request, the SLDA function 902 detects that it is a consult
request since it targets the <consult> resource. The SLDA
function 902 parses the request to detect what type of
consultation request it is (by checking a consultation type
parameter) and detects that it is a dynamic authorization
credential request consultation. The SLDA 902 then uses the
dynamic authorization credential ID included in the request
to lookup the corresponding credential. The credential is
then returned to the receiving entity.

[0365] Instep 16 of FIG. 36, the receiving entity 3602 (or
SLDA function 902) verifies the dynamic authorization
credential that is either received in the request or obtained
via consulting with the consultation step above. Once veri-
fied, the SLDA function 902 can then choose to grant the
requested access privileges to the requester. The receiving
entity processes the request and returns a successful
response back to the requester.

[0366] Instep 17 of FIG. 36, the receiving entity 3602 (or
SLDA function 902) verifies the dynamic authorization
credential that is either received in the request or obtained
via consulting with the consultation step above. Once veri-
fied, the SLDA function 902 can then choose to grant the
requested access privileges to the requester.

[0367] In optional step 18 of FIG. 36, using the dynamic
authorization results, the SLDA function 902 can optionally
choose to update the privileges attribute within the <access-
ControlPolicy> resource(s) associated with the targeted
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resource to add access control privileges for the requester.
This decision can be controlled via a dynAuthRule defined
within a <dynAuthPolicy> resource. For example, the dyn-
AuthRule can support a rule (e.g. privilege lifetime rule) to
control whether or not the SLDA function 902 adds or
updates the static privileges of the <accessControlPolicy>
resources and if so what the expiration time of this privilege
is. As a result, the SLDA function 902 can use this rule to
control whether it updates or adds a privilege and if so the
expiration time (e.g. this can be done using the accessCon-
trolExpirationTime component of the privilege as proposed
above). Based on these rules, the SLDA function 902 can
determine whether or not to add/update privileges and their
respective lifetimes. By choosing to update the privileges,
the requester can be granted access to the resource and
perform the same operation without dynamic authorization
having to be repeated.

[0368] It is understood that the entities performing the
steps illustrated in FIG. 36 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 36 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 36.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 36 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.

Consultation-based Service Layer Dynamic Authorization

[0369] FIG. 37 shows the procedure for consultation-
based dynamic authorization.

[0370] In step 1 of FIG. 37, the SLDA function 902 is
triggered either by an explicit request (i.e. access to <dyn-
AuthRequest resource) or autonomously via the SLDA
function 902 itself (e.g. via detection of a request that failed
checks on existing <accessControlPolicy> static privileges).

[0371] In step 2 of FIG. 37, the SLDA 902 locates appli-
cable <dynAuthPolicy> resources (if any) and evaluates the
dynAuthPolicy attribute to determine what rules have been
configured. In this example, the dynAuthPolicy attribute has
been configured with a rule specifying that ‘Consultation-
based authorization’ is required as part of the dynamic
authorization processing. This rule triggers the SLDA func-
tion 902 to consult with an Authorization Function 3702 in
the system to have it weigh in on whether to grant or deny
a requester the access privileges it is requesting or requires.

[0372] Instep 3 of FIG. 37, the SLDA function 902 forms
a consultation request message. The message is targeted to
the <consult> resource hosted by the Authorization Function
3702. The consultSubject is configured with the AE-ID or
CSE-ID of the requester for which dynamic authorization is
being performed. The payload of the request configured with
the requested/required privileges that the requester is either
explicitly asking for or the ones which the SLDA function
902 has deemed necessary for the requester to access the
resource or service it is targeting.

Mar. 2, 2017

[0373] In step 4 of FIG. 37, the Authorization Function
3702 assesses whether or not to grant or deny the requester
the access privileges it is requesting. The details of how this
decision is made is out of scope from this disclosure and are
considered specific to the type of checks the Authorization
Function 3702 supports which can vary depending on
deployment use case. The results of this operation are then
returned to the SLDA 902 in the form of a consultation
response. The response contains lists of granted and denied
privileges. The response can also contain privileges of some
other resources or services that may be of interest to the
requester.

[0374] Instep 5 of FIG. 37, the SLDA functionality checks
Consultation-based authorization results and factors this
outcome into its dynamic authorization decision making to
determine whether or not to grant or deny requester access
privileges.

[0375] It is understood that the entities performing the
steps illustrated in FIG. 37 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 37 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 37.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 37 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.

Payment-Based Service Layer Dynamic Authorization

[0376] FIG. 38 shows the procedure for Payment-based
dynamic authorization.

[0377] In step 1 of FIG. 38, the SLDA function 902 is
triggered either by an explicit request (i.e. access to <dyn-
AuthRequest resource) or autonomously via the SLDA
function 902 itself (e.g. via detection of a request that failed
checks on existing <accessControlPolicy> static privileges).
[0378] In step 2 of FIG. 38, the SLDA 902 locates appli-
cable <dynAuthPolicy> resources (if any) and evaluates the
dynAuthPolicy attribute to determine what rules have been
configured. In this example, the dynAuthPolicy attribute has
been configured with a rule specifying that ‘Requires Pay-
ment Verification’ is required as part of the dynamic autho-
rization processing. This rule triggers the SLDA function
902 to consult with a Payment Function 3802in the system
to have it verify the payment information of the requester.
[0379] Instep 3 of FIG. 38, the SLDA function 902 forms
a consultation request message. The message is targeted to
the <consult> resource hosted by the Payment Function. The
consultSubject is configured with the AE-ID or CSE-ID of
the requester for which payment information verification is
being performed. The payload of the request is configured
with the payment information of the requester as well as the
payment policy which can include information such as a
requester’s payment token and preferences and the policy’s
payment terms.

[0380] In step 4 of FIG. 38, the Payment Function 3802
assesses the payment information to verify it is valid and
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also assess it against the payment rules in the policy. The
results of this operation are then returned to the SLDA 902
in the form of a consultation response. The response con-
tains the payment info verification status.

[0381] Instep 5 of FIG. 38, the SLDA functionality checks
payment information verification results and factors this
outcome into its dynamic authorization decision making to
determine whether or not to grant or deny requester access
privileges.

[0382] It is understood that the entities performing the
steps illustrated in FIG. 38 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 38 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 38.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 38 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.

Barter-Based Service Layer Dynamic Authorization

[0383] FIG. 39 shows the procedure for Barter-based
dynamic authorization.

[0384] In step 1 of FIG. 39, the SLDA function 902 is
triggered either by an explicit request (i.e. access to <dyn-
AuthRequest resource) or autonomously via the SLDA
function 902 itself (e.g. via detection of a request that failed
checks on existing <accessControlPolicy> static privileges).
[0385] In step 2 of FIG. 39, the SLDA 902 locates appli-
cable <dynAuthPolicy> resources (if any) and evaluates the
dynAuthPolicy attribute to determine what rules have been
configured. In this example, the dynAuthPolicy attribute has
been configured with a rule specifying ‘Required Barter
Terms’ which is a list of barter requirements that the
requester must meet to be granted access privileges. This
rule triggers the SLDA function 902 to either perform local
barter processing or consult with a Barter Function 3902 in
the system to have it perform barter processing on behalf of
the SLDA 902.

[0386] In step 3 of FIG. 39, the SLDA function 902 forms
a consultation request message. The message is targeted to
the <consult> resource hosted by the Barter Function 3902.
The consultSubject is configured with the AE-ID or CSE-ID
of the requester for which barter processing is being per-
formed. The payload of the request is configured with the
barter information of the requester as well as the barter
policy which can include information the type of bartering
terms the requester must be willing to agree to be granted
access privileges. For example, reciprocity of access to the
requester’s resources and services in exchange for being
granted access privileges by the targeted resource owner.
[0387] In step 4 of FIG. 39, the Barter Function 3902
assesses the barter terms defined by the policy as well as the
requester to determine whether the requester is willing to
agree to these terms. The Barter Function 3902 then returns
the result back to the SLDA 902 via a consult response
containing a barter status and a list of agreed to terms.
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[0388] Instep5ofFIG. 39, the SLDA functionality checks
barter results and factors this outcome into its dynamic
authorization decision making to determine whether or not
to grant or deny requester access privileges.

[0389] It is understood that the entities performing the
steps illustrated in FIG. 39 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 39 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 39.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 39 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.

Security Assessment-Based Service Layer Dynamic
Authorization
[0390] FIG. 40 shows the procedure for Security Assess-

ment-based dynamic authorization.

[0391] In step 1 of FIG. 40, the SLDA function 902 is
triggered either by an explicit request (i.e. access to <dyn-
AuthRequest resource) or autonomously via the SLDA
function 902 itself (e.g. via detection of a request that failed
checks on existing <accessControlPolicy> static privileges).
[0392] In step 2 of FIG. 40, the SLDA 902 locates appli-
cable <dynAuthPolicy> resources (if any) and evaluates the
dynAuthPolicy attribute to determine what rules have been
configured. In this example, the dynAuthPolicy attribute has
been configured with a rule specifying ‘Requires Security
Assessment’. This rule triggers the SLDA function 902 to
either perform local security assessment processing or con-
sult with a Security Function 4002 in the system to have it
perform security assessment processing on behalf of the
SLDA 902.

[0393] In step 3 of FIG. 40, the SL.DA function 902 forms
a consultation request message. The message is targeted to
the <consult> resource hosted by the Security Function
4002. The consultSubject is configured with the AE-ID or
CSE-ID of the requester for which security assessment
processing is being performed. The payload of the request is
configured with the security information of the requester
(IDs, credentials, type of interface security supported, plat-
form security supported, content security supported, etc. The
request can also be configured with any required security
assessment level defined by the policy.

[0394] In step 4 of FIG. 40, the Security Function 4002
assesses the requester’s security information against the
security requirements defined in the policy to determine
whether the requester meets the security assessment require-
ments. The Security Function 4002 then returns the result
back to the SLDA 902 via a consult response containing a
security assessment status.

[0395] Instep 5 of FIG. 40, the SLDA functionality checks
the security assessment results and factors this outcome into
its dynamic authorization decision making to determine
whether or not to grant or deny requester access privileges.
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[0396] It is understood that the entities performing the
steps illustrated in FIG. 40 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 40 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 40.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 40 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.

Service Layer Subscription Verification-Based Dynamic
Authorization

[0397] FIG. 41 shows the procedure for Service Layer
Subscription-based dynamic authorization.

[0398] In step 1 of FIG. 41, the SLDA function 902 is
triggered either by an explicit request (i.e. access to <dyn-
AuthRequest resource) or autonomously via the SLDA
function 902 itself (e.g. via detection of a request that failed
checks on existing <accessControlPolicy> static privileges).
[0399] In step 2 of FIG. 41, the SLDA 902 locates appli-
cable <dynAuthPolicy> resources (if any) and evaluates the
dynAuthPolicy attribute to determine what rules have been
configured. In this example, the dynAuthPolicy attribute has
been configured with a rule specitying ‘Requires Service
Subscription Verification’. This rule triggers the SLDA
function 902 to either perform local service subscription
verification processing or consult with a Subscription Veri-
fication Function 4102 in the system to have it perform this
verification on behalf of the SLDA 902.

[0400] In step 3 of FIG. 41, the SLDA function 902 forms
a consultation request message. The message is targeted to
the <consult> resource hosted by the Subscription Verifica-
tion Function 4102. The consultSubject is configured with
the AE-ID or CSE-ID of the requester for which the veri-
fication is being performed. The payload of the request is
configured with any service subscription information of the
requester that is available (e.g. service layer 1Ds) as well as
the service subscription policy rule defining requirements
such as the required service provider and/or service plan that
a requester must have to be granted access privileges.
[0401] In step 4 of FIG. 41, the Subscription Verification
Function 4102 assesses the subscription requirements
defined by the policy against the requester’s service sub-
scription to determine whether the requester meets the
requirements defined by the policy. The Subscription Veri-
fication Function 4102 then returns the result back to the
SLDA 902 via a consult response containing a verification
status and a list of requirements that have been met as well
as any that have not.

[0402] Instep 5 of FIG. 41, the SLDA functionality checks
the subscription verification results and factors this outcome
into its dynamic authorization decision making to determine
whether or not to grant or deny requester access privileges.
[0403] It is understood that the entities performing the
steps illustrated in FIG. 41 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
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able instructions) stored in a memory of, and executing on
a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 41 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 41.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 41 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.

Reputation-Based Service Layer Dynamic Authorization

[0404] FIG. 42 shows the procedure for Reputation-based
dynamic authorization.

[0405] In step 1 of FIG. 42, the SLDA function 902 is
triggered either by an explicit request (i.e. access to <dyn-
AuthRequest resource) or autonomously via the SLDA
function 902 itself (e.g. via detection of a request that failed
checks on existing <accessControlPolicy> static privileges).
[0406] In step 2 of FIG. 42, the SLDA 902 locates appli-
cable <dynAuthPolicy> resources (if any) and evaluates the
dynAuthPolicy attribute to determine what rules have been
configured. In this example, the dynAuthPolicy attribute has
been configured with a rule specifying ‘Required Reputation
Level” which defines a ranking or level that the requester’s
reputation must meet for it to be dynamically granted access
privileges. This rule triggers the SLDA function 902 to
either perform local reputation verification processing or
consult with a Reputation Verification Function 4202in the
system to have it perform this verification on behalf of the
SLDA 902.

[0407] In step 3 of FIG. 42, the SLDA function 902 forms
a consultation request message. The message is targeted to
the <consult> resource hosted by the Reputation Verification
Function. The consultSubject is configured with the AE-ID
or CSE-ID of the requester for which the verification is
being performed. The payload of the request is configured
with any reputation related information of the requester that
is available (e.g. service layer IDs) as well as the reputation
policy rule defining the minimum reputation level or ranking
required that a requester must have to be granted access
privileges.

[0408] In step 4 of FIG. 42, the Reputation Verification
Function 4202 assesses the reputation requirements defined
by the policy against the requester’s reputation to determine
whether the requester meets the requirements defined by the
policy. This can be done using methods such as interfacing
to social media outlets which often keep track of such
information. The Reputation Verification Function 4202
then returns the result back to the SLDA 902 via a consult
response containing a verification status and a reputation
level or ranking.

[0409] Instep 5 of FIG. 42, the SLDA functionality checks
the reputation results and factors this outcome into its
dynamic authorization decision making to determine
whether or not to grant or deny requester access privileges.
[0410] It is understood that the entities performing the
steps illustrated in FIG. 42 are logical entities that may be
implemented in the form of software (i.e., computer-execut-
able instructions) stored in a memory of, and executing on
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a processor of, a network node or computer system such as
those illustrated in FIG. 44C or FIG. 44D. That is, the
method(s) illustrated in FIG. 42 may be implemented in the
form of software (i.e., computer-executable instructions)
stored in a memory of a network node, such as the node or
computer system illustrated in FIG. 44C or FIG. 44D, which
computer executable instructions, when executed by a pro-
cessor of the node, perform the steps illustrated in FIG. 42.
It is also understood that any transmitting and receiving
steps illustrated in FIG. 42 may be performed by commu-
nication circuitry of the node under control of the processor
of the node and the computer-executable instructions (e.g.,
software) that it executes.

[0411] Interfaces, such as Graphical User Interfaces
(GUIs), can be used to assist user to control and/or configure
functionalities related to the service layer dynamic authori-
zation. FIG. 43 is a diagram that illustrates an interface 4302
that allows a user to Enable service layer dynamic authori-
zation; Select a service layer dynamic authorization period
that the dynamic authorization is stored as a static authori-
zation; and to Configure consultation servers or applications.
[0412] Interface 4302 can be used to define the specific
Dynamic Authorization Rules like the one in Table 1 of the
disclosure (see dynAuthRules). Interface 4302 can allow a
user to either check from a list of available rules or manually
enter in rules.

[0413] It is to be understood that interface 4302 can be
produced using displays such as those shown in FIGS.
44C-D described below.

Example M2M/IoT/WoT Communication System

[0414] The various techniques described herein may be
implemented in connection with hardware, firmware, soft-
ware or, where appropriate, combinations thereof. Such
hardware, firmware, and software may reside in apparatuses
located at various nodes of a communication network. The
apparatuses may operate singly or in combination with each
other to effect the methods described herein. As used herein,
the terms “apparatus,” “network apparatus,” “node,”
“device,” and “network node” may be used interchangeably.
[0415] The term service layer refers to a functional layer
within a network service architecture. Service layers are
typically situated above the application protocol layer such
as HTTP, CoAP or MQTT and provide value added services
to client applications. The service layer also provides an
interface to core networks at a lower resource layer, such as
for example, a control layer and transport/access layer. The
service layer supports multiple categories of (service) capa-
bilities or functionalities including a-service definition, ser-
vice runtime enablement, policy management, access con-
trol, and service clustering. Recently, several industry
standards bodies, e.g., oneM2M, have been developing
M2M service layers to address the challenges associated
with the integration of M2M types of devices and applica-
tions into deployments such as the Internet/Web, cellular,
enterprise, and home networks. A M2M service layer can
provide applications and/or various devices with access to a
collection of or a set of the above mentioned capabilities or
functionalities, supported by the service layer, which can be
referred to as a CSE or SCL. A few examples include but are
not limited to security, charging, data management, device
management, discovery, provisioning, and connectivity
management which can be commonly used by various
applications. These capabilities or functionalities are made
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available to such various applications via APIs which make
use of message formats, resource structures and resource
representations defined by the M2M service layer. The CSE
or SCL is a functional entity that may be implemented by
hardware and/or software and that provides (service) capa-
bilities or functionalities exposed to various applications
and/or devices (i.e., functional interfaces between such
functional entities) in order for them to use such capabilities
or functionalities.

[0416] FIG. 44A is a diagram of an example machine-to
machine (M2M), Internet of Things (IoT), or Web of Things
(WoT) communication system 10 in which one or more
disclosed embodiments may be implemented. Generally,
M2M technologies provide building blocks for the IoT/WoT,
and any M2M device, M2M gateway, M2M server, or M2M
service platform may be a component or node of the
IoT/WoT as well as an loT/WoT service layer, etc. Com-
munication system 10 can be used to implement function-
ality of the disclosed embodiments and can include func-
tionality and logical entities such as service layer 102, Apps
204 and 202, SLDA 902, SLDA-PA 904, SLDA-PI 906,
SLDA-PD 908, SLDA-PE 910, SLSA 1402, SLSA-PA
1404, SLSA-PD 1406, SLSA-PI 1412, SLSA-PE 1410,
SL-PCF 1408, entities 1502 1602 3402, 3404, 3502, 3504,
3506, 3602, 3604,3606 Policy Server 1504, RHF 1604,
client 1702, DAEF 1802 and DAEF-Payment, DGF 2102
MAF 2302, MEF 2304, Authorization Function 3702, Pay-
ment Function 3802, Barter Function 3902, Security Func-
tion 4002, Service Layer Subscription Verification Function
4102, Reputation Verification Function 4202 as well as
logical entities to store and operate on the disclosed
resources and logical entities to produce interfaces, such as
interface 4302.

[0417] As shown in FIG. 44A, the M2M/IoT/WoT com-
munication system 10 includes a communication network
12. The communication network 12 may be a fixed network
(e.g., Ethernet, Fiber, ISDN, PLC, or the like) or a wireless
network (e.g., WLAN, cellular, or the like) or a network of
heterogeneous networks. For example, the communication
network 12 may be comprised of multiple access networks
that provide content such as voice, data, video, messaging,
broadcast, or the like to multiple users. For example, the
communication network 12 may employ one or more chan-
nel access methods, such as code division multiple access
(CDMA), time division multiple access (IDMA), frequency
division multiple access (FDMA), orthogonal FDMA
(OFDMA), single-carrier FDMA (SC-FDMA), and the like.
Further, the communication network 12 may comprise other
networks such as a core network, the Internet, a sensor
network, an industrial control network, a personal area
network, a fused personal network, a satellite network, a
home network, or an enterprise network for example.

[0418] As shown in FIG. 44A, the M2M/IoT/WoT com-
munication system 10 may include the Infrastructure
Domain and the Field Domain. The Infrastructure Domain
refers to the network side of the end-to-end M2M deploy-
ment, and the Field Domain refers to the area networks,
usually behind an M2M gateway. The Field Domain and
Infrastructure Domain may both comprise a variety of
different network nodes (e.g., servers, gateways, device, and
the like). For example, the Field Domain may include M2M
gateways 14 and terminal devices 18. It will be appreciated
that any number of M2M gateway devices 14 and M2M
terminal devices 18 may be included in the M2M/IoT/WoT
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communication system 10 as desired. Each of the M2M
gateway devices 14 and M2M terminal devices 18 are
configured to transmit and receive signals, using communi-
cations circuitry, via the communication network 12 or
direct radio link. A M2M gateway 14 allows wireless M2M
devices (e.g. cellular and non-cellular) as well as fixed
network M2M devices (e.g., PLC) to communicate either
through operator networks, such as the communication
network 12 or direct radio link. For example, the M2M
terminal devices 18 may collect data and send the data, via
the communication network 12 or direct radio link, to an
M2M application 20 or other M2M devices 18. The M2M
terminal devices 18 may also receive data from the M2M
application 20 or an M2M terminal device 18. Further, data
and signals may be sent to and received from the M2M
application 20 via an M2M service layer 22, as described
below. M2M terminal devices 18 and gateways 14 may
communicate via various networks including, cellular,
WLAN, WPAN (e.g., Zigbee, 6LoWPAN, Bluetooth), direct
radio link, and wireline for example.

[0419] Exemplary M2M terminal devices 18 include, but
are not limited to, tablets, smart phones, medical devices,
temperature and weather monitors, connected cars, smart
meters, game consoles, personal digital assistants, health
and fitness monitors, lights, thermostats, appliances, garage
doors and other actuator-based devices, security devices,
and smart outlets.

[0420] Referring to FIG. 44B, the illustrated M2M service
layer 22 in the field domain provides services for the M2M
application 20, M2M gateway devices 14, and M2M termi-
nal devices 18 and the communication network 12. Com-
munication network 12 can be used to implement function-
ality of the disclosed embodiments and can include
functionality and logical entities such as service layer 102,
Apps 204 and 202, SLDA 902, SLDA-PA 904, SLDA-PI
906, SLDA-PD 908, SLDA-PE 910, SLSA 1402, SLSA-PA
1404, SLSA-PD 1406, SLSA-PI 1412, SLSA-PE 1410,
SL-PCF 1408, entities 1502 1602 3402, 3404, 3502, 3504,
3506, 3602, 3604,3606 Policy Server 1504, RHF 1604,
client 1702, DAEF 1802 and DAEF-Payment, DGF 2102
MAF 2302, MEF 2304, Authorization Function 3702, Pay-
ment Function 3802, Barter Function 3902, Security Func-
tion 4002, Service Layer Subscription Verification Function
4102, Reputation Verification Function 4202 as well as
logical entities to store and operate on the disclosed
resources and logical entities to produce interfaces, such as
interface 4302. The M2M service layer 22 may be imple-
mented by one or more servers, computers, devices, virtual
machines (e.g. cloud/storage farms, etc.) or the like, includ-
ing for example the devices illustrated in FIGS. 44C and
44D described below. It will be understood that the M2M
service layer 22 may communicate with any number of
M2M applications, M2M gateways 14, M2M terminal
devices 18, and communication networks 12 as desired. The
M2M service layer 22 may be implemented by one or more
nodes of the network, which may comprises servers, com-
puters, devices, or the like. The M2M service layer 22
provides service capabilities that apply to M2M terminal
devices 18, M2M gateways 14, and M2M applications 20.
The functions of the M2M service layer 22 may be imple-
mented in a variety of ways, for example as a web server, in
the cellular core network, in the cloud, etc.

[0421] Similar to the illustrated M2M service layer 22,
there is the M2M service layer 22' in the Infrastructure
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Domain. M2M service layer 22' provides services for the
M2M application 20' and the underlying communication
network 12 in the infrastructure domain. M2M service layer
22" also provides services for the M2M gateways 14 and
M2M terminal devices 18 in the field domain. It will be
understood that the M2M service layer 22' may communi-
cate with any number of M2M applications, M2M gateways
and M2M devices. The M2M service layer 22' may interact
with a service layer by a different service provider. The
M2M service layer 22' by one or more nodes of the network,
which may comprises servers, computers, devices, virtual
machines (e.g., cloud computing/storage farms, etc.) or the
like.

[0422] Referring also to FIG. 44B, the M2M service layers
22 and 22' provide a core set of service delivery capabilities
that diverse applications and verticals can leverage. These
service capabilities enable M2M applications 20 and 20' to
interact with devices and perform functions such as data
collection, data analysis, device management, security, bill-
ing, service/device discovery etc. Essentially, these service
capabilities free the applications of the burden of imple-
menting these functionalities, thus simplifying application
development and reducing cost and time to market. The
service layers 22 and 22' also enable M2M applications 20
and 20' to communicate through networks 12 in connection
with the services that the service layers 22 and 22' provide.

[0423] The methods of the present application may be
implemented as part of a service layer 22 and 22'. The
service layer 22 and 22' is a software middleware layer that
supports value-added service capabilities through a set of
Application Programming Interfaces (APIs) and underlying
networking interfaces. Both ETSI M2M and oneM2M use a
service layer that may contain the connection methods of the
present application. ETSI M2M’s service layer is referred to
as the Service Capability Layer (SCL). The SCL may be
implemented within an M2M device (where it is referred to
as a device SCL (DSCL)), a gateway (where it is referred to
as a gateway SCL (GSCL)) and/or a network node (where it
is referred to as a network SCL (NSCL)). The oneM2M
service layer supports a set of Common Service Functions
(CSFs) (i.e. service capabilities). An instantiation of a set of
one or more particular types of CSFs is referred to as a
Common Services Entity (CSE) which can be hosted on
different types of network nodes (e.g. infrastructure node,
middle node, application-specific node). Further, connection
methods of the present application can implemented as part
of an M2M network that uses a Service Oriented Architec-
ture (SOA) and/or a resource-oriented architecture (ROA) to
access services such as the connection methods of the
present application.

[0424] In some embodiments, M2M applications 20 and
20" may be used in conjunction with the disclosed systems
and methods. The M2M applications 20 and 20' may include
the applications that interact with the UE or gateway and
may also be used in conjunction with other disclosed sys-
tems and methods.

[0425] In one embodiment, the logical entities such as
service layer 102, Apps 204 and 202, SLDA 902, SLDA-PA
904, SLDA-PI 906, SLDA-PD 908, SLDA-PE 910, SLSA
1402, SLSA-PA 1404, SLSA-PD 1406, SLSA-PI 1412,
SLSA-PE 1410, SL-PCF 1408, entities 1502 1602 3402,
3404, 3502, 3504, 3506, 3602, 3604,3606 Policy Server
1504, RHF 1604, client 1702, DAEF 1802 and DAEF-
Payment, DGF 2102 MAF 2302, MEF 2304, Authorization
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Function 3702, Payment Function 3802, Barter Function
3902, Security Function 4002, Service Layer Subscription
Verification Function 4102, Reputation Verification Func-
tion 4202 as well as logical entities to store and operate on
the disclosed resources and logical entities to produce inter-
faces, such as interface 4302 may be hosted within a M2M
service layer instance hosted by an M2M node, such as an
M2M server, M2M gateway, or M2M device, as shown in
FIG. 44B. For example, the logical entities such as service
layer 102, Apps 204 and 202, SLDA 902, SLDA-PA 904,
SLDA-PI 906, SLDA-PD 908, SLDA-PE 910, SLSA 1402,
SLSA-PA 1404, SLSA-PD 1406, SLSA-PI 1412, SLSA-PE
1410, SL-PCF 1408, entities 1502 1602 3402, 3404, 3502,
3504, 3506, 3602, 3604,3606 Policy Server 1504, RHF
1604, client 1702, DAEF 1802 and DAEF-Payment, DGF
2102 MAF 2302, MEF 2304, Authorization Function 3702,
Payment Function 3802, Barter Function 3902, Security
Function 4002, Service Layer Subscription Verification
Function 4102, Reputation Verification Function 4202 as
well as logical entities to store and operate on the disclosed
resources and logical entities to produce interfaces, such as
interface 4302 may comprise an individual service capabil-
ity within the M2M service layer instance or as a sub-
function within an existing service capability.

[0426] The M2M applications 20 and 20' may include
applications in various industries such as, without limitation,
transportation, health and wellness, connected home, energy
management, asset tracking, and security and surveillance.
As mentioned above, the M2M service layer, running across
the devices, gateways, servers and other nodes of the system,
supports functions such as, for example, data collection,
device management, security, billing, location tracking/
geofencing, device/service discovery, and legacy systems
integration, and provides these functions as services to the
M2M applications 20 and 20'.

[0427] Generally, the service layers 22 and 22' define a
software middleware layer that supports value-added service
capabilities through a set of Application Programming Inter-
faces (APIs) and underlying networking interfaces. Both the
ETSI M2M and oneM2M architectures define a service
layer. ETSI M2M’s service layer is referred to as the Service
Capability Layer (SCL). The SCL may be implemented in a
variety of different nodes of the ETSI M2M architecture. For
example, an instance of the service layer may be imple-
mented within an M2M device (where it is referred to as a
device SCL (DSCL)), a gateway (where it is referred to as
a gateway SCL (GSCL)) and/or a network node (where it is
referred to as a network SCL (NSCL)). The oneM2M service
layer supports a set of Common Service Functions (CSFs)
(i.e., service capabilities). An instantiation of a set of one or
more particular types of CSFs is referred to as a Common
Services Entity (CSE) which can be hosted on different types
of network nodes (e.g. infrastructure node, middle node,
application-specific node). The Third Generation Partner-
ship Project (3GPP) has also defined an architecture for
machine-type communications (MTC). In that architecture,
the service layer, and the service capabilities it provides, are
implemented as part of a Service Capability Server (SCS).
Whether embodied in a DSCL, GSCL, or NSCL of the ETSI
M2M architecture, in a Service Capability Server (SCS) of
the 3GPP MTC architecture, in a CSF or CSE of the
oneM2M architecture, or in some other node of a network,
an instance of the service layer may be implemented as a
logical entity (e.g., software, computer-executable instruc-
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tions, and the like) executing either on one or more stand-
alone nodes in the network, including servers, computers,
and other computing devices or nodes, or as part of one or
more existing nodes. As an example, an instance of a service
layer or component thereof may be implemented in the form
of software running on a network node (e.g., server, com-
puter, gateway, device or the like) having the general archi-
tecture illustrated in FIG. 44C or FIG. 44D described below.

[0428] Further, logical entities such as service layer 102,
Apps 204 and 202, SLDA 902, SLDA-PA 904, SLDA-PI
906, SLDA-PD 908, SLDA-PE 910, SLSA 1402, SLSA-PA
1404, SLSA-PD 1406, SLSA-PI 1412, SLSA-PE 1410,
SL-PCF 1408, entities 1502 1602 3402, 3404, 3502, 3504,
3506, 3602, 3604,3606 Policy Server 1504, RHF 1604,
client 1702, DAEF 1802 and DAEF-Payment, DGF 2102
MAF 2302, MEF 2304, Authorization Function 3702, Pay-
ment Function 3802, Barter Function 3902, Security Func-
tion 4002, Service Layer Subscription Verification Function
4102, Reputation Verification Function 4202 as well as
logical entities to store and operate on the disclosed
resources and logical entities to produce interfaces, such as
interface 4302 can implemented as part of an M2M network
that uses a Service Oriented Architecture (SOA) and/or a
Resource-Oriented Architecture (ROA) to access services of
the present application.

[0429] FIG. 44C is a block diagram of an example hard-
ware/software architecture of a M2M network node 30, such
as an M2M device 18, an M2M gateway 14, an M2M server,
or the like. The node 30 can execute or include logical
entities such as service layer 102, Apps 204 and 202, SLDA
902, SLDA-PA 904, SLDA-PI 906, SLDA-PD 908, SLDA-
PE 910, SLSA 1402, SLSA-PA 1404, SLSA-PD 1406,
SLSA-PI11412, SLSA-PE 1410, SL-PCF 1408, entities 1502
1602 3402, 3404, 3502, 3504, 3506, 3602, 3604,3606 Policy
Server 1504, RHF 1604, client 1702, DAEF 1802 and
DAEF-Payment, DGF 2102 MAF 2302, MEF 2304, Autho-
rization Function 3702, Payment Function 3802, Barter
Function 3902, Security Function 4002, Service Layer Sub-
scription Verification Function 4102, Reputation Verification
Function 4202 as well as logical entities to store and operate
on the disclosed resources and logical entities to produce
interfaces, such as interface 4302. The device 30 can be part
of an M2M network as shown in FIG. 44A-B or part of a
non-M2M network. As shown in FIG. 44C, the M2M node
30 may include a processor 32, non-removable memory 44,
removable memory 46, a speaker/microphone 38, a keypad
40, a display, touchpad, and/or indicators 42, a power source
48, a global positioning system (GPS) chipset 50, and other
peripherals 52. The node 30 may also include communica-
tion circuitry, such as a transceiver 34 and a transmit/receive
element 36. It will be appreciated that the M2M node 30 may
include any sub-combination of the foregoing elements
while remaining consistent with an embodiment. This node
may be a node that implements the SMSF functionality
described herein.

[0430] The processor 32 may be a general purpose pro-
cessor, a special purpose processor, a conventional proces-
sor, a digital signal processor (DSP), a plurality of micro-
processors, one or more Microprocessors in association with
a DSP core, a controller, a microcontroller, Application
Specific Integrated Circuits (ASICs), Field Programmable
Gate Array (FPGAs) circuits, any other type of integrated
circuit (IC), a state machine, and the like. In general, the
processor 32 may execute computer-executable instructions
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stored in the memory (e.g., memory 44 and/or memory 46)
of the node in order to perform the various required func-
tions of the node. For example, the processor 32 may
perform signal coding, data processing, power control,
input/output processing, and/or any other functionality that
enables the M2M node 30 to operate in a wireless or wired
environment. The processor 32 may run application-layer
programs (e.g., browsers) and/or radio access-layer (RAN)
programs and/or other communications programs. The pro-
cessor 32 may also perform security operations such as
authentication, security key agreement, and/or crypto-
graphic operations, such as at the access-layer and/or appli-
cation layer for example.

[0431] As shown in FIG. 44C, the processor 32 is coupled
to its communication circuitry (e.g., transceiver 34 and
transmit/receive element 36). The processor 32, through the
execution of computer executable instructions, may control
the communication circuitry in order to cause the node 30 to
communicate with other nodes via the network to which it
is connected. In particular, the processor 32 may control the
communication circuitry in order to perform the transmitting
and receiving steps described herein and in the claims.
While FIG. 44C depicts the processor 32 and the transceiver
34 as separate components, it will be appreciated that the
processor 32 and the transceiver 34 may be integrated
together in an electronic package or chip.

[0432] The transmit/receive element 36 may be configured
to transmit signals to, or receive signals from, other M2M
nodes, including M2M servers, gateways, device, and the
like. For example, in an embodiment, the transmit/receive
element 36 may be an antenna configured to transmit and/or
receive RF signals. The transmit/receive element 36 may
support various networks and air interfaces, such as WLAN,
WPAN, cellular, and the like. In an embodiment, the trans-
mit/receive element 36 may be an emitter/detector config-
ured to transmit and/or receive IR, UV, or visible light
signals, for example. In yet another embodiment, the trans-
mit/receive element 36 may be configured to transmit and
receive both RF and light signals. It will be appreciated that
the transmit/receive element 36 may be configured to trans-
mit and/or receive any combination of wireless or wired
signals.

[0433] In addition, although the transmit/receive element
36 is depicted in FIG. 44C as a single element, the M2M
node 30 may include any number of transmit/receive ele-
ments 36. More specifically, the M2M node 30 may employ
MIMO technology. Thus, in an embodiment, the M2M node
30 may include two or more transmit/receive elements 36
(e.g., multiple antennas) for transmitting and receiving wire-
less signals.

[0434] The transceiver 34 may be configured to modulate
the signals that are to be transmitted by the transmit/receive
element 36 and to demodulate the signals that are received
by the transmit/receive element 36. As noted above, the
M2M node 30 may have multi-mode capabilities. Thus, the
transceiver 34 may include multiple transceivers for
enabling the M2M node 30 to communicate via multiple
RATs, such as UTRA and IEEE 802.11, for example.
[0435] The processor 32 may access information from,
and store data in, any type of suitable memory, such as the
non-removable memory 44 and/or the removable memory
46. For example, the processor 32 may store session context
in its memory, as described above. The non-removable
memory 44 may include random-access memory (RAM),
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read-only memory (ROM), a hard disk, or any other type of
memory storage device. The removable memory 46 may
include a subscriber identity module (SIM) card, a memory
stick, a secure digital (SD) memory card, and the like. In
other embodiments, the processor 32 may access informa-
tion from, and store data in, memory that is not physically
located on the M2M node 30, such as on a server or a home
computer. The processor 32 may be configured to control
lighting patterns, images, or colors on the display or indi-
cators 42 to reflect the status of an M2M service layer
session migration or sharing or to obtain input from a user
or display information to a user about the node’s session
migration or sharing capabilities or settings. In another
example, the display may show information with regard to
a session state. The current disclosure defines a RESTful
user/application API in the oneM2M embodiment. A graphi-
cal user interface, which may be shown on the display, may
be layered on top of the API to allow a user to interactively
establish and manage an E2E session, or the migration or
sharing thereof, via the underlying service layer session
functionality described herein.

[0436] The processor 32 may receive power from the
power source 48, and may be configured to distribute and/or
control the power to the other components in the M2M node
30. The power source 48 may be any suitable device for
powering the M2M node 30. For example, the power source
48 may include one or more dry cell batteries (e.g., nickel-
cadmium (NiCd), nickel-zinc (NiZn), nickel metal hydride
(NiMH), lithium-ion (Li-ion), etc.), solar cells, fuel cells,
and the like.

[0437] The processor 32 may also be coupled to the GPS
chipset 50, which is configured to provide location infor-
mation (e.g., longitude and latitude) regarding the current
location of the M2M node 30. It will be appreciated that the
M2M node 30 may acquire location information by way of
any suitable location-determination method while remaining
consistent with an embodiment.

[0438] The processor 32 may further be coupled to other
peripherals 52, which may include one or more software
and/or hardware modules that provide additional features,
functionality and/or wired or wireless connectivity. For
example, the peripherals 52 may include various sensors
such as an accelerometer, biometrics (e.g., figure print)
sensors, an e-compass, a satellite transceiver, a digital cam-
era (for photographs or video), a universal serial bus (USB)
port or other interconnect interfaces, a vibration device, a
television transceiver, a hands free headset, a Bluetooth®
module, a frequency modulated (FM) radio unit, a digital
music player, a media player, a video game player module,
an Internet browser, and the like.

[0439] The node 30 may be embodied in other apparatuses
or devices, such as a sensor, consumer electronics, a wear-
able device such as a smart watch or smart clothing, a
medical or eHealth device, a robot, industrial equipment, a
drone, a vehicle such as a car, truck, train, or airplane. The
node 30 may connect to other components, modules, or
systems of such apparatuses or devices via one or more
interconnect interfaces, such as an interconnect interface
that may comprise one of the peripherals 52. Alternately, the
node 30 may comprise apparatuses or devices, such as a
sensor, consumer electronics, a wearable device such as a
smart watch or smart clothing, a medical or eHealth device,
a robot, industrial equipment, a drone, a vehicle such as a
car, truck, train, or airplane.
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[0440] FIG. 44D is a block diagram of an exemplary
computing system 90 which may also be used to implement
one or more nodes of an M2M network, such as an M2M
server, gateway, device, or other node. Computing system 90
may comprise a computer or server and may be controlled
primarily by computer readable instructions, which may be
in the form of software, wherever, or by whatever means
such software is stored or accessed. Computing system 90
can execute or include logical entities such as service layer
102, Apps 204 and 202, SLDA 902, SLDA-PA 904, SLDA-
PI1 906, SLDA-PD 908, SLDA-PE 910, SLSA 1402, SLSA-
PA 1404, SLSA-PD 1406, SLSA-PI 1412, SLSA-PE 1410,
SL-PCF 1408, entities 1502 1602 3402, 3404, 3502, 3504,
3506, 3602, 3604,3606 Policy Server 1504, RHF 1604,
client 1702, DAEF 1802 and DAEF-Payment, DGF 2102
MAF 2302, MEF 2304, Authorization Function 3702, Pay-
ment Function 3802, Barter Function 3902, Security Func-
tion 4002, Service Layer Subscription Verification Function
4102, Reputation Verification Function 4202 as well as
logical entities to store and operate on the disclosed
resources and logical entities to produce interfaces, such as
interface 4302. Computing system 90 can be an M2M
device, user equipment, gateway, UE/GW or any other
nodes including nodes of the mobile care network, service
layer network application provider, terminal device 18 or an
M2M gateway device 14 for example. Such computer read-
able instructions may be executed within a processor, such
as central processing unit (CPU) 91, to cause computing
system 90 to do work. In many known workstations, servers,
and personal computers, central processing unit 91 is imple-
mented by a single-chip CPU called a microprocessor. In
other machines, the central processing unit 91 may comprise
multiple processors. Coprocessor 81 is an optional proces-
sor, distinct from main CPU 91, that performs additional
functions or assists CPU 91. CPU 91 and/or coprocessor 81
may receive, generate, and process data related to the
disclosed systems and methods for E2E M2M service layer
sessions, such as receiving session credentials or authenti-
cating based on session credentials.

[0441] In operation, CPU 91 fetches, decodes, and
executes instructions, and transfers information to and from
other resources via the computer’s main data-transfer path,
system bus 80. Such a system bus connects the components
in computing system 90 and defines the medium for data
exchange. System bus 80 typically includes data lines for
sending data, address lines for sending addresses, and con-
trol lines for sending interrupts and for operating the system
bus. An example of such a system bus 80 is the PCI
(Peripheral Component Interconnect) bus.

[0442] Memories coupled to system bus 80 include ran-
dom access memory (RAM) 82 and read only memory
(ROM) 93. Such memories include circuitry that allows
information to be stored and retrieved. ROMs 93 generally
contain stored data that cannot easily be modified. Data
stored in RAM 82 can be read or changed by CPU 91 or
other hardware devices. Access to RAM 82 and/or ROM 93
may be controlled by memory controller 92. Memory con-
troller 92 may provide an address translation function that
translates virtual addresses into physical addresses as
instructions are executed. Memory controller 92 may also
provide a memory protection function that isolates processes
within the system and isolates system processes from user
processes. Thus, a program running in a first mode can
access only memory mapped by its own process virtual
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address space; it cannot access memory within another
process’s virtual address space unless memory sharing
between the processes has been set up.

[0443] In addition, computing system 90 may contain
peripherals controller 83 responsible for communicating
instructions from CPU 91 to peripherals, such as printer 94,
keyboard 84, mouse 95, and disk drive 85.

[0444] Display 86, which is controlled by display control-
ler 96, is used to display visual output generated by com-
puting system 90. Such visual output may include text,
graphics, animated graphics, and video. Display 86 may be
implemented with a CRT-based video display, an LCD-
based flat-panel display, gas plasma-based flat-panel display,
or a touch-panel. Display controller 96 includes electronic
components required to generate a video signal that is sent
to display 86.

[0445] Further, computing system 90 may contain com-
munication circuitry, such as for example a network adaptor
97, that may be used to connect computing system 90 to an
external communications network, such as network 12 of
FIG. 44 A and FIG. 44B, to enable the computing system 90
to communicate with other nodes of the network.

[0446] User equipment (UE) can be any device used by an
end-user to communicate. It can be a hand-held telephone,
a laptop computer equipped with a mobile broadband
adapter, or any other device. For example, the UE can be
implemented as the M2M terminal device 18 of FIG. 44 A-B
or the device 30 of FIG. 44 C.

[0447] It is understood that any or all of the systems,
methods, and processes described herein may be embodied
in the form of computer executable instructions (i.e., pro-
gram code) stored on a computer-readable storage medium
which instructions, when executed by a machine, such as a
node of an M2M network, including for example an M2M
server, gateway, device or the like, perform and/or imple-
ment the systems, methods and processes described herein.
Specifically, any of the steps, operations or functions
described above, including the operations of the gateway,
UE, UE/GW, or any of the nodes of the mobile core network,
service layer or network application provider, may be imple-
mented in the form of such computer executable instruc-
tions. Logical entities such as service layer 102, Apps 204
and 202, SLDA 902, SLDA-PA 904, SLDA-PI 906, SLDA-
PD 908, SLDA-PE 910, SLSA 1402, SLSA-PA 1404,
SLSA-PD 1406, SLSA-PI 1412, SLSA-PE 1410, SL-PCF
1408, entities 1502 1602 3402, 3404, 3502, 3504, 3506,
3602, 3604,3606 Policy Server 1504, RHF 1604, client
1702, DAEF 1802 and DAEF-Payment, DGF 2102 MAF
2302, MEF 2304, Authorization Function 3702, Payment
Function 3802, Barter Function 3902, Security Function
4002, Service Layer Subscription Verification Function
4102, Reputation Verification Function 4202 as well as
logical entities to store and operate on the disclosed
resources and logical entities to produce interfaces, such as
interface 4302 may be embodied in the form of the computer
executable instructions stored on a computer-readable stor-
age medium. Computer readable storage media include both
volatile and nonvolatile, removable and non-removable
media implemented in any non-transitory (i.e., tangible or
physical) method or technology for storage of information,
but such computer readable storage media do not includes
signals. Computer readable storage media include, but are
not limited to, RAM, ROM, EEPROM, flash memory or
other memory technology, CD-ROM, digital versatile disks
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(DVD) or other optical disk storage, magnetic cassettes,
magnetic tape, magnetic disk storage or other magnetic
storage devices, or any other tangible or physical medium
which can be used to store the desired information and
which can be accessed by a computer.

[0448] In describing preferred embodiments of the subject
matter of the present disclosure, as illustrated in the Figures,
specific terminology is employed for the sake of clarity. The
claimed subject matter, however, is not intended to be
limited to the specific terminology so selected, and it is to be
understood that each specific element includes all technical
equivalents that operate in a similar manner to accomplish a
similar purpose.

[0449] This written description uses examples to disclose
the invention, including the best mode, and also to enable
any person skilled in the art to practice the invention,
including making and using any devices or systems and
performing any incorporated methods. The patentable scope
of the invention is defined by the claims, and may include
other examples that occur to those skilled in the art. Such
other examples are intended to be within the scope of the
claims if they have elements that do not differ from the
literal language of the claims, or if they include equivalent
elements with insubstantial differences from the literal lan-
guage of the claims.

What is claimed:

1. An apparatus comprising a processor and a memory, the
apparatus further including computer-executable instruc-
tions stored in the memory of the apparatus which, when
executed by the processor of the apparatus, cause the appa-
ratus to:

receive a request at a service layer at the apparatus;

at the service layer, determine whether an originator of the

request has the proper static privileges to access a
targeted resource; and

if the originator of the request does not have the proper

static privileges to access the targeted resource, evalu-
ate the request using dynamic authorization and allow
or reject the request based on the dynamic authoriza-
tion.

2. The apparatus of claim 1, wherein the apparatus con-
sults with a consulting entity to evaluate the request using
dynamic authorization.

3. The apparatus of claim 2, wherein the service layer is
configured with a policy that includes contact information
for the consulting entity.

4. The apparatus of claim 2, wherein the consulting entity
sends a list of granted privileges and a lifetime associated
with the granted privileges in a response to the service layer.

5. The apparatus of claim 4, wherein the apparatus
updates static policies by adding a requestor as specified in
the list of granted privileges.
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6. The apparatus of claim 5, wherein the requestor is
temporarily added to the static policies

7. The apparatus of claim 1, wherein the apparatus
receives dynamic authorization policies.

8. The apparatus of claim 1, wherein the apparatus does
the dynamic authorization after receiving an indication that
a requester has made a payment.

9. The apparatus of claim 1, wherein the apparatus does
the dynamic authorization after receiving an indication that
a requester has fulfilled barter conditions.

10. The apparatus of claim 1, wherein the apparatus uses
reputation information about a requester in the authenticated
using reputation information in the dynamic authorization.

11. A method for use by an apparatus, wherein the
apparatus comprises a processor and memory, and wherein
the apparatuses further includes computer-executable
instructions stored in the memory which, when executed by
the processor, perform functions of a method comprising:

receiving a request at a service layer at the apparatus;

at the service layer, determining whether an originator of
the request has the proper static privileges to access a
targeted resource; and

if the originator of the request does not have the proper

static privileges to access the targeted resource, evalu-
ating the request using dynamic authorization and
allowing or rejecting the request based on the dynamic
authorization.

12. The method of claim 11, wherein the apparatus
consults with a consulting entity to evaluate the request
using dynamic authorization.

13. The method of claim 12, wherein the service layer is
configured with a policy that includes contact information
for the consulting entity.

14. The method of claim 12, wherein the consulting entity
sends a list of granted privileges and a lifetime associated
with the granted privileges in a response to the service layer.

15. The method of claim 14, wherein the apparatus
updates static policies by adding a requestor as specified in
the list of granted privileges.

16. The method of claim 15, wherein the requestor is
temporarily added to the static policies

17. The method of claim 11, wherein the apparatus
receives dynamic authorization policies.

18. The method of claim 11, wherein the apparatus does
the dynamic authorization after receiving an indication that
a requester has made a payment.

19. The method of claim 11, wherein the apparatus does
the dynamic authorization after receiving an indication that
a requester has fulfilled barter conditions.

20. The method of claim 11, wherein the apparatus uses
reputation information about a requester in the authenticated
using reputation information in the dynamic authorization.
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