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Description
BACKGROUND

[0001] Patients may be monitored by a host of medical
devices from simple scales providing patient weight in-
formation to sophisticated electrocardiographs ("EKG")
detecting life threatening arrhythmias. These devices
generally digitize some aspect of the patient’s physiolo-
gy, converting it into data that can be transmitted to a
destination through a wireless communication network.
The air interface protocols used in these wireless com-
munication networks are generally short range air inter-
faces (e.g., Wi-Fi®, Bluetooth®, Bluetooth Low Energy®
connections) or cellular/wide area air interfaces (e.g.,
GSM, CDMA2000, EVDO, GRPS/EDGE, LTE, LTE Ad-
vance connections). US 2009/058635A1 relates to meth-
ods for transporting medical information over a wireless
network.

[0002] While current air interfaces may enable data to
be transmitted, the current air interface protocols were
not developed to provide the safety and effectiveness
assurances required of medical devices and systems by
health regulatory authorities, such as the US Food and
Drug Administration (FDA), European Commission Di-
rectorate General for Health and Consumers, etc., when
handling medical data. Thus, current communication de-
vices using current air interface protocols enable medical
devices to transmit medical data wirelessly via air inter-
faces, but do not ensure the air interfaces used for such
communications meet robustness, safety, and effective-
ness requirements set by health regulatory authorities,
such as the FDA or European Commission Directorate
General for Health and Consumers.

SUMMARY

[0003] Itis an object of the invention to provide a meth-
od for establishing a medical data network with a classi-
fication level after receiving a medical data network trig-
ger and for sending an indication to another connected
device being not part of the medical data network, indi-
cating not to send data while the medical data network
is established according to independent claim 1. It is a
further object of the invention to provide a corresponding
device according to independent claim 11, a correspond-
ing non-transitory processor readable medium according
to independent claim 12 and a corresponding system ac-
cording toindependent claim 13. Preferred embodiments
are described in the dependent claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The accompanying drawings, which are incor-
porated herein and constitute part of this specification,
illustrate exemplary embodiments of the invention, and
together with the general description given above and
the detailed description given below, serve to explain the
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features of the invention.

FIG. 1 is a communication system block diagram of
a network suitable for use with the various embodi-
ments.

FIG. 2A is a component block diagram illustrating a
wireless medical device according to an embodi-
ment.

FIG. 2B is a component block diagram illustrating
another wireless medical device according to an em-
bodiment.

FIG. 2C is a component block diagram illustrating a
mobile device according to an embodiment.

FIG. 2D is a component block diagram illustrating a
base station according to an embodiment.

FIG. 3 is a system architecture diagram illustrating
example protocol layer stacks that may be imple-
mented by the devices of FIGs. 2A-2D.

FIG. 4 is a data structure diagram illustrating exam-
ple fields of a medical data network classification ta-
ble.

FIGs. 5A and 5B are process flow diagrams illustrat-
ing an embodiment method for originating a medical
data network.

FIGs. 6A, 6B, and 6C are process flow diagrams
illustrating an embodiment method for establishing
a medical data network.

FIG. 7 is a process flow diagram illustrating an em-
bodiment method for selecting a fastest air interface
meeting classification level requirements.

FIGs. 8A, 8B, 8C, 8D, 8E, 8F, and 8G are commu-
nication flow diagrams illustrating example interac-
tions between devices with medical communication
abstraction layers to establish a medical data net-
work according to an embodiment.

FIG. 9 is a process flow diagram illustrating an em-
bodiment method for sending an indication of a med-
ical data network and classification level to other con-
nected devices.

FIG. 10A is a process flow diagram illustrating an
embodiment method for taking a deference action
associated with a medical device classification level.

FIG. 10B is a process flow diagram illustrating an
embodiment method for prioritizing resources in es-
tablishing medical data networks.
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FIG. 11 is a process flow diagram illustrating an em-
bodiment method for changing a classification level
of a medical data network according to an embodi-
ment.

FIGs. 12A and 12B are communication flow dia-
grams illustrating example interactions between de-
vices with medical communication abstraction layers
to change a classification level of an established
medical data network.

FIG. 13 is a data flow diagram of various inputs for
determining whether a trigger condition exists ac-
cording to an embodiment.

FIG. 14 is a component diagram of an example mo-
bile device suitable for use with the various embod-
iments.

DETAILED DESCRIPTION

[0005] The various embodiments will be described in
detail with reference to the accompanying drawings.
Wherever possible, the same reference numbers will be
used throughout the drawings to refer to the same or like
parts. References made to particular examples and im-
plementations are for illustrative purposes, and are not
intended to limit the scope of the invention or the claims.
[0006] The word "exemplary" is used herein to mean
"serving as an example, instance, or illustration." Any
implementation described herein as "exemplary" is not
necessarily to be construed as preferred or advanta-
geous over other implementations.

[0007] As used herein, the terms "computing device"
and "mobile device" are used herein to refer to any one
or all of cellular telephones, smart phones, personal or
mobile multi-media players, personal data assistants
(PDA’s), laptop computers, tablet computers, smart
books, palm-top computers, wireless electronic mail re-
ceivers, multimedia Internet enabled cellular telephones,
wireless gaming controllers, and similar personal elec-
tronic devices which include a programmable processor
and memory and circuitry for establishing an airinterface.
[0008] As used herein, the term "medical device" is
used to refer to any device which includes a programma-
ble processor and memory and circuitry that may gener-
ate medical data.

[0009] As used herein, the term "base station" is used
to refer to any one or all of a cellular tower, hot spot,
access point, or similar device which includes a program-
mable processor and memory and circuitry for establish-
ing an air interface and acting as a gateway between
wireless devices and a wired network, such as the Inter-
net.

[0010] Health regulatory authorities, such as the U.S.
Food and Drug Administration (FDA), European Com-
mission Directorate General for Health and Consumers,
etc., set safety and effectiveness requirements for med-
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ical devices falling under their regulatory authority. As an
example, the FDA classifies medical devices into three
regulatory classes, Class I, Class Il, and Class lll, based
on the safety and effectiveness of the medical device as
wellasthe intended use of the medical device, indications
of use for the medical device, and risk in use of the med-
ical device. FDA assigned Class | medical devices gen-
erally pose the lowest level risk to patient health, Class
Il medical devices pose a higher level of risk, and Class
Il medical devices pose the highest level of risk to patient
health. As another example, the European Commission
Directorate General for Health and Consumers classifies
medical devices into five general classes, Class I, Class
| Sterile, Class | Measure, Class lla, Class llb, and Class
Ill, based on the potential hazard the medical device pos-
estoa patienttakinginto various factors, such as duration
of contact with the body, degree of invasiveness, and
local versus systemic effect. European Commission Di-
rectorate General for Health and Consumers assigned
Class |, Class | Sterile, and Class | Measure medical
devices generally pose the least hazard to patient health,
Class Il medical devices pose a higher level of risk with
Class Ilb medical devices posing a higher level of risk
than Class lla devices, and Class Ill medical devices
pose the highest level of risk. While the classifications
set by health regulatory authorities, such as the FDA,
European Commission Directorate General for Health
and Consumers, etc. define safety, effectiveness, and
risk requirements, the current classifications do not set
requirements for the air interfaces used to transmit med-
ical data between devices.

[0011] The systems, methods, and devices of the var-
ious embodiments enable classification levels to be as-
signed to air interfaces used to transmit medical data
based on a health regulatory authority assigned classifi-
cation level or requirements. In an embodiment, health
regulatory authorities, such as the FDA, European Com-
mission Directorate General for Health and Consumers,
etc., may assign classification levels indicating require-
ments that must be met by devices and air interfaces
when handling medical data, particularly when handling
medical data of a particular classification level. By estab-
lishing air interfaces meeting at least one unique require-
ment for an assigned classification level between devices
transmitting and/or receiving medical data, medical data
networks with the assigned classification level may be
established. The classification level of a medical data
network may be used to indicate the requirements the
medical data network meets and ensure that the medical
data passing through the medical data network is han-
dled according to health regulatory requirements, such
as FDA requirements, European Commission Directo-
rate General for Health and Consumers requirements,
Health Insurance Portability and Accountability Act
(HIPAA) requirements, etc.

[0012] In an embodiment, a medical communication
abstraction layer may be implemented in a processor of
computing device (e.g., a smart phone, medical device
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and/or base station) as a software layer or module oper-
ating over the various wireless communication protocol
stacks and hardware interfaces of the computing device.
Executing on a processor of a computing device, the
medical communication abstraction layer may interface
with the host layers of the computing device, and control
the various software and hardware of the computing de-
vice related to wireless communication to establish air
interfaces with other devices to send and/or receive med-
ical data and provide medical data to/from the host layer
applications of the device. In an embodiment, instances
of the medical communication abstraction layer may be
tailored to the computing device on which they operate.
The medical communication abstraction layer may exe-
cute on one or more processors of a computing device,
such as one or more general purpose processor, one or
more modem processor, one or more digital signal proc-
essor, etc. While generally discussed in terms of medical
devices, medical communication abstraction layers may
be hosted on any device in a network, thereby enabling
any device to act as a node for a medical data network.
[0013] The various embodiments include computing
devices and in particular the processors of such comput-
ing devices that are configured to execute the medical
abstraction layer operations described herein. While the
embodiments and the claims relate to processors con-
figured to execute the operations collectively referred to
herein as a medical communication abstraction layer, the
processors and computing devices may be general pur-
pose processors and computing devices that are trans-
formed into special purpose machines by the processor-
executable instructions that encompass the medical
communication abstraction layer. Therefore, for ease of
reference, the embodiment descriptions that follow may
refer to the medical communication abstraction layer
without reference to the processor or computing device
executing the associated instructions as a shorthand ref-
erence to the processor/computing device executing the
instructions. Therefore, such references are notintended
to limit the scope of the claims to software or abstract
processes.

[0014] In an embodiment, a medical communication
abstraction layer executing on a computing device (or
node) in a wireless network may determine the require-
ments associated with a classification level and establish
one or more air interfaces meeting those requirements
with other devices (or nodes) in the wireless network also
having medical communication abstraction layers, there-
by establishing a medical data network between the de-
vices (or nodes) in the wireless network meeting the re-
quirements for the classification level. Medical data and
devices that may transmit medical data, such as medical
devices, mobile devices, base stations, etc., may also be
assigned classification levels, and the assigned classifi-
cation level of the medical data and devices may be used
by the medical communication abstraction layers to de-
termine the medical data networks over which medical
data may be transmitted.
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[0015] For example, medical data and devices may be
separated into three classification levels. Class Il devic-
es/medical data may be those critical to supporting life,
such as EKGs and heart data, particularly when a patient
is in extremis, such as during an arrhythmia. Class Il de-
vices/medical data may be those not critical to supporting
life, but important to patient care, such as an intravenous
(IV) pump and IV bag fluid level data. Class | devic-
es/medical data may be those posing no immediate risk
of harm to a patient, such as scale and weight data. While
discussed herein as being separated into three classes,
the three classes of medical data and devices are used
merely as examples to better illustrate the aspects of the
various embodiments, and are not intended to limit the
various embodiments in any way. Other separations of
medical data and devices into more or less classes may
be substituted in the various examples without departing
from the scope of the invention.

[0016] Inanembodiment, each classificationlevel may
be associated with one or more requirements for air in-
terfaces connecting devices in a medical data network.
In an embodiment, the classification levels may be set
by health regulatory authorities, such as the FDA, Euro-
pean Commission Directorate General for Health and
Consumers, etc. and the health regulatory authorities
may also set the requirements for the air interfaces for
each classification level. By meeting the requirements
for the air interfaces for a given classification level, the
medical data network may be indicated as a medical data
network with the given classification level.

[0017] Inanembodiment, each classificationlevel may
be associated with unique requirements for air interfaces
connecting devices in a medical data network. For ex-
ample, Class | requirements may be different from Class
Il and Class lll requirements. Examples of requirements
for each classification level may include a bandwidth re-
quirement (e.g., a minimum bandwidth), a packet redun-
dancy requirement (e.g., a number of copies of each
packet of data to transmit), a quality of service require-
ment (e.g., a maximum average packet loss for an inter-
face), a latency requirement (e.g., maximum delay), a
security requirement (e.g., a minimum level of encryp-
tion), a link redundancy requirement (e.g., a requirement
that a number of additional links be established for an
interface), and a power requirement (e.g., a minimum
power level setting for radio frequency hardware used to
establish an interface), which are non-limiting examples.
In an embodiment, the requirements for each classifica-
tion level may be graduated. For example, the air inter-
faces of a Class lll medical data network may be assigned
more resources, such as alarger bandwidth, than the air
interfaces of a Class | medical data network.

[0018] In an embodiment, a medical communication
abstraction layer may be triggered to establish a medical
data network of a given classification level manually in
response to a command from a user, such as a health
care provider or patient, or automatically in response to
inputs from applications on a computing device, triggers
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in medical data, or inputs from other devices. As an ex-
ample, a health care provider may input an indication into
his or her device that a Class | medical data network
needs to be opened with a patient’s in home weight scale
(e.g., a voice command of "open a Class | network with
patient X’s scale"), and the medical communication ab-
straction layer on the healthcare provider’'s device may
be triggered to attempt to open a Class | network with
the patient’s in-home weight scale. As another example,
an application on a EKG, or the medical communication
abstraction layer itself, may recognize based on medical
data that a patient is having a heart attack, and may au-
tomatically establish a Class Il medical network with an
emergency dispatch operator's computer.

[0019] Medicaldata networktriggers may include other
aspects related to patient health, such as a patient pre-
existing condition trigger, an environmental condition
trigger, a context trigger, a location trigger, and/or com-
binations of these and the above discussed triggers or
other triggers.

[0020] Patient preexisting condition triggers may be
based on information pertinent to health, wellness, fit-
ness and the science of medicine or to the treatment of
iliness or injuries for a particular user of a device.
[0021] Environmental condition triggers may be based
on environmental information such as air quality, tem-
perature and humidity that may be relevant to a device
user’s condition and may directly impact a user’s medical
wellness, e.g., air quality impacting an asthma patient
and air temperature impacting a patient with chronic heart
disease.

[0022] Context and/or location triggers may be based
on information about the context and location of the user,
including information about a user’s current geographical
location or activity (e.g., standing up, walking, or falling).
[0023] Combination triggers may be based on combi-
nations of two or more pieces of information, such as
both environmental conditions and preexisting condi-
tions.

[0024] In an embodiment, the medical communication
abstraction layer may be enabled to determine the clas-
sification level associated with any trigger, and automat-
ically take appropriate actions to establish air interfaces
for medical data networks meeting the requirements for
the determined classification level. In an embodiment, a
medical communication abstraction layer may access
data stored in a memory of a computing device, such as
a medical data network classification table associating
classification levels with their respective requirements,
to determine the requirements for a classification level,
and may align the resources of the device, such as the
transceivers, antennas, power supplies, etc., to meet the
requirements associated with a classification level and
establish an air interface with another device meeting the
requirements. For example, the resources of the device
may be used in processing the medical data stream to
meet the requirements for a determined classification lev-
el, such as encryption to a required level of security, error
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protection at a required level, etc., while also being used
tomeet the transmission requirements for the determined
classification level, such as a required bandwidth, re-
quired latency, etc.

[0025] Inan embodiment, once the medical communi-
cation abstraction layer determines the classification lev-
el necessary for a medical data network, the medical
communication abstraction layer may determine the
available air interfaces for nodes toward the end point
for medical data that may be handled by the device. For
example, a mobile device may determine that, based on
the mobile device having dual SIM-cards and a Wi-Fi®
capability, there are three air interfaces to potential nodes
that may be available, one to a tower associated with the
first SIM, one to a tower associated with the second SIM,
and one to a Wi-Fi® hot spot.

[0026] The medical communication abstraction layer
may poll the nodes via the determined air interfaces re-
garding their capabilities and the medical communication
abstraction layers of the nodes may respond indicating
the capability of each node to meet classification level
requirements. For example, the medical communication
abstraction layer of a tower may respond with a message
indicating the classification levels the tower is capable of
supporting.

[0027] Inan embodiment, once the medical communi-
cation abstraction layer of the computing device deter-
mines the capabilities of any available nodes and air in-
terfaces, the medical communication abstraction layer
may select at least one node and air interface and es-
tablish an air interface meeting the requirements of the
classification level between the two devices (nodes). In
an embodiment, the fastest available air interfaces be-
tween devices (or nodes) in the medical data network
may be selected. For example, a medical communication
abstraction layer of a computing device may recognize
that two air interfaces, such as a Wi-Fi® air interface and
Bluetooth® air interface, are available with another de-
vice both meeting the classification level requirements
but having different data rates, and may select the air
interface with the higher data rate, such as the Wi-Fi®
air interface, as the fastest air interface.

[0028] In another embodiment, the medical communi-
cation abstraction layer of a computing device may select
more than one available air interface with one or more
available nodes and establish all of the selected air in-
terfaces meeting the requirements of the classification
level between the computing device and the one or more
nodes. In this manner, a medical data network may be
established including more than one air interface. Med-
ical data may be sent and received over the more than
one air interface of the medical data network, such as
simultaneously or redundantly, to provide air interface
diversity in a medical data network and thereby increase
the reliability of transmission/reception.

[0029] As an example, a medical communication ab-
straction layer of a computing device may establish a
medical data network with another device using both a
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Wi-Fi® air interface and a Bluetooth® air interface with
the other device. The medical communication abstrac-
tion layer may send the same data over both the Wi-Fi®
air interface and the Bluetooth® air interface, either si-
multaneously or sequentially. Alternatively, the medical
communication abstraction layer may split the packets
of medical data to be transmitted over the medical data
network such that some packets are sent over the Wi-
Fi® air interface and some packets are sent over the
Bluetooth® air interface. The other device receiving the
packets over both the Wi-Fi® air interface and Blue-
tooth® air interface may recombine the received packets
to reconstitute the medical data. By establishing any
medical data network with more than one air interface, a
medical communication abstraction layer may take ad-
vantage of the multiple air interfaces to provide diversity
in the medical data network and/or redundancy in the
medical data network to strengthen the quality of service
provided in the medical data network.

[0030] As another example, a medical communication
abstraction layer or a computing device may establish a
medical data network including two different air interfac-
es. Each air interface of the medical data network may
be an air interface established with a different tower, and
the medical communication abstraction layer may send
duplicate versions of the medical data packets to each
tower via its respective air interface of the established
medical data network. A network back end server may
select from one or both of the series of packets received
from the two towers to reconstitute the received medical
data. In this manner, should one air interface of the med-
ical data network fail, medical data may not be lost be-
cause the other air interface may still receive the medical
data. Also, if one air interface of the medical data network
has a higherdata rate capacity than the other, the medical
abstraction layer may send a portion of the data that re-
quires a high bandwidth for transmission (e.g., images
or video clips) over the air interface with the higher data
rate, while sending other data (e.g., numerical data) over
the other air interface of the medical data network.
[0031] In an embodiment, a medical communication
abstraction layer may change the classification level of
amedical data network in response to a trigger, and med-
ical communication abstraction layers of the devices (or
nodes) may align the resources of the devices (or nodes)
such that the air interfaces of the medical data network
meet the requirements of the new classification level. For
example, initially a Class | medical data network may be
established between multiple devices connected by air
interfaces meeting the Class | requirements. At a later
time, medical data may indicate a heart attack is occur-
ring for a patient. In response the medical communication
abstraction layers of the multiple devices in the medical
data network may upgrade the air interfaces from those
meeting requirements for a Class | medical data network
to air interfaces meeting requirements for a Class Il med-
ical data network by aligning additional resources to the
established air interfaces between the devices. In this
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manner, the medical communication abstraction layer
may dynamically shift the resources for an air interface
to meet different medical data transport requirements.
[0032] In an embodiment, a medical communication
abstraction layer may be configured to give deference to
medical data and network resources based on the clas-
sification level of a medical data network. For example,
a medical communication abstraction layer may be con-
figured to prioritize resources for Class Ill medical data
networks over resources for Class | medical data net-
works. As another example, medical communication ab-
straction layers may be configured to cede network re-
sources to other devices, for example by holding data for
transmission, when other devices have established a
Class lll medical data network.

[0033] In an embodiment, a medical communication
abstraction layer may be configured to prioritize estab-
lishmentof medical data networks based on classification
levels associated with those medical data networks. For
example, a medical communication abstraction layer of
acellulartower may look across the population of devices
currently requesting establishment of medical data net-
works, and prioritize resources and establish the medical
data networks based on relative classification levels of
each of the devices. When the cellular tower receives
more than one request to establish a medical data net-
work and the cellular tower’s resources do not support
establishing all requested medical data networks, a re-
quest to establish a Class |ll medical data network from
one device may be honored (i.e., a Class lll medical data
network will be established) while a request to establish
a Class | medical data channel from another device may
be rejected. Similarly, when arequest to establish a Class
Ill medical data network is received from a device and
the cellular tower lacks sufficient resources to establish
another Class Ill medical data network because of pre-
viously established medical data networks, the medical
communication abstraction layer of the cellular tower
may drop or terminate lower classification level medical
data networks (e.g., Class | and Class Il medical data
networks) to free up sufficient resources to establish the
requested Class lll medical data network. In this manner,
the establishment of medical data networks based upon
the priority of the request may be controlled at a telecom-
munications network operator level across a population
based on actions taken by the medical communication
abstraction layer of the cellular tower. In an embodiment,
when requests have the same classification level, the
medical abstraction layer may establish the medical data
networks on a first come first serve basis until resources
are exhausted. In an embodiment, when one or more
node of an established medical data network may be-
come unavailable (e.g., fails) or may be needed to sup-
port another higher classification medical data network,
the established medical data network may be rerouted
to other available nodes to maintain the established med-
ical data network.

[0034] FIG. 1illustrates a wireless network system 100
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suitable for use with the various embodiments. The wire-
less network system 100 may include multiple medical
devices, such as a medical sensor patch 104 and a med-
ical analyzer 106 (e.g., an EKG machine, smart watch,
heart rate monitor, activity monitoring band, etc. that may
gather and/or analyze medical data) a mobile device,
such as a smart phone 108, and base stations, such as
cellular tower 114, cellular tower 112, and hot spot 110,
and one or more medical provider computer 118 con-
nected to the Internet 116. The cellular tower 114, cellular
tower 112, and hot spot 110 may be in communication
with routers which may connect to the Internet 116. In
this manner, via the connections to the Internet 116 the
cellular tower 114, cellular tower 112, and hot spot 110
may act as gateways between wireless devices connect-
ed to the cellular tower 114, cellular tower 112, or hot
spot 110 via air interfaces and the Internet 116 and con-
nected medical provider computer 118.

[0035] Medical sensor patch 104 may be a device in-
cluding one or more sensors worn by or attached to a
user or patient. As examples, the medical sensor patch
104 may be an adhesive patch, a wearable arm band, a
wrist watch, a necklace, an article of clothing, or any other
type of device including one or more sensors worn by or
attached to a user or patient. Additionally, a patient or
user is illustrated in FIG. 1 associated with only one med-
ical sensor patch 104, multiple medical sensor patches,
with the same or different sensors, may be worn by or
attached to a user or patient at any given time. The med-
ical sensor patch 104 may gather, integrate, process,
and/or analyze measurements from its different sensors
to generate medical data. Different sensors in the med-
ical sensor patch 104 may include various types, e.g.,
electrical, optical, physical, activity, and chemical sen-
sors, measuring physiological or biological signals of the
user or patient. The medical sensor patch 104 may ex-
change data with the medical analyzer 106 via an air
interface 120, such as a short range air interface (e.g., a
Bluetooth® or Bluetooth Low Energy (LE)® connection)
established between the medical sensor patch 104 and
the medical analyzer 106. The medical sensor patch 104
may exchange data with the smart phone 108 via an air
interface 131 (e.g., a Bluetooth® or Bluetooth Low En-
ergy (LE)® connection, Wi-Fi® connection, etc.) estab-
lished between the medical sensor patch 104 and the
smart phone 108. The medical sensor patch 104 may
exchange data with a base station, such as cellular tower
114, via an air interface 129 (e.g., a GSM, CDMA2000,
EVDO, GRPS/EDGE, LTE, or LTE Advance connection)
established between the medical sensor patch 104 and
the base station.

[0036] The medical analyzer 106 may exchange data
with the hot spot 110 via an air interface 124 (e.g., a Wi-
Fi® connection) established between the hot spot 110
and medical analyzer 106. The medical analyzer 106
may exchange data with the smart phone 108 via an air
interface 122 (e.g., a Wi-Fi® connection) established be-
tween the smart phone 108 and medical analyzer 106 or
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via a different air interface 132 (e.g., a Bluetooth® con-
nection) established between the smart phone 108 and
medical analyzer 106. Additionally, while not illustrated
in FIG. 1, the medical analyzer 106 may also exchange
data with a base station, such as cellular towers 112 or
114, via an air interface (e.g., a GSM, CDMA2000, EV-
DO, GRPS/EDGE, LTE, or LTE Advance connection) es-
tablished between the medical analyzer 106 and the base
station.

[0037] The smart phone 108 may exchange data with
the cellular tower 114 via an air interface 126 (e.g., a
GSM, CDMA2000, EVDO, GRPS/EDGE, LTE, or LTE
Advance connection) established between the smart
phone 108 and cellular tower 114. The smart phone 108
may exchange data with the cellular tower 112 via an air
interfface 128 (e.g., a GSM, CDMA2000, EVDO,
GRPS/EDGE, LTE, or LTE Advance connection) estab-
lished between the smart phone 108 and cellular tower
112. The smart phone 108 may exchange data with the
hot spot 110 via an air interface 124 (e.g., a Wi-Fi® con-
nection) established between the smart phone 108 and
hot spot 110.

[0038] In an embodiment, each of the medical sensor
patch 104, the medical analyzer 106, the smart phone
108, the hot spot 110, the cellular tower 112, and the
cellular tower 114 may include instances of a medical
communication abstraction layer operating on a proces-
sor of the respective devices 104, 106, 108, 110, 112,
and 114. The medical communication abstraction layer
of each device 104, 106, 108, 110, 112, and 114 may
control the resources of that device to establish the re-
spective air interfaces 120, 122, 124, 126, 128, 129, 130,
131, and 132 to meet the requirements for a classification
associated with medical data to be exchanged over the
air interfaces 120, 122, 124, 126, 128, 129, 130, 131,
and 132 thereby establishing medical data networks
meeting the classification requirements.

[0039] For example, the medical communication ab-
straction layer of the medical sensor patch 104 and the
medical communication abstraction layer of the medical
analyzer 106 may control the respective resources of the
medical sensor patch 104 and the medical analyzer 106
such that the air interface 120 meets Class Il require-
ments for an air interface. The medical communication
abstraction layer of the medical analyzer 106 and the
medical communication abstraction layer of the smart
phone 108 may also control the respective resources of
the medical analyzer 106 and the smart phone 106 such
that the air interface 122 meets Class Il requirements for
an air interface. The medical communication abstraction
layer of the smart phone 108 and the medical communi-
cation abstraction layer of the cellular tower 114 may
control the respective resources of the smart phone 108
and the cellular tower 114 such that the air interface 126
meets Class Il requirements for an air interface. In this
manner, because the air interfaces 126, 122, and 120
meet the Class |l requirements for air interfaces, a Class
Il medical data network between the cellular tower 114,
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the smart phone 108, the medical analyzer 106, and med-
ical sensor patch 104 may be established. The cellular
tower 114, the smart phone 108, the medical analyzer
106, and medical sensor patch 104 may be nodes of the
Class Il medical data network, with the medical sensor
patch 104 that gathers medical data being an originating
node and the cellular tower 114 that provides medical
data to the Internet 116 being an end node of the Class
Il medical data network. Once established the Class Il
medical data network may be used to exchange Class I
medical data between the devices 104, 106, 108, and
114, the Internet 116, and the medical provider computer
118.

[0040] As another example, the medical communica-
tion abstraction layer of the medical sensor patch 104
and the medical communication abstraction layer of the
smart phone 108 may control the respective resources
of the medical sensor patch 104 and the smart phone
106 to ensure that the air interface 131 meets Class Il
requirements for an air interface. The medical commu-
nication abstraction layer of the smart phone 108 and the
medical communication abstraction layer of the cellular
tower 114 may control the respective resources of the
smart phone 108 and the cellular tower 112 to ensure
that the air interface 128 meets Class Ill requirements
for an air interface. In this manner, because the air inter-
faces 131 and 128 meet the Class Ill requirements for
air interfaces, a Class |l medical data network between
the cellular tower 112, the smart phone 108, and medical
sensor patch 104 may be established. The cellular tower
112, the smart phone 108, and medical sensor patch 104
may be nodes of the Class Ill medical data network, with
the medical sensor patch 104 that gathers medical data
being an originating node and the cellular tower 112 that
provides medical data to the Internet 116 being an end
node of the Class Ill medical data network. Once estab-
lished, the Class Ill medical data network may be used
to exchange Class Il medical data between the devices
104, 108, and 112, the Internet 116, and the medical
provider computer 118.

[0041] As a further example, the medical communica-
tion abstraction layer of the medical sensor patch 104
and the medical communication abstraction layer of the
tower 114 may control the respective resources of the
medical sensor patch 104 and the cellular tower 114 to
ensure that the air interface 129 meets Class | require-
ments for an air interface. In this manner, because the
air interface 129 meets the Class | requirements for air
interfaces, a Class | medical data network between the
cellular tower 114 and the smart phone 108 may be es-
tablished. The cellular tower 114 and medical sensor
patch 104 may be nodes of the Class | medical data net-
work, with the medical sensor patch 104 that gathers
medical data being an originating node and the cellular
tower 114 that provides medical data to the Internet 116
being an end node of the Class | medical data network.
Once established, the Class | medical data network may
be used to exchange Class | medical data between the
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devices 104 and 114, the Internet 116, and the medical
provider computer 118.

[0042] FIG. 2Ais a component block diagram illustrat-
ing a wireless on-patient sensing device 200, such as a
medical sensor patch according to an embodiment. The
wireless on-patient sensing device 200 may include one
or more controllers, such as a general purpose processor
206, which may be coupled to at least one sensor 204,
such as an EKG lead, temperature sensor, etc. and op-
tionally additional sensors 205, such as activity sensors,
chemical sensors, air quality sensors, etc. The sensors
204 and 205 may be the same type of sensors (e.g., both
EKG leads) or different types of sensors (e.g., a temper-
ature sensor and a blood glucose sensor). The sensors
204 and 205 may monitor some aspect of a patient’s
physiology and output data to the general purpose proc-
essor 206. The general purpose processor 206 may be
configured with processor-executable instructions to ex-
ecute the medical communication abstraction layer 202.
The general purpose processor 206 may also be coupled
to at least one memory 208. Memory 208 may be a non-
transitory processor-readable medium storing proces-
sor-executable instructions and other data, including da-
ta related to air interface and medical data classification
level requirements. The memory 208 may also store the
medical communication abstraction layer 202.

[0043] The memory 208 and general purpose proces-
sor 206 may each be coupled to at least one modem
processor 210, which may be coupled to various RF re-
sources 212 including one or more amplifiers, radios,
power sources, etc. Optionally, the memory 208 and gen-
eral purpose processor 206 may be coupled to one or
more additional modem processors 211, which may be
coupled to various RF resources 213 including one or
more amplifiers, radios, power sources, etc. The RF re-
sources 212 and 213 may be coupled to antennas 214
and 215, respectively. Together the modem processor
210, the RF resources 212, and antenna 214 may com-
prise an RF resource chain that may perform transmit/re-
ceive functions for the wireless on-patient sensing device
200. As examples, the RF resource chain may be a Blue-
tooth®, Wi-Fi®, or cellular/wide area resource chain en-
abling the wireless on-patient sensing device 200 to es-
tablish air interfaces using Bluetooth®, Wi-Fi®, or cellu-
lar/wide area connections to other devices. The modem
processor 211, the RF resources 213, and antenna 215
may include another RF resource chain that may perform
transmit/receive functions for the wireless on-patient
sensing device 200. The RF resource chains of the wire-
less on-patient sensing device may be the same type of
RF resource chains (e.g., both short range (e.g., Blue-
tooth®) resource chains) or different types of resource
chains (e.g., one Wi-Fi® resource chain and one 3G re-
source chain). In an embodiment, the general purpose
processor 206 may be configured with processor-exe-
cutable instructions to perform the operations of the em-
bodiment methods of the medical communication ab-
straction layer 202 and may control resources of the wire-
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less on-patient sensing device 200, including any RF re-
source chains to establish airinterfaces and medical data
networks meeting classification level requirements. In an
embodiment, the wireless on-patient sensing device 200
may include one or more energy storage/harvesting sys-
tem 217, such as a battery or solar cell, to output electrical
energy for use by connected hardware, such as the gen-
eral purpose processor 206, modem processor 210, RF
resources 212, and sensor 204, or any other hardware
included in the wireless on-patient sensing device 200.

[0044] FIG. 2B is a component block diagram illustrat-
ing a wireless patient monitoring device (or medical an-
alyzer) 220, such as an EKG, smart watch, fitness band,
etc., according to an embodiment. The wireless patient
monitoring device 220 may include one or more control-
ler, such as a general purpose processor 222, which may
be coupled to one or more optional sensors 230, such
as an EKG lead, weight scale, thermometer, etc., an op-
tional keypad 226, and an optional touchscreen display
228. The sensor(s) 230 may monitor some aspect of a
patient’s physiology and output data to the general pur-
pose processor 222. The keypad 226 and touchscreen
display 228 may receive inputs from a user of the wireless
patient monitoring device 220 and output indications of
the inputs to the general purpose processor 222. The
general purpose processor 222 may also be coupled to
at least one memory 224. Memory 224 may be a non-
transitory processor-readable medium storing proces-
sor-executable instructions and other data, including da-
ta related to air interface and medical data classification
level requirements. The memory 224 may also store the
medical communication abstraction layer 202.

[0045] The memory 224 and general purpose proces-
sor 222 may each be coupled to two different modem
processors 232 and 234. The modem processors 232
and 234 may be coupled to various RF resources 236
including one or more amplifiers, radios, power sources,
etc. The RF resources 236 may be coupled to an antenna
237. Together the modem processor 232, the RF re-
sources 236, and antenna 237 may comprise a first RF
resource chain that may perform transmit/receive func-
tions for the wireless patient monitoring device 220. For
example, the first RF resource chain may be a Bluetooth®
resource chain enabling the wireless patient monitoring
device 220 to establish air interfaces using Bluetooth®
connections to other devices, such as the wireless on-
patient sensing device 200 described above, to trans-
mit/receive medical data. The modem processor 234
may be coupled to various RF resources 238 including
one or more amplifiers, radios, power sources, etc. The
RF resources 238 may be coupled to an antenna 239.
Together the modem processor 234, the RF resources
238, and antenna 239 may comprise a second RF re-
source chain that may perform transmit/receive functions
for the wireless patient monitoring device 220 different
from the first RF resource chain. For example, the second
RF resource chain may be a Wi-Fi® resource chain en-
abling the wireless patient monitoring device 220 to es-
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tablish air interfaces using Wi-Fi® connections to other
devices to transmit/receive medical data. In an embodi-
ment, the medical communication abstraction layer 202
may execute on the general purpose processor 222 (i.e.,
the general purpose processor 222 may be configured
with processor-executable instructions to perform the op-
erations of the embodiment methods of the medical com-
munication abstraction layer 202) and may control re-
sources of the wireless patient monitoring device 220,
including the first and second RF resource chains to es-
tablish air interfaces and medical data networks meeting
classification level requirements.

[0046] FIG. 2C is a component block diagram illustrat-
ing a mobile device 250, such as a smart phone, accord-
ing to an embodiment. The mobile device 250 may in-
clude one or more controller, such as a general purpose
processor 252, which may be coupled to one or more
optional sensors 256, such as a pulse monitor, weight
scale, thermometer, pedometer etc., a keypad 258, and
atouchscreen display 260. The sensor(s) 256 may mon-
itor some aspect of a patient’s physiology and output data
to the general purpose processor 252. The keypad 258
and touchscreen display 260 may receive inputs from a
user of the mobile device 250 and output indications of
the inputs to the general purpose processor 252. The
general purpose processor 252 may also be coupled to
at least one memory 254. Memory 254 may be a non-
transitory processor-readable medium storing proces-
sor-executable instructions and other data, including da-
ta related to air interface and medical data classification
level requirements. The memory 254 may also store the
medical communication abstraction layer 202.

[0047] The mobile device 250 may include a coder/de-
coder (CODEC) 264 coupled to the general purpose
processor 252. The CODEC 264 may in turn be coupled
to a speaker 266 and a microphone 268.

[0048] The memory 254 and general purpose proces-
sor 252 may each be coupled to two or more different
modem processors 270 and 271. The modem processor
270 may be coupled to various RF resources 272 includ-
ing one or more amplifiers, radios, power sources, etc.
The RF resources 272 may be coupled to an antenna
267. Together the modem processor 270, the RF re-
sources 272, and antenna 267 may comprises a first RF
resource chain that may perform transmit/receive func-
tions for the mobile device 250. For example, the first RF
resource chain may be a Bluetooth® resource chain en-
abling the mobile device to establish air interfaces using
Bluetooth® connections to other devices, such as the
wireless patient monitoring device 220 described above,
to transmit/receive medical data. The modem processor
271 may be coupled to various RF resources 273 includ-
ing one or more amplifiers, radios, power sources, etc.
The RF resources 273 may be coupled to an antenna
275. Together the modem processor 271, the RF re-
sources 273, and antenna 275 may comprise a second
RF resource chain that may perform transmit/receive
functions for the mobile device 250 different from the first
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RF resource chain. Forexample, the second RF resource
chain may be a Wi-Fi® resource chain enabling the wire-
less patient monitoring device 220 to establish air inter-
faces using Wi-Fi® connections to other devices, such
as a Wi-Fi® hot spot, to transmit/receive medical data.
[0049] In an embodiment, the mobile device 250 may
be a multi-SIM device and may include multiple SIM in-
terfaces 266a and 266b which may each receive its own
identity module SIM-1 264a and SIM-2 264b each asso-
ciated with a different cellular subscription. Each SIM
may have a CPU, ROM, RAM, EEPROM, and I/O circuits
and may include information identifying a subscriber de-
vice to a network. The general purpose processor 252
and memory 254 may be coupled to at least one modem
processor 262, such as a baseband modem processor,
that may be coupled to the SIM interfaces 266a and 266b
as well as the RF resources 268 including one or more
amplifiers, radios, power sources, etc., connected to the
antenna 269. Together the modem processor 262, RF
resources 268, and antenna 269 may comprise a third
RF resource chain that may perform transmit/receive
functions for the mobile device 250 different from the first
and second RF resource chain. While illustrated as mul-
tiple SIMs sharing a single RF resource chain, in another
embodimenteach SIM-1264a and SIM-2 264b may have
its own separate resource chain. In an embodiment, the
medical communication abstraction layer 202 may exe-
cute on the general purpose processor 252 (i.e., the gen-
eral purpose processor 252 may be configured with proc-
essor-executable instructions to perform the operations
of the embodiment methods of the medical communica-
tion abstraction layer 202) and may control resources of
the mobile device, including the first, second and third
RF resource chains to establish air interfaces and med-
ical data networks meeting classification level require-
ments.

[0050] FIG. 2D is a component block diagram illustrat-
ing a base station 280, such as a cellular tower or hot
spot, according to an embodiment. The base station 280
may include one or more controller, such as a general
purpose processor 282, which may be coupled to at least
one memory 284. Memory 284 may be a non-transitory
processor readable medium storing processor-executa-
ble instructions and other data including data related to
airinterface and medical data classification level require-
ments. The memory 284 may also store the medical com-
munication abstraction layer 202.

[0051] The memory 284 and general purpose proces-
sor 282 may each be coupled to at least one modem
processor 286, such as a short range modem processor
or baseband modem processor, that may be coupled to
the RF resources 288 including one or more amplifiers,
radios, power sources, etc., connected to the antenna
289. Together the modem processor 286, RF resources
288, and antenna 289 may comprise an RF resource
chain that may perform transmit/receive functions for the
base station. The memory 284 and general purpose proc-
essor 282 may also be coupled to at least one wired
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modem processor 290 coupled to a wired resource 292
connected to a wired network, such as the Internet. In an
embodiment, the medical communication abstraction
layer 202 may run on the general purpose processor 282
and may control resources of the base station 280, in-
cluding the RF resource chain to establish air interfaces
and medical data networks meeting classification level
requirements.

[0052] FIG.3illustrates alayered software architecture
of a computing device 300, such as a medical device,
mobile device, base station, etc., having a medical com-
munication abstraction layer 306 configured to establish
air interfaces and medical data networks meeting clas-
sification level requirements. The software architecture
may be distributed among one or more processors, such
as general purpose processors and/or modem proces-
sors. The medical communication abstraction layer 306
may include functions and protocols to control the various
modem stacks and radio resources used to establish air
interfaces. For example, a computing device 300 may
include at least one protocol stack 308a associated with
its first RF resource chain and optional additional protocol
stacks 308b associated with any additional RF resource
chains.

[0053] Each resource stack 308a and 308b may in-
clude various layers, such as radio resource (RR) man-
agement layers 310a and 310b to oversee link establish-
ment, data link layers 312a and 312b to handle and an-
alyze incoming/outgoing data, and physical layers 314a
and 314b to establish connections of the air interface and
manage network resources. The medical communication
abstraction layer 306 may operate above the protocol
stacks 308a and 308b to control the operations of the
protocol stacks 308a and 308b and the hardware inter-
faces 316 (e.g., one or more RF transceivers). The soft-
ware architecture of a computing device 300 may also
include atleastone hostlayer 302 to provide datatransfer
services between the medical communication abstrac-
tion layer 306 and other applications on the computing
device 300.

[0054] FIG. 4 is a data structure diagram illustrating
example fields of a medical data network classification
table 400 that may be stored in a memory of a computing
device and used by a medical communication abstraction
layer to determine requirements for an air interface for a
given classification level. In an embodiment the medical
data network classification table 400 may correlate med-
ical data network classification levels 402 with air inter-
face requirements 404. In this manner, once a medical
communication abstraction layer establishes a needed
classification level 402 for a medical data network, the
medical communication abstraction layer may ensure
that any air interface to be used for that medical data
network meets the requirements 404 correlated with that
classification level 402. Classification level requirements
404 may be any type of requirements, including one or
more of a bandwidth requirement, a packet redundancy
requirement, a quality of service requirement, a latency
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requirement, a security requirement, , and/or any other
type of requirement related to telecommunications de-
vices and/or air interfaces.

[0055] FIGs.5Aand 5B illustrate an embodiment meth-
od 500 for originating a medical data network. In an em-
bodiment, the operations of method 500 may be per-
formed by a medical communication abstraction layer
(e.g., medical communication abstraction layer 306 of
FIG. 3) operating on a processor of a computing device,
such as a medical device or smart phone collecting med-
ical data for transmission via an air interface.

[0056] Inblock 502 (FIG. 5A) the medical communica-
tion abstraction layer may receive a medical data network
trigger. In an embodiment, a medical data network trigger
may be an indication that a user of the device, such as
apatient or healthcare provider, has requested a medical
data network be established. For example, the medical
data network trigger may be an indication of a selection
on a touch screen to transmit medical data or an indica-
tion of a voice command to "Open a medical data net-
work." In another embodiment, a medical data network
trigger may be an indication, such as an automatically
generated indication, received from an application run-
ning on the computing device that a medical data network
should be established. In an embodiment, a medical data
network trigger may include an indication of the classifi-
cation level associated with the medical data network
and an end point for the medical data of the medical data
network, such as a health care provider computer IP ad-
dress.

[0057] In block 504 the medical communication ab-
straction layer may determine a classification level and
classification level requirements associated with the re-
ceived medical data network trigger. In an embodiment,
a medical data network trigger may include an indication
of the required classification for the medical data network
to be opened. In another embodiment, the medical com-
munication abstraction layer may identify a classification
associated with the type of application sending the med-
ical data network trigger. For example, a medical data
network trigger from a heart monitoring application may
always be assigned the same classification level. In an
embodiment, based on the classification level the med-
ical communication abstraction layer may determine the
classification level requirements. For example, the med-
ical communication abstraction layer (e.g.,. medical com-
munication abstraction layer 306 of FIG. 3) may compare
the determined classification level to a medical data net-
work classification table in memory correlating classifi-
cation levels and requirements to determine the classifi-
cation level requirements.

[0058] In block 506 the medical communication ab-
straction layer may align device resources to meet the
determined classification requirements. For example, the
medical communication abstraction layer may control re-
sources, such as antennas, transceivers, power sources,
amplifiers, etc., in the various RF resource chains enable
the air interfaces meeting the minimum requirements for
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the determined classification level to be established with
other devices.

[0059] In block 508 the medical communication ab-
straction layer may determine the available air interfaces
for nodes toward the end point for the medical data net-
work. In an embodiment, the medical communication ab-
straction layer may identify any wireless devices that
have been previously discovered that may be upstream
of the medical communication abstraction layer towards
a connection to a wired network (e.g. the Internet) and
the potential air interfaces that may be used to connect
to those discovered wireless devices. For example, the
medical communication abstraction layer may be running
on a wearable medical device, such as a pulse monitor,
wrist watch, smart watch, etc., and may determine a
smart phone is available via a Bluetooth® air interface
and a Wi-Fi® hot spot is available via a Wi-Fi® air inter-
face.

[0060] In block 510 the medical communication ab-
straction layer may poll the nodes via the determined air
interfaces regarding the capabilities of the nodes. For
example, the medical communication abstraction layer
may send a polling request message over the various air
interfaces and the devices may respond with a message
indicating the devices include a medical communication
abstraction layer and the classification levels their vari-
ous air interfaces may meet. In this manner, the polled
devices or nodes may indicate both their capability and
availability to meet the current need of the medical com-
munication abstraction layer to establish a given medical
data network.

[0061] In block 512 the medical communication ab-
straction layer may determine the capabilities of the
nodes and determined air interfaces. In an embodiment,
the medical communication abstraction layer may deter-
mine the capabilities of the nodes and available air inter-
faces based on the responses to the polling.

[0062] Indetermination block 514 the medical commu-
nication abstraction layer may determine whether any
nodes and air interfaces meet the classification level re-
quirements. In response to determining that no nodes
and available air interfaces meet the classification level
requirements (i.e., determination block 514 = "No"), in
block 536 (FIG. 5B) the medical communication abstrac-
tion layer may indicate an error in medical data network
establishment.

[0063] In response to determining that at least one
node and its corresponding air interface meet the clas-
sification level requirements (i.e., determination block
514 ="Yes"), the medical communication abstraction lay-
er may select a node and corresponding air interface
meeting the classification level requirements in block 516
(FIG. 5A).

[0064] In block 518 the medical communication ab-
straction layer may generate a request for medical data
network establishment indicating the selected air inter-
face for the next node. In an embodiment, the medical
data network establishment request may indicate the
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classification required for the medical data network as
well as other data, such as the end point for the medical
data to be transmitted over the medical data network.
[0065] In block 520 the medical communication ab-
straction layer may send the request for the medical data
network establishment indicating the selected air inter-
face to the next node.

[0066] Indetermination block 522 the medical commu-
nication abstraction layer may determine whether the se-
lected air interface meeting the classification require-
ments has been established with the next node. In re-
sponse to determining that the selected air interface
meeting the classification requirements is not estab-
lished (i.e., determination block 522 = "No"), in block 536
(FIG. 5B) the medical communication abstraction layer
may indicate an error in medical data network establish-
ment.

[0067] Inresponse to determining that the selected air
interface meeting the classification requirements is es-
tablished (i.e., determination block 522 ="Yes"), the med-
ical communication abstraction layer may generate a
medical data network start message including its node
data in block 524 (FIG. 5B). In an embodiment, the node
data may include an identifier, such as a MAC ID, of the
device.

[0068] In block 526 the medical communication ab-
straction layer may send the medical data network start
message to the next node in the medical data network
via the air interface connecting the computing device to
the next node.

[0069] In determination block 528 the medical commu-
nication abstraction layer may determine whether a med-
ical data network ready message is received. In an em-
bodiment, a medical data network ready message may
be a message including node data, such as identifiers,
for all nodes in a medical data network. In response to
determining that the medical data network ready mes-
sage is not received (i.e., determination block 528 =
"No"), the medical communication abstraction layer may
indicate an error in medical data network establishment
in block 536 (FIG. 5B).

[0070] Inresponsetodeterminingthatthe medical data
network ready message is received (i.e., determination
block 528 = "Yes"), the medical communication abstrac-
tion layer may store node data for the medical data net-
work in a memory in block 530. In block 532 the medical
communication abstraction layer may indicate the med-
ical data network is established. In optional block 534 the
medical communication abstraction layer may send/re-
ceive medical data via the established air interfaces of
the medical data network.

[0071] FIGs. 6A, 6B, and 6C illustrate an embodiment
method 600 for establishing a medical data network. In
an embodiment, the operations of method 600 may be
performed by a medical communication abstraction layer
operating on a processor of a computing device, such as
a medical device, mobile device, or base station trans-
mitting/receiving medical data via an air interface. In
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block 602 (FIG. 6A) the medical communication abstrac-
tion layer may receive a request for medical data network
establishment indicating a requester-selected air inter-
face. In an embodiment, a request for medical data net-
work establishment may be a message sent from the
medical communication abstraction layer of one device
to the medical communication abstraction layer of anoth-
er device indicating a desire to open a medical data net-
work, the classification of the desired medical data net-
work, and a selected air interface to use between the two
devices for the medical data network.

[0072] In block 604 the medical communication ab-
straction layer may determine the classification level and
classification level requirements of the requested medi-
cal data network. For example, the medical communica-
tion abstraction layer may determine the classification
level from the request message and compare the deter-
mined classification level to a medical data network clas-
sification table in memory correlating classification levels
and requirements to determine the classification level re-
quirements.

[0073] In block 606 the medical communication ab-
straction layer may determine the computing device ca-
pabilities. In an embodiment, the medical communication
abstraction layer may determine the computing device
capabilities related to the requirements for the different
classification levels. For example, the medical commu-
nication abstraction layer may determine current availa-
ble bandwidth, radio resource loading, battery level, qual-
ity of service, etc.

[0074] Indetermination block 608 the medical commu-
nication abstraction layer may determine whether the
computing device capabilities meet the classification lev-
elrequirements. In response to determining that the com-
puting device capabilities do not meet the classification
level requirements (i.e., determination block 608 = "No"),
the medical communication abstraction layer may indi-
cate an error in medical data network establishment in
block 536 (FIG. 6C).

[0075] In response to determining that the computing
device capabilities do meet the classification level re-
quirements (i.e., determination block 608 = "Yes"), the
medical communication abstraction layer may align the
computing device resources to meet the classification
levelrequirements as discussed above in block 506 (FIG.
6A), and in block 508 the medical communication ab-
straction layer may determine available air interfaces for
nodes toward end points for the medical data network as
discussed above.

[0076] Indetermination block 612 the medical commu-
nication abstraction layer may determine whether the
computing device is an end node of a requested medical
data network. For example, the medical communication
abstraction layer may determine whether the computing
device is a base station acting as a gateway between a
wireless network and a wired network, such as the Inter-
net. Inresponse to determining that the computing device
is not an end node (i.e., determination block 612 = "No"),
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the medical communication abstraction layer may per-
form operations in blocks 510, 512, 514, 516, 518, 520,
and 522 of like numbered blocks of method 500 as de-
scribed above.

[0077] Inresponse to determining that the selected air
interface meeting the classification requirements is es-
tablished with the next node (i.e., determination block
522 ="Yes"), or in response to determining that the com-
puting device is an end node (i.e., determination block
612="Yes"), the medical communication abstraction lay-
er may establish the requestor selected air interface
meeting the classification requirements with the reques-
tor in block 614 (FIG. 6B).

[0078] In determination block 616 (FIG. 6C) the med-
ical communication abstraction layer may determine
whether a medical data network start message is re-
ceived. In response to determining that a medical data
network start message is not received (i.e., determination
block 616 ="No") the medical communication abstraction
layer may indicate an error in medical data network es-
tablishment in block 536.

[0079] In response to determining that a medical data
network start message is received (i.e., determination
block 616 = "Yes"), the medical communication abstrac-
tion layer may append its node data to the medical data
network start message in block 618. For example, the
medical communication abstraction layer may add the
computing device identifier, such as the MAC ID, for the
computing device to the medical data network start mes-
sage.

[0080] In determination block 620 the medical commu-
nication abstraction layer may determine whether the
computing device is an end node of a requested medical
data network. For example, the medical communication
abstraction layer may determine whether the computing
device is a base station acting as a gateway between a
wireless network and a wired network, such as the Inter-
net. Inresponse to determining thatthe computing device
is an end node (i.e., determination block 620 = "Yes"),
the medical communication abstraction layer may gen-
erate a medical data network ready message including
all node data based at least in part on the medical data
network start message in block 626. For example, the
medical communication abstraction layer may generate
a message including the identifiers of all nodes in the
medical data network. As discussed above, in block 530
the medical communication abstraction layer may store
the node data for the medical data network and in block
630 the medical communication abstraction layer may
send the medical data network ready message.

[0081] In response to determining that the computing
device is not an end node (i.e., determination block 620
= "No"), the medical communication abstraction layer
may send the medical data network start message to the
next node in block 622. In determination block 624 the
medical communication abstraction layer may determine
whether a medical data network message is received. In
response to determining that a medical data network

10

15

20

25

30

35

40

45

50

55

13

ready message is not received (i.e., determination block
624 ="No"), the medical communication abstraction layer
may indicate an error in medical data network establish-
ment in block 536.

[0082] Inresponse to determining that a medical data
network ready message is received (i.e., determination
block 624 = "Yes"), the medical communication abstrac-
tion layer may store the node data for the medical data
network in block 530 as discussed above. In block 628
the medical communication abstraction layer may for-
ward the medical data network ready message. As dis-
cussed above, in block 532 the medical communication
abstraction layer may indicate the medical data network
is established, andin optional block 534 the medical com-
munication abstraction layer may send/receive medical
data via the established air link(s) of the medical data
network.

[0083] FIG. 7 illustrates an embodiment method 700
for selecting a fastest air interface meeting classification
level requirements, such as an air interface with a highest
data rate and/or shortest latency meeting classification
level requirements. In an embodiment, the operations of
method 700 may be performed by a medical communi-
cation abstraction layer operating on a processor of a
computing device, such as a medical device, mobile de-
vice, or base station transmitting/receiving medical data
via an air interface. In an embodiment, the operations of
method 700 may be performed in conjunction with the
operations of methods 500 or 600 described above. In
block 510, 512, 514, and 536 the medical communication
abstraction layer may perform operations of like num-
bered blocks of method 500 as described above.
[0084] In block 702 the medical communication ab-
straction layer may determine whether multiple air inter-
faces associated with nodes meet the classification level
requirements. In response to determining that multiple
air interfaces do not meet the classification level require-
ments (i.e., determination block 702 = "No"), the medical
communication abstraction layer may select the only
available air interface and corresponding node meeting
the classification level requirements in block 704.
[0085] In response to determining that multiple air in-
terfaces meet the classification level requirements (i.e.,
determination block 702 = "Yes"), the medical commu-
nication abstraction layer may compare the air interfaces
meeting the classification level requirements to deter-
mine a fastest air interface in block 706. In an embodi-
ment, a fastest air interface may be the air interface ca-
pable of realizing the data transfer rate. For example the
fastest air interface may be the air interface with a highest
data rate and/or shortest latency meeting classification
level requirements. In block 708 the medical communi-
cation abstraction layer may select the fastest air inter-
face and corresponding node meeting the classification
level requirements. As discussed above, in block 518 the
medical communication abstraction layer may generate
a request for medical data network establishment indi-
cating the selected air interface for the next node in the
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selected node path.

[0086] FIGs. 8A, 8B, 8C, 8D, 8E, 8F, and 8G are com-
munication flow diagrams illustrating example interac-
tions between an EKG patch 801 (e.g., a patch including
two or more electrodes configured to detect and measure
the electrical impulses of the heart based on voltage
changes sensed between two electrodes and output in-
dications of the measurements of the electrical impuls-
es), smart phone 805, cellular tower 807, cellular tower
809, and hot spot 811 all having medical communication
abstraction layers to establish a medical data network
according to an embodiment. In block 802 (FIG. 8A) the
EKG patch 801 may gather Class Ill medical data, such
as heart rhythm data. In block 804 the medical commu-
nication abstraction layer of the EKG patch 801 may align
device resources for establishing a Class Ill medical data
network. In block 806 the medical communication ab-
straction layer of the EKG patch 801 may determine the
available air interfaces and may determine that a Blue-
tooth® connection to the smart phone 805 is available.
In block 808 the medical communication abstraction layer
of the EKG patch 801 may poll the next node, i.e., the
smart phone 805 regarding its capabilities and in block
810 the medical communication abstraction layer of the
smart phone 805 may respond with its capabilities.
[0087] Inblock 812 (FIG. 8B) the medical communica-
tion abstraction layer of the EKG patch 801 may send a
request for a Class Ill medical data network establish-
ment indicating the Bluetooth® air interface to the smart
phone 805. Upon receiving the request, in block 814 the
medical communication abstraction layer of the smart
phone 814 may align the resources of the smart phone
805 for a Class Ill medical data network.

[0088] In block 816 the medical communication ab-
straction layer of the smart phone 805 may determine
the available air interfaces and identify that a Wi-Fi® con-
nection to the hot spot 811 is available, a cellular con-
nection for a first subscription (e.g., a GSM, CDMA2000,
EVDO, GRPS/EDGE, LTE, or LTE Advance connection)
is available with a cellular tower 807, and a cellular con-
nection for a second subscription (e.g., a GSM,
CDMA2000,EVDO, GRPS/EDGE, LTE, orLTE Advance
connection) is available with a cellular tower 809. In block
828 (FIG. 8C) the smart phone 806 may poll the possible
next nodes, the hot spot 811, and towers 807 and 809.
In blocks 830, 832, and 834 the hot spot 811, and towers
807 and 809 may respond with their respective capabil-
ities.

[0089] In block 836 the smart phone 805 may select
the fastest air interface, such as the second subscription
cellular air interface to cellular tower 809. In block 838
(FIG. 8D) the medical communication abstraction layer
of the smart phone 805 may send a request for a Class
Il medical data network establishmentindicating the sec-
ond subscription cellular air interface to the tower 809.
Upon receiving the request, the medical communication
abstraction layer ofthe tower 809 may align the resources
of the tower 809 for a Class Ill medical data network in
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block 840. In block 842 the cellular tower 809 may de-
termine thatitis an end node, and in blocks 844 and 846
the cellular tower 809 and smart phone 805 may establish
acellular airinterface meeting Class lll requirements with
one another. In blocks 848 and 854 (FIG. 8E) the smart
phone 805 and the EKG patch 801 may establish a Blue-
tooth® air interface meeting Class Il requirements with
one another.

[0090] In block 856 the EKG patch 801 may send a
medical data network start message to the smart phone
805 including the node data of the EKG patch 801. In
block 862 the smart phone 805 may append its node data
to the medical data network start message and in block
864 (FIG. 8F) send the medical data network start mes-
sage to the cellular tower 809. In block 866 the cellular
tower 809 may store the node data, and in block 866 the
cellular tower may send the medical data network ready
message including node data for the cellular tower 809,
smart phone 805, and EKG patch 801 to the smart phone
805. In block 870 the smart phone 805 may store the
node data and in block 872 forward the medical data
network ready message including node data for the cel-
lular tower 809, smart phone 805, and EKG patch 801
to the EKG patch 801. In block 878 (FIG. 8G) the EKG
patch 801 may store the node data and the Class Il med-
ical data network having nodes at the EKG patch 801,
smart phone 805, and cellular tower 809 may be estab-
lished.

[0091] Inblock 880 the EKG patch 801 may send med-
ical data to the smart phone 805 via the established Class
Il medical network, in block 884 the smart phone 805
may send the medical data to the cellular tower 809 via
the established Class Il medical network, and in block
886 the cellular tower 809 may send the medical data
via a wired network, such as the Internet.

[0092] FIG. 9 illustrates an embodiment method 900
for sending an indication of a medical data network and
classification level to other connected devices. In an em-
bodiment, the operations of method 900 may be per-
formed by a medical communication abstraction layer
operating on a processor of a computing device, such as
a medical device, mobile device, or base station trans-
mitting/receiving medical data via an air interface. In de-
termination block 902 the medical communication ab-
straction layer may determine whether a medical data
network is established with another device. In response
to determining that a medical data network is not estab-
lished with another device (i.e., determination block 902
= "No"), the medical communication abstraction layer
may continue to determine whether a medical data net-
work is established with another device.

[0093] Inresponse to determining that a medical data
network is established with another device (i.e., determi-
nation block 902 = "Yes"), the medical communication
abstraction layer may determine whether there are any
other connected devices and/or applications in determi-
nation block 904. For example, the medical communica-
tion abstraction layer may determine whether any other
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devices are connected via air interfaces not part of the
medical data network. As another example, the medical
communication abstraction layer may determine whether
any applications may be running on the computing device
that may attempt to establish a connection through an
RF chain associated with the medical data network, such
as a phone call dialing application or medical data appli-
cation. In response to determining that there are no other
connected devices and/or applications (i.e., determina-
tion block 904 = "No"), the method 900 may proceed to
determination block 902 to determine whether another
medical data network is established.

[0094] In response to determining that there are other
connected devices and/or applications (i.e., determina-
tion block 904 = "Yes"), the medical communication ab-
straction layer may send an indication of the medical data
network and its classification level to the other connected
devices and/or applications in block 906. In this manner,
the medical communication abstraction layer may make
the other devices and/or applications aware of the estab-
lishment of a medical data network that the other devices
and/or applications may not be part of.

[0095] Indetermination block 908 the medical commu-
nication abstraction layer may determine whether the
medical data network is closed. In response to determin-
ing that the medical data network is not closed (i.e., de-
termination block 908 = "No"), the medical communica-
tion abstraction layer may continue to determine whether
the medical data network is closed in determination block
908. In response to determining that the medical data
network is closed (i.e., determination block 908 ="Yes"),
the medical communication abstraction layer may send
an indication that the medical data network is closed to
the other connected devices and/or applications in block
910 and the method 900 may proceed to determination
block 902 to determine whether another medical data
network is established.

[0096] FIG. 10A illustrates an embodiment method
1000 for taking a deference action associated with a med-
ical device classification level. In an embodiment, the op-
erations of method 1000 may be performed by a medical
communication abstraction layer operating on a proces-
sor of a computing device, such as a medical device,
mobile device, or base station transmitting/receiving
medical data via an air interface. In block 1002 the med-
ical communication abstraction layer may receive an in-
dication of a medical data network and classification level
for another connected device or another application.
[0097] In determination block 1004 the medical com-
munication abstraction layer may determine whether the
medical data network classification level indicates defer-
ence is required. In an embodiment, the medical com-
munication abstraction layer may be configured to give
deference to higher classified medical data networks
over lower classified medical data networks. The classi-
fication level of one medical data network being higher
than another medical data network may indicate defer-
ence is required to the higher classified medical data net-
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work. For example, an indication that a Class Il medical
data network was established by another device or ap-
plication may indicate to a medical communication ab-
straction layer of a computing device with only Class |
medical data networks established that the computing
device with only Class | medical data networks should
give deference to the Class Ill medical data network. As
another example, an indication of a Class | medical data
network established by another device or application re-
ceived by the medical communication abstraction layer
of the computing device that only currently has Class |
medical data networks established may indicate no def-
erence is required because the classification levels are
equal. In response to determining that deference is not
indicated (i.e., determination block 1004 = "No"), the
medical communication abstraction layer may align the
computing device resources according to its normal op-
erating requirements for its various air interfaces and
medical data networks in block 1010.

[0098] Inresponse to determining that deference is in-
dicated (i.e., determination block 1004 ="Yes"), in block
1006 the medical communication abstraction layer may
align the computing device resources to take a deference
action associated with the medical device classification
level. As examples, deference actions may include stop-
ping transmission of data, reducing bandwidth usage,
reducing power levels, increasing transmission periodic-
ity, tearing down established links, etc. In this manner,
by taking a deference action devices that are not part of
a medical data network may free up network and/or de-
vice resources for use by the devices that are part of a
medical data network. In block 1008 the medical com-
munication abstraction layer may receive an indication
of the medical data network being closed, and in block
1010 the medical communication abstraction layer may
align the computing device resources according to its
normal operating requirements for its various air inter-
faces and medical data networks.

[0099] FIG. 10B illustrates an embodiment method
1050 for prioritizing resources in establishing medical da-
ta networks. In an embodiment, the operations of method
1050 may be performed by a medical communication
abstraction layer operating on a processor of acomputing
device, such as a medical device, mobile device, or base
station transmitting/receiving medical data via an air in-
terface. In an embodiment, the operations of method
1050 may be performed in conjunction with the opera-
tions of method 600 and/or 700 described above.
[0100] In block 1052 the medical communication ab-
straction layer may establish one or more data networks
with one or more other devices, such as a population of
different smart phones operated by different users. As
discussed above, in block 602 the medical communica-
tion abstraction layer may receive a request for medical
data network establishment indicating a selected air in-
terface, and in block 604 the medical communication ab-
straction layer may determine the classification level and
classification level requirements of the requested medi-



29 EP 3 108 698 B1 30

cal data network.

[0101] In determination block 1054 the medical com-
munication abstraction layer may determine whether the
available resources unused by the established medical
data network or networks are sufficient to meet the clas-
sification requirements of the requested medical data
network. For example, the medical communication ab-
straction layer of a tower may determine whether addi-
tional available unused connections and/or bandwidth
are available to support the establishment of the request-
ed medical data network. In response to determining the
resources are sufficient to support the requested medical
data network (i.e., determination block 1054 = "Yes"), in
block 1060 the medical communication abstraction layer
may establish the requested medical data network.
[0102] In response to determining the resources are
not sufficient to support the requested medical data net-
work (i.e., determination block 1054 = "No"), in determi-
nation block 1056 the medical communication abstrac-
tion layer may determine whether the requested medical
data network classification level is higher than any es-
tablished medical data network or networks. In response
to determining that the classification level is not higher
than any established medical data network or networks
(i.e., determination block 536 = "No"), the medical com-
munication abstraction layer may indicate an error in
medical data network establishment as discussed above
in block 536. In this manner, the medical communication
abstraction layer may indicate it is unavailable to support
the additional requested medical data network and re-
sources may not be diverted from higher classification
medical data networks to lower classification or equal
classification level medical data networks.

[0103] In response to determining that the classifica-
tion level is higher than that of any established medical
data network or networks (i.e., determination block 1056
= "Yes"), the medical communication abstraction layer
may drop one or more lower classification level estab-
lished medical data networks to free resources sufficient
to meet the classification requirements of the requested
medical data network in block 1058, and may establish
the requested medical data network in block 1060. In this
manner, resources and medical data network establish-
ment may be prioritized and given to medical data net-
works with the highest classification level among a pop-
ulation of requested medical data networks and devices.
[0104] FIG. 11illustrates an embodiment method 1100
for changing a classification level of a medical data net-
work. In an embodiment, the operations of method 1100
may be performed by a medical communication abstrac-
tion layer operating on a processor of acomputing device,
such as a medical device, mobile device, or base station
transmitting/receiving medical data via an air interface.
In an embodiment, the operations of method 1100 may
be performed in conjunction with the operations of meth-
ods 500, 600, or 700 as described above.

[0105] In block 1102 the medical communication ab-
straction layer may receive a trigger to modify an estab-
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lished medical data network to a new classification level.
In an embodiment, the trigger may be an indication of a
medical event or medical data requiring a different clas-
sification. For example, a heart attack may be detected
resulting in a trigger to increase the classification level
of amedical data network. As another example, an emer-
gency situation may have ended, and a medical data
network may be decreased to a lower classification level.
In another embodiment, the trigger may be a message
sentby another node (device) in the medical data network
indicating the new classification level for the medical data
network. In block 1104 the medical communication ab-
straction layer may determine the classification level re-
quirements for the new classification level. For example,
the medical communication abstraction layer may deter-
mine the classification level from the trigger and compare
the determined classification level to a medical data net-
work classification table in memory correlating classifi-
cation levels and requirements to determine the new
classification level requirements.

[0106] As discussed above, in block 606 the medical
communication abstraction layer may determine the
computing device capabilities. In determination block
1106 the medical communication abstraction layer may
determine whether the computing device capabilities
meet the new classification level requirements. In re-
sponse to determining that the computing device capa-
bilities do not meet the requirements (i.e., determination
block 1106 ="No"), the medical communication abstrac-
tion layer may indicate a classification level change error
in block 1114.

[0107] In response to determining that the computing
device capabilities do meet the requirements (i.e., deter-
mination block 1106 = "Yes"), the medical communica-
tion abstraction layer may send a response/trigger mes-
sage indicating the new classification level to all air in-
terfaced devices in the medical data network in block
1108. For example, the medical communication abstrac-
tion layer may generate and send one or more messages
indicating the new classification level and addressed to
all nodes (devices) in the medical data network based
on the stored node data for the devices received when
establishing the network. In determination block 1110 the
medical communication abstraction layer may determine
whether the response/trigger message was received
from all air interfaced devices in the medical data net-
work. For example, the medical communication abstrac-
tion layer may track received response/trigger messages
from the various nodes (devices) in the medical data net-
work based on the stored node data for the devices re-
ceived when establishing the network to determine if a
response/trigger message has been received from all
other nodes (i.e., all airinterfaced devices) in the medical
data network.

[0108] Inresponsetodetermining that all air interfaced
devices do notrespond (i.e., determination block 1110 =
"No"), the medical communication abstraction layer may
indicate a classification level change error in block 1114.
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In response to determining that a response/trigger is re-
ceived from all air interface devices (i.e., determination
block 1110="Yes"), the medical communication abstrac-
tion layer may align the computing device resources to
meet the new classification level requirements in block
1112. In this manner, the air interfaces of the medical
data network may be adjusted to meet the new classifi-
cation level. In option block 1116 the medical communi-
cation abstraction layer may send/receive medical data
via the established air interfaces meeting the new clas-
sification level for the medical data network.

[0109] FIGs. 12A and 12B are communication flow di-
agrams illustrating example interactions between a pulse
monitor 1201, a smart phone 1203, and a cellular tower
1205 all having medical communication abstraction lay-
ers to change a classification level of an established
Class | medical data network. At an initial time a Class |
medical data network may be established between the
pulse monitor 1201, smartphone 1203, and cellular tower
1205. In block 1202 (FIG. 12A) the medical communica-
tion abstraction layer of the pulse monitor 1201 may iden-
tify that a Class lll event has occurred, such as the pulse
ofthe patientbeing monitored rising above a critical level.
Because the pulse of the patient has risen above the
critical level, further medical data from the pulse monitor
1201 may be Class Ill medical data.

[0110] In block 1204 the medical communication ab-
straction layer of the pulse monitor 1201 may confirm the
pulse monitor 1201 capabilities meet the Class Il require-
ments and in block 1206 may send a trigger message to
upgrade the medical data network with the smart phone
1203 and cellular tower 1205 to a Class Il medical data
network. The trigger message may be sent from the pulse
monitor 1201 through the medical data network ad-
dressed to all the other nodes (i.e., both the smart phone
1203 and cellular tower 1205).

[0111] Upon receiving the trigger message in blocks
1208 and 1210 the medical communication abstraction
layers of the smart phone 1203 and cellular tower may
determine their respective device capabilities to meet the
Class lll requirements, and in blocks 1212 and 1214 may
send response messages indicating their ability to up-
grade to a Class lll medical data network through the
medical data network addressed to all other nodes or at
least the pulse monitor 1201.

[0112] In blocks 1216, 1218, and 1220 the medical
communication abstraction layers of the pulse monitor
1201, smart phone 1203, and cellular tower 1205 may
determine response/trigger messages for all devices
(nodes) in the medical data network were received, and
in blocks 1222, 1224, and 1226 align their respective
resources for a Class Ill medical data network. In this
manner, the air interfaces between the pulse monitor
1201, smart phone 1203, and cellular tower 1205 may
be upgraded from meeting the Class | requirements to
Class Il requirements and a Class Ill medical data net-
work may be established.

[0113] Inblock 1228 the pulse monitor 1201 may send
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medical data via the Class Ill medical network to the
smart phone 1203, in block 1230 the smart phone 1203
may send the medical data via the Class Ill medical net-
work to the cellular tower 1205, and in block 1232 the
cellular tower 1205 may send the medical data to its in-
tended destination, such as a health care provider com-
puter, via a wired network, such as the Internet.

[0114] In an embodiment, a medical communication
abstraction layer may be manually triggered to establish
a medical data network of a given classification level in
response to a command from a user, such as a health
care provider or patient, or automatically in response to
inputs from applications on a computing device, triggers
in medical data, and/or inputs from other devices. An
example of determining medical data criticality and the
need to issue a medical data network trigger is shown in
FIG. 13.

[0115] Referringto FIG. 13, medical data criticality may
be determined by combining or fusing, by a medical com-
munication abstraction layer or other application running
on a device, a multitude of different types of data that
may be relevant to a user’s condition and well being. For
example, environmental data 1301, such as air quality,
temperature and/or humidity, may be used to determine
the medical data criticality. Air quality and temperature
may be important to an asthma patient.

[0116] Medicaldata criticality may also depend on con-
text of the user 1302, such as the geographical location
of the user, and whether the user is resting, walking, run-
ning, or falling, which may be inferred, for example, by
sensors worn by the user or sensors on a wearable mo-
bile device. Additionally, physiological and biological da-
ta 1303 may be obtained from sensors worn on the body
(e.g., heart rate and blood pressure data), sensors on-
board the mobile device, or aremote sensor (e.g., a sen-
sor communicating with the mobile device through a
short-range connection, such as Bluetooth®, or through
a long-range connection, such as the Internet or a com-
munications network).

[0117] Both long-term medical data 1304, that is data
from user’s medical records (e.g., imaging, lab results,
medications, etc.) and long-term historical health data
1305, such as weekly or daily averages of blood pressure
measurements, weekly energy expenditure profile, daily
average heart rate values, or heart rate variability, may
be used in determining the criticality of the medical data.
[0118] Also, direct inputs 1306 may provide direct,
timely and current directives and inputs from healthcare
professionals, caregivers of the user, or even the user
themselves, may be factored in determining the medical
data criticality. The user may not feel so well that day,
for example, and may have the means to input that in-
formation into the system.

[0119] Other types of data that may be accessible by
the mobile device, include personal genomic data and
behavioral data 1309, public alerts, such as those from
Centers for Disease Control (CDC), that may be relevant
to specific user and her condition 1310, population data
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from patients that are like the user 1308, and individual
health-risk assessment data of the individual 1307, e.g.,
high risk for heart disease.

[0120] Any received data 1301, 1302, 1303, 1304,
1305, 1307, 1308, 1309, 1310, 1310 and/or received di-
rect inputs 1306 may be used, separately or in combina-
tion, by a medical communication abstraction layer or
other application running on a device in block 1311 to
determine the medical data criticality and resulting need
to issue a medical data network trigger, the classification
level for a needed medical data network, and/or the end
point for the medical data based on the determined crit-
icality. In response to determining the medical data crit-
icality, the medical communication abstraction layer or
other application running on a device may generate and
send a medical data network trigger including the nec-
essary classification level indication and an end point in-
dication for the medical data.

[0121] Thevarious embodiments may be implemented
in any of a variety of mobile devices, an example of which
is illustrated in FIG. 14. For example, the mobile device
1400 may include a processor 1402 coupled to internal
memories 1404 and 1406. Internal memories 1404 and
1406 may be volatile or non-volatile memories, and may
also be secure and/or encrypted memories, or unsecure
and/or unencrypted memories, or any combination there-
of. The processor 1402 may also be coupled to a touch
screen display 1412, such as a resistive-sensing touch
screen, capacitive-sensing touch screen infrared sens-
ing touch screen, or the like. Additionally, the display of
the computing device 1400 need not have touch screen
capability.

[0122] The mobile device 1400 may have one or more
radio signal transceivers 1408 (e.g., Peanut®, Blue-
tooth®, Zigbee®, Wi-Fi, RF radio) and antennae 1410,
for sending and receiving, coupled to each other and/or
to the processor 1402. The mobile device 1400 may in-
clude a cellular network interface, such as wireless mo-
dem chip 1416, thatenables communication via a cellular
data network (e.g., CDMA, TDMA, GSM, PCS, 3G, 4G,
LTE, or any other type of cellular data network) and is
coupled to the processor 1402. The mobile device 1400
may include a peripheral device connection interface
1418 coupled to the processor 1402. The peripheral de-
vice connection interface 1418 may be singularly config-
ured to accept one type of connection, or multiply con-
figured to accept various types of physical and commu-
nication connections, common or proprietary, such as
USB, FireWire, Thunderbolt, or PCle. The peripheral de-
vice connection interface 1418 may also be coupled to
a similarly configured peripheral device connection port.
The mobile device 1400 may also include speakers 1414
for providing audio outputs.

[0123] The mobile device 1400 may also include a
housing 1420, constructed of a plastic, metal, or a com-
bination of materials, for containing all or some of the
components discussed herein. The mobile device 1400
may include a power source 1422 coupled to the proc-
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essor 1402, such as a disposable or rechargeable bat-
tery. The rechargeable battery may also be coupled to
the peripheral device connection port to receive a charg-
ing current from a source external to the mobile device
1400.

[0124] The processors 206, 210, 222, 232, 234, 252,
262, 270, 271, 282, 286, 290, and 1402 may be any pro-
grammable microprocessor, microcomputer or multiple
processor chip or chips that can be configured by soft-
ware instructions (applications) to perform a variety of
functions, including the functions of the various embod-
iments described above. In some devices, multiple proc-
essors may be provided, such as one processor dedicat-
ed to wireless communication functions and one proces-
sor dedicated to running other applications. Typically,
software applications may be stored in the internal mem-
ory 208, 224, 254, 284, 1404, and 1406 before they are
accessed and loaded into the processors 206, 210, 222,
232, 234, 252, 262, 270, 271, 282, 286, 290, and 1402.
The processors 206, 210, 222, 232, 234, 252, 262, 270,
271,282, 286, 290, and 1402 may include internal mem-
ory sufficient to store the application software instruc-
tions. In many devices the internal memory may be a
volatile or nonvolatile memory, such as flash memory, or
a mixture of both. For the purposes of this description, a
general reference to memory refers to memory accessi-
ble by the processors 206, 210, 222, 232, 234, 252, 262,
270, 271, 282, 286, 290, and 1402 including internal
memory or removable memory plugged into the comput-
ing device and memory within the processor 206, 210,
222, 232, 234, 252, 262, 270, 271, 282, 286, 290, and
1402 themselves.

[0125] The foregoing method descriptions and the
process flow diagrams are provided merely as illustrative
examples and are not intended to require or imply that
the steps of the various embodiments must be performed
in the order presented. As will be appreciated by one of
skill in the art the order of steps in the foregoing embod-
iments may be performed in any order. Words such as
"thereafter," "then," "next," etc. are not intended to limit
the order of the steps; these words are simply used to
guide the reader through the description of the methods.
Further, any reference to claim elements in the singular,
for example, using the articles "a," "an" or "the" is not to
be construed as limiting the element to the singular.
[0126] The various illustrative logical blocks, modules,
circuits, and algorithm steps described in connection with
the embodiments disclosed herein may be implemented
as electronic hardware, computer software, or combina-
tions of both. To clearly illustrate this interchangeability
of hardware and software, various illustrative compo-
nents, blocks, modules, circuits, and steps have been
described above generally in terms of their functionality.
Whether such functionality is implemented as hardware
or software depends upon the particular application and
design constraintsimposed on the overall system. Skilled
artisans may implement the described functionality in
varying ways for each particular application, but such im-
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plementation decisions should not be interpreted as
causing a departure from the scope of the present inven-
tion.

[0127] The hardware used to implement the various
illustrative logics, logical blocks, modules, and circuits
described in connection with the aspects disclosed here-
in may be implemented or performed with a general pur-
pose processor, a digital signal processor (DSP), an ap-
plication specific integrated circuit (ASIC), a field pro-
grammable gate array (FPGA) or other programmable
logic device, discrete gate or transistor logic, discrete
hardware components, or any combination thereof de-
signed to perform the functions described herein. A gen-
eral-purpose processor may be a microprocessor, but,
in the alternative, the processor may be any conventional
processor, controller, microcontroller, or state machine.
A processor may also be implemented as a combination
of computing devices, e.g., a combination of a DSP and
a microprocessor, a plurality of microprocessors, one or
more microprocessors in conjunction with a DSP core,
orany other such configuration. Alternatively, some steps
or methods may be performed by circuitry that is specific
to a given function.

[0128] Inoneormore exemplary aspects, the functions
described may be implemented in hardware, software,
firmware, or any combination thereof. If implemented in
software, the functions may be stored as one or more
instructions or code on a non-transitory computer-read-
able medium or non-transitory processor-readable me-
dium. The steps of a method or algorithm disclosed here-
in may be embodied in a processor-executable software
module which may reside on a non-transitory computer-
readable or processor-readable storage medium. Non-
transitory computer-readable or processor-readable
storage media may be any storage media that may be
accessed by a computer or a processor. By way of ex-
ample but not limitation, such non-transitory computer-
readable or processor-readable media may include
RAM, ROM, EEPROM, FLASH memory, CD-ROM or
other optical disk storage, magnetic disk storage or other
magnetic storage devices, or any other medium that may
be used to store desired program code in the form of
instructions or data structures and that may be accessed
by a computer. Disk and disc, as used herein, includes
compact disc (CD), laser disc, optical disc, digital versa-
tile disc (DVD), floppy disk, and blu-ray disc where disks
usually reproduce data magnetically, while discs repro-
duce data optically with lasers. Combinations of the
above are alsoincluded within the scope of non-transitory
computer-readable and processor-readable media. Ad-
ditionally, the operations of a method or algorithm may
reside as one or any combination or set of codes and/or
instructions on a non-transitory processor-readable me-
dium and/or computer-readable medium, which may be
incorporated into a computer program product.

[0129] The preceding description of the disclosed em-
bodiments is provided to enable any person skilled in the
art to make or use the present invention. Various modi-
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fications to these embodiments will be readily apparent
to those skilled in the art, and the generic principles de-
fined herein may be applied to other embodiments with-
out departing from the spirit or scope of the invention.
Thus, the present invention is not intended to be limited
to the embodiments shown herein but is to be accorded
the widest scope consistent with the following claims and
the principles and novel features disclosed herein.

Claims

1. A method (500) performed in a device, the method
comprising the steps of:

determining (504), in a processor, a classifica-
tion level associated with a received medical da-
ta network trigger;

determining (512), in the processor, a capability
to meet a requirement of the determined classi-
fication level of available air interfaces with one
or more other devices in response to determin-
ing the classification level associated with the
received medical data network trigger;
selecting (516), in the processor, at least one
device and at least one of its corresponding air
interfaces having the determined capability to
meet the requirement of the determined classi-
fication level from the available air interfaces
with the one or more other devices;
establishing (518) the selected at least one air
interface meeting the requirement of the deter-
mined classification level with the selected at
least one device to establish a medical data net-
work with the classification level; characterized
by:

sending (520) an indication of the medical data
network with the classification level to another
connected device that is not part of the medical
data network such that the another connected
device does not send data to any devices in the
medical data network while the medical data net-
work is established in response to determining
that the classification level indicates deference
to the medical data network is required.

2. The method of claim 1, wherein the classification lev-
el is a health regulatory authority assigned classifi-
cation level.

3. The method of claim 2, further comprising sending
or receiving medical data via the at least one air in-
terface of the established medical data network.

4. The method of claim 2, wherein determining, in the
processor, a capability to meet a requirement of the
determined classification level of the determined
available air interfaces and the one or more other
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devices comprises:

polling the one or more other devices via the
determined air interfaces regarding each of the
one or more other devices’ capability to meet
the requirement of the determined classification
level; and

determining, in the processor, a capability to
meet a requirement of the determined classifi-
cation level of the determined available air inter-
faces and the one or more other devices based
on responses to the polling received from the
one or more other devices.

The method of claim 2, wherein selecting, in the proc-
essor, at least one device and at least one of its cor-
responding air interfaces from the one or more other
devices and available air interfaces with the one or
more other devices comprises selecting the fastest
air interface.

The method of claim 2, further comprising:

receiving a trigger to modify the medical data
network to a new classification level; and
aligning a resource such that the selected at
least one air interface meets a new requirement
of the new classification level.

The method of claim 2, wherein the classification lev-
elis one of a plurality of different classification levels
each having at least one unique requirement select-
ed from the group consisting of a bandwidth require-
ment, a packet redundancy requirement, a quality of
service requirement, a latency requirement, a secu-
rity requirement, and a link redundancy requirement.

The method of claim 1, further comprising indicating
to a user that a medical data network with the clas-
sification level is established in response to estab-
lishing the selected at least one air interface meeting
therequirement ofthe determined classification level
with the selected at least one device.

The method of claim 1, further comprising:

receiving, in the processor, a request to estab-
lish another medical data network from another
device;

determining, in the processor, a classification
level associated with the received request to es-
tablish the another medical data network;
determining, in the processor, whether a re-
source in use by the selected air interface is
needed to establish the another medical data
network;

determining, in the processor, whether the clas-
sification level associated with the received re-
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quest to establish the another medical data net-
work is higher than the classification level asso-
ciated with the received medical data network
trigger in response to determining that a re-
source in use by the selected air interface is
needed to establish the another medical data
network; and

aligning the resource to establish the another
medical data network in response to determin-
ing the classification level associated with the
received request to establish the another med-
ical data network is higher than the classification
level associated with the received medical data
network trigger.

10. The method of claim 1, wherein the received medical

data network trigger is one or more of a patient health
condition trigger, a patient preexisting condition trig-
ger, an environmental condition trigger, a context
trigger, and a location trigger.

11. A device (200), comprising:

means for determining (206) a classification lev-
el associated with a received medical data net-
work trigger;

means for determining (206) a capability to meet
a requirement of the determined classification
level of available air interfaces with one or more
other devices in response to determining the
classification level associated with the received
medical data network trigger;

means for selecting (206) at least one device
and at least one of its corresponding air inter-
faces having the determined capability to meet
the requirement of the determined classification
level from the available air interfaces with the
one or more other devices;

means for establishing (212) the selected at
least one air interface meeting the requirement
of the determined classification level with the se-
lected at least one device to establish a medical
data network with the classification level; char-
acterized by:

means for sending (212) an indication of the
medical data network with the classification level
to another connected device that is not part of
the medical data network such that the another
connected device does not send data to any de-
vices in the medical data network while the med-
ical data network is established in response to
determining that the classification levelindicates
deference to the medical data network is re-
quired.

12. A non-transitory processor-readable medium (208)

having stored thereon processor-executable instruc-
tions configured to cause a processor (206) to per-
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form operations comprising:

determining (504) a classification level associ-
ated with a received medical data network trig-
ger;

determining (512) a capability to meet arequire-
ment of the determined classification level of
available air interfaces with one or more other
devices in response to determining the classifi-
cation level associated with the received medi-
cal data network trigger;

selecting (516) at least one device and at least
one of its corresponding air interfaces having
the determined capability to meet the require-
ment of the determined classification level from
the available air interfaces with the one or more
other devices;

establishing (518) the selected at least one air
interface meeting the requirement of the deter-
mined classification level with the selected at
least one device to establish a medical data net-
work with the classification level via an RF re-
source,

characterized by:

sending (520) via the RF resource an indication
of the medical data network with the classifica-
tion level to another connected device thatis not
part of the medical data network such that the
another connected device does not send data
to any devices in the medical data network while
the medical data network is established in re-
sponse to determining that the classification lev-
el indicates deference to the medical data net-
work is required.

13. A system, comprising:

a first device (1201);

a second device (1203); and

a third device (1205),

wherein the first device (1201) comprises:

means for determining (1204) a classifica-
tion level associated with a received medi-
cal data network trigger; and

means for polling (1206) the second device
regarding the second device’'s capabilities
inresponse to determining the classification
level;

wherein the second device (1203) comprises
means for sending (1212) an indication of the
second device’s capabilities to the first device
in response to the polling,

wherein the first device (1201) further compris-
es:
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14.

15.

means for determining a capability to meet
a requirement of the determined classifica-
tion level of available air interfaces with the
second device in response to receiving the
indication of the second device’s capabili-
ties;

means for selecting (1222) at least one air
interface having the determined capability
to meet the requirement of the determined
classification level from the available air in-
terfaces with the second device; and
means for establishing the selected at least
one air interface meeting the requirement
of the determined classification level with
the second device to establish a medical
data network with the classification level,

wherein the second device (1203) further com-
prises means for establishing (1224) the select-
ed at least one air interface meeting the require-
ment of the determined classification level with
the first device to establish the medical data net-
work with the classification level,

wherein the first device (1201) further comprises
means for sending an indication of the medical
data network with the classification level to the
third device,

wherein the third device (1205) comprises:

means for receiving the indication of the
medical data network with the classification
level;

means for determining (1210) that the clas-
sification level indicates deference to the
medical data network is required; and
means for taking a deference action in re-
sponse to determining that the classification
level indicates deference to the medical da-
ta network is required, wherein the defer-
ence action is not sending data to any de-
vices in the medical data network while the
medical data network is established.

The system of claim 13, wherein the classification
level is a health regulatory authority assigned clas-
sification level.

The system of claim 14, wherein the classification
level is one of a plurality of different classification
levels each having at least one unique requirement
selected from the group consisting of a bandwidth
requirement, a packet redundancy requirement, a
quality of service requirement, a latency require-
ment, a security requirement, and a link redundancy
requirement.
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Patentanspriiche

Ein Verfahren (500), das in einer Einrichtung durch-
gefuhrt wird, wobei das Verfahren die folgenden
Schritte aufweist:

Bestimmen (504), in einem Prozessor, einer
Klassifikationsstufe, die mit einem empfange-
nen Ausléser bzw. Trigger eines medizinischen
Datennetzwerkes assoziiert ist;

Bestimmen (512), in dem Prozessor, einer Fa-
higkeit, eine Anforderung der bestimmten Klas-
sifikationsstufe von verfligbaren Luftschnittstel-
len mit einer oder mehreren anderen Einrichtun-
gen zu erflllen ansprechend auf das Bestimmen
der Klassifikationsstufe, die mit dem empfange-
nen Ausldser des medizinischen Datennetzwer-
kes assoziiert ist;

Auswahlen (516), in dem Prozessor, wenigs-
tens einer Einrichtung und wenigstens einer ih-
rer entsprechenden Luftschnittstellen, die die
bestimmte Fahigkeit hat, um die Anforderung
der bestimmten Klassifikationsstufe zu erfiillen,
aus den verfuigbaren Luftschnittstellen mit der
einen oder den mehreren anderen Einrichtun-
gen;

Einrichten (518) der ausgewahlten wenigstens
einen Luftschnittstelle, die die Anforderung der
bestimmten Klassifikationsstufe erflllt, mit der
ausgewahlten wenigstens einen Einrichtung
zum Einrichten eines medizinischen Datennetz-
werkes mit der Klassifikationsstufe;
gekennzeichnet durch:

Senden (520) einer Anzeige des medizini-
schen Datennetzwerkes mit der Klassifika-
tionsstufe an eine andere verbundene Ein-
richtung, die nicht Teil des medizinischen
Datennetzwerkes ist, so dass die andere
verbundene Einrichtung nicht Daten an ir-
gendwelche Einrichtungen in dem medizi-
nischen Datennetzwerk sendet, wahrend
das medizinische Datennetzwerk einge-
richtet ist, ansprechend auf Bestimmen,
dass die Klassifikationsstufe anzeigt, dass
eine Riicksichtnahme auf das medizinische
Datennetzwerk erforderlich ist.

Verfahren nach Anspruch 1, wobei die Klassifikati-
onsstufe eine Klassifikationsstufe ist, die durch eine
Gesundheitsbehdrde zugewiesen worden ist.

Verfahren nach Anspruch 2, das weiter Senden oder
Empfangen von medizinischen Daten Uber die we-
nigstens eine Luftschnittstelle des eingerichteten
medizinischen Datennetzwerks aufweist.

Verfahren nach Anspruch 2, wobei das Bestimmen,
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indem Prozessor, einer Fahigkeit zum Erfiillen einer
Anforderung der bestimmten Klassifikationsstufe
der bestimmten verfiigbaren Luftschnittstellen und
der ein oder mehreren anderen Einrichtungen Fol-
gendes aufweist:

Abfragen der ein oder mehreren anderen Ein-
richtungen Uber die bestimmten Luftschnittstel-
len beziglich der Fahigkeit jeder der ein oder
mehreren anderen Einrichtungen, die Anforde-
rung der bestimmten Klassifikationsstufe zu er-
fullen; und

Bestimmen, in dem Prozessor, einer Fahigkeit
eine Anforderung der bestimmten Klassifikati-
onsstufe der bestimmten verfliigbaren Luft-
schnittstellen und der ein oder mehreren ande-
ren Einrichtungen zu erfillen basierend auf Ant-
worten auf das Abfragen, die von den ein oder
mehreren anderen Einrichtungen empfangen
werden.

Verfahren nach Anspruch 2, wobei das Auswahlen,
in dem Prozessor, von wenigstens einer Einrichtung
und wenigstens einer ihrer entsprechenden Luft-
schnittstellen aus den ein oder mehreren anderen
Einrichtungen und verfligbaren Luftschnittstellen mit
den ein oder mehreren anderen Einrichtungen Aus-
wahlen der schnellsten Luftschnittstelle aufweist.

Verfahren nach Anspruch 2, das weiter Folgendes
aufweist:

Empfangen eines Auslésers bzw. Triggers zum
Modifizieren des medizinischen Datennetzwer-
kes hin zu einer neuen Klassifikationsstufe; und
Ausrichten einer Ressource, so dass die aus-
gewahlte wenigstens eine Luftschnittstelle eine
neue Anforderung der neuen Klassifikationsstu-
fe erflillt.

Verfahren nach Anspruch 2, wobei die Klassifikati-
onsstufe eine einer Vielzahl von unterschiedlichen
Klassifikationsstufen ist, die jeweils wenigstens eine
eindeutige Anforderung haben, die aus der Gruppe
ausgewahlt ist, die aus Folgendem besteht: einer
Bandbreitenanforderung, einer Paketredundanzan-
forderung, einer Dienstqualitdtsanforderung, einer
Latenzanforderung, einer Sicherheitsanforderung
und einer Verbindungredundanzanforderung.

Verfahren nach Anspruch 1, das weiter Anzeigen,
gegeniber einem Nutzer aufweist, dass ein medizi-
nisches Datennetzwerk mit der Klassifikationsstufe
eingerichtet ist ansprechend auf Einrichten der aus-
gewahlten wenigstens einen Luftschnittstelle, die die
Anforderung der bestimmten Klassifikationsstufe er-
fullt, mit der wenigstens einen Einrichtung.
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9. Verfahren nach Anspruch 1, das weiter Folgendes
aufweist:

Klassifikationsstufe, die mit dem empfangenen
Ausléser des medizinischen Datennetzwerkes

Empfangen, in dem Prozessor, einer Anfrage

stufe von verfligbaren Luftschnittstellen mit ei-
ner oder mehreren anderen Einrichtungen zu er-
flllen ansprechend auf das Bestimmen der

23

assoziiert ist;
Mittel zum Auswahlen (206) wenigstens einer

ein weiteres medizinisches Datennetzwerk ein- 5 Einrichtung und wenigstens einer ihrer entspre-
zurichten, von einer weiteren Einrichtung; chenden Luftschnittstellen, die die bestimmte
Bestimmen, in dem Prozessor, einer Klassifika- Fahigkeit hat, um die Anforderung der bestimm-
tionsstufe, die mit der empfangenen Anfrage ten Klassifikationsstufe zu erflillen, aus den ver-
zum Einrichten des weiteren medizinischen Da- fugbaren Luftschnittstellen mit der einen oder
tennetzwerkes assoziiert ist; 10 den mehreren anderen Einrichtungen;
Bestimmen, in dem Prozessor, ob eine Res- Mittel zum Einrichten (212) der ausgewahlten
source, die durch die ausgewabhlte Luftschnitt- wenigstens einen Luftschnittstelle, die die An-
stelle verwendet wird, bendtigt wird zum Einrich- forderung der bestimmten Klassifikationsstufe
ten des weiteren medizinischen Datennetz- erfiillt, mit der ausgewahlten wenigstens einen
werks; 15 Einrichtung zum Einrichten eines medizinischen
Bestimmen, in dem Prozessor, ob die Klassifi- Datennetzwerkes mit der Klassifikationsstufe;
kationsstufe, die mit der empfangenen Anfrage gekennzeichnet durch:
zum Einrichten des weiteren medizinischen Da-
tennetzwerkes assoziiert ist, héher ist als die Mittel zum Senden (212) einer Anzeige des
Klassifikationsstufe, die mit dem empfangenen 20 medizinischen Datennetzwerkes mit der
Trigger bzw. Ausléser des medizinischen Da- Klassifikationsstufe an eine andere verbun-
tennetzwerkes assoziiert ist ansprechend auf dene Einrichtung, die nicht Teil des medizi-
Bestimmen, dass eine Ressource, die durch die nischen Datennetzwerkes ist, so dass die
ausgewahlte Luftschnittstelle verwendet wird, andere verbundene Einrichtung nicht Daten
zum Einrichten des weiteren medizinischen Da- 25 an irgendwelche Einrichtungen in dem me-
tennetzwerks benétigt wird; und dizinischen Datennetzwerk sendet, wah-
Ausrichten bzw. Anpassen der Ressource zum rend das medizinische Datennetzwerk ein-
Einrichten des weiteren medizinischen Daten- gerichtet ist, ansprechend auf Bestimmen,
netzwerks ansprechend auf Bestimmen, dass dass die Klassifikationsstufe anzeigt, dass
die Klassifikationsstufe, die mit der empfange- 30 eine Ricksichtnahme auf das medizinische
nen Anfrage zum Einrichten des weiteren me- Datennetzwerk erforderlich ist.
dizinischen Datennetzwerks assoziiert ist, ho-
her ist als die Klassifikationsstufe, die mit dem 12. Ein nichttransitorisches prozessorlesbares Medium
empfangenen Trigger bzw. Ausléser des medi- (208) mitdarauf gespeicherten von einem Prozessor
zinischen Datennetzwerks assoziiert ist. 35 ausfihrbaren Instruktionen, die konfiguriert sind, um
einen Prozessor (206) zu veranlassen, Operationen
10. Verfahren nach Anspruch 1, wobei der empfangene durchzufiihren, die Folgendes aufweisen:
Trigger bzw. Ausléser des medizinischen Daten-
netzwerks ein oder mehreres von Folgendem ist: Bestimmen (504) einer Klassifikationsstufe, die
40 mit einem empfangenen Ausléser bzw. Trigger
ein Ausléser eines Patientengesundheitszu- eines medizinischen Datennetzwerkes assozi-
standes, ein Ausléser einer Vorerkrankung des jert ist;
Patentien, ein Ausldser eines Umwelt- bzw. Um- Bestimmen (512) einer Fahigkeit, eine Anforde-
gebungszustandes, ein Kontexttrigger bzw. rung der bestimmten Klassifikationsstufe von
-ausléser und ein Standorttrigger bzw. -auslé- 45 verfligbaren Luftschnittstellen mit einer oder
ser. mehreren anderen Einrichtungen zu erfillen an-
sprechend auf das Bestimmen der Klassifikati-
11. Eine Einrichtung (200), die Folgendes aufweist: onsstufe, die mit dem empfangenen Ausldser
des medizinischen Datennetzwerkes assoziiert
Mittel zum Bestimmen (206) einer Klassifikati- 50 ist;
onsstufe, die mit einem empfangenen Ausloser Auswahlen (516) wenigstens einer Einrichtung
bzw. Trigger eines medizinischen Datennetz- und wenigstens einer ihrer entsprechenden
werkes assoziiert ist; Luftschnittstellen, die die bestimmte Fahigkeit
Mittel zum Bestimmen (206) einer Fahigkeit, ei- hat, um die Anforderung der bestimmten Klas-
ne Anforderung der bestimmten Klassifikations- 55 sifikationsstufe zu erfiillen, aus den verfligbaren

Luftschnittstellen mit der einen oder den meh-
reren anderen Einrichtungen;
Einrichten (518) der ausgewahlten wenigstens
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einen Luftschnittstelle, die die Anforderung der
bestimmten Klassifikationsstufe erfiillt, mit der
ausgewahlten wenigstens einen Einrichtung
zum Einrichten eines medizinischen Datennetz-
werkes mit der Klassifikationsstufe (ber eine
HF-Ressource;

gekennzeichnet durch:

Senden (520), Uber die HF-Ressource, ei-
ner Anzeige des medizinischen Datennetz-
werkes mit der Klassifikationsstufe an eine
andere verbundene Einrichtung, die nicht
Teil des medizinischen Datennetzwerkes
ist, so dass die andere verbundene Einrich-
tung nicht Daten an irgendwelche Einrich-
tungen in dem medizinischen Datennetz-
werk sendet, wahrend das medizinische
Datennetzwerk eingerichtet ist anspre-
chend auf Bestimmen, dass die Klassifika-
tionsstufe anzeigt, dass eine Riicksichtnah-
me aufdas medizinische Datennetzwerk er-
forderlich ist.

13. Ein System, das Folgendes aufweist:

eine erste Einrichtung (1201);

eine zweite Einrichtung (1203); und

eine dritte Einrichtung (1205),

wobei die erste Einrichtung (1201) Folgendes
aufweist:

Mittel zum Bestimmen (1204) einer Klassi-
fikationsstufe, die mit einem empfangenen
Trigger bzw. Ausléser eines medizinischen
Datennetzwerkes assoziiert ist; und

Mittel zum Abfragen (1206) der zweiten Ein-
richtung hinsichtlich der Fahigkeiten der
zweiten Einrichtung ansprechend auf Be-
stimmen der Klassifikationsstufe;

wobei die zweite Einrichtung (1203) Mittel
aufweist zum Senden (1212) einer Anzeige
der Fahigkeiten der zweiten Einrichtung an
die erste Einrichtung ansprechend auf das
Abfragen;

wobei die erste Einrichtung (1201) weiter Fol-
gendes aufweist:

Mittel zum Bestimmen einer Fahigkeit zum
Erfillen einer Anforderung der bestimmten
Klassifikationsstufe der verfliigbaren Luft-
schnittstellen mit der zweiten Einrichtung
ansprechend auf Empfangen der Anzeige
der Fahigkeiten der zweiten Einrichtung;

Mittel zum Auswahlen (1222) wenigstens
einer Luftschnittstelle, die die bestimmte
Fahigkeit hat, um die Anforderung der be-
stimmten Klassifikationsstufe zu erflllen,
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14.

15.

aus den verflgbaren Luftschnittstellen mit
der zweiten Einrichtung; und

Mittel zum Einrichten der ausgewahlten we-
nigstens einen Luftschnittstelle, die die An-
forderung der bestimmten Klassifikations-
stufe erfillt, mit der zweiten Einrichtung
zum Einrichten eines medizinischen Daten-
netzwerkes der Klassifikationsstufe, wobei
die zweite Einrichtung (1203) weiter Mittel
aufweist zum Einrichten (1224) der ausge-
wahlten wenigstens einen Luftschnittstelle,
die die Anforderung der bestimmten Klas-
sifikationsstufe erfillt, mit der ersten Ein-
richtung zum Einrichten des medizinischen
Datennetzwerkes mit der Klassifikations-
stufe,

wobei die erste Einrichtung (1201) weiter Mittel
aufweist zum Senden einer Anzeige des medi-
zinischen Datennetzwerkes mit der Klassifikati-
onsstufe an die dritte Einrichtung,

wobei die dritte Einrichtung (1205) Folgendes
aufweist:

Mittel zum Empfangen der Anzeige des me-
dizinischen Datennetzwerkes mit der Klas-
sifikationsstufe;

Mittel zum Bestimmen (1210), dass die
Klassifikationsstufe anzeigt, dass eine
Ricksichtnahme auf das medizinische Da-
tennetzwerk erforderlich ist; und

Mittel zum Vornehmen einer Riicksichtnah-
meaktion ansprechend auf Bestimmen,
dass die Klassifikationsstufe anzeigt, dass
eine Ricksichtnahme auf das medizinische
Datennetzwerk erforderlich ist, wobei die
Ricksichtnahmeaktion das Nicht-Senden
von Daten an irgendwelche Einrichtungen
in dem medizinischen Datennetzwerk ist,
wahrend das medizinische Datennetzwerk
eingerichtet ist.

System nach Anspruch 13, wobei die Klassifikati-
onsstufe eine durch eine Gesundheitsbehorde zu-
gewiesene Klassifikationsstufe ist.

System nach Anspruch 14, wobei die Klassifikati-
onsstufe eine einer Vielzahl von unterschiedlichen
Klassifikationsstufen ist, die jeweils wenigstens eine
eindeutige Anforderung haben, die aus der Gruppe
ausgewahlt ist, die aus Folgendem besteht: einer
Bandbreitenanforderung, einer Paketredundanzan-
forderung, einer Dienstqualitdtsanforderung, einer
Latenzanforderung, einer Sicherheitsanforderung
und einer VerbiOndungredundanzanforderung.
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Revendications

Un procédé (500) exécuté dans un dispositif, le pro-
cédé comprenant les opérations suivantes :

la détermination (504), dans un processeur,
d’un niveau de classement associé a un déclen-
cheur de réseau de données médicales recu,
la détermination (512), dans le processeur,
d’une capacité de satisfaire une exigence du ni-
veau de classement déterminé d’interfaces hert-
ziennes disponibles avec un ou plusieurs autres
dispositifs en réponse a la détermination du ni-
veau de classement associé au déclencheur de
réseau de données médicales regu,

la sélection (516), dans le processeur, d’au
moins une dispositif et d’au moins une de ses
interfaces hertziennes correspondantes possé-
dant la capacité déterminée de satisfaire I'exi-
gence du niveau de classement déterminé a
partir des interfaces hertziennes disponibles
avec les un ou plusieurs autres dispositifs,
I'établissement (518) de la au moins une inter-
face hertzienne sélectionnée qui satisfait I'exi-
gence du niveau de classement déterminé avec
le au moins un dispositif sélectionné de fagon a
établir un réseau de données médicales avecle
niveau de classement,

caractérisé par :

I'envoi (520) d’'une indication du réseau de don-
nées médicales avec le niveau de classement
aun autre dispositif connecté qui ne fait pas par-
tie du réseau de données médicales de sorte
que l'autre dispositif connecté n’envoie pas de
données a un dispositif quelconque dans le ré-
seau de données médicales pendant que le ré-
seau de données médicales est établi en répon-
se a la détermination que le niveau de classe-
ment indique qu’un ajournement vers le réseau
de données médicales est requis.

Le procédé selon la Revendication 1, ou le niveau
de classement est un niveau de classement attribué
par une autorité de réglementation de la santé.

Le procédé selon la Revendication 2, comprenant
en outre I'envoi ou la réception de données médica-
les par l'intermédiaire de la au moins une interface
hertzienne du réseau de données médicales établi.

Le procédé selon la Revendication 2, ou la détermi-
nation, dans le processeur, d’'une capacité de satis-
faire une exigence du niveau de classement déter-
miné des interfaces hertziennes disponibles déter-
minées et des un ou plusieurs autres dispositifs
comprend :
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I'interrogation des un ou plusieurs autres dispo-
sitifs par I'intermédiaire des interfaces hertzien-
nes déterminées a propos de la capacité de cha-
cun des un ou plusieurs autres dispositifs de sa-
tisfaire I'exigence du niveau de classement dé-
terminé, et

la détermination, dans le processeur, d’une ca-
pacité de satisfaire une exigence du niveau de
classement déterminé des interfaces hertzien-
nes disponibles déterminées et des un ou plu-
sieurs autres dispositifs en fonction de réponses
a linterrogation regues des un ou plusieurs
autres dispositifs.

Le procédé selon la Revendication 2, ou la sélection,
dans le processeur, d’au moins un dispositif et d’au
moins une de ses interfaces hertziennes correspon-
dantes a partir des un ou plusieurs autres dispositifs
et des interfaces hertziennes disponibles avec les
un ou plusieurs autres dispositifs comprend la sé-
lection de l'interface hertzienne la plus rapide.

Le procédé selon la Revendication 2, comprenant
en outre :

la réception d’'un déclencheur destiné a la mo-
dification du réseau de données médicales vers
un nouveau niveau de classement, et
I'alignement d’'une ressource de sorte que la au
moins une interface hertzienne sélectionnée sa-
tisfasse une nouvelle exigence du nouveau ni-
veau de classement.

Le procédé selon la Revendication 2, ou le niveau
de classement est un niveau d’une pluralité de ni-
veaux de classement différents, chacun d’eux pos-
sédant au moins une exigence unique sélectionnée
dans le groupe se composant d’'une exigence de
bande passante, d’une exigence de redondance de
paquets, d’'une exigence de qualité de service, d’'une
exigence de temps de latence, d’'une exigence de
sécurité etd’'une exigence de redondance de liaison.

Le procédé selon la Revendication 1, comprenant
en outre l'indication a un utilisateur qu’un réseau de
données médicales avec le niveau de classement
estétablienréponse al’établissementde laaumoins
une interface hertzienne sélectionnée qui satisfait
I'exigence du niveau de classement déterminé avec
le au moins un dispositif sélectionné.

Le procédé selon la Revendication 1, comprenant
en outre :

la réception, dans le processeur, d’'une deman-
de d’établissement d’un autre réseau de don-
nées médicales a partir d'un autre dispositif,

la détermination, dans le processeur, d’un ni-
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veau de classement associé a la demande re-
cue d’établissement de l'autre réseau de don-
nées médicales,

la détermination, dans le processeur, si une res-
source utilisée par l'interface hertzienne sélec-
tionnée est nécessaire pour I'établissement de
'autre réseau de données médicales,

la détermination, dans le processeur, si le ni-
veau de classement associé a la demande re-
cue d’établissement de l'autre réseau de don-
nées médicales est supérieur au niveau de clas-
sement associé au déclencheur de réseau de
données médicales regu en réponse a la déter-
mination qu’une ressource utilisée par 'interfa-
ce hertzienne sélectionnée est nécessaire pour
I'établissement de l'autre réseau de données
médicales, et

I'alignement de laressource destinée al'établis-
sement de l'autre réseau de données médicales
en réponse a la détermination que le niveau de
classement associé a la demande regue d’éta-
blissement de 'autre réseau de données médi-
cales est supérieur au niveau de classement as-
socié au déclencheur de réseau de données
médicales regu.

10. Le procédé selon la Revendication 1, ou le déclen-
cheur de réseau de données médicales recgu est un
ou plusieurs déclencheurs parmi un déclencheur
d’état de santé d’un patient, un déclencheur d’état
préexistant d’un patient, un déclencheur d’état envi-
ronnemental, un déclencheur de contexte et un dé-
clencheur d’emplacement.

11. Un dispositif (200), comprenant :

un moyen de détermination (206) d’'un niveau
de classement associé a un déclencheur de ré-
seau de données médicales regu,

un moyen de détermination (206) d’'une capacité
de satisfaire une exigence du niveau de classe-
ment déterminé d’interfaces hertziennes dispo-
nibles avec un ou plusieurs autres dispositifs en
réponse a la détermination du niveau de clas-
sement associé au déclencheur de réseau de
données médicales regu,

un moyen de sélection (206) d’au moins un dis-
positif et d’au moins une de ses interfaces hert-
ziennes correspondantes possédant la capacité
déterminée de satisfaire I'exigence du niveau
de classement déterminé a partir des interfaces
hertziennes disponibles avecles un ou plusieurs
autres dispositifs,

un moyen d’établissement (212) de la au moins
une interface hertzienne sélectionnée qui satis-
fait 'exigence du niveau de classement déter-
miné avec le au moins un dispositif sélectionné
de fagon a établir un réseau de données médi-
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cales avec le niveau de classement,
caractérisé par :

un moyen d’envoi (212) d’une indication du ré-
seau de données médicales avec le niveau de
classement a un autre dispositif connecté quine
fait pas partie du réseau de données médicales
de sorte que l'autre dispositif connecté n’envoie
pas de données a un dispositif quelconque dans
le réseau de données médicales pendant que
le réseau de données médicales est établi en
réponse a la détermination que le niveau de
classement indique qu’un ajournement vers le
réseau de données médicales est requis.

12. Un support lisible par un processeur non transitoire
(208) possédant conservées en mémoire sur celui-
ci des instructions exécutables par un processeur
configurées de fagon a amener un processeur (206)
a exécuter des opérations comprenant :

la détermination (504) d’'un niveau de classe-
ment associé a un déclencheur de réseau de
données médicales regu,

la détermination (512) d’'une capacité de satis-

faire une exigence du niveau de classement dé-
terminé dinterfaces hertziennes disponibles
avec un ou plusieurs autres dispositifs en répon-
se a la détermination du niveau de classement
associé au déclencheur de réseau de données
médicales recu,

la sélection (516) d’au moins un dispositif et d’au
moins une de ses interfaces hertziennes corres-
pondantes possédantla capacité déterminée de
satisfaire I'exigence du niveau de classement
déterminé a partir des interfaces hertziennes
disponibles avec les un ou plusieurs autres dis-
positifs,

I'établissement (518) de la au moins une inter-
face hertzienne sélectionnée qui satisfait I'exi-
gence du niveau de classement déterminé avec
le au moins un dispositif sélectionné de fagon a
établir un réseau de données médicales avec le
niveau de classement par l'intermédiaire d’'une
ressource RF,

caractérisé par :

I'envoi (520) par l'intermédiaire de la ressource
RF d’une indication du réseau de données mé-
dicales avec le niveau de classement a un autre
dispositif connecté qui ne fait pas partie du ré-
seau de données médicales de sorte que l'autre
dispositif connecté n’envoie pas de données a
un dispositif quelconque dans le réseau de don-
nées médicales pendant que le réseau de don-
nées médicales est établi en réponse a la dé-
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termination que le niveau de classement indique
qu’un ajournement vers le réseau de données
médicales est requis.

13. Un systéme, comprenant :

un premier dispositif (1201),

un deuxieme dispositif (1203), et

un troisieme dispositif (1205),

ou le premier dispositif (1201) comprend :

un moyen de détermination (1204) d’un ni-
veau de classement associé a un déclen-
cheur de réseau de données médicales re-
cu, et

un moyen d’interrogation (1206) du deuxié-
me dispositif a propos des capacités du
deuxiéme dispositif en réponse a la déter-
mination du niveau de classement,

ou le deuxieme dispositif (1203) comprend un
moyen d’envoi (1212) d’'une indication des ca-
pacités du deuxiéme dispositif au premier dis-
positif en réponse a l'interrogation,

ou le premier dispositif (1201) comprend en
outre :

un moyen de détermination d’'une capacité
de satisfaire une exigence du niveau de
classement déterminé d'interfaces hert-
ziennes disponibles avec le deuxiéme dis-
positif en réponse a la réception de l'indica-
tion des capacités du deuxieme dispositif,

un moyen de sélection (1222) d’au moins
une interface hertzienne possédant la ca-
pacité déterminée de satisfaire I'exigence
du niveau de classement déterminé a partir
des interfaces hertziennes disponibles
avec le deuxiéme dispositif, et

un moyen d’établissement de la au moins
une interface hertzienne sélectionnée qui
satisfait 'exigence du niveau de classement
déterminé avec le deuxieme dispositif de fa-
con a établir un réseau de données médi-
cales avec le niveau de classement,

ou le deuxieme dispositif (1203) comprend en
outre un moyen d’établissement (1224) de la au
moins une interface hertzienne sélectionnée qui
satisfait I'exigence du niveau de classement dé-
terminé avec le premier dispositif de fagon a éta-
blir le réseau de données médicales avec le ni-
veau de classement,

ou le premier dispositif (1201) comprend en
outre un moyen d’envoi d’une indication du ré-
seau de données médicales avec le niveau de
classement au troisieme dispositif,

ou the troisieme dispositif (1205) comprend :
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un moyen de réception de l'indication du ré-
seau de données médicales avec le niveau
de classement,

un moyen de détermination (1210) que le
niveau de classement indique qu’un ajour-
nement vers le réseau de données médica-
les est requis, et

un moyen de réalisation d’'une action
d’ajournement en réponse a la détermina-
tion que le niveau de classement indique
qu’un ajournement vers le réseau de don-
nées médicales est requis, ou Il'action
d’ajournement consiste a ne pas envoyer
de données a un dispositif quelconque dans
le réseau de données médicales pendant
que le réseau de données médicales est
établi.

Le systéme selon la Revendication 13, ou le niveau
de classement est un niveau de classement attribué
par une autorité de réglementation de la santé.

Le systéme selon la Revendication 14, ou le niveau
de classement est un niveau d’une pluralité de ni-
veaux de classement différents, chacun d’eux pos-
sédant au moins une exigence unique sélectionnée
dans le groupe se composant d’'une exigence de
bande passante, d’une exigence de redondance de
paquets, d’'une exigence de qualité de service, d’'une
exigence de temps de latence, d’'une exigence de
sécurité etd’'une exigence de redondance de liaison.
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