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(57) ABSTRACT 

An integrated circuit for implementing the secure hash algo 
rithm is provided. According to one aspect of the integrated 
circuit, the integrated circuit includes a data path and a con 
troller controlling operation of the data path. According to 
another aspect of the integrated circuit, the data path is 
capable of handling each round of processing reiteratively. 
The controller flirter includes an address control module and 
a finite state machine. 
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HARDWARE IMPLEMENTATION OF THE 
SECURE HASH STANDARD 

CROSS-REFERENCES TO RELATED 

APPLICATION(S) 

0001. The present application is a continuation-in-part 
application of U.S. patent application Ser. No. 09/815,122 
entitled ADAPTIVE INTEGRATED CIRCUITRY WITH 
HETEROGENEOUS AND RECONFIGURABLE MATRI 
CES OF DIVERSE AND ADAPTIVE COMPUTATIONAL 
UNITS HAVING FIXED, APPLICATIONSPECIFICCOM 
PUTATIONAL ELEMENTS. filed on Mar. 22, 2001, the 
disclosure of which is hereby incorporated by reference in 
their entirety as if set forth in fill herein for all purposes. 

BACKGROUND OF THE INVENTION 

0002 The present invention generally relates to the secure 
hash standard. More specifically, the present invention relates 
to a method and system for implementing a secure hash 
algorithm (SHA-1) specified by the secure hash standard with 
hardware resources. 

0003. The SHA-1 generally operates as follows. The 
SHA-1 takes as input a message of maximum length which is 
less than 2 bits. The message is padded, if necessary, to 
render the total message length a multiple of 512. The mes 
sage is then converted into 512-bit blocks. The 512-bit blocks 
are processed sequentially and the cumulative results repre 
sent a 160-bit message digest. 
0004. The SHA-1 performs eighty rounds of processing 
for each 512-bit block. For each of four groups of twenty 
rounds, the SHA-1 uses one of four Boolean functions and 
one of four constant values, to be further described below. 
Once all eighty processing rounds are completed, five 32-bit 
intermediate variables are updated. The process is then 
repeated for the next 512-bit block. Once all the 512-bit 
blocks are processed, the final, cumulative values of the five 
intermediate variables represent the 160-bit message digest. 
The details with respect to the processing of the 512-bit 
blocks will be further described below. 

0005. As mentioned above, the SHA-1 converts the mes 
sage into 512-bit blocks and then processes the 512-bit blocks 
one at a time. More specifically, each 512-bit block to be 
processed is divided into sixteen (16) long words WW, ... 
, Wis, where W is the leftmost longword. Each long word is 
thirty-two (32) bits in length. The SHA-1 uses a five long word 
circular buffer to maintain the five 32-bit intermediate vari 
ables, a, b, c, d and e. 
0006 Prior to processing the first 512-bit block, the inter 
mediate variables are initialized with the constant values Ho 
through Ha (in hex) respectively as follows: 
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0007. After the intermediate variables are initialized, the 
processing of the 512-bit blocks takes place as follows: 
0008 For t=16 to 79, let W =S(W, XOR Wis XOR 
WXORW), where s', represents a k-bit circular left 
shift. 
0009. The eighty (80) rounds of processing for each 512 
bit block are executed according to the following equations: 

where "+" represents addition modulo 2°. 
0010. The function f(b, c, d) and the constant K, vary 
during the eighty (80) rounds of processing as follows: 

f(b, c, d)=(b AND c) OR (NOT b AND d), for (t=0 to 
19); 

f(b, c, d)=b XOR c XOR d, for (t=20 to 39); 

f(b, c, d)=(b AND c) OR (b AND d) OR (c. AND d), 
for (t=40 to 59); 

f(b, c, d)=b XOR c XORd, for (t=60 to 79) 

K=22x(2/24)=0xA827999 for (t=0 to 19); 

K=2x(3/24)=0x6ED9EBA1 for (t=20 to 39); 

K=2x(5/24)=0x8F1BBCDC for (t=40 to 59); 

0011. After the eighty (80) rounds of processing (t=0 to 
79) are completed, i.e., after a 512-bit block is processed, the 
intermediate variables a, b, c, d and c are updated as follows: 

0012. After processing the last 512-bit block, the message 
digest is the 160-bit string represented by the five (5) long 
words, a, b, c, dande. The foregoing is a brief description of 
the SHA-1. Details with respect to the operations of the 
SHA-1 are well understood. 
0013 The SHA-1 is typically implemented using soft 
ware. A person of ordinary skill in the art will know how to 
implement the SHA-1 using software. Using software to 
implement the SHA-1, however, has a number of shortcom 
ings. For example, it is relatively easy to break into a software 
program designed to implement the SHA-1 thereby revealing 
that the SHA-1 is used for encrypting messages. By ascer 
taining the type of encryption algorithm that is being used to 
encrypt messages, a hacker may then Successfully decrypt the 
message digests to obtain the messages. Hence, it would be 
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desirable to provide a method and system that is capable of 
offering more secure implementation of the SHA-1. 

SUMMARY OF THE INVENTION 

0014. According to one exemplary embodiment of the 
present invention, an integrated circuit for implementing the 
secure hash algorithm is provided. According to this exem 
plary embodiment, the integrated circuit includes a data path 
and a controller controlling operation of the data path. The 
data path is capable of handling each round of processing 
reiteratively. In one implementation, the data path includes a 
data multiplexor, an address multiplexor, a memory, a first 
processing multiplexor, a second processing multiplexor, a 
first register, a second register, a shifter and an arithmetic 
logic unit. By coupling these various components of the data 
path, as further described below, the data path can be used to 
execute the secure hash algorithm in a reiterative manner. 
0015. In another implementation, the controller includes 
an address control module and a finite state machine. The 
address control module further includes apico code ROM and 
a number of counters. The address control module uses apico 
code memory address, the state of the finite state machine and 
various counter bits to generate a physical memory address 
and appropriate control bits to control the operation of the 
data path. 
0016 Reference to the remaining portions of the specifi 
cation, including the drawings and claims, will realize other 
features and advantages of the present invention. Further 
features and advantages of the present invention, as well as 
the structure and operation of various embodiments of the 
present invention, are described in detail below with respect 
to accompanying drawings, like reference numbers indicate 
identical or functionally similar elements. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017 FIG. 1 is a simplified block diagram illustrating an 
exemplary embodiment of a data path for data processed 
pursuant to the SHA-1 in accordance with the present inven 
tion; 
0018 FIG. 2 is a simplified block diagram illustrating an 
exemplary embodiment of a controller used to control opera 
tion of the data path shown in FIG. 1 in accordance with the 
present invention; 
0019 FIG. 3 is an illustrative diagram showing an exem 
plar embodiment of a data structure used to store data for 
controlling operation of the controller and the data path in 
accordance with the present invention; 
0020 FIG. 4 is an illustrative diagram showing an exem 
plary embodiment of a memory map in accordance with the 
present invention; 
0021 FIG. 5 is an illustrative diagram showing an exem 
plary embodiment of pico code for memory address genera 
tion in accordance with the present invention; and 
0022 FIGS. 6a-care selected illustrative timing diagrams 
showing operations of the respective components of the data 
path in accordance with the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

0023 The present invention in the form of one or more 
exemplary embodiments is now described. According to an 
exemplary embodiment of the present invention, an inte 
grated circuit is provided to implement the Secure Hash Algo 
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rithm (SHA-1) specified by the Secure Hash Standard as 
promulgated by the National Institute of Standards and Tech 
nology. 
0024. The parallelizability of the SHA-1 allows a con 
tinuum of hardware implementations that trade performance 
and hardware complexity. Assume that performance? 
throughout is represented by the following equation: 

Throughout (512xf)/(81xm) bits per second 

where f represents the maximum clock frequency, 81 rep 
resents 80 processing rounds plus one update round, and m 
represents the number of clock periods required for each 
processing round. 
0025. In one implementation where m=16 and f 100 
MHZ, the resulting performance is calculated to be 39.5 Mb/s 
or 4.94 MB/s, or approximately five (5) kilobytes per milli 
second. Experimentally, it has been determined that the 5 
MB/s implementation requires approximately 1500 gates, 
128 bytes of RAM and 132 bytes of ROM. In another imple 
mentation having an approximate order of magnitude 
increase in hardware for an m=1 and f =100 MHz, a per 
formance of 79 MB/s, or 79 kilobytes per millisecond is 
achieved. 

0026 FIG. 1 is a simplified block diagram illustrating the 
data path of data processed pursuant to the SHA-1 in accor 
dance with the present invention. As shown in FIG. 1, the data 
path 10 includes a data multiplexor 12, an address multi 
plexor 14, a memory 16, a first processing multiplexor 18, a 
first register 20, a second register 22, a shifter 24, a second 
processing multiplexor 26 and an arithmetic logic unit 28. 
More specifically, the data multiplexor 12 and the address 
multiplexor 14 are coupled to the memory 16 to control the 
output of the memory 16. The output from the memory 16, in 
turn, is coupled to the first and second processing multiplex 
ors 18, 26. In addition, the first processing multiplexor 18 also 
receives the output of the arithmetic logic unit 28. The output 
of the first processing multiplexor 18 is coupled to the first 
register 20. The output of the first register 20 is coupled to the 
shifter 24. The output of the shifter 24 is provided to both the 
arithmetic logic unit 28 and the data multiplexor 12. Further 
more, the output of the arithmetic logic unit 28 is also fed to 
the second register 22. The output of the second register 22 is 
coupled to the second processing multiplexor 26. The output 
of the second processing multiplexor 26 is provided to the 
arithmetic logic unit 28. It should be noted that the data path 
10 does not address issues such as messaging padding, endi 
anness, input/output etc. A person of ordinary skill in the art 
will be able to address these issues. 

0027. In an exemplary embodiment the data path 10 
shown in FIG. 1 is controlled by a controller. An exemplary 
embodiment of the controller is shown in FIG. 2. As shown in 
FIG. 2, the controller 30 includes a finite state machine32 and 
an address control module 34. The finite state machine 32 
functions in cooperation with the address control module 34 
to control the data path 10. Furthermore, in one exemplary 
embodiment, the address control module 34 is comprised of a 
number of components, including a first mod-16 counter 36, 
a second mod-16 counter 38, a third mod-16 counter 40, a 
mod-5 counter 42, a ROM 44 and a memory address genera 
tor 46. The output of the second mod-16 counter 38 is coupled 
to the third mod-16 counter 40, the mod-5 counter 42 and the 
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ROM 44. The output of the mod-5 counter 42 is provided to 
the first mod-16 counter 36. The ROM 44 is coupled to the 
memory address generator 46. Finally, the respective outputs 
of the ROM 44 and the memory address generator 46 are 
provided to the data path 10. 
0028. The finite state machine 32 is capable of assuming a 
number of states. In the exemplary embodiment shown in 
FIG. 2, the finite state machine 32 can assume one of four (4) 
different states. The inputs, outputs and respective logic con 
ditions that produce the different states for the finite state 
machine 32 are shown in FIG. 2. 

0029. According to an exemplary embodiment, the data 
stored within the ROM 44 is organized in a pico code format. 
FIG. 3 shows an exemplary embodiment of the Pico code 
format. The data stored within the ROM 44 is used to control 
operation of the controller and the data path 10. More spe 
cifically, the ROM 44 contains a number of pico codes. Each 
pico code is designed to direct the controller and the data path 
10 to perform a specific operation. As shown in FIG. 3, each 
Pico code has a length of sixteen (16) bits. Bits (0-7) and (13) 
are used to control the operation of the various components of 
the data path 10. For example, bits (0) and (1) are respectively 
used to control the first and second registers 20, 22, bits (2) 
and (3) are respectively used to control the first and second 
processing multiplexor 18, 26; bits (4) and (5) are used to 
control the arithmetic logic unit 28; bits (6) and (7) are used to 
control the shifter (24); bits (8-12) are used to represent the 
pico code memory address which is then used to generate the 
physical memory address for accessing the memory 16; and 
bit (13) is used to control the type of operation to be per 
formed in the memory 16. 
0030 The memory 16 is organized based on a memory 
map. FIG. 4 shows an exemplary embodiment of the memory 
map. Referring to FIG. 4, the physical memory address, A4: 
O), is five (5) bits in length The use of the 5-bit physical 
memory address means that there are thirty-two (32) addres 
sable words in the memory 16. Each word is preferably six 
teen (16) bits in length. The thirty-two (32) words are used to 
represent the variables that are needed to carry out the SHA-1. 
For example, some of the thirty-two (32) available words may 
be used to represent the sixteen (16) long words that are used 
for each of the eighty (80) rounds of SHA-1 processing, the 
five (5) intermediate variables (a, b, c, d and e), the five (5) 
initialization values (H-H), and the four (4) processing con 
stants K-0-19, K,-20-39, K, 40-59 and K-60-79). 
0031. As mentioned above, the pico code memory address 

is used to generate the physical memory address for accessing 
the memory 16. Generally, the physical memory address is 
generated from the pico code memory address, the state of the 
finite state machine 32, and various counter bits from the 
second mod-16 counter 38. FIG. 5 shows an exemplary 
embodiment of the pico code memory address used for gen 
erating the physical memory address to access the memory 
16. 

0032. The physical memory address, A4:0, used to 
access the memory 16 is generated from the pico code 
memory address in the following manner. When the pico code 
memory address bits 12-11 are “00, A4 is set to “0” and 
A3:0) is determined as follows: (constant--t (mod 16)) mod 
16, where the constant is: 
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pico code memory address bits 

8) 9) constant 

O O OxO 
O 1 Ox8 
1 O Ox2 
1 1 OxD 

0033. When the pico code memory address bits 12-11 
are “01, A4, A2 and A4 are set to “1”. A3 is set as 
follows: if t>=40, then A3 is set to “1, else A3 is set to 
“0”. AOI is set as follows: if (20<=tz 39 OR td=60), then 
AOI is set to “1, else AO is set to “0”. 
0034. When the pico code memory address bits 12-11 
are “10, A4 is setto “1” and A3 is setto “0”. A2:0 are set 
as follows using the state of the finite state machine 32 and the 
pico code memory address bits 10-8: 

if (FSM STATE=INITORFSM 
STATE=UPDATE) then A12:0) bits 10-8) else 

if bits 10-8=“101 AND ta2O) then A12:0)= 
(“001-tmod5) mod 5 

else if (bits 10-8)=“101 AND te=20) then A12:O 
=(“011-tmod5) mod 5 

else if bits 10-8)="111 AND ta2O) then A12:O= 
(“011-tmod5) mod 5 

else if (bits 10-8)="111 AND te=20) then A12:O 
=("001-tmod5) mod 5 

else A12:0=(bits 10-8-tmod5) mod 5 

0035. When the pico code memory address bits 12-11 
are “11” then A4:0 are set to the pico code memory address 
bits 12-8. 
0036) Operations of the data path 10 are illustrated by a 
number of selected ting diagrams. FIGS. 6a-c are selected 
illustrative timing diagrams showing operations of the 
respective components of the data path 10. More specifically, 
FIG. 6a is a timing diagram illustrating the operation of 
various components of the data path 10 when initializing the 
intermediate variables (a, b, c, d and e) with the initialization 
constants (Ho-H4); FIG. 6b is a timing diagram illustrating the 
operation of various components of the data path 10 for one 
round (round t=57) of SHA-1 processing; and FIG. 6c is a 
timing diagram illustrating the operation of various compo 
nents of the data path 10 for the intermediate variable update 
round. 
0037. In an exemplary embodiment, the data path 10 and 
the controller including the finite state machine 32 and the 
address control module 34 are implemented as part of an 
integrated circuit using hardware. The integrated circuit can 
be embedded in a mobile communication device. Such as a 
mobile phone, where encryption and decryption functions are 
desired for security purposes. Furthermore, the data path 10 
and the controller can be implemented using reconfigurable 
hardware resources within an adaptive computing architec 
ture. Details relating to the adaptive computing architecture 
and how reconfigurable hardware resources are used to 
implement functions on an on-demand basis are disclosed in 
U.S. patent application Ser. No. 09/815,122 entitled “ADAP 
TIVE INTEGRATED CIRCUITRY WITH HETEROGE 
NEOUS AND RECONFIGURABLE MATRICES OF 
DIVERSE AND ADAPTIVE COMPUTATIONAL UNITS 
HAVING FIXED, APPLICATION SPECIFIC COMPUTA 
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TIONAL ELEMENTS filed on Mar. 22, 2001, the disclo 
sure of which is hereby incorporated by reference in their 
entirety as if set forth in full herein for all purposes. Based on 
the disclosure provided herein, it will be appreciated by a 
person of ordinary skill in the art that the present invention 
can be implemented using hardware in various different man 

S. 

0038. It should also be understood that based on the dis 
closure provided herein, it will be appreciated by a person of 
ordinary skill in the art that minor modifications can be made 
to the present invention to accommodate and implement a 
number of other encryption/decryption algorithms. 
0039. It is understood that the examples and embodiments 
described herein are for illustrative purposes only and that 
various modifications or changes in light thereofwill be Sug 
gested to persons skilled in the art and are to be included 
within the spirit and purview of this application and scope of 
the appended claims. All publications, patents, and patent 
applications cited herein are hereby incorporated by refer 
ence for all purposes in their entirety. 
What is claimed is: 
1. An integrated circuit for implementing a secure hash 

algorithm, comprising: 
a data path configured to process an input message pursu 

ant to the secure algorithm; and 
a controller configured to control operation of the data 

path; 
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wherein the data path and the controller are implemented 
using hardware components. 

2. An integrated circuit for implementing the secure hash 
algorithm, comprising: 

a data path circuit comprising: 
a memory configured to store a plurality of variables that 

are used to carry out the secure hash algorithm; 
a first multiplexor coupled to the memory; 
a first register coupled to the first multiplexor; 
a shifter coupled to the first register; 
an arithmetic logic unit coupled to the shifter and the first 

multiplexor, 
a second register coupled to the arithmetic logic unit; 
and 

a second multiplexor coupled to the second register, the 
memory and the arithmetic logic unit; and 

a controller configured to control operation of the data path 
circuit, comprising: 
an address control module; and 
a finite State machine operable in conjunction with the 

address control module to generate a physical 
memory address for accessing the memory and a plu 
rality of control bits, the physical memory address and 
the plurality of control bits are used to control opera 
tion of the data path circuit. 

c c c c c 


