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(54) System, method and program for movement management of a mobile node

(57)  There is provided a movement management
system which can continue the communication even if a
mobile node moves to a network where a device which
imposes restrictions on communication exists. The
movement management server establishes a session
with a mobile node, manages information on association
of a fixed ID of the mobile node with the established ses-
sion, and mediates communication using fixed IDs of re-
spective nodes between a mobile node and a communi-
cation partner node. Therefore, the movement manage-
ment server comprises a session transmitting and receiv-

ing portion which communicates by establishing a ses-
sion between with the mobile node, a network transmit-
ting and receiving portion which communicates with the
communication partner node, and a management
processing portion which manages information on the
mobile node, and performs transfer processing of a pack-
et. The movement management server manages a path
management table holding information on association of
afixed ID of the mobile node with a session, and a session
management table holding information on the session
itself.
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Description
BACKGROUND OF THE INVENTION
Field of the Invention

[0001] The present invention relates to a movement
management system, a movement management server,
and a movement management method used for them,
and a program thereof, and in particular, to a movement
management method for a communication terminal con-
nected to a network to communicate in a movement des-
tination.

Description of the Prior Art

[0002] A communication terminal connected to a net-
work is identified by a node ID (identification information).
In many communication protocols, since a node ID is
determined depending on a connection place to a net-
work, when a connection place of a communication ter-
minal to a network changes, it is necessary to also
change the node ID according to it. Therefore, there is a
problem that it is not possible to move with continuing
communication with a communication partner since the
node ID is changed even if a mobile communication ter-
minal tries to communicate by changing the network to
a new one to be connected.

[0003] As conventional technology for achieving the
movement of a communication terminal with continuing
communication, there is a method of installing a server
(movement management server) holding association of
a fixed node ID (fixed ID), which is not changed even if
a communication terminal moves, with an attention node
ID (care-of ID) which can be used in a visited network
(Refer to FIG. 11) (for example, refer to Japanese Patent
Laid-Open No. 2002-199004).

[0004] Thefixed IDis an ID assigned to a mobile node
22 fixedly, and does not change even when a connection
place to a network 300 is changed. When communicating
with another communication node 23, the mobile node
uses this fixed ID.

[0005] Nevertheless, whenbeing connected to the net-
work 300 in a movement destination, the mobile node 22
cannot perform direct communication using this fixed ID.
The care-of ID is a node ID acquired in the network 300
in the movement destination to which the mobile node
22 is connected, and changes as the connection place
to the network 300 changes (refer to 1. in FIG. 11).
[0006] The mobile node 22 registers a care-of ID into
a movement management server 21 each time the care-
of ID changes with movement (referto 2. in FIG. 11). The
movement management server 21 holds the association
information of a fixed ID with a care-of ID on the basis of
registration from the mobile node 22, and further act as
a proxy on receipt of a packet transmitted to a fixed ID.
[0007] When the communication node 23 transmits a
packet to a fixed ID, the movement management server
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21 receives the packet. The movement management
server 21 looks into a care-of ID corresponding to the
fixed ID of the packet which is received, encapsulates
the packet into a packet addressed to the care-of ID, and
transmits it to the mobile node 22 (refer to 3. in FIG. 11).
[0008] Communication using a fixed ID becomes pos-
sible by the mobile node 22 taking out the packet ad-
dressed to the fixed ID from the encapsulated packet
which is received from the movement management serv-
er 21.

[0009] Inthis manner, although it is possible to contin-
ue communication using a fixed ID with the mobile node
22 moving by installing the movement management serv-
er21,inthe case of this system, complete communication
reachability between the movement management server
21 and the network 300 to which the mobile node 22 is
connected is required.

[0010] Nevertheless, alocation (gateway) where com-
munication is extremely restricted in a communication
network exists in the communication network in recent
years in many cases. FIG. 12 shows the construction of
such anetwork. Ahome network 400 in FIG. 12 is awhole
network where complete reachability with a movement
management server 31 is available. When a mobile node
34 moves within this home network 400, it becomes pos-
sible to continuously communicate using a fixed ID by
using the above-mentioned existing technology.

[0011] On the other hand, a visited network 500 is a
visited network connected to the home network 400
through a gateway 33 where some communication re-
strictions are imposed. As examples of the home network
400 and the visited network 500 which is a movement
destination, there are the Internet as the home network
400, and a private IP (Internet Protocol) network con-
nectedtothe Internetviaa NAT (Network Address Trans-
lation) router or a network protected by a firewall as the
visited network 500 which is a movement destination. In
this case, the NAT router or the firewall device serves as
the gateway 33.

[0012] In the conventional movement management
server mentioned above, there is a problem in that it be-
comes impossible to continue communication since it be-
comes impossible to perform registration to a movement
management server and to transmit and receive an en-
capsulated packet when a mobile node is connected to
a visited network connected to the home network via a
gateway.

[0013] For example, when a NAT router exists as a
gateway between a movement management server and
a mobile node, a mobile node registers a private hode
ID valid only in a visited network as a care-of ID into the
movement management server. Nevertheless, even if
the movement management server tries to encapsulate
a packet addressed to the fixed ID and to transmit it to
the care-of ID, it is impossible to send the packet since
it is impossible to reach the private node ID from the
movement management server in the home network.
[0014] In addition, when a firewall device exists as a
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gateway between the movement management server
and mobile node, a registration packet of the mobile node
to the movement management server itself is revoked
by the firewall, and hence, it is not possible to perform
registration to the movement management server.
[0015] Since there are visited networks where restric-
tions are imposed on communication between move-
ment management servers, which are mentioned above,
in actual networks, conventional technology has a prob-
lem in that it becomes impossible to continue communi-
cation when a mobile node moves to such a network.
[0016] Then, the present invention aims at providing a
movement management system and a movement man-
agement server which can dissolve the above-mentioned
problems, and can continue communication even when
a mobile node moves to a network where a device which
imposes restrictions on communication exists, and a
movement management method and its program which
are used for them.

BRIEF SUMMARY OF THE INVENTION

[0017] A movement management system according to
the present invention is a movement management sys-
tem which manages a communication terminal by a
movement management server in a communication net-
work where node Identification information of the com-
munication terminal is determined depending on a con-
nection place to the network, wherein the movement
management server has means of establishing a virtual
communication path through which the communication
terminal and movement management server can mutu-
ally transmit and receive data from a network in a move-
ment destination of the communication terminal.

[0018] A movement management server according to
the presentinvention is a movement management server
which manages a communication terminal in a commu-
nication network where node Identification information of
the communication terminal is determined depending on
a connection place to the network, comprising:

means of establishing a virtual communication path
through which the communication terminal and the
movement management server can mutually trans-
mit and receive data from a network in a movement
destination of the communication terminal.

[0019] A movement management method according
to the present invention is a movement management
method used in a movement management system which
manages a communication terminal by a movement
management server in a communication network where
node identification information of the communication ter-
minal is determined depending on a connection place to
the network, wherein the movement management server
executes processing of establishing a virtual communi-
cation path through which the communication terminal
and movement management server can mutually trans-
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mit and receive data from a network in a movement des-
tination of the communication terminal.

[0020] A program of the movement management
method according to the present invention is a program
of a movement management method used in a move-
ment management system which manages a communi-
cation terminal by a movement management server in a
communication network where node Identification infor-
mation of the communication terminal is determined de-
pending on a connection place to the network, wherein
the program makes a computer of the movement man-
agement server execute processing of establishing a vir-
tual communication path through which the communica-
tion terminal and movement management server can mu-
tually transmit and receive data from a network in a move-
ment destination of the communication terminal.

[0021] Thatis, the movementmanagementsystem ac-
cording to the presentinvention provides the construction
of being able to continue communication with another
terminal using a fixed ID even when the communication
terminal movesto a network through a gateway, ina com-
munication network where a node ID (identification infor-
mation) of the communication terminal is determined de-
pending on a connection place to the network.

[0022] Explaining this more specifically, the movement
management system according to the present invention
establishes a virtual communication path (hereafter, this
is called a session) where a mobile node which moves
can mutually transmit and receive data between with the
movement management server from a visited network.
The movement management server associates a fixed
ID of the mobile node with the established session be-
tween with the mobile node, holds the information, and
mediates communication using the fixed ID between the
mobile node and a communication partner node.
[0023] Hence, in the movement management system
according to the present invention, even if a node ID
changes with the movement of a mobile node, it is pos-
sible to continue communication using the fixed ID of the
mobile node by using a session with a movement man-
agement server.

[0024] Inaddition, in the movement management sys-
tem according to the present invention, even if a device
which imposes restrictions on communication exists in a
network between a movement management server and
a mobile node, itis possible for the mobile node to utilize
the movement management server so long as it is pos-
sible to establish a session.

[0025] Hence, in the movement management system
according to the present invention, since the movement
management server sends a packet, addressed to the
fixed ID, to the mobile node through the session between
the movement management server and mobile node, it
is possible to continue the communication using the
same fixed ID even if the mobile nhode moves.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0026]

FIG. 1 is a block diagram showing the construction
of a movement management system according to
an embodiment of the present invention;

FIG. 2 is a block diagram showing the construction
of a movement management server according to a
first example of the present invention;

FIG. 3is a sequence chart showing the operation of
the movement management system according to the
first example of the present invention;

FIG. 4 is a block diagram showing the construction
of a movement management server according to a
second example of the present invention;

FIG. 5 is a sequence chart showing the operation of
the movementmanagement system according to the
second example of the present invention;

FIG. 6 is a block diagram showing the construction
of a movement management server according to a
third example of the present invention;

FIG. 7 is a sequence chart showing the operation of
the movement management system according to the
third example of the present invention;

FIG. 8 is a sequence chart showing the operation of
a movement management system according to a
fourth example of the present invention;

FIG. 9 is a block diagram showing the construction
of a movement management server according to a
fifth example of the present invention;

FIG. 10 is a sequence chart showing the operation
of the movement management system according to
the fifth example of the present invention;

FIG. 11 is a block diagram showing the construction
of a movement management system according to a
conventional example; and

FIG. 12 is a block diagram showing another con-
struction example of a movement management sys-
tem according to a conventional example.

DETAILED DESCRIPTION OF THE PREFERRED EM-
BODIMENTS

[0027] Next, an embodiment of the present invention
will be described with reference to the drawings. FIG. 1
is a block diagram showing the construction of a move-
ment management system according to an embodiment
of the present invention. In FIG. 1, the movement man-
agement system according to this embodiment of the
presentinvention is constructed of a movement manage-
ment server 1 equipped with a database 2, a gateway 3,
a movable mobile node 4, a communication partner node
5, a home network 100, and a visited network 200.

[0028] The mobile node 4 establishes a virtual com-
munication path (hereafter, this is called a session) where
data can mutually be transmitted and received with the
movement management server 1 from the visited net-
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work 200. The movement management server 1 associ-
ates a fixed ID (identification information) of the mobile
node 4 with the established session with the mobile node
4, holds the information in the database 2, and mediates
communication between the mobile node 4 and commu-
nication partner node 5 using respective fixed IDs of the
mobile node 4 and communication partner node 5.
[0029] Hence, even if a node ID changes with move-
ment to the visited network 200, it is possible for the mo-
bile node 4 to continue communication using respective
fixed IDs of the mobile node 4 and communication partner
node 5 by using a session with a movement management
server 1. In addition, even if a device (gateway 3) which
imposes restrictions on communication exists in a net-
work between the movement management server 1 and
mobile node 4, it is possible for the mobile node 4 to
utilize the movement management server 1 so long as it
is possible to establish a session between the mobile
node 4 and movement management server 1.

[0030] Thus, in the embodiment of the present inven-
tion, since the movement management server 1 sends
a packet, addressed to the fixed ID, to the mobile node
4 through the session between the movement manage-
ment server 1 and mobile node 4, the mobile node 4 can
continue the communication using the same fixed ID
even if it moves.

[0031] In addition, in the embodiment of the present
invention, even if a device (gateway 3) which imposes
restrictions on communication exists in a network be-
tween the movement management server 1 and mobile
node 4, the mobile node 4 can continue communication
with another device through the movement management
server 1 so long as it is possible to establish a session
between the mobile node 4 and movement management
server 1.

Example 1

[0032] FIG. 2isablock diagram showing the construc-
tion of a movement management server according to a
first example of the present invention. The movement
management system according to the first example of
the present invention has the same construction as the
movement management system according to the em-
bodiment of the present invention shown in FIG. 1. Nev-
ertheless, in FIG. 2, only the movement management
server 1, mobile node 4, and communication partner
node 5 are shown, and the home network 100, visited
network 200, and gateway 3 are omitted from the illus-
tration.

[0033] The mobile node 4 is a communication terminal
which performs the communication using a session by
establishing the session which enables the mobile node
4 to mutually transmit and receive data with the move-
ment management servers 1. The communication part-
ner node 5 is a communication terminal which commu-
nicates with the mobile node 4.

[0034] The movement managementserver 1is a serv-
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er which establishes a session with the mobile node 4,
manages information on association of the fixed ID of the
mobile node 4 with the established session, and medi-
ates communication using fixed IDs of respective nodes
between the mobile node 4 and communication partner
node 5.

[0035] The movement management server 1 compris-
es a session transmitting and receiving portion 14 which
communicates by establishing a session with the mobile
node 4, a network transmitting and receiving portion 15
which communicates with the communication partner
node 5, and a management processing portion 13 which
manages information on the mobile node 4, and performs
the transfer processing of a packet.

[0036] Inaddition, the movement management server
1 manages a path management table 11 holding asso-
ciation information ("HoA1 -> Session#1," ...) onfixed IDs
of mobile nodes 4, and sessions, and a session manage-
ment table 12 holding information ("Session#1:CoAl:
port#1-HAL:port#2," ...) on the sessions themselves.
[0037] FIG. 3is a sequence chart showing the opera-
tion of the movement management system according to
the first example of the present invention. With reference
to these FIGS. 2 and 3, the operation of the movement
management system according to the first example of
the present invention will be explained. In addition, in this
example, itis assumed that a TCP (Transmission Control
Protocol) session is used as a session between the mo-
bile node 4 and movement management server 1. In ad-
dition, the processing of the movement management
server 1 in FIG. 3 is achieved because a CPU (Central
Processing Unit) which constructs the management
processing portion 13 and is not shown executes the pro-
gram stored in the main memory (not shown) of the move-
ment management server 1.

[0038] First, the operation at the time when the mobile
node 4 moves will be explained. When connecting to a
network (visited network 200 in FIG. 2) and acquires a
node ID (care-of ID "CoAl1"), mobile node 4 performs a
TCP connection request to the movement management
server 1.

[0039] The node ID of the TCP session in a side of the
mobile node 4 at this time is "CoAl1" and a TCP port
number is "port#1", and a node ID in a side of the move-
ment management server 1 is "HA1" and a TCP port
number is "port#2."

[0040] The TCP connectionrequest of the mobile node
4 is received by the session transmitting and receiving
portion 14 of the movement management server 1, and
the establishment processing of the TCP session is per-
formed (al in FIG. 3). At this time, the management
processing portion 13 of the movement management
server 1 assigns a session identifier (Session#1) to the
established TCP session, and stores the information in
the session management table 12 (a2 in FIG. 3).
[0041] When the TCP session is established between
the mobile node 4 and movement management server
1, the mobile node 4 perform a registration request of the
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fixed ID "HOAL1" using the TCP session ("Session#1") (a3
in FIG. 3).

[0042] The registration request of the mobile node 4
is received by the management processing portion 13 of
the movement management server 1 through the session
transmitting and receiving portion 14, and the manage-
ment processing portion 13 stores the fixed ID of the mo-
bile node 4, and the session identifier (Session#1) of the
TCP session in the path management table 11 (a4 in
FIG. 3). Then, the management processing portion 13
transmits a registration response to the mobile node 4
using "Session#1" (a5 in FIG. 3).

[0043] Next, operation at the time of performing trans-
mission to the communication partner node 5 from the
mobile node 4 will be explained. The mobile node 4 trans-
mits a packet addressed to the communication partner
node 5 (transmission destination ID "CN1", and sender
ID "HoA1") to the movement management server 1 using
"Session#1" (a6 in FIG. 3).

[0044] The packet addressed to the communication
partner node 5 is received by the management process-
ing portion 13 of the movement management server 1
through the session transmitting and receiving portion
14, and is transferred toward the communication partner
node 5 using the network transmitting and receiving por-
tion 15 (a7 in FIG. 3).

[0045] Furthermore, operation at the time of perform-
ing transmission to the mobile node 4 from the commu-
nication partner node 5 will be explained. The packet
(transmission destination ID "HoAl", and sender ID
"CN1") sentto the mobile node 4 from the communication
partner node 5 is received by the management process-
ing portion 13 of the movement management server 1
through the network transmitting and receiving portion
15 (a8in FIG. 3).

[0046] On the basis of the transmission destination 1D
"HoA1" of the packet which is received, the management
processing portion 13 retrieves a session identifier in the
path management table 11. At this time, if not being able
to find a session corresponding to the transmission des-
tination ID of the packet, the management processing
portion 13 revokes the packet.

[0047] If being able to find the session corresponding
to the transmission destination ID of the packet, the man-
agement processing portion 13 transfers the packet to
the mobile node 4 through the session "Session#1" cor-
responding to the transmission destination ID "HoA1" of
the packet through the session transmitting and receiving
portion 14 (a9 and al0 in FIG. 3).

[0048] Thus, in this example, since the movement
management server 1 sends a packet, addressed to a
fixed ID, to the mobile node 4 through a session between
the movement management server 1 and mobile node
4, the mobile node 4 can continue communication using
the same fixed ID even if it moves.

[0049] In addition, in this example, even if a device
(gateway 3) which imposes restrictions on communica-
tion exists in a network between the movement manage-
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ment server 1 and mobile node 4, the mobile node 4 can
continue communication through the movement man-
agement server 1 so long as it is possible to establish a
session.

Example 2

[0050] FIG. 4isablock diagram showing the construc-
tion of a movement management server according to a
second example of the present invention. A movement
management system according to the second example
of the present invention has the same construction as
the movement management system according to the em-
bodiment of the present invention shown in FIG. 1 except
the addition of a network (MNA1) which moves with the
mobile node 4, and a communication terminal 6 connect-
ed to the network (MNA1) except the mobile node.
[0051] In FIG. 4, only the movement management
server 1, mobile node 4, communication partner node 5,
network (MNA1), and communication terminal 6 are
shown, and the home network 100, visited network 200,
and gateway 3 are omitted from illustration. In addition,
a node ID "MN1" of the mobile node 4 in a side of MNA
is set to the communication terminal 6, which moves with
the mobile node 4, as a default route.

[0052] FIG. 5is a sequence chart showing the opera-
tion of the movement management system according to
the second example of the present invention. With refer-
ence to these FIGS. 4 and 5, the operation of the move-
ment management system according to the second ex-
ample of the present invention will be explained. In ad-
dition, in this example, itis assumed that the TCP session
is used as a session between the mobile node 4 and
movement management server 1. In addition, the
processing of the movement management server 1 in
FIG. 5 is achieved because a CPU which constructs the
management processing portion 13 and is not shown ex-
ecutes a program stored in the main memory (not shown)
of the movement management server 1.

[0053] The operation of the movement management
system according to the second example of the present
invention is almost the same as the operation of the
movement management system according to the first ex-
ample of the present invention mentioned above. How-
ever, in the case of the second example of the present
invention, it is necessary to make the movement man-
agement server 1 mediate communication which the
communication terminal 6 which moves with the mobile
node 4 performs. Hence, not only the fixed ID, but also
the network (MNA1) which moves with the mobile node
4 are registered at the time of a fixed ID registration re-
guest performed after TCP session activation. As a re-
sult, association to "Session#1" from "MNA1" is also re-
cordedinthe path managementtable 11 of the movement
management server 1 as well as association to "Ses-
sion#1" from "HoAL1."

[0054] First, operation at the time when the mobile
node 4 moves will be explained. When connecting to a
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network (visited network 200 in FIG. 1) and acquiring a
node ID (care-of ID "CoA1"), the mobile node 4 performs
a TCP connection requestto the movement management
server 1.

[0055] The node ID of the TCP session in a side of the
mobile node 4 at this time is "CoAl1" and a TCP port
number is "port#1", and a node ID in a side of the move-
ment management server 1 is "HA1" and a TCP port
number is "port#2."

[0056] The TCP connectionrequest of the mobile node
4 is received by the session transmitting and receiving
portion 14 of the movement management server 1, and
the establishment processing of the TCP session is per-
formed (b1 in FIG. 5). At this time, the management
processing portion 13 of the movement management
server 1 assigns a session identifier (Session#1) to the
established TCP session, and stores the information in
the session management table 12 (b2 in FIG. 5).
[0057] When the TCP session is established between
the mobile node 4 and movement management server
1, the mobile node 4 performs a registration request of
the fixed ID "HoAl1" and network (MNA1) using the TCP
session ("Session#1") (b3 in FIG. 5).

[0058] The registration request of the mobile node 4
is received by the management processing portion 13 of
the movementmanagement server 1 through the session
transmitting and receiving portion 14, and the manage-
ment processing portion 13 stores the fixed ID of the mo-
bile node 4, and the session identifier (Session#1) of the
TCP session in the path management table 11 (b4 in
FIG. 5). Then, the management processing portion 13
transmits a registration response to the mobile node 4
using "Session#1" (b5 in FIG. 5).

[0059] Next, operation at the time of performing trans-
mission to the communication partner node 5 from the
mobile node 4 will be explained. The mobile node 4 trans-
mits a packet addressed to the communication partner
node 5 (transmission destination ID "CN1", and sender
ID "HoA1") to the movement management server 1 using
"Session#1" (b6 in FIG. 5).

[0060] The packet addressed to the communication
partner node 5 is received by the management process-
ing portion 13 of the movement management server 1
through the session transmitting and receiving portion
14, and is transferred toward the communication partner
node 5 using the network transmitting and receiving por-
tion 15 (b7 in FIG. 5).

[0061] Furthermore, operation at the time of perform-
ing transmission to the mobile node 4 from the commu-
nication partner node 5 will be explained. The packet
(transmission destination ID "HoAl", and sender ID
"CN1") sentto the mobile node 4 from the communication
partner node 5 is received by the management process-
ing portion 13 of the movement management server 1
through the network transmitting and receiving portion
15 (b8 in FIG. 5).

[0062] On the basis of the transmission destination 1D
"HoA1" of the packet which is received, the management
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processing portion 13 retrieves a session identifier in the
path management table 11. At this time, if not being able
to find a session corresponding to the transmission des-
tination ID of the packet, the management processing
portion 13 revokes the packet.

[0063] If being able to find the session corresponding
to the transmission destination ID of the packet, the man-
agement processing portion 13 transfers the packet to
the mobile node 4 through the session "Session#1" cor-
responding to the transmission destination ID "HoA1" of
the packet through the session transmitting and receiving
portion 14 (b9 and b10 in FIG. 5).

[0064] Furthermore, operation at the time of perform-
ing transmission to the communication partner node 5
from the communication terminal 6 will be explained. The
packet (transmission destination ID "CN1", and sender
ID "T1") sent to the communication partner node 5 from
the communication terminal 6 is transferred to the mobile
node 4 according to the setting of the default route (b11
in FIG. 5).

[0065] The packet received by the mobile node 4 is
transferred to the movement management server 1
through "Session#1" similarly to the time of the mobile
node 4 transmitting a packet (b12 FIG. 5), and is trans-
ferred to the communication partner node 5 from the
movement management server 1 after that (b13 in FIG.
5).

[0066] Furthermore, operation at the time of perform-
ing transmission to the communication terminal 6 from
the communication partner node 5 will be explained. The
packet (transmission destination ID "T1", and sender ID
"CN1") sent to the communication terminal 6 from the
communication partner node 5 is received by the man-
agement processing portion 13 of the movement man-
agement server 1 through the network transmitting and
receiving portion 15 (b14 in FIG. 5).

[0067] The management processing portion 13 ob-
tainsthe identifier "MNAL1" of the network where the trans-
mission destination ID "T1" of the packet which is re-
ceived is included, and retrieves the session identifier in
the path management table 11 on the basis of the iden-
tifier. At this time, if not being able to find a corresponding
session, the management processing portion 13 revokes
the packet.

[0068] On the other hand, if being able to find the cor-
responding session, the management processing portion
13 transfers the packet to the mobile node 4 through the
session "Session#1" corresponding to the transmission
destination ID "HoA1" of the packet through the session
transmitting and receiving portion 14 (b15 and b16 in
FIG. 5). The mobile node 4 transfers the packet to the
communication terminal 6 (b17 in FIG. 5).

[0069] Thus, in this example, since the movement
management server 1 sends a packet, addressed to a
fixed ID, to the communication terminal 6 through a ses-
sion between the movement management server 1 and
mobile node 4, and the mobile node 4, it is possible to
continue communication using the same fixed ID even if
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the communication terminal 6 moves with the mobile
node 4.

[0070] In addition, in this example, even if a device
(gateway 3) which imposes restrictions on communica-
tion exists in a network between the movement manage-
ment server 1 and mobile node 4, the communication
terminal 6 which moves with the mobile node 4 can con-
tinue communication through the movement manage-
ment server 1 so long as it is possible to establish a ses-
sion.

Example 3

[0071] FIG.6isablock diagram showing the construc-
tion of a movement management server according to a
third example of the presentinvention. A movement man-
agement system according to the third example of the
present invention has the same construction as the
movement management system according to the em-
bodiment of the present invention shown in FIG. 1 except
the addition of a network (MNAZ1) which moves with the
mobile node 4, and the installation of a proxy server 7
instead of the gateway 3.

[0072] In FIG. 6, only the movement management
server 1, mobile node 4, communication partner node 5,
network (MNAL), and proxy server 7 are shown, and the
home network 100, and visited network 200 are omitted
from illustration.

[0073] The proxy server 7 is a device which exists in
a network between the mobile node 4 and movement
management server 1, and imposes restrictions on or
relays communication between both. Specifically, what
are mentioned as the proxy server 7 are a NAT (Network
Address Translation) router, a Socks server, an HTTP
(Hyper Text Transfer Protocol) proxy, an HTTPS [Hyper
Text Transfer Protocol over SSL (Secure Sockets Laver)]
proxy, and the like.

[0074] FIG. 7 is a sequence chart showing the opera-
tion of the movement management system according to
the third example of the presentinvention. With reference
to these FIGS. 6 and 7, the operation of the movement
management system according to the third example of
the present invention will be explained. In addition, in this
example, it is assumed that the TCP session is used as
a session between the mobile node 4 and movement
management server 1. Moreover, the processing of the
movement management server 1 in FIG. 7 is achieved
because a CPU which constructs the management
processing portion 13 and is not shown executes the pro-
gram stored in the main memory (not shown) of the move-
ment management server 1.

[0075] However, the difference between this example
and the second example of the present invention is that
a TCP session between the mobile node 4 and the move-
ment management server 1 is not directly established,
but is relayed by the proxy server 7. Therefore, since not
a node ID of the mobile node 4 but a node ID (P1) of the
proxy server 7 is registered into the session management
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table 12 of the movement management server 1, infor-
mation stored in the session management table 12 is
"Session#1:P1:port#1-HAl:port#2."

[0076] First, operation at the time when the mobile
node 4 moves will be explained. When connecting to a
network (visited network 200 in FIG. 1) and acquires a
node ID (care-of ID "CoA1"), the mobile node 4 performs
a TCP connection requestto the movement management
server 1.

[0077] The node ID of the TCP session in a side of the
mobile node 4 at this time is "CoAl1" and a TCP port
number is "port#1", and a node ID in a side of the move-
ment management server 1 is "HA1" and a TCP port
number is "port#2."

[0078] The TCP connectionrequestofthe mobile node
4 is received by the session transmitting and receiving
portion 14 of the movement management server 1
through the proxy server 7, and the establishment
processing of the TCP session is performed (c1 in FIG.
7). At this time, the management processing portion 13
of the movement management server 1 assigns a ses-
sion identifier (Session#1) to the established TCP ses-
sion, and stores the information in the session manage-
ment table 12 (c2 in FIG. 7). Nevertheless, since not a
node ID of the mobile node 4 but a node ID (P1) of the
proxy server 7 is registered into the session management
table 12, information stored in the session management
table 12 is "Session#1:P1:port#1-HALl:port#2."

[0079] When the TCP session is established between
the mobile node 4 and movement management server 1
through the proxy server 7, the mobile node 4 perform a
registration request of the fixed ID "HoAl1" and the net-
work (MNA1) using the TCP session ("Session#1") (c3
in FIG. 7).

[0080] The registration request of the mobile node 4
is received by the management processing portion 13 of
the movement managementserver 1 through the session
transmitting and receiving portion 14, and the manage-
ment processing portion 13 stores the fixed ID of the mo-
bile node 4, and the session identifier (Session#1) of the
TCP session in the path managementtable 11 (c4in FIG.
7). Then, the management processing portion 13 trans-
mits a registration response to the mobile node 4 using
"Session#1" (c5 in FIG. 7).

[0081] Next, operation at the time of performing trans-
mission to the communication partner node 5 from the
mobile node 4 will be explained. The mobile node 4 trans-
mits a packet addressed to the communication partner
node 5 (transmission destination ID "CN1", and sender
ID "HoA1l") to the movement management server 1
through the proxy server 7 using "Session#1" (c6 in FIG.
7).

[0082] The packet addressed to the communication
partner node 5 is received by the management process-
ing portion 13 of the movement management server 1
through the session transmitting and receiving portion
14, and is transferred toward the communication partner
node 5 using the network transmitting and receiving por-
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tion 15 (c7 in FIG. 7).

[0083] Furthermore, operation at the time of perform-
ing transmission to the mobile node 4 from the commu-
nication partner node 5 will be explained. The packet
(transmission destination ID "HoAl", and sender ID
"CN1") sentto the mobile node 4 from the communication
partner node 5 is received by the management process-
ing portion 13 of the movement management server 1
through the network transmitting and receiving portion
15 (c8in FIG. 7).

[0084] On the basis of the transmission destination 1D
"HoAl" of the packet which is received, the management
processing portion 13 retrieves a session identifier in the
path management table 11. At this time, if not being able
to find a session corresponding to the transmission des-
tination ID of the packet, the management processing
portion 13 revokes the packet.

[0085] If being able to find the session corresponding
to the transmission destination ID of the packet, the man-
agement processing portion 13 transfers the packet to
the mobile node 4 using the session "Session#1" corre-
sponding to the transmission destination ID "HoAl1" of
the packet through the proxy server 7 via the session
transmitting and receiving portion 14 (c9 and c10 in FIG.
7).

[0086] Thus, in this example, since the movement
management server 1 sends a packet, addressed to a
fixed ID, to the mobile node 4 through a session between
the movement management server 1 and mobile node 4
and the proxy server 7, the mobile node 4 can continue
the communication using the same fixed ID even if it
moves.

[0087] In addition, in this example, even if a device
(proxy server 7) which imposes restrictions on commu-
nication exists in a network between the movement man-
agement server 1 and mobile node 4, the mobile node 4
can perform communication through the proxy server 7
and movement management server 1 so long as it is
possible to establish a session.

Example 4

[0088] FIG. 8is a sequence chart showing the opera-
tion of a movement management system according to a
fourth example of the present invention. Since the move-
ment management system according to the fourth exam-
ple of the present invention has the same construction
as the movement management system according to the
third example of the present invention shown in the
above-mentioned FIG. 6, the operation of the movement
management system according to the fourth example of
the present invention will be explained with reference to
FIGS. 6 and 8. In addition, in this example, it is assumed
that, while using a TCP session as a session between
the mobile node 4 and movement management server
1, SSL (Secure Sockets Layer) authentication is used.
Furthermore, the processing of the movement manage-
mentserver 1in FIG. 8is achieved because a CPU which
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constructs the management processing portion 13 and
is not shown executes a program stored in the main mem-
ory (not shown) of the movement management server 1.
[0089] However, the difference between this example
and the second example of the present invention is that
a TCP session between the mobile node 4 and the move-
ment management server 1 is not directly established,
but is relayed by the proxy server 7. Therefore, since not
a node ID of the mobile node 4 but a node ID (P1) of the
proxy server 7 is registered into the session management
table 12 of the movement management server 1, infor-
mation stored in the session management table 12 is
"Session#1:P1:port#1-HAl:port#2."

[0090] First, the operation at the time when the mobile
node 4 moves will be explained. When connecting to a
network (visited network 200 in FIG. 2) and acquiring a
node ID (care-of ID "CoA1"), the mobile node 4 performs
a TCP connection requestto the movement management
server 1.

[0091] The node ID of the TCP session in a side of the
mobile node 4 at this time is "CoAl1" and a TCP port
number is "port#1", and a node ID in a side of the move-
ment management server 1 is "HA1" and a TCP port
number is "port#2."

[0092] The TCP connectionrequestofthe mobile node
4 is received by the session transmitting and receiving
portion 14 of the movement management server 1
through the proxy server 7, and the establishment
processing of the TCP session is performed (d1 in FIG.
8). At this time, the management processing portion 13
of the movement management server 1 assigns a ses-
sion identifier (Session#1) to the established TCP ses-
sion, and stores the information in the session manage-
ment table 12 (d2 in FIG. 8). Nevertheless, since not a
node ID of the mobile node 4 but a node ID (P1) of the
proxy server 7 is registered into the session management
table 12, information stored in the session management
table 12 is "Session#1:P1:port#1-HALl:port#2."

[0093] SSL authentication is performed when the TCP
session is established through the proxy server 7 be-
tween the mobile node 4 and movement management
server 1 (d3 in FIG. 8). In this case, the fixed ID "HoA1,"
reported to the movement management server 1, and
the node Identifier "MNAL1" are put in the certification of
the mobile node 4 transmitted at the time of SSL authen-
tication. The management processing portion 13 of the
movement management server 1 takes out the fixed ID
"HoA1" and the node Identifier "MNAL1" from the received
certification, and registers them into the path manage-
ment table 11 (d4 in FIG. 8).

[0094] Next, operation at the time of performing trans-
mission to the communication partner node 5 from the
mobile node 4 will be explained. The mobile node 4 trans-
mits a packet addressed to the communication partner
node 5 (transmission destination ID "CN1", and sender
ID "HoAl1") to the movement management server 1
through the proxy server 7 using "Session#1" (d5 in FIG.
8).
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[0095] The packet addressed to the communication
partner node 5 is received by the management process-
ing portion 13 of the movement management server 1
through the session transmitting and receiving portion
14, and is transferred toward the communication partner
node 5 using the network transmitting and receiving por-
tion 15 (d6 in FIG. 8).

[0096] Furthermore, operation at the time of perform-
ing transmission to the mobile node 4 from the commu-
nication partner node 5 will be explained. The packet
(transmission destination ID "HoAl", and sender ID
"CN1") sentto the mobile node 4 from the communication
partner node 5 is received by the management process-
ing portion 13 of the movement management server 1
through the network transmitting and receiving portion
15 (d7 in FIG. 8).

[0097] On the basis of the transmission destination 1D
"HoAl" of the packet which is received, the management
processing portion 13 retrieves a session identifier in the
path management table 11. At this time, if not being able
to find a session corresponding to the transmission des-
tination ID of the packet, the management processing
portion 13 revokes the packet.

[0098] If being able to find the session corresponding
to the transmission destination ID of the packet, the man-
agement processing portion 13 transfers the packet to
the mobile node 4 using the session "Session#1" corre-
sponding to the transmission destination ID "HoAl1" of
the packet through the proxy server 7 via the session
transmitting and receiving portion 14 (d8 and d9 in FIG.
8).

[0099] Thus, in this example, since the movement
management server 1 sends a packet, addressed to a
fixed ID, to the mobile node 4 through a session between
the movement management server 1 and mobile node 4
and the proxy server 7, the mobile node 4 can continue
the communication using the same fixed ID even if it
moves.

[0100] In addition, in this example, even if a device
(proxy server 7) which imposes restrictions on commu-
nication exists in a network between the movement man-
agement server 1 and mobile node 4, the mobile node 4
can perform communication through the proxy server 7
and movement management server 1 so long as it is
possible to establish a session.

Example 5

[0101] FIG.9isablock diagram showing the construc-
tion of a movement management server according to a
fifth example of the presentinvention. A movement man-
agement system according to the fifth example of the
present invention has the same construction as the
movement management system according to the second
example of the presentinvention shown in FIG. 4 except
the addition of a network (MNA1) which moves with the
mobile node 4, and the use of an HTTP session instead
of a TCP session as a session between the mobile node
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4 and movement management server 1.

[0102] In FIG. 9, only the movement management
server 1, mobile node 4, communication partner node 5,
and network (MNA1) are shown, and the home network
100, visited network 200, and gateway 3 are omitted from
illustration.

[0103] FIG. 10 is a sequence chart showing the oper-
ation of the movement management system according
to the fifth example of the present invention. With refer-
ence to these FIGS. 9 and 10, the operation of the move-
ment management system according to the fifth example
of the present invention will be explained. In addition, in
this example, an HTTP session is used instead of a TCP
session as a session between the mobile node 4 and
movement management server 1. In addition, the
processing of the movement management server 1 in
FIG. 10 is achieved because a CPU which constructs the
management processing portion 13 and is not shown ex-
ecutes a program stored in the main memory (not shown)
of the movement management server 1.

[0104] The operation of the movement management
system according to the fifth example of the present in-
vention is almost the same as the operation of the move-
ment management system according to the second ex-
ample of the present invention mentioned above. Nev-
ertheless, also in the case of the fifth example of the
present invention, not only the fixed ID, but also the net-
work (MNA1) which moves with the mobile node 4 are
registered at the time of a fixed ID registration request
performed after HTTP session activation. As a result, as-
sociation to "Session#1" from "MNAL1" is also recorded
in the path management table 11 of the movement man-
agement server 1 as well as association to "Session#1"
from "HoA1."

[0105] First, operation at the time when the mobile
node 4 moves will be explained. When connecting to a
network (visited network 200 in FIG. 2) and acquiring a
node ID (care-of ID "CoA1"), the mobile node 4 performs
a TCP connection request to the movement management
server 1.

[0106] The node ID of the TCP session in a side of the
mobile node 4 at this time is "CoA1" and a TCP port
number is "port#1", and a node ID in a side of the move-
ment management server 1 is "HA1" and a TCP port
number is "port#2."

[0107] The TCP connectionrequest ofthe mobile node
4 is received by the session transmitting and receiving
portion 14 of the movement management server 1, and
the establishment processing of the TCP session is per-
formed (el in FIG. 10). In this example, after the estab-
lishment processing of the TCP session between this mo-
bile node 4 and movement management server 1 is per-
formed, the establishment processing of an HTTP ses-
sion is performed further (e2 in FIG. 10). Therefore, not
the information on the TCP session (node ID and port
number) but the identifier ("Session#1:http_session#1 ")
of the HTTP session is registered into the session man-
agement table 12 of the movement management server
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1 (e3in FIG. 10).

[0108] When the HTTP session is established be-
tween the mobile node 4 and movement management
server 1, the mobile node 4 performs a registration re-
quest of the fixed ID "HoAl1" and network (MNAL1) using
the HTTP session ("Session#1") (e4 in FIG. 10).

[0109] The registration request of the mobile node 4
is received by the management processing portion 13 of
the movement management server 1 through the session
transmitting and receiving portion 14, and the manage-
ment processing portion 13 stores the fixed ID of the mo-
bile node 4, and the session identifier (Session#1) of the
HTTP session in the path management table 11 (e5 in
FIG. 10). Then, the management processing portion 13
transmits a registration response to the mobile node 4
using "Session#1" (e6 in FIG. 10).

[0110] Next, operation at the time of performing trans-
mission to the communication partner node 5 from the
mobile node 4 will be explained. The mobile node 4 trans-
mits a packet addressed to the communication partner
node 5 (transmission destination ID "CN1", and sender
ID "HoA1") to the movement management server 1 using
"Session#1" (e7 in FIG. 10). At this time, as to the trans-
mission of a packet from the mobile node 4 to the move-
ment management server 1, the packet is transmitted as
a data portion of an HTTP request. Since a packet ad-
dressed to the mobile node 4 from the movement man-
agementserver 1 may existevenwhen there is no packet
to be transmitted, an HTTP request without a data portion
is transmitted from the mobile node 4 to the movement
management server 1.

[0111] The packet addressed to the communication
partner node 5 is received by the management process-
ing portion 13 of the movement management server 1
through the session transmitting and receiving portion
14, and is transferred toward the communication partner
node 5 using the network transmitting and receiving por-
tion 15 (e8 in FIG. 10).

[0112] Furthermore, operation at the time of perform-
ing transmission to the mobile node 4 from the commu-
nication partner node 5 will be explained. The packet
(transmission destination ID "HoAl", and sender ID
"CN1") sentto the mobile node 4 from the communication
partner node 5 is received by the management process-
ing portion 13 of the movement management server 1
through the network transmitting and receiving portion
15 (e9in FIG. 10).

[0113] On the basis of the transmission destination 1D
"HoA1" of the packet which is received, the management
processing portion 13 retrieves a session identifier in the
path management table 11. At this time, if not being able
to find a session corresponding to the transmission des-
tination ID of the packet, the management processing
portion 13 revokes the packet.

[0114] If being able to find the session corresponding
to the transmission destination ID of the packet, the man-
agement processing portion 13 transfers the packet to
the mobile node 4 through the session "Session#1" cor-
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responding to the transmission destination ID "HoA1" of
the packet through the session transmitting and receiving
portion 14 (e10 and ell in FIG. 10).

[0115] In this case, as to the transmission of a packet
to the mobile node 4 from the movement management
server 1, the packet is transmitted as a data portion of
an HTTP response. When there is no packet to be trans-
ferred, an HTTP response without a data portion is trans-
mitted to the mobile node 4 from the movement manage-
ment server 1.

[0116] Thus, in this example, since the movement
management server 1 sends a packet, addressed to a
fixed ID, to the mobile node 4 through a session between
the movement management server 1 and mobile node
4, the mobile node 4 can continue communication using
the same fixed ID even if it moves.

[0117] In addition, in this example, even if a device
(gateway 3) which imposes restrictions on communica-
tion exists in a network between the movement manage-
ment server 1 and mobile node 4, the mobile node 4 can
continue communication through the movement man-
agement server 1 so long as it is possible to establish a
session.

[0118] Moreover, in each example of the present in-
vention mentioned above, a communication protocol
which an application on a communication terminal uses
may differ from a communication protocol used in a ses-
sion established between the communication terminal
and a movement management server.

[0119] By being made to have the above-described
construction and operation, the present invention dem-
onstrates an effect that communication can be continued
even when a node moves to a network where a device
which imposes restrictions on the communication exists.

Claims

1. A movement management system which manages
a communication terminal by a movement manage-
ment server inacommunication network where node
identification information of the communication ter-
minal is determined depending on a connection
place to the network, wherein the movement man-
agement server has means of establishing a virtual
communication path through which the communica-
tion terminal and the movement management server
can mutually transmit and receive data from a net-
work in a movement destination of the communica-
tion terminal.

2. The movement management system according to
claim 1, wherein the movement management server
includes means of associating and holding informa-
tion on the virtual communication path with fixed
identification information of the communication ter-
minal.
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The movement management system according to
claim 2, wherein the movement management server
includes means of mediating communication be-
tween the communication terminal and its commu-
nication partner on the basis of association of the
fixed identification information with the information
on the virtual communication path.

The movement management system according to
claim 2, wherein the movement management server
holds association with an identifier of a network,
which moves with the communication terminal, and
information on the virtual communication path.

The movement management system according to
claim 4, wherein the movement management server
mediates communication between the communica-
tion terminal, connected to a network which moves
with the communication terminal, and its communi-
cation partner on the basis of association of an iden-
tifier of a network, which moves with the communi-
cation terminal, with information on the virtual com-
munication path.

The movement management system according to
claim 1, wherein the virtual communication path uses
any of a TCP (Transmission Control Protocol) ses-
sion, an HTTP (Hyper Text Transfer Protocol) ses-
sion, and an SSL (Secure Sockets Laver) session.

A movement management server which manages a
communication terminal ina communication network
where node identification information of the commu-
nication terminal is determined depending on a con-
nection place to the network, comprising:

means of establishing a virtual communication
path through which the communication terminal
and the movement management server can mu-
tually transmit and receive data from a network
in amovement destination of the communication
terminal.

The movement management server according to
claim 7, including means of associating and holding
information on the virtual communication path with
fixed identification information of the communication
terminal.

The movement management server according to
claim 8, including means of mediating communica-
tion between the communication terminal and its
communication partner on the basis of association
of the fixed identification information with the infor-
mation on the virtual communication path.

The movement management server according to
claim 8, holding association of an identifier of a net-
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work, which move with the communication terminal,
with information on the virtual communication path.

The movement management server according to
claim 10, mediating communication between the
communication terminal, connected to a network
which moves with the communication terminal, and
its communication partner onthe basis of association
of an identifier of a network, which moves with the
communication terminal, with information on the vir-
tual communication path.

The movement management server according to
claim 7, wherein the virtual communication path uses
any of a TCP (Transmission Control Protocol) ses-
sion, an HTTP (Hyper Text Transfer Protocol) ses-
sion, and an SSL (Secure Sockets Laver) session.

A movement management method used in a move-
ment management system which manages a com-
munication terminal by a movement management
server inacommunication network where node iden-
tification information of the communication terminal
is determined depending on a connection place to
the network, wherein the movement management
server executes processing of establishing a virtual
communication path through which the communica-
tion terminal and the movement management server
can mutually transmit and receive data from a net-
work in a movement destination of the communica-
tion terminal.

The movement management method according to
claim 13, wherein the movement management serv-
er executes processing of associating and holding
information on the virtual communication path with
fixed identification information of the communication
terminal.

The movement management method according to
claim 14, wherein the movement management serv-
er executes processing of mediating communication
between the communication terminal and its com-
munication partner on the basis of association of the
fixed identification information with the information
on the virtual communication path.

The movement management method according to
claim 14, wherein the movement management serv-
er executes processing of holding association of an
identifier of a network, which move with the commu-
nication terminal, with information on the virtual com-
munication path.

The movement management method according to
claim 16, wherein the movement management serv-
er executes processing of mediating communication
between the communication terminal, connected to
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a network which moves with the communication ter-
minal, and its communication partner on the basis
of association of an identifier of a network, which
move with the communication terminal, with infor-
mation on the virtual communication path.

The movement management method according to
claim 13, wherein the virtual communication path us-
es any of a TCP (Transmission Control Protocol)
session, an HTTP (Hyper Text Transfer Protocol)
session, and an SSL (Secure Sockets Laver) ses-
sion.

A program of a movement management method
used in a movement management system which
manages a communication terminal by a movement
management server in a communication network
where node identification information of the commu-
nication terminal is determined depending on a con-
nection place to the network, wherein the program
is used for making a computer of the movement man-
agement server execute processing of establishing
avirtual communication path through which the com-
munication terminal and the movement manage-
ment server can mutually transmit and receive data
from a network in a movement destination of the
communication terminal.



EP 1689 122 A2

3AON UANLYV
NOILLYOINNWINOD

)

S

. 00}

i NOISSIS ONV al |

| a3xid N334 |

! " NOILVINMOANI “~__

| I0NIANOISTRINOO |-=>|  ZsvavIva

00¢

NYOM L3N
Q3LIsIA

AVAELLYD

H3INHTS

ININIOVNYIN

1INIWIAOW

9

}

14

S

e
I1I80N

(Noiss3s) Hivd
NOLLYDINNWINOD
IvNLMIA HSIgvLs3

l OId

13



EP 1689 122 A2

3AON HIANLYVL
NOILYOJINNWINOD

I g

NOILEOd NOILHOd
ONIAIZO3Y | ONIAIZOTY
anNv ANV
ONLLLINSNYHL ONILLINSNWVY.L
MHOMLEN | - NOISS3S

\ﬂm }

NOILHOd

ONISSIOOUd INFWIDOVYNYIN

v\N l

Z#Hod: LH-L#od: | YOO: L#UOISSSS

378vL INIWIOVYNVIN NOISS3S

\ﬁ:‘

L#U0ISS8S | YOH
37avL INJWIOVYNVYIN HLivd

)

]

INO

HIANATS
ININWIDOVYNVIN LNIWIAOW

Zifuod

L#od

Z2Old

IVH

lvoD

E{¢[o])]
37190N

m LVOH

14

14



EP 1689 122 A2

FIG. 3
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