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(54) Title: A SECURE METHOD FOR CALCULATING A POLYNOMIAL CONVOLUTION OPERATION FOR AN NTRU

CRYPTOSYSTEM
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(57) Abstract: A secure method is disclosed which calculates a polynomial convolution operation for an NTRU cryptosystem
as a public-key cryptosystem. The secure method calculates a polynomial convolution operation with a first polynomial (which
corresponds to a public key or a ciphertext) and a second polynomial arbitrarily selectable in NTRU encryption and decryption. The
method comprising: (1) initializing respective elements of an array by an initial value that is not zero; and (2) storing the polynomial
&= convolution operation result of the first and second polynomials in the array initialized by the initial value that is not zero. The
secure method provides a secure cryptosystem designed so that a polynomial convolution operation, which is a primary operation
of an NTRU cryptosystem, has resistance against power analysis attacks, and a method for blocking power analysis attacks, such as
simple power analysis (SPA) and differential power attack (DPA). The secure method can prevent power analysis attacks without
large overheads and thus efficiently perform a polynomial convolution operation, thereby maintaining the performance of a security

system above a certain level.



WO 2009/084752 1 PCT/KR2007/006988

Description

A SECURE METHOD FOR CALCULATING A POLYNOMIAL

[1]

(2]

(3]

[4]

CONVOLUTION OPERATION FOR AN NTRU

CRYPTOSYSTEM
Technical Field

The present invention relates to a method for calculating a polynomial convolution
operation for an n-th degree truncated polynomial ring (NTRU) cryptosystem as a
public-key cryptosystem. More particularly, this invention relates to a method for
configuring a secure security system, through operation unification and randomization,
against a power analysis attack that discovers the password information by measuring

power consumption patterns in the security system.

Background Art

In recent years, with the exchange of private important information through wired/
wireless networks for internet shopping, internet banking, and electronic funds
transferred through bank cards, credit cards, and mobile communication terminals, the
importance of protecting information has increased. In line with this, cryptosystems
that establishes a theoretical basis for protecting private information have also
gradually come under the spotlight. These cryptosystems have already been
standardized by a variety of standardization organizations for about 30 years and im-
plemented through a variety of methods, such as hardware and software.

The n-th degree truncated polynomial ring (NTRU) cryptosystem, recently
developed, is a type of public key encryption that can provide a variety of security
levels according to the choice of parameters. When the NTRU cryptosystem adjusts
the level of the security to the same level as the conventional Rivest-Shamir-Adelman
(RSA) and the conventional elliptic curve cryptosystem, it can perform encryption and
decryption much faster than the conventional RSA and the conventional elliptic curve
cryptosystem. Therefore, the NTRU cryptosystem has drawn attention as a next
generation public key encryption. Recently, the IEEE has taken the NTRU
cryptosystem into consideration as a next generation standard, i.e., [EEE P1363.1,
which complements standard IEEE P1363 related to the conventional RSA and the
conventional elliptic curve cryptosystem. The standardization has been substantially
progressed and yielded Draft 9, in 2007.

Since the security of cryptosystem comes from key protection, it is important to
safely protect keys in the system and to perform operations directly related to the key
when cryptosystem is implemented, so that key-related information cannot be leaked.

However, when a cryptosystem is implemented in a relatively small system, for
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[11]
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example, a smart card or an embedded system, etc., external attackers can accurately
measure the power consumption patterns of these systems, due to the simplicity of the
structure of these systems, and guess the key, which is called a power analysis attack.
Although a theoretically secure cryptosystem is designed, the power analysis attack is
a very strong attack method that can physically incapacitate the encryption during im-
plementation. For the RSA and the elliptic curve cryptosystem, a variety of methods
for protection against power analysis attack have been developed, however, similar

methods for the NTRU cryptosystem have not yet been developed.
Disclosure of Invention

Technical Problem

The present invention solves the above problems, and provides: a secure
cryptosystem designed so that a polynomial convolution operation, which is a primary
operation of an NTRU cryptosystem, has resistance against power analysis attacks; and
a method for blocking power analysis attacks, such as simple power analysis (SPA)
and differential power attack (DPA).

The present invention further provides a method that can prevent power analysis
attacks without large overheads and thus efficiently perform a polynomial convolution
operation, thereby maintaining the performance of a security system above a certain
level.

Technical Solution

In accordance with an exemplary embodiment of the present invention, the present
invention provides a method for calculating a polynomial convolution operation with a
first polynomial (which corresponds to a public key or a ciphertext) and a second
polynomial arbitrarily selectable in n-th degree truncated polynomial ring (NTRU)
encryption and NTRU decryption, the method including: (1) initializing respective
elements of an array by an initial value that is not zero; and (2) storing the polynomial
convolution operation result of the first and second polynomials in the array initialized
by the initial value that is not zero.

Preferably, the initial value is the same value at all the elements of the array.

Preferably, the same value is identical to that of an operand in a modulo operation for
the NTRU encryption.

Preferably, the initial value comprises randomly generated values for the respective
elements of the array.

Preferably, the method may further include subtracting the randomly generated value
from the polynomial convolution operation result stored in the array.

Preferably, the second polynomial includes a product-form polynomial.

Advantageous Effects
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As described above, the polynomial convolution operation method, according to the
present invention, can provide: a secure cryptosystem designed so that a polynomial
convolution operation, which is a primary operation of an NTRU cryptosystem, has
resistance against power analysis attacks; and a method for blocking power analysis
attacks, such as simple power analysis (SPA) and differential power attack (DPA).

Also, the polynomial convolution operation method can provide a method that
prevents power analysis attacks without large overheads and thus efficiently performs
a polynomial convolution operation, thereby maintaining the performance of a security
system above a certain level.

Additionally, the polynomial convolution operation method can provide security to:
smart cards, such as credit cards, cash cards, and transportation cards; one time
password (OTP), as one of the next generation securing means, with which con-
ventional security cards (a table of random numbers) for internet banking are replaced;
universal subscriber identity module (USIM) that must be used in the 3" generationmo-
bilecommunication, such as WCDMA, etc.; and embedded systems,etc.

Furthermore, the polynomial convolution operation method can provide security to
all systems other than the foregoing systems listed above, susceptible to power analysis
attack.

Brief Description of Drawings

The features and advantages of the present invention will be more apparent from the
following detailed description in conjunction with the accompanying drawings, in
which:

Figure 1 is a view illustrating an example of an algorithm for implementing a
polynomial convolution operation, which is a primary operation in an NTRU
cryptosystem, according to the present invention;

Figure 2 is a view illustrating an example of an algorithm for implementing a
polynomial convolution method for protection against SPA attack, according to an
embodiment of the present invention;

Figure 3 is a view illustrating an example of an algorithm for implementing a
polynomial convolution method for protection against DPA attack, according to an
embodiment of the present invention;

Figures 4 and 5 are graphs illustrating experimental results when the DPA attack is
performed using the algorithm of Figure 1, which does not employ protection against
power analysis attacks; and

Figures 6 and 7 are views illustrating examples of an algorithm for implementing a
polynomial convolution method for protection against DPA attacks, according to

another embodiment of the present invention.
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<Brief Description of Symbols in the Drawings>

¢(X): a first polynomial corresponding to a 'public key' or 'ciphertext’

a(X): a second polynomial that is arbitrarily selectable

t(X): an array for storing polynomial convolution operation results

b: an array indicating which of the coefficients of a(X), a binary polynomial having
N coefficients, are 1

g: an operand in the modulo operation

r: aninitialvaluegeneratedatrandom
Best Mode for Carrying out the Invention

Hereinafter, exemplary embodiments of the present invention are described in detail
with reference to the accompanying drawings.

First, a polynomial convolution operation and NTRU public key cryptosystem will
be briefly described, following the polynomial convolution operation method

according to the present invention.

1. Polynomial convolution operation

Let Z be a set of integers. A polynomial ring over Z, denoted Z[X], becomes the set
of all polynomials with coefficients in the integers. When quotient ring R is defined as
Z[X]/(X"-1), this means a set of all possible remainder polynomials that may be
created when an arbitrary polynomial with integer coefficients is divided by a
polynomial X"-1. Therefore, an element a in R can be expressed as a polynomial or a

vector, as the following equation (1).
a(X) = 23\261 a; X = [ag,ay.....ax—_1]
~ (1)

The convolution product ¢ of elements a and b in R has a coefficient expressed by the

following equation (2).

Ck = Zf:(] ;b —; + Z;\;Zil ty bf\r—i—}i?—i - Zi—!—jfk { mod N) i bj

@)

Where X~ =1 mod (X" - 1).

Technically, the operation requires N’ integer multiplications, and this causes a large
number of computations. However, for the polynomial convolution operation used by
NTRU, one of elements a and b has small coefficients, so the computation of a*b is

very fast.

2. NTRU public key cryptosystem
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A variety of NTRU cryptosystems exist, however, the improved version proposed by
Hoffstein or Bailey is as follows:

- NTRU is set up by three public parameters, N, p, and q, where the greatest common
divisor (ged) of pand qis 1, i.e., ged (p, q) =1, and p << q.

- Coefficients of the polynomial are reduced mod p or q

- Inverse of a polynomial f over mod g, denoted "' mod g, is defined as a polynomial
satisfying £*f "= 1 mod g, where mod q means that every coefficient in the polynomial
is reduced mod q, i.e., every coefficient is calculated by the remainders after every co-
efficient is divided by q.

Working draft of standard IEEE P1363.1 proposes a set of typical parameters for an
NTRU, one of which is (N, p, q) = (251, 2, 197).

2.1 Key generation

Let's choose polynomials, F and g, with small coefficients in R and then calculate f
:=1+pFand h:=pf 1>X<g mod q. Here, mod q means that every coefficient in the
polynomial is reduced mod q, i.e., every coefficient is calculated by the remainders
after every coefficient is divided by g. The private key is the polynomial f and the
public key is the polynomial h.

2.2 Encryption
Let m be a polynomial representing a message. A polynomial r of N-1 degree with
small coefficients is arbitrarily chosen and then ciphertext e (e := r*h + m mod q)is

calculated.

2.3 Decryption

In order to decrypt the ciphertext e, the element a (a := e*f mod q)is first calculated.
The coefficients of a are chosen so as to be A < a < A+q, where A is, as a fixed value,
determined by a simple formula depending on thé remaining parameters. After that, a

plaintext m (m := a mod q) is recovered.

2.4 Validity of decryption

The polynomial a calculated at Section 2.3 satisfies the following equation (3).

a=¢ex* f modg

=(rxh+m)* fmodgq (since e =7 % h+ m)
=pr*g+mx* fmodq (since h* f =pg* 1 % f = pg)
-~ (3)

Let's take the final polynomial pr*g+m*f into consideration. By appropriately
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choosing parameters, the coefficients can be adjusted to fall within an interval less than
g. Therefore, the polynomial a can be recovered as per the following equation (4).
a=prkg+mx f=prkg-4+ mx (1 -+ pF)

- @)

The m can be established not with respect to mod q but by a precise equality, i.e., m
=amod p.

Based on the foregoing description, the polynomial convolution operation method of
the present invention will be described in detail below.

Figure 1 is a view illustration an example of an algorithm for implementing a
polynomial convolution operation, which is a primary operation in an NTRU
cryptosystem, according to the present invention. This algorithm inputs a general
polynomial ¢(X) with integers, which are equal to or greater than O and smaller than a
natural number ¢, and a binary polynomial a(X) with coefficients of a binary number
1" or '0," and then calculates a convolution product of the polynomials ¢(X) and a(X),
t(X)=a(X)*c(X). c(X) is referred to as a first polynomial and a(X) is referred to as a
second polynomial. Here, a(X) is replaced with an array b that represents the location o
f coefficient '1' and then inputs them to the algorithm. The total number of coefficient
of a(X) and c(X) is N (integer). Also, d denotes the number of elements in the array b.

The binary polynomial a(X) corresponds to a private key in decryption or to a ran-
domization polynomial r in encryption. Since the decryption and encryption are an
internal operation, they do not allow direct access from the external side. That is, it can
be designed so that the external side cannot be aware of the array b that represents
which of N coefficients of the binary polynomial a(X) are 1. However, since only the
general polynomial ¢(X) is an open part, it allows the access from the external side and
can be arbitrarily altered by attackers. Attackers can input their arbitrarily generated or
altered data and enable operations to perform using the input data, so that they can
analyze the internal power consumption patterns of the system at the external side and
then indirectly derive key information.

The following description is a method for preventing a polynomial convolution
operation in an NTRU cryptosystem from attacking, according to a method for
protection against simple power analysis (SPA) attack and a method for protection

against differential power analysis (DPA) attack.

(1) Protection against SPA attack

In SPA attack for an NRTU, an attacker can detect a minute difference of power
consumption as to the cases where one of x and y is zero and both x and y are not zero
when an addition operation x + y is performed in the system. Using this fact, the

attacker establishes a general polynomial ¢(X) whose coefficients are not zero and then
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enables the system to perform a polynomial convolution to analyze key information.

In particular, as described in Figure 1, rows 5 to 7 of the algorithm of the polynomial
convolution operation for an NTRU are to perform an addition operation of two
integers by N times. Since t are all initialized to zero, when j is set to zero (j = zero) at
row 4, N operations at rowsJ 5 to 7 become all additions whose one operand is zero.
However, when jis set to 1 (j = 1) at row 4 at the next step, a part of the N operations
become additions whose all operands are not zero and the remaining part of the N
operations become additions where one of the operands is zero. When measurement is
performed as to where the latter case occurs, a relative difference between the first
element, b[0], and the second element, b[1] of array b can be obtained. When the
attacker repeats this procedure, the relative differences between the adjacent elements
of array b can be all acquired. When only the first element b[0] is obtained by a simple
exhaustive search, all elements in array b can be obtained to recover a key.

For example, if N=7 and b=[1, 4, 6], power consumption patterns for rows 5 to 7 in
the algorithm of Figure 1 can be shown in time by order as follows.

J=0:ZNZNZNZNZNZN ZN

J=1: NN NN NN NN ZN ZN ZN

J=2: NN NN NN NN NN ZN ZN

Where, ZN denotes an addition operation of adding zero and a non-zero number, and
NN denotes an addition operation of adding non-zero numbers.

For j=1, three ZN's at the later part represent the relative difference between b[0] and
b[1] is 3. For j=2, two ZN's at the later part represent the relative difference between
b[1] and b[2] is 2. An attacker can guess b using only the power consumption pattern
described above, without being aware of the contents of b. When the attacker guesses
b[0] as x, b =[x, x+3, x+5] can be obtained. Therefore, although the attacker didn't
know each element of b, only if one value, X, is obtained, all the elements of b can be
substantially acquired. Therefore, when an exhaustive search is applied to the value X,
b can be found out.

It is understood that the attack described above can be applied to all convolution
algorithms whose form is similar to that of the algorithm of Figure 1 as well as the
algorithm described in Figure 1.

Figure 2 is a view illustrating an example of an algorithm for implementing a
polynomial convolution method for protection against SPA attack, according to an
embodiment of the present invention. In this algorithm, every element in an array t is
initialized not to zero but to g, so that additions with zero cannot be performed and all
addition operations have similar power consumption patterns. Therefore, the SPA
attack, which is performed based on the determination of the addition for zero, can be

prevented. Also, since the algorithm of Figure 2 does not perform any additional
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operation except for alteration at the initial step, its performance is not deteriorated at
all although SPA prevention function is added thereto.

Rows 1 to 3 in the algorithm of Figure 2 correspond to a step for initializing every
element of the array t(X) to a non-zero initial value (q). The array t(X) stores a
polynomial convolution operation result of a first polynomial ¢(X) corresponding to a
'public key' or a 'ciphertext' and a second polynomial a(X) arbitrarily selectable. Also,
rows 4 to 11 correspond to a step for storing the convolution operation result of the
first polynomial ¢(X) and the second polynomial a(X) in the array t(X) that was
initialized by the non-zero initial value. In particular, row 2 in the algorithm of Figure
2 performs a step for storing the same initial value (q), not zero, in every element of
the array t(X) that will intend to store the polynomial convolution operation result.
Also, since row 2 in the algorithm of Figure 2 sets the same initial value, not zero, to
the same value as operand q of a modulo operation, it does not need a subtracting step
where every element of the array is subtracted to the initial value used at the ini-

tializing step after the array stores the polynomial convolution operation result.

(2) Protection against DPA attack

After adding the SPA prevention function, the algorithm can be performed so that the
addition of adding zero to a number cannot be distinguished from the addition of
adding non-zero numbers, however, it may still generate a minute difference of power
consumption by a difference between operands of the addition operation. This
difference can be hardly detected by a simple attack method, such as SPA, but can be
detected by an enhanced attack method, such as DPA. An attacker using DPA for an
NTRU alters and applies a variety of general polynomials c(X) for and to a constant
binary polynomial a(X) (which causes a constant array b) to measure the power
consumption pattern. After that, the attacker statistically analyzes the measured power
consumption pattern and discovers information of the array b. Therefore, since the
attacker has an amount of power consumption data greater than that of the SPA, the
attacker can accumulate minute differences, which cannot be detected by the power
analysis at one time, and cannot therefore perform an attack with a larger accuracy.

More specifically, to accomplish the aim of discovering the elements in the array b,
the attacker can detect a minute difference of power consumption between the case
where the result value of tk+bm +c_atrow 6 in the algorithm of Figure 1 has a lowest bit
of 0 and the case where the result value of tk+bm +c¢ _atrow 6 in the algorithm of Figure
1 has a lowest bit of 1. Here, such a difference does not allows for detection by a one
power measurement, such as SPA, rather it can be detected by performing operations
for a variety of polynomials c(X) and then accumulating and measuring the differences

of power consumption. Performing such an attack is based on the rationale that the
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addition for the same operand has the same power consumption pattern. Therefore,
when the same operand can be calculated so as to always bring about different power
consumption patterns, DPA can be prevented.

Figure 3 is a view illustrating an example of an algorithm for implementing a
polynomial convolution method for protection against DPA attack, according to an
embodiment of the present invention. This algorithm is designed in such a way that the
same input brings about different power consumption patterns whenever the algorithm
is performed, under the conditions that every element in an array t is initialized to
random numbers. After completing the operation, a corresponding random number is
removed to compensate the operation result. Every element in the array t may be
initialized by the same value. Therefore, this algorithm can prevent a DPA attack
operating on the assumption that the same input brings about the same power
consumption.

Rows 1 to 3 in the algorithm of Figure 3 serve to perform a step for generating initial
values, used for the initialization of every element in an array t(X), at random. The
array t(X) stores a polynomial convolution operation result. Also, rows 4 to 6 serve to
perform a step for initializing every element of the array t(X) using initial values
generated at random. Rows 12 to 14 serve to perform a step for subtracting a value that
is generated at random from the stored polynomial convolution operation result.

Figures 4 and 5 are graphs illustrating experimental results when the DPA attack is
performed using the algorithm of Figure 1, which does not employ protection against
power analysis attack. The horizontal and vertical axes of the graphs denote time and
the magnitude of a power signal, respectively. In the experiments, an attacker ar-
bitrarily guesses b[j], the j-th element in an array b, which is fixed but the attacker
didn't know and then performs the algorithm of Figure 1 for a plurality of different
polynomials ¢(X). After that, the attacker sorts the result values tk+bm te according to
whether the lowest bit is 1 or 0 and then amplifies the difference between them. When
the guess fails, the amplification signal does not show any particular signal but signals
corresponding to random values, whose amplitudes are approximately zero, with
respect to the horizontal axis symmetrically, as shown in Figure 4. On the contrary,
when the guess is correct, a peak signal corresponding to a peak value appears at a
certain portion as shown in Figure 5. The attacker repeatedly guesses possible values
for b[j], and sorts and amplifies processes, until a peak value from the guessed value
appears.

When the DPA prevention method according to the present invention is applied to
the algorithm, the case where the peak value does not appear as shown in Figure 5.
Therefore, although an attacker performs a precise guess, a signal amplification graph

similar to that of Figure 4 is obtained, so that the attacker's guessed value cannot be
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checked as to whether it is correct or not, and thus the attacker cannot succeed in their
attack.

Figures 6 and 7 are views illustrating examples of an algorithm for implementing a
polynomial convolution method for protection against DPA attacks, according to
another embodiment of the present invention. Each of these algorithms is designed in
such a way that the same input brings about different power consumption patterns
whenever the algorithm is performed, under the conditions that every element in an
array t is initialized to random numbers. After completing the operation, a cor-
responding random number is removed to compensate the operation result. Every
element in the array t may be initialized by the same value. Therefore, these algorithms
can prevent DPA attacks conducted on the assumption that the same input brings about
the same power consumption.

As the SPA prevention algorithm of Figure 2 and the DPA prevention algorithms of
Figures 3, 6 and 7 are applied in the case where the polynomial a(X) is a binary
polynomial, they can be applied to a product-form polynomial. The product-form
polynomial means a type of polynomial, such as a(X) = a (X) * az(X), a(X) = (al(X) *
az(X) + aS(X)), ora(X) = a (X) * az(X) * aS(X), for a binary polynomial, al(X), az(X),
and a3(X).

Although the preferred embodiments of the present invention have been disclosed for
illustrative purposes, those skilled in the art will appreciate that various modifications,
additions and substitutions are possible, without departing from the scope and spirit of

the invention as disclosed in the accompanying claims.
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Claims

A method for calculating a polynomial convolution operation with a first
polynomial (which corresponds to a public key or a ciphertext) and a second
polynomial arbitrarily selectable in n-th degree truncated polynomial ring
(NTRU) encryption and NTRU decryption, the method comprising:

(1) initializing respective elements of an array by an initial value that is not zero;
and

(2) storing the polynomial convolution operation result of the first and second
polynomials in the array initialized by the initial value that is not zero.

The method according to claim 1, wherein the initial value is the same value at
all the elements of the array.

The method according to claim 2, wherein the same value is identical to that of
an operand in a modulo operation for the NTRU encryption.

The method according to claim 1, wherein the initial value comprises:
randomly generated values for the respective elements of the array.

The method according to claim 4, further comprising:

subtracting the randomly generated value from the polynomial convolution
operation result stored in the array.

The method according to claim 1, wherein the second polynomial comprises:

a product-form polynomial.
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Input: & an array of d locations for ‘1’ representing the polynomial a(X);
¢( X} the polynomial; N the number of cocfficients in a( X}, e(X).

Qutput: ¢ the array where ((X) = a{X) = ¢(X).

8
9 for 0 < j < N do
10:
11:

for 0 < j < 2N do
t; 0

1
2
3. end for
4:
)
7

for 0 < j<ddo
for 0 < k < N do
Lprpfs) < Lo +
end for
end for

t;  (t; +t0n) mod g
end for

[Fig. 2]

Input: & an array of d locations for ‘1’ representing the polynomial a(X):
¢( X} the polvnomial; N the number of coefficients in a( X}, ¢(X}.

Qutput: ¢ the array where ¢{X) = a(X) *c(X).

8
9: for 0 < 7 < N do
10:
11:

for 0 < j < 2N do
Ly & q

1
2
3: end for
4.
6
7

for0 < j<ddo
for 0 <k < Ndo
Fials) € Toral) + G
end for
end for

ty = (t; + tin) mod g
end for
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[Fig. 3]

PCT/KR2007/006988

Input: b an array of d locations for ‘1° representing the polvnomial a(X);
c(X) the polynomial; & the number of coefficients in a( X'}, ¢(X).

Output: ¢ the array where £(X) = a(X) * ¢(X).

for 0 < j < 2N do
Generate a random 7.

end for

for 0 < j < 2N do
ey

end for

for 0 <y < ddo
for 0 <k < N do

Prla) €= Tapafs) + G

10.  end for

11: end for

12; for 0 < 3 < 2N do

13 ?fj,‘ — f;,‘ — 7

14. end for

15: for 0 < j < N do

160 ;< (t; +ton) mod g

17: end for

oo W b =

o

[Fig. 4]
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Input: b an array of d locations for ‘17 representing the polynomial ¢ X};
¢(X) the polynomial; N the number of cocfficients in a{ X}, o(X).

Output: t the array where #(X) = a(X) *¢(X).

10:
11:
12:
13:
14:

U A e

for 0 < j < Ndo
Generate a random r;.
end for
for 0 < j < N do
ty ey
end for
for ) < j<ddo
for 0 < £k < N do
Lt mod N = Tpti[i) moa v + Ck
end for
end for
for) < j< Ndo
t; « (t; —r;) modgq
end for
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Input: & an array of d locations for ‘1’ representing the polynomial a(X);
¢(X) the polynomial; N the number of cocfficients in a(X), ¢(X).

Qutput: t the array where t(X) = a(X) (X)),

for 0 < j < N do
CipnN € 4
end for
for 0 <7< N do
Generate a random 7.
end for
for ) < ;< Ndo
f{.j — r;
end for

: for 0 < j < ddo

for 0 <k < Ndo
tp < tp + Crrn )
end for

- end for
5 for 0 < j < Ndo

t; « (t; —r;) modyg

7. end for
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