wo 2014/040479 A1 I} 1] A1 00O Y RO A

(12) EREFEERLYF A HHERRR R

(19) Tt 5 R E S >
H R R é
—

0 00 00O A0 O
10 BEFEAHS
WO 2014/040479 A1

(51

eay)
(22)
(25)
(26)
(30)

1

(72

74

(43 BT H =

2014 3 20 H (20.03.20149) wWipO | PCT
HEER225:

HO4L 9/32 (2006.01) HO4W 4/14 (2009.01)

HO4L 29/06 (2006.01) -
H R EES PCT/CN2013/081942
HEREHEH: 2013 4£ 9 4 H (04.09.2013)
HFES: 3
ATES: H3C
RS

201210336371.8 2012 F 9 H 12 [ (12.09.2012) CN

BHIEA: PXERBAERAT (ZTE CORPORA-
TION) [CN/CN]; FE KB EINTH 5 L X & #h
Al ] B £ B B % 38 THOK B, Guangdong
518057 (CN)s

RN B (ZHENG, Wei), T E A G R R
I X B FT B AT R FE g R E R KRR,
Guangdong 518057 (CN).

REN: ERREB AR REHEFEES

'ﬂ() (CHINA PAT INTELLECTUAL PROPERTY OF-

(84)

FICE); " [B Jb 3 7 -3 [X 1 0E i % 21 5 ok 4
W= BURE B B 2 2, Beijing 100080 (CN).

HEE A ERE, TR AT IR A E XA
#): AE, AG, AL, AM, AO, AT, AU, AZ, BA, BB, BG,
BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN, CO, CR,
CU, CZ, DE, DK, DM, DO, DZ, EC, EE, EG, ES, FL GB,
GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IS, JP,
KE, KG, KN, KP, KR, KZ, LA, LC, LK, LR, LS, LT, LU,
LY, MA, MD, ME, MG, MK, MN, MW, MX, MY, MZ,
NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA,
RO, RS, RU, RW, SA, SC, SD, SE, SG, SK, SL, SM, ST,
SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ,
VC, VN, ZA, ZM, ZW o

Wl GO ERE, TORE AT R A X A
#): ARIPO (BW, GH, GM, KE, LR, LS, MW, MZ, NA,
RW, SD, SL, SZ, TZ, UG, ZM, ZW), BRIl (AM, AZ,
BY, KG, KZ, RU, TJ, TM), BX#ll (AL, AT, BE, BG, CH,
CY, CZ, DE, DK, EE, ES, FI, FR, GB, GR, HR, HU, IE,
IS, IT, LT, LU, LV, MC, MK, MT, NL, NO, PL, PT, RO,
RS, SE, SL SK, SM, TR), OAPI (BF, BJ, CF, CG, CL CM,
GA, GN, GQ, GW, KM, ML, MR, NE, SN, TD, TG).

&0

(54) Title: USER IDENTITY AUTHENTICATING METHOD AND DEVICE FOR PREVENTING MALICIOUS HARASSMENT

(34

RAEH  UrB RIS IeiE Ty R E

R PAFREBFRRAMES, %K |-S10

ot — 8 5 — B A{E 8T G

'

W Bk F — I RS 1R G A B A
B —ARiR1E B IR N W 3k ag4aqz b
AL E5F5HIFTRILEREG

-ST1

R P EE QAR AN E =

W iERAE 8094845 8 £ AR B 0948

& AT 550, WRRGE

TR EAL B fR 444 B — T At

e, R R, NI aE
ERY)

|-S12

A 1 / FIGA1

510

AFTER A USER LOGGING IN THE INTERNET

WEBSITE, GENERATING A UNIQUE FIRST
AUTHENTICATION CODE INFORMATION AND
STORING IT

S11

DISPLAYING THE FIRST AUTHENTICATION CODE

INFORMATION AND THE SMS UL SERVICE NUMBER
USED FOR IDENTIFYING THE WEBSITE UNIQUELY
ON THE WEBSITE PAGE

AFTER THE USER SENDING A SMS TO
CORRESPONDING SMS UL SERVICE NUMBER,
WHEREIN THE SMS INCLUDES A SECOND
AUTHENTICATION CODE INPUT BY THE USER,
MATCHING THE ACQUIRED SECOND
AUTHENTICATION CODE WITH THE STORED FIRST
AUTHENTICATION CODE, IF THE MATCHING
SUCCEEDS, THE AUTHENTICATION SUCCEEDS

(57) Abstract: Disclosed is a user identity authenticating method for preventing malicious harassment with a device corresponding
to it disclosed. The method comprises: after a user logging in the internet website, generating a unique first authentication code in -
formation and storing it; displaying the first authentication code information and the short message (SMS) uplink(UL) service num-
ber used for identitying the website uniquely on the website page; after the user sending an SMS to corresponding SMS UL service
number, wherein the SMS includes a second authentication code input by the user, matching the acquired second authentication
code with the stored first authentication code, if the matching succeeds, the authentication succeeds. The embodiments in the present
invention can avoid the possible malicious harassment effectively, thus avoiding the legal risks which the website service provider
may confront to some extent, improving the satisfaction of its service. In addition, the increase of processing load and performance
influence of the website service provider' server can be avoided in the invention, which are caused by triggering the sending of a
large number of authentication codes maliciously.
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